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Objectives

This document is intended for those evaluating Mt&@wAnti-Spam. It follows on from the
Isode Internet Messaging Evaluation Guide and theesystem set up during that guide as a
basis for the M-Switch Anti-Spam gateway and tgstihthat gateway.

This guide covers setting up M-Switch Anti-Spandiad and adjusting anti-spam rules and
testing the system using accounts set up duringntbenet Messaging Evaluation Guide.

You'll also prepare M-Switch Anti-Spam for operatim conjunction with Isode’s web-based
guarantine management system, installation andfushich is covered in the follow-on
Message Audit Database Evaluation foundnatv.isode.com/evaluate/audit-database.html

At the end of this guide you will have:

1. Configured M-Switch as an anti-spam gateway.
2. Adjusted and added anti-spam rules.
3. Tested the installation.

Isode packages filenames always contain referédndég version number of the package. For
the purposes of this guide version number have begaced with a generiX'. For
exampleM-Vault-12.0v0.i386.exebecomedM-Vault-XX. XvX-X.i386.exe. You should
substitute the relevant version numbers when rgnoommands or executing menu items
that include package names.

Requirements

You will need to have downloaded and installed MsWav-Switch and M-Box on your
evaluation machine. Before installing these packageu should visit
www.isode.com/products/supported-systems.titnadiscover which operating systems are
supported by Isode. You should apply for accessdggassword protected evaluation file
pages by filling in the form atww.isode.com/evaluate/evalrequest.php

Each supported operating system has its own ev@ahuasge which contains links to the files
you need and installation instructions for thatfplan. You will be emailed a user name and
password for access as well as an evaluation kcfliss

You will also need to download the relevant Spared&Database (msgcheck) for your
operating system from the M-Switch Anti-Spam evitrapage
(www.isode.com/evaluate/m-switch-anti-spam.htmi




The Quick Configuration Wizard

This guide assumes that you have already downloaugdlled and configured the M-Vault,
M-Switch and M-Box packages in accordance withlsoele Internet Messaging Evaluation
Guide.

If you have not yet done this you should follow thstructions in that guide first as the anti-
spam configuration you are about to embark onga@iesystems and accounts set up during
that guide.
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The Internet Messaging Evaluation Guide makes skteruse of the Isode Quick
Configuration Wizard, so installation and configiza should takeno more than 15
minutes.

The instructions that follow assume that all of ib&de services installed as part of the
Internet Messaging Evaluation Guide are runningu ¥an use the Isode Service Manager to
ensure that they are.

Isode Service Manager: Windows

Click Start and from the Programs menu selsode RXX.X>Isode Service Manager
(ISM)

Isode Service Manager: Linux, Solaris and HP-
UX

Type in the following command:

Once the Service Manager is open, ensure thabllesving services are running:

M-Vault, M-Switch SMTP Server, M-Switch Queue MaragM-Box Manage Sieve Server,
M-Box POP3 Server, M-Box Event Server, M-Box LMTer&r and M-Box IMAP Server.



The Spam Check Database

Once you have followed the instructions in therimée Messaging Evaluation Guide and
ensured that your messaging system is runningatyrgou’ll need to install the Spam
Check Database (msgcheck) that you downloadedefdim the Anti-Spam evaluation page
(see the ‘Requirements’ section for more informatio

The Spam Check Database contains the spam rutdgl{Bwitch uses to evaluate incoming
messages. You can and will adjust the rules indhiabase as part of your evaluation.

Spam Check Installation: Windows

Unzip the msgcheck.zip file into the /isode/etctsti directory.

Spam Check Installation: Linux, Solaris and HP-
UX

Untar the dataset into the configuration directery,

Congratulations!

You have now installed the Spam Check Databass.cidritains the spam rules that M-
Switch Anti-Spam uses to evaluate incoming messagas can and will adjust these rules gs
part of this evaluation.




Configuring the Spam Check
Database

In this section we're going to use the Message iSogrConfiguration Tool to add some rules
to the spam check database, tell M-Switch Anti-Spdrat to do with messages that breach
those rules, use EMMA to ensure that M-Switch isaéiing the relevant message channels
and check that the system is working by sendingsagess with Spam characteristics between
the email accounts that you set up as part ofritezriet Messaging Evaluation.

Before starting you'll need to run ‘dbmbuild’. Pdfindows users this can be found in your
Program Files/Isode/bin/directory. Linux and Solaris users shoulf typ¢hie following
command:

Starting the Message Scanning Configuration
Tool: Windows

Click Start and from the Programs menu selscide RXX.X>Message Scanning
Configuration Tool.

Starting the Message Scanning Configuration
Tool: Linux, Solaris and HP-UX

Type in the following command:

Using the Message Scanning Configuration Tool

When prompted to “Open channel mimecheck” click\es’. SelectBlocked
Words/Phrasesfrom the left hand pane.



We're going to add a blocked word that M-Switch iAspam should check for in incoming
messages. The blocked word we’re going to add is:

‘badword’

Click on the ‘Add’ button and in the word/phrasexptype ‘badword’. Make sure the
‘Enabled’ check box is ticked and click on OK.

Now we've added a blocked word, we need to tell Mt&h Anti-Spam what actions it
should take when it encounters an email that costaiblocked word.

In the left hand pane select ‘Action Rules’, scdalivn to and select ‘Block’ in the right-hand
pane and click on ‘Modify’.

In the Modify Action Rule screen that pops up wejoeng to tell M-Switch Anti-Spam to



allow through messages that contain blocked wountlsdbannotate the subject line with a
warning. The user could for instance, use that &tiom as the basis for filtering messages.

Other options available include redirecting the sagg to another mailbox, rejecting it (with
the option of returning the message to the sendbrawarning), discarding the message
completely or quarantining the message.

Note:

In the follow up to this guide, the Message Audit&base Evaluation Guide, we’ll explore
the quarantine option and how Isode’s web-basdd tam be used to manage quarantined
messages, notify users about them and allow useetdase or delete messages from
quarantine.

We’'re going to allow the message through but artadtee subject line. Click the ‘OK’ radio
button (to indicate that a message containing lddakords should be allowed through) and
then in the ‘Subject’ field type the following:

**xx|[legal Content***** $(subject)

This indicates that you want the subject of theieprafaced with “****[llegal
Content*****'_Click on OK.

To commit the new rule that you added and the agttu’'ve determined should be
associated with that rule, Selégke > Build from the menu.



Congratulations!

You have added a blocked word to M-Switch Anti-Sgamd added a rule that dictates how
messages that contain that blocked word shouldebéet.




EMMA

In this next section we'll use the Isode Enterpiessaging Management and Administration
tool (EMMA) to ensure that the auth.channel tablsedt to carry out checking on all channels.

Starting EMMA: Windows

Click Start and from the Programs menu selscide RXX.X> Enterprise Messaging
Management and Administration (EMMA).

Starting EMMA: Linux, Solaris and HP-UX

Type in the following command:

Using EMMA

You may be asked to connect to your messaging guanaiion, select the MyISP
configuration that you set up as part of the IndeiMessaging Evaluation and click on
Connect. The default password set up during therriet Messaging Evaluation was “secret”.

Navigate to the auth.channel table and selectéide Override tab. Type ‘smtp-internal-
>* jnto the key field and ‘check’ into the valueeld and click ‘Add.



Repeat this exercise, this time adding ‘smtp-exter’ to the key field and ‘check’ to the
value field.

Finish by clicking on theApply’ button.

Now go to the ‘mimecheckout’ channel. On the ‘Talbletab select the ‘linear’ radio button
and then click on Apply.

Congratulations!




You have finished setting up your test Anti-Spartegay. In the next section we'll test the
effectiveness of the blocked word and action roé you added by sending emails betwee
the accounts that you set up earlier as part ofitieenet Messaging Evaluation.




Testing the Configuration

In the Internet Messaging Evaluation Guide whialcpded this one, you set up three email
accounts; IMAP User 1, IMAP User 2 and POP Useu ¥an use these accounts to test the
effect of the blocked word and action rule youlgetin this guide.



Congratulations:

You have now set up, configured and tested M-SwAtcti-Spam. During the configuration
of the Spam Check database you added a blockedamardonfigured an action rule for
dealing with messages containing blocked words. Maht wish to go back to that section
of this guide and experiment with other rules actibas.

More details on rules and actions can be fountienM-Switch Administration Guide,
available in PDF format from the documentation isecof the Isode website
www.isode.com/support/docs.html




What next/other resources?

Evaluate the Message Audit Database

As part of this evaluation you set up the spam kltetabase to annotate the subject line of
messages containing a blocked word. Another ‘actibei option was to quarantine such
messages. The message Audit Database evaluatiah fetlows on from this one,
introduces Isode’s web-based Quarantine Managesystém which generates quarantine
message naotifications for email users, allows theexamine their quarantined messages
store and release or delete quarantined messages.

Apart from Quarantine Management, the evaluatiadegalso looks at Message Tracking
and Messaging Statistics.

You can read more about the Message Operator doteEtvww.isode.com/products/m-
switch-tracking.html

The evaluation is available fromwvw.isode.com/evaluate/audit-database.html

Isode Management Tools

As part of your Anti-Spam evaluation you used EMNxterprise Messaging Management
and Administration). You can read more about EMM#tbe Isode website at
www.isode.com/products/messaging-configuration.html

Product Information

You can find more information on M-Switch Anti-Spatwww.isode.com/products/m-
switch-anti-spam.html

Whitepapers

Free Isode whitepapers are available from the weskgiich cover all Isode products and
solution areas. Isode whitepapers can fouridtpt//www.isode.com/whitepapers/index.php
with whitepapers specific to Internet Messagingted at
http://www.isode.com/whitepapers/white-int.html

If you want to be informed about new whitepapemsj gan sign up for the Isode News email
list athttp://www.isode.com/company/news-request.php




