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Isode Audit Database 
Evaluation Guide 

��

Setting up and using Isode’s Audit Database enabled applications; 
Message Statistics, Message Tracking and Message Quarantine. 

�

and Isode are trade and service marks of Isode Limited. 

All products and services mentioned in this document are identified by the trademarks or service 

marks of their respective companies or organizations, and Isode Limited disclaims any responsibility 

for specifying which marks are owned by which companies or organizations. 

Isode software is © copyright Isode Limited 2002-2006, All rights reserved. 

Isode software is a compilation of software of which Isode Limited is either the copyright holder or 

licensee. Acquisition and use of this software and related materials for any purpose requires a 

written licence agreement from Isode Limited, or a written licence from an organization licensed by 

Isode Limited to grant such a licence. 



Objectives 

This document is intended for those evaluating Isode’s Message Audit Database and the 
applications that it enables; Message Statistics, Message Tracking and Quarantine 
Management. Because the applications that you’ll install as part of this evaluation are 
intended to track messages flowing through Isode’s M-Switch MTA, this guide assumes that 
you have M-Switch installed on your test system. 

Specifically this guide assumes that you have completed the M-Switch Anti-Spam Evaluation 
Guide (www.isode.com/evaluate/m-switch-anti-spam.html) which, in turn relies on the 
system set up during the Isode Internet Messaging Evaluation Guide 
(www.isode.com/evaluate/isp-eval.html). 

If you have not yet completed the tasks in those previous guides, you need to do so before 
starting this guide. It should take you no more than 15 minutes to run through each of those 
guides.  

At the end of this guide you will have: 

1. Installed the Message Audit Database and its associated applications; Message Statistics, 
Message Tracking and Quarantine Management. 

2. Used Message Tracking and Message Statistics to examine and report on messages 
flowing through Isode’s M-Switch MTA.  

3. Set up the Quarantine Management application to automatically notify mail recipients in 
your evaluation system of quarantined messages, allow them to examine their message 
quarantine store and allow them to delete or release quarantined messages. 

 

Isode package filenames always contain references to the version number of the package. For 
the purposes of this guide version number have been replaced with a generic ‘X’. For 
example: M-Vault-12.0v0.i386.exe becomes M-Vault-XX.XvX-X.i386.exe. You should 
substitute the relevant version numbers when running commands or executing menu items 
that include package names. 

A note on X.400 Messaging 
 
This guide uses previous Internet Messaging related evaluation guides as a basis for 
installation of the Audit Database and some of the applications that it enables. However the 
Audit Database is as relevant to X.400 Messaging as it is to Internet Messaging and can be 
installed to monitor X.400 messaging activity after using the Isode Quick Configuration 
Wizard to install Aviation, Military, EDI or pure X.400 messaging configurations. 

Requirements �

As part of previous evaluation guides you will have downloaded and installed M-Vault, M-
Switch and M-Box on your evaluation machine. Before installing these packages, you should 
visit www.isode.com/products/supported-systems.html to discover which operating systems 
are supported by Isode. You should apply for access to the password protected evaluation file 



pages by filling in the form at www.isode.com/evaluate/evalrequest.php. 

Each supported operating system has its own evaluation page which contains links to the files 
you need and installation instructions for that platform.  You will be emailed a user name and 
password for access as well as an evaluation license file. 

 



Preparation 

As part of the qualifying guides for this exercise you will have downloaded and installed M-
Switch, M-Box and M-Vault (using the Isode Quick Configuration Wizard), installed the anti-
spam database and, as part of the Internet Messaging Evaluation, installed Java Development 
Kit (JDK) Version 5.0 or above and Apache Tomcat. 

In addition you will need to install: 

·  PostgreSQL 8.2 or above: PostgreSQL packages can be downloaded from via the 
Isode Audit Database Evaluation page. 

·  TCL PostgresSQL library: this file (libpgtcl1.5.dll) can be downloaded via the Audit 
Database evaluation page of the Isode website. 



Installing PostgreSQL  

On Windows  

Run the PostgreSQL installation file and on the installation options screen choose to install all 
components except for ‘PostGIS Spatial Extensions’ and ‘Development’. 

When prompted to give an Account Password use the password ‘postgres’. 

 

The installation package will prompt you to create the user: 

MACHINENAME/postgres 

Accept the creation of the user and ignore the ‘weak password’ warning. For the purposes of 
this evaluation only we’ll be using the password ‘postgres’ throughout. You should change to 
a stronger password for live deployments. 

Accept the defaults on the following 'initialise database cluster' screen and again use the 
password 'postgres’. 



 

 

In the following ‘Procedural Languages’ screen, ensure that both the ‘PL/pgsql’ and ‘PL/tcl’ 
checkboxes are ticked. 

 

 



Accept the default settings on the ‘enable contrib settings’ screen. 

libpgtcl1.5.dll  

Place the libpgtcl1.5.dll file that you earlier downloaded from the Isode website (see the 
‘Requirements’ section) into your C:\Program Files\PostgreSQL\8.2\lib directory. 

On Unix  

Make sure you have downloaded the following files by following the links on the Isode 
website: 

·  compat-postgresql-libs-4-2PGDG.rhel4.i686.rpm 
·  postgresql-8.2.3-1PGDG.i686.rpm 
·  postgresql-libs-8.2.3-1PGDG.i686.rpm 
·  postgresql-server-8.2.3-1PGDG.i686.rpm 
·  postgresql-tcl-1.6.0-1PGDG.i686.rpm 

 
Create the postgres user. 
 

# useradd postgres 
 
Create the postgres folders 
 

# mkdir /var/lib/pgsql 
# mkdir /var/lib/pgsql/data 

 
Change their ownership 
 

# chown-R postgres /var/lib/pgsql 
 
Install the files using the command “rpm –i <filename>” 
 
Initialize the database 
 

# su postgres 
$ export PATH=$PATH:/user.local.pgsql/bin/ 
$ initdb –D /var/lib/pgsql.data 
$ exit 
# 

 
Start PostgreSQL 
 

# /etc/init.d/postgresql start 
 
You are now ready to configure PostgreSQL. 

 



Configuring PostgreSQL 

On Windows  

You’ll need to edit the pg_hba.conf file to allow selected systems access to the Postgres 
database. Open the pg_hba.conf file by selecting Postgres>Configuration Files>Edit 
pg_hba.conf from the Programs menu. At the bottom of this file you’ll find the lines: 

 
# TYPE DATABASE USER   CIDR-ADDRESS    METHOD 
#IPv4 local connections: 
host   all     all    127.0.0.1/32      md5 
#IPv6 local connections: 
#host  all     all    ::1/128           md5 

 
Uncomment the # IPv6 line and add the following line: 
 

host   all     all    127.0.0.1/32      trust 
 
So that the file now reads: 
 

# TYPE DATABASE USER   CIDR-ADDRESS    METHOD 
#IPv4 local connections: 
host   all     all    127.0.0.1/32      md5 
host   all     all    127.0.0.1/32      trust 
#IPv6 local connections: 
host  all     all    ::1/128           md5 

 

Now reload the Postgres configuration by selecting Program Files>Postgres>Reload 
Configuration. 

Now that Postgres has been configured, you can initialize the database. But first you’ll need 
to edit the file ‘create_database.bat’ found in your C:/Program Files/Isode/bin/ directory 
to reflect the version of Postgres you are using (in this case, 8.2). Open this file with notepad 
and change the line: 

 
SET PG_DIR=%ProgramFiles%\PostgreSQL\8.1 

 
So that it reads: 
 

SET PG_DIR=%ProgramFiles%\PostgreSQL\8.2 
 
Now run the create_database file from a command prompt. 

 



During the database creation process you’ll be prompted to enter your ‘postgres’ password 
twice. Close the Command Prompt window after the database creation process has ended. 

On Unix  

Edit the configuration file /var/lib/pgsql/data/postgresql.conf. Uncomment and 
change the appropriate lines to: 
 

max_connections=20 
port=5432 

 
Edit /var/lib/pgsql/data/pg_hba.conf to allow access for selected systems to the 
PostgreSQL database. Change the 172.16.1.214 and 172.16.0.134 sample addresses 
for your own IP addresses that you want to allow to connect to the PostgreSQL 
database: 
 

host   all     all   127.0.0.1     255.255.255.255   trust 
host   all     all   172.16.1.214  255.255.255.255   trust 
host   all     all   172.16.0.134  255.255.255.255   trust 

 
You may also need to uncomment (if using IPv6): 
 

host all all ::1 ffff:ffff:ffff:ffff:ffff:ffff:ffff :ffff  trust 
 
And make the following change. 
 

#host  all     all   127.0.0.1/32  ident sameuser 
host   all     all   127.0.0.1/32  trust 

 
Restart postgres 
 

# /etc/init.d/postgresql restart 
 
Create the MTrack database: 
 

# su postgres 
$ /opt/isode/bin/create_database.sh 

 
You are now ready to configure the mtracktailor file. 

 

Congratulations! 

You have now successfully installed the PostgreSQL database, a pre-requisite for enabling the 
Message Audit Database applications. 

 



Installing the Message Audit 
Database 

On Windows  

The configuration file for the Message Audit Database can be found in C:\Isode\etc\ 
directory. Rename this file from  

mtracktailor.sample.w32 

To: 

mtracktailor 

You will need to edit this file, so that the ‘smtp server’ line is changed from: 

 

#smtp service into which quarantine messages are to  be injected 
smtp_server:[info hostname] 

To: 

#smtp service into which quarantine messages are to  be injected 
smtp_server:localhost 

 

The mtracktailor file enables two services: 

·  Message Audit Database service, which reads the audit logs and writes information 
into the database 

·  Quarantine Management services, which checks for freed and deleted messages in 
quarantine 

A sample stylesheet used by quarantine notification scripts is located at 
C:/Isode/isode.css.sample, rename this file C:/Isode/isode.css. 

Finally in your C:\Program Files\Isode\bin\java\classes directory you’ll find 2 .war files: 

·  mtrack-admin.war 

·  mtrack-user.war 

Copy these to C:/Apache Software Foundation/Tomcat5.5/common/lib/ to build and 
deploy the web applications. 

On Unix  

The sample configuration file for the Message Audit Database 
$(ETCDIR)/mtracktailor.sample  needs to be renamed $(ETCDIR)/mtracktailor : 



 

# mv $(ETCDIR)/mtracktailor.sample $(ETCDIR)mtrackt ailor 

 

You will need to edit this file, so that the ‘smtp server’ line is changed from: 

 

#smtp service into which quarantine messages are to  be injected 
smtp_server:[info hostname] 

To: 

#smtp service into which quarantine messages are to  be injected 
smtp_server:localhost 

 

Finally make sure the Path and Library are correct for libpgtcl as follows:- 
 

#Location of database and shared library files 
shared_lib_dir: /usr/lib/Pgtcl 
tcl_library:libpgtcl1.6.0.so 

 

The mtracktailor file enables two services: 

·  Message Audit Database service, which reads the audit logs and writes information 
into the database 

·  Quarantine Management services, which checks for freed and deleted messages in 
quarantine 

A sample stylesheet used by quarantine notification scripts is located at 
$(ETCDIR)/isode.css.sample, rename this file $(ETCDIR)/isode.css. 

 
# mv $(ETCDIR)/isode.css.sample $(ETCDIR)isode.css 

 
To start the message audit database and quarantine restart M-Switch as follows: 
 

# /etc/init.d/pp stop 
# /etc/init.d.pp start 

 
Finally, to build and deploy the web applications, you’ll need to copy the .war and .jar files to 
Tomcat and restart the Tomcat webserver. 

 

# cp /etc/isode/mtracktailor.sample /etc/isode/mtra cktailor 
# /opt/isode/bin/build_war.tcl 
# $CATALINA_HOME/bin/shutdown.sh 
# rm $CATALINA_HOME/webapps/*.war 
# cp /opt/isode/lib/java/webapps/*.war $CATALINA_HO ME/webapps/ 
# cp /opt/isode/lib/java/classes/*.jar $CATALINA_HO ME/common/lib/ 
# $CATALINA_HOME/bin/startup.sh 

Testing the Installation  



To test the installation, point your browser at:  

http://localhost:8080/mtrack-admin 

 

Login with the User Name: Administrator  and the Password: secret to get to the main 
administration screen. 

 

Congratulations! 

You have now finished installing the Message Audit Database and its associated applications. 
In the next section we’ll look at using these applications to track messages, display message 
statistics and, in conjunction with M-Switch Anti-Spam, utilise the quarantine management 
functions. 

 



 



Using the Message Operator 
Interface 

The message audit database enables a wide range of web-based management tools available 
to administrators and users. In this section we’ll use those tools to perform tasks from both the 
Administrator and User perspective. 

By the end of this section you will have: 

1. Taken a look at message searching and message statistics. 
2. Set up the Quarantine Management application to automatically notify mail recipients in 

your evaluation system of quarantined messages. 
3. Tested Quarantine Management by sending an email containing a ‘blocked’ word from a 

test email account, receiving notification (as the user) that the email has been quarantined 
and releasing it from quarantine for re-submission. 

This section assumes that you have completed both the Isode Internet Messaging Evaluation 
Guide and the Isode M-Switch Anti-Spam Evaluation Guide and that the services set up 
during those guides are running. It also assumes that the installation of PostgreSQL, set out 
in the previous pages of this guide, has been successfully completed. Both Tomcat and 
PostgreSQL will be running on your system, you should use the Isode Service Manager 
(ISM) to ensure that the services listed as running in the screenshot below, are also running 
on your test system. 

 



Message Search & Statistics 

From the main Message Operator Interface screen, provides an interface to a number of 
Administrative functions including: 

·  Message Tracking: Search & display details of messages and their recipients. 

·  Quarantine Manager: Searching of quarantined messages with the ability to 
release and delete them (this is covered in the next section). 

·  User Manager: Manage user accounts 

·  Role Manager: Assign privileges to categories of users. 

·  Statistics: Generate statistical information on a wide range of messaging variables. 

The interfaces into all of these functions are self-explanatory and you should experiment 
with searching in message tracking (below)… 

 

…and try generating statistical reports based on the many options available under the 
‘Statistics’ section… 

 



Setting up Message Quarantine  

As part of the M-Switch Anti-Spam Evaluation Guide you will have set up a rule for the 
blocked word ‘badword’. The rule set up as part of that guide annotated the subject of emails 
containing ‘badword’ with the warning *****Illegal Content****  before allowing the 
message through to its intended recipient. 

 

We’re going to change the handling rule so that, instead of annotating the subject line, 
messages which contain the word ‘badword’ are quarantined. A quarantine notification 
message will be sent to the intended message recipient giving the recipient an opportunity to 
examine quarantined messages and, if required, release them for delivery. 

Editing ‘mtracktailor’ 

You’ll need to make a few extra changes to the mtracktailor file that you last edited in the 
section ‘Installing the Message Audit Database’. 

Change the following lines so that they reflect the values below, explanations of the purpose 
of these settings are given in the mtracktailor file. 

notification_sys_interval:1 
 

notification_user_interval:1 



 
notification_create_user:1 

 
notification_create_user_interval:-1 

 

We also need to set up an originating account from which quarantine emails are sent. In the 
mtracktracktailor file change the ‘qua_mail_orig’ line so that it reads: 

Qua_mail_orig:postmaster@isp.mydomainname.com 

 

Create a Quarantine Email ‘originator’ account  

In the previous section, when editing the mtracktailor file, we defined 
‘postmaster@isp.mydomainname.com’ as the account from which quarantine notification 
emails are to be sent., Currently this account does not exist, so we need to create it using the 
Internet Messaging Administrator (IMA)  that you installed and used as part of the Internet 
Messaging Evaluation Guide. 

Launch IMA by typing the following address line into your browser: 

http://localhost:8080/imadmin 

Login using the User name ‘Administrator’ and the password ‘secret’ and click on ‘Users 
Manager’ from the main screen. 

 
Click on the 'Add new user' menu item at the bottom of the user list to bring up the new user 
creation screen. Add the new user details as in the screenshot that follows. 



 

Click on 'Save' to commit these details and return to the user list screen, which will now 
include your new user. 

Changing the Action Rule & Settings 

We use the Message Scanning Configuration Tool to define actions for messages that 
infringe the rules set out in the anti-spam filter. 

Start the Message Scanning configuration Tool by selecting Isode RXX.X:Message 
Scanning Configuration Tool (on Windows) or (for Linux, Solaris or HP-UX) typing in the 
following command: 

Export PATH=/opt/Isode/sbin:/opt/Isode/bin:$PATH &&  scanconfig 

 

As we are asking the system to quarantine messages, we need to define a quarantine 
directory. Select ‘Configuration’ from the left-hand pane and define a Quarantine Directory, 
as in the following screenshot. 



 

 

We had previously set up the Blocked Word ‘badword’, to tell M-Switch Anti-Spam what 
action to take should it encounter an email that contains that blocked word, select ‘Action 
Rules’ from the left-hand pane, scroll down to select ‘Block’ in the right hand pane and click 
on ‘Modify’. 

 

In the Action rule pop-up change the action rule from ‘ok’ to ‘quarantine’ and then click 
OK.  



 

To commit the action that you have just modified, Select File>Build from the menu. 



Testing Message Quarantine   

Using the email accounts you set up during the Internet Messaging Evaluation Guide, send 
an email message from one of your email accounts to another containing the blocked word 
‘badword’. 

 

Now that the instructions for messages containing this rule dictate that they be quarantined, 
you’ll not receive the email at the destination account. You can examine the message queue 
and see if the message has been quarantined. Go back to your browser and switch to the 
Message Operator Interface (http://localhost:8080/mtrack-admin). Select ‘Messages’ from 
the main menu and find the most recent message. You’ll see that it is clearly marked as 
‘Quarantined’. 

 



Within a minute or two you should receive a Quarantine Notification Message. 

 

Clicking on the ‘Release’ link in the email will take you to the User’s view of the quarantine 
system within the Message Operator Interface where you’ll be asked to confirm that you 
want this quarantined email released for delivery. 

The ‘Quarantine Manager’ and ‘Configuration’ links in that same email will enable you (as a 
user) to examine all message in your quarantine, rather than just those that have arrived since 
the last quarantine email message, delete quarantined messages and set configuration options 
such as message frequency, redirection options and password. 

 



Clicking on the Quarantine Manager link in the quarantine email will take you to the 
quarantine queue for the user, showing that the message, previously quarantined has now 
been freed.  

 

Congratulations! 

You have finished setting up and testing the Quarantine Management system on your 
evaluation machine and, by doing so, have completed this evaluation guide. 
 
In this guide you have set up and briefly explored some of the functions enabled by the Isode 
Message Audit Database from the perspective of both a system administrator and a user. 
 
This guide has only touched on the reporting functions available through the Message 
Operator Interface, we would encourage you to explore the Statistics section more thoroughly 
in order to gain a greater understanding of the reporting and administrative functions enabled 
by Isode software. 



Other resources  

Isode Management Tools  

During this evaluation guide you have used tools enabled by the Message Audit Database. 
You can read more about the Message Audit Database, the applications that it enables and 
other Isode Operational Management tools on the Isode website at: 

http://www.isode.com/products/messaging-operation.html 

Product Information  

You can find more information on the Isode solutions for email service providers here: 

http://www.isode.com/solutions/isps.html 

Whitepapers  

Free Isode whitepapers are available from the website which cover all Isode products and 
solution areas. Isode whitepapers can found at http://www.isode.com/whitepapers/index.php, 
with whitepapers specific to Internet Messaging located at 
http://www.isode.com/whitepapers/white-int.html.  
 
If you want to be informed about new whitepapers, you can sign up for the Isode News email 
list at http://www.isode.com/company/news-request.php. 


