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Using Entrust with M-Vault 

��

How to setup M-Vault for use with Entrust V7.1 

�

and Isode are trade and service marks of Isode Limited. 

All products and services mentioned in this document are identified by the trademarks or service 

marks of their respective companies or organizations, and Isode Limited disclaims any responsibility 

for specifying which marks are owned by which companies or organizations. 

Isode software is © copyright Isode Limited 2002-2006, All rights reserved. 

Isode software is a compilation of software of which Isode Limited is either the copyright holder or 

licensee. Acquisition and use of this software and related materials for any purpose requires a 

written licence agreement from Isode Limited, or a written licence from an organization licensed by 

Isode Limited to grant such a licence. 



Objectives  
The purpose of this guide is to instruct a user how to configure Isode’s M-Vault LDAP/X.500 
Directory Server to work with Entrust V7.1 and higher. 

At the end of this guide you will have: 

1. Created a Directory Server using the Isode Management tool EDM. 
2. Added the necessary entries to the directory server using the Isode Management tool 
Sodium for Entrust to work. 
3. Added the Access Controls to the Directory Server to work using the Isode Management 
tool EDM. 
4. Tested the configuration using the Entrust DVT Utility. 

 

You’ll use 2 Isode management tools to achieve the objectives of this guide (both are installed 
as part of M-Vault): 

·  EDM is used to configure and manage the Directory Service. It is used for initially 
setting up the Directory Service. It can be used to operate Directory Servers and to 
maintain operational information for the modification and extension of the Directory 
Service (as opposed to user information, which is maintained by a Directory User 
Agent (DUA) such as Isode’s Sodium). 

·  Sodium (Secure Open Data, Identity and User Manager) is used to manage user 
information in the Directory (such as entries for people or organizational units). It 
allows you to: manage user information on multiple Directory Servers across the 
network; browse through the Directory & add, delete and modify entries. Sodium 
has additional capabilities that are not touched upon in this guide (such as support 
for strong authentication and signed operations), other evaluation guides will 
explore those features in more detail. 

Package names are referenced in bold as in the next paragraph. 

Isode packages filenames always contain references to the version number of the package. For 
the purposes of this guide version number have been replaced with a generic ‘X’. For 
example: M-Vault-12.0v0-0.i386.exe becomes M-Vault-XX.XvX-X.i386.exe. You should 
substitute the relevant version numbers when running commands or executing menu items 
that include package names. 

Requirements  

Before installing M-Vault on your machine, you should visit www.isode.com/evaluate/m-
vault.html to discover which operating systems are supported by Isode and apply for access to 
the password protected evaluation file pages. 

Each supported operating system has its own evaluation page which contains links to the files 
you need and installation instructions for that platform. You will be emailed a user name and 
password for access as well as an evaluation licence file. 



Creating a Directory Server  

In this section we use EDM to create a Directory Server for Isode; we then use EDM to start 
this Directory Server and open a connection to it. EDM is started differently on Windows and 
Solaris/Linux, but once started, the process, displays and commands are the same. 

Starting EDM on Windows 

Click Start, and from the Programs menu, select Isode RXX.X>Enterprise Directory 
Manager (EDM). This displays the initial EDM screen. 

Starting EDM on Solaris/Linux 

1. Login as the user of the DSA account. You need to do this because the DSA 
configuration directory is created when you add a new Directory Server in EDM, and 
the DSA account must be the owner of the DSA configuration directory. 

2. Type the following command: 

# /opt/isode/sbin/edm 

This command uses the X11 windowing system; it will attempt to display either on 
the current display, or on the display that has been specified using the standard X11 

DISPLAY variable. 

Creating a New Directory Server with EDM 

In the following example we will be creating a standalone Directory Server which will 
represent Isode. 

To create a new Directory Server: 

1. From the File menu, select New>Directory Server. The initial Directory Server 
Creation Wizard screen is displayed. 

2. As this is a standalone Directory Server, leave Be used to master information 
selected and click Next. 

The following screen is displayed: 
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3. From the It will master a: drop down list, select International Organization . 

4. In the o= text box, type Example Corp. This is the name of our example company. 

5. Click Next. The following screen is displayed: 

�

This screen allows you to enter the Distinguished Name of the Directory Server’s 
entry in the DIT. 

6. In this instance, leave the cn= text box as the default dsa, and click Next. The 
following screen is displayed: 



 

The Presentation address defaults to the “localhost” and any other IP addresses that 
the server has, this does not generally need to be changed. The default configuration 
path usually ends in “dsa-db” but you can change this to keep it separate from other 
directory server that you may have on that server. 

7. Click Next. 

The DSA Manager’s password screen is displayed. 

 

8. Type in the password for the DSA Manager, and then re-enter it in the Confirm 
Password text box. 

 

Note: You must remember this password, as you will use it to connect to the directory server 
later on. 



9. Click Next to proceed to the final summary screen: 

 

When you are happy with the details on this screen, select the “Start the new directory server 
once it has been created “ Radio Button and click Finish. 

A message box stating that the Directory Server has been created and started successfully is 
displayed. 

You have now successfully created and started the D irectory Server. 

You are now ready to populate the Directory Server with the Entrust Entries using Sodium. 
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Adding the Entrust Entries  

Isode provides a Directory User Agent (DUA) called Sodium as part of the M-Vault 
installation. Sodium can be used, amongst other things, to manage user information in a 
Directory. In this section we will use Sodium to add the entries that Entrust requires for 
successful operation. 

At the end of this section you will have: 

1. Added the EntrustPKI Organizational Unit. 
2. Added the CA Entry to the directory server. 
3. Added the admin to the directory server. 

Starting Sodium on Windows 

Click Start and from the Programs menu, select Isode RXX.X> Secure Open Data, Identity 
and User Manager (Sodium). 

Starting Sodium on Solaris/Linux 

Type in the following command: 

# /opt/isode/bin/sodium 

Binding to a Directory Server 

Select Bind > Connect from Sodium’s Session menu. As you have no currently configured 
binds, the Bind Profile Management screen will be displayed: 

 
 
Click on New: 
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In the Bind Profile Details screen, bind using DAP utilizing the information on access that 
you gathered from the Presentation Address Editor (Page 5) when setting up your directory in 
EDM. Binding using LDAP is also possible. 

Enter a logical Display Name and click on Next. 

�

On the next step, choose the Simple Authentication radio button and in the Bind DN field 
enter the full Distinguished Name for the user you wish to log in as. In this example we’re 
using the DN of the Isode DSA Manager: 

cn=DSA Manager, cn=dsa, o=Isode 

You set up a password for the DSA Manager when the database was created. Type that 
password into the Password and Verify Password fields. 

Click on Finish to save the profile and return to the Bind Profile Management screen which 
now lists ‘Isode’. 
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You can use the Bind Profile Management screen to modify a profile or copy it as a template 
for other connection configurations but we’re simply going to connect to Isode so, make sure 
it is highlighted and click on Connect. 

 

You are now connected to the Directory Server and the initial World view is displayed. 

Adding the Entrust Entries Using Sodium 

The left hand pane of the Sodium interface shows a hierarchical tree view of the directory, 
clicking on the ‘+’ reveals the entries immediately below it in the DIT. You should now 
browse to the entry o=Isode select it and right click and select “Add below…”: 



 
 

Select Organizational Unit and click Next:- 

 

Do not check anything and click Next:- 

 

Enter Entrust PKI and click Finish:- 



 

Click on Add. 

 

You should now browse to the entry ou=EntrustPKI select it and right click and select “Add 
below…”, Select Person and click Next:-:- 

 

Check the Organizational Person, Internet Organizational Person, Entrust CA  and PKI 
CA boxes and click Next: 



 

Enter “caauthority” as the Full Name:- 

 

Enter “caauthority” as the Surname and on the security tab enter a “Password” then click 
Add. 

 

Repeat this procedure for the “admin” entry, adding below ou=EntrustPKI  and selecting the 
Entrust Admin on the optional parts as shown below. 



 

Then enter “admin” for Full Name, “admin” for Surname and add a “password” to the 
Password field on the security tab and Add. 

 

You can now exit Sodium. 

 

You have now successfully:  

1. Added the EntrustPKI Organizational Unit entry. 
2. Added the Entrust caauthority entry. 
3. Added the Entrust admin entry, 

You are now ready set the Access Controls in M-Vault using EDM. 

 



Setting the M-Vault Access Controls  

To set the Access Controls in M-Vault for Entrust to work you will need to bind to M-Vault 
using EDM. Start EDM as described earlier and then you will need to bind to the Directory 
server as follows. Select File, Open… 

 

Select your Directory server and enter the DSA Managers password and click OK. 

 

Select the cn=ac-subentry and right click, then select Modify prescriptive ACI …  



 

In the table the entry “manager modifies entries (auto 22)” is highlighted, select Details … 

 

The DSA Managers entry is shown, select Add… 

 

Enter cn=caauthority, ou=EntrustPKI, o=Isode and select OK. 



 

Select OK and repeat this procedure for the manager reads and modifies attributes (auto 
23) entry. 

 

Select OK and OK again and then exit EDM. 

You have now successfully added the Access Controls  to M-Vault. 

You are now ready to test the configuration using Entrust’s DVT tool. 

 



Testing the config with Entrust DVT  

Entrust provide a command line tool called “DVT” (Directory Verification Tool) that will test 
if a directory server is ready for use with their software. To run this tool you first need to 
create the configuration file. Copy the file EntDVTSample.ini to EntDVT.ini and then edit it 
to reflect your directory configuration as shown below. 
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Note the port number is 19389 and not 389 on the Server entry, once you have configured this 
file to match you directory server you are ready to test. From the command line run 
ENTDVT  and you should see the following result. 

 

If there are any errors then check the files entdvt.txt and entdvtdetails.txt for further 
information. 

Congratulations: 

Your directory server configuration is now ready to use with Entrust. 

 
 


