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Internet Messaging 
Evaluation Guide 

� �

Setting up and testing Isode’s Messaging and Directory Servers for 
Internet Messaging. 

�

and Isode are trade and service marks of Isode Limited. 

All products and services mentioned in this document are identified by the trademarks or service 

marks of their respective companies or organizations, and Isode Limited disclaims any responsibility 

for specifying which marks are owned by which companies or organizations. 

Isode software is © copyright Isode Limited 2002-2006, All rights reserved. 

Isode software is a compilation of software of which Isode Limited is either the copyright holder or 

licensee. Acquisition and use of this software and related materials for any purpose requires a 

written licence agreement from Isode Limited, or a written licence from an organization licensed by 

Isode Limited to grant such a licence. 



Objectives 

This document is intended for those evaluating Isode's Directory and Email Servers in an 
Internet Messaging configuration. Three Isode servers will be installed; M-Box (POP/IMAP 
message store), M-Switch (SMTP message switch) and M-Vault (LDAP directory holding 
configuration data for the complete system). The guide covers setting up a fictional ISP called 
'myisp', testing the configuration by sending and receiving email messages. 

In addition you’ ll use Isode’s browser-based Internet Messaging Administrator (IMA) to add 
new user accounts.�

Internet Messaging Administrator is used to control M-Box, giving the operator access to 
Directory configuration browser, Message store configuration manager, Shared folder 
manager, and User manager.� IMA requires the installation of Apache Tomcat. You will be 
guided through that installation as part of this guide.�

At the end of this guide you will have: 

1. Installed M-Box, M-Switch and M-Vault in an ISP configuration.  
2. Set up an email client to use the ISP system and exchanged messages between test 

accounts. 
3. Installed the Isode Internet Messaging Administrator (IMA) and used it to add a new user 

to your configuration.  

 

Isode packages filenames always contain references to the version number of the package, as 
do some of the third-party packages required in the later stages of this guide (like Apache 
Tomcat). For the purposes of this guide version number have been replaced with a generic 
‘X’ . For example: M-Vault-14.1v3-0.i386.exe becomes M-Vault-XX.XvX-X.i386.exe. You 
should substitute the relevant version numbers when running commands or executing menu 
items that include package names. 

Extending this evaluation: 

At the end of this guide you’ ll be given the option to install and test Isode’s XMPP Instant 
Messaging server, M-Link. Once installed and started, IM accounts will automatically be 
provisioned for all of the email accounts you have set up. 

Requirements�

Before installing M-Vault. M-Switch and M-Box on your machine, you should visit 
www.isode.com/products/supported-systems.html to discover which operating systems are 
supported by Isode. You should apply for access to the password protected evaluation file 
pages by filling in the form at www.isode.com/evaluate/evalrequest.php. 

Each supported operating system has its own evaluation page which contains links to the files 
you need and installation instructions for that platform.  You will be emailed a user name and 
password for access as well as an evaluation license file. 

�



�

The Quick Configuration Wizard 

Before you start: 

Make sure you have read the installation instructions on the platform-specific download pages 
referenced from the ISP Evaluation Page (www.isode.com/evaluate/isp-eval.html). Install M-
Vault, M-Switch and M-Box on your evaluation machine before proceeding. 

Isode products require a valid license from Isode before they will run correctly. Licenses are 
issued by Isode Customer Service. If you haven't already been sent a licence when requesting 
access to the evaluation files, please send a message to request a license to sales@isode.com 
remembering to specify that you need an evaluation licence for all three Isode server 
products. By default the license file you receive needs to be installed in \Isode\etc\license.dat. 
You may have chosen an alternative installation directory when installing the software, in 
which case you will have to place the license file there. 

The purpose of the wizard is to create new Isode servers, listening on a number of TCP ports. 
It is important that no existing servers are using these ports, whether they be Isode or non-
Isode servers. The TCP ports that must be free for use by the Isode servers are: 

 

TCP Port Purpose  

25  SMTP (M-Switch Internet)  

102  OSI (M-Switch X.400 and MIXER)  

110  POP3 (M-Box)  

143  IMAP (M-Box)  

587  SMTP Internal (M-Switch Internet)  

2003  LMTP (M-Switch Internet)  

18001  Isode QMGR SOM (M-Switch)  

18002  Isode QMGR2 (M-Switch)  

19389  LDAP (M-Vault)  

19999  DAP (M-Vault)  

 

The Quick Configuration Wizard will check these ports during the configuration process. If 
any are found to be in use, you will have to stop the services using these ports before 
proceeding. 

Running the Quick Configuration Wizard: 
Windows 

Make sure you are logged in as an Administrator. 
 
From the Start menu, select Isode XX.X and then select Quick Configuration. 



 

Running the Quick Configuration Wizard: Linux, 
Solaris and HP-UX 

Become root and execute the script: 

# / opt / i sode/ bi n/ qui ckconf i g 

Welcome Screen  

The screenshot below shows the initial welcome screen, with Next and Back and Quit 
buttons. 

 

The introduction screen changes if an existing configuration is detected, adding a Remove 
Existing Configuration button. If presented with that option you should click on this button 
to stop Isode services and remove any existing configuration before proceeding.  

Click on Next to progress to the Configuration Screen. 

 



Selecting the Configuration Type 

The Quick Configuration Wizard can be used to set up a range of X.400 messaging scenarios 
as well as the Internet Service Provider configuration that we'll be using here. For more 
information on X.400 messaging evaluation see http://www.isode.com/evaluate/m-switch-
x400.html. All configurations use the M-Vault X.500/LDAP directory. 

 

Select 'ISP (without anti spam)' from the list and click on 'Next'. You'll be asked to enter 
some configuration data in the next step (some of these fields will be filled in with default 
values). 

 

You may alter any of these values as you wish, however the hostname must reflect the current 
machine (e.g. machinename). Quick Config will perform a port scan, making sure nothing is 
using the ports that M-Switch, M-Vault and M-Box will use. 

 



After port checking has finished, click on 'Next' to implement and save the configuration: 

 

Click on 'Next' again to start the Isode services that the Quick Config Wizard has installed: 

 

At this stage you could click on 'Next' again to test the configuration using the message test 
application that is part of the Quick Config Wizard, instead we're going to 'Quit' and instead 
use a normal desktop email client to test the installation. The Quick Config Wizard will 
provide you with the details of the 3 users (2 IMAP accounts and 1 POP account) set up as 
part of the installation and configuration process, make a note of these details: 



 

 

Congratulations! 

M-Vault, M-Switch and M-Box have been set up on your system in a working ISP 
configuration. User email accounts have also been set up to enable you to test the 
configuration. 

�
�



Setting Up Client Email Accounts 

In this section we're going to set up test email accounts to use the mailserver configuration 
installed by Quick Configuration Wizard in the last section. The email account information 
presented to you in the final step of the last section can be used with any email client or 
combination of email clients but for the purposes of this client we're going to use the open-
source, cross-platform Mozilla Thunderbird client that can be obtained from 
http://www.mozilla.com/en-US/thunderbird/ for Windows or Linux. 

In a later section you'll install and use Isode's web-based management tools to add a new 
user but in this section we'll restrict ourselves to testing the three email accounts (two IMAP 
account and one POP) set up as part of the Quick Configuration. 

Configuring the incoming (IMAP and POP) 
email accounts in Thunderbird  

Details for the three email accounts set up on your evaluation machine are given in the table 
below (remember that the hostname 'machinename' will be replaced with the name of the 
machine you are using to conduct your evaluation): 

 

Account IMAP User 1 IMAP User 2 POP User 

User Name imap.user1@isp.domainname.
com 

imap.user2@ 
isp.domainname.com 

pop.user@ 
isp.domainname.com 

User Email imap.user1@ 
isp.domainname.com 

imap.user2@ 
isp.domainname.com 

pop.user@ 
isp.domainname.com 

Type IMAP IMAP POP 

Server  machinename machinename machinename 

Port 143 143 110 

Password imapsecret imapsecret popsecret 

 
To set up an email account in Thunderbird select 'Account Settings' from the 'Tools' menu. 

 

In the Account creation Wizard screen select 'Email Account' from the account options, click 
on Next and fill in the Account and email address information for your first IMAP account, as 
below: 



 

Click on Next. In the next screen click on the 'POP' radio button and specify the name of your 
incoming server (in this example we've used 'machinename' to be consistent with the rest of 
this guide. As stated earlier, 'machinename' should be replaced with the hostname that was 
specified when you ran the initial setup wizard. 

 

Click on 'Next'. In the screen that follows, enter the incoming user name of 
'imap.user1@isp.domainname.com: 

 

Click 'Next' and enter 'IMAP User 1' as the identifying name for this account: 



 

Click on 'Next' and the 'Finish' to exit the account creation Wizard. 

Setting up the Second IMAP Account �

Repeat the Wizard process substituting details for IMAP User 2 to create the second IMAP 
User Account. 

Setting up the POP User Account �

Re-run the Wizard for a third time to set up the Email account within Thunderbird for the 
POP User. Settings, which are broadly the same as for the IMAP Users, can be found in the 
user table at the beginning of this section. When you get to the 'Server Information' screen 
choose POP instead of IMAP. In the screenshot below we've unticked the 'Use Global Inbox' 
checkbox. We’ve done this simply to make the POP User Account appear as a top-level 
account, the same as the IMAP Users. This is a cosmetic change, leaving the box checked will 
make no real difference to Thunderbird's operation. 

 

Configuring the outgoing (SMTP) server in 
Thunderbird 

Thunderbird now knows how to retrieve email for these email accounts from M-Box 
(Isode's POP/IMAP Message Store). You now need to set up the outgoing (SMTP) 
server in Thunderbird using the details in the table below. 

 



SMTP Server machinename 

Port 25 for external 

587 for internal 

 

Exiting the Wizard will have brought you back to the Account Settings screen. Select 
'Outgoing Server ' and click on 'Add' to enter the server details. 

�

Give the STMP a descriptive name (any that you choose) and enter your hostname in the 
'Server Name' field: 

 

As you only have one outgoing server set up, all three of the incoming email accounts will 
default to using that outgoing server when sending email. 



 

 

Congratulations! 

You have now set up Thunderbird as the client for the three incoming mail accounts (IMAP 
User 1, IMAP User 2, and POP User set up on M-Box) and specified Isode's M-Switch as the 
outgoing STMP server for all three of those accounts. 

You can now try sending and receiving emails between these accounts. 

You may need to restart Thunderbird for these newly created email accounts to function 
correctly. 

 

 



The Isode Internet Messaging 
Administrator 

Isode ships a number of management tools for servers. In this section we're going to install 
and explore Isode's browser-based Internet Messaging Administrator (IMA) application, 
incorporating: 

·  Directory configuration browser  
·  Message store configuration manager  
·  Shared folder manager, and  
·  User manager  

IMA requires that both the Java Development Kit (JDK) (Version 5.0 or above) and the latest 
version of Apache Tomcat. Both of these packages can be downloaded for free by following 
the links above. 

At the end of this section you will have: 

1. Installed the Java Development Kit and Apache Tomcat 
2. Isode’s Internet Messaging Administrator 
3. Tested the installation. 

Installing the JDK �

On Unix�

Download the binary executable package from the Sun website using the link above (the 
filename will look similar to "jdk-6u3-linux-i586.bin") and save it in your local area. Then 
run the package using the command below (adjusted to compensate for filename version 
differences): 

. /  j dk- XXX- l i nux- i 586. bi n 

Accept the licence agreement and the packages will be installed in the local directory 
./jdk1.5.0_09. Move these packages to a new folder /usr/java/jdk1.5.0_09 using the 
commands below: 

mkdi r  / usr / j ava 
mv . / XXX / usr / j ava 

This is now the JAVA_HOME directory and needs to be exported using the 
command: 

expor t  JAVA_HOME=/ usr / j ava/ XXX 

On Windows�
 
Download the executable package jdk-XXX-windows-i586.exe to a local folder and double-
click to install. You now need to add C:\Program Files\Isode\bin to your environment path: 

·  Right-click the My Computer icon  
·  Select 'Properties'  



·  Select the Advanced tab  
·  Click on the Environment Variables button  
·  Select the 'Path' variable in the System Variables box and 'edit' to add the following to 

the end of the line:  
 

; C: \ Pr ogr a~1\ I sode\ bi n 

You'll need to reboot Windows for this change to take effect.�

Installing Tomcat �

On Unix�

Download the apache-tomcat-X.X.XX.tar.gz and unpack. The Tomcat software is installed in 
/opt/apache-tomcat-X.X.XX and this folder is known as CATALINA_HOME. Copy the Isode 
Java Classes to the Tomcat lib folder as follows: 

cp / opt / i sode/ j ava/ c l asses/ I sode* . j ar  $CATALI NA_HOME/ common/ l i b 

Now copy the shared object files into the Java JRE 

cp / opt / i sode/ l i b/ l i bj avadua. so $JAVA_HOME/ j r e/ l i b/ i 386 

Tomcat can now be started using the following commands: 

cd $CATALI NA_HOME/ bi n 
. / s t ar t up. sh 

To check that Tomcat is running correctly, enter the following URL in your browser address 
line: 

http://localhost:8080/  

You should see the Tomcat default page. 

 

Now copy the relevant .war files to the Tomcat webapps folder using the command below: 

cp / opt / i sode/ l i b/ j ava/ webapps/ * . war  $CATALI NA_HOME/ webapps 

On Windows 



 
Download the apache-tomcat-X.X.XX.exe to install simply double click the file and accept 
the defaults setting the JRE folder to: 

C: \ Pr ogr am Fi l es\ Java\ j r eX. X. XX\ l i b\ i 386 

Now copy the Isode Java Classes to the Tomcat lib folder as follows: 

·  From Folder: C:\Program Files\Isode\bin\java\classes 
·  Files: * .jar 
·  To Folder: C:\Program Files\Apache Software Foundation\Tomcat X.X \lib 

Start Tomcat as follows: 

My Comput er - >Manage- >Ser vi ces and Appl i cat i ons- >Ser vi ces  

You should see the service "Apache Tomcat" – right click Start. 
 
To check that Tomcat is running correctly enter the following URL in your browser address 
line: 
 
http://localhost:8080/  
 
You should see the Tomcat default page. 
 
Now copy the relevant .war files to the Tomcat webapps folder as follows: 

·  From Folder: C:\Program Files\Isode\bin\java\webapps 
·  Files: * .war 
·  To Folder: C:\Program Files\Apache Software Foundation\Tomcat X.X\webapps 

Testing the Internet Messaging Administrator 
Installation�

Enter following URL in your web browser: 
 
http://localhost:8080/imadmin-system  
 
This will take you to the login page for IMA. 



 

 

Congratulations! 

You have successfully installed the Internet Messaging Administrator, a powerful web-based 
interface giving you access to directory configuration browser, message store configuration 
manager, shared folder manager and user manager. 

 



Using the Internet Messaging 
Administrator 

IMA can be used to control a wide range of message store, user and shared folder functions. 
As a web application it is easily customizable to suit your own look and feel. For a 
comprehensive look at IMA you should consult this manual on IMA. For the purposes of this 
evaluation we're going to use IMA to create a new email account. 

By the end of this section you will have: 

1: Become Familiar with the IMA Interface 
2: Used the User Manager to create a new user email account 
3: Tested that account using Mozilla Thunderbird. 

 

Login to IMA user the User Name 'Administrator' and the password 'secret' and you'll be 
taken to the IMA Welcome Screen. 

 

 

The Welcome Screen and the toolbar at the top of the page gives you quick access to the four 
main IMA functional areas. Click on the 'Message Store Configuration' menu item. 



 

From here you could edit the Message Store Configuration including default message size 
quota (quotas can also be set at the user level), delivery options and timeouts. The 
configuration manager also allows M-Box to be configured as a POP/IMAP Gateway 
enabling mail clients to access POP mailboxes using IMAP. 

Creating a new user  

Click on 'Users' from the main menu and you'll find listed the three users that were set up as 
part of the Quick Configuration Wizard and which you earlier set up Mozilla Thunderbird to 
use. 

 
Click on the 'Add new user ' menu item at the bottom of the user list to bring up the new user 
creation screen. 



 
 
Fill in the details as follows to create a new user 'IMAP User 3' (enter whatever you feel 
appropriate in the 'password' field): 

 

By default IMA will assume that the account you wish to set up is an IMAP account. If you 
wish to set up a POP account, click on the 'Advanced' menu item at the top of the new user 
box and enter "pop=allow,imap=deny" in the Available Services field. Contextual help for 
all of the editable fields in IMA is available by hovering over the '?' icon next to the 
appropriate field name. 
 
Click on 'Save' to commit these details and return to the user list screen, which will now 
include your new user. 



 
 

Congratulations: 

You have now set up a new user for your messaging configuration. You can test this use by 
setting it up in Mozilla Thunderbird (or your preferred email client) in the same way that you 
set up the three users automatically created by the Quick Configuration Wizard. The account 
details are as follows: 
 
Account: IMAP User 3 
User Name: imap.user@isp.mydomain.com 
User Email Address: imap.user3@isp.mydomain.com 
Account Type: IMAP 
Server Name: machinename 
Port: 143 
Password: userdefined 

 



Adding Instant Messaging (IM)  

In addition to Internet Messaging products, Isode also provides and Instant Messaging server 
which uses the Open Standard for instant messaging, XMPP (eXtensible Messaging and 
Presence Protocol). 

Adding Instant Messaging to the email accounts you have already set up during this 
evaluation is straightforward. Simply install M-Link and re-start your Isode services IM 
accounts will automatically be provisioned for all email accounts. 

Program files for M-Link can be found from the evaluation page for instant messaging at: 
http://www.isode.com/evaluate/instant-messaging-xmpp.html. 

Instructions for installing M-Link can be found in the evaluation guide also available from 
that page. Please note, you will only have to install the M-Link package(s) and not, as 
indicated by the guide, M-Vault as that later package has already been installed as part of this 
guide. 



What next/other resources? 

Isode Management Tools 

As part of your installation of M-Box, M-Switch and M-Vault, a wide range of Isode 
Management tools were installed, including: 

·  EMMA (Enterprise Messaging Management and Administration): Configuration 
Management of Messaging Servers - http://www.isode.com/products/messaging-
configuration.html. 

·  EDM (Enterprise Directory Manager): Management and Systems Administration of 
directory services - http://www.isode.com/products/edm.html. 

·  Sodium (Secure Open Directory Identity and User Manager): Management of data 
held in directory servers - http://www.isode.com/products/sodium.html. 

 
To find out more about those tools, follow the links above. For usage information on these 
tools, you should consult the Administration Guides for the Isode packages. Administration 
Guides can be downloaded from the Isode website 
(http://www.isode.com/support/docs.html). 

Evaluate the Message Audit Database 

As part of this evaluation guide you've briefly used one Isode browser-based administration 
tool, the Internet Messaging Administrator.  Isode also provides a browser-based Message 
Operator Interface which enables: 

·  Message searching, 

·  Quarantine management, 

·  User role allocation and setup, and 

·  Comprehensive statistical reporting. 

 
You can read more about the Message Operator Interface at 
http://www.isode.com/products/m-switch-tracking.html and evaluate it as part of Audit 
Database Evaluation (http://www.isode.com/evaluate/audit-database.html). 

Evaluate M-Switch Anti-Spam 

M-Switch Anti-Spam is a high-volume and flexible boundary anti-spam product. M-Switch 
Anti-Spam is an extension of the M-Switch package that you installed as part of this 
evaluation. 
 



M-Switch Anti-Spam intercepts inbound SMTP messages at the boundary of the enterprise 
or service provider. Messages are opened, examined and if determined not to be spam, 
delivered to the correct server within the organisation. 
 
You can read more about M-Switch Anti-Spam on the Isode website 
(http://www.isode.com/products/m-switch-anti-spam.html) and evaluate it by downloading 
the files and documentation referenced on the Anti-Spam evaluation page 
(http://www.isode.com/evaluate/m-switch-anti-spam.html). 

Product Information 

Product information on the various servers and management tools used and referenced 
during this evaluation can be found at the following locations: 

·  M-Switch:  http://www.isode.com/products/m-switch.html  

·  M-Box: http://www.isode.com/products/m-box.html  

·  M-Vault: http://www.isode.com/products/m-vault.html  

 

·  Internet Messaging Administrator: http://www.isode.com/products/m-box-
management.html  

Whitepapers 

Free Isode whitepapers are available from the website which cover all Isode products and 
solution areas. Isode whitepapers can found at http://www.isode.com/whitepapers/index.php, 
with whitepapers specific to Internet Messaging located at 
http://www.isode.com/whitepapers/white-int.html.  
 
If you want to be informed about new whitepapers, you can sign up for the Isode News email 
list at http://www.isode.com/company/news-request.php. 


