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Objectives

The purpose of this guide is to guide you throughgrocess of configuring Isode’s M-Vault
Enterprise Directory Server to be able to use X1588=d strong

authentication and operation signing, and to ségaminister data and secure identities in
the directory using Isode’s Sodium (Secure OpemDdentity and User

Manager).

At the end of this guide you will have:

1: Learned about the main concepts involved inigonihg and managing an X.509 based
environment.

: Gained an understanding of how to use Isodets WA tool.

: Created a local Certificate Authority.

: Generated Certificate Signing Requests (CSRI)ifectory Servers and Clients

: Used the CA to issue certificates corresponthngSRs.

: Configured and used strong authentication uSiogjum.

: Configured and used signed operations.

: Configured replication between two Directory#&#s using strong authentication.
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Requirements

This guide assumes that you already familiar witl of Isode’s M-Vault Enterprise
Directory Server, and the terminology describetbode’s documentation, all of
which is available on thisode website For the purposes of this evaluation, it will be
sufficient for you to have worked through the Isddé/ault Evaluation Guide.

Further reference documentation may be found ifMhéault Administration Manual, which
contains reference material describing how X.50&H0atrong authentication is configured
for M-Vault Directory Servers. Additionally, the @eral Services Administration Guide
contains information about configuring multiple story Servers on a single system, which
is relevant to the later parts of this evaluation.

It is assumed that you have the M-Vault produdiiifesd and available on a suitable test
system. The functionality described in this guislavailable in Isode products

starting with R12.0, and so the guide is not ajgblie for earlier versions. This guide
assumes that you are using a single system forgryour Directory

Servers and your Certificate Authority. For the mavaluation, it is assumed that you
have a Directory Server configured, which will leéerred to in the guide &SA1:

DSA1 has the namen=dsa, o=mydsaand a manager hameaf=DSA
Manager, cn=dsa, o=mydsa

You may wish to create this just for the purposéhef evaluation, although there is no
requirement that you do so: you can use an exiglingctory Server if you want to.



X. 509 Concepts and Terminology

This section explains those aspects of X.509 whielrelevant to the procedures outlined in
this guide. If you are already familiar with X.588ong authentication, you may wish to skip
this section, or refer back to it for clarificatias you work through the rest of the document.

Background

Authentication is the name given to the proceswlvgh entity A proves his identity to entity
B before they conduct some transaction. Autherntiocatan work in two ways: as well as
proving your identity to someone, you might wantrtake sure that they are who they say
they are.

In a simple case, authentication may involve a as&gring a password when logging in to a
computer: assuming the only person who knows tsevpard is the user himself, then the
fact that a correct password is supplied can reghad proof of the user’s identity. A problem
with this type of authentication (sometimes callgidhple" authentication), is that the user’s
proof of identity (i.e. his password) has to bexsraitted to the computer, and this raises the
possibility that some malicious party may be ablentercept the transmission, make a copy
of the password, and later on use it to masquexadiee user.

In the context of an M-Vault Enterprise Directognéiguration, authentication may take
place when a user (or administrator) accessedrtitke the Directory, as well as between
two co-operating Directory Servers where data isgeeplicated from one to the other.
Although there may be situations where simple anitbation (or none at all) is acceptable,
for cases where sensitive or critical data is ined| it may be that something more
sophisticated is required.

X.509 strong authentication is one way to deal whik type of problem: each entity (in the
cases we're interested in, an entity is a userirectory Server) obtains an electronic
certificate which is subsequently used as partmiaess to prove its identity.

X.509 Certificates

X.509 certificates rely on the use of key pairke¥ pair consists of two distinct values,
either of which may be used to encrypt data. Omte das been encrypted with one of the
keys, it can subsequently only be decrypted ugiagther key. For this reason the
mechanism is sometimes referred to as asymmetlyicrigptography. Once a key pair has
been generated, then one of the keys is publishad€ known to anyone that wants it); the
other remains known only to one person.

An X.509 certificate for an entity contains (amartger things) the public key for that entity.
By presenting its certificate, as well as some ddtih has been encrypted with its private
key, an entity can therefore prove its identitycdngse no one other than the owner of the
private key could have encrypted the data). Pralitie certificate owner is a trusted entity, a
transaction can proceed safe in the knowledgenitv@ine is masquerading as that entity.

A natural way of organising mutual authenticatioowd be for everyone to keep a copy of
the certificates for all the entities that theystruwhen | am presented with a certificate, | just
check to see if it's in my list. However, this dogscale very well: a list of certificates for all



legitimate users might be impractically large, adlas being difficult to keep up to date. To
make this easier, each X.509 certificate contdiagdentity of another entity which "issued"
the certificate; such an entity is referred to &edificate Authority (CA). By issuing (or
signing) a certificate, a CA vouches for the erititgt owns the certificate. Assuming | trust
the CA, then by obtaining the CA'’s certificate hcgafely trust any certificate subsequently
presented to me which has been signed by the CA.

So an X.509 certificate contains (among other tirige following information:
The identity of the Certificate Authority (CA) whidssued the certificate
A range of dates outside which the certificate matybe used

The name of the entity that the certificate belammg$Such names are represented as
Distinguished Names

The entity’s public key

The process for obtaining a key pair and certifidat an entity is first to create a key pair
and a Certificate Signing Request (CSR). The CSRidles (among other things) the public
key and the name of the entity. The CSR is themittdd to the CA, which will (assuming it
is happy to do so) produce a corresponding ceaatéiovhose "issuer" field will contain the
identity of the CA.

The certificate issued by the CA for the entity nbaygiven to anyone (the certificate itself
contains no confidential information). But it canlypbe used to perform strong authentication
by the entity itself, since using the certificatehis way requires knowledge of the private
key. Note that the CA never sees the entity’s peikay (it is not contained in the CSR), so
even it cannot subsequently use the certificateigway.

Secure ldentities

Assuming you have obtained a certificate, therriteoto make use of it to perform strong
authentication, you will require:

- The certificate itself
- Your private key

- Some information about what CAs you yourself aeppred to trust (because the
other entity will send you their certificate, anolywill want to check that whoever

-Issued it is on your list)

Isode software refers to this set of informatioraasidentity": you may have one or more
identities, each of which will be stored in a sepafile. Whenever X.509 strong
authentication is performed, each entity will usadentity of its own.

Since identities include sensitive data (the pevaty), they are stored in an encrypted form
using a passphrase, and can only be used by soméanienows that passphrase. The
passphrase itself is used only to gain accesstméntity on the local system: it is never
transmitted as part of any strong authenticaticeragmon.



Signed Operations

As part of the X.500 Directory Standard, individdakctory operations (such as read, search
and modify) may be "signed". In the case of a gilgmgeration, a cryptographically secure
signature is computed and included in both theestthat is sent to the Directory, and the
response which the Directory returns. Signing asags incurs an overhead, but makes it
much less likely that the content of that messaggdche tampered with without the recipient
realising.

A white paper discussing signed operations in ndetail Directory Signed Operatiohis
available on Isode’s website.




Mini CA

Background

In order to configure X.509 strong authenticatiathvisode’s products, you need to have a
means of obtaining certificates, which means toatiyeed a Certificate Authority. While

there are commercial and third-party services abtdl Isode understands that for the purpose
of evaluation, or for small configurations, thexftality and complexity of these services may
be inappropriate, and for that reason providesosiione utility, Mini CA, which can

provide all the necessary functionality using amarinterface. This guide makes the
assumption that you will be using the Mini CA ugilialthough there is no requirement that
you do so if you have some other means of managirigicates in your organization.

In some cases (including the environment assumethifbevaluation), it may be that the
same person will be responsible for managing bdaghMini CA and the various Directory
Servers which are being configured to use stromigeatication. However, it is important to
bear in mind that the two roles may well be didtiand may indeed be running on
completely separate systems: the Directory admaimt need not have access to the system
where Mini CA runs, and the Mini CA administratoaynnot have access to the Directory
system.

Example of how Mini CA is used
Assuming Mini CA is configured, the process to égufe a Directory Server to perform
strong authentication would be that:

1. The client application (EDM in this case) is usedénerate a key pair and
Certificate Signing Request (CSR) for the DirectBerver

2. The CSR is made available to the CA administrator

3. Using Mini CA, a the CA administrator issues aifieete based on the information
in the CSR

4. The resulting certificate, as well as a copy of MiA’'s own certificate, is made
available to the requestor

5. The certificates returned, along with the previgugnerated private key, are used to
create a file containing a secure identity thatRivectory Server can subsequently
use to perform strong authentication.

The precise details of how CSR and certificatedraresported in steps 2 and 4 will vary
depending on your configuration.



Configuring Mini CA

Mini CA is a simple command-driven utility whichrcgssue certificates suitable for use with
Isode products. It maintains a database of alténtficates that have been

issued, and also provides the ability to "revokeédificate and issue a Certificate
Revocation List (CRL). This guide does not cover tise of CRLs.

The first time Mini CA is invoked, it will attempb create a new CA database. For this, you
are required to supply the CA’s name, and a paasplthat you'll need to
provide whenever you subsequently want to use the C

The CA’s name is in the form of a distinguished paf@ne of the things that happens when
you configure Mini CA is that the CA’s own certifite is generated. This certificate contains
the CA’s name, and will later be distributed to @mg in your organisation who may be using
certificates signed by the CA. So while the corgaritthe CA name have no special
significance, you need to bear in mind that theenaannot be changed once you have started
using the CA (although you could create a new Céiasue a new set of certificates).

In this guide we'll call the CAn=Test CA, o=My Organisation, c=U&eel free to use
this name, or one that suits your own environment.

The passphrase that you supply at this stage éstasencrypt the CA’s own private key.
While the passphrase is not mandatory, for our @kame’ll usecasecret The password
will not appear as you type it, but is shown in ¢ixample below for the clarity.

So to create the Mini CA database, start Mini CA.\@indows, use theStart Menu"
shortcut; on Unix, enter the program name at timencand prompt:

! Isode Mini-CA utility

You are about to create a CA database in /var/isode /cadb

| Please provide the following information. Type ’?’ for help

i CA distinguished name : cn=Test CA, o=My Organisati on, c=US

| A certificate and key pair for "cn=Test CA, 0=My Or ganisation,
i c=US" have been generated.

 The CA’s private key is stored inside the database. If you

' want, you canencrypt this key using a pass-phrase. Note that if
1 you encrypt the key then the pass-phrase will be re quired
 whenever you want to issue or revoke a certificate. There is no
1 way to recover a pass-phrase that is lost, so if yo u are

1 certain that only authorised users will have access to the CA
i database, and you do not want to encrypt the key, t hen press

i RETURN twice to confirm you want the key to be stor ed in an

i unencrypted form.

CA key passphrase : casecret

1 Verifying - CA key passphrase : casecret

1 The certificate database has been created.

i CA name : CN = Test CA, O = My Organisation, C = US



| Options are:

1 1. List issued certificates

. List revoked certificates

. Sign a CSR and issue a certificate

. Revoke a previously issued certificate
. Generate a CRL

0. Exit

1 Option : 0

oCUuhwWNE

You have now created the database that will be used by Mini CA

From now on, when you run the utility, you will peesented with the normal set of options.
To issue a certificate, we need to have a Centdi&gning Request, which will be generated
in the next section.




Configuring an ldentity for the
Directory Server

The next thing to do is to obtain a certificate tfoe Directory Server from our Certificate
Authority, which can be used to construct the Omegs secure identity.

At the end of this section you will have:

1: Generated a key pair and CSR for the Directeny&.

2: Signed the CSR using Mini CA and produced afcsate.

3: Created an identity which will be used wheneterDirectory Server wants ot perform
strong authentication.

Having done this you will then restart the Diregt&erver and verify that it is using the
identity created.

Using EDM to create a key pair and CSR

Using EDM, this process is straightforward. Use ERiMnake a connection DSAL, open the

Directory Server properties dialog, and click oa tK.509" tab:

EDM provides the DSA name; this will be containedhe certificate that is eventually
created. All that you need to do here is to telME®here it should write the CSR which we
are going to get Mini CA to process.

If you are running on a Windows system, then tHawlelocation for a CSR is the Windows

Desktop; leave this unchanged. If you are runnimg &nix system then
enter, or browse to the "/tmp" directory. Havingnddahis, click on the "Generate CSR"



button. There may be a slight pause while EDM gaesrthe CSR, after which
you will see a message telling you where the CSRblean created:

On a Windows system, you will see the CSR file app® the desktop.

Now you need to use Mini CA to process the CSRissuk a certificate. Leave EDM
running for the moment, we’ll be coming back tshbrtly.

Issuing a certificate using Mini CA

To get a certificate, we need to run Mini CA. Stdihi CA as you did when configuring it
(seeConfiguring Mini CA).

i % opt/isode/sbin/minica

 Isode Mini-CA utility
i CAname : CN = Test CA, O = My Organisation, C = US

Options are:

. List issued certificates

. List revoked certificates

. Sign a CSR and issue a certificate

. Revoke a previously issued certificate
. Generate a CRL
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Enter option 3, to sign a CSR. When you do this,gfogram will prompt you for the
password which we previously supplied to encrypt@#\’s private key (this will not
be displayed as you type it):

+ Option : 3

i Enter the pass-phrase for the CA private key : case cret
Mini CA needs to know where to look for CSRs. ILyare running on a Windows system, it
will default to looking on the desktop, which medtnwill find the CSR that EDM just put
there. For other systems, it will prompt you, aod gan enter the path that you specified in
EDM, e.g. "tmp". In either case, once it has d@adlé directory, Mini CA will list all of the
CSRs that it finds waiting in there:

. Please enter a working directory: a directory which contains
' the CSR you wish to sign, and into which the result ing
: certificate

- will be written.
| Directory path : /tmp



In our case, there is only one CSR waiting to baeel. If you had several, then the subject
name for each CSR is listed so that you can beysuree picking the right one.

Generally speaking, you may have a set of procedor®llow to establish the bona fides of
anyone who sends you a CSR - issuing a certifisataly the last stage of a process through
which a CA confirms that someone requesting afaate is legitimate. In our case though,
we know that the CSR is from someone who is trugtwaourself). So select the CSR, and
then confirm that you want to sign it. You can tise default value for certificate expiration:

' CSRtosign:1

: Days until certificate expires [3650] :

' You are about to sign a certificate request and iss ue a
i a certificate for CN = dsa, O = mydsa

i Please confirm (Y/N):Y

1 Copy or CA certificate written to /tmp/ca_certifica te.crt
1 Certificate was written to /tmp/1129909461.crt
© Certificate has been generated and added to databas e.

As well as generating the certificate, Mini CA alsakes a copy of its own certificate
available; this will be needed later by EDM wheargates the identity. It also removes the
CSR file, so that you won’t be prompted to sigagain. (If you are using the Windows
Desktop as your CSR directory, then you will sed the CSR disappears from the desktop to
be replaced by the two certificates output by NG#i.)

If you use the "List issued certificates" optioouywill see that Mini CA has added the just
issued certificate to its database:

| Options are:

1 1. List issued certificates

. List revoked certificates

. Sign a CSR and issue a certificate

. Revoke a previously issued certificate

. Generate a CRL

0. Exit

+ Option : 1

i The following certificates have been issued by

i CA: "CN = Test CA, O = My Organisation, C = US"
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i Subject : CN = dsa, O = mydsa

i Serial number: 43591302CBDCCDO04

i Valid from : Oct 21 16:09:48 2005 GMT
i until : Oct 19 16:09:48 2005 GMT

| Total of 1 certificates issued

: Options are:

! 1. List issued certificates

1 2. List revoked certificates

1 3. Sign a CSR and issue a certificate

! 4. Revoke a previously issued certificate
i 5. Generate a CRL



Using EDM to create the Directory Server’s secure
identity

Having created the certificate, the next step ostruct a PKCS#12 file containitige
identity which can be used by the Directory Serirea case where Mini CA aritie
Directory Server are running on separate systdnswould involve you movinghe
certificate files, but in our case, we're using fagne system, so we don’t needltothat.

Return to the EDM session that you used earliemvgenerating the CSR (or if that session
is no longer running, simply start EDM and conniedhe Directory Serveagain).

Notice that in the X.509 tab of the Directory Serpeoperties dialog box, the "Generate
CSR" button has been disabled, and the "Importifi@ates" buttons ienabled. This

happens because EDM knows that a CSR and privgitedsealready been generated (a copy
of these has been saved, ready for the next staderity creation).

Make sure that the directory path showing in thédodj is the one where Mini CA wrote its
certificates to (i.e., the Windows Desktop, or 'ithh and then press tHémport Certificates"
button:

EDM finds the two certificates that Mini CA genexdt combines them with the key
information that it previously saved, and creat®K&S#12 file representing the identity for
the server. This PKCS#12 is saved, and from nowlwen you use the X.509 tab, EDM wiill
indicate that the PKCS#12 file is configured andilable for use by the Directory Server.

Restarting the Directory Server

The check for existence of a Directory Server'sitidg, and consequent enabling %509
functonality, is performed whenever the Directogngr is started. So althougée have now
configured an identity, we must now restart thevesein order for it tobe used.

Before restarting the Directory Server, you maylfinuseful to configure a loggingtream so



that you get to see any X.509 related events. Ywoueither do this bgonfiguring an existing
stream so that it captures X.509 events, or bytiogea dedicated log stream (as described
below).

Note that it is not necessary to configure and X.50 9 logging, but doing so does
mean that you can confirm that things are working p roperly.

Creating an X.509 logging stream for the DSA

Inside the Directory Server Properties dialog lmbick on the "Logging" tab, and use the
"Add" button to create a new logging stream. In"thame" field, enterX509lod', and use
the drop-down menu to specify this as a "file" @tne

Press the OK button; you'll see the logging tab tistg your new stream. Select this stream,
and using the 'File' tab, enter a filename intoclwhihe logging should be written.

then using the "Events" tab, enable logging foeaénts that have a facility of X509, with the
exception of "P" (PDU) and "X" (Debug).



Click OK to dismiss the dialog box. From now on, any X508tesl events will be logged to
the file that you specified.

Restart the Directory Server

Stop the Directory Server, and then restart igoli enabled X.509 logging in the previous
section, then you will see messages in the logofilne following form:

1 10/24 11:37:16 M-Vault 00772 (#0 ) 1-X509-trusted_c erts Loaded
1 0 trusted certificates

1 10/24 11:37:16 M-Vault 00772 (#0 ) 1-X509-identitie s Loaded 1

' identities

1 10/24 11:37:16 M-Vault 00772 (#0 ) I-X509-identity_ found Found

» identity for cn=dsa, o=mydsa

These messages indicate that the Directory Seouaidfits PKCS#12 file, and has used it to
load the identity that we created.



Using Sodium for Strong
Authentication

When using X.509 strong authentication, there rhashutual trust between bogmtities,
which means that each must have its own certifidde already haveonfigured the
Directory Server with a certificate, so the nexfpsis to configure aertificate for a client,
and use that to establish a strongly-authenticatedection tahe server.

In this section, we will use Sodium to create amnidy based on the DSA Manage€atry in
the directory, and then use that identity to penfarstrong bind to the DSAn common with
the procedure followed to create a certificatett@r directory itselfconfiguring an identity
with Sodium requires the involvement of a suitaDetificate Authority to issue a certificate
in response to a Certificate Signing Request. Wieagisume the use of the same Mini CA
that we already used for the DSA’s owertificate.

At the end of this section you will have:

1: Configured the DSA to enable Strong Authent@afrom DUAS.
2: Used Sodium to create an X.509 identity form8A Manager.
3: Performed a strong bind to the DSA using the m&mtity.

Creating an X.509 logging stream for the DUA

Earlieryou discovered how to create a log stream to cap{lb09 related events reported by
the Directory Server. You can create a corresp@nbidA log stream, which will contain
events logged by programs such as Sodium. Agamigimot something you have to do, and
S0 you can skip this step if you want, but you rfilag it useful just to confirm that things are
working correctly.

To enable logging of X.509 events, use the Isodetmfiguration tool (on Windows, there is
a shortcut on the Start menu; on Unix the toolalable in$(sbindir)/logconfig) and open,
or create, the fil&(etcdir)/dualogging.xml Using the same steps outlined earlier configure
an event stream which will log all X509 facility sgages.

Creating an X.509 ldentity in Sodium

Use Sodium to make a connection to DSA1, and braeeviiee DSA Manager’s entry in the
tree. In the case @SAL that we have used in earlier sections, the matsagetry is
cn=DSA Manager, cn=dsa, o=myds@/ith this entry selected, use the menu optirb09-
>New X.509 Identity..".

If you have not previously set a Sodium Passphsasewill be prompted to do so now - this
can be any string, so long as you can remembeaditype it twice. The Create Identity
wizard appears:



If you are running on a Windows system, then ctiokthe "Desktop" button to save the CSR
to the desktop. Otherwise, click on the "Saveuttdn, and browse to the "/tmp" directory to
save it in there. Once you have done this, presSNBxt" button which will result in the
following wizard page:

At this stage, you should now open Mini CA in arartBession, and use it to sign a certificate
corresponding to the CSR, using the same procesasssed itssuing a certificate using
Mini CA . When you have done that, then you can clickher'The CA has provided a
certificate” box, and then press "Next".

Sodium will display a dialog box which displays tettificate that you just created with Mini
CA:



Press Next'. The next wizard page asks whether you are crgatn identity for yourself or
for someone else.

This identity is for us to perform a strong bind,sglect "the currently logged in user" and
pressNext. The final page of the wizard is displayed:



It is not necessary for strong authentication thatcertificate is loaded into the DSA
Manager’s entry, but it is typically useful to dog, so check the box to load the certificate
into the directory, and pressnish. Now, if you use Sodium to look at the DSA Manager
entry, you will see that the certificate has besued:

You now should have everything in place to perfarsirong bind. To make sure that the new
identity is available to Sodium, you should nowtaetsit.

Perform a strong bind from Sodium

We will now attempt to bind using strong autherttma using the identity that has just been
created. Restart Sodium, and uxe509->Set Sodium Passphrasé' 1o set the passphrase to
the same value as you were previously used.

Now use Session->Bind->Connect. .to invoke the Bind Wizard, and after entering the
address of the DSA in the first page shown, pkésd.



Make sure that the "Strong" box is selected, as/ahin the picture. Sodium will fill in the
DN of the DSA, and will also find all the identisi¢hat match your Sodium Passphrase (in
this case there will probably be only the one yast preated). Use the drop-down box if you
need to find the identity which you just createu] aress Finish".

You should now find that you are bound to the DS#g strong authentication. To confirm
this, you can use th&gssion->Statusmenu option, which reports the level of
authentication (in this case, "STRONG").



Signed Operations

In this section, we will configure the Directoryr8er so that it will only allonmodifications
by a client that is performing signed operatioms| we will then see
how to enable signed operations from inside Sodium.

Configuring the Directory Server to Require Signed
Operations

Configuring the DSA so that it requires signed agiens for modify requests can only be
done from an EDM session that is itself stronglyfmband using signed operations.

Assuming you followed the stepsitlined earlierthen you can use the same identity that
Sodium created to bind using strong authenticdtiom within EDM.

Start EDM, and open a session to DSAL, specify8tgohg and Signed"”, and specify the
Sodium Passphrase that you used in the previotisrsec

Click "OK" and you should now be bound to the DS#ng strong authentication. Open the
Directory Server Properties dialog, Click on theet@ral” tab, and click the check box
marked "require signed modifies"

Click 'OK' to dismiss this dialog.



Using Sodium to Perform Signed Operations

Now, use Sodium to make a strong connection to D& will be able to browse the
contents of the directory, but you will find, if ydry to create or modify an entry
in the directory, that you will get an error comiplag of insufficient access rights.

This is because by default, Sodium won’t be sigmipgrations. UseSession->Service
Controls...", and click on theSecurity" tab in the dialog box that appears. By selecting
"Sign Operations, you enable signing of all operations from now on

Click onOK to dismiss the dialog, and you will now find thatuycan add or update entries
in the directory. You can turn off signing againusing the same dialog box.



Configuring Strong Authentication
Between DSAS

For this section, in addition to the Directory whiwe've already been using (cn=dsa,
o=mydsa, which is referred to as DSAL), you nedubice a separate Directory also running,
which can be used to shadow information from DSATur examples, this server has the
name cn=dsa, o=myshadow, and is referred to as DS82&1 and DSA2 may be running on
the same, or separate systems.

Configure a Certificate for DSA2

When patrticipating in shadowing (replication) agneats, authentication takes placebetween
co-operating Directory Servers. In this sectionwileperform the steps necessary to use
strong authentication for this. We already have D$Anfigured with a certificate that it can
use. As was the case for EDM, we need any other @W&ah wants to strongly authenticate
to DSAL to have its own certificate.

So using the steps describeddanfiguring an Identity for the Directory Seryereate and
import a certificate for DSA2:

Generate a CSR for DSA2 using EDM
Sign the CSR using the Mini CA
Enable X509 logging for DSA2 (if you want)

Restart DSA2 to make it load the certificate infation (you can check in the log file
to make sure this has happened).

Remember that the PKCS#12 file which the DSA uselsides the certificate of the issuing
CA, and in our environment, it is only certificatbsit have been issued by this CA which will
be regarded as trustworthy. So when you issuetidicate for DSA2, you need to use the
same CA to sign it as you did when issuing thefteate for DSAL. If DSA2 is running on a
different system from the one where you created @Aidatabase, this means that you will
need to copy the CSR and certificate files betwheriwo systems.

Create a Shadowing Agreement

For the purpose of this guide, we will use a shadgwgreement that replicates the whole of
the o=mydsa naming context from DSA1 to DSA2. UdtiyM, connect to
DSA2, and create a new Consumer Shadowing Agreesgetifying:

o=mydsaas the name of the shadowing agreement
o=mydsaas the supplying DSA
supplier initiated, shadowing the whole tree, oaraje

for authentication, select "strong" in the sectid‘hat | will expect to receive"



Close the EDM connection to DSA2, and connect t&D®n there create a new Supplier
Shadowing Agreement, giving the corresponding méation for the other
half of the agreement, and again specifying stiemtfentication:

Having created the agreement, force an update tliersupplier by connecting to DSAL in
EDM, opening the Supplier Agreement Propertiesodiahnd in the "Status” tab, pressing
"Request". If you then press the "Refresh” butyani should see that an update has occurred.



Checking the log streams from DSA1 and DSA2 withslstrong authentication taking place
between the two Directory servers, e.g. from th&DS

10/26 12:34:21 1-X509-dsapverify Bind signed by cn= dsa,
. o=myshadow verified

1 10/26 12:34:21 I-X509-dsapverify Bind signed by cn= dsa, o=mydsa
+ verified

Congratulations! You have now configured and used X .509 strong
authentication.

During this evaluation you have:

1: Learned how X.509 strong authentication is apmiéd

2: Created a certificate authority and used istué certificates

3: Generated Certificate Signing Requests (CSR9)ifectory Servers

4: Created an identity for a user, and used ietréopm a strong bind from Sodium.

5: Configured a shadowing agreement between tweckiry Servers which used X.509
Strong Authentication.




What next/other resources?

This guide has taken you through the process dfguming Isode’s M-Vault Enterprise
Directory Server to be able to use X.509 basedhgtemthentication and operation signing,
and to securely administer data and secure idesiitithe directory using Isode’s Sodium
(Secure Open Data, Identity and UserManager).

You might wish to consider a further M-Vault specévaluation, the ATN Directory. This
evaluation does not require the installation of adglitional software:

ATN Directory

An evaluation that guides you through setting uydd#t as a demonstration ATN
(Aeronautical Telecommunication Network) Directasyavailable from
www.isode.com/evaluate/atn-directory.htfihe ATN Directory is used to support AMHS
and other ATN applications.

More on M-Vault

For those interested in a deeper understanding-@aMt, the M-Vault Administrator guide
is available for download fromyww.isode.com/support/docs.htnMore product information
on M-Vault can be found atww.isode.com/products/m-vault.html

Directory Whitepapers

Free Isode whitepapers are available from the weskgiich cover all Isode products and
solution areas. All Isode whitepapers can be fdumah here with Directory-specific papers
locatedhere

If you want to be informed about new whitepapems gan sign up for the Isode News email
list here



