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M-Link Evaluation Guide 

��

Setting up and testing Isode’s M-Link XMPP Instant Messaging 
Server. 

�

and Isode are trade and service marks of Isode Limited. 

All products and services mentioned in this document are identified by the trademarks or service 

marks of their respective companies or organizations, and Isode Limited disclaims any responsibility 

for specifying which marks are owned by which companies or organizations. 

Isode software is © copyright Isode Limited 2002-2006, All rights reserved. 

Isode software is a compilation of software of which Isode Limited is either the copyright holder or 

licensee. Acquisition and use of this software and related materials for any purpose requires a 

written licence agreement from Isode Limited, or a written licence from an organization licensed by 

Isode Limited to grant such a licence. 



Objectives 

This document is intended for those evaluating Isode's M-Link XMPP Server as a standalone 
intranet service. The M-Link XMPP server uses directory (LDAP) based configuration and as 
such will require using an existing Isode M-Vault server or the installation of an Isode M-
Vault server. 

If you wish to install M-Link as an addition to an existing Isode Messaging System (such as 
that described in the "Full Internet Messaging Suite" evaluation), simply install M-Link for 
your platform on your server, restart the Isode services and M-Link Instant Messaging 
accounts will automatically be provisioned for existing and new messaging accounts on that 
system. Do not 'Mix and Match' M-Vault, M-Switch and M-Link Versions. If you're installing 
R14.2 M-Link, make sure your other Isode products are also R14.2, not an earlier version. 

The guide covers setting up a fictional XMPP domain called 'myxmpp' and testing the 
configuration by sending and receiving Instant Messages messages. 

In addition you’ll use Isode’s Directory Data Management Tool; Secure Open Data, Identity 
and User Manager (Sodium) to setup user accounts. You will also need to use Isode’s 
Directory Management tool; Enterprise Directory Manager (EDM); to setup and configure the 
M-Vault directory server. 
. 

At the end of this guide you will have:  

1. Installed a new M-Vault server or configured an existing M-Vault Server. 
2. Used Isode’s Sodium tool to add test accounts. 
3. Installed M-Link as an XMPP Server. 
4. Exchanged XMPP Messages between XMPP Clients. 

Package names are referenced in bold as in the next paragraph. 

Isode packages filenames always contain references to the version number of the package, as 
do some of the third-party packages required in the later stages of this guide (like Apache 
Tomcat). For the purposes of this guide version number have been replaced with a generic 
‘X’. For example: M-Vault-11.5v0-0.i386.exe becomes M-Vault-XX.XvX-X.i386.exe. You 
should substitute the relevant version numbers when running commands or executing menu 
items that include package names. 

A note on DNS 

This guide runs through the process of setting up M-Link for instant messaging and presence 
evaluation internal to your organization. 

XMPP client and other XMPP servers use DNS (Domain Name Service) records to locate the 
machine on which M-Link is running. If you run the server for the domain "example.com" on 
a machine that has DNS A records for either "example.com" for "xmpp.example.com", no 
special DNS configuration changes are required. 

If the machine has a different name or if you run with non-standard ports, you will have to set 
up DNS SRV records (Service records) so that clients and other XMPP servers can correctly 
locate your M-Link server. We recommend always setting up these records for a production 



server. DNS can also be used to configure a server for access from inside and outside a 
company LAN. For example, the external DNS configuration for the isode.com XMPP server 
has two SRV records. The first record is used by XMPP clients, and tells them to connect to 
TCP port 5222 at firewall.isode.com: 

_xmpp-client._tcp    IN    SRV 5 0 5222 firewall.is ode.com 

The second is used by other XMPP servers, and tells them to connect to TCP port 5269 at 
firewall.isode.com: 

_xmpp-server._tcp    IN    SRV 5 0 5269 firewall.is ode.com. 

The internal DNS again has two SRV records but these point to the internal machine instead 
of the firewall. 

_xmpp-client._tcp    IN    SRV 5 0 5222 internal.is ode.com 

_xmpp-server._tcp    IN    SRV 5 0 5269 internal.is ode.com 

For more information on SRV records, see here. 

Requirements 

Before installing M-Vault. M-Switch and M-Box on your machine, you should visit 
www.isode.com/products/supported-systems.html to discover which operating systems are 
supported by Isode. You should apply for access to the password protected evaluation file 
pages by filling in the form at www.isode.com/evaluate/evalrequest.php. 

Each supported operating system has its own evaluation page which contains links to the files 
you need and installation instructions for that platform.  You will be emailed a user name and 
password for access as well as an evaluation license file. 

If you are using an existing M-Vault server then the following attributes are required in the 
user entries for M-Link to work: 
 
mail  e.g “my.name@mydomain.com” 
password e.g “secret”  
 



Installation 

This section describes the installation on Windows server and Linux platforms, for testing 
purposes it can also be installed on Windows XP but this is not a supported production 
platform. Download the relevant packages for your platform and install them in the order 
given below. 

If you have an existing M-Vault server you can go directly to the section “Configuring SASL 
in the Directory Server”. 

Windows 

·  TclTkTix-8.4.15-isd0.i386.msi 
·  M-Vault-XX.XvX-X.i386.msi 
·  M-Link-XX.XvX-X.i386.msi 

The evaluation license file “RXX EVAL license 30.dat” should then be renamed to 
“license.dat” and saved to the folder: 

C:\Isode\etc 

Linux 

·  ISDtcl-8.4.15-isd0.i386.rpm 
·  ISDtkx-8.4.15-isd06.i386.rpm  
·  ISDtcllib-1.9.0-0.i386.rpm  
·  ISDtclxml-2.5-0-isd1.i386.rpm  
·  ISDbase-XX.XvX-X.pt.i386.rpm  
·  ISDtps-XX.XvX-X.pt.i386.rpm  
·  ISDeddy-XX.XvX-X.pt.i386.rpm  
·  ISDedm-XX.XvX-X.pt.i386.rpm  
·  ISDsodium-XX.XvX-X.pt.i386.rpm  
·  ISDmlink-XX.XvX-X.i386.rpm 

The evaluation license file “RXX EVAL license 30.dat” should then be renamed to 
“license.dat” and saved to the folder: 

/etc/isode 

 
The Linux packages should be installed using the command: 
 

# rpm –I ISD*.rpm 



Creating the Directory (LDAP) 
Server 

Make sure you are logged in as an Administrator (Windows) or root (Linux) 

Starting EDM: Windows 

From the Start menu, select Isode XX.X and then select Enterprise Directory Manager 
(EDM). 

Starting EDM: Linux 

From the command line type the following:- 
 

# /opt/isode/sbin/edm 

Using EDM 

The following screen is displayed. 
 

 
 

Select File, New >, Directory server… 



 

In the ‘Create a new Directory Server screen, accept the default setting of “Master 
Information” and click Next. 

 

From the drop down box select “International Organization and select Next . 

 



 

In the “o=” form enter “Myxmpp” and click Next. 

 

Click Next . 

 



 

Note: On Linux the default configuration path is /var/Isode/dsa-db. 

If this is the only directory server on the machine then the defaults will work here so click 
Next . 

 

Enter your preferred password, in this example we’re using “secret” and click Next .  

 

Select the “Start the new directory server once it has been created.” radio button and Click 
Finish . 

 



 

Click OK. 

 

Congratulations: 

You have now successfully created and started your directory server. 

 



Configuring SASL in the Directory 
Server 

Using EDM Select File, Open… 

 

Use the “Directory server” drop down to select your directory server (cn=dsa,o=Myxmpp), 
the User name is auto completed and then enter “secret” in the Password form and click OK. 

 

Right click on the “cn=dsa” entry and select “Directory server properties…”.  

 



 

Select the “SASL” tab. 

 

Enter “myxmpp.net” for the “Default SASL domain” and “Manager@myxmpp.net” for 
the “SASL username for the DSA Manager” the click the “Generic Mappings” sub Tab. 

If you are using an existing directory server use your email domain e.g mydomain.com and 
Manager@mydomain.com . 



 

Select the “Single search for username@domain” radio button and enter 
“cn=Users,o=Myxmpp” for the “Search Base DN” and “mail” for the “Full username 
attribute ” , click OK. 

The directory server should now be stopped and started again to enable the SASL 
configuration. From the EDM screen select Server, Stop a server and select Your directory 
server from the dropdown. 

 

Click OK and you get a notification that the directory server has been stopped, then select 
Server, Start a server and select Your directory server from the dropdown. 

 



Note: On Linux the default configuration path is /var/Isode/dsa-db. 

 
 

Congratulations: 

You have now successfully configured SASL in your directory server. 

 
If you have an existing Directory Server with “User Entries” containing the “mail” and 
“Password” attributes then go directly to the section “Setting up the M-Link Configuration 
File”.



Adding Users to the Directory 
Server 

Make sure you are logged in as an Administrator (Windows) or root (Linux). 

Starting Sodium: Windows 

From the Start menu, select Isode XX.X and then select Secure Open Data, Identity and 
User Manager (Sodium). 

Starting Sodium: Linux 

From the command line type the following: 

# /opt/isode/bin/sodium 

Using Sodium 

The following screen is displayed. 

 

Click New. 



 

Enter “localhost” for the “Hostname” and “Myxmpp” for the “Display Name” and click 
Next . 

 

Select the “Simple” Radio Button and enter “cn=DSA Manager, cn=dsa, o=Myxmpp” for 
the “Bind DN” and click Finish . 

 



 

Click Connect . 

 

Enter “secret” in the “Password” form and click OK . 

 

Expand the “World ” entry using the “+” symbol and select the “o=Myxmpp” entry, the right 
click and select Add below. 

 



 

Select the “Container” and click Next . 

 

Enter “Users” in the “Name” form and click Finish. 

 



 

Click Add. 

 

Select the “cn=Users” entry, the right click and select Add below… . 

 



 

Select “Person” and click Next . 

 

Check the “Internet Organizational Person” box, the “Organizational Person” box I 
automatically also checked and click Next . 

 



 

Enter “Xmpp User1” for the “Full Name” form. 

 

On the “Personal” Tab enter “User1” in the “Surname” form and “Xmpp” in the “Given 
Name” form, then click the “Contact” Tab. 

 



 

Enter “xmpp.user1@myxmpp.net” in the “Email” form and then click the “Security” Tab. 

 

Enter “secret” in the “Password” form and then click Add . 

 



 

Repeat this procedure for the Person “Xmpp User2” using the following values: 

 

Surname User2 

Given Name Xmpp 

Email xmpp.user2@myxmpp.net 

Password secret 

 

Congratulations: 

You have now successfully added the xmpp.user1@myxmpp.net and 
xmpp.user2@myxmpp.net to your directory server and are ready to configure M-Link. 



 

Setting up the M-Link Configuration 
file 

The M-Link server requires a configuration file “ms.conf” that holds the directory bind and 
other information. This file should be saved in the folder:  

·  C:\Isode\etc (Windows) 

·  /etc/Isode (Linux) 

 
Below is the ms.conf file required for our configuration. 
 

<ms_options> 
<!--This is the Isode M-Link (http://www.isode.com/ products/m-
link.html) configuration file. See Isode M-Link man ual for details on 
available options.--> 
 
<config_location>ldap://localhost:19389</config_loc ation> 
 
<!--Configuration for SASL Bind--> 
<ldap_bind_id>Manager@myxmpp.net</ldap_bind_id> 
 
<ldap_bind_method>SIMPLE</ldap_bind_method> 
<ldap_bind_dn>cn=DSA Manager, cn=dsa, o=Myxmpp</lda p_bind_dn> 
 
<ldap_bind_pwd>secret</ldap_bind_pwd> 
<dsa_config_dn>cn=dsa, o=Myxmpp</dsa_config_dn> 
<ldap_basedn>cn=Users, o=Myxmpp</ldap_basedn> 
<domain>myxmpp.net</domain> 
<ms_user>mbox</ms_user> 
<login_disabled>FALSE</login_disabled> 
<userdir>C:\Isode\ms\user</userdir> 
 
<sasl> 
<auxprop_plugin>ldapdb</auxprop_plugin> 
</sasl> 
 
</ms_options> 

 
Note: On Unix the “<userdir>” value is “/var/Isode/ms/user”, this directory will need to be 
created and set to owner of “mbox” and group “bin” . 
 
If using an existing M-Vault server the <ldap_bind_dn>, <ldap_bind_pwd>, 
<dsa_config_dn> and <ldap_basdn> should reflect that of your Directory Server. 
 

Congratulations: 

You have now successfully created the M-Link Configuration file ms.conf. 

 



Installing and Starting the M-Link 
services 

The M-Link services are installed by default on Linux but need to be installed on Windows as 
follows:  
 
From the Start menu, select Isode XX.X and then select Services and then select Install M-
Link services. A “Command Prompt” window will briefly appear and then disappear. 

Start M-Link: Windows 

From the Start menu, select Isode XX.X and then select Services and then select Star M-Link 
services . A “Command Prompt” window will briefly appear and then disappear. 

Start M-Link: Linux 

From the command line type the following: 
 

# /etc/rc.d/init.d/mbox start 

 
 

Congratulations: 

You have now successfully installed and started the M-Link services and are now ready to 
start using The Isode M-Link XMPP Server. 

 
 



XMPP Client Configuration 

This list of known supported clients are available from the Isode website at the following 
URL: 

 http://www.isode.com/products/m-link-clients.html 

Below we will show you the configuration settings for the Psi Client which is available for 
download from the following URL: 

 http://psi-im.org/ 

On starting Psi for the first time the following screen is displayed. 

 

Click “Use existing account” 

 

In the “Jabber ID” form enter your email address or the demo xmpp.user1@myxmpp.net, 
in the “Password” form enter your password for “secret”. Then click the “Connection” 
Tab. 

 



 

Check the “Manually Specify Server Host/Port:” box and enter your server hostname in 
the “Host” form and “5222” in the “Port” form. In the “Allow plaintext authentication” 
form select the “Always” dropdown. Then click Save . 

 

In our example configuration you should now repeat this procedure on a different desktop 
with the xmpp.user2@myxmpp.net account and then you can go online, exchange contacts 
and start Instant Messaging each other. 

 

Congratulations: 

You have now successfully configured the Psi XMPP Client for use with the Isode M-Link 
Server. 

 



What next/other resources?  

Evaluate the Full Internet Messaging Suite  

M-Link can also be installed as part of a complete Internet Messaging Suite. M-Link 
accounts are automatically provisioned at the same time as email accounts. In addition to 
provisioning M-Link accounts, the Internet Messaging Suite evaluation will guide you 
through: 

·  Installing M-Box, M-Switch and M-Vault in an ISP configuration. 

·  Setting up email clients to use the ISP system and exchanging messages between 
test accounts 

·  Installation of the Isode Internet Messaging Administrator (IMA) and using it to 
add new users to your configuration. 

You can read more about the Full Internet Messaging Suite evaluation at 
http://www.isode.com/evaluate/isp-eval.html . 

Product Information  

Product on M-Link, the M-Vault directory server and Isode’s Sodium management tool can 
be found at the location below: 

·  M-Link:  http://www.isode.com/products/m-link.html  

·  M-Vault: http://www.isode.com/products/m-vault.html  

·  Sodium:  http://www.isode.com/products/sodium.html 

 

Whitepapers  

Free Isode whitepapers are available from the website which cover all Isode products and 
solution areas. Isode whitepapers can found at http://www.isode.com/whitepapers/index.php. 
 
If you want to be informed about new whitepapers, you can sign up for the Isode News email 
list at http://www.isode.com/company/news-request.php. 

 

 


