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Objectives 

Isode’s M-Vault supports Directory Access Control using Security Labels.  The goal of this 
evaluation guide is to give hands on experience, to better understand this functionality and 
what it can do.  Limitations in the R14.2 release mean that it will not generally be suitable for 
deployment. Isode welcomes feedback on requirements for the next release. 

Terminology 

This guide talks about "Directory Access Control using Security Labels". Capabilities in this 
area are defined in the X.500 Standard as "Rule Based Access Control” (RBAC). While this is 
a useful description, there is significant potential for confusion with the term "Role Based 
Access Control" which is the most common industry expansion of the term RBAC. X.500 
provides Rule Based Access Control, as a part of the X.500 Basic Access Control. For this 
reason, the term RBAC is avoided. This type of access control is also sometimes referred to a 
"Mandatory Access Control". 

Requirements 

You’ll need to download and install M-Vault R14.2 for your platform. In addition you’ll 
require  a sample LDIF file to accompany this document, the LDIF file can be found on the 
Isode Documentation page at http://www.isode.com/support/docs.html in the ‘Evaluation 
Guides’ section. 

Background 

Directory Access Control using Security Labels and associated topics are described in three 
Isode white papers: 

·  Security Labels and Clearances (essential background) are described in Access 
Control using Security Labels & Security Clearance. 

·  Handling security clearance, which is important for this functionality and for other 
applications using access control based on security labels is described in Managing 
and securely determining Security Clearance. 

·  Using Security Labels for Directory Access Control and Replication Control is 
described in a white paper being written. 

This paper is primarily hands on, and does not need an understanding of the theory. 
 

Set up a Directory 

If you are unfamiliar with setting up a directory, look at the M-Vault evaluation guide. 
 
Start by setting up an M-Vault Directory server. We recommend you create a separate DSA 
for the purposes of testing this functionality, rather than using it on a production directory 
server. 
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This document assumes that the DSA is called "o=example", but you may use any suitable 
name.  Although the example LDIF data also assumes the "o=example" name, Sodium will 
make appropriate corrections when loading the data in order to make it correspond with 
whatever DIT structure you have. 
 

Security Policy 

Security Policy controls how a server behaves.  M-Vault R14.2 has a built in “demo policy” 
identified by the object identifier “1.1”.  This is a quite simple policy.   Key features of this 
policy: 

·  M-Vault will refuse to accept security labels referencing any other policy. 

·  M-Vault will ignore security clearance values referencing any other policy. 

·  Security categories are not supported. 

Future releases of M-Vault will support user defined security policy. 

Note: 

The DSA Manager is “special” and not subject to access controls. Tests of access control need 
to be done with other users. 

 
 

Set Directory Server Controls 

Having created the DSA, run Sodium, and create a bind profile so that you can connect as 
DSA Manager, e.g. "cn=dsa manager,cn=dsa,o=example".    Connect to the DSA. 
 

 
 



 

Rule Based Access Control Page 4 

 

Browse to the DSA's entry (e.g. cn=dsa,o=example), and switch to "Schema View", as shown 
above. 
 

 
 
Use the "Object classes..." button to invoke the Object Class Editor, and enter "rbacdsapolicy"  
(shown above) into the "Add new objectclass" text box (which will be displayed with a red 
background until you have typed in a valid object class name).  Press "Add", and then "OK". 
 

 
 
Sodium will now display an "rbacdsapolicy" tab, which contains empty values for "clearance" 
and "securityLabels".  To load values for these two attributes, press the "Load..." button on 
each in turn. Values to load are found in the following directories: 
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/opt/isode/share/examples/rbac - UNIX 
C:\Program Files\Isode\share\examples\rbac - WINDOWS 

 

Security Labels 

Security labels are prefixed with “l-“ and the name describes the security classification.  “li” 
is label information, and adds additional information to the labels for use within directory 
entries.  
 
The server security labels control which users can bind to the server.  If a server sets a 
security label, users connecting to the directory must have a security clearance that matches 
that clearance.   
 
For "securityLabels", load "l-restricted.ber".    The label: "restricted" - requires users to have 
restricted or better clearance. 
 

 

Security Clearances 

Security clearances are prefixes with “c-“ and the name represents the highest security 
classification in the clearance.  For all of the sample clearances, all classification values lower 
than the highest one are included, with the exception of “unmarked”, which is not included in 
any of the clearance sets. 
 
The server security clearance controls which labels are allowed for data stored in the 
directory, and is typically used to ensure that data stored in the directory is appropriate.  If this 
is omitted, labeled data cannot be stored.  For the initial demonstration, choose a value that 
allows a wide range of labels to be stored.  For "clearance", load in the clearance file "c-
secret.ber".  - The DSA operates in an environment cleared to "secret", and disallows addition 
of "topsecret" objects). 
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Notes: 

The DSA Manager immune to any label or clearance policy. 
 
The hierarchy of Security Labels and Clearances is (in ascending order of access); 
Unclassified, Restricted, Confidential, Secret, Top Secret. ‘Unmarked’ denotes an object or 
person to which no label or clearance has been applied. 

 
 
The DSA’s entry will now appear as in the screen shot below: 
 

 
 
In order for the policy to take effect, the DSA must be restarted, so restart the DSA now (you 
can stop and start the server using EDM). 

Load Sample Data 

After restarting the DSA, rebind using Sodium, and locate an appropriate place in the DIT 
under which the sample data may be loaded, for example "o=example". 
Right-click on the entry to display the pop-up menu, from which you can use: 
"Bulk Tools->LDIF Load..." to invoke the LDIF Load dialog. 
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Browse to where you saved the sample LDIF file you downloaded from the Isode website and 
load it. Sodium should report that 16 entries have been loaded.   The result is shown in the 
screen shot below: 
 

 
 
The sample data includes a set of cleared users under "ou=people".  All of these users (with 
the exception of "cn=plain") have a clearance corresponding to their name, which you can see 
by selecting the "security" tab for each entry.  All users have a password value set to "x", so 
that it is easy to set up bind profiles to connect as one of these users. 
 
Data representing sensitive objects is loaded beneath "ou=objects".  Each object (with the 
exception of "ou=plain") has a security label.  Because this security attribute is operational, it 
will not be shown in the default "Template".   
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To show the security labels, use Sodium's "Session Settings" to request that operational 
attributes always be displayed, as shown above.  Security labels can now be seen with the 
objects, as shown below: 
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Test authentication restriction and object access 

Use Sodium's Bind Manager (Session>Bind>Manager…) to create bind profiles for each of 
the users. For example: 
 

bind DN password 

cn=plain,ou=People,o=example          X 

cn=unclassified,ou=People,o=example   X 

cn=topsecret,ou=People,o=example X 

 
You can use the "copy"/"modify" options in Sodium's Bind Manager to do this.  This will 
result in a set of profiles that looks like: 
 

 
 
When you attempt to bind using these profiles, you should find that only users who have a 
clearance of “restricted”, “confidential”,  "secret" or "topsecret" are able to bind: the DSA's 
security label (“restricted”) will prevent anyone who has a clearance of lower than "restricted" 
from binding. 
 
For those users who can bind, you will find that browsing to the "ou=objects" subtree, only 
the subset of objects to which the user has clearance will be visible.  For example, 
 
cn=restricted   will be able to see ou=plain; ou=unclassified; ou=restricted  
 
This is shown in the following screenshot. 
 



 

Rule Based Access Control Page 10 

 

 
 
uid=confidential will be able to see the above plus ou=confidential, and so on as the clearance 
of the user connecting increases. Note that ou=unmarked is never shown, as none of the users 
has clearance for “unmarked”. 
 
There is an extra complexity at the topsecret level, as the directory policy is set so that only 
data up to secret may be stored. An entry (ou=topsecret) with a top secret label was created in 
the directory by the DSA manager (and can be viewed by DSA manager).   As the policy does 
not permit this entry, it is not presented to any users, even those with top secret clearance.   
This is illustrated in the following screen shot. 
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Test Object Addition Restrictions 

In order to perform actions, both Security Labels and prescriptive ACI controls need to be 
met. The prescriptive access control settings need to be “opened up”, so that the demo users 
have sufficient rights to add entries. If you do not know how to do this, the following 
instructions give an easy way to adjust the access control. 

Note: 

These changes lead to a very open access control (anyone can add data) and so are not 
appropriate for a real system. 

 
   
To start, run EDM, and bind as DSA Manager. 
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Select "cn=ac-subentry" for "o=Example", as shown above and right click to select “modify 
Prescriptive ACI”.  This will give the following screen. 
 

 
 
For each of the two lines, “all read and search attributes” and “all read entry with disclose on 
error”, change the value of the first column ("+") and second column ("-") to a tick, and select 
OK. The new settings are shown below. 
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To test the modified ACI, bind using the profile corresponding to "cn=secret", and create a 
new entry in the DIT, as shown below: 
 

 
 
The current version of Sodium cannot create entries with Security Labels, so these need to be 
loaded from LDIF.   This can be done at any convenient part of the DIT. 
 
The file "protected.ldif", supplied in the rbac example directory, contains object with labels at 
each classification, and one unlabelled. These are names by their clearance, so it is easy to see 
which entry is which. 
 
The add controls can be tested by adding data from each person.   It can be seen that: 



 

Rule Based Access Control Page 14 

 

·  A user can only add entries with labels for which they are cleared (so the restricted 
person cannot add secret data). 

·  Nobody can add the unmarked entry, as nobody is cleared for unmarked. 

·  The topsecret person can only add data up to secret.  This is because the DSA’s own 
security clearance is set to secret, and so it prevents adding any data at the topsecret 
classification. 

 

Summary: 

This document has given basic practical experience in handling directory access control using 
security labels and security clearances. 

 

 


