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Isode and Isode are trade and service marks of Isode Limited.

All products and services mentioned in this document are identified by the trademarks
or service marks of their respective companies or organizations, and Isode Limited
disclaims any responsibility for specifying which marks are owned by which companies
or organizations.

Isode software is © copyright Isode Limited 2002-2023, all rights reserved.

Isode software is a compilation of software of which Isode Limited is either the
copyright holder or licensee.

Acquisition and use of this software and related materials for any purpose requires a
written licence agreement from Isode Limited, or awritten licence from an organization
licensed by Isode Limited to grant such alicence.

Thismanual is© copyright 1sode Limited 2023.

Copyright
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1 Software version

This guide is published in support of Isode Messaging Activation Server R1.1. It may
also be pertinent to |ater releases. Please consult the release notes for further details.

2 Readership

This guide isintended for administrators who plan to configure and use Messaging
Activation Server which provides a web-browser interface for administrators wishing to
manage | sode products activations (licences).

3 Related publications

Related topics are discussed in the volumes of the I sode documentation set listed below.

Volume Title
SWADM M-Switch Administration Guide
VAUADM M-Vault Administration Guide
MBOXADM M-Box Administration Guide
4 Typographical conventions

The text of this manual uses different typefaces to identify different types of objects,
such asfile names and input to the system. The typeface conventions are shown in the

table below.

Object Example

File and directory names isoentities

Program and macro names mkpasswd

Input to the system cd newdir

Cross references see Section 5, “File system place holders”
Additional information to note, or a Notes are additional information; cautions
warning that the system could be damaged | are warnings.

by certain actions.

5 File system place holders

Where directory names are given in the text, they are often place holders for the names
of actua directories where particular files are stored. The actual directory names used

Preface
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depend on how the softwareis built and installed. All of these directories can be changed

by configuration.

Certain configuration files are searched for first in (ETCDI R) and then ( SHAREDI R) , SO
local copies can override shared information.

The actual directories vary, depending on whether the platform is Windows or UNIX.

Name Place holder for the Windows (default) UNIX
directory used to store...
(BI NDI R) Programs run by users. C:\Program Files\Isode /opt/isode/bin
\MASbin
( CACHEDI R) Cachefiles. C:\Isode\MAS\cache Ivar/cache/isode/mas
(CLI ENTDI R) Default MAS client files C:\Program Files\Isode /opt/isode/shar e/webapps/
\MASishare\webapps\mas  |mas
( DATADI R) Storing local data. C:\Isode\MAS Ivar/isode/mas
(ETCDI R) System-specific C:\Isode\MAS\etc /etclisode/mas
configuration files.
(LIBDI R Libraries. C:\Program Files\Isode /opt/isode/mag/lib
\MASin
(LOGDI R) Log files. C:\Isode\MASIog Ivar/log/isode/mas
( SBI NDI R) Programs run by the system |C:\Program Files\Isode /opt/isode/mas/shin
administrators. \MAS\bin
( SHAREDI R) Configuration files that C:\Program Files\Isode /opt/isode/mas/share
may be shared between \MASshare
systems. Common data and
documentation files.
(TMPDI R) Temporary files. C:\Isode\MASitmp Ivar/tmp/isode/mas

Support queries and bug reporting

A number of email addresses are available for contacting |sode. Please use the address
relevant to the content of your message.

* For all account-related inquiries and issues. customer-service@isode.com. If
customers are unsure of which list to use then they should send to thislist. Thelistis
monitored daily, and all messages will be responded to.

» To provide keys necessary to activate products, send the generated string to
support@isode.com along with information on what is being evaluated or what has
been purchased.

* For all technical inquiries and problem reports, including documentation issues
from customers with support contracts: support@isode.com. Customers should
include relevant contact detailsininitial calls to speed processing. Messages which
are continuations of an existing call should include the call 1D in the subject line.
Customers without support contracts should not use this address.

* For all salesinquiries and similar communication: sales@isode.com.

Bug reports on software rel eases are welcomed. These may be sent by any means, but
electronic mail to the support address listed above is preferred. Please send proposed
fixes with the reports if possible. Any reports will be acknowledged, but further action
is ot guaranteed. Any changes resulting from bug reports may be included in future
releases.
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I sode sends rel ease announcements and other information to the | sode News email
list, which can be subscribed to from the address: http://www.isode.com/company/
subscribe.html

The Isode Messaging Activation Server, MAS uses TL S (Transport Layer Security) to
encrypt datain transit. This means that MAS is subject to UK Export Controls. For some
countries (at the time of shipping this release, these comprise al EU countries, United
States of America, Canada, Australia, New Zealand, Switzerland, Norway, Japan)

these Export Controls can be handled by administrative process as part of evaluation or
purchase. For other countries, a special Export License isrequired. This can be applied
for only in context of a purchase order for Cobalt.

The TLSfeature of MASisenabled by a TLS Product Activation feature. This feature
may be turned off, and MAS without this TLS feature is not export controlled. This can
be helpful to support evaluation of MAS in countries that need a special export license.

MAS is used to administer sensitive data and so |sode strongly recommends that

all operational deployments of MAS use the export-controlled TL S feature. You
must ensure that you comply with these Export Controls where applicable, i.e. if you
arelicensing or re-selling Isode products. All 1sode Software is subject to alicense
agreement and your attention is aso called to the export terms of your Isode license.

Preface
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Chapter 1 Introduction to MAS

This section introduces Messaging Activation Server and talks about how its
configuration is stored.

1.1 Overview

The Isode Messaging Activation Server, MAS, provides a zero-footprint web client that
allows administrators to manage the Product Activation of 1sode products.

Introduction to MAS
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Chapter 2 Starting The Messaging Activation

Server

This section describes how to start up the Isode Messaging Activation Server and how
authentication is established.

2.1

Messaging Activation Server service

The Isode Messaging Activation Server, MAS, provides aweb based client that allows
administrators to manage the activation of 1sode products.

On Linux after installing the Isode Messaging Activation Server it is automatically
added as a systemd service (mas), and starts up.

On Windows after installing the Isode M essaging Activation Server it is automatically
added as a Windows Service, and starts up. It can be seen in the Isode Service Config as
in the following figure:

Figure 2.1. Windows Services with Activation Server Started

“% Service Configuration - O X
Service Configuration  Operations  View Help

Isode Services

I=E=Add = Refresh All |z Refresh @ Stop ¢ Remove
v ‘ Isode DSA cn=dsa,c=messaging / lan R
va Isode M-5witch Queue Manager General Recovery Advanced

@ Isode M-Switch O3 Listener

e Isode M-Switch ACP 142 Server

@ Isode M-Switch SMTP Server Service Status | Running ‘
0 Isode M-5Store X.400 Server

0 Izode M-Vault DSA Creation Service o
0 Isode MAS Product Activation Status

Service Name ‘ Isode MAS

Start Type Automatic

< Unknown >

Appl Cancel

Abort

MAS can also be seen in the Windows Service Manager as in the following figure:

Starting The Messaging Activation Server
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Figure 2.2. Windows Services with Activation Server Started

File Action View Help

e@=|mE E . Bl ®munn
. Services (Local) || = Services fLocal)
Isode MAS Mame h Description Status | StartupType  Log OnAs "
€3, Human Interface Device Ser... Activates snd maintains the use of hot buttons on.. Manual (Trig... ~Local System
%f‘r’t‘;‘”"“ G HV Host Service Provides an interface for the Hyper-V hypervisor . Manual (Tig.. Local System
Fesa fesenice €l Hyper-V Data Exchange Ser... Provides s mechanism to exchange dats between .. Manusl (Tig..  Local System
{63, Hyper-V Guest Service Inter... Provides an interface for the Hyper-V host to inter Manual (Tig... Local System
Description: . Hyper-V Guest Shutdawn 5. Provides a mechanism to shut down the operatin... Manual (Tiig... Local System
sode Messaging Activation Server &y |y oV Heartheat Serviee  Manitors the state of this virtual machine by repor... Manual (Tig... Local System
Gl Hyper-V PowerShell Direct .. Provides a mechanism to manage virtual machine... Manual (Tig.. Local System
), Hyper-V Remete Desktop Vi.. Provides s platform for communication betwesn t.. Manual (Trig... ~Local System
Gl Hyper-V Time Synchronizati... Synchronizes the system time of this virtual machi.. Manual (Tig.. Local Service
€3, Hyper-V Velume Shadow C... Coordinates the communications that sre require.. Manual (Trig... ~Local System
G2 IKE and AuthlP IPsec Keying... The IKEEXT sevice hosts the Intemet Key Exchang. Manual (Tig.. Local System
€} Internet Connection Sharin... Provides network address translstion, addressing, .. Disabled Local System
1P Helper Provides tunnel connectivity using IPvé transition .. Running  Automatic  Local System
{€3,IP Translstion Configuration... Configures and ensbles translstion from vd to v . Menusl (Tig..  Local System
3, iPod Senvice iPod hardware management services Running  Manual Local System
1, Ipsec Policy Agent Internet Protacol security (IPsec) supports networ.. Manual (Tig..  Network Service
ZIsode MAS sode Messaging Activation Server Running  Automatic  Local System
G, KtmRm for Distributed Tran... Coordinates transactions between the Distributed .. Manual (Tig..  Network Service
), Language Experience Service  Provides infrastructure suppert for deploying and .. Manusl Local System
Gl Link-Layer Topology Discov... Creates a Network Map, consisting of PC and devi.. Manual Local Senvice
) Local Profile Assistant Service This service provides profile management for subs... Manual (Trig... ~Local Service
Gl Local Session Manager Core Windows Service that manages local user ses.. Running  Automatic  Local System
{6} Message Queuing Provides a messaging infrastructure and develop..  Running  Automatic  Network Service
{ClMessaqinaService 462088 Service supporting text messaqing snd related fun... Msnusl (Tia... Local System -
< >

, Extended / Standard

2.2 Initial Usage

Point your browser at localhost:9000/ which will result in the following page.

Figure 2.3. Initial Screen

M &) Privacyeror x | ¥ Microsoft Edge X ‘ I -

G A Mot secure hitps//localhost: 9000 AN

Your connection isn't private

Attackers might be trying to steal your information from localhost (for example, passwords.

messages, or credit cards).

NET:ERR_CERT_AUTHORITY_INVALID

Advanced m
|

The warning is caused by the fact that TLS cannot be trusted because the Isode
Messaging Activation Server isusing a self signed certificate.

Click on the Advanced button and the following screen appears:

Starting The Messaging Activation Server
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Figure 2.4. Initial Screen (Advanced)

0 | &) Privacyerror x | € Microsoft Edge x |+ - (] X

@] A Notsecure | hitpsy/localhost:9000 o A = :

Your connection isn't private

Attackers might be trying to steal your information from localhost (for example, passwords,

messages, or credit cards).

NET:ERR_CERT_AUTHORITY_INVALID

Hide advanced
|

| This server couldn't prove that it's localhest; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Continue to localhost (unsafe)

Click on the Continueto localhost (unsafe) button and the following screen appears:

Figure 2.5. Initial Config Screen

| [ Messaging Activation Server x| % Microsoft Edge X | + - [m] X

G A Notsecure | hsps//localhost:9000

12
&r
ki
)
(T

Messaging Activation
Server

First time Login

Please enter credentials here to register a new
user

Username:

Password:

Confirm Password:

—

Starting The Messaging Activation Server
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Theinitia configuration screen allows you to configure the 1sode Messaging Activation
Server Administrator credentials. These are stored as username and password in local
encrypted filestore.

Enter the username and password you wish to use for this and future sessions. The
following screen shows these values having been entered, and the Register button lights

up.

Figure 2.6. Initial Config Screen With Username and Password

im] D Messaging Activation Server x Q Microsoft Edge X ‘ +

&} A Notsecure | heps//localhost: 9000 AN 16 = :

Messaging Activation
Server

First time Login

Please enter credentials here to register a new
user
Username:

cobalt.admin@harrier. headguarters.net

Password:

Confirm Password:

Click on the Register button to set up this user asthe MAS Administrator, and the
following screen appears:

Starting The Messaging Activation Server
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Figure 2.7. Initial Screen after Logging In

‘ D B [ Messoging Activation Server X
<

B2 Products

Products

BE Activations
Refresh

B2 Activate Products

B2 Activation Server

Microsoft Edge

c A Notsecure | h#ips;//localhost:9000/products

AP Isode Messaging Activation Server (rosavmwin10)

x| + - o %
o 3 A a

|®

admin@rosavmwin1i0.isode.net
Logged in

If at this point no other 1sode products have been installed, no products appear in this

window as shown above.

Click on Activation Server to show the details of the Activation Server itself:

Figure 2.8. Activation Server Home Page

D B O Messging Activation Server X
&

Server Details

B2 Activations

MAS 1.1a0-0

B2 Activate Products

B8 Activation Server
Installed Components

ctivation Server

File locations
Log Directory:
Cisode\MAS\og.
Activation file:
Data Directory:
Cisode\MAS
Install Directory:
C:\Program Files\isode\MAS
Manifest Path:
C:\Program Files\is

{ Microsoft Edge

C (& Notsecure | [

P Isode Messaging Activation Server (rosavmwin10)

Description: Messaging Activation Serve:

x| + - o X
- P Py . \
o3 A Q 75) 1= - (L)

admin@rosavmwin10.isode.net
Logged in

|@

Show log files

S\snare\mas mas json

Starting The Messaging Activation Server
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Chapter 3 Managing Products Activations

This section describes how to use the | sode Messaging Activation Server to manage
I sode products activations.

3.1

Generating An Activation Request

Click on Activate Productsto start the process of activating products:

Figure 3.1. Activate Products

‘ D EFED [ Messaging Activation Server X Microsoft Edge x | + - o
| ) N oa o .
< G A\ Notsecure | Bitps:/localhost:9000/activate A e s 7= L - D)

| 9 admin@rosavmwin1i0.isode.net

AP Isode Messaging Activation Server (rosavmwin10) e

Activate Products

Generate Activation Request

Reference
Enter the text in the bax below which will be retumed s p.

Activate Key

Enter free form text into Reference Box in order to start the activation process and
generate an Activation Request to send to Isode.

The text is encoded into the Product Activation Request and is returned (again in
encoded form) in the Product Activation Key provided by Isode support. Thisis purely
informational and can be used to track information on Product Activation Requests and

Keys.

Managing Products Activations
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Figure 3.2. Activate Products With Reference Entered

D B [ Messaging Activation Server x Microsoft Edge x| + - (] x
<« G O locahesto000/activate A e 75 & - LI_‘/\

admin@rosavmwin10.isode.net
Loggedin

}3 Isode Messaging Activation Server (rosavmwin10) | 9

B8 Products

Activate Products

B8 Activations

Generate Activation Request
B2 Activate Products

Reference
hetext in the bax below which will be retumed as p.

B2 Activation Server

Request from <persan> st <company> to activate
W-Switch, M-Bax, Harrier and M-Vault.

Activate Key

Activation Key
Please input the Activation Key pravided by the Isade Pro.

Click on Submit underneath the Reference Box to generate the Product Activation
Request.

Figure 3.3. Activate Products With PA Request generated

‘ D EBE [ Messaging Activation Server x Microsoft Edge x | + - o x
[ (@] @ localhost9000/activate A e 5 1= & Ll‘)

| 9 admin@rosavmwin10.isode.net

.&‘E] Isode Messaging Activation Server (rosavmwin10) =

() G Generate Activation Request

BE Activations

the following Activation Request code to

sode Product

[ fer e Acti rvice support@isode com, explaining your requirements for this
serve
B2 Activation Server
YIVZAGHt Ve xb20s]
Blibuk-+THR+IGE; dpdGNOLCBNLUY

QeTSLWYXVsdC4IGhveIRpZDOV VVIRDSAZIRE Y205 MinUw N TIN F4M
DhbZDRINISZG;ODBNTZEMMSZG V4MTQAMTESZT wM2FMem QN2
c10GUOM INTFNzexN T MG AZMThL

N2EzNDQuwMjQOM=BIZjg2 ¥ ThhODUSY =V 4ME1 Zidh Y SI=

Cancel

Activate Key

Activation Key
Please input the Activation Key provided by the Isade Pro.

Click on Copy to clipboard button and paste the Product Activation Request into an
email and send to support@isode.com.

Managing Products Activations
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3.2

Applying Activation Keys

In response to your request you will be sent an email containing the Product Activation
Keys. Paste this key into the lower box Activate Key.

Figure 3.4. Activate Products With PA Key from Isode

D B3 [ Messaging Activation Server X 4 Microsoft Edge x| + - o X
&~ @ A Not secure | https//localhost3000/activate A a s T :’ L!'/

- = . . admin@rosavmwin10.isode.net
)3 Isode Messaging Activation Server (rosavmwin10) ‘ 9 (e

B2 Products

Y3VzdGet 2 Fl e
fonk-+THRIGFj dpd GNGLCBNLU Core!
QeTSIWYXVs4CHIGI 3 RpZ DOV V VIR DsAZIREY 205 MmUnNTIN Y4M
Dhk 5 1 SZGY4MTQIMIEAZTewMFMmQaN2
OGUOM; I0GINTFNzcxNTE MG AMTEL
NIEZNDQwMjQUMzB1Zjg ¥ ThhODU4 ¥ zV4MEIZjdhYSI=

B2 Activations

BE Activate Products

B2 Activation Server

Copyto clipboard @

Cancel

Activate Key

Activation Key
Please input the Activation Key provided by the Isode fro

ZmVhdHVYZTOITS 1 Ta2I0Y2giIHZIcnN pb 2491 ESL]
ElIGVACGIyZXMSII3LUTBWSOyMD [
Q9IkFOWTLOTOSFIB2dWIcZmVhdHVyZTOVEXTIE
20WIZmVhdHVYZT0ieDQWMCIgc3VILWZIVKR1
mUSInRscylge3VILWZIYXRTcmUSINNedHATHN1 i
1mZWFOGX]IPS|zbGVWITBZAWIZmVhdHVYZTOICH
IWZmIsZXIIHNT¥i1 mZWFOdXIPSWMWZobGUIlH

After entering the Product Activation Key received from I sode support, and clicking
on Submit, the MAS shows the Product Activation Keys processing status and Product
activation status.

Managing Products Activations
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Figure 3.5. Activated Products

D EE [ Messaging Activation Server X Microsoft Edge x | +

&~ (@] A Notsecure | hitps//localhost9000/activate

ducts

B2 Activations

B2 Activate Products

B2 Activation Server

AJB Isode Messaging Activation Server (rosavmwin10)

Generate Activation Request

Please send the following Activatio
vice suppon@isode com, expla

¥3VzdGot

nk=THR-IGFj ApdGNoL CBNLUeCurg!
QeTSIWYXVadC4IGHveIRpZDONVVVIRDsAZREY 2QSMmUnNTIkN] Y4M
DERZDRINISZGjODBNTZhMGMSZG ¥ AMTQ4MTEAZ Teud F MmQzN2
e 10GUOM; NTFiNzexNTIAG AzMTh

N2ZENDQuMQUM:BIZjz2 Y ThhODU4Y =Y 4MIE]1 Zidh Y SI-

Cancel
Activate Key
Activation Result
This Shows the resut of the Activation Keys submitced. Cick Cance1 / Clear @ submit new
No. Processing Product Activation and Installed
Status Status
1 Replaced M-S NOT INSTALLED
R M- 0 S
2 Replaced ’ NOT INSTALLED
19.
3 Replaced M-Box 19.1 NOT INSTALLED
4 Replaced NOT INSTALLED
Replaced nc19.1  NOT INSTALLED
Clear

10

9 admin@rosavmwin10.isode.net
Logged in

3.3

Browsing Installed Products

The Products entry in the menu allows the MAS Administrator to see al installed
products and their activation details.

Managing Products Activations
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Figure 3.6. Activation keys

11

D B [ Messaging Activation Server X

(S A Not secure ://localnost9000/products
P

L Microsoft Edge

x|+

AJB Isode Messaging Activation Server (rosavmwin10)

B2 Products

Products

B2 Activations
Refresh

B2 Activate Products

M-Box 19.0v1-0 M-Store X.400

19.0v1-0

B Activation Server

ActivationName: M-Box

Log Files View Log Files

Details View Details

M-Vault 19.0v1-0 Sodium Sync
19.0v1-0

ActivationName: M-Vault

Log Files View

Log Files

Details View Details

ActivationName: M-Store-X

View

View

tionName: SodiumSync

View

View

- o *
AN . 1.
. g - b

e admin@rosavmwin10.isode.net
Logged in

M-Switch 19.0v1-0 [EEREE

ActivationName: M-Switch Gateway

Log Files View

Details View

3.4

Managing Activation Keys

The Activations entry in the menu shows all activation keys. In the screen below the

associated products have not yet been installed.

Managing Products Activations
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Figure 3.7. Activation keys

D EE [ Messaging Activation Server X Microsoft Edge x |+ - o X
&« (] A Notsecure | hitps//localhost9000/activations o= g L‘)
= = " - admin@rosavmwin10.isode.net

‘4@ Isode Messaging Activation Server (rosavmwin10) | 9 P
B8 Activations Activation Manager
B2 Activate Products Product Activated Features Expiry Details Deactivate

M-Box 19.1 NOT INSTALLED All ciphers are & View @
B2 Activation Server

NOT INSTALLED All ciphers are available View e

M-Switch 19.1 NOT INSTALLED All ciphers are available View e

M-Vault 19.1 NOT INSTALLED All ciphers are available View e

SodiumsSync 19.1 NOT INSTALLED All ciphers are @ View c]

This page allows to deactivate products / delete activation keys.

Managing Products Activations
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