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SMTP/X.400 Message Conversion

Using M-Switch MIXER to exchange and convert messages between SMTP and X.400




Contents
[0} Ao e [T o1 4 o o USSP 3
(0] o 1=Tot 411U SPPSPROt 3
(61 o¥ = Koo (IR T o] s To ] SRR SUR 4
=TT = 1 o o [ PR RN 5
[SOAE PrOTUCES .oouvvveeiiiee ettt ettt ettt et srate e e st e e e sate e s sabe e e sabaeesabaeesabaeesabaeesasaeesans 5
Product ACTIVAtioN KBY....oooiciiiie ettt e e e s bre e e e e aba e e s e s nbee e e e enraeeas 5
External SMTP @nd X.400 SEIVELS .....cceeicureeeeiiiiieeeeiirteeeessireeesesaseeeeessssseeesssssaeesessssesasssnsenns 5
Create a Messaging Configuration using MCONSOIE ..........ocoeveeviiriirereeeriieeeeeeeee e, 6
SEArTING IMCONSOIE e e e e e ettt e e e e bt e e e e esabaaeeeesbtaeeeesntaneessanees 6
Creating @ NEW DIreCtOrY SEIVEI ......ciii ittt s s s s s e s e s e e e e e e e e e eeeeeeeeeeeseeesssesereneanes 6
Create a New Messaging Configuration..........cooicuiiiii e e e 8
STAMT SBIVICES evttiiiiiiiiei ettt s e s s s s e s s s e eeeaeeeeeeeenesesesesesesessssaessssnsnansnnns 12
Connect to External SMTP and X.400 MTAS ....ccoocuiiieeeeeciieee e et e e e e e snaaeee e 15
Connect to an External SMTP SYSTEM ...ccciiciiiii ettt e erre e e e are e e s earaeeeeeans 15
Connect to an External X.400 SYSTEM ....ccoccuiiiiiiiiiiiee ettt e et e e e e e sare e e e s s araeeaeeans 18
Testing the CONNECLION ...ccic i e e s e e e e eaaba e e e e e nree e e e e anees 25
Configure MIXER MapPingS ...eeeeeecccieieeeeeiiiieee e s eeiteee e e eseteeeeeeesnnaeeeesssnnnaeeesesnnnnnnaaaeas 28
WAt NEXE? ... e e e e e e e e et e e e e e s aaba e e e e e sansteeeeeeaaansaneaeeeannenees 34
(014 o 1T AV Y [V F- 1T o - U SPPPPR 34
JT =T o F= T o= 3SR SPPPPR 34
(000 o114 1={ o] AUUUT T PP TP PRPRPRRRRRRRRIOt 35

Evaluation Guide: SMTP/X.400 Message Conversion Page 2 of 35



Isode

Introduction

This guide details the process for setting up a MIXER email gateway, for conversion of messages
between SMTP and X.400 based email systems, using Isode’s M-Switch MIXER product. M-Switch
MIXER is one of a family of email messaging products which comprises:

M-Switch SMTP (SMTP Message Transfer Agent)
M-Box (POP/IMAP Message Store)

M-Switch X.400 (X.400 Message Transfer Agent)
M-Store (X.400 Message Store)

M-Switch MIXER (message gateway providing conversion between X.400 and Internet
email according to the MIXER specifications)

M-Switch Constrained Networks (Email Messaging for low-bandwidth and/or high-
latency networks)

Harrier Web (web based email client)

M-Switch products are widely deployed in the Government, Military, Intelligence, Civil Aviation
and EDI markets.

Use of TLS: Due to UK Export Controls we are unable to provide Evaluation Licenses
to certain Geographic regions that would allow the use of TLS so this guide will not
configure any TLS. Should you wish to use TLS please contact your Account Manager
and if you are located in an approved region we can provide a license (MAC Address
of Server required) and additional instructions for configuring TLS.

Objectives

By the end of this guide you will have:

1.

2.
3.
4.
5.

Created an M-Switch MIXER gateway

Configured MIXER mappings between external SMTP and X.400 systems
Connected to an External SMTP Server

Connected to an External X.400 Server

Sent messages between the external servers, via the MIXER gateway

For objectives 3, 4 & 5 this guide assumes that the external SMTP server is the “headquarters.net”
server set up as part of the separate “Setting up an SMTP Email System” evaluation guide and that
the external X.400 server is the “PRMD=Local/ ADMD=FIELD/C=GB/” server set up as part of the
separate “Setting up an X.400 Email System” evaluation guide.

The diagram that follows show the complete system that results from completing all 5 objectives
of this guide:
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/A=Field/

M-Store

For the purposes of this
MIXER on to a physical
on the hardware or VM

Isode

Harrier
(user.one@)

M-Switch SMTP
(headquarters
.net)

evaluation we have assumed this is a "clean" installation of M-Switch
or virtual machine. If you have previously installed an M-Switch product
you are using for this evaluation, please make sure you have

completely uninstalled that version before proceeding.

Using Isode Support

You will be given access to Isode support resources when carrying out your evaluation. Any
queries you have during your evaluation should be sent to support@isode.com. Please note that

web-based ticket submi

ssion and tracking is not available to evaluators.
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Preparation

You should visit www.isode.com/products/supported-platforms.html to discover which operating
systems are supported for Isode evaluations. Please note that in addition to the server platforms
listed, we support the use of Isode servers on Windows 8, Windows 8.1 and Windows 10 for
simple evaluations and demonstrations.

Isode Products

Product downloads are held in a password-protected section of the Isode website. If you have not
already done so you should apply for a username/password by filling in the form located at
www.isode.com/evaluate/evalrequest.html.

Products can be obtained by clicking on the links in the “Download Links” section of the
Directory evaluation page (www.isode.com/evaluate/evaluate-email.html). The downloads page
will give installation instructions specific to your platform.

Product Activation Key

Isode server products require a valid Product Activation Key from Isode before they will run
correctly. Keys are issued by Isode Customer Services. If you haven't already been sent a Key when
requesting access to the evaluation files, please send a message to request one to
support@isode.com remembering to specify which Isode server products you need a Key for.

By default, the file you receive needs to be placed in \Isode\etc\ (Windows) or /etc/isode/ (Linux),
renamed as 'license.dat’. You may have chosen an alternative installation directory when
installing the software, in which case you will have to place the license file there.

External SMTP and X.400 Servers

You will need to have access to external SMTP and X.400 servers in order to complete this
evaluation.

This guide assumes that the external SMTP server is the “headquarters.net” server set up as part of
the separate “Setting up an SMTP Email System” evaluation guide and that the external X.400
server is the “PRMD=Local/ADMD=FIELD/C=GB/” server set up as part of the separate “Setting up
an X.400 Email System” evaluation guide.

If you are, instead, using different external systems you should substitute their details for the
defaults in this guide as appropriate.

The M-Switch MIXER Server also requires an Internet Domain and an X.400 Address Space. In
this guide we will use the same Internet Domain “headquarters.net” as the External SMTP system
and the X.400 Address Space of “/P=Local/A=Headquarters/C=GB/”.
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Create a Messaging Configuration using MConsole

In this section you’ll use MConsole to create a Directory Server to hold the messaging system
configuration.

Starting MConsole

In Windows locate the MConsole program icon and select it. On Linux execute the following
command:

Q

% /opt/isode/bin/mconsole

When MConsole starts, click on [Yes] when asked to confirm the encryption of your bind profile.
Enter a Profile Passphrase when promoted (making a note of this), click on [OK] to submit and
[OK] again when the encryption confirmation is displayed.

Image 1: Enter Bind Profile Passphrase
Enter Profile passphrase -

Please enter a Profile passphrase. This will be used to encrypt all of the passwords,
and means that you will be prompted for this passphrase from now on whenever you
run Sodium, M-Vault Console, MConsole or M-Link Console.

Passphrase: I esscee I

Verify Passphrase: | Y |

| OK l I Cancel |

Creating a new Directory Server

In the Welcome to Message Console screen (Image 2) select the “Create a new DSA and
Messaging Configuration” option, click [OK] and then provide an Initial Directory User Name
(Image 3). This can be any name, this guide uses “Messaging Admin”.

Image 2: MConsole Welcome Screen

(] MConsole (Welcome to Message Console) bﬁ-
File Window View Help

7% Welcome to Message Console &3

Welcome to Message Console

If you see this screen, then you may be running MConsole for the first time on this computer.
The Messaging Configuration is held in a Directory Server (DSA).

If you wish to set up a DSA and a complete new Messaging Configuration on this computer, choose the "Create a new DSA and
Messaging Configuration...” option.

If you wish to create a Messaging Configuration using a DSA which is already running on another computer choose the "Create a new
Messaging Configuration..." option.

The other options are for management of existing Messaging Configurations, and can also be accessed from the View menu

Create a new DSA and Messaging Configuration... Create a new Messaging Configuration...
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Image 3: Choose the Initial Directory User’s Name

O omevenbsm e B

Choose the Initial Directory User's Name

You must provide the name of the person who will be set up as the initial manager of the Directory and MTA
configuration, and will also be able to connect to the Queue Manager via SOM for management and
monitoring purposes. You will be able to add extra managers with more restricted rights once the Messaging
Configuration has been set up.

User name | Messaging Admin I

| ok || conce |

You now need to choose a top level Directory Server DN for your installation, this can be any
o="any name", it defaults to "o=messaging". This guide uses "o=Eval Guide". Click [Next].

Image 4: DIT Structure Configuration

O e Lol

DIT structure configuration

Adjust the DNs provided by the template to suit your requirements

Base DN
o=Eval Guide|

Initial Directory User: This user is put into all the initial groups, and the bind profile created will
bind as this user. Afterwards you can create more users and change which users are put in
which roles. You should change the common name to a suitable value for a real person.

cn=Messaging Admin,cn=Users,o=Eval Guide I

| < Back “ Next > | l Finish | | Cancel I

I ——
In the Password Configuration screen, set a password and then click [Next].

Image 5: Password Configuration

O ot Lolomm

Password configuration

Passwords are auto-generated, but can be modified here if required

Initial Directory User: cn=Messaging Admin,cn=Users,o=Eval Guide

Password: | esssee | []Show

Copy p d to clipb ‘l |Save, ‘toﬁlel
["]Record user authentication times (authTimestamps)

Password Hashing

Hashed passwords are more secure, but are not compatible with password-based SASL
mechanisms other than PLAIN, LOGIN and SCRAM-SHA-1.

Note that while non-hashed passwords may be recovered from the DSA database, hashed
passwords are NOT recoverable.

["]Hash all passwords using SCRAM-SHA-1

| < Back ” Next > | | Finish ‘ | Cancel |

In the next two screens Bind Profile Names and Filesystem Location and Address
Configuration, use the suggested values and click [Next] through both screens before reaching
the Confirm Details screen.
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Click on [Finish] here (Image 6) and the DSA will be created and started.

Image 6: Confirm Details

O e oLl

Confirm Details
Check the details below before creating the DSA

DSA creation template:
Simple DSA setup for Messaging Evaluations

DSA address:
Host R17-EVAL-GUIDE, X.500 on port 19999, LDAP on port 19389

DSA name:
cn=dsa,o=Eval Guide

Bind profile name:
cn=dsa,o=Eval Guide / Messaging Admin

Password hashing:
None

| <Back | nNei> [ Fnish || Cancel

Create a New Messaging Configuration

After the creation of the DSA, MConsole will prompt you to create a new messaging
configuration.

Highlight the “o=Field” entry, click [Next] and then select “X.400 and SMTP (M-Switch MIXER)”
when prompted for a messaging configuration type.

Image 7: Create a new MHS Configuration

O oo L= lo

Set the Messaging Configuration Base DN

Select the entry under which a Messaging Configuration entry will be
created

b | o=Eval Guide|

If you provide an organization name, an entry for the organization name provided will be
created automatically under the entry you select.

[] Create organization name l ‘

Messaging configuration name

| Messaging Configuration I

Base DN: o=Eval Guide
MHS DN: cn=Messaging Configuration,o=Eval Guide

< Back “ Next > | l Finish ‘ | Cancel
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Image 8: Select Messaging Configuration Type

O e =L

Messaging Configuration Type

Select the type of messaging configuration you want to create.

Please select the Message Handling System (MHS) Type.
NB: Once the MHS system is created you cannot convert from one type to another.

SMTP (M-Switch SMTP)
(O Create a system which can process Internet email only.

X.400 MTA (M-Switch X.400)
(O Create a system which can handle X.400 email only.

X.400 and SMTP (M-Switch MIXER)
(®) Create a system which can handle both X.400 and Internet email.

| < Back ” Next > | ’ Finish I | Cancel |

Click [Next] and MConsole will prompt for a Market Segment choice (Image 9). If you are
creating a Military messaging system choose “Military (STANAG 4406)” and check both ACP127
and ACP142 options, otherwise choose “General Purpose” and click [Next]. Fill in the Hostname
screen (Image 10) and click [Next] again.

Image 9: Market Segment Choice

O s o= Lo

Market Segment

Select one of these optional markets to customize the configuration
further. If you are not sure, accept the default of General Purpose.

(® General Purpose
O Military (STANAG 4406)

[] Create ACP142 Channel
["] Create ACP127 Channel (only available for MIXER configurations)
O Aviation (AMHS)
OFEDI
<Back | Net> || Finish || Cancel
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Image 10: Hostname

(] Create a new MHS configuration |LI£-

Hostname

The hostname will be used, among other things, to set the network
addresses

Enter the fully qualified host name of the machine that will be running this server.
For example, mail.isode.com. If not possible, then use the host name.

R17-EVAL-GUIDE |

| < Back || Next > | Finish

You'll now be asked (Image 11) to enter an email address domain, in this guide we’ll use
“headquarters.net”. Unless you have DNS set up for this domain, select “Don’t use DNS”. As this

MIXER gateway does not itself host local users, leave the “Create an Internet Message Store...”
option unticked.

Image 11: Channel Specific Settings and routing
(] Create a new MHS configuration |LI£-

SMTP channel specific settings and routing policy
Enter the internet domain regarded as local to this MTA.

The email address domain this MTA is responsible for, e.g isode.com

Email address domain | headquarters.net

[] Create an Internet Message Store for local POP3 or IMAP users
O Use DNS
Use MX records
® Don't use DNS

I < Back “ Next > I Finish

Click [Next], accept the defaults values in the Administrator Authentication Details screen
and click [Next] again.

In the X.400 Configuration screen (Image 12), enter your Local X.400 Address Space (in this
guide we are using /P=Local/A=Headquarters/C=GB/). Ensure that the “Do not create an X.400
Message Store” radio button is checked before clicking [Next].
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Image 12: X.400 Configuration

O s sy = L2

X.400 configuration

Enter the O/R Address prefix to be the local O/R Address space for this
MTA

X.400 Address Prefix

ISO 3166 Country Code | GB_| United Kingdom i3

[]Single Space ADMD [IMissing PRMD

Organization | I

out| | ouz | |
ous | | oua | |

(O Create an X.400 Message Store for local P7 users
(O Create a legacy X.400 Message Store
(® Do not create an X.400 Message Store

| < Back ” Next > I l Finish l | Cancel |

Isode

In the Anti-Virus Configuration screen, select the “None” radio button. We recommend not

enabling this feature for evaluations, it can be added at a later stage if required.

Click [Next] and accept the defaults on the Service File Creation screen (Image 13) before

clicking [Finish].

Image 13: Service File Creation

Service File Creation

Create default configuration files to enable service startup

This file allows the MTA to connect to the DSA, and download its configuration.

Create mtabootxml [v] l C:\lsode\etc\switch\mtaboot.xml | | Browsel

[ <Back | mea> [ Fnish |[  Cancel |

In the Create Isode Services screen, ensure that the M-Switch services is selected (Image 14) and

then click [Finish] to be dropped back into the main MConsole screen.

Evaluation Guide: SMTP/X.400 Message Conversion
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Image 14: Create Isode Services

Create Isode Services

Select the services from the service groups that you want to create

 M-Vault M-Vault

o M-Switch []1sode M-Vault Directory Server
~ M-Log
' M-Store
~ Audit Database
- Tomcat

Finish || Cancel

Start Services

You should now start the services for the installed products. On Windows select the “Isode
Service Configuration Tool”.

In the Service Configuration GUI, ensure that all services are set to a Start Type of “Automatic”.
Then select “Start All” from the Operations menu. Once your service configuration matches that
in Image 15, you can close the service configuration GUI.

Image 15: Service Configuration

Service Configuration Operations View Help
Isode Services
o Add [ Refresh All [3) Refresh B Start B Start Tree @) Stop XX Remove
4 ° Isode DSA cn=dsa,o=Eval Guide / Messaging Admin
4 @ Isode M-Switch Queue Manager General | Recovery I Advanced
@ Isode M-Switch OS] Listener Service Name | Isode M-Switch SMTP Server | =
© Isode M-Switch SMTP Server .
O Isode M-Switch ACP 142 Server Service Status | Stopped |
@ Isode M-Switch ACP127 Server Start Type
License Status
Product Latest Version  Expiration  Valid
M-Switch 17.0 24-Sep-2.. @ VES
M-Switch-Encryption  17.0 24-Sep-2... ° YES
HGE-TLS Not Licensed ~ N/A @ no
Pl " '~

On Linux execute the following commands:

# /etc/init.d/pp start

Now return to MConsole and select “View > Live Operations > Switch Operations”. Dismiss the
Error dialog box and right-click on the MTA with the Red “X” next to it (R17-EVAL-GUIDE in this
example) and select “Modify”.
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Image 16: Modify Message Switch

78] Welcome to Message Console

File Window View Switch Channels Peer MTA Message Recipient Services Help

(, Switch Configuration Management [£3 Switch Operations 52

Isode

[#) Refresh [z Refresh All | []Refresh every seconds| []Hide empty channels | []EMCON

B el n I

I 1

i R17-EVAL

Refresh Switch

Edit Switch Configuration

SCONNECTED

@ Add

| @ Modify

i

= Remove

w#  Connect

Disconnect

In the Edit Message Switch screen, change the password to the one you created for the Initial
Directory User “Messaging Admin” and click [OK].

Image 17: Edit Message Switch

Friendly Name
Host
Userid

R17-EVAL-GUIDE

R17-EVAL-GUIDE

messaging.admin@headquarters.net

Password I eosees

Authentication Mechanism |DIGEST-MDS

MTA | ACP127 Monitoring | ACP127 OTAM

Port [_| Override port

No services [|
Host Aliases

Host Aliases are used to correlate MTA names when a host name or IP changes and
the same MTA is known to the Audit DB by different names. This can happen when:
- the hostname or IP of a system hosting the MTA has changed

- when clustering is in use, and the MTA has failed over/back

| ok || Cance |

Back in the main MConsole screen, right-click on the MTA again and select “Connect”.
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Image 18: MITA Connected

File

Window View Switch Channels

7% Welcome to Message Console

( Switch Configuration Management

Peer MTA Message Recipient Services Help

witch Operations &2

[#) Refresh (i3 Refresh All | [] Refresh every seconds| []Hide empty channels | [JEMCON

b |@ R17-EVAL-GUIDE (

g.admin@

9

Report | Properties | Services |

MESSAGE SWITCH
GENERAL

* Hostname: R17-EVAL-GUIDE

* QMGR status: Up

* Running since: 2018-06-29 14:37:11 (Local time)
* Running since: 2018-06-29 14:37:11 (MTA time)
* Time running: 5 minutes, 48 seconds

* 0S type: windows

* Queue filesystem free space: 69%
* Archive filesytem free space: 69%
* Logging filesytem free space: 69%

* Last management operation: rereadQueue
* Time of last management operation: 2018-06-29 14:37:14

MESSAGE STATUS
* Total volume: 0 KB

* Total messages: 0
* Held messages: 0

Isode

You have now completed the core configuration of your M-Switch MIXER Server. Follow the
relevant sections below for any further configuration required.

Evaluation Guide: SMTP/X.400 Message Conversion
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Connect to External SMTP and X.400 MTAs

You have now completed the core configuration of the M-Switch MIXER Gateway. In this next
section you are going to connect this gateway to external SMTP and X.400 MTAs.

For the purposes of this guide, we have assumed that the external MTAs are those

created as part of the “Setting up an SMTP Email System” and “Setting up an X.400

Email System” guides. If you are connecting to different systems, please substitute
connection details as appropriate.

Connect to an External SMTP System

Within MConsole, select the Switch Configuration Management view, and right-click on the
Main Routing Tree and select “Add Nodes”.

Image 19: Add SMTP Routing Tree Node

(2] MConsole (Switch Configuration Management): messaging.admin@headquarters.net M
File Window View Messaging Operations Help

"% Welcome to Message Conso | Switch Configuration Man Ef; Switch Operations

4 || Address Conversion Table|

@ Main Address Convers MTA Info | Filters

4 || Routing Trees
b |&@ Main Routinn Tree __aaTacooup
4[] Message Trans| Add nodes i
b (=] RI7-EVAL- Delete b E
| External M ge Transrer
X400 Message Stores
Internet Message Stores Ed
4 || S5066 Servers
& R17-EVAL-GUIDE Subtree Information: (O All children present @ Not all children present
4 | | ACP127 S5066 Access Poir|
(@l R17-EVAL-GUIDE:

In the Names and Domains screen (Image 20) ensure that only the “Create Routing Tree entries
representing an Internet domain” option is checked before clicking [Next].

Image 20: Create Routing Tree Nodes — Names & Domains

(] Create new Routing Tree Nodes |L|i-

Name and Domains

Provide a name for the new Routing Tree, and optionally a domain
Domains

[#] Create Routing Tree entries representing an Internet domain

[[] Create Routing Tree entries representing an X.400 O/R Hierarchy

< Back Next > Finish

In the Internet Mail Domain screen (Image 21), enter the value of “headquarters.net” and click
[Finish].
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Image 21: Internet Mail Domain

O ot ot =12

Internet Mail Domain

Provide an Internet domain to create in this Routing Tree

Internet Mail Domain

headquarters.net |

[ <Back | Wet> || Fnish || Concel |

Now, back in the main MConsole screen, select the newly created “headquarters” node and, on
the MTA Group pane click [Add].

Image 22: MTA Group

File Window View Messaging Operations Help
8] Welcome to Message Console ﬁ»} Switch Configuration Management 52 [ Switch Operations 1

4 [ Address Conversion Tables
' Main Address Conversion Tg| MTA Info

4[| Routing Trees

4 @ Main Routing Tree MTA Group

b Ei8 C=GB

4 (p Add
g
4 || MessageJransfer Agen
b (=1 R17-EVAL-GUIDE Edit

[_) External Message Transfer Agen|

[} X.400 Message Stores Subtree Information: O All children present ® Not all children present

[-) Internet Message Stores
4 [ S5066 Servers

In the Edit MTA Info screen (Image 23), select the local MIXER gateway you've created “cn=Ri7-
EVAL-GUIDE” from the dropdown list and click [OK].

Image 23: Edit MTA Info

By editing the MTA information for this routing tree node, you can set the routing
for the selected O/R hierarchy

Routing for this node
Select the MTA that is going handle this node

en=R17-EVAL-GUIDE v

Dealing with multiple MTAs for a single node

MTA Weights affect the routing algorithm: if multiple MTAs are present in a node,
lower weighted MTAs are preferred,

Channel Information

In case that it's possible to contact the remote MTA using more than one channel,
you can select the first one to be used by adding it to the table with a lower weight

AE title Weight o Add
[ e |

Edit

[ ok || conce |

Back in the main MConsole screen, click on [Apply].
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Image 24: Apply MTA Infc

File Window View Messaging Operations Help
5] Welcome to Message Console f * Switch Configuration Management i3 Switch Operations 7

4 || Address Conversion Tables

@ Main Address Conversion T¢ MTA Info

4[| Routing Trees

4 @ Main Routing Tree MTA Group
b 5i5 C=GB
4 (@ net R17-EVAL-GUIDE, MTA weight : 5

b (9 headquarters

4 [ Message Transfer Agents
» (=] RI7-EVAL-GUIDE [ CEdt |

[} External Message Transfer Agen|

[Z) X400 Message Stores Subtree Information: O All children present @ Not all children present

[} Internet Message Stores
4 [ 55066 Servers

(& RI7-EVAL-GUIDE Routing Nexus
4[] ACP127 55066 Access Points e
(il R17-EVAL-GUIDE:1 -
Laser Mapping

If you configure this Routing Tree Node to use a non-default Directory profile, then you must ensure that each
MTA which will make use of this Routing Tree has a Directory profile with the same name configured.

(® Use default Directory profile (O Use this Directory profile ‘

< m >

Now right-click on “External Message Transfer Agents” and select “New External MTA” (Image 25)
and then select the “Internet” radio button (Image 26) before clicking [Next].

Image 25: New External MTA

File Window View Messaging Operations Help
73] Welcome to Message Console ( ~ Switch C ion M. =2 Switch Operations

4 [ Address Conversion Tables
@ Main Address Conversion Tz

4 5 Routing Trees Under this folder you will find External MTAs,

4 @ Main Routing Tree External MTAs may be either Isode MTAs which you have chosen to configure in a different messaging
b i C=GB configuration for some reason, or third-party MTAs which are configured completely separately.
4 (9 net
> @ headquarters An external MTA is the only way that connections to non-Isode MTAs can be configured.

4 || Message Transfer Agents
b (=] R17-EVAL-GUIDE
|| External Messag ;.
[ X400 Message New External MTA
[_) Internet Message Stores

Image 26: Select MTA Type

ST e L-lom

MTA type
Select the type of MTA you want to create

External MTA

@) Internet

O External X.400 MTA

O Mixer (Internet + X.400)

O Gateway to your local MTA

(O External X.400 P1 - STANAG 4406 Annex E (ACP142)
O External ACP127 Station

O P1 File Gateway

(O P1 over HTTP Gateway

| < Back “ Next > | l Finish ‘ | Cancel |

In the MTA Naming screen, you can choose any free text description for the Directory Name
field. In Image 27, “Headquarters (SMTP)” is used. The Destination field needs to contain the
hostname or IP Address of the External SMTP server, in this example the hostname of
“HEADQUARTERS” has been used.
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Image 27: MTA Naming

L

MTA Naming

An External Internet MTA can be given an arbitrary name in your
Messaging Configuration

Isode

Create a new MTA [ ==

The local name for the external MTA in this configuration

Directory Name I Headquarters (SMTP)

The mail domain or host name to which messages queued to this MTA will be transferred. It is

also possible to specify an IP address, but that will require the use of an SMTP channel which
has the "nomx" flag set to communicate with this MTA

Destination | HEADQUARTERS

Optional local description for the new MTA

Description I

Next > | Finish | | Cancel |

Click on [Finish] to be dropped back into the main MConsole interface. The connection to an
External SMTP system is now complete.

Image 28: External SMTP Connection
MConsole (Switch Configuration M ): i dmin@h ters.net |;|£-

File Window View Messaging Operations Help

L]

] Welcome to Message Console

4

4

4

4

4

4

| Address Conversion Tables
@ Main Address Conversion T¢
| Routing Trees
4 & Main Routing Tree
b EI% C=GB
4 (p net
b (@ headquarters
Message Transfer Agents
b =] R17-EVAL-GUIDE
__| External Message Transfer Agen!
b (=] Headquarters (SMTP)
X.400 Message Stores
~ | Internet Message Stores
| S5066 Servers
& R17-EVAL-GUIDE
| ACP127 55066 Access Points
[‘ R17-EVAL-GUIDE:1

mn >

Switch Configuration Management E::: Switch Operations

Under this folder you will find External MTAs.

External MTAs may be either Isode MTAs which you have chosen to configure in a different messaging
configuration for some reason, or third-party MTAs which are configured completely separately.

An external MTA is the only way that connections to non-Isode MTAs can be configured.

Appl Cancel

Connect to an External X.400 System

Before beginning this section, please ensure you have the following information to hand about
the external X.400 MTA you wish to connect to (the values being used in this guide are in
brackets):

e MTA Name (R17-EVAL-GUIDE)
e MTA Password (secret)
e [P Address or Fully Qualified Hostname of the X.400 MTA (R17-EVAL-GUIDE or

172.20.1.172)

e The port that X.400 P1 listens on (102)

e Details of the Presentation (Not used), Session (Not used) and Transport Selectors (IAs

“591”) used
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The MTA Name will default to the hostname of the Server (R17-EVAL-GUIDE) but you will need
to change the MTA passwords.

From the Switch Configuration Management view expand your local MTA, and then expand
the "channels" and select the "x4o00p1 channel” and the "Inbound" tab. Here you'll see the MTA
Name and Presentation Address (Image 29).

Image 29: Switch Configuration — Inbound
50 ch Confiauration Ma

File Window View Messaging Operations Help

&) Welcome to Message Console f . Switch Configuration Management 52 _[Z Switch Operations ] Internet Mailbox Management \I

,&ﬁ,;g’_’f?d"‘“ - [ Main | Program | Tables || inbound’[ Auth [ RTSE | MTA Links | Advanced | a2

b & PRMD=Local MTA Name [ R17-EVAL-GUIDE |

4 (@ net
b @ headquarters | | | Global Domain Identifier | | [Egit]
|

4[] Message Transfer Agents
4 (=] R17-EVAL-GUIDE Command [ x400p1

4 [ Channels
£ 822-local Presentation Address [ 591" /URI+ 0000+ URL+ itot://R17-EVAL-GUIDE |

@3 acp127
@ acp127shaper Calling Presentation Address | |
@ acp142

{8 housekeeper Application Contexts

@ tist [IP1 (normal) [ P1(1988) X410 []P1 (1984)

@ Imtp

@& mhsshaper Reroute to another MTA’s P1 Channel
{8 mimecheck

{3 mimeshaper [ | V‘
@3 p3deliver

@ p3server

@ smtp-auth
@3 smtp-external
@ smtp-internal |
&3 x400mt
@ x400p1

.

Now select the Auth Tab and click on [Edit] next to “Initiator RTS Credentials”.

Image 30: Switch Configuration — Auth

File Window View Messaging Operations Help
&) Welcome to Message Console f . Switch Configuration Management i3 Switch Operations l Internet Mailbox Management ]

> (@ PRMD=Local ~ - Ao - ~
4 (9 ADMD=Headq Main | Program | Tables | Inbound | Auth {/ RTSE | MTA Links | Advanced | =
® b @ PRMD=Local Authentication Requirements
4 net
b (@ headquarters — Allows selection of methods used to authenticate the responses to connections which the channel
q initiates (initiator), and to incoming connections to which the channel responds (responder).
4 [ Message Transfer Agents
4 (= RI7-EVAL-GUIDE PiInitiator | MTA-NAME-PRESENT § SIMPLE-AUTHENTICATION |
4 [ Channels
@ 822-local
P1Responder | MTA-NAME-PRESENT $ SIMPLE-AUTHENTICATION
@ acp127 P | |
@3 acp127shaper -
@ acp142 = Credentials =

@ },ousekeeper Credentials which the channel will supply when initiating a connection (initiator), or in response to a
@ list connection (responder).

@ Imtp

- . N
@ m.hsshaper Initiator RTS Credentials ,
@5 mimecheck

@ mimeshaper L]
@ p3deliver Responder RTS Credentials
@3 p3server

@ smtp-auth
@3 smtp-extemal

@3 smtp-internal |
09

&3 x400p1

~able
[

v
= A Apply | | Cancel

Change the Request MTA Password field to “secret” (Image 31), click [OK] and then repeat this
process for the “Responder RTS Credentials”.
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Image 31: Initiator RTS Credentials

MTA

The credentials to be used in the request when R17-EVAL-GUIDE connects to another

Request MTA Name | R17-EVAL-GUIDE

Request MTA Password | secret

Isode

By default, the x400p1 channel also supports the "pct" signed message content type. A MIXER
Gateway will try and convert this content type and will fail so, at this point, we should remove

that content type.

On the "x400p1” Channel select the "Advanced” Tab and "Content out". Now click on the [Edit]

button.

Image 32: pct Message Content Type

File Window View Messaging Operations Help

) Welcome to Message Console [+ Switch C

8]

| {1 Intemet Mailbox

4 [ Address Conversion Tables

4 [ Routing Trees
b @ Main Routing Tree
4[] Message Transfer Agents
4 =] RIT-EVAL-GUIDE
4[] Channels
@ 822-local
@ acp127
&% acp127shaper
@ acp142
&% housekeeper
@3 list
@3 Imtp
&3 mhsshaper
&% mimecheck
&% mimeshaper
@3 p3deliver
@3 paserver
&% smtp-auth
@ smtp-external
@3 smtp-internal
@3 x400mt
&3 x400p1
b [ Tables

~
& Main Address Conversion Table| |

Main | Program | Tables [ Inbound [ Auth | RTSE | MTA Links | Advanced

Emitted formats
Boundary-ACK
Bodyparts out

Check for bad sender
Check for bad message

Content out
Cific Variables

Connection hold time

Domain Normalization

Subtype in
Subtype out

Lookup policy for inbound
Lookup timeout

Maximum channel processes
MTA

MTA report request

Max. inbound connections
Max. outbound connections
Sort key (primary)

Sort key (secondary)

Content out ‘ P2,p22,0id.1.3.26.0.4406.0.4.1,0id.1.2.840.113549.1.7.1,0id.1.2.840.113549.1.9.16.1.6

Message content this channel can deliver

In the Content Editor (Image 33), uncheck the “pct” message type and click [OK] and then click
[Apply] in the main MConsole screen (Image 34).
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Image 33: Content Editor

[ 822

[] 822-8

[] 822-b

[] acp127

vl p2

v p22
[Jp35

[v] p772

(| mime-data

[ | Custom

Custom items can be added to the list.
To remove an item, just unselect it.

| Add custom

ok || Cancel |

Image 34: Apply Changes
File Window View Messaging Operations Help
] Welcome to Message Console (=1 Switch Configurati 52 °\_[23 Switch Operations | {1 Internet Mailbox 1

4 () Address Conversion Tables ~
& Main Address Conversion Table| | | Main | Program [ Tables | inbound [ Auth [ RTSE [ MTA Links | Advanced |

“ ‘—b‘ 2’";';?"2:;"9 e Emitted formats Subtype in
4 [ Message Transfer Agents Boundary-ACK Subtypeout
4 L RI7-EVAL-GUIDE Bodyparts out Lookup policy for inbound
2 ) Channels Check for bad sender Lookup timeout
@ 822-local Check for bad message Maximum channel processes
@ acp127 Contentin MTA
@3 acp127shaper Content out MTA report request
acp1a2 Channel Specific Variables Max. inbound connections
@3 housekeeper Connection hold time Max. outbound connections
@ st Domain Normalization Sort key (primary)
@ Imtp Sort key (secondary)
3 mhsshaper
@3 mimecheck
@3 mimeshaper
@ p3deliver Content out [ p2,p22,0id.1.3.26.0.4406.04.1,0id.1.2.840.113549.1.7.1 ]
@3 p3server
&3 smtp-auth
&3 smtp-external
@3 smtp-intemal
@ x400mt
43 x400p1
b [ Tables
® Routing Nexus
b [ Directory Profiles
b [ Logs
4[] External Message Transfer Agents
b 3 Field (X.400)
b (5 Headquarters (SMTP) &
[2) X400 Message Stores
[ Intemet Message Stores
4[] 55066 Servers

S miwrua crune

Message content this channel can deliver

The External MTA now needs to be given information about the MIXER server it is connecting to.
For our External MTA we will use the settings in the “Setting up an X.400 Email System” guide, as
follows:

e MTA Name (FIELD)

e  MTA Password (secret)

e P Address of Fully Qualified Hostname of the X.400 Server (172.20.1.140)
e The Port that X.400 P1 listens on (102)

e Details of the Presentation (Not used), Session (Not used) and Transport Selectors (IA5
“501”) used
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In the Switch Configuration Management view, right-click on the Main Routing Tree and
select [Add Nodes] (Image 35).

Image 35: Add Nodes

File Window View Messaging Operations Help

%] Welcome to Message Console r . Switch Confi ion M. 2 Switch Operations

4 || Address Conversion Tables

@ Main Address Conversion T¢ | MTAInfo | Filters

4[| Routing Trees

4@ Main Routing T=== [

4 EEC=GB || Addnodes |

i3 C=

b (@ ADMD=  Delete [ Add
a4 G net

R
> @ headquarters @
4 [ Message Transfer Agents Edit

b (=] R17-EVAL-GUIDE
4 [_| External Message Transfer Agen’ Subtree Information: O All children present ® Not all children present

b (=] Headquarters (SMTP)

[ X.400 Message Stores

[-J Internet Message Stores Routing Nexus

4 [ S5066 Servers
(& R17-EVAL-GUIDE
4 [ ACP127 55066 Access Points
(@ R17-EVAL-GUIDE:1

In the Names and Domains screen (Image 36) ensure that only the “Create Routing Tree entries
representing an X.400 O/R Hierachy” is checked and click [Next].

Image 36: Names and Domains

Name and Domains

Provide a name for the new Routing Tree, and optionally a domain

Domains
[] Create Routing Tree entries representing an Internet domain

[W] Create Routing Tree entries representing an X.400 O/R Hierarchy

| <Back [ Net> |[ Finsh |[  Cancel |

In the O/R address hierarchy screen (Image 37) enter the X.400 Address Space for your External
MTA, in this example /PRMD=Local/ADMD=Field/C=GB/ and click on [Finish].
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O/R address hierarchy
Enter the O/R address hierarchy to be represented by this routing tree

Additional branches can be specified after the routing tree has been created

S0 3166 Country Code United Kingdom SiZ

[Jsingle Space  ADMD | Field | PRMD [ Local |

Organization I |

ou | | ouz | |
ous3 | | ous | |
| <Back | Nea> [ Finsh || Concel |

Back in the main MConsole screen, right-click on “External Message Transfer Agents” (Image 38)
and select “New External MTA”.

Image 38: New External MTA
Console (Swi

File Window View Messaging Operations Help
78] Welcome to Message Console r . Switch Configuration Management 3 Switch Operations

4 [ Address Conversion Tables
‘ Main Address Conversion Tg

4 5 Routing Trees Under this folder you will find External MTAs.

4 @ Mesin Routing Tree External MTAs may be either Isode MTAs which you have chosen to configure in a different messaging
b i C=GB configuration for some reason, or third-party MTAs which are configured completely separately.
a4 (p net

] headquarters An external MTA is the only way that connections to non-Isode MTAs can be configured.

4[] Message Transfer Agents
b (=] R17-EVAL-GUIDE

4 ||| External Message TranrfarAaon
> E@H oMl NewBtemalMTA N |

[ X.400 Message Stores h

| Intarnat Marcana Starac

In the MTA Type screen select the External X.400 MTA radio button and click [Next]. In the
MTA Naming screen (Image 39) enter the values you have for “MTA name in protocol”, “Fully
Qualified Hostname” (or IP address). The Directory Name is free text and should be something
that will help you easily identify the MTA.
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Image 39: MTA Naming

O e L-lomm

MTA Naming

MTAs can be named in a number of different ways, depending on the
context.

The MTA Name, to be used in protocols (like X.400 P1 binds)
MTA name in protocol | FIELD

The host name or IP address of the system on which the MTA will run
Fully Qualified Hostname | 172.20.1.140

The local Directory Name in this configuration (defaults to MTA Name)
Directory Name I Field (X.400)

Optional local description for the new MTA

Description |

| < Back " Next > | I Finish ‘ I Cancel |

Now select that part of the routing tree you created earlier for this MTA (Image 40) and click on
[Next].

Image 40: Create a new MTA

O o L-lo

Default O/R address prefix for the MTA

Routing is setup for this address prefix. Components are used for the
MTA's Global Domain Identifier.

Choose a Routing or Address Conversion Table. Use the tree navigation tool to select a partial or
complete O/R address, and then medify this value if necessary via the Edit button.

cn=Main Routing Tree,cn=Messaging Configuration,o=Eval Guide v

4 Main Routing Tree
4 C=GB
4 ADMD=Field
PRMD=Local
p ADMD=Headquarters
P net

Selected O/R Address

O/R Address | /PRMD=Local/ADMD=Field/C=GB/ | [Edi]

| < Back ” Next > | | Finish | | Cancel |

Enter the “MTA Name” and “Password” (Image 41) and click on [Finish].
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Image 41: Create a new MTA

Remote X.400 MTA authentication details

Configure the authentication information to be used to connect to this
External X.400 MTA

Remote MTA Name to use in the bind I FIELD I
| [ show |

Remote MTA password to use in the bind | LYYYYYY

| <Back | mei> [ Fnsh  |[  Cancel |

You'll now be dropped back into the main MConsole interface where you'll be able to see (Image
42) the three MTAs all displayed:

1. The local MIXER MTA (“Ri7-EVAL-GUIDE”)
2. The Remote SMTP MTA (“Headquarters”)
3. The Remote X.400 MTA (“Field”)

Image 42: Local and

File Window View Messaging Operations Help
ﬁ Switch Configuration Management £3 Switch Operations

External MITAs

&) Welcome to Message Console

4 || Address Conversion Tables
‘ Main Address Conversion Table B .
. Under this folder you will find External MTAs.
4[| Routing Trees
4 @ Main Routing Tree External MTAs may be either Isode MTAs which you have chosen to configure in a different messaging
4 Efg C=GB configuration for some reason, or third-party MTAs which are configured completely separately.
4 (p ADMD=Field
> & PRMD=Local
4 (9 ADMD=Headquarters
p (9 PRMD=Local
4 0 net
b @ headquarters
4 | Message Transfer Agents
p =] R17-EVAL-GUIDE
4[| Bxternal Message Transfer Agents|
b =] Headquarters (SMTP)
b (=] Field (X.400)
[ X.400 Message Stores
[=) Internet Message Stores

An external MTA is the only way that connections to non-Isode MTAs can be configured.

Testing the Connection

To test the connection, expand your Local MTA (R17-EVAL-GUIDE), right-click on the “x4o0p1”
channel and select “Test Connection from this MTA” (Image 43).
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Image 43: Testing the Connection

File Window View Messaging Operations Help

&) Welcome to Message Console (, Switch C ion M 2

[ Switch Operations \| Internet Mailbox M |

» (@ PRMD=Local ~

4 (9 ADMD=Head [Main | Program | Tables | Inbound [Auth [ RTSE | MTA Links | Advanced |

>

> @ PRMD=Local MTA Name [ R17-EVAL-GUIDE

4 (§ net

b @ headquarters Global Domain Identifier |

4 || Message Transfer Agents

4 =] R17-EVAL-GUIDE Command [ x400p1

|
| [Edie] [crear|
|

4 [ Channels

Presentation Address I "591"/URI+0000+URL+itot://R17-EVAL-GUIDE

{3 822-local
@3 acp127

@ acp127shaper Calling ion Address |

@ acp142
&3 housekeeper Application Contexts

@3 list [JP1 (normal) [v]P1(1988) X.410 []P1(1984)

@ mhsshaper Reroute to another MTA's P1 Channel

&% mimecheck [
& mimeshaper [

=

&3 p3deliver

{3 p3server

@ smtp-auth
@3 smtp-external
@3 smtp-internal
& x400mt

o1

Tables| Rename
(< m

Clone

Delete

v

Add Peer Connection
| Test Connection from this MTA h |

Isode

Select the External MTA you have just created a connection to and select [Run Test].

Image 44: Test and X.400 Connection (1)

Test an X.400 Connection

Click on the 'Run Test' to initiate a connection attempt from:
cn=x400p1,cn=R17-EVAL-GUIDE,cn=Messaging Configuration,o=Eval Guide

To Remote MTA / Channel:

cn=x400p1,cn=Field (X.400),cn=Messaging Configuration,o=Eval Guide

You should see the Connection "Successfully established" (Image 45). You have now created a
connection to your External X.400 MTA and tested that connection.
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Image 45: Test an X.400 Connection (2)
Test an X.400 Connection

Click on the 'Run Test' to initiate a connection attempt from:
cn=x400p1,cn=R17-EVAL-GUIDE,cn=Messaging Configuration,o=Eval Guide

To Remote MTA / Channel:
cn=x400p1,cn=Field (X.400),cn=M ging Configuration,o=Eval Guide v

Checking to see if there is an existing connection. [~
No existing P1 Connections to: cn=x400p1,cn=Field (X.400),cn=Messaging Configuration,o=Eval Guide
Performing P1 channel connect:
Connecting...0
Connecting...1
Checking to see if connection established
Successfully established P1 connection from:
cn=x400p1,cn=R17-EVAL-GUIDE,cn=Messaging Configuration,o=Eval Guide
to:
cn=x400p1,cn=Field (X.400),cn=Messaging Configuration,o=Eval Guide

<] >
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Configure MIXER Mappings

MIXER Converts between Internet Messages & Addresses and X.400 Messages & Addresses in
both directions.

The mapping between Internet and X.400 can be done on a per domain or per user basis. For the
purposes of this Evaluation Guide we will use per user mapping.

In Switch Configuration Management view right-click on "Main Address Conversion Table"
and select “Add address mapping” (Image 46).

Image 46: Add Address Mapping

® MConsole (Switch Configuration Mar ): i dmin@headquarters.net ILIE-
File Window View Messaging Operations Help

8] Welcome to Message Console Switch Configuration Management i3 Switch Operations
4 || Address Conversion Tables ~ ‘ N
@ Main Address Cor Add address mapping X.400 domain
4 Routing Trees
Delete

4 @ Main Routing Tre
4 £i3 C=GB
4 (9 ADMD=Field
b (® PRMD=Local
4 (§ ADMD=Headquarters =
b (» PRMD=Local
4 (9 net
b (@ headquarters Add

In the Address Mapping screen (Image 47) select “Per User” and click [Next].

Image 47: Address Mapping — address conversion type

(] Create a new Address Mapping bﬁ-

Address Mapping

Select the type of address conversion to use

Per User conversion uses a search based on a configurable filter to locate an entry for a specific
address. This entry contains the target of the address conversion.

Algorithmic conversion maps a section of the O/R Address space to and from a corresponding
part of the Internet address space. The remaining unmapped portion of the address will be subject
to algorithmic conversion

Conversion controls
(® Per User

O Algorithmic

< Back Next > Finish

In the the following screen (Image 48) leave the defaults as “Any Internet Domain” and “Any
X.400 Domain” and click [Finish].
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Image 48: Address Mappin

Address Mapping

Internet and/or X.400 address space

g — Per User Mapping
- Adrece Manni

Create a new per-user MIXER Address Mapping for the specified

Internet Address

O No Internet Domain
(® Any Internet Domain

O This Internet Domain

X.400 Address Prefix
O No X.400 Domain
(® Any X.400 Domain
O This X.400 Domain

ISO 3166 Country Code | |

[lsinglespace ADMD| | [IMissing pRMD[ |

Organization | |
out | | ouz [ |
ou3 | | ous [ |

[ <Back | wee> [ Fnish || Concel |

Isode

You now need to configure "Routed UA Users" for the Users that are local to your External

Internet and External X.400 MTAs
We will map the following Addresses:

o user.one@headquarters.net to

/G=User/S=0ne/PRMD=Local/ADMD=Headquarters/C=GB/
o  /G=User/S=0One/PRMD=Local/ADMD=Field/C=GB/ to

user.one@field.net

Select “View > Configuration > Internet Mailbox Management” from the main MConsole menu

and click on the [Add Routed UA] button (Image 49).

Image 49: Add Routed UA

File Window View Help
%] Welcome to Message Console | Switch C ion M [ Switch O

3 = < [EA N
Add MBox user Add Redirection user Add Distribution list | Add Routed UA

4 || M-Box Users
[-J Person

M-Box Users

(= Mailbox only
4 (| SMTP Redirection Entries
[_) Person
[_J Role
(- Mailbox only
[ Internet List Entries
[ File Transfer By Email Entries
| Routed UA

Internet Mailbox Management £2 .

=/ Role Users who have Messages delivered to M-Box and accessed via IMAP or POP protocols.

Mailbox parameters, client authentication and white pages information can be configured.

In the Internet Address and domain screen (Image 50) enter the Internet email address. For
the External SMTP MTA user, the Mail Host is the hostname or IP address of that MTA.
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Image 50: Internet Address and domain
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0 e L-lom

Internet Address and domain
Confirm the Routed UA email address.

Email | user.one | @ | headquarters.net

Delivery Information

O Default (normally LMTP for local delivery)

® Mail host (implies SMTP channel) | HEADQUARTERS|

O Other channel ‘a(p127

Finish Cancel

Click [OK] when asked if you wish to create an entry in the DSA for this user.

Now you need to add the X.400 Address Mapping for this User. With the new user highlighted,
select the "MIXER" tab and click the [Edit] next to the X.400 Address field (Image 51).

Image 51: MIXER Mapping
File Window View Help

78] Welcome to Message Console

[ switch C

& = <7 [FA|
Add MBox user Add Redirection user Add Distribution list | Add Routed UA

4 [ M-Box Users
|| Person

}E Switch Operations

Mailbox | Redirection | MIXER | ACP127 | Capabilities | Advanced

Internet Mailbox Management §2 .

| Role
[-) Mailbox only
4 [ SMTP Redirection Entries
|| Person
| Role

Per user MIXER Mapping

address.

If Per User MIXER Mappings have been set within the MIXER Conversion table, then the following
X.400 address will be used to map between this users Internet email address and their X.400 email

[} Mailbox only X.400 Address:

l

| Internet List Entries
[ File Transfer By Email Entries
4 || Routed UA
4 (9 headquarters.net
& user.one@headquarters.net

In the O/R Address Editor screen enter the X.400 Address you wish to map

user.one@headquarters.net to (Image 52) and click [OK].

Image 52: O/R Address Editor

Name Form I Personal Name

v

Country Name | GB

Domsin Fesdquarer | Clpace

Organization |

Organizational Unit #1 [:l
Organizational Unit #3 |:|

Organizational Unit #2 |

Organizational Unit #4 |

I One Initials |

Given Name | User Generation Qualifier |

Domain-defined type |

Back in the main MConsole screen (Image 53) click on [Apply] to activate this mapping.
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Image 53: Apply Changes

File Window View Help

73] Welcome to Message Console [: - Switch C

[ Switch Op

&
Add MBox user Add Redirection user Add Distribution list Add Routed UA
4 || M-Box Users
| Person
[~ Role

[ Mailbox | Redirection | MIXER | ACP127 | Capabilities | Advanced

Internet Mailbox Management §3 .

Isode

Per user MIXER Mapping
[-) Mailbox only

If Per User MIXER Mappings have been set within the MIXER Conversion table, then the following
4 || SMTP Redirection Entries

X.400 address will be used to map between this users Internet email address and their X.400 email
| Person address,
| Role
) Mailboxonly X400 Address: /G=User/S=One/PRMD=Local/ADMD=Headqu]
[ Internet List Entries

[ File Transfer By Email Entries
4 || Routed UA

4 (9 headquarters.net
& user.one@headquarters.net

To check the routing is correct, right-click on user.one and select “Check Routing” (Image 54).

Image 54: Check Routing
:

File Window View Help

&) Welcome to Message Console

f . Switch Configuration Management [ Switch Operations

=] <
Add MBox user Add Redirection user Add Distribution list Add Routed UA

[} Person

| Mailbox | Redirection | MIXER | AcP127 | c:

iliti I Advanced
Per user MIXER Mapping

[ Role
(=) Mailbox only
4 || SMTP Redirection Entries

| Person

If Per User MIXER Mappings have been set within the MIXER Conversion table, then the following
X400 address will be used to map between this users Internet email address and their X.400 email

address.
[ Role
. Mailbox only X400 Address: /G=User/S=0ne/PRMD=Local/ADMD=Headqu]
| Internet List Entries

(=] File Transfer By Email Entries
4 || Routed UA
4 (9 headquarters.net

g user.one@headquart¢
Remove

Copy Address
Copy DN

Check Routing

Internet Mailbox Management 3 "

In the test email address routing screen, click on the [Check Address] button to start the test, is
the routing has been set up correctly, the mapped X.400 address for this Internet user will be

shown (Image 55).
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Image 55: Test email address routing
Test email address routing

Click on the 'Check Address' to start the test

Basic | Advanced
Switch: |R17-EVAL-GUIDE v

Address To: | user.one@headquarters.net | |Swap Addresses‘
Address To: l | [[JInclude From Address
rfc822address: user.one@headquarters.net E

x400address: /G=User/S=0ne/PRMD=Local/ADMD=Headquarters/C=GB/
delivered-mta: HEADQUARTERS

delivered-channel: smtp |

channel-weiaht: 0

<]

You can repeat a similar process for the external X.400 user. In this case “localhost” for the Mail
Host, which will get mapped within the MIXER Gateway to the external MTA (Image 56).

Image 56: Internet Address and domain

O ke L=lomm
Internet Address and domain

Confirm the Routed UA email address.

Email | user.one | @ | field.net v|

Delivery Information

O Default (normally LMTP for local delivery)
® Mail host (implies SMTP channel) | localhost |

O Other channel ‘ acp127

| Fnish || Cancel |

Click on [Finish] and then add the X.400 address (Image 57) and click [OK].
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Image 57: O/R Address Editor

Isode

Name Form |Persona| Name

v

Administrative Domain [ Space

Country Name | GB |

Private Domain Local | Organization | |
Org nitz1 [ | org Unit =2 [ |
org ntss[ | org I Unit 24 [ |
Surname | One | initials | |

Given Name | User | Generation Qualifier |

Domain-defined type | |

oK Cancel

Now check the routing (Image 58).

Image 58: Test email address routing

Test email address routing
Click on the 'Check Address' to start the test

Basic | Advanced

Switch: | R17-EVAL-GUIDE v

Address To: | user.one@field.net

| | Swap Addresses
| [JInclude From Address

Address To: l

rfc822address: user.one@field.net ~
x400address: /G=User/S=0ne/PRMD=Local/ADMD=Field/C=GB,
delivered-mta: cn=x400p1,cn=Field (X.400),cn=M ging Confi
delivered-channel: x400p1

channel-weight: 5

ion,0=Eval Guide

<]

You have now completed setting up the MIXER mappings between your two external MTAs and
can exchange messages between the X.400 and Internet users mapped in this section.
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What Next?

More information on M-Switch MIXER can be found on the Isode website at
www.isode.com/products/m-switch-mixer.html.

Detailed configuration and operational information on all variations of M-Switch can be found in
the three Administration Guides available for this product.

1.  M-Switch Admin Guide
2. M-Switch Advanced Admin Guide
3.  M-Switch Operators Guide

All of these documents, together with Admin Guides for all other Isode products can be found on
the Isode website at www.isode.com/support/help.html.

Other Evaluations
This guide is one of four relating to Isode’s email messaging products:
e Setting up an SMTP Email System
e Setting up an X.400 Email System
e Setting up an SMTP/X.400 MIXER Gateway (this guide)
e Email for Constrained Network Environments

Information on all of these evaluations can be found at www.isode.com/evaluate/evaluate-
email html. For email evaluations outside of the scope of these guides, please contact us.

Whitepapers

Isode regularly publishes whitepapers on technical and market topics related to its products. A
full list of these can be found at www.isode.com/whitepapers/.
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Copyright

The Isode Logo and Isode are trade and service marks of Isode Limited.

All products and services mentioned in this document are identified by the trademarks or service
marks of their respective companies or organizations, and Isode Limited disclaims any
responsibility for specifying which marks are owned by which companies or organizations.

Isode software is © copyright Isode Limited 2002-2018, All rights reserved.

Isode software is a compilation of software of which Isode Limited is either the copyright holder
or licensee. Acquisition and use of this software and related materials for any purpose requires a
written licence agreement from Isode Limited, or a written licence from an organization licensed
by Isode Limited to grant such a licence.

This manual is © copyright Isode Limited 2018.
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