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ANNEX Q        ACP 142 (Optional) 

 
 

This annex specifies operation of ACP 142 (“P_Mul – A Protocol for Reliable Multicast 
Messaging in Constrained Bandwidth and Delayed Acknowledgement (EMCON) 
Environments”) over STANAG 5066. This is important for two services. 
 
1. Formal Military Messaging following STANAG 4406, using Tactical Military 

Messaging protocol specified in STANAG 4406 Annex E. 
2. Email using RFC 8494 (“Multicast Email (MULE) over Allied Communications 

Publication (ACP) 142”) 
 
This annex also includes RCOP (Reliable Connection Oriented Protocol) and UDOP 
(Unreliable Datagram Oriented Protocol) which are used in support of ACP 142 over 
STANAG 5066. 
 

Q.1. Changes in This Edition 

The text of this annex is taken from three sections of  Annex F of Edition 3. 

 Section F.4 (ACP 142) 

 Section F.8 (RCOP) 

 Section F.9 (UDOP) 

The functional differences between this specification and Edition 3 are set out in 
Section Q.8. 

UDOP and RCOP are included in this annex, as they are used by ACP 142 and 
wide use of these specifications by other protocols is not anticipated.  UDOP and 
RCOP are unchanged from Edition 3. 

Edition 3 Section F.4 was specified for use of STANAG 4406 Annex E, which is 
based on ACP 142.   This annex has generalized this specification so that it is a 
generic mapping of ACP 142, which did not require any technical changes.   It 
defines use of two protocols over ACP 142 

 STANAG 4406 Annex  E (TMN-1).     

 MULE (RFC 8494) to transfer SMTP. 
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Q.2. Overall Architecture 

 
Figure Q-1: ACP 142 over STANAG 5066 Architecture 

Figure Q-1 shows the overall architecture for ACP 142 operation over STANAG 
5066.  ACP 142 has a choice of protocols to interface to STANAG 5066: 
 
1. Reliable Connection-Oriented Protocol (RCOP) is specified in Section Q.6 
 
2. Unreliable Datagram-Oriented Protocol (UDOP) is specified in Section Q.7 
 
ACP 142 is a general purpose multicast transport and can support a range of 
applications.  This annex is focussed on two applications: 
 
1. Formal Military Messaging using STANAG 4406 Annex E over ACP 142.  This is 

described in Section Q.3. 
 
2. Email using RFC 8494 (“Multicast Email (MULE) over Allied Communications 

Publication (ACP) 142”). This is described in Section Q.4. 
 
 
Q.3. STANAG 4406 TACTICAL MILITARY MESSAGE HANDLING  
A Formal Military Message is different from an interpersonal message in that it is a 
message sent on behalf of an organization, in the name of that organization, that 
establishes a legal commitment on the part of that organization under military law, 
and has been released in accordance with the policies of the originating nation. 
Examples are military orders. Individuals may send organizational Messages to other 
individuals on behalf of their respective organizations. Formal Military Messages 
support the additional services associated with ACP 127, and is therefore 
interoperable with ACP 127 systems. 
 
Formal Military Messages are handled by Military Message Handling Systems (also 

STANAG 5066 

ACP 142 

RCOP UDOP 

S’4406 
Annex E 

MULE 
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called High Grade Messaging Service). An MMHS takes responsibility for the delivery, 
formal audit, archiving, numbering, release, emission and distribution of received 
formal messages on behalf of the originating organization. An MMHS is accountable 
under military law to provide a reliable, survivable and secure messaging service on 
behalf of the originating organization. The MMHS fulfills the military messaging 
service requirements of ACP- 121 and offer high standards of messaging reliability 
and security. The formal messaging service is seen as the vehicle for secure mission 
critical, operational military applications. 
 
NATO support for the X.400 protocols in Military Message Handling Systems 
(MMHS), as defined by NATO STANAG 4406, is mandated in the NATO C3 Technical 
Architecture (NC3TA), Volume 4 - NATO Common Standards Profile (NCSP). 
STANAG 4406 Annex E (S'4406E) specifies an adaptation of the X.400/X.500 
protocols in STANAG 4406 for Tactical Military Messaging Handling Systems (T-
MMHS), with cross-references to STANAG 5066 as one example of a low-bandwidth 
bearer service to which it has interfaces. This annex summarises and specifies 
additional requirements for the interface between S'4406E-based T- MMHS and a 
STANAG 5066-compliant HF subnetwork. 
 
There are several classes of Tactical Messaging Interfaces (i.e., peer-to-peer 
interfaces between messaging systems) defined by S'4406E, but only one of these 
(TMI-1) is supported by this annex.  TMI-1 is the Tactical Messaging Interface 
between two Light Message Transfer Agents (LMTA) as specified in S’4406E. 
 
The S'4406E protocol stack defines a compact file format that is passed to ACP 142 
for multicast transfer to the recipient peer MTAs.   This format and the interface to 
ACP 142 is fully specified in S’4406E. 
 
Q.4. Multicast Email (MULE) 
An equivalent service for standard email is provided by using RFC 8494 (“Multicast 
Email (MULE) over Allied Communications Publication (ACP) 142”).   This specification 
takes a standard SMTP message and generates a compressed file for multicast 
transfer by ACP 142.   Compression uses the same format as S’4406E.   This is fully 
specified in RFC 8494. 
 
Q.5. ACP 142 Layer 
ACP 142 (“P_Mul – A Protocol for Reliable Multicast Messaging in Constrained 
Bandwidth and Delayed Acknowledgement (EMCON) Environments”) provides a 
reliable multicast transfer service designed to support messaging.   It is used by 
S’4406E and MULE, with service mappings fully defined in those specifications. 
 
ACP 142 is specified to use a datagram service.   By default it uses UDP (User 
Datagram Protocol) specified in RFC 768.   The ACP 142 specification clearly notes 
that any datagram service can be used. 
 
STANAG 4406 Annex E references mapping using Wireless Datagram Protocol 
(WDP) defined as part of the Wireless Access Protocol (WAP) specification.  WDP 
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defines operation over a variety of transports.   As the WAP specification does not 
include STANAG 5066, the datagram mapping to STANAG 5066 is summarized in 
STANAG 4406 Annex E Appendix A.   This annex specifies additional information on 
the mapping.  If there are any inconsistencies, this annex defines the normative 
specification. 
 
ACP 142 is mapped onto RCOP and/or UDOP as defined in the following sections.  
Each ACP 142 PDU is encoded as the User Data of an RCOP or UDOP datagram.   
RCOP and UDOP traffic may be mixed. 
 

 Mapping ACP 142 onto UDOP 
ACP 142 datagram services make use of the Unreliable Datagram-Oriented Protocol 
(UDOP) specified in Section Q.7.  UDOP shall be used for all multicast 
communication.   UDOP shall be used for unicast nodes in EMCON state.   UDOP 
may be used for unicast nodes not in EMCON state, but this is not recommended. 
 
UDOP is based on the STANAG 5066 non-ARQ service, which allows a configurable 
number of retransmissions.   It is recommended to not retransmit and to choose 
transmission speeds where frame loss is anticipated to be low.  Data loss is most 
efficiently handled by ACP 142 retransmission mechanisms and ACP 142 FEC. 
 
It is recommended that the ACP 142 MTU size is chosen so that every  ACP 142 
PDU is transmitted in a single STANAG 5066 UNIDATA.  This gives a maximum ACP 
142 PDU size of three bytes less than the STANAG 5066 MTU size (typically 2048 
bytes).    It may be desirable to choose a smaller ACP 142 PDU size in order to 
optimize performance. 
 

 Mapping ACP 142 onto RCOP 
ACP 142 datagram services may make use of the Reliable Connection-Oriented 
Protocol (RCOP) specified in Section Q.6.   RCOP defines a datagram service based 
on the STANAG 5066 ARQ service.  It is recommended that RCOP is used for unicast 
non-ARQ transmission because: 
 

1. STANAG 5066 ARQ retransmission is more efficient, as this is done at D_PDU 
level, where D_PDU size is generally matched to current HF characteristics.   
ACP 142 retransmission is a the ACP 142 PDU level; and 

 
2. STANAG 5066 ARQ retransmission is faster, because it is part of the protocol.  

ACP 142 retransmission is based on a number of timers, which need to be set 
conservatively to avoid data duplication. 
 

Node Delivery confirmation shall be selected.  Order shall be AS_THEY_ARRIVE. 
 
It is recommended that the ACP 142 MTU size is chosen so that every  ACP 142 
PDU is transmitted in an integral number of maximum size STANAG 5066 
UNIDATAs.  This will lead to optimal use of STANAG 5066.    Use of larger messages 
will reduce ACP 142 overhead. 
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RCOP and the underlying STANAG 5066 services generally provide reliable 
transfer.  However, there are error conditions where this does not happen, and the 
ACP 142 layer shall allow for this loss by use of the ACP 142 timers.   The 
operational characteristics over UDOP/Non-ARQ and RCOP/ARQ are very different, 
so it is recommended that timers are independently configurable for each of these 
modes of operation. 
 
 

 Application Identifier 
Both RCOP and UDOP use an Application Identifier to identify the applications used.   
The following values are assigned by this annex. 
 

Table Q-1: Application Identifiers 
 

Protocol Hex Value 
STANAG 4406 
Annex E (TMN-1) 

0x2000 

MULE (RFC 8494) 0x3000 
 
 

 
 Addressing 

The ACP 142 layer uses its own (four byte) addressing.   These addresses need to 
be mapped onto STANAG 5066 Addresses, as set out in this section. 
 
Each Unicast ACP 142 address shall be mapped onto an equivalent STANAG 5066 
node address. 
 
The global broadcast ACP 142 address shall be mapped onto the default STANAG 
5066 broadcast address. 
 
It is recommended that ACP 142 dynamic multicast addresses are not used with 
STANAG 5066.  If they are used they shall be mapped onto the default STANAG 5066 
broadcast address. 
 
For fully interconnected STANAG 5066 networks, there is no benefit to defining static 
multicast addresses other than a global broadcast address.   However, for partially 
connected WTRP networks, use of static multicast addresses can lead to 
performance improvements.   If this is done ACP 142 static multicast addresses shall 
be mapped onto equivalent STANAG 5066 group addresses. 
 
 

 Priority Mapping 
Delivering data according to priority is important in HF systems, particularly for military 
use. Messages have a priority, which shall be used to set priority in the lower layers.  
Both STANAG 5066 and ACP 142 layers have priorities.  ACP 142 priority is 0-255, 
with 0 as highest priority.   ACP 142 can be used for both formal military messaging 
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and for email, so priority mappings are defined for both services.   The priority 
mapping for formal military messaging is defined in Table Q-2. 
 

Table Q-2: Formal Military Messaging Priority Mapping 
 

Message Priority ACP 142 Priority STANAG 5066 
Priority 

OVERRIDE 3 13 
FLASH 5 11 
IMMEDIATE 7 9 
PRIORITY 9 7 
ROUTINE 11 5 
DEFERRED 13 3 

 
 
Email is often operated without priority, but some email services operate with a three-
level priority.  The three level mapping is defined in Table Q-3.  For messages without 
priority defined, the “normal” mapping shall be used. 

 
Table Q-3: Email Priority Mapping 

 
Message Priority ACP 142 Priority STANAG 5066 

Priority 
Urgent 10 6 
Normal 12 4 
Non-Urgent 14 2 

 
 
 
 
 

 SAP Selection 
 
SAP assignment is set out in Annex F.    There are two ACP 142 assignments, which 
shall be used for these classes of ACP 142 traffic: 
 
 For Military Formal Messaging using STANAG 4406 Annex E or MULE, SAP 2 

shall be used. 
 
 For Email using MULE, SAP 7 shall be used. 

 

 
Q.6. RELIABLE CONNECTION-ORIENTED PROTOCOL 

This section specifies a simple Reliable Connection-Oriented Protocol (RCOP) for 

reliable data connections between applications using the ARQ services of the HF 
subnetwork. RCOP provides a minimal header to support multiplexed connections 

between a pair of nodes through a single hard or soft link. Applications using an 
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RCOP connection are identified uniquely by a field in the header of the RCOP PDU. 

 
 RCOP Protocol Data Unit (RCOP_PDU) 

The format of all RCOP U_PDUs shall be as shown in the Figure below. 
 
 

 
 

Figure Q-2: Format for Reliable Connection-Oriented Protocol Data Units 

 
The following are required for RCOP PDUs: 

1. RCOP clients may provide multiplexed transport service for more than one 

application simultaneously by establishing multiple connections, each 
identified by its CONNECTION_ID_NUMBER field. The 

CONNECTION_ID_NUMBER field shall be a value from 0-15. 

2. New values for the CONNECTION_ID_NUMBER field shall be dynamically 
assigned as new connections are established. Further details regarding 

assignment and co-ordination of connection ID numbers are not specified 

here. 

3. Connection ID number 0 shall be reserved for non-multiplexed connections 
or the first multiplexed connection. 

4. The reserved bits shall be set to 0. 

5. U_PDU ID numbers shall be assigned consecutively to user PDUs (U_PDUs) 

serviced by the connection. 
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6. The U_PDU segment number shall(1) be assigned consecutively to 

segments within a single U_PDU.  The first segment transmitted shall(2) be 
assigned segment number 0. If a U_PDU is not segmented, the single 

segment that is transmitted shall(3) be assigned number 0. 

7. The APPLICATION_IDENTIFIER shall be assigned in accordance with the 

requirements of section F.10 of this Annex. This field serves to identify the 
application (i.e., higher-level protocol) using the connection. End-to-end 

interoperability can be achieved only if this is a unique value for any given 

end- user application, otherwise there is the (likely) chance that the 
applications connected by the RCOP client and subnetwork will be 

incompatible. 

8. The APP_DATA[] field shall contain the m-bytes of application data sent over 

the connection. Segmentation and reassembly rules for mapping the 

application's data into the APP_DATA[] field are in general outside of the 
scope of this STANAG, and are application dependent. 

 
 RCOP Subnetwork Service Requirements 

RCOP clients shall bind to the HF Subnetwork at SAP ID 6. Client priority is a  

configuration- dependent and implementation-dependent parameter.  

Each RCOP_PDU sent over the subnetwork shall be embedded in an 

S_UNIDATA_REQUEST primitive, each byte of the RCOP_PDU corresponding to a 

byte in the U_PDU field of the S_Primitive (see Figure). RCOP_PDUs will be 
encapsulated in like manner when delivered by the subnetwork to the destination 

client in an S_UNIDATA_INDICATION. 
 
 

 

 

 
Figure Q-3:  Mapping of RCOP_PDU into an S_UNIDATA_REQUEST Primitive 

for transmission. 

 
The encoded data for the RCOP client shall be bit-/byte-aligned with the octets in 
each U_PDU encapsulated in the S_UNIDATA_PRIMITIVE, with the least-significant 
bit (LSB) of each character aligned with the LSB of the octet. 

Note that, in accordance with the provisions of Annex A of this STANAG, if the 

   Byte[k-1] 

APP_DATA[0] -- APP_DATA -- APP_DATA[m-1] 

 
  

 
Byte[5+m] 
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subnetwork interface sublayer receives a S_UNIDATA_REQUEST primitive with an 

RCOP Protocol Data Unit larger than the maximum MTU size, the 

S_UNIDATA_REQUEST will be rejected. 

An RCOP client shall set the default service requirements for 

S_UNIDATA_REQUEST primitives as follows: 

- Transmission Mode = ARQ 

- Delivery Confirmation = NODE DELIVERY or CLIENT DELIVERY 

- Deliver in Order = IN-ORDER DELIVERY or AS_THEY_ARRIVE 

The address in the primitive will be an individual node address corresponding to the 

HF subnetwork address of the host at which the destination RCOP client is located. 

 
 RCOP Segmentation and Reassembly Requirements 

Note that, in accordance with the provisions of Annex A of this STANAG, if the 

subnetwork interface sublayer receives a S_UNIDATA_REQUEST primitive with an 

RCOP Protocol Data Unit larger than the maximum MTU size, the 

S_UNIDATA_REQUEST will be rejected. RCOP clients must segment their data and 
place it into the APP_DATA[] field of the PDU accordingly. 

If IN_ORDER delivery-order is specified, an RCOP client shall simply take the 
U_PDU segments in the sequence in which they arrive to construct a copy of the 
original U_PDU sent by the source. If AS_THEY_ARRIVE delivery-order is specified, 

an RCOP client shall be responsible for reassembling the U_PDU segments it 
receives in proper sequence order. 

RCOP clients may devise any algorithm of their own choice for segmentation and 
reassembly, but the RCOP_PDU fields for CONNECTION_ID_NUMBER, U_PDU_ID 

NUMBER, U_PDU SEGMENT NUMBER are available for such use. Segmentation 
and reassembly algorithms shall not use the APPLICATION IDENTIFIER field. 

Note that, in general, a local RCOP client could be receiving data on two different 

connections, each established by another remote RCOP client as the remote client's 
sole connection. In this case, the remote clients would each have specified a 

connection ID number of zero. As an alternate but similar scenario, two RCOP clients 
on the same remote node but attached to different SAP IDs could connect to the local 

RCOP client. In this case also, data could be received with the same connection ID 

number. Other scenarios in which the same connection ID has been assigned to data 
received by an RCOP client might also occur, as dynamic connections are made and 

broken with different nodes. Thus, to reassemble segmented application data without 
ambiguity, an RCOP client must distinguish U_PDU segments for its receive 
connections using the unique combination of (SOURCE_ADDRESS, 
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SOURCE_SAP_ID, CONNECTION_ID_NUMBER). The SOURCE_ADDRESS is the 

address of the originator of the RCOP_PDU, and the SOURCE_SAPID is the SAP_ID 

to which the remote RCOP client is attached. All three parameters the can be obtained 
unambiguously from the S_UNIDATA_INDICATION primitive in which the 

RCOP_PDU is delivered to the client, as can the CONNECTION_ID_NUMBER, 
U_PDU_ID NUMBER, U_PDU SEGMENT NUMBER. 

 
Q.7. UNRELIABLE DATAGRAM-ORIENTED PROTOCOL (UDOP) 

This section defines a simple Unreliable Datagram-Oriented Protocol (UDOP) using 

the non-ARQ services of the HF subnetwork, with a minimal header to support 

multiplexed datagram delivery. Since non-ARQ services are used, the UDOP may 
support a multicast service through the use of group addresses within the HF 

Subnetwork. Applications using a UDOP non-ARQ delivery service are identified 

uniquely by a field in the header of the UDOP PDU. 

 
 UDOP Data Unit 

UDOP Protocol Data Units shall be defined and used identically to those defined 

for the Reliable Connection- Oriented Protocol in Section Q.6.1. 

 
 UDOP Subnetwork Service Requirements 

UDOP clients shall bind to the HF Subnetwork at SAP ID 7. Client priority is 

configuration- dependent and implementation-dependent parameters for this 

application. 
A UDOP client shall submit its U_PDUs to the HF subnetwork using the normal 

S_UNIDATA_REQUEST Primitives, with the default service requirements defined as 

follows: 

- Transmission Mode = non-ARQ 
- Delivery Confirmation = none 
- Deliver in Order = AS_THEY_ARRIVE 

 
The address in the primitive will be an individual node address corresponding to the 
HF subnetwork address of the host on which the destination message stores are 
located.  The UDOP client at the destination shall be responsible for reassembling 

the U_PDU segments in proper sequence order. 

The encoded data for the UDOP client shall be bit-/byte-aligned with the octets in 

each U_PDU encapsulated in the S_UNIDATA_PRIMITIVE, with the least-significant 

bit (LSB) of each character aligned with the LSB of the octet. 
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Q.8. Changes in Edition 4 
ACP 142 is moved from Annex F to this Annex. 
 
RCOP and UDOP are included in this annex, as they are used by ACP 142 and use 
by other protocols is not anticipated. 
 
There are no protocol changes to the protocols specified here. 
 
The Annex is formulated as ACP 142, rather than STANAG 4406 Annex E. 
Technically, this does not lead to a change, but it means that the annex now 
encompasses other protocols using ACP 142, in particular MULE (RFC 8494). 
 
Only the TM-1 (MTA to MTA) option of STANAG 4406 Annex E is included. Other 
options are not included, as they are not being used. 
 
Priority mappings for the layers are specified. 
 
The Reserved Service Identifiers needed are specified here.  They were previously 
specified in Annex F section F.10. 




