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Introduction 

This guide demonstrates how to get up and running with Harrier 3.0. Harrier can be used with 
R18.0v4 and later releases of the Isode messaging servers. 

Objectives 
By the end of this evaluation you will have: 

• Installed Harrier 3.0 

• Configured the DNS records (by updating the Windows hosts file) to map your domain 
name to the host IP address 

• Configured Harrier 3.0 in three messaging modes: 

o Military mode 

o ACP127 mode 

o Internet mode 

• Send and receive email messages through Harrier 3.0 in the three messaging modes. 

• Learnt about various Military-specific messaging capabilities and features that Harrier 
offers 

• Learnt how to migrate from the earlier version of Harrier shipped with R18.0 

More information on Harrier can be found at www.isode.com/products/harrier.html. A 
comprehensive Administration Guide, which goes into far greater detail than this short 
document, can be found at www.isode.com/support/help.html. 

Using Isode Support 
You will be given access to Isode support resources when carrying out your evaluation. Any 
queries you have during your evaluation should be sent to support@isode.com. Please note that 
access to the Self-Service Portal for web-based ticket submission and tracking is not available to 
evaluators. 

 

 



Isode 

Evaluation Guide: Harrier Military Messaging Client  Page 4 of 18 

Preparation 

You should visit www.isode.com/products/supported-platforms.html to discover which operating 
systems are supported for Isode evaluations. In addition to the server platforms listed, we support 
the use of Isode server products on Windows 10 for simple evaluations and demonstrations. 

Isode supports the use of the latest versions of Google Chrome, Mozilla Firefox and Microsoft 
Edge browsers with the Harrier web client. Internet Explorer is not supported. 

External Dependencies 
On Windows, Harrier 3.0 is built with Visual Studio 2015 which means you must install the Visual 
C++ Redistributable Packages in order to run the Isode products. This is available from 
www.microsoft.com/en-us/download/details.aspx?id=48145. You should download and install 
"vc_redist.x64.exe" for 64-bit Windows. 

Product Download 
Product downloads are held in a password-protected section of the Isode website. If you have not 
already done so you should apply for a username/password by filling in the form located at 
www.isode.com/evaluate/evalrequest.html. 

Products can be obtained by clicking on the links in the “Download Links” section of the 
Evaluation page (www.isode.com/evaluate/evaluate-harrier.html). The downloads page will give 
installation instructions specific to your platform. 

Product Activation Key 
Harrier requires a valid Product Activation Key from Isode before it will run correctly. Keys are 
issued by Isode Customer Services. If you haven't already been sent a Key when requesting access 
to the evaluation files, please send a message to request one to support@isode.com, remembering 
to specify which Isode server products you need a Key for. Instructions for what to do with this 
Key can be found in the Installation section. 

External SMTP Server Details 
This guide assumes that you already have access to an external SMTP messaging system, which 
this installation will interact with. This may be a system you have configured as part of a previous 
Isode product evaluation (such as the “Setting up an SMTP Email System” guide available from 
www.isode.com/evaluate/evaluate-email.html#smtp). 

You will need the following information from your SMTP messaging system (the values in 
brackets are the defaults from the “Setting up an SMTP Email System” guide): 

1. Domain Name (headquarters.net) 

2. IMAP Server URL (mail.headquarters.net:143) 

3. SMTP Server URL (mail.headquarters.net:587) 

4. LDAP Server URL (mail.headquarters.net:19389) 

5. User Login Details/Passwords (user.one@headquarters.net/secret & 
user.two@headquarters.net/secret) 
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Installing Harrier 

Windows 
Double-click the .msi file that you downloaded earlier and follow the instructions for a fresh 
install. 

Place the Product Activation Key obtained earlier (named as “license.dat”) into the /etc/ directory 
of your installation. By default, this directory will be C:\Isode\Harrier\etc. You may have chosen 
an alternative installation directory when installing the software, in which case you will have to 
place the license file there. 

You will then need to start the Harrier service. To do that, open the Start menu on Windows and 
search for Services. When the Services window opens, look for Isode Harrier Web Server as shown 
in Figure 1. 

 
Figure 1: Starting the Harrier Web Server 

Highlight the “Isode Harrier Web server” and click on [Start].  

Linux 
Linux installation package for Harrier is called harrier-3.0.0.rpm. To install Harrier, run the 
command: 

# rpm -i harrier-3.0.0.rpm 

Place the Product Activation Key obtained earlier (named as “license.dat”) into the 
/etc/isode/harrier directory of your installation. 

Harrier can be started the with following command: 
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# systemctl start harrier.service 

To stop harrier run the command: 

# systemctl stop harrier.service 

When you make some configuration changes to Harrier you would need to restart Harrier service, 
you can do so by running the command: 

# systemctl restart harrier.service 
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Configuring Harrier 

Open your web browser and navigate to localhost:9090 (replace “localhost” with appropriate 
server name if your M-Switch is installed on a different server). 

You will see the Welcome screen (Figure 2), which shows that your Harrier server has installed 
successfully and is running. 

 
Figure 2: Harrier Welcome Screen 

Click [Next] to proceed to the initial configuration screen (Figure 3). 

 
Figure 3: Configuration Form 

For the Domain Name, IMAP, SMTP, and LDAP fields you can provide the IP address of a host 
machine, with relevant port numbers for IMAP, SMTP, and LDAP, as in Figure 4. 
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Figure 4: Configuring Harrier with IP Addresses 

You can also complete the Harrier configuration by using the domain name (with the relevant 
port numbers) instead of an IP address. For this approach you will need to ensure that the 
domain name has been mapped to the relevant IP address in your system’s “hosts” file. 

On Windows, the hosts file can be found in C:\Windows\System32\drivers\etc. On Linux, it is 
under /etc/hosts. Figure 5 shows the mapping for Windows systems. 

 
Figure 5: Windows hosts file 

Figure 6 shows configuring Harrier using domain names mapped in the hosts file. 
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Figure 6: Configuring Harrier with domain Names 

Having provided the details about your setup, click [Save Settings] and you’ll be presented with 
the confirmation page (Figure 7). 

 
Figure 7: Configuration Confirmation 

You will now need to restart Harrier Web Server for the settings to take effect.  
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Using Harrier 

Harrier supports three types of messaging configurations: Military, ACP127, and Internet 
Messaging and the following sections show all three configurations. Harrier makes a distinction 
between the legacy ACP127 messaging format and other military messaging formats (STANAG 
4406, CFTP and MMHS over SMTP) which the default option as seen in Figure 4. 

Military Messaging Mode 
Point your browser at localhost:9090 and log in using one of the usernames/passwords set up for 
your messaging system (Figure 8). 

 
Figure 8: Logging into Harrier 

Once logged in you’ll see the Harrier Inbox as shown in Figure 9. 

 
Figure 9: Harrier Inbox View 

Click the [Compose] button to start composing a new message. As we configured Harrier in 



Isode 

Evaluation Guide: Harrier Military Messaging Client  Page 11 of 18 

“Military” mode, you will note that all options available for composing a new message reflect 
Military messaging requirements. In Figure 10 we see the compose screen for a new message. 

 
Figure 10: Message Composition Screen (Military) 

The compose screen allows for: 

1. The addition of Security Labels 

2. Action and Information recipients together with precedence selection 
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3. Exempt recipients 

4. Subject Indicator Codes (SICS) 

5. Handling & Message Instructions 

6. Message Expiry and Message Reply By times/dates 

7. Message Subject and content 

8. This message type supports attachments, which can be added using the icon next to the 
[Send] button 

In the Figure 11 shows a completed message, being sent from user.one to user.two (both of which 
were set up as part of the “Setting up an SMTP Email System” guide). 

 
Figure 11: Sample Message 

You can now login to the Action recipient you sent the message to (user.two@headquarters.net). 
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Figure 12: Log in as recipient 

Figures 13 & 14 show the received message in user.two’s inbox and the content of the message 
when opened. 

 
Figure 13: Inbox showing message received 
 

 
Figure 14: Message Content 
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ACP127 Message Mode 
Harrier can also be used as an ACP127 client. This requires a minor XML file change so first open 
the “harrier_web_conf.xml” file.  

This file is located in “C:\Isode\Harrier\etc” on Windows systems and “/etc/isode/harrier/” on 
Linux systems. 

At the bottom of the file, within the <domain> tags, change the <mode> from “military” to 
“ACP127” as in the screenshots below. 

 
Figure 15: XML Configuration File – Military Mode 

 

 
Figure 16: XML Configuration File – ACP127 Mode 

Having made this change, restart the Harrier Web Server before logging back into Harrier. On 
Windows, you can restart the harrier service through Services as shown in Figure 1. On Linux, run 
the following command to restart Harrier service: 

# systemctl restart harrier.service 

In ACP127 mode, you will notice two major differences in the message compose window (Figure 
17):  

1. Two vertical lines enforce the character limit for subject and message content fields 

2. As ACP127 messaging does not support message attachments, there is no file-
attachment option next to the [Send] button 
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Figure 17: Compose Window in ACP127 Mode 

Internet Messaging Mode 
Harrier can be set up to send Internet messages, by default, during configuration by selecting the 
Internet radio button on setup (as seen in Figures 4 & 6). Changing to Internet mode from 
another mode involves editing of the “harrier_web_conf.xml” configuration file to change the 
<mode> tag to “Internet” as in Figure 18. 

 
Figure 18: XML Configuration File – Internet Mode 

Having saved these changes restart Harrier Web Server. Now login to Harrier and note the 
Internet specific changes to the GUI such as the Delete button, Spam and Trash folders and 
changes to the message composition window (all shown in Figure 19). 
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Figure 19: Internet Messaging Mode 
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What Next? 

More information on Harrier can be found on the Isode website at 
www.isode.com/products/harrier.html. 

Detailed configuration and operational information on Harrier can be found in the Admin Guide 
available from the Isode website at www.isode.com/documentation/HARRIERADM.pdf 

Other Evaluations 
This guide is one 5 relating to Isode’s Messaging Products, the other guides are: 

• Setting up an X.400 Email System 

• Setting up an SMTP Email System 

• SMTP/X.400 Message Conversion 

• Email for Constrained Network Environments 

Information on all of these evaluations can be found at www.isode.com/evaluate/evaluate-
email.html. For messaging evaluations outside the scope of these guides, please contact us. 

Whitepapers 
Isode regularly publishes whitepapers on technical and market topics related to its products. A 
full list of these can be found at www.isode.com/whitepapers/. 
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Copyright 

The Isode Logo and Isode are trade and service marks of Isode Limited.  

All products and services mentioned in this document are identified by the trademarks or service 
marks of their respective companies or organizations, and Isode Limited disclaims any 
responsibility for specifying which marks are owned by which companies or organizations.  

Isode software is © copyright Isode Limited 2002-2020, All rights reserved.  

Isode software is a compilation of software of which Isode Limited is either the copyright holder 
or licensee. Acquisition and use of this software and related materials for any purpose requires a 
written licence agreement from Isode Limited, or a written licence from an organization licensed 
by Isode Limited to grant such a licence.  

This manual is © copyright Isode Limited 2018. 

 


