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Software version
This guide is published in support of Isode Icon-Topo 1.0. It may also be pertinent to later
releases. Please consult the release notes for further details.

2

Readership
This guide is intended for administrators who plan to configure and manage the Isode
Icon-Topo.

3

How to use this guide
You are advised to read through Chapter 1, Overview, before you start to set up your
messaging system.

4

Typographical conventions
The text of this manual uses different typefaces to identify different types of objects, such
as file names and input to the system. The typeface conventions are shown in the table
below.
Object

Example

File and directory names

isoentities

Program and macro names

mkpasswd

Input to the system

cd newdir

Cross references

see Section 5, “File system place holders”

Additional information to note, or a warning Notes are additional information; cautions
that the system could be damaged by certain are warnings.
actions.
Arrows are used to indicate options from the menu system that should be selected in
sequence.
For example, File → New means to select the File menu and then select the New option
from it.
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File system place holders
Where directory names are given in the text, they are often place holders for the names of
actual directories where particular files are stored. The actual directory names used depend
on how the software is built and installed. All of these directories can be changed by
configuration.
Certain configuration files are searched for first in (ETCDIR) and then (SHAREDIR), so
local copies can override shared information.
The actual directories vary, depending on whether the platform is Windows or UNIX.

Name

Place holder for the
directory used to store...

(ETCDIR)

System-specific configuration C:\Isode\etc
files.

(SHAREDIR)

Configuration files that may C:\Program Files\Isode\share /opt/isode/share
be shared between systems.

(BINDIR)

Programs run by users.

(SBINDIR)

Programs run by the system C:\Program Files\Isode\bin
administrators.

/opt/isode/sbin

(EXECDIR)

Programs run by other
C:\Program Files\Isode\bin
programs; for example,
M-Switch channel programs.

/opt/isode/libexec

(LIBDIR)

Libraries.

C:\Program Files\Isode\bin

/opt/isode/lib

(DATADIR)

Storing local data.

C:\Isode

/var/isode

(LOGDIR)

Log files.

C:\Isode\log

/var/isode/log

(CONFPDUSPOOLDIR)

Large PDUs on disk.

C:\Isode\tmp

/var/isode/tmp

(QUEDIR)

The M-Switch queue.

C:\Isode\switch

/var/isode/switch

(DSADIR)

The Directory Server’s
configuration.

C:\Isode\d3-db

/var/isode/d3-db
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Windows (default)

C:\Program Files\Isode\bin

UNIX

/etc/isode

/opt/isode/bin

Support queries and bug reporting
A number of email addresses are available for contacting Isode. Please use the address
relevant to the content of your message.
• For all account-related inquiries and issues: support@isode.com. If customers are unsure
of which list to use then they should send to this list. The list is monitored daily, and all
messages will be responded to.
• For all product activation related issues: support@isode.com.
• For all technical inquiries and problem reports, including documentation issues from
customers with support contracts: support@isode.com. Customers should include relevant
contact details in initial calls to speed processing. Messages which are continuations of
an existing call should include the call ID in the subject line. Customers without support
contracts should not use this address.
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• For all sales inquiries and similar communication: sales@isode.com.
Bug reports on software releases are welcomed. These may be sent by any means, but
electronic mail to the support address listed above is preferred. Please send proposed fixes
with the reports if possible. Any reports will be acknowledged, but further action is not
guaranteed. Any changes resulting from bug reports may be included in future releases.
Isode sends release announcements and other information to the Isode News email list,
which can be subscribed to from the address: http://www.isode.com/company/subscribe.html
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Chapter 1 Overview
This chapter introduces the Isode Icon-Topo giving an overview of its main features and
components.

1.1

What is Icon-Topo
Icon-Topo provides control of Mobile Units (e.g., planes or ships) moving between HF
transmitters, and ensuring that configuration of applications and HF systems is updated to
support this movement.
Single Hop HF transmission gives a circle of (best) coverage of a few thousand miles. To
extend this range, multiple ground stations with separations of typically thousands of miles
are used. Mobile Units will move between transmitters. There is a need to modify application
routing configuration so that communication works seamlessly. A number of entities need
to change configuration in a coordinated manner. The goal of Icon Topo is to achieve this.
There are three types of entity involved:
• Mobile Unit (MU). This is something moving around with HF Communication. An MU
is typically a ship or an aircraft.
• HF Access Point (HFAP). This is a ground station that is transmitting and receiving HF.
This may include broadcast HF.
• Fixed Application Routing Entry Point (FAREP). This is a node to which entities that
are not aware of MU location send messages. The FAREP will send messages to the
MU through the correct HFAP.
Figure 1.1. MU/HFAP/FAREP Architecture

When Mobile Units (typically ships and planes) using HF communication move, it is often
needed to change ground stations. Optimal communication over HF uses application level
protocols, so this re-rerouting needs to happen at the application level. Solving this problem
is the target of Isode’s Icon-Topo product
Overview
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Icon-Topo has two types of ground systems to support Mobile Units (MUs):
• HF Access Points (HFAP). These are sites that will transmit/broadcast HF.
• Fixed Access Routing Entry Points (FAREP). These are systems, possibly co-located
with HFAPs, that fixed systems route to. Systems external to the FAREP can send traffic
for an MU to the FAREP, without needing to know the location of the MU or the HFAP
used.
Messages and XMPP traffic can be sent to a FAREP, and it will be correctly routed to the
right MU. An Icon-Topo operator can assign an MU to a new HFAP. Icon-Topo will change
application routing configuration of FAREP, HFAPs and MU to reflect this change. This
allows operators to assign MUs to FAREPs and manage underlying ALE and HF systems.
Configuration of MUs/HFAPs/FAREPs is stored in a replicated LDAP/X.500 directory.
Servers on shore use multi-master replication, so updates can be applied at any node.
Incremental directory replication (Isode Sodium Sync product) with transfer by messaging
over HF keeps the MU directory synchronized.
A key problem that Icon-Topo needs to address is that all routing changes need to happen
at once, but propagation of directory updates over HF may take some time. Icon-Topo
handles this by providing a scheduling layer over the directory, so that the changes are
always made in context of the time they are to be applied. So, an operator may schedule a
series of MU movements at times in the future. This information gets replicated ahead of
the time that the changes need to be applied.

1.1

Topo Components
Topo comprises two server components:
• Configuration Server which acts as a Web Server allowing Administrators and Operators
to update the Topo configuration using a web browser.
• Update Server which reads the Topo configuration and updates the appropriate Isode
server application.
The following diagram shows how the Icon-Topo components interwork.
Figure 1.2. Topo Components
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Use Of Directory
Icon-Topo holds information on MUs, HFAPs and FAREPs in the Directory which is
replicated to all of the nodes using the information. MUs have read-only access to the
Directory. This means that all Directory updates are done on shore.
The Icon-Topo information in the directory may be managed from any shore system (HFAP
or FAREP) using a Web Browser to access Icon-Topo Configuration Server, which provides
the operator experience and writes all information to the directory. This UI can also be
used on an MU to view the Icon-Topo configuration (read only).
On every Icon-Topo managed node (MU, HFAP, FAREP), there is an Icon-Topo Update
server that reads information from the directory. This process generates configuration
information for all of the Isode servers running on the node. Configuration is updated in
line with changes to the directory. In this manner, Icon-Topo provides centralized
configuration management of all of the Icon-Topo managed nodes

1.2.1

User and Role Provisioning
The same directory also holds user and role provisioning information, which is also
replicated to all nodes. This fully replicated directory allows rapid addressing of all users,
irrespective of intervening HF links.
Cobalt is run on a shore system (HFAP or FAREP) to update users and roles. Cobalt may
also be run on MUs (read only) to view user information. Directory information about
users, accounts and roles is available on all nodes. White pages information on all users is
used by products such as Harrier for address lookup.
The directory may also replicate in white pages information from external directories, so
that users with addresses external to the Icon-Topo managed system can be addressed from
HF nodes.
Isode servers running on Icon-Topo managed nodes will be able to use account information
to authenticate users and control delivery of messages to local users.
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Chapter 2 Directory And Configuration
This chapter explains in more detail how Icon-Topo configuration is held in the Directory
and how configuration works.

2.1

Scheduling of configuration changes
It is desirable that some changes happen at the same time on each node, noting that in some
cases described later, that order of change is important. This means that changes are
coordinated relative to a fixed time.
Directory replication to MUs relies on HF communication, where there may be delays.
The Icon-Topo architecture allows for this by scheduling all Icon-Topo changes. Each
change to Icon-Topo has a scheduled time. An Icon-Topo network has a specified “freeze
time”, which is the shortest time ahead of the current time for which a change can be
scheduled. This time is set to a value that will give a high probability that the change can
be replicated to all relevant MUs within that time. The Icon-Topo approach can recover
from “lost” schedules, but this may require manual intervention, where the lost schedule
has caused communication breakage. Scheduling changes as far into the future as possible
will maximize resilience.
Scheduled changes are held in the directory, using an information framework to represent
scheduled changes. The high level picture is that the DIT contains the current Icon-Topo
values and a list of changes scheduled for future dates. The “freeze time” ensures that future
changes within that time frame are stable.
Shortly after a scheduled change time, a designated FAREP node will merge the historical
change into the current DIT, so that the DIT reflects current status and future changes only.
These changes are replicated to all nodes.
Having changes arriving close together has potential to cause problems, which is addressed
by a “minimum schedule interval” that specifies the shortest time between scheduled
updates. This will generally lead to changes being batched at intervals, with this time being
the minimum interval.

2.2

Mapping DIT to Configuration
Information held in the Icon-Topo part of the DIT represents the configuration of each
Icon-Topo managed node, plus a series of scheduled changes to that configuration.
For an Icon-Topo managed node (FAREP, HFAP or MU), the configuration of each Isode
server on the node can be derived from this DIT information. The key processing done by
an Icon-Topo Update server is to derive the configuration information for the local node.
For some Isode servers this represents the complete core configuration. Some aspects of
the configuration may be modified locally to the node. For some servers, additional local
configuration is essential for full operation.
A new Icon-Topo node is created in the DIT using the Icon-Topo Configuration Server.
Then the Icon-Topo Update server on the node will be pointed at the deployed Icon-Topo
directory. For an MU, it is expected that the MU will have fast IP access to shore for initial
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setup. The Icon-Topo Update server will then create initial configurations for the Isode
applications.
Icon-Topo Update server will then keep the configuration aligned to the DIT. Where there
is an upcoming change scheduled, Icon-Topo Update server will compare the current
configuration to the one derived from the DIT. In normal operation, these are expected to
be the same. A difference implies that some updates have been missed (or partially missed),
and Icon-Topo Update Server will immediately align configuration to the current DIT.
Icon-Topo Update Server will also check that there are no schedules in the past, which
implies a missed directory update.

2.3

Replicating Configuration Information
Each Icon-Topo managed node (MU, HFAP, FAREP) runs an M-Vault server, which
contains the Icon-Topo configuration information and White Pages / Account information.
Directory replication on shore (all HFAPs and FAREPs) is done with M-Vault multi-master
replication of all information. This enables data modification from any shore node.
Replication to MUs is done using Sodium Sync incremental replication over email, to share
a subset of this information needed by each MU. This is expected to be all the provisioned
users and roles, plus information from Icon-Topo necessary for the MU. This provides an
up to date read-only copy of the relevant data in each MU

2.4

Information Held in the Directory for
Icon-Topo
The information held in the directory represents the “global” information for each node.
This information can be represented in the directory using straightforward schema. It
provides data, including:
• General information for each node
• Protocol information for fast links (XMPP, SMTP, X.400 P1, ACP 127 over TCP)
between HFAPs and FAREPs
• Management of ALE and Fixed Frequency networks
• Geographic location for HFAPs and MUs, with direction of travel for MUs.The key
function of this data is to correctly configure application routing, so that communication
between MU and shore continues as topology changes
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Chapter 3 Getting Started
This chapter explains the steps required to get the Isode Icon-Topo Configuration Server
up and running with basic operator access.

3.1

M-Vault DSA
You need to create an M-Vault DSA to hold the Icon-Topo database. This DSA is also
used for authenticating users of the Web UI. This DSA needs a user which will be used by
the Icon-Topo processes to access the data.
Decide where in the DIT the Icon-Topo database should reside. This is set by the directory
name of the root entry. This is set in the config file as <root> In the example below.

3.2

Topo Configuration Overview
The main Icon-Topo is in $(ETCDIR)/topo/topoboot.xml. Using a text editor create
the file: for example:

<topoboot>
<db-dsa>
<ldaphost>ldap://localhost:19389/</ldaphost>
<root>topoDBName=Topo DB,o=Isode,o=messaging</root>
<sasluser>topo.admin@hardie.isode.net</sasluser>
<password>secret</password>
<saslmech>SCRAM-SHA-1</saslmech>
</db-dsa>
</topoboot>

ldaphost
contains the value of the LDAP URL for the server.
root
is the DN of the root entry.
sasluser
is the SASL ID of the chosen user. Alternatively, userdn can be set to the DN of the
user, in which case an LDAP simple bind is performed rather than a SASL bind.
Note: This user needs to be a suitably privileged user/role with write access
to the icon-topo portion of the DIT.
password
is the user’s password. This can be protected using servpass. See Section 4.4,
“Configuration of Passwords” for a further explanation and example of servpass
configuration and usage.
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Topo Configuration Root
The database information is held in an area of the Directory Information Tree (DIT). The
root entry for this area needs to be created. If the database area is to have its own access
control, the root entry will need to be created manually by a suitably privileged user. The
database access user should not have privileges to do this.
If this is not the case, then the root entry can be created using a suitable Directory
Administration tool such as Isode's Sodium GUI tool.
Note: that if a new root naming context is created for Icon-Topo, it should be
created as an administrative area.
Alternatively the root entry can be created using the following command in a shell:
$(BINDIR)/toposendop -e $(SHAREDIR)/topo/root-create.json

3.4

Adding The Topo Schema
The Icon-Topo database holds information about the Icon-Topo database schema in the
DIT. This needs to be loaded using this command prior to running the Icon-Topo servers:
$(BINDIR)/toposendop -e $(SHAREDIR)/topo/schema-update.json

This command is also used to update the schema.

3.5

Create Topo run time user
On linux it is important to create a run time user icontopo under which the the Icon-Topo
services run. Failure to do this means the Icon-Topo service will fail to start, or that they
run with unnecessary root privileges.
The user can be created with the following command:
useradd icontopo
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Create and Start Service

3.6.1

Windows
The Icon-Topo Services are created when the Icon-Topo packages are installed.
To Start, Stop or Modify the Icon-Topo Services, you can use the Windows Service
Manager. Alternatively the M-Switch package can be installed and the Isode Service
Manager used to start the topo.web Service.
The two Windows Services are:
• Icon-Topo Configuration Service
• Icon-Topo Update Service

3.6.2
3.6.2.1

Linux
Configuration Server
Run this command to start the configuration server:
$(SBINDIR)/icon-topo-config-systemd.sh start

Run this command to ensure the configuration server when the system starts:
$(SBINDIR)/icon-topo-config-systemd.sh enable

3.6.2.2

Update Server
Run this command to start the configuration server:
$(SBINDIR)/icon-topo-update-systemd.sh start

Run this command to ensure the configuration server when the system starts:
$(SBINDIR)/icon-topo-update-systemd.sh enable

3.6.2.3

Using systemd
Once the above commands have run, they appear as systemd services:
systemctl list-unit-files --type=service |grep topo
icon-topo-config.service
enabled disabled
icon-topo-update.service
enabled disabled

The services can then be started using the systemctl command
systemctl status icon-topo-config.
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systemctl status icon-topo-update.

3.7

Web Access to the Configuration Server
You should now be able to use a browser to access the database, using:
http://<hostname>:17000

If this has not happened, check the Icon-Topo event log in $(LOGDIR) for any errors which
might give an indication of the problem.
Note: By default, any user with a valid SASL authentication can now run the
Icon-Topo configuration UI.
The following shows the basic login screen.
Figure 3.1. Icon-Topo Basic Login Screen

The following shows the initial screen after login.
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Figure 3.2. Icon-Topo Initial Screen

The following shows the map view.
Figure 3.3. Icon-Topo Map View
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Chapter 4 Configuration Server
This chapter describes the Isode Icon-Topo Configuration Server describing the Web based
User Interface features, and lists the configuration options available.

4.1

Icon-Topo Configuration Server
Icon-Topo has management and operator interfaces allowing the product to be deployed
and managed. This chapter describes how these can be used. These interfaces use a standard
web browser to access the configuration server. The Configuration Server itself is configured
using the topoboot.xml configurations file which was introduced in Chapter 3, Getting
Started.
The complete set of Configuration Server and General configuration options available are
listed here. See Chapter 5, Update Server for the configuration options available for the
Update Server.

4.2

Using the Configuration Service
The Icon Topo Configuration Server's Web UI allows the viewing and managing the
Icon-Topo entities.
The UI is accessed using a standard web browser, and has several views which may appear
slightly differently depending on the user's authorization level (see below)
There is also a Left Hand Navigation panel with more links. These will take the user to:
• FAREPs – View all FAREPs. Admins can Add New or modify existing FAREPs from
this page.
• HFAPs – View all HFAPs which have been added to the configuration server.
Administrators can also add new HFAPs or modify existing HFAPs from this page.
• HF Networks - View all the HF Networks which have been added to the configuration
server. Administrators can also add new or modify existing HF Networks from this page.
• Mobile Units – View all Mobile Units which have been added to the configuration server.
Administrators can also add new MUs or modify existing MUs from this page.
• Scheduled Updates - View all the scheduled updates that are configured.
• Map – View and interact with all MUs, HFAPs and Scheduled Updates. MUs and HFAPs
must have been configured with a position (see Section 4.2.2.3, “HFAP Position: ”) to
become visible on the map screen.
Views are available to both Operator and Administrator roles (see Section 4.5, “Access
Control”). A "Read Only" role is also available. The user's role may affect the way that
information is shown, or the ability of the user to make modifications: see the descriptions
of the individual views below.

4.2.1

FAREPs (Fixed Application Routing Entry Points)
All FAREPs which have been added to the Configuration Server will be listed here.
Configuration Server
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If the logged in user is an Administrator, then there will also be a button labelled “Add
FAREP” which allows adding more FAREPs to the Configuration Server.
All users will also be able to see more information by clicking on the name of the FAREP
in the table.
An Administrator will also be able to modify a FAREP’s details by clicking on the name
and editing the details form. (see Section 4.2.1.2, “FAREP Details Form:”)
The following screenshot shows the FAREP listing screen.
Figure 4.1. This screen shows all the configured FAREPs

4.2.1.1

Adding FAREPs
To add the FAREP, complete all relevant fields. All Mandatory Protocols are preselected
by default.
The following screenshot shows how to add a FAREP.
Figure 4.2. Administrators use this form to add a FAREP
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Name
The name of this FAREP
Hostname
The hostname of this FAREP.
Email Domain
Enter the SMTP domain for this FAREP
MMHS Domain
Enter the SMTP domain for this FAREP when using formal messaging
X.400 O/R Address Prefix
Enter the X.400 O/R Address Prefix which is to be routed to this FAREP when using
STANAG 4406.
Protocols
Two read only checkboxes which list the mandatory protocols for the FAREP.
Once all required fields have been populated, the green “Submit” button will become active.
Click this button to save the FAREP. Details may be edited later by the Administrator by
clicking on the newly created FAREP which will appear in the FAREPs list page.
Note: In order to add a Mobile Unit, there must be at least 1 HFAP and 1 FAREP
to select from the list, and so both the Add HFAP and Add FAREP forms must
be completed before adding any Mobile Units.

4.2.1.2

FAREP Details Form:
The following screenshot shows how to view and edit FAREPs.
Figure 4.3. Administrators use this form to view and edit FAREPs

Edit FAREPs by clicking on the name in the FAREPs list page. The form itself is identical
to the “Add FAREP” page, except that there will already be configuration populated in the
fields. Edit by changing these fields as required and clicking “Submit”.
Once all the required fields are completed, the green “Submit” button is enabled. Click on
this button to save the FAREP.
Administrators may also delete this FAREP by clicking the “Delete” button or “Cancel”
current changes.
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HFAPs (High Frequency Access Points)
All HFAPs which have been added to the Configuration Server will be listed here.
If the logged in user is an Administrator, then there will also be a button labelled “Add
HFAP” which allows adding more HFAPs to the Configuration Server.
All users will also be able to see more information by clicking on the name of the HFAP
in the table. An Administrator will also be able to modify HFAPs’ details by clicking on
the name and editing the details form. (see Section 4.2.2.2, “HFAP Details”)
The following screenshot shows how to view HFAPs.
Figure 4.4. Administrators use this form to view HFAPs

If no HFAPs appear on this page, then an Administrator must create them, using the “Add
HFAP” button, and completing the form. (See Figure 4.5, “Administrators use this form
to add HFAPs”).

4.2.2.1

Add HFAP form:
Note: For HF Networks to appear in the Current HF Networks field, they must
be added to the Configuration Server before this HFAP. (See Figure 4.10, “Use
this form to add an HF Network”).
To add the HFAP, complete all relevant fields. As with adding MUs, the STANAG5066
address must be unique to this entity, and all Mandatory Protocols are preselected by default.
The following screenshot shows how to add HFAPs.
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Figure 4.5. Administrators use this form to add HFAPs

Name
The name of this HFAP
STANAG5066 Address
The address to use for the 5066 Server. The STANAG5066 address must be unique
to this entity,
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Primary HF Network
The primary HF Network to which this HFAP is connected.
Hostname
The hostname of this HFAP.
Email Domain
Enter the SMTP domain for this HFAP
X.400 O/R Address Prefix
Enter the X.400 O/R Address Prefix which is to be routed to this HFAP when using
STANAG 4406.
Protocols
Four read only checkboxes which list the mandatory protocols for the HFAP.
Protocols
Two checkboxes which allow optional protocols (CFTP and ACP127) to be set for
the HFAP.
Once all required fields have been populated, the green “Submit” button is enabled. Click
this button to save the HFAP. Details may be edited later by the Administrator by clicking
on the newly created HFAP which will appear in the HFAPs list page.

4.2.2.2

HFAP Details
Edit HFAPs by clicking on the name in the HFAPs list page. The form itself is identical
to the “Add HFAP” page, except that there will already be configuration populated in the
fields. Edit by changing these fields as required and clicking “Submit”.

4.2.2.2.1

Tab Navigation
Beneath the title, which displays the HFAP’s name and short description of the current
page, the user is presented with 2 tabs which can be used to navigate between the HFAP’s
configuration Details and Position:
• View Details – All the current HFAP’s configuration can be accessed and modified here
(Administrators only).
• Position – The HFAP’s Position (Longitude and Latitude) can be modified here.
(Administrators only). See Section 4.2.2.3, “HFAP Position: ”
The following screenshots show how to edit HFAPs (split into two for convenience).
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Figure 4.6. Administrators use this form to edit HFAPs
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Figure 4.7. Administrators use this form to edit HFAPs

Note: If the name of the HFAP is incorrect, then the HFAP must be deleted and
added again with the correct name.

4.2.2.3

HFAP Position:
The Position tab allows users to view the current HFAP location in Latitude and Longitude.
The format: Degrees and Decimal Minutes in the same way as the positions of Mobile
Units. An administrator may add or edit the location using this form.
The following screenshot shows how to edit the position of an HFAP.
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Figure 4.8. Administrators use this form to edit the HFAP's position

Once an HFAP has a position entered, then it should appear in the Map screen.

4.2.3

HF Networks
All HF Networks which have been added to the Configuration Server will be listed here.
If the logged in user is an Administrator, then there will also be a button labelled “Add HF
Network” which allows adding more HF Networks to the Configuration Server.
All users will also be able to see more information by clicking on the name of the HF
Network in the table. An Administrator will also be able to modify an HF Network’s details
by clicking on the name and editing the details form. (see Section 4.2.3.2, “HF Network
Details”)
The following screenshot shows how to view HF Networks.
Figure 4.9. Viewing of configured HF Networks
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Add HF Network
To add an HF Network, complete all relevant fields. Note that only HFAPs which have
been added to the Configuration Server already will be selectable in the “Owning HFAP”
field.
For creation only the “Name” field is required, so an Administrator could press Submit to
create the HF Network once the Name field is complete. (“Description” and “Owning
HFAP” can be completed later if required).
The following screenshot shows how to add an HF Network.
Figure 4.10. Use this form to add an HF Network

4.2.3.2

HF Network Details
Edit HF Networks by clicking on the name in the HF Networks list page. Edit by changing
these fields as required and clicking “Submit”. (Administrator only).
The following screenshot shows how to edit HF Networks.
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Figure 4.11. Administrators use this form to edit HF Networks

4.2.4

Mobile Units
All Mobile Units which have been added to the Configuration Server will be listed here.
If the logged in user is an Administrator, then there will also be a button labelled “Add
MU” which allows adding more MUs to the Configuration Server.
The following screenshot shows the list of Mobile Units.
Figure 4.12. Mobile Units list page when viewed by an administrator.

All users will also be able to see more information by clicking on the name of the Mobile
Unit in the table. An Administrator will also be able to modify Mobile Units’ details by
clicking on the name and editing the details form. (see Section 4.2.4.3, “Mobile Unit Details
”
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Add Mobile Unit
Note: HFAPs and FAREPs must have already been added to the Configuration
Server in order to be selectable when completing this form.
The following screenshots show how to add Mobile Units (split into 2 for convenience).
Figure 4.13. Administrators use this form to add Mobile Units (top half)
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Figure 4.14. Administrators use this form to add Mobile Units (bottom half)

To add the Mobile Unit, complete all relevant fields. The STANAG5066 address must be
unique to this entity, and the “Mobile Unit is Running Icon topo” option is selected by
default which means that four mandatory Protocols are preselected.
Primary HFAP the Mobile Unit is connected to, its associated FAREPs, host domain name
and messaging protocols. An Administrator is allowed to reconfigure these values. For a
more detailed explanation of each of these parameters, see the text description located
under the label for each field. All users can read these parameters, but only Administrators
may change them.
Name
The name of this Mobile Unit
Is at Base/SATCOM
Check the box if the Mobile Unit is at base or has other access to fast (non HF)
networking
Description
A textual description of this Mobile Unit.
STANAG5066 Address
The address to use for the 5066 Server. The STANAG5066 address must be unique
to this entity,
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Icon-Topo Administration Guide

24

FAREP
The name of the FAREP to which this MU is connected.
Primary HFAP
Select the FAREP from the configured list to and from which this Mobile Unit sends
and receives messages
Primary HF Network
The primary HF Network to which this MU is connected. Is overridden if the At
Base/Satcom checkbox is ticked.
Associated HFAPs
Each configured HFAP can be set as associated to this Mobile Unit
Email Domain
Enter the SMTP domain for this Mobile Unit
MMHS Domain
Enter the SMTP domain for this Mobile Unit when using formal messaging
X.400 O/R Address Prefix
Enter the X.400 O/R Address Prefix which is to be routed to this Mobile Unit when
using STANAG 4406.
Base Address
Enter the IP address of the system running Icon-Topo on the Mobile Unit.
Mobile Unit is Running Topo
Checkbox to be ticked if Icon-Topo is running on this Mobile Unit. This option is
selected as true by default which means that four mandatory Protocols are preselected
Protocols
Two checkboxes which allow optional protocols (CFTP and ACP127) to be set for
the Mobile Unit.
Complete the form as required and click “Submit” to add the Mobile Unit.

4.2.4.2

Mobile Unit Schedule Update
Clicking on a Mobile Unit (either by name, or from the map screen) takes the user to a
more detailed view of a particular Mobile Unit and its configuration – opening with the
Mobile Unit’s Scheduled Updates Tab as in Figure 4.15, “Administrators use this form to
Schedule Updates to Mobile Units ”.

4.2.4.2.1

Tab Navigation
Beneath the title, which displays the Mobile Unit’s name and a short description of the
current page, the user should be presented with three tabs which can be used to navigate
between the Mobile Units:
• Scheduled Updates – This is the main area for scheduling updates. Note only those with
Operator or Administrator access will be presented with the Scheduled Updates form
• Details – All the current Mobile Unit’s configuration can be accessed and modified here
(Administrators only). See Section 4.2.4.3, “Mobile Unit Details ”.
• Position – A Mobile Unit’s Course, Heading, and Position (Longitude and Latitude) can
be modified here. (Administrators only). See Section 4.2.4.4, “Mobile Unit Position”.
The following screenshot shows how to schedule updates to Mobile Units.
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Figure 4.15. Administrators use this form to Schedule Updates to Mobile
Units

4.2.4.2.2

Schedule an update to Primary HFAP
To use the Schedule Update form, the user simply needs to select the Primary HFAP which
the Mobile Unit should switch to, the Primary HF Network which should be used at the
time of the switch (if different), as well as a date and time for the update.
When the Operator is happy with the selections, then click Submit. Cancel should restore
the default selections in case of any error.
A Green success notification should appear at the bottom of the screen if the update was
scheduled successfully. A red error notification appears if there was a problem. Note that
the Date/Time for Update must be sufficiently ahead of the present time or you’ll see a
“Freeze time” error indicating that the time required to configure the change is not far
enough in the future to guarantee the change can be propagated amongst all the entities in
time. If this occurs, simply select a new time and try again.

4.2.4.3

Mobile Unit Details
The Mobile Unit Details screen comprises all the necessary configuration required for a
Mobile Unit. This includes the Primary HFAP the Mobile Unit is connected to, its associated
FAREPs, host domain name and messaging protocols. An Administrator is allowed to
reconfigure these values. For a more detailed explanation of each of these parameters, see
the text description located under the label for each field. All users can read these parameters,
but only Administrators may change them.
The following screenshot shows how to configure the parameters of Mobile Units.
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Figure 4.16. Administrators use this form to configure Mobile Units'
parameters

To make changes to any of these parameters in the Mobile Units’ Details page (as an
Administrator) simply update any of the form’s fields and click submit.
Administrators may also delete the Mobile Unit from this page. A confirmation dialogue
will appear first to make sure they are happy to proceed with the deletion.
Cancel simply clears any modifications made to the Mobile Unit since it was last submitted.
This form is identical to the Add MUs page, except that when adding a new MU, all these
fields will need to be filled in by the Administrator.

4.2.4.4

Mobile Unit Position
The last tab of the Mobile Units’ Tab Navigation will take the user to a page showing the
Mobile Unit’s last reported position, course and heading. An Administrator may also use
this page to update any of these fields.
The following screenshot shows how to update the position of Mobile Units.
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Figure 4.17. Administrators use this form to update the position of Mobile
Units

Course
The Mobile Unit's heading in degrees
Speed
The Mobile Unit’s speed in knots
Latitude and Longitude
Displayed and edited in degrees and decimal minutes.
Submit reports any updates. Cancel clears them to the previous state. If any errors in the
fields are present then an error message appears explaining what the problem is, and the
Submit button will be disabled.
The Submit button is enabled automatically if any valid changes to the form have been
made, and all required fields have been filled.

4.2.5

Scheduled Updates Page
The main purpose of Icon Topo is to view and schedule updates to Mobile Unit’s Primary
HFAP or Network, so when you login to Icon Topo, by default, a list of all upcoming
scheduled updates (if any) will appear.
From this page the user can click on the Mobile Unit name in the table to view for more
details or make changes to its scheduled updates.
The following screenshot shows the initial screen of the Configuration Service.
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Figure 4.18. Configuration Service Initial Screen

4.2.6

Icon Topo Map
The Map View is accessible from the “Map” option in the Left hand navigation panel.
It can be useful to view all configured Mobile Units and their linked primary HFAPs via
this screen, and also allows Operators and Administrators to Schedule Updates.
Administrators may also move Mobile Units.
The following screenshot shows the initial Map View.
Figure 4.19. This shows the Initial Map View
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Navigating the map:
The map view consists of a diagram of the globe. This can be moved around by clicking
and dragging any part of the map. The mouse scroll wheel can also be used to zoom in and
out of the map. Changes to the view of the globe will be saved if the user navigates away
from the page, or even closes the application.
In the bottom left of the map view there is an info panel as shown in Figure 4.20, “Map
Info Panel”. This shows details of any entity currently under the mouse pointer. It also has
sliders allowing users to modify the HFAP Radius, and the current time. Sliding the current
time slider to the right will adjust the currently viewed time. So Mobile Units will appear
to move according to their last reported speed and heading.
The following screenshot shows the Map Info Panel.
Figure 4.20. Map Info Panel

Map Key:
Visible entities are represented by various coloured dots and circles. This key explains
what these entities are.
The small blue circle represents the location of an HFAP. Any HFAP added to the
Configuration Server and which has a Position added by an administrator will be visible
on the map. Its area of coverage is represented by the transparent white circle surrounding
the blue circle.
The green circle represents the estimated current location of a Mobile Unit. Any Mobile
Unit added to the configuration server which has a position, course and speed added by an
administrator will be visible on the map. Mobile Units may also appear as white circles if
it is currently outside the coverage area of an HFAP.
The smaller black dot represents the last reported position of a Mobile unit. With the black
dotted line coming away from the black dot representing the last reported direction of the
Mobile Unit.

4.2.6.3

Using the Map View
The following screenshot shows the Mobile Unit and HFAP positions.
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Figure 4.21. Mobile Unit and HFAP positions

When hovering the large green or white dot of a Mobile Unit, the map will display animated
blue circles locating its current Primary HFAP.
The following screenshot shows the HFAP and MU connection.
Figure 4.22. HFAP connected to MU

Also note that when using the Time Offset slider in the bottom left of the Map display, the
estimated current position of the Mobile Unit should move according to its last reported
Speed and Heading.
Using the Map View to Move Mobile Unit (Administrator only)
An administrator may use the map to update a Mobile Unit’s last known position, speed
or heading.
To do this, ensure that the Offset Time Slider is set to show the current time (ie the slider
position is fully dragged to the left). Then click and drag on the Mobile Unit. A pin should
appear representing where the Mobile Unit wants to be moved to. Let go of the mouse on
the desired location on the map. A “Relocate Mobile Unit” dialogue box will then appear:
The following screenshot shows how to relocate the MU from the Map.
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Figure 4.23. Relocate Mobile Unit dialogue box

In the box make any adjustments required for Speed, Course Longitude or Latitude then
click Save. Another button allowing the user to go straight to the Mobile Unit’s Details
page is also available if any other configuration changes are needed.
Once saved the Mobile Unit should reappear at the desired location with its new heading.

4.2.6.4

Using the Map View to Schedule Updates (Operators or
Administrators only)
An Operator or Administrator may use the map to aid in scheduling updates to Mobile
Units' primary HFAP or HF Network.
1. Find the Mobile Unit on the map.
2. Use the Offset Time slider in the bottom right to forward time and notice and use the
map to see when the Mobile Unit arrives inside the radius of the HFAP it needs to switch
to.
3. Click on the Mobile Unit and the Mobile Unit’s scheduled updates form will appear.
4. Check that the new Primary HFAP and the time of the scheduled update are correct,
make any amendments as necessary, and then click submit.
5. The update will be scheduled for the time set. Note that you may only schedule updates
for up to 48 hours in the future from the map screen – but this time can be extended to
any point in the future from the form itself.

4.3

Server Configuration
The main Icon-Topo configuration file is in $(ETCDIR)/topo/topoboot.xml. A minimal
example was provided earlier in this chapter. This section describes the full set of
configuration options available.
The topoboot.xml file contains the configuration for the Icon-Topo processes running
on the system i.e. Configuration Server and Update Server.
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General options and Configuration options for the Configuration Server follow in this
chapter. Configuration options for the Update server are in Section 5.1, “Update Server
Overview”.
topoboot.xml is an XML file with the outermost element being <topoboot>. There are

some elements within this, and also subsections with their own elements. These are
expressed here as paths.
A more complete example Icon-Topo configuration file is provided below.

4.3.1

Example Topo Configuration File
The following is a more complete example topoboot.xml which configures both the
Configuration Server and the Update Server

<topoboot>
<servpass:info service="isode.topo"/>
<db-dsa>
<ldaphost>ldap://localhost:19389/</ldaphost>
<root>topoDBName=Topo DB,o=topo</root>
<sasluser>topo-administrator@example.com</sasluser>
<password servpass:encrypt="true">secret</password>
<saslmech>SCRAM-SHA-1</saslmech>
</db-dsa>
<web>
<rebaser/>
</web>
<update>
<switch>
<mtadname>cn=HFAP/Stornoway,cn=farep,o=messaging</mtadname>
<ldaphost>ldap://localhost:19389/</ldaphost>
<userdn>cn=pp@macmini.local,cn=Users,o=messaging</userdn>
<password servpass:encrypt="true">secret</password>
</switch>
</update>
</topoboot>

Note that although the password fields are flagged for encryption, they are not encrypted
in this case. On the system where the servpass server isode.topo is set up, the boot file can
have its passwords encrypted as described in Section 4.4, “Configuration of Passwords”

4.3.2

General Configuration
This section describes General Configuration options.
Servpass
/topoboot/servpass:info
Servpass is a mechanism for giving protection to passwords in configuration files.
This identifies the servpass information to use.
General
/topoboot/ident
The string used to identify this Icon-Topo instance.
/topoboot/dn-schema-file
The name of the file holding the schema information for the database, if this is not the
standard file.
Database
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/topoboot/dsa-db/ldaphost
The LDAP URL for the DSA
/topoboot/dsa-db/root
The DN of the root entry for the database.
/topoboot/dsa-db/userdn
The DN of the user used for access to the DSA. Ignored if sasluser is specified.
/topoboot/dsa-db/sasluser
The SASL ID to use for access to the DSA. (Overrides /topoboot/dsa-db/root).
/topoboot/dsa-db/saslmech
The SASL mechanism to use. This must match a mechanism supported by the DSA.
If not specified, the LDAP client will select a mechanism from those the DSA supports.
/topoboot/dsa-db/password
The password to use for access. This can be qualified with the attribute value
servpass:encrypt="true".

4.3.3

Configuration Server Configuration
This section describes all the configuration options available for the Configuration Server.
For Update Server configuration options, see Section 5.1, “Update Server Overview”.
Configuration Server
/topoboot/web/port
Overrides the default port number for the server.
/topoboot/web/source-dir
Overrides the default location of the client files.
/topoboot/web/poll-interval
Overrides the default interval (10s) for checking for updates to the database from other
servers.
/topoboot/web/rebaser
If present enables the configuration server to do ‘rebasing’ of the data.

4.4

Configuration of Passwords
The Icon-Topo configuration file holds passwords used to authenticate to other Isode servers
such as M-Vault. To avoid holding such passwords in the clear, the Isode servpass
mechanism is used.
It is currently necessary to use command line tools when setting up the topoboot.xml
file with encrypted passwords. The steps to follow are described below.
• Create the Service Key for the isode.topo service. You will need to perform this
operation as root on Unix platforms.

[root@hardie /]# spassmgt set isode.topo root
Passphrase: 1234567890abcABC
Re-enter: 1234567890abcABC
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The final parameter in the command line above specifies the userid under which the
isode.topo daemons will run on Unix. Choose a memorable passphrase, which must
include a mixture of upper- and lower-case letters and digits.
• You then need to obtain a verifier for the service:

[root@hardie /]# spassmgt get isode.topo
AlsuJCfnoNUo

• Edit this verifier into your topoboot.xml file (the example file shown above already
contains this):

<servpass:info service="isode.topo" verifier="AlsuJCfnoNUo"/>

• Configure the SOM password(s) in the topoboot.xml file in the clear:

<password servpass:encrypt="true">secret</password>

• Then encrypt the passwords held in topoboot.xml as follows:
spasscrypt -e -x topoboot.xml

4.5

Access Control
Different users can be given different access rights. There are four levels:
• Read only: no updates are permitted
• Operator: can update some attributes
• Administrator: can update all attributes and can create and delete entities
• Superuser: can update overall database attributes Access control is set by having the DN
of the users as one of the values of an attribute in the root entry. There are four such
attributes, corresponding to the four access levels. If all of these attributes are absent,
then no access control is imposed.
Currently, access control is set by having the DN of the users as one of the values of an
attribute in the root entry. There are four such attributes, corresponding to the four access
levels. If all of these attributes are absent, then no access control is imposed.
To be able to test this, you need to create several users. Currently the simplest way of
managing the access control is to use Sodium.
• Bind to the DSA as the DB user, to ensure that you have modify access to the root entry.
• Find the entry for a given user, and ‘copy’ the DN value using right-click on the selected
entry.
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• Find the root entry for the DB.
• Paste the DN value into the appropriate attribute. The Template view has these. Operators
are inserted in the topoUpdateUser attribute. The other attributes are appropriately named.
The following screenshot shows Sodium selecting a User to be given suitable ACI.
Figure 4.24. Sodium Selecting Icon-Topo Users

The following screenshot shows Sodium adding the User selected in the previous screenshot
above, to the attribute topoAdminUser in order to be given suitable ACI.
Figure 4.25. Assign Admin Rights to Icon-Topo User

cn=Ian R,cn=Users,o=messaging (PA dev test)
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Chapter 5 Update Server
This chapter describes the Isode Icon-Topo Update Server listing the configuration options
available. A worked example of a simple configuration is provided.

5.1

Update Server Overview
The Icon-Topo Update Server is responsible for taking scheduled updates from the
Icon-Topo database and updating the appropriate Isode server configuration. Currently
only M-Switch can be updated.
The configuration options below include options specifying the M-Switch applications
which are to be updated. The M-Switch application needs to have been created and started.
See the M-Switch Administration Guide for a description of how to create M-Switch
configurations.

5.1.1

M-Switch Configuration
In order to allow updates from Icon-Topo M-Switch should be configured with two ACP
142 channels per HF Net (5066 server).

5.1.2

Messaging Routing
The messaging services have a general routing architecture. The basic model is that every
FAREP can route messages to any MU. MUs and HFAPs perform limited routing, and
make use of FAREPs to provide general MU to MU routing. See Figure 1.1,
“MU/HFAP/FAREP Architecture” for the Messaging architecture.

5.1.2.1

Connections
Routing is dependent on connections that are configured. The following connections are
configured:
• Every FAREP is connected to every HFAP. This enables traffic for any MU to be sent
directly to the correct current HFAP.
• Every MU is associated with a FAREP.
• Every MU is reached via an HFAP.
• But, the HFAPs are not associated with a single FAREP.
• Where an HF network allows MU to MU communication, these connections are
configured.
The complete interconnectedness of the FAREPs and HFAPs is needed for MU to MU
communication via the shore. When the MU can be reached, e.g. via SATCOM, it is reached
via its FAREP.
Not shown in Figure 1.1, “MU/HFAP/FAREP Architecture” is one of the HFAPs receiving
traffic for MUs from two FAREPs.

5.1.2.2

Messaging Routing Architecture
Routing for each of the types of node is as follows:
• HFAP:
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• Each connected MU is routed over the appropriate HF Network,
• All other traffic is routed to the default FAREP for the HFAP.
• MU
• For each HF Network where MU to MU communication allowed, traffic is routed
directly to each MU.
• All other traffic is routed to the primary HFAP.
• FAREP
• Each MU is routed to the primary HFAP for the MU.
• Each HFAP is routed directly to and from FAREPs and MUs.
• All other traffic falls back to default routing.

5.2
5.2.1

Create and Start Service
Windows
The Icon-Topo Services are created when the Icon-Topo packages are installed.
To Start, Stop or Modify the Icon-Topo Services, you can use the Windows Service
Manager. Alternatively the M-Switch package can be installed and the Isode Service
Manager used to start the topo.web Service.

5.2.2

Linux
Run this command to start the configuration server:
$(SBINDIR)/icon-topo-update-systemd.sh start

Run this command to start the configuration server when the system starts:
$(SBINDIR)/icon-topo-update-systemd.sh enable

5.3

Configuring the Update Server
Configuration of a deployment of Isode servers by Icon-Topo is held in 3 places:
topoboot.xml
The main Icon-Topo config file as introduced in Section 3.2, “Topo Configuration
Overview”. The Update Server configuration options are described in Section 5.3.5,
“Update Server Configuration Options - topoboot.xml”.
Application Configuration
In this version of Icon-Topo is able to update M-Switch configurations held in M-Vault
to reflect changes in the location of Mobile Units. In the future, other Isode
applications will be able to be updated.
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Icon-Topo Configuration
The Icon-Topo Configuration Server is updated using the Browser User Interface as
described in Section 4.2, “Using the Configuration Service”. This is held in M-Vault,
which can be the same as that holding the Application Configuration or a separate
DSA.

5.3.1

Configuration Consistency
Note: Is is important that the following aspects of configuration are followed
carefully or the Update Server will not be able to operate.
There are a number of places in which configuration values MUST be correlated in order
to allow the Icon-Topo Update server to function correctly.
These are as follows:
• Each HF Network in Topo, must correlate to a 5066 Server in MConsole. The HF
Network Name, as in the figure below, must be the same as exactly one 5066 Server in
MConsole.
Figure 5.1. HF Network Name in Messaging Configuration

• Each 5066 server in MConsole must have a unique tuple of hostname and port.
• In mtaboot.xml the /topoboot/update/s5066/hfnet/<name> must also match the The
HF Network Name and exactly one 5066 Server in MConsole.
These appear as follows in mtaboot.xml i.e. the "NorthernEurope" string in the
hfnet element.

<s5066>
<server>
<name>NorthernEurope</name>
<!-- NB these values must nmatch the 5066 Server
in the M-Switch config -->
<hfnet>NorthernEurope</hfnet>
<hostname>hardie2.isode.net</hostname>
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<port>5067</port>
</server>

• Each 5066 server in MConsole must have a unique tuple of hostname and port.
• In mtaboot.xml the /topoboot/update/name; element value must also match the HFAP
name in the Icon-Topo configuration. i.e. the "hardie.isode.net" string in the name
element.

<update>
<type>hfap</type>
<name>hardie.isode.net</name>

• In mtaboot.xml configuration details allowing access to the messaging configuration
held in M-Vault are held. These must match those held in the Bind Profile used by
MCnsole.

<mtadname>cn=hardie.isode.net,cn=Messaging Configuration,
o=Isode,o=messaging</mtadname>
<ldaphost>ldap://localhost:39389/</ldaphost>
<userdn>cn=Topo Admin,cn=Users,o=messaging
</userdn>

• In mtaboot.xml, connection details to the M-Switch qmgr are configured. These must
match the values configured in mconsole.

<qmgrhost>hardie.isode.net</qmgrhost>
<qmgruser>topo.admin@hardie.isode.net</qmgruser>
<qmgrpassword>secret</password>
<qmgrmech>SCRAM-SHA-1</qmgrmech>

5.3.2

Update Server Configuration Setup Steps
This section describes the steps required to setup a functioning Icon-Topo configuration
which updates a single M-Switch. This is done by walking through an example configuration
to illustrate how the various Icon-Topo parameters are configured
Relationships between the 3 repositories of configuration information are also described.
This minimal example comprises
• 1 FAREP (hampton)
• 1 HFAP (hardie.isode.net)
• 2 HF Networks (Northern Europe, Southeast England)
• 1 MU (sanders.isode.net)
This minimal example configures a single server (hardie.isode.net) running
• M-Switch, M-Vault, Harrier, Cobalt
• Topo configuration server
• Topo update server
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Create Messaging Configuration
Use MConsole to create M-Switch/M-Vault as described in M-Switch Administrator's
Guide.
Use the following values:
• Type: Multiprotocol
• Category: Military
• smtp mail domain: hardie.isode.net
• X.400 O/R Address prefix: /O=hardie/A= /C=GB/
• Set the SCRAM-SHA-1 password option to true. NB this may cause problems for the
DSA when interworking with Microsoft Active Directory. If you are using Active
Directory then you should avoid using SCRAM-SHA-1"

5.3.3.1

Create 5066 Servers
After configuration view appears create 2 5066 servers, 1 for each HF Network
• Southeast England, running on hardie.isode.net
• Northern Europe, running on hardie.isode.net (use a different port than for Southeast
England).
• Delete the original 5066 server

5.3.3.2

Create ACP142 Channels
Create 4 ACP142 channels, two for each 5066 Server (and two for each HF Network)
Note: It is important that the SAPs are set to the correct values
• Add Southeast England Channels
SMTP (MULE)
• Channel Name acp142-see-smtp
• In ACP142 Channel Tab ACP-142 ADV, set SAP to 6
X.400 (STANAG 4406)
• Channel Name acp142-see-x400
• In ACP142 Channel Tab ACP-142 ADV, set SAP to 7
• Add Northern Europe Channels
SMTP (MULE)
• Channel Name acp142-neu-smtp
• In ACP142 Channel Tab ACP-142 ADV, set SAP to 6
X.400 (STANAG 4406)
• Channel Name acp142-neu-x400
• In ACP142 Channel Tab ACP-142 ADV, set SAP to 7
• Delete the original ACP142 channel
• Ensure in the ACP142 Std tab that each ACP142 channel points to the correct 5066
server.
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Create OS Services
You need to configure each of the newly created ACP142 channels to run as an OS specific
service.

5.3.3.3.1

Windows Services
Run the Isode Service Configuration utility as described in the M-Switch Administration
Guide 31.2 "Starting an MTA on Windows"

5.3.3.3.2

Linux Services
See the M-Switch Administration Guide 31.1.4.3 Starting the ACP142 channel, and Section
31.1.3.3, “Starting ACP142”).

5.3.3.4

Start Services
Start Messaging services as follows:
pp start; mbox.sh start; pumice start

5.3.3.5

Messaging Configuration
The following screenshot shows the newly created configuration.
Figure 5.2. Newly Created Messaging Configuration

5.3.3.6

Setup SASL in M-Vault
If you added SCRAM-SHA-1 in Section 5.3.3, “Create Messaging Configuration” as
recommended, then this step is unnecessary.
Run the following to start MVC:
/opt/isode/bin/mvc

Double click on the DSA, edit SASL to add SCRAM-SHA-1 as an enabled mechanism.
NB in topoboot.xml you will need: <saslmech>SCRAM-SHA-1</saslmech>
Click ok.
Update Server

Icon-Topo Administration Guide

5.3.3.7

42

Enable EXTERNAL mechanism in M-Vault
The use of the EXTERNAL SASL mechanism to authenticate is often used by LDAP
clients. You may need to enable this. When setting up TLS (described below) you will see
a warning that the EXTERNAL SASL mechanism should be enabled. Adding EXTERNAL
can then be carried out as instructed.

5.3.3.8

Setup TLS in M-Vault
In order to use Cobalt you must enable TLS in the DSA.
Note: When configuring TLS, the following steps will result in SodiumCA issuing
a self signed certificate the use of which is only sensible in a test setup. For real
deployments it is important a certificate from an accredited Certificate Authority
is used.
Enable TLS. In mvc -> double click to edit/manage DSA, TLS -> Identities -> Create.
It is likely that selecting defaults will work in order to create a suitable certificate for use
of TLS. Click on Next until the Save/Copy option appears. Click on Save.
CSR is now in default place (/root/ on Linux)
Run the following to start sodium CA
/opt/isode/bin/sodiumca

You will need to Open/Create a CA.
Click on Certificate Requests - the CSR just generated by MVC should appear.
Issue Certificate. Select all defaults until Finish. The Certificate is written to /root/ as PEM.
Go back to mvc, select "The CA has provided a certificate." Click on yes repeatedly until
Finish
Do you want to install the root CA certificate as a trusted CA - yes
Click on Apply
TLS is now configured - no restart required.

5.3.3.9

Setup Cobalt
Run the following as root to start Cobalt
service cobalt start

Point a supported browser at Cobalt using this URL:
https://localhost:8001/config

You will then be presented with the Cobalt set up screen
The following screenshot shows the first Cobalt setup screen.
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Figure 5.3. Initial Cobalt Setup Screen

Enter the following values:
Master Directory Server Hostname
hostname of DSA that holds the users and roles.
Master Directory Server Port
port of DSA that holds the users and roles.
Cobalt Server DN
The bind DN to be used by the Cobalt Server when connecting to the master directory
server.
Cobalt Server's bind password
The password associated with the bind DN, which the Cobalt Server uses when
connecting to the master directory server.
The following screenshot shows the second Cobalt setup screen.
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Figure 5.4. Second Cobalt Setup Screen

Enter the following values:
Domain
The domain to use for the initial Cobalt Administrator.
Admin's Full Name
Name of the initial Cobalt Administrator.
Admin's mail ID
ID of the initial Cobalt Administrator to be used for logging into Cobalt.
Admin's password
The password of the Cobalt Administrator.
Domain Naming Context
Naming context to which the domain belongs.
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Now login as Cobalt Administrator created using Cobalt.
The following screenshot shows the Cobalt login screen.
Figure 5.5. Cobalt Login Screen

Once logged in as the Cobalt Administrator, select the role.
The following screenshot shows the Cobalt role selection screen.

Update Server

Icon-Topo Administration Guide

46

Figure 5.6. Second Cobalt Login Screen

5.3.3.12

Check M-Switch Routing
On the command line where M-Switch is running, the Cobalt Administrator should be
routable as an internet mailbox to which M-Switch can deliver
ckadr cobalt.admin@hardie.isode.net
cobalt.admin@hardie.isode.net -> (rfc822)
cobalt.admin@hardie.isode.net
cobalt.admin@hardie.isode.net -> (x400)
/RFC-822=cobalt.admin(a)hardie.isode.net/O=hardie/ADMD= /C=gb/
Delivered to hardie by lmtp (weight: 0)

5.3.4

Configuring and Starting Topo
The remainder of this chapter describes how to configure Icon-Topo. To do this you need
to have already setup an Icon-Topo Configuration as described in Section 3.2, “Topo
Configuration Overview” and Section 4.1, “Icon-Topo Configuration Server”. The following
section describes the values to use when doing this.
Login as the Icon-Topo Administrator.
After logging into Topo, the following main Topo screen appears. Continue with configuring
Topo.

Update Server

Icon-Topo Administration Guide

47

The following screenshot shows the Icon-Topo login screen.
Figure 5.7. Topo Initial Screen

You need to add, in order:
• FAREP. A detailed description of adding FAREPs is in Section 4.2.1.1, “Adding
FAREPs”
• HFAP. A detailed description of adding HFAPs is in Section 4.2.2.1, “Add HFAP form:”
• HF Network. A detailed description of adding HF Networks is in Section 4.2.3.1, “Add
HF Network”
• MU. A detailed description of adding Mobile Units is in Section 4.2.4.1, “Add Mobile
Unit”
You can add more than one of each entity. The following section describe the values needed
for the example configuration used in this chapter on Icon-Topo Update Configuration/
Note: If you create a new configuration you will need to delete an internal cache
of the superseded configuration information:
/var/isode/topo/localdata.dat or
c:\Isode\var\topo\localdata.dat on Windows if the default package
install location is used.

5.3.4.1

Adding a FAREP
Click on FAREP and then Add and enter the following values:
Name
Hampton
hostname
hampton.isode.net
email domain
hampton.isode.net
MMHS domain
mmhs.hampton.isode.net
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O/R Address Prefix
/O=Hampton/A= /C=GB/

5.3.4.2

Adding an HF Network
You need to add one HF Network per 5066 server in the MTA configuration. In this
example, there are two: NorthernEurope and SoutheastEngland
Click on HF Networks and then Add and enter the following values:

5.3.4.2.1

Adding Northern Europe
Name
NorthernEurope (NB this value must match the value in the topoboot.xml).
Owning HFAP
hardie.isode.net. You can add this later as the Owning HFAP has not yet been created.

5.3.4.2.2

Adding Southeast England
Name
SoutheastEngland
Owning HFAP
hardie.isode.net. You can add this later as the Owning HFAP has not yet been created.

5.3.4.3

Adding a HFAP
Click on HFAP and then Add and enter the following values:
Name
hardie.isode.net
STANAG5066 Address
10.1.1.1
Current HF networks
NorthernEurope and SoutheastEngland
Hostname
hardie.isode.net
Email Domain
hardie.isode.net
MMHS Domain
mmhs.hardie.isode.net
O/R Address Prefix
/O=Hardie/A= /C=GB/

5.3.4.4

Adding an MU
You need to add a Mobile Unit (MU).
Click on MUs and then Add and enter the following values:
Name
HMS Victory
Is At Base/SATCOM
Uncheck this.
FAREP
hampton.isode.net
Primary HFAP
hardie.isode.net
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Primary HF Network
NorthernEurope
Associated HFAP
hardie.isode.net
Email Domain
sanders.isode.net
MMHS Email Domain
mmhs.sanders.isode.net
O/R Address Prefix
/O=Sanders/A= /C=GB/
Base Address
sanders.isode.net

5.3.5

Update Server Configuration Options - topoboot.xml
This section describes the configuration options available in topoboot.xml which relate to
the Update Server. Many of these options tie into the M-Switch configuration options held
in M-Vault and managed by MConsole.

5.3.5.1

Update Server Configuration Options example topoboot.xml
An example configuration file is provided below, and is also provided in the installed pkgs
for reference

<topoboot>
<db-dsa>
<ldaphost>ldap://localhost:39389/</ldaphost>
<root>topoDBName=Topo DB,o=Isode,o=messaging</root>
<sasluser>topo.admin@hardie.isode.net</sasluser>
<password>secret</password>
<saslmech>SCRAM-SHA-1</saslmech>
</db-dsa>
<web>
<rebaser/>
</web>
<update>
<type>hfap</type>
<!-- NB this value must match the FAREP name
in the Topo configuration -->
<name>hardie.isode.net</name>
<switch>
<!-- NB this value must match the MTA DN in mconsole -->
<mtadname>cn=hardie.isode.net,cn=Messaging Configuration,
o=Isode,o=messaging</mtadname>
<ldaphost>ldap://localhost:39389/</ldaphost>
<userdn>cn=Topo Admin,cn=Users,o=messaging
</userdn>
<password>secret</password>
<qmgrhost>hardie.isode.net</qmgrhost>
<qmgruser>topo.admin@hardie.isode.net</qmgruser>
<password>secret</password>
<qmgrmech>SCRAM-SHA-1</qmgrmech>
</switch>
<s5066>
<server>
<name>NorthernEurope</name>
<!-- NB these values must nmatch the 5066 Server
in the M-Switch config -->
<hfnet>NorthernEurope</hfnet>
<hostname>hardie2.isode.net</hostname>
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<port>5067</port>
</server>
<server>
<name>SoutheastEngland</name>
<!-- NB these values must nmatch the 5066 Server
Update ServerIcon-Topo Administration Guide
in the M-Switch config -->
<hfnet>SoutheastEngland</hfnet>
<hostname>hardie.isode.net</hostname>
<port>5066</port>
</server>
</s5066>
</update>
</topoboot>

Once the configuration of the Update Server is complete, the server can be started as
follows:
$(SBINDIR)/icon-topo-update-systemd.sh enable

The Icon-Topo update server will now update the M-Switch configuration of the entities
for which it is responsible. It will modify the entries in the DIT adding Peer Connections,
External MTAs, and Nexus as necessary. The updated M-Switch configuration will now
be visible in MConsole:
The following screenshot shows the newly updated configuration of the channels which
you can compare with the appearance of the configuration prior to being updated by
Icon-Topo Update server in Figure 5.2, “Newly Created Messaging Configuration”.
Figure 5.8. Messaging Config After Update (Channels)

The following screenshot shows the newly updated configuration of the External MTAs
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Figure 5.9. Messaging Config After Update (External MTAs)

The following screenshot shows the newly updated configuration of the Nexus
Figure 5.10. Messaging Config After Update (Nexus)

5.3.6

Update Server Configuration Options topoboot.xml
Details
This section describes all the options available in topoboot.xml which configures the Update
Server.
In the descriptions below, the notation a/b/c is used to describe the path used in the XML
file, for example: /topoboot/update/type will appear as
<topoboot>
...
<update>
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...
<type>FAREP</type>
...
</update>
...
</topoboot>

/topoboot/update/type
Indicates the type of entity being managed: FAREP, HFAP or MU. updates to the
database. held by the update server is stored. The default is $(DATADIR)/topo.
/topoboot/update/name
Indicates the name in the database of the entity being managed.
/topoboot/update/poll-interval
Overrides the default interval (10s) for checking for
/topoboot/update/datadir
he last three it
Overrides the location of the directory in which the local data is held.
Update Server – M-Switch
/topoboot/update/switch/mtadname
The directory name of the main entry for the M- Switch MTA being managed (not the
root entry of the messaging configuration which will be the parent of this entry).
/topoboot/update/switch/<name>
Where <name> is one of: ldaphost, userdn, sasluser, saslmech, password. Connection
to the DSA holding the M-Switch configuration with the same semantics as the
corresponding values for connection to the DSA for the database. If any are not set,
then the db-dsa values are used. So, if the same DSA is being used, these need not be
set. It may be necessary to use different credentials to access the M-Switch configuration
even if the same DSA is being used.
/topoboot/update/switch/qmgrhost
The hostname of the host on which the M-Switch queue manager is
running/topoboot/update/switch/qmgrport overrides the port number used to connect
to the queue manager for SOM (default: 18001).
/topoboot/update/switch/qmgruser
Sets the user to use for SOM connections to the queue manager.
/topoboot/update/switch/qmgrpassword
Sets the password for SOM connections.
/topoboot/update/switch/qmgrmech
Sets the SASL mechanism for SOM connections.
The last three items, if not set, will take values from the M-Switch DSA connection
information which, in turn, if not set will be taken from the DB DSA connection information.
Update Server – S5066 servers
There can be a sequence of XML elements in the path /topoboot/update/s5066 with the
name <server>. These define the STANAG 5066 servers which the local configuration
uses. The elements within each server definition are:
name
The name of the server
hfnet
The name of the HF network to which this server connects. (Note: this is a temporary
configuration. In due course, the S5066 server itself will set this value).
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hostname
The hostname for this server
port
The port number for this server
shore
Used for a Mobile Unit with more than one S5066 server. If present it indicates that
this S5066 server is used for the traffic to be sent to ‘shore’.
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