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This chapter provides abasic overview of a Message Store, outlining its role within amessage handling
system.

Routine management of the message store is described, including using M Console as a management
tool and describing routine maintenance tasks.
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Configuration of al elements of the Message Store, including the configuration of logging, is described
in this chapter.
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Refer to the documents listed in this appendix for more information on issues raised or referred toin
I sode documentation.
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Isode and Isode are trade and service marks of Isode Limited.

All products and services mentioned in this document are identified by the trademarks or
service marks of their respective companies or organizations, and I sode Limited disclaims
any responsibility for specifying which marks are owned by which companies or
organizations.

Isode software is © copyright Isode Limited 2002-2020, all rights reserved.

Isode software is a compilation of software of which Isode Limited is either the copyright
holder or licensee.

Acquisition and use of this software and related materialsfor any purposerequiresawritten
licence agreement from Isode Limited, or a written licence from an organization licensed
by Isode Limited to grant such alicence.

This manual is© copyright Isode Limited 2020.
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1 Software version

Thisguideis published in support of Isode M-Store X.400 R18.0. It may also be pertinent
to later releases. Please consult the release notes for further details.

2 Readership

This guide isintended for administrators who need to set up or manage Message Stores.

3 Related publications

Related topics are discussed in the volumes of the | sode documentation set listed bel ow.

Volume Title
SWADM-18.0 M-Switch Administration Guide
VAUADM-18.0 M-Vault Administration Guide

http://docs.isode.com M-Switch Advanced Administration Guide

4 Typographical conventions

Thetext of this manual uses different typefacesto identify different types of objects, such
as file names and input to the system. The typeface conventions are shown in the table

bel ow.

Object Example

File and directory names isoentities

Program and macro names mkpasswd

Input to the system cd newdir

Cross references see Section 5, “File system place holders”
Additional information to note, or awarning|Notes are additional information; cautions
that the system could be damaged by certain|are warnings.

actions.

Preface


http://docs.isode.com

Message Store Administration Guide v

5 File system place holders

Where directory names are given in the text, they are often place holders for the names of
actual directorieswhere particular files are stored. The actual directory names used depend
on how the software is built and installed. All of these directories can be changed by
configuration.

Certain configuration files are searched for firstin (ETCDI R) and then ( SHAREDI R) , SO
local copies can override shared information.

The actual directories vary, depending on whether the platform is Windows or UNIX.

Name Place holder for the Windows (default) UNIX
directory used to store...

(ETCDI R) System-specific configuration | C:\l sode\etc /etclisode
files.

( SHAREDI R) Configuration files that may |C:\ProgramFiles\Isode\share|/opt/isode/share
be shared between systems.

(BI NDI R) Programs run by users. C:\Program Files\Isode\bin |/opt/isode/bin

('SBI NDI R) Programs run by the system |C:\Program Files\Isode\bin |/opt/isode/sbin
administrators.

( EXECDI R) Programs run by other C:\Program Files\Isode\bin |/opt/isode/libexec

programs; for example,
M-Switch channel programs.

(LIBDIR) Libraries. C:\Program Files\Isode\bin |/opt/isode/lib

( DATADI R) Storing local data. C:\Isode Ivarlisode
(LOGDI R) Logfiles. C:\Isodellog Ivar/isode/log

( CONFPDUSPQOOLDI R) Large PDUs on disk. C:\Isode\tmp Ivar/isode/tmp
(QUEDI R) The M-Switch queue. C:\Isode\switch Ivar/isode/switch
(DSADI R) The Directory Server's C:\Isode\d3-db Ivar/isode/d3-db

configuration.

6 Support queries and bug reporting

A number of email addresses are available for contacting I sode. Please use the address
relevant to the content of your message.

* For al account-related inquiries and issues: customer-service@isode.com. If customers
are unsure of which list to use then they should send to thislist. Thelist is monitored
daily, and all messages will be responded to.

 For all licensing related issues: license@isode.com.

* For all technical inquiries and problem reports, including documentation issues from
customerswith support contracts: support@isode.com. Customers should includerelevant
contact detailsininitial calls to speed processing. Messages which are continuations of
an existing call should includethe call 1D in the subject line. Customers without support
contracts should not use this address.
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* For all salesinquiries and similar communication: sales@isode.com.

Bug reports on software releases are welcomed. These may be sent by any means, but
electronic mail to the support address listed above is preferred. Please send proposed fixes
with the reportsif possible. Any reports will be acknowledged, but further action is not
guaranteed. Any changes resulting from bug reports may be included in future rel eases.

I sode sends rel ease announcements and other information to the Isode News email list,
which can be subscribed to from the address:
http://www.isode.com/company/news-signup.php [http://www.isode.com/company/
contact.php]

7 Export controls

Many Isode products use protocols and algorithms to encrypt data on connections. If you
license the higher grade encryption (HGE) Isode products they are subject to UK Export
controls.

You must ensure that you comply with these controls where applicable, i.e. if you are
licensing or re-selling | sode products outside the Community with the HGE option selected.

All Isode Softwareis subject to alicense agreement and your attention isalso called to the
export terms of your Isode license.
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Chapter 1 Introduction

This chapter provides a basic overview of a Message Store, outlining its role within a
message handling system.

1.1

Role of a Message Store

The primary role of a Message Store isto accept the delivery of messages from aMessage
Transfer Agent (MTA) on behalf of a user, and to retain them for subsequent retrieval by
the user’'s User Agent (UA).

A secondary function isto provideindirect message-submission and message-administration
services to the UA. This enables the Message Store to provide additional functionality to
that available through direct submission to an MTA, such asforwarding messages residing
in the Message Store.

A Message Store (MS) is, therefore:

 aprovider of messaging services for User Agents (UAS), and

» auser of messaging services provided by Message Transfer Agents (MTAS).

In amessaging system which does not use a M essage Store, outbound messages go directly
and immediately from the User Agent (UA) to the Message Transfer Agent (MTA) and

inbound messages go directly and immediately from the MTA to the UA, as shown in
Figure 1.1, “Message Transfer without a Message Store”.

Figure 1.1. Message Transfer without a Message Store

Message
Transfer
System

User P3 Protocol
Agent

Inthe basic CCITT model, both inbound and outbound messages are transferred using the
P3 protocol. However, the actual protocol used is dependent on the message handling
system that isin place and whether or not the MTA and the UA are co-resident.

When a Message Store isin use, messages between a UA and the MTA do not have to be
handled immediately; they can be stored for later collection or transmission. The basic
relationships for a Message Handling System which includes a Message Store are shown
in Figure 1.2, “Message Transmission and Retrieval using a Message Store”.

Introduction
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Figure 1.2. Message Transmission and Retrieval using a Message Store
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Inthe CCITT model for implementation of a Message Store, only one protocol is used for
communication between the UA and the Message Store - the P7 protocol.

A Message Store has a one-to-one relationship with a UA; that is, a Message Store must
be set up for each UA. There is no restriction on the number of Message Stores that can
Cco-exist.

Messagesto and from aUA are stored in an associated database by the Message Store until
they are ready for collection or transmission. Thereis one M essage Store database per UA.
Each database forms an integral part of the Message Store.

The relationships between the Message Store implementation, its databases and the MTA
and UAs are shown in Figure 1.3, “Message Transmission and Retrieval”. Refer to
Section 1.2, “ Services used by the Message Store” for more information on the services
used.

Introduction
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Figure 1.3. Message Transmission and Retrieval

Message Store Abstract Service

Message Transfer System
Abstract Service

<€

Message
Transfer
Agent

Message
Store

Directory
MS Service
Database

1.2

Services used by the Message Store

Four services are used by the Message Store:

» Message Store Abstract Service for communication with User Agents.

 Lightweight Directory Access Protocol (LDAP) for communication with the Directory

for User Agent authentication.

* Directory Access Protocol (DAP) for communication with the Directory for message

index access.

» Message Transfer System Abstract Service for communication with the MTA.

Thefirst three enable the Message Store to provide services to User Agents and the fourth

is used by the Message Store in the provision of those services.

In addition, the Message Store uses direct file access when manipulating messages stored

on disk.

Introduction
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Chapter 2 Management

Routine management of the message storeis described, including using MConsole as a
management tool and describing routine maintenance tasks.

2.1

Message Store Server

The Message Store consists of asingle server process (isode.pumice) which alows P7 User
Agents (UAS) to accessthe Message Store (performing the List, Summarize, Fetch, Delete
and Register-M S operations) and to (indirectly) submit messages and probesto aMessage
Transfer Agent (MTA). Thisserver processisalso used for remote (P3) ddlivery of messages
and reports to the Message Store by the Message Transfer Agent. The server process also
supports acompletely separate management protocol (using sockets-based communication,
rather than the OS| stack), which allows remote management and monitoring of the Message
Store.

Each mailbox supported by the Message Store contains ‘inbox’ and * outbox’ folders, which
are used to store delivered and (optionally) submitted messages. Each messageis stored
as asingle binary file which includes both the envelope and content of the message.

The Message Store uses the X.500 Directory to maintain an index entry for each message
within the Store database. Theindex entry isused to maintain the ms-entry-status attribute
for each message, indicating whether it is a new message or has been listed or processed
(fetched), and to provide fast and efficient searching and filtering. The Directory isalso
used to store various per-mailbox message counts and other items of management
information across Message Store restarts. The Directory Access Protocol (DAP) is used
for all of this functionality.

In addition, the M essage Store uses the Directory for User authentication, accessing
information which is set up using MConsole. Refer to the M-Switch Administration Guide
for information on MConsole. This authentication information is accessed using the
Lightweight Directory Access Protocol (LDAP).

Refer to Figure 1.1, “Message Transfer without a Message Store” for a schematic of the
relationships.

2.2

Message Store Console

The isode.pumice server process provides a management and monitoring port in addition
to the P7 protocol access described above. A graphical monitoring and management tool
for the Message Store which accesses this port is provided as the X.400 M essage Stores
view within the MConsole tool. An example of this view is shown below.

Management
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5
Figure 2.1. Example X.400 Message Stores View
[Tl Message Console = =
File Window View | L Autoactions for (CN=P7User /O=test-winT-32/ADMD= /C=gb/ ==
Welcome to Message C
‘ Shared | Alert | Forwarding (disabled)
3 [ | O Refresh e
> MM Autoaction type @ Alert Forward Autoactionld 10 1%
@ Main Message
18 Mailboxes Filter
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9 1PM Sub
ject matches ‘ Delet |
[ERY elete
1 —
7 /CN=P7 +  matches | Eait|
i Connection
& (732
& (Fd: 105
& (fd: 108

When connected to aMessage Storein “ unauthenticated” mode, only monitoring functions
are available. These alow information about the Store as a whole, mailboxes, messages

and active connectionsto be displayed. If an “ authenticated” connection is made, specifying
the Store Manager | D and password val ues configured for the Message Store viathe Switch
Configuration view in MConsol e, management functions become available aswell. These

alow:

» The Message Store to be stopped, aborted or restarted.

» Specific operations to be blocked or unblocked.

* Active connections to be disconnected.

» Mailboxes to be deleted, backed-up or restored from backup.
 Store-wide statistics to be regenerated.

» Resynchronization of the Message Store’s Directory-based index with the messagesin
the users’ mailboxes.

* Messages to be deleted, moved between mailboxes or have their status changed.
Multiple M essage Stores may be monitored and managed by asingleinstance of MConsole.
Monitoring tab

A Monitor tab is provided by MConsole's X.400 M essage Stor es view. When monitor
mode is enabled for a Message Store (viathe Start M onitoring menu option on the Store
object), the Message Store process informs M Console whenever a connection is opened
or closed, and whenever amessage is delivered, read or deleted. This allows area-time
display of the current connections and status of mailboxes to be maintained.

Management
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Figure 2.2. Monitor Tab
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Registering Autoactions

Autoactions are a feature of the service provided by an X.400 Message Store to clients
through the P7 protocol. |sode release 11.2 and onwards added a range of management
features around autoactions to enabl e | sode customers to make effective use of thisfeature.

There are two autoactionsthat can be configured by the X.400 M essage Storesview within
M Console: AutoForwarding and AutoAlert.

AutoForwarding

The AutoForward action forwards a delivered message to one or more recipients specified
in the autoaction, and marks the message as AutoForwarded (an X .400 feature). It may be
set to include a cover note. There is an option in AutoForward to delete the message after
it isAutoForwarded. AutoForwarding is useful to ensure that messages get processed when
auser isaway for aperiod. It can also be hel pful to distribute messagesto multiple recipients
(essentially an dternate approach to using distribution lists), which allows more user control.
Thiswill be desirable for some AMHS users, as this model reflects the way that alot of
AFTN systems operate.

To setitin MConsole, connect to aMessage Store in authenticated mode, select the mailbox
user that you want to edit, right click on it and select Configure autoactions. A window
similar to the oneillustrated in Figure 2.3, “ Configuring Autoactions” will appear.

Management



Message Store Administration Guide

Figure 2.3. Configuring Autoactions
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Click on the New button and then change the radio button to Autoforwarding. The
AutoForwar ding tab will now be activated. If you select thistab, you will see the window

illustrated in Figure 2.4, “ Configuring AutoForwarding”.

Figure 2.4. Configuring AutoForwarding

File Window Vi

[Z] Message Consols. [] Autoactions for /CN=P7Userl /O=test-win7-32/ADMD= /C=gb/

Welcome to Messag

Shared | Alert (disabled) | Forwarding

3 [ | [ Refre

& Main Mess|
3 Mailbo

EDDEEDs

w3
28

a

%%l
550

Envelope

Originator ~ X400:/CN=P7Userl /O=test-win7-32/ADMD= /C=gh/

Per-Message Indicators

Priori )

o Nty ‘ [E Allow disclosure of recipients  Content identifier
ormal

- [FProhibit implicit conversion

) Non-urgent

) Urgent [C] Allow alternate recipient Deferred delivery time

[] Content return requested

Per-recipient fields

Recipient 1
ORName

X400:/CN=pTuser2/O=test-win7-32/ADMD= /C=gh/

Originator Report Request Explicit conversion
[[1Report []Non-delivery Report none -

[ Add new recipient | | Remove selccted recipients

Content

Auto forward comment
IPM prefix

Cover note

[ Select

Close

Iment

[B=8 BB =5

Then click on Add new recipient and enter the O/R address of the user which will receive
the forwarded messages in the Addressfield.

There are many options that you can set for the new message that is generated, such as
setting its Priority, Content Identifier and Per-Message Indicators. If you do not set a
value within the Autoaction Registration, the corresponding value from the message
which is being forwarded will be used.

Don't forget to click on Commit to save the changes that you have made.
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Delayed auto-forward

A variant of AutoForward, which was defined for the US Defense Messaging System, is
to perform the AutoForward in the event that the message has not been fetched from the
message store after adefined period (i.e., has not been read by the intended recipient). This
mechanism can be used to help ensure that messages get read promptly. The filter
mechanism can be useful here, for example to have a shorter AutoForward delay for urgent
messages.

AutoAlerts

Most P7 operations are client initiated, and normal P7 operation isfor the client to poll the
server at intervals to check for new messages. The AutoAlert autoaction causes an alert
operation to be sent from the server to the client, which provides information on a newly
arrived message. Use of AutoAlert allows a client to get new messages more quickly, and
improve efficiency by reducing the frequency of polling the store.

AutoAlert autoactions are normally registered by the User Agent, but they can also be
registered manually using MConsole.

Toregister the AutoAlert autoaction, click on the New button and then select the AutoAlert
tab; you will see the window illustrated in Figure 2.5, “Configuring AutoAlert”.

Figure 2.5. Configuring AutoAlert
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You can choose which attributesto request in the alert. The ability to configure the attributes
requested in an alert is currently not supported by the X.400 Client API's RegisterM S
interface, so until thisis available, you can configure the attribute set using MConsole if
required.

Don't forget to click on Commit to save the changes that you have made.

Management
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2.3

231

23.1.1

2.3.1.2

What to run each night

Here are some procedures things you should perform regularly, ideally each night.

Backup the mailboxes
You should regularly back up the mailboxes to another disk, or even to another system.
Message files only

The script ( SBI NDI R) /mstore_backup.tcl does the backup of one or all the mailboxes,
making sure that there are no conflicts even if amessage is about to be delivered to or
deleted from amailbox. This script needsto contact the M essage Store, so the service needs
to berunning. If the Message Storeis not running, then you can copy the mailboxes simply
with cp -pr or asimilar command.

(SBINDI R)/ mst or e_backup. t cl
Usage: nstore_backup.tcl -user <user>
- password <password> -destinati on <dest>

-host <host >
The host name of the machine where the Message Store is running

-port <port>
The port number which the Message Store is using for management connections, it
defaultsto 3002.

-user <user>
The user name to use to connect to the Message Store management. Usually pp or
msadmin.

- passwor d <passwor d>
The password to use to authenticate the above user.

-ver bose
Output more information about the mailboxes that are being backed up.

-destination <dest>
The destination directory under which all the mailboxes will be backed up. It must
exist.

-al |
Choose to back up al the mailboxes.

-mai | box <mbx>
Choose to back up only the mailbox associated with a specific O/R address. You can
specify the - mai | box flag multiple times on the command line, to select several
mailboxes for backup.

Restoration of messages backed up in thisway is covered in Section 2.4.1.1, “Restoring
message filesonly”.

Mailboxes and Message Store index
An aternative approach (new for R15.0) is to back up both the contents of the mailboxes
and the corresponding index areain the DSA. The mailbox backup should be performed

using astandard system tool such astar, ideally while the M essage Store server is stopped.
The backup of the DSA can be performed using one of the techniques described in the

Management
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M-Vault Administration Guide. Restoration of data backed up in thisway is described in
Section 2.4.1.2, “Restoring message files and indexes’.

There are several benefits to using this approach:

» Message sequence numbers are preserved.
» Message status (new/listed/fetched) is normally preserved.

» Message Store downtime (i.e. the time taken to set up a new mailbox filesystem and
reload messages from backup, restore messaging configuration and message indexes
and get the Message Store back to a position where users can connect and start sending
and receiving messages) is likely to be significantly less than using the “backup and
restore messages only” approach.

2.3.2 Remove old messages from the mailboxes

Another important task that should to be performed regularly is removing old messages
from the Message Store mailboxes. This not only prevents filling up the disk, but it also
allows the Message Store to perform delivery more efficiently.

The script ( SBI NDI R) /mstore_tidy.tcl can be run to delete messages that are older than a
certain age (in days).This script needs to contact the Message Store, so the service needs
to be running.

(SBINDIR)/ nstore_tidy.tcl
Usage: nstore_tidy.tcl [-host <host>] [-port <port>] [-age <age-in-days>]
-user <user> -password <password> [-verbose] [-state <messagestat e>]
[-class <entryclass>] [-nmail box <nail box>]

-host <host >
The host name of the machine where the Message Store is running. Defaults to
| ocal host.

-port <port>
The port number which the Message Store is using for management connections; it
defaultsto 3002.

-user <user>
The user name to use to connect to the Message Store management. Usually pp or
msadmin.

- passwor d <passwor d>
The password to use to authenticate the above user.

-ver bose
Output more information about the mailboxes that are being backed up.

-age <days>
The maximum age in days of messages to leave in the mailbox. All older messages
will be deleted. Defaults to 7 days.

-state <state>
Only tidy up messages with state new, | i st ed, pr ocessed or any. Defaultsto any.

-cl ass <entrycl ass>
Only tidy up messages of entryclasssubni t t ed (i.e. in the Outbox), del i ver ed (in
the Inbox) or any. Defaultsto del i ver ed.

-mai | box <mbx>
Allows asingle mailbox to be processed, rather than applying the operation to all
mailboxes. The mailbox is specified using its complete O/R Address.

Management
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2.3.3

Save the old logs

Saving logs depends very much on theindividual policiesfor each site. If you are concerned
about keeping the information, you should backup the logs each night. In any case, after a
sensible period (e.g. aweek) logs should be removed from the (LOGDI R) directory.

The xns- audi t log output can be processed to show statistics.

2.4

24.1
24.1.1

Troubleshooting

Restoring mailboxes from a backup

Restoring message files only

The script ( SBI NDI R) /mstore_restore.tcl restores one or all the mailboxes which have
been backed up using ( SBI NDI R) /mstore_backup.tcl, making surethat there are no conflicts
even if amessageis about to be delivered to or deleted from a mailbox.

This script needs to contact the Message Store, so the service needs to be running.

(SBINDIR)/ mstore_restore. tcl

Usage: ./mstore_restore.tcl -user <user> -password <password>
[-host <host>] [-nessage <msg> | -source <src>]

[-port <port>] [-all | -mailbox <mbx>] [-verbose]

-host <host >
The host name of the machine where the Message Store is running. Defaults to
| ocal host.

-port <port>
The port number which the Message Store is using for management connections, it
defaultsto 3002.

-user <user>
The user name to use to connect to the Message Store management. Usually pp or
msadmin.

- password <password>
The password to use to authenticate the above user.

-ver bose
Output more information about the mailboxes that are being restored.

-source <src>
The source directory under which all the mailboxes are backed up.

-message <nsg>
The specific message that has to be restored.

-all
Choose to restore all the mailboxes

- mai | box <nbx>
Choose to restore only the mailbox associated with a specific O/R address. You can
specify the -mailbox flag multiple times on the command line, to select several
mailboxes for restoration.

This method of backing up and restoring messages is intended for use when the
corresponding Message Store index entries in the DSA have been lost - the restoration
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24.1.2

2.4.2

process will create new index entries. In the process message sequence numbers will be
reallocated, and all messages will be returned to the “new” state.

Restoring message files and indexes

If you have chosen to back up the contents of the Message Store’s mailboxes using tar or
asimilar system tool, and have also backed up the corresponding M essage Store index
entries from the DSA, then it is possible to restore these two sets of information and
resynchronize them. The procedure to follow is:

1. Prepare anew filesystem for the mailboxes and DSA database, if necessary.

2. Restorethe DSA database from backup - refer to the the M-Vault Administration Guide
for details on how to do this.

3. Restore the Message Store mailboxes from backup, e.g. using tar.

4. Ensure that you have avalid pumicetailor.xml filein (ETCDI R) ; you may need to run
MConsoleto recreate thisfileif it has been lost.

5. Start the Message Store executable with the - r command line switch. The Message
Storewill be availablefor User Agentsto connect to and start performing P7 operations,
but a background resynchronization process will also beinitiated. The background task
will examine the set of messages in each mailbox, and compare this with the
corresponding set of index entriesin the DSA. New index entries will be created for
any messages which are found to be missing them, and any index entries which do not
have a corresponding message file (i.e. “orphan” entries) will be deleted.

The resynchronization process can also be triggered at any time using the SOM protocol:
M Console provides aResynchronize all mailboxes option for aMessage Storein M essage
StoreView which enables you to trigger this.

Message Store sequence numbers

Each message created in a given mailbox (whether stored on submission or delivered) is
assigned a sequence number. The maximum segquence number is (2**31 -1), i.e. over
2,000,000,000. Thereis no requirement in the P7 protocol for the sequence numbersto be
assigned sequentialy, only that they are in ascending order. There are situationsin normal
M essage Store operation where (apparent) gaps in sequence numbering may appear - for
example, if you have configured an autoforwarding auto-action which is set to delete the
original message after forwarding.

When a backup/restore operation has taken place, message sequence numbers may appear
to bereused, asall knowledge about the sequence numbers assigned to the messageswhich
were delivered between the backup and restore operations will have been lost. This may
cause problems for User Agents which “remember” the highest sequence number already
fetched.

To assist in this situation, the Message Store can be started with acommand line argument
of -i <increnent>. Thiswill cause the Message Store to increment the “ starting point”
for each mailbox’s sequence numbers by the specified amount, before normal operations
are enabled.

2.5

Obfuscation of passwords

The pumicetailor.xml filewhich configures how the M essage Store connectsto the Directory
can contain passwords. These can be obfuscated using the Service Key facility. To do this:
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» Use MConsoleto create a Service Key for your Message Store. On Unix platforms, you
will need to be running M Consoleasroot. In al cases, you need to be running MConsole
on the system on which your Message Store will actually run.

To create a Service Key, open the Switch Configuration View and select the Message
Storefor which you wish to create the Service Key. Theright-mouse menu for this object
includes options for creating and deleting Service Keys. You will need to enter a
passphrase, which will be used to encrypt the Service Key, and (on Unix only) specify
the userid under which the Message Store will run.

» Use MConsole to create a new pumicetailor.xml file for your Message Store (viathe
same right-mouse button as used to create the Service Key). If you have created a Service
Key for the Message Store, you will be prompted to enter the passphrase which you
entered in the previous step, and passwords will be encrypted using the Service Key
before they are written into the pumicetailor.xml file. A password which has been
encrypted in thisway is prefixed with {spcrypt} when stored.

* OnUnix, the Service Key will be stored in afilein $( ETCDI R) /servpass. Standard Unix
file protection is used to limit read access to the userid under which the Message Store
runs (e.g. root). This will mean that any standalone tools which also read
pumicetailor.xml, suchasms_dump, will need to be run under the same userid - otherwise
they will not be able to use the information in the Service Key to decrypt the passwords
in pumicetailor.xml.

» On Windows, OS-specific mechanisms are used to protect the Service Key, and the
restrictions on the userid do not apply.

2.6

2.6.1

2.6.2

Disaster recovery

There are several Message Store configurations which can be set up in order to provide
resilience against hardware or system software failure.

Fail-over clustered configuration

In afail-over clustered configuration, two (usually identical) computers have accessto a
single shared disk, which is used to hold the MTA’s message queue, the Message Store’s
mailboxes and the DSA’sdatabase. One (primary) providesthe servicein normal situations.
A second (failover) computer ispresent in order to run the service when the primary system
fails. The primary system is monitored, with active checks every few seconds to ensure
that the primary system is operating correctly. The system performing the monitoring may
be either the failover computer or an independent system (called the cluster controller). In
the event of the active system failing, or failure of components associated with the active
system such as network hardware, the monitoring system will detect the failure and the
failover system will take over operation of the service.

Hot standby Message Store configuration

There are situations where it is desirable to provide a hot standby Message Store whichiis
physically separated from the primary system, and which does not rely on sharing a disk
with the primary. There are three main problems to be addressed with this approach:

1. How to give the standby system accessto the same per-user configuration information
asthe primary system.

2. How to manipulate the information used by the associated MTA to perform delivery,
so that the MTA switches delivery from the primary Message Store to the standby
system.
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2.6.2.1

2.6.2.2

2.6.2.3

26.24

2.6.2.5

3. How to load messages which have been delivered into the standby Message Store back
into the primary system, once it has been brought back on line.

Primary system configuration

No specia configuration is required for the primary Message Store: its configuration is
created as normal using MConsole, as part of a Messaging Configuration which will also
contain an X.400 M-Switch MTA configuration and the standard per-user configuration.
The Message Store executable itself could run on the same system as the DSA and MTA,
but would more sensibly be located on a separate machine together with the file system
used for its mailboxes.

Standby system configuration

The standby Message Store should be configured in the same way as the primary system.
It must be configured with its own MS Index Root.

Once configured, the standby Message Store can be started if desired, or left stopped.
User configuration

X.400 Message Store users should be configured as normal, using MConsole, with the
primary specified as their Message Store. Use of relative mailbox pathsis recommended,
otherwise it will be necessary to have identically-named filesystems on the primary and
standby systems.

Switchover from primary to standby

Switchover from the primary Message Store to the standby is performed by using the
Redirection control on the primary Message Store's editor within MConsole's Switch
Configuration view. Selecting the standby Store as the target of the Redirect to M essage
Store control and pressing Apply will have the following effects:

 All messages for Message Store recipients which are currently in the MTA’s queue
(excluding those which are queued on P3 delivery channels which are currently bound
to the primary Message Store) will be delivered into the standby Message Store.

» The standby Message Store will accept binds from all of the X.400 M essage Store users
configured for the primary Message Store. Userswill be given accessto an empty mailbox
into which new messages will be delivered, and will be able to submit messages as
normal.

Message Store servers check for aredirection being set or cleared on startup and every 60
seconds subseguently. This means that a maximum interval of 60 seconds will elapse
between performing the switchover using M Consol e and the standby Message Store starting
to accept connections from User Agents and MTAS.

Restoring messages from standby after recovery
Once the primary Message Store has been restarted, the following steps must be followed:

1. Clear theredirection, using M Console as described above. Thiswill mean that messages
start being delivered into the primary Message Store again, and the standby Message
Storewill stop accepting new connections. User Agents which are already bound to the
standby Message Store will continue to be able to read and submit messages.

2. Shut down the standby Message Store, forcibly disconnecting any User Agents which
are bound to it. The User Agents should rebind to the primary Message Store.

3. Runthems_dump utility on the standby Store system. Thiswill produce a backup file
tree which can then moved to a suitable temporary location on the primary system.

The ms_dump utility takes the following flags:
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<out put fol der>
specifies where the backup file tree should be created.

<pumi cetailor file>
alows a pumicetailor.xml other than the default one to be used.

switches on verbose mode

overrides the default pagesize of 100 entries when reading from the Directory

<DN\>
specifies the Directory Name of the Message Store from which the standby was
redirected - in other words, the DN of the primary Message Store.

specifies that the standby Message Store should be ‘ cleaned’ asthe dump is
performed - i.e. all messages and corresponding index entries should be deleted.

The backup file tree will include status information about each message, indicating
whether it is new, listed or fetched.

. After copying the backup tree to a suitable temporary location on the primary system,

its contents can be imported to the primary Message Store. In MConsol€e's X.400

M essage Stores view, select the primary Message Store and choose |mport mailbox
dump from the right-mouse-button menu. You will be prompted to enter the location
of the backup tree. The Message Store server will then import the messagesin the dump
into its database, making them available to User Agents. The new/listed/fetched status
of the messageswill be preserved, athough they will be assigned new sequence numbers
during the import process. The import runs “in the background” and will not interfere
with normal P7 operations.
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Chapter 3 Configuration

Configuration of all elements of the Message Store, including the configuration of logging,
is described in this chapter.

3.1

3.1.1

3.1.1.1

3.1.1.2

Message Store tailoring

A tailoring file, pumicetailor.xml, located in ( ETCDI R) , provides the configuration
information that the isode.pumice process need to be able to access the Directory. An
examplefileis shownin Example 3.1, “ Example pumicetailor.xml File". In releases prior
to R14.6, thisfile was called pumicetailor, and was structured as key: val ue pairs. The
R15.0 isode.pumice will still read this old style of configuration file if found, although a

warning message will be logged.

Configuration of various operational aspects of the Message Storeis held in the Directory,
and can be modified using MConsole. Thisis described in the M-Switch Administration
Guide. M Console can also be used to create pumicetailor.xml fileswhich contain the correct
connection information for individual M essage Stores.

Section 3.1.1, “Tailoring elements” describes each component of the file.

Tailoring elements

Thetailoring elements fall into two groups: those which are always applicable and those
which apply to standard Isode tailoring variables.

General tailoring

bi nd_nane
This holds the Directory Name with which the isode.pumice process will bind to the
Directory.

bi nd_passwor d
OPTIONAL. The password which the isode.pumice process will use when binding to
the Directory. An anonymous bind will be attempted if no value is supplied.

p7server_nane
This holds the Shared Message Store’s own Directory Name. Thiswill normally be
the same as the value for bi nd_narre.

dsa_address
This holds the Presentation Address of the Directory’s DAP listener. If not specified,
it defaultsto " | ocal host " on port 19999.

singl e_p7_bind
Configures whether the Message Store will allow multiple concurrent P7 Binds using

the same mailbox. The default setting is to allow multiple binds: to prevent this, set
thevalueto"true".

Isode tailoring

Isode base library general variabletailoring is available from the M essage Store'stailoring
file asfollows:

i sode
allows any Isode tailoring variable to be set. Overrides any value configured in the
isotailor file. For example, the tailoring element: <i sode
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3.1.1.3

nanme="et cpat h" >/ var/ et c</ i sode> would set the Isode tailoring variable
etcpathtovaue"/var/etc".

Two specific | sode tailoring elements will need to be set:

<i sode nane="nhsds_| dap_port”>19389</i sode>
This configuresthe port on which the M essage Store will attempt to contact the LDAP
server. You will need to modify thisif your LDAP server islistening on a different
port. If not configured, this will default to“389” .

<i sode nanme="nhsds_| dap_host” >l ocal host </ i sode>
This configures the hostname on which to contact the LDAP server. You will need to
modify thisif your LDAP server ison adifferent system from your Message Store.

Example 3.1. Example pumicetailor.xml File

<puni cet ai | or >

<servpass:info servi ce="isode. pumi ce"/>

<bi nd_nanme>&l t ; cn=Mai n Message St ore, cn=Messagi ng
Confi guration, o=l sode Limted, c=GB&gt ; </ bi nd_nanme>

<bi nd_passwor d>secr et </ bi nd_passwor d>

<p7server_nanme>& t; cn=Mai n Message Store, cn=Messagi ng
Confi guration, o=l sode Linited, c=GB&gt ; </ p7server_name>
i sode name="mhsds_| dap_host ">l ocal host </ i sode>

<i sode nanme="nhsds_| dap_port">19389</i sode>
</ pumi cet ai | or>

The ser vpass element in the example above is used by the Isode ServPass API. This
provides amechanism which allows encrypted passwords to be used in configuration files
such as pumicetailor.xml, instead of storing the password ‘in the clear’ as has been done
in this example. For details on how to make use of thisfacility, please refer to Section 2.5,
“Obfuscation of passwords’.

Tailoring for use of separate index DSA

The default configuration for M-Store is to use the same DSA to hold both the Message
Store Index and Messaging Configuration. If you wish to use a separate DSA to hold the
Index area, the following extra configuration items must be added to the pumicetail or.xml
file:

i ndex_dsa_address
The Presentation Address of the Index DSA’s DAP listener.

i ndex_bi nd_nane
The Distinguished Name to be used when binding to the Index DSA.

i ndex_bi nd_password
The password to be used when binding to the Index DSA.

i ndex_I| dap_host
The hostname of the Index DSA.

i ndex_I| dap_port
The port on which the Index DSA islistening for LDAP connections.

Note: Use of asecond DSA in this manner can only be configured viathe
pumicetailor.xml file - there is no mechanism for setting it via M Console.
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3.2

3.2.1

3.2.2
3.22.1

3.2.2.2

Message Store logging

This section gives an overview of the general structure of the Isode logging subsystem,
and a description of the GUI which is provided to enable configuration of the Message
Store’s use of this subsystem.

Getting started
If you wish to modify the default logging settings for the Message Store, you should:

1. Copy the file xmslogging.xml from ( SHAREDI R) into (ETCDI R) .
2. Runthe GUI:

On Windows, a shortcut to the L og Configuration Tool will have been set up in the
I sode folder on your Start menu.

On Unix, you should run /opt/isode/sbin/logconfig.

3. Oncethe GUI isrunning, open xmslogging.xml from ( ETCDI R) . You will see adisplay
of anumber of predefined logging streams used by the Message Store, which can be
modified as required. For full details of the options available, see Section 3.2.3.1, “File
streams’.

How logging works

Record types

| sode server programs (like the isode.pumice process) write two types of log records during
normal execution - Audit records and Event records.

Audit records are used to record “auditable events’ - message submission, for example.
They do not have a severity level associated with them, and have awell-defined format,
so that they can be easily parsed. Audit records normally consist of an event-typeindicator,
followed by alist of key=val ue pairs.

Event recordsare used to record errors, normal program operation, or to provide debugging
information. They are associated with a particular severity level, and contain freeform text
with substituted dataitems. The freeform text is contained in a separate dynamically-loaded
library (on Windows) or a message catalog (on Unix), which makesit possible to replace
the standard set of English messages with equivalent text in other languages simply by
substituting a suitable message file.

No output mechanism isdirectly associated with log records. When an event or audit record
is generated by an application, then whether or not it islogged, where it islogged to, and
what the output of thelog lookslike, depends on what output streams have been configured.

Output streams

An output stream is a description of how a particular set of event and audit records should
be recorded or displayed. Multiple output streams may be configured for an application,
and whenever an event or audit record is generated, the logging subsystem checksto see
which, if any, of the available output streamsis eligible to processiit.

Aswell as defining which records are eligible to be logged, the configuration of an output
stream also determines the format of the messages that are produced by the stream.
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3.2.2.3

32231

This means that a single event or audit record may be processed by one or more separate
streams (or by no stream at all), and that, in the case of multiple streams, the messages
output by the streams may be of differing formats, containing more or less detail. For
example, it would be possible to configure one output stream to generate a brief message
about all "warning" level events, and another to generate a detail ed message about a specific
"warning" event which is of particular interest.

Four stream types are currently available: thef i | e type, where the records are output to
afile, the syst emtype, where the records are passed to the system event log (syslog on
Unix-type systems and the Application Event Log on Windows), thet t y type, whichis
identical to file type, except that the records are written to either st dout or st der r, and
the npp type, which sends records to the | sode Server Watch Daemon using either a Unix
named pipe or viaTCP.

Configuration storage and loading

Information about output stream configuration is stored as XML. All Isode applications
will load the XML contained in thefilelogtailor.xml, located in ( ETCDI R) or ( SHAREDI R) ,
if it exists, at startup. This filename and location can be overridden if required by defining
the environment variable LOGTAI LOR to be an alternative filename or filepath.

An application may then load a private stream configuration. In the case of the Message

Store, thisis contained in the xmslogging.xml file. A default version of thisfileislocated
in ( SHAREDI R) - if you wish to make changes, copy thisfileinto (ETCDI R) and modify
thisversion. If the configuration fileexistsin both ( ETCDI R) and ( SHAREDI R) , theversion
in (ETCDI R) will be used.

Format of messages in output streams

When a given audit or event is generated, then for each output stream that is configured to
process records of that type, the settings for the output stream determine the format of the
message that is output. In the case of file and tty streams, the stream may be configured to
contain any combination (including none) of the following fields:

date and time
The format of date and time is configurable on a per-stream basis

program name
The name of the program generating the message. Any "isode" prefix will have been
removed, and the program name will be truncated to 8 characters

processid
| dentifies the process

thread id
This field may be useful to distinguish separate threads in the same process

username
The username of the processwhich generated the record. Thisfield isonly meaningful
on Unix systems. If the username cannot be established, then anumeric UID islogged.

severity
Audit records have no associated severity, but event records always have a severity,
which, if displayed, isrepresented using one of thefollowing singleletters, asfollows:

* | -Info

* N- Notice
* S- Success
* D- Detall
* W- Warning
* E- Error

s F- Fatal
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3.2.3
3.23.1

32311

» C- Criticd

e L-AuthOK

* A-Authfail

* X-Debug P-PDU

facility code
The name of the facility which generated the message. Audit records are not associ ated
with a particular facility.

message identifier
An identifier representing the event. Audit records do not have a message identifier

text
The formatted text describing this event. Audit records do not have atext field

supplementary audit record parameters
For certain types of audit records, extrainformation may be associated with the record,
and if the stream is suitably configured, thiswill be included as a sequence of
"key:value' pairs on the end of the message.

Logging configuration
File streams

For file streams, the following parameters can be configured:

Figure 3.1. File tab

"% lsode LogConfig Browser for C:\Program Files\sode\share\xmslogging.xml =3 f=R =
File Stream Help
2 PumiceAudit File Logging | Event Logging
_ PumiceEvents
® ttyAuditsNevents Log File Path
Log file Directory Browse | U
LogfileName  xms-eventlog
Rollover Log File | daily =
Advanced
Preview
Example Log File: Hmws-event.2Z011-03-23-00-00. log
Example EventLog: 2011-03-23 14:31:24 logeconf 02012 (#0 J I
Edit Formats...
Restore Defaults

Log file Directory
If set, overrides the default system-wide logging directory.

Log file Name
The name of the logging file. Note that if you have rollover configured (see below)
the actual filename will in part be derived from the rollover interval.

Rollover Log File
This allows you to choose between three predefined intervals at which anew logfile
will be created. This may be useful, for example, in the event that you wish to purge
old logfiles selectively.

Advanced
This gives access to a popup which allowsthe file logging to be specified in greater detail:

File Permissions
By default, log files are created so that any process can write to them. If different
process owners are writing to the file, then this is necessary. However, the file mode,
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in octal, can be configured here. To set the value so that only the creator can writeto
it, but others can read, for example, the value set should be' 644" .

Log to Open File
Thisenablesyou to log to an open file descriptor. Theinteger value of thefile descriptor
issetinthisfield.

Close file after amessage is written
Thefileisopened for each message and then closed after the message iswritten. This
can be used to ensure that the data is secure but there is a significant performance
penalty.

Sync log messages to disk
The operating system is asked to ensure that the message is written to disk. This can
be used to ensure that the data is secure, and there is some performance penalty.

(Windows only) Lock file prior to writing
Thefileislocked prior to writing the message, and then unlocked afterwards. This
ensures that when multiple processes are logging to the same file that the messages
are not mixed. It isonly used on Windows, and the default is to lock.

Rollover settings
You can configurefile logging so that anew logfile will be created at regular intervals.
You configure rollover by specifying:

rollover interval
This control specifies how frequently a new file should be created. Note that the
name of the generated logfile will include the date and time at which it was created
(for example "xms-event.2005-06-13-00-00.10g").

rollover offset
Normally the time interval for rollover coincides with a standard time division.
E.g. midnight for intervals of aday or more. The offset enables you to move this
start time.
Preview
the preview area shows you what the filename of the event log file you have defined
will look like, and an example of an event log entry which will be written to it.

3.2.3.1.2 Edit Formats

This button brings up an editor which allows you to specify in detail how event log entries
will be constructed, asillustrated below:

Figure 3.2. Edit log record format settings

'&| Isode LogConfig Browser for C:\Program Files\Isode\share\xmslogging.xml foe ==
File Stream Help

 Pumid "¢ Edit Log Record format settings

# Pumig|

Date Format for alog record
® tiyAu

Default date format -

Configure additions 1o the basic timestamp format of HH:MM:SS
Add microseconds to timestamp
Provide timestamp in UTC I
heed...
Separate date and time by character T =)
Choices for fields to include in Records logged
Include time in log record
Include process ID [

Include the thread ID

Include the program name

{Unix) Include the usemame from the environment or numeric UID
Include a single letter indicating the severity level of the event
Include the name of the facility for the message

Include the string identification of the event
Include the formatted text for the event

Only log the first message in the set

oK | Cancel

le Defaults
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Date Format for alog record
This configures how the date element of the time-and-date field at the start of each
log record is formatted. Available choices are:

Default date format
This gives adate format which isthe same asin pre-R15.0 releases- e.g. " 2/
8 14:35:06".

No date field
No time or date field

DD/MM format
Day of month and month number, i.e. " 29/ 12"

YY-MM-DD format
two-digit year, month and day in Y Y-MM-DD format

YYYY-MM-DD format
as above, but four-digit year, i.e. " 2011- 03- 28"

Time options
Configure additions to the basic timestamp format of HH:MM:SS. Options are:

» Add microsecond field to timestamp, so format is HH:MM:SS.UUUUU

» Record all timestampsin UTC rather than local timezone. Thereis no differencein
output format when this option is set.

» When used in conjunction with the four-digit year option, provide an 1SO standard
timestamp, with the date and time fields separated by a“T” character rather than
the default of single space, i.e. "12:34:10T2005-06-13".

message fields
Configure what fields are included in records logged to afile stream. The default
setting isfor al fields to be included. Choices are:

* Include time and date in log record.
* Include processID.

* Include the thread ID. This enables you to distinguish events logged by different
threads within the process.

¢ Include the program name. Any "i sode" prefix isremoved, and the program name
istruncated to 8 characters.

* (Unix only) Include the username from the environment. If not available then the
numeric UID islogged.

* Include asingle letter indicating the severity level of the event. Letters are:
e S- Success
e X- Debug
 P-PDU
e D- Detall
e | -Info
* N-Notice
e L -AuthOK
e W-Warning
e E- Error
* F-Faad
e C- Critica
e A-Authfail
* Include the name of the facility for the message.
* Include the string identification of the event.
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* Include the formatted text for the event

» If amessage set is being logged, only log the first message in the set.

Event logging tab

23

Thistabiscommon to all types of stream, and enablesyou to configure which event records
are to be sent to this stream. Configuration is done by facility. However, the 'All’ facility
can be used to set which severity level arelogged for all facilities, by default. This setting
can then be overridden for each facility. In addition individual messages can be configured
to be logged or not logged. Note that pdu and debug level logging is not available for
system streams.

Figure 3.3. Event configuration tab

File Stream Help

"% kode LogCenfig Browser for C:\Program Files\Isede\share\xmsloggingxml

~ PumiceAudit
& PumiceEvents
® ttyAuditsNevents

File Logging | Event Logging

=S ==

) Turn off logging
) Log errors and wamings
) Detailed Logging

) Debug Logging

@) Custom Events

Facilities

Edit...

emove

Restore Defaults

The Advanced button provides access to the Event L ogging Facilities Editor, which

allows fine control of messages and logging levels on a per-facility basis.

Figure 3.4. Facility editor

"% Isode LogConfig Browser for C:\Program Files\Isode\share\xmslogging.xml [fo|rE ==
File S& sl
| [& Event Logging Facilities Editor =] W
Oaceiaz "% Facility Editor for "Address" (=l
L]

Oacsap Facility: Address (Messages relating ta OS] address handling)
(O Address
O Applicatio Facility Levels Specific Events
Qasnl Select All Select All
Osase fatal Error (error)
O Compst
Oo3.pAc0A netice ErrorsS (error)
Qoapar error Fatal (fatal)
Qo3 ose Enable Debug legging FatalS (fatal)
Qo3 ose InvalidEncoding (error)

D3_GEN
Oz NameLookup (error)
Qoznm
Oo3.Loap Motice (notice)
QpasasL MoticeS (notice)
Oba_sec
Qosa
() Dsa_BAGD)
QDsa_Disp
QO psa psp
Mnca cowr

Restere Defaults
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3.2.3.3 Audit logging tab

Figure 3.5. Audit tab

'&| Isode LogConfig Browser for C:\Program Files\Isode\share\xmslogging.xml foe ==
File Stream Help

_r PumiceAudit File Logging | Audit Logging

~ PumiceEvents
® tiyAuditsNevents

* Do not log any audits
@ Log all audits
) Specific Audits

Edit...

Restore Defaults

Thistab allows asimple choice between logging all audits, no audits or specific audits; for
this latter choice, the Edit button produces an editor which allows you to configure which
of the available audit record types are to be sent to this stream, and which fields in the
records are to be included. The default isfor all records and all fields to be included.

Figure 3.6. Specific audits configuration

"% Isode LogConfig Browser for C:\Program Files\Isode\share\xmsloggingaml =X R
File Stream Help
* PumiceAudit "% Set values for Audit Logging (=
J PumiceEvents
® tyAuditsNevents Record Types “  DataKeys
Al Al
bindtype bind
content-id cancel-deferred-delivery
content-type change-credentials
delivery-time delete
invokeid deliver-message
108-type deliver-report
ipmid delivery-control
msgid = fetch
mtaname list
plmsgid register
piserverdn register-ms
pi-seqnum submit-message
plserverdn submit-probe
sd summarize
subject unbind
submission-time
uaname i
Cancel
Restore Defaults

3.24 System streams

For system streams, the properties which can be configured vary depending on whether
you are using the System Event Log on Windows or the Unix Syslog.
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Figure 3.7. Properties Tab (Windows)
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File Stream Help

& kkode LogConfig Browser for CA\Pragram Files\Isode\share\xmsloggingaxml

2 PumiceAudit
7 PumiceEvents

&) cyctem

System Logging | Event Logging|

B8 EOE =)

System Type
® Windows Event Viewer ) Unix Syslog

Windows Event Category [M-Store Application v

Restore Defaults

TheWindowsEvent Category selector configureswhich of the predefined event categories
will be used for the event log.

Figure 3.8. Properties Tab (Unix)

File Stream Help

"] Isode LogConfig Browser for C:\Program Files\lsode\share\xmslogging.xml

 PumiceAudit
o PumiccEvents
system

System Logging | Event Logging

(E=8 B=B )

System Type
%) Windews Event Viewer @ Unix Syslog

Unix SysLog Facility |mail = | [ Advanced..

" Advanced System Log Settings

Settings for Message aspects written to Syslog

Write directly to system console on error while sending to system logger
Include the name of the facility for the message

Only log the first message in the set

Include the string identification of the event

Include process ID

Include a single letter indicating the severity level of the event

Print to stderr as well.

Include the formatted text for the event:

Select the Facility to be used to log Events

mail -

Defaults

Basic configuration of a System stream on Unix allows a choice of the SysLog Facility
which isto be used.

The Advanced button provides access to more detailed configuration options:

* Include the name of the facility for the message.

Write directly to system console if thereis an error while sending to system logger.

 If amessage set is being logged, only log the first message in the set.

* Include the string identification of the event.

* Include processID.

* Include asingle |etter indicating the severity level of the event.

e Printtostderr aswell.
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3.25

3.2.6

3.2.7

* Include the formatted text for the event.

MPP streams

For npp streams, which send event information to the | sode Server Watch Daemon, the
only configuration items are:

» The hostname to which events will be sent (on Windows) or the named pipe to which
eventswill be sent (on Unix).

»  On Windows only, the port to which events will be sent.

SNMP streams

An SNMP Stream causes event log entries to be written into an SNMP table, which can
then be queried by an SNMP Manager application. By default the table size is unlimited,
but the stream’s configuration allows alimit to be set if wanted. The stream can also be
configured to generate an SNMP Trap every time that a new entry is added to the table.

TTY streams

The only configurationitemfor aTTY stream isachoice of whether the output is directed
tostderr orstdout.

3.3

3.3.1

Message Store audit logging

An Audit record is generated for each operation performed by the Message Store. Each
record consists of:

A keyword which identifies the operation being performed. These are: BI ND, LI ST,
SUMMARIZE, FETCH, DELETE, REG STER- M5, SUBM T- MESSAGE,
SUBM T- MESSAGE- RESULT, SUBM T- PROBE, SUBM T_PROBE_RESULT,
CANCEL - DEFERRED- DELI VERY, DELI VER- MESSACE, DEL| VER- REPORT,
DEL| VERY- CONTROL, CHANGE- CREDENTI ALS, REG STER and UNBI ND.

e Theidentifier of the association performing the operation.

» A sequenceof key=val ue pairswhich isspecific to thetype of operation being recorded.
These are described below.

BIND operation
bi ndt ype
identifies type of bind operation: valuecanbe“to MIA” “by MIA” and“by UA’.

p7serverdn
the DistinguishedName of the Message Store.

p3serverdn
the DistinguishedName of the p3server entity to which the Store is binding, when
bi ndtype = “to MIA".

nt aname
the name with which the MTA is binding to the Message Store.

uanane
the ORName with which the UA is binding to the Message Store.
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3.3.2

3.3.3

3.34

3.3.5

SUBMIT-MESSAGE operation

i nvokei d
an identifier for the operation being invoked on the M TA - thisallows correlation with
aSUBM T- MESSAGE- RESULT audit record.

content-type
the content type of the message being submitted.

content-id
thecont ent - i d from the message submission envelope, if present.
| OB-type
For P2/P22 content types, indicates whether an IPM or IPN is being submitted.
subject
For IPMs, the subject field from the IPM heading.
ipmid
For IPMs, thethis-IPM field from the heading. For IPNs, thiswill bethesubj ect -i pm
field.

SUBMIT-MESSAGE-RESULT operation

i nvokei d
an identifier for the operation which wasinvoked on the M TA - thisallows correlation
with a SUBM T- MESSAGE audit record.
plnsgi d
the MTSI dent i fi er from the submission result.
subm ssion-ti nme
the time at which the message was submitted.

content-id
the cont ent - i d from the message submission envelope, if present.

SUBMIT-PROBE operation

i nvokei d
an identifier for the operation being invoked on the M TA - thisallows correl ation with
aSUBM T- PROBE- RESULT audit record.

content-type
the content type of the probe being submitted

content-id
the content-id from the probe submission envelope, if present.

SUBMIT-PROBE-RESULT operation

i nvokei d
an identifier for the operation which wasinvoked on the M TA - thisallows correlation
with a SUBM T- PROBE audit record.
plnsgid
the MTSI dent i fi er from the submission result.
submi ssion-ti me
the time at which the probe was submitted.

content-id
the content-id from the probe submission envelope, if present.
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3.3.6

3.3.7

3.3.8

3.3.9

3.3.10

3.3.11

DELIVER-MESSAGE operation
plnsgid
theMrSl denti fi er of the message being delivered

delivery-tine
the time at which the message was delivered.

p7-segnum
the P7 sequence number assigned to the message after delivery.

DELIVER-REPORT operation

subj ect nmsgi d
theMrSl denti fi er of the message to which the report being delivered pertains.

content-id
the content-identifier field from the report.

p7-seqnum
the P7 sequence number assigned to the report after delivery.

CANCEL-DEFERRED-DELIVERY operation

nsgi d
the MrSl denti fi er of the message whose delivery is being cancelled.

FETCH operation

p7-segnum
the P7 sequence number of the message being fetched.

DELETE operation

p7-seqnum
the P7 sequence number of the message being deleted.

Other operations

None of the other operations generate operation-specific key=val ue pairs.

3.4

User agent configuration

Your User Agent will need to be configured with the Presentation Address on which the
isode.pumice processis listening. The default value for thisis

"3001"/ | nt er net =<| Paddr >+3001 - i.e. the isode.pumice process will listen on port
3001 for incoming connections which specify a Transport Selector of "3001" (text). Note
that the M essage Store will only listen on the specific | P addressfor which it is configured.
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3.5

Use of the X.500 Directory

The Message Store uses the X.500 Directory to authenticate and configure users. Thisis
based on work in RFC 1836: Representing the O/R Address Hierarchy in the X.500
Directory Information Tree and RFC 1801: MHSuse of Directory to Support MHSRouting,
which allows configuration of Message Stores, M essage Store Users and the protocol links
to and from MTAS, using a specially designed Directory User Agent. The Lightweight
Directory Access Protocol (LDAP) is used by the Message Store to access the Directory
for authentication.

The Message Store al so uses the X.500 Directory to provide its message indexing service.
For this accessit uses Directory Access Protocol (DAP).

3.6

Other configuration

Thedirectory specified asacontaining user’s root folder must exist prior to Message Store
use and must be writable by the Message Store process. The Message Store will create
individual users' root folders and subordinate folders as required.
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Appendix A References

Refer to the documents listed in this appendix for more information on issues raised or
referred to in 1sode documentation.

Where specific documents can be obtained electronically, thisis shown in the reference;
otherwise refer to Section A.3, “ Obtaining documents’.

A.l
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toin this Guide.
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A.3

A3l

A.3.2

A.3.3

Obtaining documents

All documents

You canobtain ITU-T (CCITT) Recommendations, | SO/IEC Standards and draft standards,
and paper copies of RFCs from:

Omnicom PPI Ltd.
Forum Chambers
The Forum
Stevenage

Herts SG1 1EL
England

Telephone: +44 438 742424

Fax: +44 438 740154

Phillips Publishing Inc.
7811 Montrose Road
Potomac

MD 20854

USA

Telephone: +1 301 424 3338

Fax: +1 301 309 3847

ISO/IEC documents

Contact your national Standards Organization.

ITU-T (CCITT) documents

CCITT/ITU-T Recommendations and draft documents can be obtained from:
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International Telecommunications Union
General Secretariat - Sales Section

Place des Nations

CH-1211 Geneva 20

Switzerland

A.3.4 RFCs

Electronic copies of RFCs are available from the following servers:
* http://ftp.isi.edu/in-notes/
* http://222.rfc-editor.org/

A.35 XOpen documents

You can obtain X/OPEN Company Limited and X.400 APl Association documents by post
from:

X/OPEN Company Limited
Apex Plaza

Forbury Road

Reading

Berkshire

RG1 1AX

England

or by electronic mail submission to:

XoSpecs@xopen.co.uk
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Glossary

The terms and abbreviations necessary for use of this book are explained below.

Distinguished Name
A set of attributes that uniquely identifies an object or user within aglobal set of network addresses. It is constructed
of concatenated values, in a similar way to the construction of afile name. In the case of a Distinguished Name, the
values identify such things as the country, organization, organizational group and user name associated with the user.

Directory Information Tree
A way of defining relationships between, and access routes to, the complete set of information contained in the X.500
Directory.

DIT
See Directory Information Tree.

DN
See Distinguished Name.

LDAP
See Lightweight Directory Access Protocol.

Lightweight Directory Access Protocol
Protocol used to provide simple access to the X.500 Directory.

Message Store
A means of providing a continuously available, secure storage place for messages being transferred either to or from
aUA. Each Message Store services only one O/R address. However, a Message Store database consisting of many
Message Stores can be configured to service multiple O/R addresses.

MS
See Message Store.

M essage Transfer Agent
A component of the MTS, which, in co-operation with other MTAS, transfer and deliver messages to the intended
recipients.

Message Transfer System
The MTS delivers, to one or more recipients, messages submitted to it by UAs. An MTS consists of a number of
MTAs

MHS-DS
An abbreviation used (here) to refer to amethod of configuring MTAs and Message Stores using an X.500 Directory.

MTA
See Message Transfer Agent.

MTS
See Message Transfer System.

O/R
Originator/Recipient - the User Agent sending a message or to whom a message isto be delivered.

O/R Address
A collection of information (an attribute list) that uniquely identifies the User Agent to whom a messageisto be
delivered or notification of delivery returned. The O/R address also identifies the user’s point of accessto the MHS.

Open Systems I nterconnection

Set of design rules and protocol specifications defined to allow systems from any source to talk to each other, thus
evading problems of hardware and software incompatibility.
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osl
See Open Systems I nterconnection.

P3
The X.400 protocol used in communicationsto and from an MTA.

P7
The X.400 message handling protocol used to access a Message Store.

UA
See User Agent.

User Agent
A User Agent is an application process that interacts with the MTS or a Message Store, to submit messages for a
single user. It can also accept delivery of messages, either directly fromthe M TS or by retrieving them from aMessage
Store.

Glossary
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