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Software version

This guide is published in support of Red/Black R2.0. It may also be pertinent to later
releases. Please consult the release notes for further details.

Readership

This guide isintended for administrators who plan to configure and manage Red/Black
services using Red/Black R2.0.

Typographical conventions

Thetext of thismanua uses different typefacesto identify different types of objects,
such as file names and input to the system. The typeface conventions are shown in the
table below.

Object Example

File and directory names Ivar/isode/log

Program and macro names isode.redblack

Input to the system cd newdir

Cross references see Section 4, “ Support queries and bug
reporting”

Additional information to note, or a Notes are additional information; cautions

warning that the system could be damaged | are warnings.

by certain actions.

Support queries and bug reporting

A number of email addresses are available for contacting Isode. Please use the address
relevant to the content of your message.

* For all account-related inquiries and issues: customer-service@isode.com. If
customers are unsure of which list to use then they should send to thislist. Thelist is
monitored daily, and all messages will be responded to.

 For all licensing related issues: support@isode.com.

* For all technical inquiries and problem reports, including documentation issues
from customers with support contracts: support@isode.com. Customers should
include relevant contact detailsininitial calls to speed processing. Messages which
are continuations of an existing call should include the call 1D in the subject line.
Customers without support contracts should not use this address.

* For all salesinquiries and similar communication: sales@isode.com.

Bug reports on software releases are welcomed. These may be sent by any means, but
electronic mail to the support address listed above is preferred. Please send proposed
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fixes with the reports if possible. Any reports will be acknowledged, but further action
is not guaranteed. Any changes resulting from bug reports may be included in future
releases.

I sode sends rel ease announcements and other information to the 1sode News email
list, which can be subscribed to from the address: http://www.isode.com/company/
subscribe.html

Export controls

Red/Black uses TLS (Transport Layer Security) to encrypt data in transit. This means
that Red/Black is subject to UK Export Controls. For some countries (at the time

of shipping this release, these comprise all EU countries, United States of America,
Canada, Australia, New Zealand, Switzerland, Norway, Japan), these Export Controls
can be handled by administrative process as part of evaluation or purchase.

For other countries, a special Export Licenseisrequired. This can be applied for only in
context of a purchase order for Red/Black.

The TLSfeature of Red/Black is enabled by a TLS Product Activation feature. This
feature may be turned off, and Red/Black without this TLS feature is not export
controlled. This can be helpful to support evaluation of Red/Black in countries that need
aspecia export license.

Red/Black is used to administer sensitive data and so |sode strongly recommends that all
operational deployments of Red/Black use the export-controlled TL'S feature.

Y ou must ensure that you comply with these Export Controls where applicable, i.e. if
you are licensing or re-selling Isode products. All Isode Software is subject to alicense
agreement and your attention is also called to the export terms of your Isode license.

Preface


http://www.isode.com/company/subscribe.html
http://www.isode.com/company/subscribe.html

Red/Black Administration Guide 1

Chapter 1 Introduction to Red/Black

Red/Black provides a system for Web monitoring and control of devices across a secure
boundary.

1.1 The Problem Addressed

Figure 1.1. The Red/Black Issue
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l«»| Antenna
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Red/Black is designed to operate across a security boundary. The sides are termed

“red” (the secure side) and “black”, which is terminology that is commonly used in
target environments. A key target for Red/Black is HF Radio systems, where there are a
range of devicesthat sit on the black side (e.g., Radios, Amplifiers, Antennae) which it
is desirable to monitor and manage from the red side.

The target architecture is shown in the diagram above. There are devices that sit black
side and are managed by black side operators. Communication with the red sideis
constrained to use secure guards with information flow in one direction only.

The goal isto provide Red Side operators (both local and remote to the devices being
managed) with the ability to monitor and manage key capabilities of the black side
devices.

Introduction to Red/Black
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1.2

1.2.1

Managing Devices across a Secure
Boundary

Figure 1.2. Red/Black Architecture
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The above diagram shows the Red/Black architecture to address the requirement, which
is described in the following sections.

Web Monitoring and Control of Devices

The core of Red/Black isaserver. A standard deployment will use two Red/Black
servers, one on each side of the boundary, communicating with each other across the
boundary. A single Red/Black server can be deployed standal one to provide aweb
interface to monitor and control devices.

Each device is connected to the Red/Black server with a special driver that sends control
information to the device and receives back status information from the device. Thiswill
typically be a subset of device control/status information that it is desirable to handle
across the boundary. Devices will generally have their own management tools to provide
full management capabilities. The goa with Red/Black isto give accessto key control
and monitoring information in a manner consistent across all the managed devices.

Because the red and black side servers are the same, Red/Black allows red side devices
which can be managed from red side only. Red/Black will provision the list of locally
connected devices, so that adding a device to be managed is a Red/Black configuration
choice.

Status and control information are communicated across the Red/Black boundary using

apair of XML Guards each acting as an application level data diode. Status information
sent from black to red enables red side to work out the set of devices provisioned black

side.

Introduction to Red/Black
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1.2.2

1.2.3

Red/Black provides asimple view of all provisioned devices, and enable devices to be
monitored and controlled. Thisincludes:

 Basic device status and uptime.
 Heartbeat, to validate active monitoring.
 Device Status information.

» Control of device parameter settings.

Device Connectivity

A key target for Red/Black is support of HF installations and other systems with
“chains’ of products linked together. Red/Black shows this connectivity, as shown
above. This connectivity is managed by Red/Black, so that the managed devices are not
aware of connectivity.

Where connectivity cannot be changed by Red/Black (e.g., cables) a Red/Black
administrator can configure Red/Black so that it reflects the actual device connectivity
and enables fixed communication chains to be shown.

Where connectivity can be changed by Red/Black (e.g., changing TCP configuration or
changing switch configuration), a Red/Black Operator can make valid changes to the
configuration.

Use of XML Guard

The Red/Black architecture uses a pair of XML Guards acting as application level data
diodesto separate red and black sides. XML Guards are chosen as an industry standard
that can provide good separation and flexible secure checks of information being passed
across the boundary.

Red/Black communicates using the GCXP (Guard Content eXchange Protocoal), which is
supported by Isode’ s M-Guard product. Red/Black is designed to be used with M-Guard,
but can be used with any XML Guard using GCXP.

1.3

1.3.1

Specifying Devices

It isimportant to be able to add new devices easily to Red/Black. Device types are
specified in ageneric manner, so that devices can be added without change to Red/
Black.

Abstract Devices

Abstract Device Types are specified in XML using ageneric format specified in
Appendix D. An example abstract device is shown below:

<?xm version="1.0"?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>| sodeRadi o</ Devi ceType>
<Devi ceFani | y>Radi o</ Devi ceFani | y>
<Devi ceTypeSunmar y>Basi ¢ Radi o</ Devi ceTypeSummar y>
<Devi ceTypeDescri pti on>
This nodel s a generic Radi o, |ooking at key target paraneters.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti me</ Ref >

Introduction to Red/Black
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<Ref >Moni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >EXi st s</ Ref >
</ Ref er encedSt at usPar anmet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Name>VSWR</ Par anet er Nanme>
<Par anet er Summar y>Vol t age St andi ng Wave Rati o
</ Par anet er Summar y>
<Par anet er | con>wavef or m pat h</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>1</ Lower Bound>
<Upper Bound>1000</ Upper Bound>
<Shi ft >3</ Shi ft >
</ I nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Name>Power Suppl yVol t age</ Par anet er Nanme>
<Par anet er Summar y>Power Supply Vol t age</ Par anet er Summar y>
<Uni t s>Vol t s</ Uni t s>
<l nt eger >
<Lower Bound>100</ Lower Bound>
<Upper Bound>400</ Upper Bound>
</ I nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Name>Power Suppl yConsunpt i on</ Par anet er Nanme>
<Par anet er Summar y>Power Supply Consunpti on
</ Par anet er Summar y>
<Uni t s>Anper es</ Uni t s>
<l nt eger >
<Lower Bound>1</ Lower Bound>
<Upper Bound>100000</ Upper Bound>
<I nterval >1000</ | nt er val >
</ I nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Tenper at ur e</ Par anet er Nane>
<Par anet er Sunmar y>Tenper at ure of Radi o</ Par anet er Sunmar y>
<Uni t s>Degr ees Cel si us</ Units>
<l nt eger >
<Lower Bound>- 20</ Lower Bound>
<Upper Bound>200</ Upper Bound>
</ I nt eger>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Si gnal Level </ Par anet er Nane>
<Par anet er Summar y>Si gnal Level (Baseband) </ Par anet er Sunmary>
<Uni t s>dBnx/ Uni t s>
<l nt eger >
<Lower Bound>- 40</ Lower Bound>
<Upper Bound>15</ Upper Bound>
</ I nt eger >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
<Ref >Power O f </ Ref >

Introduction to Red/Black
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</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>Fr equency</ Par anet er Nane>
<Par anet er Summar y>Radi o Fr equency</ Par anet er Sunmar y>
<Par anet er Descri pti on>
Setting frequency as control paraneter -
al | ows operator to set frequency.
If frequency is always controlled by ALE, -
this woul d be noved to a status paraneter.
The frequency integer is in kHz, shifted three pl aces
</ Par anet er Descri pti on>
<Par anet er | con>wave- si ne</ Par anet er | con>
<Uni t s>MHz</ Uni t s>
<Set ByOper at or / >
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>30000</ Upper Bound>
<Shi ft >3</ Shi ft >
</ I nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Tr ansm ssi onPower </ Par anet er Nane>
<Par anet er Sunmar y>Tr ansmni ssi on Power </ Par anet er Sunmar y>
<Par anet er | con>br oadcast - t ower </ Par anet er | con>
<Uni t s>Wat t s</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>1</ Lower Bound>
<Upper Bound>20000</ Upper Bound>
</ I nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Name>Modenx/ Par anet er Nane>
<Par anet er Summar y>A nodenx/ Par anet er Sunmar y>
<RedBl ackManaged -/>
<Connecti on>
<Fi xed/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Modenx/ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Name>Ant enna</ Par anet er Nane>

<Par anet er Summar y>Connect ed Antenna or PA</ Par anet er Sunmar y>

<!-- <RedBl ackManaged/ > --->
<Connect i on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>RF</ Di r ect Type>
<I ndi rect Type>PA</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>

<Dri ver Argunent Hel p>Nul | devi ce as defaul t </ Dri ver Ar gunent Hel p>

</ Devi ceDri ver | nf o>

</ Abst ract Devi ceSpeci fi cati on>

It can be seen that thisis a straightforward and extensible specification. If thereisa
desire to monitor or control additional parameters, these can be easily added to the

abstract device specification. Changing an abstract device specification does not impact
Red/Black.

Introduction to Red/Black
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1.3.2

1.3.3

Device Provisioning

A Red/Black server will be configured with aknown list of Abstract Device Types,
which will be updated to handle new or modified Abstract Device Types. Red/Black can
provision one or more instances of any of these types, so that multiple devices of the
same type can be managed. The Red/Black Ul is entirely driven from this provisioning
information and the Abstract Device Types.

Thereisaspecia “mock” driver provided with Red/Black which can emulate a device of
any type. This enables Red/Black to be set up and Abstract Devices tested, without the
need for any real devices.

Device Drivers

For each provisioned (real) device, Red/Black will need to use a Driver that manages the
device and conforms to the Abstract Device Type associated with the device.

There isa standard protocol for communicating with devices, which is specified in
Appendix F . Thisisasimple protocol that is closely related to the Abstract Device
specification.

Device drivers can be written in any languages, and alanguage appropriate to the
management interface provided by the device should be chosen. Information on how
to write adevice driver is set out in Appendix G . Isode provides open source libraries
and example device driversin a number of popular languages to facilitate device driver
writing. Device driver writers are encouraged to “open source” driver code, to avoid
duplication of effort.

Introduction to Red/Black
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Chapter 2 Red/Black: Getting Started

For those unfamiliar with Red/Black, the recommended starting point is the Red/Black
Evaluation Guide, which provides a straightforward introduction with detailed help on
putting in place a basic setup.

Red/Black installation and upgrade procedure is covered in the release notes.

This manual provides reference information on Red/Black, with reference material
structured as follows:

» Chapter 3, Using Red/Black provides information for the operator or administrator
using a configured Red/Black system.

» Chapter 4, Configuring Red/Black provides information to configure a Red/Black
system.

» Appendices C, D & E provide information on defining new device definitions.

» AppendicesF, G & H provide information on writing device drivers.

2.1 Manual Startup

The system should start running after the installation is finished. However if the server
needs to be restarted or has failed to start it can be started manually.

2.1.1 Manual Windows startup

The server can be stopped and restarted through the services menu.

2.1.2 Manual Linux startup

On Linux based systems, the server is run under the systemd manager. Therefore to stop/
start/restart the server is done through that subsystem.

» To stop the server, systemctl stop redblack

» To restart the server, systemctl restart redblack

2.2 Bootstrapping the system

The system will attempt to bootstrap itself on first use. If there is no previous
configuration detected the system will create a new configuration file, load in a default
set of schemas and drivers and start running with no configured devices. Once running
the server will be listening as aweb server on the default port 8080. When connecting to
thiswith aweb browser, you should see the display in Figure 2.1, “Red/Black Bootstrap
stage 1”. Select the configuration option.

Red/Black: Getting Started
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Figure 2.1. Red/Black Bootstrap stage 1

€& > C A Notsecure | localhost:2080 0O * 2 0l N = . H

Red/Black

Choose an activity

o
o

Configuration Monitoring
Configure devices Monitor devices

After selecting the Configuration option, you will be taken to the authentication
configuration screen shown in Figure 2.2, “ Red/Black Bootstrap stage 2. Here you can
configure a default username and password. These will be the default administration
credentials to manipulate the system. These are usually an interim step before switching
to OAuth authorisation which is described in Section 4.2.1.4, “ OAuth Settings’ .

Figure 2.2. Red/Black Bootstrap stage 2

E’l Red/Black Global Options e

Configuration

Q-

® These initial administrator credentials will be used to log in to the admin...

Login
4 Global options Administrator login (letters, numbers and punctuation oth... More.

Password
Administrator password (no character restrictions)

Cancel

Once you have entered these details, the server will ask for product activation.

After you have registered an activation key, the next step is to then login using the
username and password entered in Figure 2.2, “Red/Black Bootstrap stage 2” in

the screen shown in Figure 2.3, “ Red/Black Basic Authentication”. After thisyou
should be connected with administrator privileges which allow the modification of the
configuration.

Red/Black: Getting Started
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Figure 2.3. Red/Black Basic Authentication
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Chapter 3 Using Red/Black

The section discusses the Operator and Administration interface for running a configured
Red/Black

3.1

3.1.1

3.1.2

3.1.21

Operator Interfaces

The operator interface allows devices to be inspected, and for issues to be flagged up as
shown in Figure 3.1, “ The Operator Monitoring View”.

Figure 3.1. The Operator Monitoring View

Red/Black
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Viewing "office modem™

Device Family
Modem x
Device Summary !
Modem with ALE Unit ]
Description switch1
This models a generic Modem
including ALE Unit, looking at key
target parameters. Some parameters
could be moved between control and
status, depending on device and
operational model

0
Interleaver

antenna 1
Receive Bandwidth o
e
< radiol
Modem reported SNR )
15
antenna 2

Transmission Bandwidth =
Control this device >
Setup this device >

View events for this device >

[: W "switch1” has a problem
A severe error has occurred.

Monitoring Devices

Devices have to be configured initially using the configuration interface described in
Section 4.2.1.2.1, “Devices’. Once configured, they can be dragged into the main area
of display and connections between them made. The screen will show the status of the
device, and any aertswill pop up to indicate issues. The devices will also be flagged
with a status indicating good, marginal or failing, using green, amber, red traffic light-
like colours.

Controlling Devices

Devices may be controlled by setting allowable parameters. These are device specific,
and are only suitable for devices and drivers that support the modification. Those
parameters that can be adjusted have a Change label associated with them.

Control the Device

Thereis an option for more control of the device under the label Control this device.
This has the options to Reset Device which will prompt the device to be reset itself,
which the driver will attempt to do.

The Send Par ameter s asks the device to resend al its current parameters, in case there
isaloss of synchronisation between the device and the user interface.

Using Red/Black
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3.1.2.2

3.1.2.3

3.1.3

11

Setup this Device

This option takes the user to the configuration section where changes can be made to be
raw configuration of the device.

View events for this device
This option alows inspection of all the saved event messages. Each event has an

information message string, alevel (Critical,Severe,Error,Warning,Info), and a
timestamp. Only the most recent messages are kept by the system.

Changing Device Connectivity

The devices may be dragged and dropped to form a chain of connectivity. However
devices "know" within their schemawhat they can be connected to, so there are
constraints upon exactly how the chain can be built up.

3.2

3.2.1

3.211

3.2.1.2

3.2.2

3.2.3

Administrator Interfaces

The administration view allows for the control of the overall system by setting up
configuration, and registering devices to be monitored.

Adding New Device Types

New devices are added through the admin screen, as shown in Section 4.2.1.2.1,
“Devices’. For each device there must be a suitable schema and a suitable driver.

Mock Devices

Mock devices are device drivers that do not manage area device, but instead make a
fake instance of adevice for testing purposes. Generally they generate random values
for the supported attributes and handle the control parameters in a suitable fashion. They
are often generic in nature, and useful for prototyping a system. They otherwise look the
same as aregular driver asfar as configuration.

Device Drivers
Full featured device drivers manage an individual device, using whatever methods

are suitable for the device in question and issue status about managed parameters and
respond to control messages by altering the device in some manner.

Connecting Devices

Devices are provisioned by adding them in Section 4.2.1.2.1, “Devices’. Once they
are defined here, they can then be integrated into the full picture by connecting them
together. Thisis done by dragging and dropping in the monitoring Ul (3.1.1).

The devices must be configured on the correct side, so red side devices should be
configured on the red side, and black side devices configured on the black side.

Administrator-only Parameters

Currently all properties are modifiable by al, but in the future these will be constrained
by the credentials of the user viewing the devices.

Using Red/Black



Red/Black Administration Guide 12

Chapter 4 Configuring Red/Black

This chapter describes how Red/Black is configured.

4.1 Product Activation

Thefirst time Red/Black is started, it will require a product activation key to enableit to
work. This screen will prompt for the detailsif the product has not yet been activated.

This starts with the dialog shown in Figure 4.1, “Product Activation stage 1”.

Figure 4.1. Product Activation stage 1

Product Activation

This product is not activated.
= If Isode has sent you an Activation Key, you may enter it now.
« If not, or you require different features, please request one,

Request Activation Key Enter Activation Key

At thispoint it is necessary to generate an activation request to send to the support
address support@isode.com. Thisis shown in Figure 4.2, “ Product Activation stage 2”.

Figure 4.2. Product Activation stage 2

Product Activation

Please provide a reference identifying this server, which will be displayed as part of the
product activation information.

Reference:

My organisation

Back

The reference should befilled in an then arequest generated.

After the request is generated, it should be sent to the license address for a product
activation to be issued.

Configuring Red/Black
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Figure 4.3. Product Activation stage 3

Product Activation

Please send the following Activation Request code to the Isode Product Activation Service
support@isode.com, explaining your requirements for this server.

ZmVhdHVyZTeiUmVkLeJsYWNrIiBjdXNeb211ci1yZWYSIk15I1GIyZ2FuaXNhdGlvbiIgaGIzdGLkPST
VVULEOzd1Yzh1NGM5Y FI@ZTdiZWUwY JhINIkwNmE3MDd IMDYxMIdkZDIKZmF iNGIZY 2Y XY TMAMDUWMZ
NhZmNiMzkyHTUBHDE2YZYxZDhiNGFmOWUWNZEWZ j Lk YmYxOWRLNWR JNWR JHGVIZTY2ZmRKM2I4NFE2H
WVKMDFLZDZmNDRhYWViIg==

Back

There is abutton to copy the data to the clipboard ready for sending.

When the activation result is received from the license desk, it can be entered into the
activation box, and the product activated as shown in Figure 4.4, “ Product Activation
stage 4”.

Figure 4.4. Product Activation stage 4

Product Activation

Please input the Activation Key provided by the Isode Product Activation Service.

ZmVhdHVYZTOIUMVKLOJSYWNFIIB2ZX)zaWIuPSIxLJAIIGV4c
GlyZXM9InVubGltaXRIZClgaG9zdGIkPSJVVUIEOZg2M2Y2M
TVIMGU20DY0ZJUONJZIY]U4Z|cSMGZIODY4OWYXY2UXY|gy
MGVKY]YOOWI4NzM20GFINZA4MGIONDg1 Mjc1YzEXMWQ
OY]RIYZV]OWMzZYWIXODZmODATMmNhNzA4NZUZOWRhZ
TUYZTIVWM1NZU3YMRINZMXZmMXY2JmiiBzdWItZmVhdH

B S T T PP T AP ST TR PSP TR =

Back

4.2

4.2.1

Red/Black Configuration Options

Global Options

The following are global options that control the configuration of the Red/Black server.

Configuring Red/Black
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Figure 4.5. Global Configuration Options

E’l Red/Black Global options e 8

Configuration

A Global options

® Server configuration

@ Guard TLS Configuration

Schema Directory
— o Location of the schema files
= Device List

Joptfisode/redblack/share/redblack/schema Use default
&N Loggi iguration

Listening port
Main AP listening port

8080 Use default
standard definitions
List of commen parameters and controls.

staparams.xml Use default
Guard Connection supported
Configure a guard connection

False True Use default

Guard Host
Guard Host name

redblack2 Use default

Listening port (unsigned short)
Main HTTP API listening port for the inbuilt web server

HTTP Server URL (string)
The url of the server as seen externally

Standard definitions (string)
Thisisthe file containing the standard definitions for common Satus and Control

messages.

JSON Schema (string)
JSON Schemafile

Use HTTPS (bool)
When enabled the administrative interface will be exposed over HTTPS. If disabled,
plaintext HTTP will be used instead - thisisonly likely to be appropriatein
production if you are protecting the interface behind areverse proxy that itself
provides TLS.

Certificate for administrative HTTPS interface (string)
This certificate is used when serving the admin interface over HTTPS.

Key for administrative HTTPS interface (string)
Thiskey is used when serving the admin interface over HTTPS.

Passphrase for administrative HTTPS key (string)
This passphrase is used to unlock the HTTPS key.

Red/Black (enum)
Whether this server is being the role of the red or the black side.

One of the following values (default is BLACK):

RED
This represents the Red side

BLACK
This represents the Black side

Browser title (string)
Title for display in abrowser running the manager, will be visible to un-
authenticated users. Y ou must refresh the browser to see update.
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ObjectStore Path (string)
L ocation ObjectStore files are stored

Guard Configuration
The Guard configuration settings.
Figure 4.6. Guard Configuration Options

E/l. Red/Black Guard TLS Configuration 0

Configuration

“~ + To parent
® Guard TLS Config

MIID1TCCAbOCFAPOVCGVEQSDL1I8ILEgarweYbT2
MAOGCSqGSIb3DQEBCWUAMBOX
CzAJBgNVBAYTAKACMQAWDAYDVQQKDAV]c29kZ
TAeFwOyMDA1MDEwWNzQ4MD]JaFw0y
MTASMTMWNZQ4MDJaMDEXCzA|BENVBAYTAKAC
MO4WDAYDVOOKDAVIC29k7 TFSMRAG

Default Guard TLS Privat
Default G Private ki

""" BEGIN RSA PRIVATE KEY-——
MIIEpPQIBAAKCAQEAORWN]f8I27tmPxt4pDLhX9A]
mMGXCOAgbietPKrb81Kenskq1
1PUQ95S|ATOHOIZ3f39EVPG|RZS5AGG2PIb4eL5K
MfxHI7k5CcCIX4gvBblzPvog
SHhnelugMQYX/Fz/4JhGSZRNVMBcy749Bqebqzz
SVIXA/AGKSTTG+OYATRHFSCC

Guard TLS Private Key Passphrase
Guard Encryption passphrase for private key

AAAAAA Show

Disable TLS version 1
Disable Use of TLS version 1

False True Use default

Guard Connection supported (bool)
Configure a guard connection to be enabled.

Outbound Guard hostname (string)
The hostname of the outbound Guard, through which will be made to the remote
Red/Black server.

Outbound Guard port number. (unsigned short)

15

The port number of the outbound Guard, through which connections will be made to

the remote Red/Black server.

Listen port for Inbound Guard (unsigned short)
Port number to listen on, for connections from the inbound Guard.

Default Guard TL S Certificate Chain (string)
Default Guard Certificate chain used when other certificates have not been
configured, encoded as PEM

Default Guard TLS Private Key (string)
Default Guard Private key used when other certificates have not been configured,
encoded as PEM

Guard TLS Private Key Passphrase (string)
Guard Encryption passphrase for private key

Disable TLS version 1 (bool)
Disable use of TLS version 1

Cipher Suites (string)
Standard OpenSSL cipher suite string

Override Default DH Parameters. (bool)
DH Parameters are used during TLS. Y ou will not generally need to do this.

DH Parameters (string)
These are used during TL S, and should be specified in PEM format.
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The devicelist iswhere the list of known devices and drivers are configured, together

with their schema. New devices can be added with Add...

Figure 4.7. Device List Configuration

E}l' Red/Black Device List

Configuration

4 Global options
@ List of configured devices

@ Guard TLS Configuration

S Radio 1 = Office Modem —
Device List

§ Logging Configuration
Antenna 2 — Switch 1 —

TLS Configuration

& Stores

Devices
Individual device configuration
Figure 4.8. Device List Entry

E}l' Red/Black Radio 1

Configuration Device List > Radic 1
a + To parent
© device
Device Name

Name of the device
Radio 1

Type

Type of device

IsodeRadio

Driver
D

river for the device

dummygodev

Delete...

{o

Antenna 1 -

Device Name (string)
Name of the device

Template (string)
Template Name

Driver Options (enum)
Alternative drivers
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One of the following values (default is standard):

standard
Default driver as configured

nulldriver
Null driver

mock
Mock driver

custom
Custom driver

Driver (string)
Driver for the device
Additional arguments (string)
Optional additional command line arguments that will be added to the default ones.

4.2.1.3 Logging Configuration

The following settings alow the configuration of the logging to be fine tuned. The
default setting is to have two logging streams of RedBlack Event for the general
logging, and RedBlack Audit for the auditable events. Other streams can be added with
the Add item button. For any of the logging streams the following options are allowed.

Figure 4.9. Logging Configuration Options

E}l' Red/Black

Configuration

+ To parent
® Logging Stream

Facility Levels >

Logging Stream Name
Logging stream name

RedBlackEvent

Logging Stream Type
g2Ing Stream type

Logto afile

Default Event Logging Level
Default ogging level.

Use default
Advanced logging level configuration
Enable logging level configuration for individual facilite:

False True Use default

Log Audits

Log auditable events

False True Use default

Logging Path (string)
Folder into which to log

4.2.1.3.1 Logging Streams
Logging Streams

4.2.1.3.1.1 Log Stream Configuration
Individua log stream configuration.

Logging Stream Name (string)
Logging stream name

Logging Stream Type (enum)
Logging stream type
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One of the following values:
file

Logto afile
unixSyslog

Log to the Unix Syslog

windowsEventL og
Log to the Windows Event Log

tty
Logto TTY

XmMppEXxt
Log to XMPP

Default Event Logging Level (enum)
Default Event Logging level. The hierarchy (most severe to least) is critical,
fatal, error, warning, notice, info, success, detail, debug. Selecting alevel implies
selecting all higher logging levels aswell. Thislogging level will be applied to all
logging facilities.
One of the following values (default is error):
none
Do not log events
critical
Log critical events

fatal
Log fatal events

error
Log error events

warning
Log warning events

notice
Log notice events

info

Loginfo events
success

Log success events
detail

Log detail events

trace
Log trace events

debug
Log debug events

Advanced logging level configuration (bool)
Enable logging level configuration for individua facilities

Log Audits (bool)
Log auditable events

Log File Basename (string)
Log file name. This should not include a path: the file will be written to the
configured logging path. If rollover is configured, the output file name will include
time and date fields.

Windows Event Category (string)
Windows Event category

File Descriptor Number (unsigned int)
File descriptor number to log to
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Log File Rollover Interval (enum)
Log filerollover interval
One of the following values (default is daily):

none
Do not roll log files over

weekly

Roll log files over every week
daily

Roll log files over every day

hourly
Roll log files over every hour

fiveMinutes
Roll log files over every five minutes

Log File Rollover Offset (unsigned int)
Log filerollover offset from midnight (minutes)

Date Format (enum)
Date format
One of the following values (default is yeard):

none
Do not log date

month
Log date in MM/DD format

year2
Log datein YY-MM-DD format

year4
Logdatein YYYY-MM-DD format

Close Log File After Write (bool)
Closelog file after each write

Log Microseconds In Timestamp (bool)
Include microseconds in timestamp

Log Thread Identifier (bool)
Include thread 1D when logging

Use UTC For Timestamps (bool)
Use UTC for timestamps instead of local time

Logging level configuration for individual facilities

Per-facility logging level. Note that per-facility logging levels add to the default logging
level rather than replacing it.

Facility Name (enum)
The facility which generates this set of event log entries.
One of the following values:

asnl
ASN.1 library

base
Base library

compat
Compatibility library

redblack
RedBlack application
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rfc4158
RFC4158 library

sas|
SASL library

x509
X509 library

Event Logging Level (enum)
Event Logging level. The hierarchy (most severeto least) is critical, fatal, error,
warning, notice, info, success, detail, debug. Selecting alevel implies selecting all
higher logging levels as well.
Has the same values as Default Event Logging Level (enum).

OAuth Settings
OAuth configuration

Enable OAuth Authentication (bool)
Require users to authenticate using OAuth. If OAuth is enabled, you can still use
"simple" authentication (e.g. if OAuth configuration is broken) by using a URL of
the form "https.//redblack.exampl e.net:8080/configure?fallbackL ogin”.

Application Name (string)
Used to identify this server to the OAuth service. Thisvalue, aswell asthe OAuth
Secret and the Red/Black Redirect URI, must match this Red/Black server's
configuration in the OAuth service.

Application's OAuth Secret (string)
Secret shared with the OAuth service. Thisvalue, aswell asthe Application Name
and Red/Black Redirect URI, must match this Red/Black server's configuration in
the OAuth service.

OAuth Service Authorize URL (string)
L ocation of the OAuth authorization endpoint. Red/Black redirects usersto this
address when they first attempt to authenticate. It should be a URL endingin "/
authorize" which contains a hostname or IP address that is reachable by users of
Red/Black. For example, "https://oauth.exampl e.net: 19443/authorize".

Red/Black Redirect URI (string)
Where the OAuth server directs users after authentication. After completing user
authentication, the OAuth server provides this redirect URI to the user's web
browser to send it back to Red/Black. It should be a URL ending in "/callback"
which contains a hostname or | P address that is reachable by users of Red/Black.
For example, "https://redblack.example.net:8080/callback”. This value, as well
as the Application Name and OAuth Secret, must match this Red/Black server's
configuration in the OAuth service.

OAuth Service URL (string)
The URL of the OAuth service used by Red/Black. The Red/Black server
uses this address to communi cate with the OAuth service for token and user
information. It should be a URL which contains a hostname or | P address that
is reachable by the system where Red/Black is running. For example, "https://
oauth.example.net:19543".

Cipher Suites (string)
Standard OpenSSL cipher suite string used in OAUTH Access

TLS Configuration

TL S Default Configuration Parameters
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Figure 4.10. TLS Default configuration

El/' Red/Black

| TLS Configuration
Configuration

® TLS Config

A Main Menu

Default TLS Certificate Chain
Default Certificate chain used when other certificates hav.

TLS Configuration

-——-BEGIN CERTIFICATE--—
MIIDHZCCAgegAWIBAZIEX3btwzANBgkqhkiGIwO
BAQSFADAGMQswCQYDVQQGEWV
SZEXMBUGATUECgwWOSXNVZGUgUmVkQmxhY2s
XEJAQBENVBAMMCWxvY2FsaG9zdDAe
FwOyMDEWMDIWOTA3MTVaFw0OMDASMjcwOTA <
3MTVaMDOxC7AIRFNVRAYTAIVI MRew

Default Trust Anchors (0)

Default TLS Private Key

Default Private key used when other certificates have not
-----BEGIN ENCRYPTED PRIVATE KEY----
MIIFLTBXBgkqhkiGIWOBBQOWS|ApBgkghkiGIwo
BBQWWHAQITPVVSNGPWIioCAggA
MAWGCCqGSIb3DQIBQAWHQY]YIZIAWUDBAEQE
BCxreWgMUqLgjot4nw6Px7IBIIE

0DeCBAZGNVEIStXbqU+XutNpgcl6q0mckjUDOWr -
GAI P1khi20Yndi3FivIZRSCI

TLS Private Key Passphrase

Default TLS Certificate Chain (string)
Default Certificate chain used when other certificates have not been configured,
encoded as PEM

Default TLS Private Key (string)
Default Private key used when other certificates have not been configured, encoded
as PEM

TL S Private Key Passphrase (string)
Encryption passphrase for private key

Disable TLS version 1 (bool)
Disable use of TLS version 1

Cipher Suites (string)
Standard OpenSSL cipher suite string

Override Default DH Parameters. (bool)
DH Parameters are used during TLS. Y ou will not generally need to do this.

DH Parameters (string)
These are used during TL S, and should be specified in PEM format.

Ignore system trust anchors (bool)
Disregard any pre-installed Trust Anchor certificates

Default Trust Anchors

Default Trust Anchors which can be used by al domains

Trust Anchor

Default trust anchors used to validate the certificate path.

Trust Anchor Identifier (string)
A suitableidentifier for this Trust Anchor. Thisis used for display and logging
purposes only.

Trust Anchor (string)
Trust Anchor certificate encoded as PEM
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4.3

Certificate Verification

A certificate which is presented as part of a TLS handshake is verified via a multi-stage
process. The first stage takes place during the handshake itself, and checks (among other
things) that the certificate has been signed by one of the Trust Anchors which have been
configured for the current TLS context. Even if the certificate fails one or more of these
checks, the TL S handshake may still complete successfully, with an encrypted TLS
session being established.

Once the TL S handshake is complete, secondary checks are performed on the presented
certificate, if the configuration of the domain or link requires avalid certificate. These
are:

* If aPinned Certificate is configured, the results of the first-stage verification
areignored and a direct comparison between this and the presented certificate is
performed. If they match, the presented certificate is considered valid. If they do
not match, the presented certificate is considered invalid. In either case, no further
verification of the presented certificate is performed.

* A check of the result of the first-stage verification, described above. If this first-stage
verification has failed, no further action is taken, and the certificate is considered
invalid.

 For Server-to-Server connections which use a Link, a Subject Alternative Name match
against the Link's remoteHost configuration setting is attempted. If this match fails,
the certificate is considered invalid.

« If the appropriate checks described above succeed, the certificate is considered valid.

A certificate can contain multiple Subject Alternative Names, of varying types. When
attempting to match a domain name, DNS name or hostname against these, a number of
different comparisons are performed:

» A match against one of the certificate's DNS Names. This includes wildcard
matching, so that a certificate with aDNS Name of *. i sode. comwould match
mary. i sode. com.

» A match against one of the certificate's SRV Names. SRV Names are prefixed with
_Red/ Bl ack- ser ver if the certificate belongs to a Red/Black server or _Red/
Bl ack- cl i ent if presented by a Red/Black client. Thus an SRV name of _Red/
Bl ack-server. mary. i sode. comwould match the domain mary. i sode. com.

» A match against one of the certificate's Red/Black Addresses.

« If the certificate has no other Subject Alternative Names, a match against one of the
certificate's Common Name values.

4.4

Trust Anchors

Trust Anchors are certificates which identify trusted signing entities. These are used
by Red/Black to verify that a chain of certificates (up to and including an end-entity
certificate) received from another Red/Black server or client isvalid.

Most operating systems provide a built-in set of Trust Anchors which identify
commercial Certification Authorities. The location and format of these is system-
specific. By default, Red/Black will make use of these Trust Anchors. Use of system
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Trust Anchors can be overridden via configuration either for the whole Red/Black
installation.

A set of private Trust Anchors may be specified as part of Red/Black's configuration,
across the whole installation. Use of private Trust Anchorsis required when the end-
entity certificates being presented have been signed by Certification Authorities whose
CA certificates are not configured as part of the operating system.

4.5

45.1

Stores

There are a possible number of stores which the server has access to that provide a
mechanism to keep dlightly larger elements that the server may need. Currently thisis
limited to the storage of the schemafiles but may be expanded in the future.

Figure 4.11. Stores Configuration Options

[ Red/Black Stores e e

Configuration

4 Global options

Device Schema store —

@ Guard TLS Configuration
Device List
§ Logging Configuration
TLS Configuration

&3 stores

Driver Template Store
Thisisthe storage of the related schemaand driver properties that the server knows

about. Thisis populated on first boot to contain the distributed example schema data, but
can be amended as required.
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Figure 4.12. Driver Template Store Options

&« C A Notsecure | localhost:8080/configure/stores # 0 * (a) » ' H
E/I' Red/Black Stores e o
Configuration About Profile

Q, Find a setting

Driver template store —

A Main Menu

& stores v

Driver template store >

New schema entries can be added with the Add Item button.

Figure 4.13. Schema Upload Dialog

Upload file b 4

File selection
Choose a file that you'd like to upload

Choose a file...

Name
Provide a name to identify the file

Cancel

File Selection
Thiswill be the file containing the XML schemafor adevice.

Name
The Name of the schema. This must be without spaces or non-ascii characters to

identify it. It must also be unique.

4.6 Configuring a Pair of Red/Black Servers

Red/Black servers usually work in pairs, fulfilling the idea of ared and black side.

Each sideis configured independently, however they must share a common set of
abstract device definitions to allow the accurate transfer of status messages to match up.
Therefore if a custom device specification is added to one side, it must be added to the
other side to allow interoperability.
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4.7 M-Guard Configuration

4.7.1 GCXP Links

The Red/Black servers are usually connected by a guard process, to ensure good
separation of the two. The configuration of the connection to the guard is covered in
Section 4.2.1.1, “Guard Configuration” . The connections are based on use of M-Guard
but other guard applications supporting GCXP communication are also possible.

4.7.2 M-Guard Rules

The guard rules are specific to the application and environment, but in general a number
of common rules are used as a baseline. See the M-Guard manual for more details on
their specification. The common rules usually include such things as:

» Adherence to the schema, in this case the Red/Black schemathat is distributed with
the application.

* No XML comments to be included within the content. Comments are a clear side
channel of communication that should be disabled.

 Other rules might consider excessive sized content or restriction of the schema, to
remove for example JPEG images.
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Appendix A Glossary
This appendix provides a glossary of terms.

Technical Terms used

Abstract Device
A device definition that describes what status and control messages

Black Side (BLACK)
The black side isthe public facing side of the installation. This is usually where the
communication devices reside.
See Also Red Side.

Control
Control messages are the way that the Red/Black server communicates with devices
and with other Red/Black servers.
See Also Status.

Driver
A driver isaprocess that interfaces between the Red/Black server and a particular
device. It isresponsible for issuing status messages and interpreting control

messages.

Red Side (RED)
The red sideisthe internal side of the installation, and usually where the control is
managed from.
See Also Black Side.

Status
Status messages are the principle way that devices communicate with the Red/Black
server and with other Red/Black servers.
See Also Control.
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Appendix B References

The documents listed in this appendix provide references to the appropriate standards
and other sources of information.

If documents can be obtained electronically, the location is stated as part of the
reference.

B.1 RFCs

RFC 8259
The JavaScript Object Notation (JSON) Data Interchange Format [https://
tools.ietf.org/html/rfc8259]. T. Bray, December 2017

RFC 6901
Javacript Object Notation (JSON) Pointer [https://tools.ietf.org/html/rfc6901].
P. Bryan, April 2013

RFC 6902
JavaScript Object Notation (JSON) Patch [https://tools.ietf.org/html/rfc6902].
P. Bryan, M. Nottingham, April 2013

B.2 Recommendations and standards

XML
Extensible Markup Language (XML) 1.0 [https.//www.w3.org/TR/xml/]. W3C
Recommendation 26 November 2008

B.3 Other publications

JSON Schema [https://json-schema.org/].

References
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Appendix C Specifying an Abstract Device

An abstract device is defined by an XML document that follows the redblack schema
definition which gives the full detail about what is allowed and what is not.

C.1 The XML Definition

The XML abstract device consists of the following sections.

Abstract Devi ceSpeci fication
Thisisthe root of the XML specification of the abstract definition.

Devi ceType
Thisisthe type of the device, it isusually specific to type of device. Therefore
AcmeModem rather than Modem. It has to be a single word, but can bein
CamelCase

Devi ceFam |y
Thisisthe family that the device belongs to, so might be aradio, antenna, modem or
similar..

Devi ceTypeSumary
Thisisashort description of the device, suitable for showing in a GUI asalabdl.

Devi ceTypeDescri ption
Thisis amore descriptive text describing the device which is suitable for ahelp
dialog, or tooltip.

Ref er encedSt at usPar anet er s
Thisisalist of referenced status parameters that are defined in the common
definitionsfile. They are smply referenced by name asin

Example C.1. Referencing a standard Status

<Ref >nane</ Ref >

Devi ceSt at usPar anet er s
Thisisalist of definitions of a status parameter specific to this device. The details
aregiven in Section C.1.1, “DeviceStatusParameter and DeviceControl Parameter” .

Ref er encedCont r ol Par anet ers
Thisisalist of referenced control messages that are defined in the common
definitions file using the same notation as Example C.1, “Referencing a standard
Status”.

Devi ceCont r ol Par anet er s
Thisisalist of controls suitable specifically for the device. The details are al'so
given in Section C.1.1, “DeviceStatusParameter and DeviceControl Parameter” .

Cl1 DeviceStatusParameter and DeviceControlParameter

The components of the Device Status Parameters and Control Parameters are very
similar, and all Cont r ol messages have an implicit St at us equivalent message. They
arealist of Par anet er XML nodes, which have the following parts:

Par anet er Nane
Thisisthe name of the parameter.

Par anmet er Sunmary
Thisisthe short summary description of the parameter.

Specifying an Abstract Device



Red/Black Administration Guide 29

Par anmet er Descri pti on
Thisisthe longer description of the parameter.

Uni t s (optional)
Thisisthe an optional section where the units for the parameter can be specified if
applicable. For example valts, hertz, minutes etc.

RedBl ackManaged (optional)
If thisis present, then the parameter is managed by the server, rather than by the
device.

Speci al (optional)
This parameter is handled by the device in some special way.

Set ByQper at or (optional)
Thisisnot used for Status message.

Bl ackSi deCont r ol Onl y (optional)
This parameter can only be set on the black side.

RedToBl ackRat e (optional)
This parameter allows the rate between the red and black serversto belimited to a
rate. There are two subnodes of this:

Nurmber Messages! nPer i od
How many messages can be passed between the serversin agiven time.

Peri odLength
The time in which the number of messages are restricted to.

Mul ti Val ue (optiona)
This parameter indicates there may be multiple values.

Then there has to be one of the following present.

I nt eger
This parameter carries integer data, with optional constraints.

Lower Bound
The lower limit of the value that is allowed.

Upper Bound
The upper limit of the value that is allowed.

Al | onedVal ue
Thisisamulti valued list of the possible values for the case where only certain
values are allowed.

Mul tiplier
A multiplier indicating that values are only allowed in these increments.

Shift
Indicates that when displayed the value should be shifted by this amount, such
as ashift of 2, with avalue of 5398 would be displayed as 53.98.

Dat eTi ne
This parameter carries a date/time data. There are optional attributes that can be
attached specifying it is one of Days, M nut es, Seconds, M | | i Seconds

String
This parameter carries a string. There are a couple of options that can be applied to
limit this.

Maxi murLengt h
The maximum number of characters allowed in the string.

I A5
The string is limited to the | A5 character set.

Upper CaselLettersAndDigits
The string is limited to the upper case characters and digits.
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JPEGPhot o
This parameter carries a JPEG Image.

Bool ean
This parameter carries atrue/false boolean data.

Enuner at ed

This parameter carries avalue from alist given. The Enunval ue containsalist of
allowed values.

Enpty
This parameter carries no content, as the action isimplied from the type.

Connection
This parameter carries connection information between two devices.

Al ert Type (St at us only)
This parameter carries an alert information. There are two parts to this.

Maxi mumDescri pti onLengt h
The maximum number of characters allowed in the string.
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Appendix D Sample Abstract Devices

The following are some sample device definitions that are given as examples.

D.1 CollinsHSM2050

Collins HSM-2050 Modem

<?xm version="1.0"7?>
<Abst ract Devi ceSpeci fi cati on>
<Devi ceType>Col | i nsHSM2050</ Devi ceType>
<Devi ceFam | y>Modenx/ Devi ceFam | y>
<Devi ceTypeSunmar y>Col | i ns HSM 2050 Modenx/ Devi ceTypeSunmar y>
<Devi ceTypeDescri pti on>Col | i ns HSM 2050 Modenx/ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nanme>WaveFor nx/ Par anet er Nanme>
<Par anet er Sunmar y>Curr ent \Wavef or nx/ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>I nt er | eaver </ Par anet er Nane>
<Par anet er Sunmar y>| nt er | eaver </ Par anet er Sunmar y>
<Enuner at ed>
<EnunVal ue>Z</ Enunval ue>
<EnunVal ue>US</ Enunval ue>
<EnunVval ue>VS</ Enunval ue>
<EnunVal ue>S</ Enunval ue>
<Enunval ue>M</ Enunval ue>
<EnunVal ue>L</ Enunval ue>
<Enunval ue>VL</ Enunval ue>
</ Enuner at ed>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Speed</ Par anet er Nane>
<Par anet er Sunmar y>Tr ansmi ssi on Speed</ Par anet er Sunmar y>
<Par anet er | con>t achonet er - al t </ Par anet er | con>
<Uni t s>bps</ Uni t s>
<Di spl ayPriority/>
<I nt eger >
<Al | owedVal ue><Val ue>75</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>150</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>300</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>600</ Val ue></ Al | owedVal ue>
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<Al | owedVal ue><Val ue>1200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>2400</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>3200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>4800</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>8000</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>9600</ Val ue></ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Wavef or nifxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m TX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Wavef or TRxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m RX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oTxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o TX Frequency</ Par anet er Sunmar y>
<Par anet er | con>wave- si ne</ Par anet er | con>
<Uni t s>MHz</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oRxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o RX Fr equency</ Par anet er Sunmar y>
<Uni t s>MHz</ Uni t s>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Name>SNR</ Par anet er Nane>
<Par anet er Sunmar y>SNR</ Par anet er Summar y>
<Par anet er | con>wavef or nx/ Par anet er | con>
<Uni t s>dB</ Uni t s>
<Di spl ayPriority/>
<| nt eger >
<Lower Bound>- 20</ Lower Bound>
<Upper Bound>60</ Upper Bound> -
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eTx</ Par anet er Nane>
<Par anet er Sunmar y>TX transm ssi on st at e</ Par anet er Sunmar y>
<Par anet er | con>cl oud- upl oad</ Par anet er | con>
<Di spl ayPriority/>
<| nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Transni t </ Label >
<Col our >Gr een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
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<Val ue>0</ Val ue>
<Label >Not Transm t </ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eRx</ Par anet er Nane>
<Par anet er Sunmar y>RX transm ssi on st at e</ Par anet er Summar y>
<Par anet er | con>cl oud- downl oad</ Par anet er | con>
<Di spl ayPriority/>
<| nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Recei ve</ Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Recei ve</ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Power O f </ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>MbdenDat a</ Par anet er Nane>
<Par anet er Sunmar y>Modem Dat a</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Di rect Type>Sync Seri al </ Di rect Type>
<I ndi rect Type>Modem Dat a</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anmet er Nanme>MbdemCont r ol </ Par anmet er Nane>
<Par anet er Sunmar y>Control from I con-5066</ Par anet er Sunmar y>
<Connect i on>
<TCP>
<I Pv4Al | owed/ >
<| Pv6Al | owed/ >
</ TCP>
<Di r ect Type>Mbdem Control </ Di r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Pr i mar yRadi o</ Par anet er Narme>
<Par anet er Sunmary>Primary Radio (Rx if two radi os) </ Paranet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>SecondRadi o</ Par anet er Nane>
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<Par anet er Sunmar y>Qpt i onal Second Radi o ( Tx) </ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>nbdem ctrl </ Dri ver Pat h>
<DriverOptions>-d -"collins" -"type=HSM 2050"</Dri ver Opti ons>

34

<Dri ver Argunent Hel p>nodem ctrl [-h] [-H [-1] [-d nodem driver] [type=nbdemtype]

[ host=tcp_host] [port=tcp_prot]
-h Di spl ay usage
-H Display detailed help
-1 Log debug infornation
-d nane of the nodemdriver (e.g., collins, rapidm
type=nbdemtype Type of nobdem (e.g., type=RT-2200A, RWB)
host =host nane TCP host of nodemis control |ine
port=tcp-port TCP port of nodemis control |ine</DriverArgunmentHel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>

D.2 CollinsQ9600

Collins Q9600 Modem

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Col | i nsQ600</ Devi ceType>
<Devi ceFam | y>Modenx/ Devi ceFam | y>
<Devi ceTypeSunmar y>Col | i ns Q@600 Mddenx/ Devi ceTypeSunmar y>
<Devi ceTypeDescri pti on>Col | i ns @600 Mdenx/ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nane>WaveFor nx/ Par amet er Name>
<Par anet er Sunmar y>Curr ent \WAvef or nx/ Par anet er Summar y>
<String>
<Maxi murmLengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nane>| nt er | eaver </ Par anet er Nane>
<Par anet er Sunmar y>I nt er | eaver </ Par anet er Sunmar y>
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<Enuner at ed>
<Enunval ue>Z</ Enunval ue>
<EnunVal ue>US</ Enunval ue>
<EnunVval ue>VS</ Enunval ue>
<EnunVval ue>S</ Enunval ue>
<EnunVval ue>M</ Enunval ue>
<Enunval ue>L</ Enunval ue>
<Enunval ue>VL</ Enunval ue>
</ Enuner at ed>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Speed</ Par anet er Nane>
<Par anet er Sunmar y>Tr ansmi ssi on Speed</ Par anet er Sunmar y>
<Par anet er | con>t achonet er - al t </ Par anet er | con>
<Uni t s>bps</ Uni t s>
<Di spl ayPriority/>
<|l nt eger >
<Al | owedVal ue><Val ue>75</ Val ue></ Al | onedVal ue>
<Al | owedVal ue><Val ue>150</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>300</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>600</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>1200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>2400</ Val ue></ Al | onedVal ue>
<Al | owedVal ue><Val ue>3200</ Val ue></ Al | onedVal ue>
<Al | owedVal ue><Val ue>4800</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>8000</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>9600</ Val ue></ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anmet er Nane>Wavef or niTxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m TX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anmet er Nane>Wavef or nRxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m RX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oTxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o TX Frequency</ Par anet er Sunmar y>
<Par anet er | con>wave- si ne</ Par anet er | con>
<Uni t s>MHz</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oRxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o RX Fr equency</ Par anet er Sunmar y>
<Uni t s>MHz</ Uni t s>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>SNR</ Par anet er Nane>
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<Par anet er Sunmar y>SNR</ Par anet er Summar y>
<Par anet er | con>wavef or nx/ Par anet er | con>
<Uni t s>dB</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>- 20</ Lower Bound>
<Upper Bound>60</ Upper Bound> -
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eTx</ Par anet er Nane>
<Par anet er Sunmar y>TX transm ssi on st at e</ Par anet er Summar y>
<Par anet er | con>cl oud- upl oad</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Transmi t </ Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Transm t </ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eRx</ Par anet er Nane>
<Par anet er Sunmar y>RX transm ssi on st at e</ Par anet er Sunmar y>
<Par anet er | con>cl oud- downl oad</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Recei ve</ Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Recei ve</ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Power O f </ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>MbdenDat a</ Par anet er Nane>
<Par anet er Sunmar y>Modem Dat a</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Di rect Type>Sync Seri al </ Di rect Type>
<I ndi rect Type>Modem Dat a</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>MbdemCont r ol </ Par anmet er Nane>
<Par anet er Sunmar y>Control from I con-5066</ Par anet er Sunmar y>
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<Connecti on>
<TCP>
<l Pv4Al | owed/ >
<l Pv6Al | owed/ >
</ TCP>
<Di r ect Type>Mbdem Control </ Di r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Pr i mar yRadi o</ Par anet er Narme>
<Par anet er Sunmary>Primary Radio (Rx if two radi os) </ Paranet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>SecondRadi o</ Par anet er Nane>
<Par anet er Sunmar y>Qpt i onal Second Radi o ( Tx) </ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>nbdem ctrl </ Dri ver Pat h>
<DriverOptions>-d -"collins" -"type=Q@600"</DriverOpti ons>
<Dri ver Argunent Hel p>nodem ctrl [-h] [-H [-1] [-d nodem driver] [type=nbdemtype]
[ host=tcp_host] [port=tcp_prot]
-h Di spl ay usage
-H Display detailed help
-1 Log debug infornation
-d nane of the nodemdriver (e.g., collins, rapidm
type=nbdemtype Type of nobdem (e.g., type=RT-2200A, RWB)
host =host nane TCP host of nodemis control |ine
port=tcp-port TCP port of npbdemis control |ine</DriverArgunmentHel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>

D.3 CollinsQ9604

Collins Q9604 Modem

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Col | i nsQ604</ Devi ceType>
<Devi ceFam | y>Modenx/ Devi ceFam | y>
<Devi ceTypeSunmar y>Col | i ns Q@604 Mddenx/ Devi ceTypeSunmar y>
<Devi ceTypeDescri pti on>Col | i ns Q@604 Mdenx/ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anmet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
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<Ref >St art Ti me</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nanme>WaveFor nx/ Par anet er Nanme>
<Par anet er Sunmar y>Curr ent \Wavef or nx/ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>I nt er | eaver </ Par anet er Nane>
<Par anet er Sunmar y>I nt er | eaver </ Par anet er Sunmar y>
<Enuner at ed>
<Enunval ue>Z</ Enunval ue>
<EnunVal ue>US</ Enunval ue>
<EnunVval ue>VS</ Enunval ue>
<Enunval ue>S</ Enunval ue>
<EnunVval ue>M</ Enunval ue>
<Enunval ue>L</ Enunval ue>
<Enunval ue>VL</ Enunval ue>
</ Enuner at ed>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Speed</ Par anet er Nane>
<Par anet er Sunmar y>Tr ansmi ssi on Speed</ Par anet er Sunmar y>
<Par anet er | con>t achonet er - al t </ Par anet er | con>
<Uni t s>bps</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue><Val ue>75</ Val ue></ Al | onedVal ue>
<Al | owedVal ue><Val ue>150</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>300</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>600</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>1200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>2400</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>3200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>4800</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>8000</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>9600</ Val ue></ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anmet er Nane>Wavef or nTxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m TX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anmet er Nane>Wavef or nRxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m RX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oTxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o TX Frequency</ Par anet er Sunmar y>
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<Par anet er | con>wave- si ne</ Par anet er | con>
<Uni t s>MHz</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oRxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o RX Fr equency</ Par anet er Sunmar y>
<Uni t s>MHz</ Uni t s>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>SNR</ Par anet er Nane>
<Par anet er Sunmar y>SNR</ Par anet er Summar y>
<Par anet er | con>wavef or n</ Par anet er | con>
<Uni t s>dB</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>- 20</ Lower Bound>
<Upper Bound>60</ Upper Bound> -
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eTx</ Par anet er Nane>
<Par anet er Sunmar y>TX transm ssi on st at e</ Par anet er Summar y>
<Par anet er | con>cl oud- upl oad</ Par anet er | con>
<Di spl ayPriority/>
<|l nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Tr ansmi t </ Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Transm t </ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eRx</ Par anet er Nane>
<Par anet er Sunmar y>RX transm ssi on st at e</ Par anet er Sunmar y>
<Par anet er | con>cl oud- downl oad</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Recei ve</ Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Recei ve</ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
</ Devi ceSt at usPar anet er s>

Sample Abstract Devices




Red/Black Administration Guide 40

<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Power Of f </ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>ModenDat a</ Par anet er Nane>
<Par anet er Sunmar y>Modem Dat a</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Di rect Type>Sync Seri al </ Di rect Type>
<I ndi rect Type>Modem Dat a</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>ModentCont r ol </ Par anet er Nane>
<Par anet er Sunmar y>Control from I con-5066</ Par anet er Sunmar y>
<Connecti on>
<TCP>
<l Pv4Al | owed/ >
<l Pv6Al | owed/ >
</ TCP>
<Di r ect Type>Mbdem Cont rol </ Di r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Pr i mar yRadi o</ Par anet er Narme>
<Par anet er Sunmary>Pri mary Radio (Rx if two radi os) </ Paranet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>SecondRadi o</ Par anet er Nane>
<Par anet er Sunmar y>Qpt i onal Second Radi o ( Tx) </ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>nbdem ctrl </ Dri ver Pat h>
<DriverQptions>-d -"collins" -"type=@604"</Driver Qpti ons>
<Dri ver Argunent Hel p>nodem ctrl [-h] [-H [-1] [-d nodem driver] [type=nbdemtype]
[ host=tcp_host] [port=tcp_prot]
-h Di spl ay usage
-H Display detailed help
-1 Log debug infornation
-d nane of the nodemdriver (e.g., collins, rapidm
type=nbdemtype Type of nobdem (e.g., type=RT-2200A, RWB)
host =host nane TCP host of nodenmis control |ine
port=tcp-port TCP port of nobdemis control |ine</DriverArgunmentHel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>
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D.4 CollinsRT2200A

Collins RT-2200A Modem

<?xm version="1.0"?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Col | i nsRT2200A</ Devi ceType>
<Devi ceFam | y>Modenx/ Devi ceFam | y>
<Devi ceTypeSunmar y>Col | i ns RT- 2200A Modenx/ Devi ceTypeSumar y>
<Devi ceTypeDescri pti on>Col | i ns RT- 2200A Mddenx/ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par amret er Nane>WaveFor nx/ Par anet er Name>
<Par anet er Sunmar y>Curr ent \WAvef or mx/ Par anet er Summar y>
<String>
<Maxi mumLengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par arret er Nane>| nt er | eaver </ Par anet er Nane>
<Par anet er Sunmar y>I nt er | eaver </ Par anet er Sunmar y>
<Enuner at ed>
<EnunVal ue>Z</ Enunval ue>
<EnunVal ue>US</ Enunval ue>
<EnunVal ue>VS</ Enunval ue>
<EnunVal ue>S</ Enunval ue>
<EnunVal ue>M</ Enunval ue>
<EnunVal ue>L</ Enunval ue>
<EnunVal ue>VL</ Enunval ue>
</ Enurer at ed>
</ Par anet er >
<Par anet er >
<Par anet er Name>Speed</ Par anet er Name>
<Par anet er Sunmar y>Tr ansmni ssi on Speed</ Par anet er Sunmar y>
<Par anmet er | con>t achonet er - al t </ Par anet er | con>
<Uni t s>bps</ Uni t s>
<Di spl ayPriority/>
<I nt eger >
<Lower Bound>75</ Lower Bound>
<Upper Bound>240000</ Upper Bound>
<Al | onedVal ue><Val ue>75</ Val ue></ Al | onedVal ue>
<Al | onedVal ue><Val ue>150</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>300</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>600</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>1200</ Val ue></ Al | onedVal ue>
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<Al | owedVal ue><Val ue>2400</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>4800</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>6400</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>8000</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>9600</ Val ue></ Al | onedVal ue>
<Al | onedVal ue><Val ue>19200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>57600</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>240000</ Val ue></ Al | owedVal ue>
</ 1 nt eger >
</ Par anet er >
<Par anet er >
<Par anmet er Nane>Wavef or nTxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m TX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi muniLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anmet er Nane>Wavef or nRxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m RX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>Al ePeer </ Par anet er Nane>
<Par anet er Sunmar y>Peer ALE Addr ess</ Par anet er Sunmar y>
<Par anet er | con>addr ess- car d</ Par anet er | con>
<Di spl ayPriority/>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anmet er Nane>Al eSt at e</ Par anet er Nanme>
<Par anet er Sunmar y>ALE St at e</ Par anet er Summar y>
<Par anet er|l con>satel | i t e-di sh</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >No ALE</ Label >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Scanni ng</ Label >
<Col our >Bl ue</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>2</ Val ue>
<Label >Li nki ng</ Label >
<Col our >Or ange</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>3</ Val ue>
<Label >Soundi ng</ Label >
<Col our >Pur pl e</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>4</ Val ue>
<Label >LNK-Init (Linked as Initiator)</Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>5</ Val ue>
<Label >LNK- Res (Li nked as Responder) </ Label >
<Col our >G een</ Col our >
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</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nanme>Al eTxBW«/ Par anet er Nane>
<Par anet er Sunmar y>ALE TX BW/ Par anet er Summar y>
<Par anet er | con>upl oad</ Par anet er | con>
<Uni t s>kHz</ Uni t s>
<Di spl ayPriority/>
<Enuner at ed>
<Enunval ue>3</ Enunval ue>
<EnunVval ue>6</ Enunval ue>
<EnunVval ue>9</ Enunval ue>
<EnunVal ue>12</ Enunval ue>
<EnunVval ue>15</ Enunval ue>
<EnunVval ue>18</ Enunval ue>
<EnunVal ue>24</ Enunval ue>
<EnunVval ue>30</ Enunval ue>
<EnunVval ue>36</ Enunval ue>
<EnunVal ue>42</ Enunval ue>
<EnunVal ue>48</ Enunval ue>
</ Enuner at ed>
</ Par anet er >
<Par anet er >
<Par anet er Name>Al eRxBW/ Par anet er Nane>
<Par anet er Sunmar y>ALE RX BW/ Par anet er Summar y>
<Par anet er | con>downl oad</ Par anet er | con>
<Uni t s>kHz</ Uni t s>
<Di spl ayPriority/>
<Enuner at ed>
<Enunval ue>3</ Enunval ue>
<EnunVval ue>6</ Enunval ue>
<EnunVval ue>9</ Enunval ue>
<EnunVval ue>12</ Enunval ue>
<EnunVval ue>15</ Enunval ue>
<EnunVval ue>18</ Enunval ue>
<EnunVal ue>24</ Enunval ue>
<Enunval ue>30</ Enunval ue>
<EnunVal ue>36</ Enunval ue>
<EnunVal ue>42</ Enunval ue>
<EnunVal ue>48</ Enunval ue>
</ Enuner at ed>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oTxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o TX Frequency</ Par anet er Sunmar y>
<Par anet er | con>wave- si ne</ Par anet er | con>
<Uni t s>MHz</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oRxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o RX Fr equency</ Par anet er Sunmar y>
<Uni t s>MHz</ Uni t s>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>SNR</ Par anet er Nane>
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<Par anet er Sunmar y>SNR</ Par anet er Summar y>
<Par anet er | con>wavef or nx/ Par anet er | con>
<Uni t s>dB</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>- 20</ Lower Bound>
<Upper Bound>60</ Upper Bound> -
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>For war dVSWR</ Par anet er Nane>
<Par anet er Sunmar y>VSWR</ Par anet er Sunmar y>
<Par anet er | con>wavef or m pat h</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>1</ Lower Bound>
<Upper Bound>1000</ Upper Bound>
<Shi ft >3</ Shi ft >
</ 1 nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Rever seVSWR</ Par anet er Nane>
<Par anet er Sunmar y>Rever seVSWR</ Par anet er Sunmar y>
<l nt eger >
<Lower Bound>1</ Lower Bound>
<Upper Bound>1000</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Name>PAPower </ Par anet er Nane>
<Par anet er Sunmar y>PAPower </ Par anet er Summar y>
<Par anet er | con>si gnal - st r eanx/ Par anet er | con>
<Uni t s>dBnx/ Uni t s>
<Di spl ayPriority/>
<|l nt eger >
<Lower Bound>- 15</ Lower Bound>
<Upper Bound>20</ Upper Bound>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Al eAt t enpt </ Par anet er Nanme>
<Par anet er Sunmar y>ALE Connecti on Attenpt </ Par anet er Sunmar y>
<I nt eger/>
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eTx</ Par anet er Nane>
<Par anet er Sunmar y>TX transm ssi on st at e</ Par anet er Sunmar y>
<Par anet er | con>cl oud- upl oad</ Par anet er | con>
<Di spl ayPriority/>
<| nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Transmi t </ Label >
<Col our >Gr een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Transm t </ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eRx</ Par anet er Nane>
<Par anet er Sunmar y>RX transm ssi on st at e</ Par anet er Sunmar y>
<Par anet er | con>cl oud- downl oad</ Par anet er | con>

Sample Abstract Devices




Red/Black Administration Guide

<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Recei ve</ Label >
<Col our >Gr een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Recei ve</ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Power O f </ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>MbdenDat a</ Par anet er Nane>
<Par anet er Sunmar y>Modem Dat a</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Di rect Type>Sync Seri al </ Di rect Type>
<I ndi rect Type>Modem Dat a</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>ModentCont r ol </ Par anet er Nane>
<Par anet er Sunmar y>Control from I con-5066</ Par anet er Sunmar y>
<Connecti on>
<TCP>
<l Pv4Al | owed/ >
<l Pv6Al | owed/ >
</ TCP>
<Di r ect Type>Mbdem Cont r ol </ Di r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Ant enna</ Par anet er Nane>
<Par anet er Sunmar y>Connect ed Ant enna or PA</ Par anet er Summar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>RF</ Di r ect Type>
<I ndi rect Type>PA</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>nbdem ctrl </ Dri ver Pat h>
<DriverOptions>-d -"collins" -"type=RT-2200A"</Dri ver Opti ons>
<Dri ver Argunent Hel p>nodem ctrl [-h] [-H [-1] [-d nodem dri ver]
[ host=tcp_host] [port=tcp_prot]
-h Di splay usage
-H Display detailed help
-1 Log debug infornmation
-d nane of the nodemdriver (e.g., collins, rapidm
type=nbdemtype Type of nobdem (e.g., type=RT-2200A, RWB)
host =host name TCP host of nodenmis control |ine
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port=tcp-port TCP port of nodemis control |ine</DriverArgunmentHel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>

D.5 CollinsRT4800

Collins RT-4800 Modem

<?xm version="1.0"?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Col | i nsRT4800</ Devi ceType>
<Devi ceFam | y>Modenx/ Devi ceFam | y>
<Devi ceTypeSunmar y>Col | i ns RT- 4800 Modenx/ Devi ceTypeSummary>
<Devi ceTypeDescri pti on>Col | i ns RT-4800 Modenx/ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par armet er Nane>WaveFor nx/ Par anet er Name>
<Par anet er Sunmar y>Curr ent \Wavef or nx/ Par anet er Summar y>
<String>
<Maxi murmLengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par arret er Nane>| nt er | eaver </ Par anet er Nane>
<Par anet er Sunmar y>I nt er | eaver </ Par anet er Sunmar y>
<Enuner at ed>
<EnunVal ue>Z</ Enunval ue>
<EnunVal ue>US</ Enunval ue>
<EnunVal ue>VS</ Enunval ue>
<EnunVal ue>S</ Enunval ue>
<EnunVal ue>M</ Enunval ue>
<EnunVal ue>L</ Enunval ue>
<EnunVal ue>VL</ Enunval ue>
</ Enurer at ed>
</ Par anet er >
<Par anet er >
<Par anet er Name>Speed</ Par anet er Name>
<Par anet er Sunmar y>Tr ansmi ssi on Speed</ Par anet er Sunmar y>
<Par anet er | con>t achonet er - al t </ Par anet er | con>
<Uni t s>bps</ Uni t s>
<Di spl ayPriority/>
<I nt eger >
<Al | owedVal ue><Val ue>75</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>150</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>300</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>600</ Val ue></ Al | owedVal ue>
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<Al | owedVal ue><Val ue>1200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>2400</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>3200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>4800</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>8000</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>9600</ Val ue></ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Wavef or nifxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m TX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Wavef or TRxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m RX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oTxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o TX Frequency</ Par anet er Sunmar y>
<Par anet er | con>wave- si ne</ Par anet er | con>
<Uni t s>MHz</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oRxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o RX Fr equency</ Par anet er Sunmar y>
<Par anet er | con>wave-si ne fa-flip-vertical </ Paraneterl con>
<Uni t s>MHz</ Uni t s>
<Di spl ayPriority/>
<|l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Name>SNR</ Par anet er Nane>
<Par anet er Sunmar y>SNR</ Par anet er Summar y>
<Par anet er | con>wavef or nx/ Par anet er | con>
<Uni t s>dB</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>- 20</ Lower Bound>
<Upper Bound>60</ Upper Bound> -
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eTx</ Par anet er Nane>
<Par anet er Sunmar y>TX transm ssi on st at e</ Par anet er Summar y>
<Par anet er | con>cl oud- upl oad</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Transni t </ Label >
<Col our >Gr een</ Col our >
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</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Transm t </ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eRx</ Par anet er Nane>
<Par anet er Sunmar y>RX transm ssi on st at e</ Par anet er Summar y>
<Par anet er | con>cl oud- downl oad</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Recei ve</ Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Recei ve</ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Power O f </ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>MbdenDat a</ Par anet er Nane>
<Par anet er Sunmar y>Modem Dat a</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Di rect Type>Sync Seri al </ Di rect Type>
<I ndi rect Type>Modem Dat a</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anmet er Nanme>MbdemCont r ol </ Par anmet er Nane>
<Par anet er Sunmar y>Control from I con-5066</ Par anet er Sunmar y>
<Connect i on>
<TCP>
<| Pv4Al | owed/ >
<| Pv6Al | owed/ >
</ TCP>
<Di r ect Type>Mbdem Cont rol </ Di r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Pr i mar yRadi o</ Par anet er Narme>
<Par anet er Sunmary>Primary Radio (Rx if two radi os) </ Paranet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
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<Par anet er >
<Par anet er Nane>SecondRadi o</ Par anet er Nane>
<Par anet er Sunmar y>Qpt i onal Second Radi o ( Tx) </ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>nbdem ctrl </ Dri ver Pat h>
<DriverQOptions>-d -"collins" -"type=RT-4800"</Driver Opti ons>
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<Dri ver Argunent Hel p>nodem ctrl [-h] [-H [-1] [-d nodem driver] [type=nbdemtype]

[ host=tcp_host] [port=tcp_prot]
-h Di splay usage
-H Display detailed help
-1 Log debug infornation
-d nane of the nodemdriver (e.g., collins, rapidm
type=nbdemtype Type of nobdem (e.g., type=RT-2200A, RMB)
host =host nane TCP host of nodemis control |ine
port=tcp-port TCP port of nobdemis control |ine</DriverArgunmentHel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>

D.6 RapidMRM10

RapidM RM10 Modem

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Rapi dVRMLO</ Devi ceType>
<Devi ceFam | y>Modenx/ Devi ceFam | y>
<Devi ceTypeSunmar y>Rapi dM RMLO Mbdenx/ Devi ceTypeSummrar y>
<Devi ceTypeDescri pti on>Rapi dM RMLO Modenx/ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nane>WaveFor nx/ Par amet er Name>
<Par anet er Summar y>Curr ent \Wavef or nx/ Par anet er Summar y>
<String>
<Maxi murmLengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
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<Par anet er Nanme>I nt er | eaver </ Par anet er Nane>
<Par anet er Sunmar y>| nt er | eaver </ Par anet er Sunmar y>
<Enuner at ed>
<Enunval ue>Z</ Enunval ue>
<EnunVal ue>US</ Enunval ue>
<EnunVval ue>VS</ Enunval ue>
<EnunVval ue>S</ Enunval ue>
<Enunval ue>M</ Enunval ue>
<Enunval ue>L</ Enunval ue>
<EnunVval ue>VL</ Enunval ue>
</ Enuner at ed>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Speed</ Par anet er Nane>
<Par anet er Sunmar y>Tr ansmi ssi on Speed</ Par anet er Sunmar y>
<Par anet er | con>t achonet er - al t </ Par anet er | con>
<Uni t s>bps</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>75</ Lower Bound>
<Upper Bound>240000</ Upper Bound>
<Al | owedVal ue><Val ue>75</ Val ue></ Al | onedVal ue>
<Al | owedVal ue><Val ue>150</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>300</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>600</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>1200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>2400</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>4800</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>6400</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>8000</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>9600</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>19200</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>57600</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>240000</ Val ue></ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anmet er Nane>Wavef or nTxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m TX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anmet er Nane>Wavef or nRxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m RX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>Al ePeer </ Par anet er Nane>
<Par anet er Sunmar y>Peer ALE Addr ess</ Par anet er Sunmar y>
<Par anet er | con>addr ess- car d</ Par anet er | con>
<Di spl ayPriority/>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anmet er Nane>Al eSt at e</ Par anet er Nanme>
<Par anet er Sunmar y>ALE St at e</ Par anet er Summar y>
<Par anet er |l con>satel | i t e-di sh</ Par anet er | con>
<Di spl ayPriority/>
<|l nt eger >
<Al | owedVal ue>
<Val ue>0</ Val ue>
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<Label >No ALE</ Label >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Scanni ng</ Label >
<Col our >Bl ue</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>2</ Val ue>
<Label >Li nki ng</ Label >
<Col our >Or ange</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>3</ Val ue>
<Label >Soundi ng</ Label >
<Col our >Pur pl e</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>4</ Val ue>
<Label >LNK-Init (Linked as Initiator)</Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>5</ Val ue>
<Label >LNK- Res (Li nked as Responder) </ Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nanme>Al eTxBW«/ Par anet er Nane>
<Par anet er Sunmar y>ALE TX BW/ Par anet er Summar y>
<Par anet er | con>upl oad</ Par anet er | con>
<Uni t s>kHz</ Uni t s>
<Di spl ayPriority/>
<Enuner at ed>
<Enunval ue>3</ Enunval ue>
<EnunVval ue>6</ Enunval ue>
<EnunVval ue>9</ Enunval ue>
<EnunVval ue>12</ Enunval ue>
<EnunVal ue>15</ Enunval ue>
<EnunVval ue>18</ Enunval ue>
<EnunVal ue>24</ Enunval ue>
<EnunVval ue>30</ Enunval ue>
<EnunVal ue>36</ Enunval ue>
<EnunVal ue>42</ Enunval ue>
<EnunVval ue>48</ Enunval ue>
</ Enuner at ed>
</ Par anet er >
<Par anet er >
<Par anet er Name>Al eRxBW/ Par anet er Nane>
<Par anet er Sunmar y>ALE RX BW&/ Par anet er Summar y>
<Par anet er | con>downl oad</ Par anet er | con>
<Uni t s>kHz</ Uni t s>
<Di spl ayPriority/>
<Enuner at ed>
<Enunval ue>3</ Enunval ue>
<EnunVval ue>6</ Enunval ue>
<Enunval ue>9</ Enunval ue>
<EnunVal ue>12</ Enunval ue>
<EnunVval ue>15</ Enunval ue>
<EnunVval ue>18</ Enunval ue>
<EnunVal ue>24</ Enunval ue>
<EnunVval ue>30</ Enunval ue>
<EnunVval ue>36</ Enunval ue>
<EnunVal ue>42</ Enunval ue>
<EnunVal ue>48</ Enunval ue>
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</ Enuner at ed>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oTxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o TX Fr equency</ Par anet er Sunmar y>
<Par anet er | con>wave- si ne</ Par anet er | con>
<Uni t s>MHz</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oRxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o RX Fr equency</ Par anet er Sunmar y>
<Uni t s>MHz</ Uni t s>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Name>SNR</ Par anet er Nane>
<Par anet er Sunmar y>SNR</ Par anet er Summar y>
<Par anet er | con>wavef or nx/ Par anet er | con>
<Uni t s>dB</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>- 20</ Lower Bound>
<Upper Bound>60</ Upper Bound> -
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Al eAt t enpt </ Par anet er Nanme>
<Par anet er Sunmar y>ALE Connecti on Attenpt </ Par anet er Sunmar y>
<I nt eger/>
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eTx</ Par anet er Nane>
<Par anet er Sunmar y>TX transm ssi on st at e</ Par anet er Sunmar y>
<Par anet er | con>cl oud- upl oad</ Par anet er | con>
<Di spl ayPriority/>
<| nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Transmi t </ Label >
<Col our >Gr een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Transm t </ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eRx</ Par anet er Nane>
<Par anet er Sunmar y>RX transm ssi on st at e</ Par anet er Sunmar y>
<Par anet er | con>cl oud- downl oad</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Recei ve</ Label >
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<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Recei ve</ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>MbdenDat a</ Par anet er Nane>
<Par anet er Sunmar y>Modem Dat a</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Di rect Type>Sync Seri al </ Di rect Type>
<I ndi rect Type>Modem Dat a</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anmet er Nanme>MbdemCont r ol </ Par amet er Nane>
<Par anet er Sunmar y>Control from I con-5066</ Par anet er Sunmar y>
<Connect i on>
<TCP>
<| Pv4Al | owed/ >
<| Pv6Al | owed/ >
</ TCP>
<Di r ect Type>Mbdem Cont r ol </ Di r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Pr i mar yRadi o</ Par anet er Narme>
<Par anet er Sunmary>Primary Radio (Rx if two radi os) </ Paranet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>SecondRadi o</ Par anet er Nane>
<Par anet er Sunmar y>Qpt i onal Second Radi o ( Tx) </ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>nbdem ctrl </ Dri ver Pat h>
<DriverQptions>-d -"rapidnt -"type=RMLO"</Driver Opti ons>

<Dri ver Argunent Hel p>nodem ctrl [-h] [-H [-1] [-d nodem driver] [type=nbdemtype]

[ host=tcp_host] [port=tcp_prot]
-h Di spl ay usage
-H Display detailed help
-1 Log debug infornation

53

Sample Abstract Devices




Red/Black Administration Guide

-d nane of the nodemdriver (e.g., collins, rapidm
type=nbdemtype Type of nobdem (e.g., type=RT-2200A, RWB)
host =host nane TCP host of nodenmis control |ine

port=tcp-port TCP port of nobdemis control |ine</DriverArgunmentHel p>

</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>
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D.7 RapidMRM6

RapidM RM6 Modem

<?xm version="1.0"7?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Rapi dMRMb</ Devi ceType>
<Devi ceFam | y>Modenx/ Devi ceFam | y>
<Devi ceTypeSunmar y>Rapi dM RV6 Mbdenx/ Devi ceTypeSunmar y>

<Devi ceTypeDescri pti on>Rapi dM RVMb Mbdenx/ Devi ceTypeDescri pti on>

<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par amret er Nane>WaveFor nx/ Par anet er Name>

<Par anet er Summar y>Curr ent \WAvef or nx/ Par anmet er Summar y>

<String>
<Maxi murmLengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par arret er Nane>| nt er | eaver </ Par anet er Nane>
<Par anet er Sunmar y>I nt er | eaver </ Par anet er Sunmar y>
<Enuner at ed>
<EnunVal ue>Z</ Enunval ue>
<EnunVal ue>US</ Enun¥Val ue>
<EnunVal ue>VS</ Enunval ue>
<EnunVal ue>S</ Enunval ue>
<EnunVal ue>M</ Enunval ue>
<EnunVal ue>L</ Enunval ue>
<EnunVal ue>VL</ Enunval ue>
</ Enurer at ed>
</ Par anet er >
<Par anet er >
<Par anet er Name>Speed</ Par anet er Name>

<Par anet er Sunmar y>Tr ansmni ssi on Speed</ Par anet er Sunmar y>

<Par anet er | con>t achonet er - al t </ Par anet er | con>
<Uni t s>bps</ Uni t s>
<Di spl ayPriority/>
<I nt eger >
<Al | onedVal ue><Val ue>75</ Val ue></ Al | owedVal ue>

Sample Abstract Devices




Red/Black Administration Guide

<Al | owedVal ue><Val ue>150</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>300</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>600</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>1200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>2400</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>3200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>4800</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>8000</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>9600</ Val ue></ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Wavef or nTxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m TX St at e</ Par anet er Summar y>
<Di spl ayPriority -/>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anmet er Nane>Wavef or nRxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m RX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>Al ePeer </ Par anet er Nane>
<Par anet er Sunmar y>Peer ALE Addr ess</ Par anet er Sunmar y>
<Par anet er | con>addr ess- car d</ Par anet er | con>
<Di spl ayPriority/>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anmet er Nanme>Al eSt at e</ Par anet er Nanme>
<Par anet er Sunmar y>ALE St at e</ Par anet er Summar y>
<Par anet er |l con>satel | i t e-di sh</ Par anet er | con>
<Di spl ayPriority/>
<|l nt eger >
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >No ALE</ Label >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Scanni ng</ Label >
<Col our >Bl ue</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>2</ Val ue>
<Label >Li nki ng</ Label >
<Col our >Or ange</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>3</ Val ue>
<Label >Soundi ng</ Label >
<Col our >Pur pl e</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>4</ Val ue>
<Label >LNK-Init (Linked as Initiator)</Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>5</ Val ue>
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<Label >LNK- Res (Li nked as Responder) </ Label >
<Col our >Gr een</ Col our >
</ Al | owedVal ue>
</ 1 nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oTxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o TX Frequency</ Par anet er Sunmar y>
<Par anet er | con>wave- si ne</ Par anet er | con>
<Uni t s>MHz</ Uni t s>
<Di spl ayPriority/>
<|l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oRxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o RX Fr equency</ Par anet er Sunmar y>
<Par anet er | con>wave-si ne fa-flip-vertical </ Paraneterl con>
<Uni t s>MHz</ Uni t s>
<Di spl ayPriority -/>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Name>SNR</ Par anet er Nane>
<Par anet er Sunmar y>SNR</ Par anet er Summar y>
<Par anet er | con>wavef or nx/ Par anet er | con>
<Uni t s>dB</ Uni t s>
<Di spl ayPriority/>
<|l nt eger >
<Lower Bound>- 20</ Lower Bound>
<Upper Bound>60</ Upper Bound> -
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Al eAt t enpt </ Par anet er Nanme>
<Par anet er Sunmar y>ALE Connecti on Attenpt </ Par anet er Sunmar y>
<I nt eger/>
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eTx</ Par anet er Nane>
<Par anet er Sunmar y>TX transm ssi on st at e</ Par anet er Sunmar y>
<Par anet er | con>cl oud- upl oad</ Par anet er | con>
<Di spl ayPriority/>
<| nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Transmi t </ Label >
<Col our >Gr een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Transm t </ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eRx</ Par anet er Nane>
<Par anet er Sunmar y>RX transm ssi on st at e</ Par anet er Sunmar y>
<Par anet er | con>cl oud- downl oad</ Par anet er | con>
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<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Recei ve</ Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Recei ve</ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>MbdenDat a</ Par anet er Nane>
<Par anet er Sunmar y>Modem Dat a</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Di rect Type>Sync Seri al </ Direct Type>
<I ndi rect Type>Modem Dat a</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anmet er Nanme>MbdemCont r ol </ Par amet er Nane>
<Par anet er Sunmar y>Control from I con-5066</ Par anet er Sunmar y>
<Connect i on>
<TCP>
<| Pv4Al | owed/ >
<| Pv6Al | owed/ >
</ TCP>
<Di r ect Type>Mbdem Control </ Di r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Pr i mar yRadi o</ Par anet er Narme>
<Par anet er Sunmary>Pri mary Radio (Rx if two radi os) </ Paranet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>SecondRadi o</ Par anet er Nane>
<Par anet er Sunmar y>Qpt i onal Second Radi o ( Tx) </ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>nbdem ctrl </ Dri ver Pat h>
<DriverOptions>-d -"rapi dm' -"type=RWb"</Driver Options>
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<Dri ver Argunent Hel p>nbdem ctrl [-h] [-H [-1] [-d nodem dri ver]
[ host=tcp_host] [port=tcp_prot]
-h Di spl ay usage
-H Display detailed help
-1 Log debug infornation
-d nane of the nobdemdriver (e.g., collins, rapidm
type=nbdemtype Type of nobdem (e.g., type=RT-2200A, RWB)
host =host nane TCP host of nodemis control |ine
port=tcp-port TCP port of nobdemis control |ine</DriverArgunmentHel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>
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[type=npdem t ype]

D.8 RapidMRM8

RapidM RM8 Modem

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Rapi dMRMB</ Devi ceType>
<Devi ceFam | y>Modenx/ Devi ceFam | y>
<Devi ceTypeSunmar y>Rapi dM RMB Mbdenx/ Devi ceTypeSunmar y>
<Devi ceTypeDescri pti on>Rapi dM RMB Mbdenx/ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nane>WaveFor nx/ Par armet er Name>
<Par anet er Summar y>Curr ent \Wavef or mx/ Par anet er Summar y>
<String>
<Maxi murmLengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Il nt er | eaver </ Par anet er Name>
<Par anet er Sunmar y>I nt er | eaver </ Par anet er Sunmar y>
<Enuner at ed>
<EnunVal ue>Z</ Enunval ue>
<EnunVal ue>US</ EnunVal ue>
<EnunVal ue>VS</ Enunval ue>
<EnunVal ue>S</ Enunval ue>
<EnunVal ue>M</ Enunval ue>
<EnunVal ue>L</ Enunval ue>
<EnunVal ue>VL</ EnunVal ue>
</ Enuner at ed>
</ Par anet er >
<Par anet er >
<Par anet er Name>Speed</ Par anet er Name>
<Par anet er Sunmar y>Tr ansmi ssi on Speed</ Par anet er Sunmar y>
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<Par anet er | con>t achonet er - al t </ Par anet er | con>
<Uni t s>bps</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue><Val ue>75</ Val ue></ Al | onedVal ue>
<Al | owedVal ue><Val ue>150</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>300</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>600</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>1200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>2400</ Val ue></ Al | onedVal ue>
<Al | owedVal ue><Val ue>3200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>4800</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>8000</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>9600</ Val ue></ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anmet er Nane>Wavef or nTxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m TX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anmet er Nane>Wavef or nRxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m RX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>Al ePeer </ Par anet er Nane>
<Par anet er Sunmar y>Peer ALE Addr ess</ Par anet er Sunmar y>
<Par anet er | con>addr ess- car d</ Par anet er | con>
<Di spl ayPriority/>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>Al eSt at e</ Par anet er Nanme>
<Par anet er Sunmar y>ALE St at e</ Par anet er Summar y>
<Par anet er|l con>satel | i t e-di sh</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >No ALE</ Label >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Scanni ng</ Label >
<Col our >Bl ue</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>2</ Val ue>
<Label >Li nki ng</ Label >
<Col our >Or ange</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>3</ Val ue>
<Label >Soundi ng</ Label >
<Col our >Pur pl e</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>4</ Val ue>
<Label >LNK-Init (Linked as Initiator)</Label >
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<Col our >Gr een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>5</ Val ue>
<Label >LNK- Res (Li nked as Responder) </ Label >
<Col our >Gr een</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oTxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o TX Frequency</ Par anet er Sunmar y>
<Par anet er | con>wave- si ne</ Par anet er | con>
<Uni t s>MHz</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oRxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o RX Fr equency</ Par anet er Sunmar y>
<Par anet er | con>wave-si ne fa-flip-vertical </ Paraneterl con>
<Uni t s>MHz</ Uni t s>
<Di spl ayPriority -/>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Name>SNR</ Par anet er Nane>
<Par anet er Sunmar y>SNR</ Par anet er Summar y>
<Par anet er | con>wavef or nx/ Par anet er | con>
<Uni t s>dB</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>- 20</ Lower Bound>
<Upper Bound>60</ Upper Bound> -
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Al eAt t enpt </ Par anet er Nanme>
<Par anet er Sunmar y>ALE Connecti on Attenpt </ Par anet er Sunmar y>
<I nt eger/>
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eTx</ Par anet er Nane>
<Par anet er Sunmar y>TX transm ssi on st at e</ Par anet er Sunmar y>
<Par anet er | con>cl oud- upl oad</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Transmi t </ Label >
<Col our >Gr een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Transm t </ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
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<Par anet er >
<Par anet er Nane>St at eRx</ Par anet er Nane>
<Par anet er Sunmar y>RX transm ssi on st at e</ Par anet er Sunmar y>
<Par anet er | con>cl oud- downl oad</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Recei ve</ Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Recei ve</ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger>
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>MbdenDat a</ Par anet er Nane>
<Par anet er Sunmar y>Modem Dat a</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Di rect Type>Sync Seri al </ Di rect Type>
<I ndi rect Type>Modem Dat a</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>MbdemCont r ol </ Par anmet er Nane>
<Par anet er Sunmar y>Control from I con-5066</ Par anet er Sunmar y>
<Connect i on>
<TCP>
<| Pv4Al | owed/ >
<| Pv6Al | owed/ >
</ TCP>
<Di r ect Type>Mbdem Cont rol </ Di r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Pr i mar yRadi o</ Par anet er Narme>
<Par anet er Sunmary>Pri mary Radio (Rx if two radi os) </ Paranet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>SecondRadi o</ Par anet er Nane>
<Par anet er Sunmar y>Qpt i onal Second Radi o ( Tx) </ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
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</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>nbdem ctrl </ Dri ver Pat h>
<DriverOptions>-d -"rapi dm' -"type=RMB"</Driver Options>
<Dri ver Argunent Hel p>nodem ctrl [-h] [-H [-1] [-d nodem driver] [type=nbdemtype]
[ host=tcp_host] [port=tcp_prot]
-h Di spl ay usage
-H Display detailed help
-1 Log debug infornation
-d nane of the nodemdriver (e.g., collins, rapidm
type=nbdemtype Type of nobdem (e.g., type=RT-2200A, RWB)
host =host nane TCP host of nodemis control |ine
port=tcp-port TCP port of nobdemis control |ine</DriverArgunmentHel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>

D.9 ThalesTRC1774

Thales TRC1774 Modem

<?xm version="1.0"?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Thal esTRC1774</ Devi ceType>
<Devi ceFam | y>Modenx/ Devi ceFam | y>
<Devi ceTypeSunmar y>Thal es TRC1774 Mbdenx/ Devi ceTypeSunmar y>
<Devi ceTypeDescri pti on>Thal es TRC1774 Mdenx/ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par amret er Nane>WaveFor nx/ Par anet er Name>
<Par anet er Sunmar y>Curr ent \WAvef or mx/ Par anet er Summar y>
<String>
<Maxi murmLengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par arret er Nane>| nt er | eaver </ Par anet er Nane>
<Par anet er Sunmar y>I nt er | eaver </ Par anet er Sunmar y>
<Enuner at ed>
<EnunVal ue>Z</ Enunval ue>
<EnunVal ue>US</ Enunval ue>
<EnunVal ue>VS</ Enunval ue>
<EnunVal ue>S</ Enunval ue>
<EnunVal ue>M</ Enunval ue>
<EnunVal ue>L</ Enunval ue>
<EnunVal ue>VL</ Enunval ue>
</ Enurer at ed>

Sample Abstract Devices




Red/Black Administration Guide

</ Par anet er >
<Par anet er >
<Par anet er Nane>Speed</ Par anet er Nane>
<Par anet er Sunmar y>Tr ansmi ssi on Speed</ Par anet er Sunmar y>
<Par anet er | con>t achonet er - al t </ Par anet er | con>
<Uni t s>bps</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue><Val ue>75</ Val ue></ Al | onedVal ue>
<Al | owedVal ue><Val ue>150</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>300</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>600</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>1200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>2400</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>3200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>4800</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>8000</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>9600</ Val ue></ Al | onedVal ue>
</ 1 nt eger >
</ Par anet er >
<Par anet er >
<Par anmet er Nane>Wavef or nTxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m TX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anmet er Nane>Wavef or nRxSt at e</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or m RX St at e</ Par anet er Sunmar y>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>Al ePeer </ Par anet er Nane>
<Par anet er Sunmar y>Peer ALE Addr ess</ Par anet er Sunmar y>
<Par anet er | con>addr ess- car d</ Par anet er | con>
<Di spl ayPriority/>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
<Par anet er >
<Par anmet er Nanme>Al eSt at e</ Par anet er Nanme>
<Par anet er Sunmar y>ALE St at e</ Par anet er Summar y>
<Par anet er|l con>satel | i t e-di sh</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >No ALE</ Label >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Scanni ng</ Label >
<Col our >Bl ue</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>2</ Val ue>
<Label >Li nki ng</ Label >
<Col our >Or ange</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>3</ Val ue>
<Label >Soundi ng</ Label >
<Col our >Pur pl e</ Col our >
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</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>4</ Val ue>
<Label >LNK-Init (Linked as Initiator)</Label >
<Col our >Gr een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>5</ Val ue>
<Label >LNK- Res (Li nked as Responder) </ Label >
<Col our >Gr een</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oTxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o TX Frequency</ Par anet er Sunmar y>
<Par anet er | con>wave- si ne</ Par anet er | con>
<Uni t s>MHz</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi oRxFr equency</ Par anet er Name>
<Par anet er Sunmar y>Radi o RX Fr equency</ Par anet er Sunmar y>
<Uni t s>MHz</ Uni t s>
<l nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>29999</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Name>SNR</ Par anet er Nane>
<Par anet er Sunmar y>SNR</ Par anet er Summar y>
<Par anet er | con>wavef or nx/ Par anet er | con>
<Uni t s>dB</ Uni t s>
<Di spl ayPriority/>
<l nt eger >
<Lower Bound>- 20</ Lower Bound>
<Upper Bound>60</ Upper Bound> -
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Al eAt t enpt </ Par anet er Nanme>
<Par anet er Sunmar y>ALE Connecti on Attenpt </ Par anet er Sunmar y>
<I nt eger/>
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eTx</ Par anet er Nane>
<Par anet er Sunmar y>TX transm ssi on st at e</ Par anet er Summar y>
<Par anet er | con>cl oud- upl oad</ Par anet er | con>
<Di spl ayPriority/>
<| nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Transmi t </ Label >
<Col our >Gr een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Transm t </ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
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</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eRx</ Par anet er Nane>
<Par anet er Sunmar y>RX transm ssi on st at e</ Par anet er Summar y>
<Par anet er | con>cl oud- downl oad</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Recei ve</ Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Recei ve</ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ 1 nt eger >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Power O f </ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>MbdenDat a</ Par anet er Nane>
<Par anet er Sunmar y>Modem Dat a</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Di rect Type>Sync Seri al </ Di rect Type>
<I ndi rect Type>Modem Dat a</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>MbdemCont r ol </ Par anmet er Nane>
<Par anet er Sunmar y>Control from I con-5066</ Par anet er Sunmar y>
<Connect i on>
<TCP>
<| Pv4Al | owed/ >
<I Pv6Al | owed/ >
</ TCP>
<Di r ect Type>Mbdem Cont r ol </ Di r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Pr i mar yRadi o</ Par anet er Narme>
<Par anet er Sunmary>Pri mary Radio (Rx if two radi os) </ Paranet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>SecondRadi o</ Par anet er Nane>
<Par anet er Sunmar y>Qpt i onal Second Radi o ( Tx) </ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
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<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>nbdem ctrl </ Dri ver Pat h>
<DriverOptions>-d -"thal es" -"type=TRC1774"</Driver Opti ons>
<Dri ver Argunent Hel p>nbdem ctrl [-h] [-H [-1] [-d nodem dri ver]
[ host=tcp_host] [port=tcp_prot]
-h Di splay usage
-H Display detailed help
-1 Log debug infornation
-d nane of the nodemdriver (e.g., collins, rapidm
type=nbdemtype Type of nobdem (e.g., type=RT-2200A, RWB)
host =host nane TCP host of nodemis control |ine
port=tcp-port TCP port of nbdemis control |ine</DriverArgunment Hel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>
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[type=npdem t ype]

D.10 Antenna

This models a single endpoint antenna

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Ant enna</ Devi ceType>
<Devi ceFani | y>Ant enna</ Devi ceFami | y>
<Devi ceTypeSunmar y>An ant enna pl acehol der </ Devi ceTypeSumar y>
<Devi ceTypeDescri pti on>
Thi s npbdel s a singl e endpoi nt antenna
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>Connect i onFr onRadi o</ Par anet er Name>
<Par anet er Sunmar y>Connecti on from Radi o</ Par anet er Summar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Di r ect Type>RF</ Di r ect Type>
<l| ndi r ect Type>Ant enna</ | ndi r ect Type>
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</ Connecti on>

</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>

<Dri ver Pat h>NULL</ Dri ver Pat h>

<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Argunent Hel p>
</ Devi ceDri ver | nf o>

</ Abstract Devi ceSpeci fi cati on>

D.11 AudioToTCP

This device converts an audio stream to TCP. It is used to enable operator switching of
audio streams.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Audi oTOTCP</ Devi ceType>
<Devi ceFani | y>Audi oToTCP</ Devi ceFam | y>
<Devi ceTypeSunmar y>Converts Audi o to TCP</ Devi ceTypeSunmmary>
<Devi ceTypeDescri pti on>
Thi s device converts an audio streamto TCP.
It is used to enabl e operator sw tching of audio streans.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>Audi ol n</ Par anet er Nane>
<Par anet er Sunmar y>Audi o | nbound</ Par anet er Summar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Di r ect Type>Audi o</ Di r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>TCPCQut </ Par anet er Nane>
<Par anet er Sunmar y>TCP t o Peer </ Par anet er Summar y>
<Par anet er Descri pti on>
This is the link to a peer -"TCP-to-Audi 0" converter.
The operator sets this end of the TCP connection to match
the other end (which is set by adm nistrator).
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</ Par anet er Descri pti on>
<Set ByOper at or / >
<Connecti on>
<TCP/ >
<Connect To/ >
<Di r ect Type>Audi oOver TCP</ Di r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Ar gunent Hel p>
</ Devi ceDri ver | nf o>
</ Abstract Devi ceSpeci fi cati on>

D.12 Cobalt

Cobalt performs directory provisioning. Cobalt is not part of the communication chain
and so has no connections defined.

<?xm version="1.0"7?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Cobal t </ Devi ceType>
<Devi ceFam | y>Di rect ory Provi si oni ng</ Devi ceFam | y>
<Devi ceTypeSunmar y>| sode Cobal t </ Devi ceTypeSumrar y>
<Devi ceTypeDescri pti on>
Cobalt perfornms directory provisioning.
Cobalt is not part of the conmunication chain and so has no connections defi ned.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anmet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >URL</ Ref >
<Ref >Act i vat i onl nf o</ Ref >
</ Ref er encedSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anmet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>net go</ Dri ver Pat h>
<Driver Opti ons>-t Cobal t</DriverOpti ons>
<Dri ver Ar gurment Hel p>
Specify the cobalt server to nmonitor. Argunents are
--p host:port (e.g., --p |ocal host:8001)
--U updatetine (optional, in seconds)
</ Dri ver Ar gunent Hel p>
</ Devi ceDri ver| nf 0>
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</ Abstract Devi ceSpeci fi cati on>
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D.13 DoorSensor

Simple Status

<?xm version="1.0"?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Door Sensor </ Devi ceType>
<Devi ceFani | y>Sensor </ Devi ceFamni | y>
<Devi ceTypeSunmar y>Check if Door is Open</Devi ceTypeSummary>
<Devi ceTypeDescri pti on>Si npl e St at us</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nane>Door Open</ Par anet er Name>
<Par anet er Sunmary>ls it open?</ Par anet er Sumrar y>
<Par anet er | con>door - open</ Par anet er | con>
<Di spl ayPriority/>
<I nt eger >
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Cl osed</ Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Open</ Label >
<Col our >Red</ Col our >
</ Al | owedVal ue>
</| nt eger >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>

<Dri ver Argunent Hel p>Nul | devi ce as defaul t </ Dri ver Ar gunent Hel p>

</ Devi ceDri ver | nf o>
</ Abst ract Devi ceSpeci fi cati on>
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D.14 FireAlarm

An example device which is capable of sending aerts

<?xm version="1.0"?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Fi r eAl ar nx/ Devi ceType>
<Devi ceFani | y>Sensor </ Devi ceFani | y>
<Devi ceTypeSunmar y>Si npl e Fire Al arnx/ Devi ceTypeSunmary>
<Devi ceTypeDescri pti on>
An exanpl e device which is capable of sending alerts
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nanme>Fi r eAl ar nx/ Par anet er Nane>
<Par anet er Sunmar y>Fi re al arm acti ve</ Par anet er Sunmar y>
<Par aret er | con>fi re</ Par anet er | con>
<Di spl ayPriority/>
<I nt eger >
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >- - - </ Label >
<Col our >Gr een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Al ar nx/ Label >
<Col our >Red</ Col our >
</ Al | owedVal ue>
</'| nt eger >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>

<Dri ver Argunent Hel p>Nul | devi ce as defaul t </ Dri ver Ar gunent Hel p>

</ Devi ceDri ver| nf o>
</ Abst r act Devi ceSpeci fi cati on>
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D.15 FixedMonitoringCamera

A fixed camerathat takes repeated tills at configurable intervals

<?xm version="1.0"?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Fi xedMoni t ori ngCamer a</ Devi ceType>
<Devi ceFani | y>Caner a</ Devi ceFani | y>
<Devi ceTypeSunmar y>Fi xed Moni tori ng Caner a</ Devi ceTypeSunmmar y>
<Devi ceTypeDescri pti on>
A fixed canmera that takes repeated stills at configurable intervals
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
</ Ref er encedsSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Name>Phot o</ Par anet er Nane>
<Par anet er Sunmar y>| nt erval Phot o</ Par anet er Summar y>
<JPEGPhot 0>
<Maxi munsi ze>8000000</ Maxi munsi ze>
</ JPEGPhot 0>
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
<Ref >Associ at edDevi ce</ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nanme>Phot ol nt er val </ Par anet er Nane>
<Par anet er Sunmar y>I nt erval Between Phot os</ Par anet er Sunmar y>
<Uni t s>Seconds</ Uni t s>
<Set ByOper at or / >
<I nt eger >
<Lower Bound>1</ Lower Bound>
<Upper Bound>3600</ Upper Bound>
</| nt eger >
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t </ Dri ver Ar gunent Hel p>
</ Devi ceDri ver | nf o>
</ Abst r act Devi ceSpeci fi cati on>
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D.16 GenericCrypto

This represents a Crypto device that is not actively monitored. Monitoring Crypto
devicesislikely to be difficult, this abstract device islikely to be used in real
deployments, in order to complete communication chains. A Crypto device that can be
monitored would need additional parameters. This device will generally be provisioned
red side, asit connects red and black side devices, and red side devices are not visible
black side.

<?xm version="1.0"7?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Ceneri cCrypt o</ Devi ceType>
<Devi ceFam | y>Cr ypt o</ Devi ceFam | y>
<Devi ceTypeSunmary>This is a general purpose Crypto device with sync serial
interfaces, which is not nonitored</Devi ceTypeSumary>
<Devi ceTypeDescri pti on>
This represents a Crypto device that is not actively nonitored.

Monitoring Crypto devices is likely to be difficult, this abstract device is
likely to be used in real deploynents, in order to conplete conmmunicati on chains.

A Crypto device that can be nonitored woul d need additional paraneters.

This device will generally be provisioned red side, as it connects
red and bl ack side devices, and red side devices are not visible black side.

</ Devi ceTypeDescri pti on>
<Boundar yDevi ce/ >
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par amret er Nane>ModenDat a</ Par anet er Nane>
<Par anet er Summar y>Red si de | i nk</ Par amet er Summar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Di rect Type>Sync Seri al </ Di rect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par arret er Nanme>Bl ackSi deLi nk</ Par anet er Nanme>
<Par anet er Sunmar y>Bl ack si de |ink</ Par amet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di rect Type>Sync Seri al </ Di rect Type>
</ Connecti on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>

Sample Abstract Devices




Red/Black Administration Guide

<Devi ceDri ver | nf o>

<Dri ver Pat h>NULL</ Dri ver Pat h>

<Dri ver Ar gunent Hel p>Nul |
</ Devi ceDri ver | nf 0>

devi ce as defaul t</Driver Argunent Hel p>

</ Abstract Devi ceSpeci fi cati on>
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D.17 Harrier

Thisdeviceis Harrier.

<?xm version="1.0"?>

<Abst r act Devi ceSpeci fi cati on>

<Devi ceType>Harri er </ Devi ceType>
<Devi ceFami | y>Web Messagi ng Server </ Devi ceFani | y>
<Devi ceTypeSunmar y>|l sode Harrier Server</Devi ceTypeSunmary>

<Devi ceTypeDescri pti on>
This device is Harrier. -
</ Devi ceTypeDescri pti on>

<Ref er encedSt at usPar anet er s>

<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >

<Ref >Mbni t ori ngSi nce</ Ref >

<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >

<Ref >Devi ceTypeHash</ Ref >

<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >URL</ Ref >

<Ref >Act i vat i onl nf o</ Ref >

</ Ref er encedSt at usPar anet er s>

<Devi ceSt at usPar anet er s>
<Par anet er >

<Par anet er Nane>Nunber Cl i ent s</ Par anet er Nane>
<Par anet er Sunmar y>Nunber of Active clients</Paraneter Sunmary>

<Integer -/>
</ Par anet er >
</ Devi ceSt at usPar anet er s>

<Ref er encedCont r ol Par anet er s>

<Ref >SendPar anet er s</ Ref >

<Ref >Devi ceDescri pti on</ Ref >

<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >

</ Ref er encedCont r ol Par anet er s>

<Devi ceCont r ol Par anet er s>
<Par anet er >

<Par arret er Nane>MBox</ Par anet er Nane>
<Par anet er Sunmar y></ Par anet er Sunmar y>

<RedBl ackManaged -/>
<Connect i on>
<Fi xed -/>
<Connect To -/>

<Di r ect Type>Message Access</Direct Type>

</ Connecti on>
</ Par anet er >

</ Devi ceCont r ol Par anet er s>

<Devi ceDri ver | nf o>

Sample Abstract Devices




Red/Black Administration Guide

<Dri ver Pat h>net go</ Dri ver Pat h>

<Driver Options>-t Harrier</DriverOptions>

<Dri ver Ar gunent Hel p>
Specify the harrier server to nonitor. Argunents are
--p host:port (e.g., --p |ocal host:9090)
--U updatetine (optional, in seconds)
</ Dri ver Ar gunent Hel p>

</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>
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D.18 lcon5066

This deviceis |con-5066.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>l con5066</ Devi ceType>
<Devi ceFam | y>STANAG 5066 Server </ Devi ceFam | y>
<Devi ceTypeSunmar y>l sode | con-5066 Server </ Devi ceTypeSunmary>
<Devi ceTypeDescri pti on>Thi s device is |con-5066.</Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >URL</ Ref >
<Ref >Acti vati onl nf o</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nane>Nunber Cl i ent s</ Par anet er Nane>
<Par anet er Sunmar y>Nunber of SIS dients Bound</ Paranet er Summary>
<Par anet er | con>user s</ Par anet er | con>
<Di spl ayPriority -/>
<I nt eger >
<Lower Bound>0</ Lower Bound>
<Upper Bound>16</ Upper Bound>
</ I nt eger>
</ Par anet er >
<Par anet er >
<Par anet er Nane>F| owOn</ Par anet er Nane>
<Par anet er Sunmary>Are SIS Clients Flow Controll ed</ Paranet er Sunmary>
<Par anet er | con>f aucet - dri p</ Par anet er | con>
<Di spl ayPriority -/>
<I nt eger >
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >of f </ Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >on</ Label >
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<Col our >Or ange</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>NodeAddr ess</ Par anet er Nane>
<Par anet er Sunmar y>The 5066 Address of the Node</ Par anet er Sunmary>
<Par anet er | con>ser ver </ Par anet er | con>
<Di spl ayPriority -/>
<String>
<Maxi munlengt h>64</ Maxi munLengt h>
</ String>
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Enabl ed</ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>Enabl eNode</ Par anet er Nane>
<Par anet er Sunmar y>Enabl e S5066 Node</ Par anet er Sunmar y>
<Par anet er Descri pti on>Enabl e S5066 Node</ Par anet er Descri pti on>
<Bool ean/ >
</ Par anet er >
<Par anet er >
<Par anet er Nane>S| SConnect i on</ Par anet er Nane>
<Par anet er Sunmar y>SI S Connect i on</ Par anet er Sunmar y>
<Mul ti Val ue>
<Maxi mumvenber s>16</ Maxi numvenber s>
</ Ml ti Val ue>
<Connecti on>
<TCP/ >
<Di rect Type>SI S</ Di r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>ModentCont r ol </ Par anet er Nane>
<Par anet er Sunmar y>Modem Cont r ol </ Par anet er Summar y>
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>GCXP</ Di r ect Type>
<I ndi rect Type>Modem Control </ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>ModenDat a</ Par anet er Nane>
<Par anet er Sunmar y>Modem Dat a</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di rect Type>Sync Seri al </ Di rect Type>
<I ndi rect Type>Modem Dat a</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>i con5066_ctrl </ Dri ver Pat h>
<Dri ver Opti ons></Dri ver Opti ons>
<Dri ver Ar gunent Hel p>
Specify the Icon-5066 server to nonitor. Argunents are
--n & t;node_address&gt; --p & t;url&gt; (e.g. --n 10.50.66.0
--p http://127.0.0. 1: 4001)
</ Dri ver Ar gunent Hel p>
</ Devi ceDri ver | nf o>
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</ Abstract Devi ceSpeci fi cati on>

D.19 lcon5066BlackSide

While Icon-5066 is primarily a Red Side product, there isan ALE and Modem driver
that sits black side. Thisis connected to by two M-Guard instances. It connects to
control of amodem. This module essentially relays commands. Thisis used for
monitoring and connection configuration. It might make sense for thisto be the full
management interface to this component.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>l con5066BI ackSi de</ Devi ceType>
<Devi ceFamni | y>Pr oxy Mdenx/ Devi ceFani | y>
<Devi ceTypeSunmar y>l con- 5066 Bl ack Si de</ Devi ceTypeSumrary>
<Devi ceTypeDescri pti on>
While lcon-5066 is prinmarily a Red Side product,
there is an ALE and Modem driver that
sits black side. This is connected to by two M Guard i nstances.
It connects to control
of a nbdem This nodul e essentially relays commands.
This is used for nonitoring and connection configuration.
It might make sense for this to be the full managenent interface to this conponent.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anmet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti ne</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>Cont r ol </ Par anet er Nane>
<Par anet er Sunmar y>Recei ve Control Sent to Moden ALE vi a | con-5066
</ Par anmet er Sunmar y>
<Connect i on>
<Fi xed/ >
<Di rect Type>GCXP</ Di r ect Type>
<I ndi rect Type>l con- 5066 Control </ | ndirect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>CGCXPSt at us</ Par anet er Nane>
<Par anet er Sunmar y>Send Status Sent from Mbdenl ALE via | con-5066</ Par anet er Sunmar y>
<Connect i on>
<Fi xed/ >
<Di rect Type>GCXP</ Di r ect Type>
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<I ndi rect Type>l con- 5066 Status</IndirectType>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Modenx/ Par anet er Nane>
<Par anet er Sunmar y>TCP Connection to Modem ALE Uni t </ Par anet er Sunmar y>
<Connecti on>
<TCP>
<l Pv4Al | owed/ >
<l Pv6Al | owed/ >
</ TCP>
<Connect To/ >
<Di r ect Type>Mbdem Control </ Di r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Ar gunent Hel p>
</ Devi ceDri ver | nf o>
</ Abstract Devi ceSpeci fi cati on>

D.20 IconRedBlackBlackSide

Red/Black (Black Side) isacomplex server, which will mostly be managed locally.

By including it as a managed device, connectivity and status can be shown. It provides
monitoring from Red side. Might be useful to add some status parameters, such as
control and status message rate. It is expected to provide this device driver internally to
Red/Black

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>l conRedBl ackBl ackSi de</ Devi ceType>
<Devi ceFani | y>Red/ Bl ack (Bl ack Si de) </ Devi ceFamni | y>
<Devi ceTypeSunmar y>Red/ Bl ack (Bl ack Si de) </ Devi ceTypeSumary>
<Devi ceTypeDescri pti on>
Red/ Bl ack (Black Side) is a conplex server, which will nostly be nanaged | ocal ly.
By including it as a nanaged devi ce, connectivity and status can be shown.
It provides nonitoring from Red side.
M ght be useful to add sone status paraneters,
such as control and status nessage rate.
It is expected to provide this device driver internally to Red/Bl ack
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anmet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
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<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>Cont r ol </ Par anet er Nane>
<Par anet er Sunmar y>Recei ve Control Sent to Red/Bl ack</ Paranet er Summar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>GCXP</ Di r ect Type>
<I ndi rect Type>Red/ Bl ack Control </ | ndirect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>CGCXPSt at us</ Par anet er Nane>
<Par anet er Sunmar y>Send St atus Sent from Red/ Bl ack</ Par anet er Summar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Di r ect Type>GCXP</ Di r ect Type>
<I ndi rect Type>Red/ Bl ack St atus</Indirect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Argunent Hel p>
</ Devi ceDri ver | nf o>
</ Abstract Devi ceSpeci fi cati on>

D.21 IconRedBlackRedSide

Red/Black (Red Side) isacomplex server, which will mostly be managed locally. By
including it as a managed device, connectivity and status can be shown. It is expected to
provide this device driver internally to Red/Black

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>

<Devi ceType>l conRedBl ackRedSi de</ Devi ceType>

<Devi ceFam | y>Red/ Bl ack (Red Si de) </ Devi ceFani | y>

<Devi ceTypeSunmar y>Red/ Bl ack (Red Si de) </ Devi ceTypeSunmary>

<Devi ceTypeDescri pti on>
Red/ Bl ack (Red Side) is a conplex server, which will nostly be managed | ocal | y.
By including it as a nanaged devi ce, connectivity and status can be shown.
It is expected to provide this device driver internally to Red/Bl ack

</ Devi ceTypeDescri pti on>

<Ref er encedSt at usPar anmet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
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<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>Cont r ol </ Par anet er Nane>
<Par anet er Sunmar y>Control Sent to Red/ Bl ack</ Par anet er Summar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Di r ect Type>GCXP</ Di r ect Type>
<I ndi rect Type>Red/ Bl ack Control </ | ndirect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par anmet er Nane>GCXPSt at us</ Par anet er Nanme>
<Par anet er Sunmar y>Get Status Sent from Red/ Bl ack</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>GCXP</ Di r ect Type>
<I ndi rect Type>Red/ Bl ack St atus</Indirect Type>
</ Connecti on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Ar gunent Hel p>
</ Devi ceDri ver | nf o>
</ Abstract Devi ceSpeci fi cati on>

79

D.22 lconPEP

This deviceis |con-PEP.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>| conPEP</ Devi ceType>
<Devi ceFam | y>HF- PEP Ser ver </ Devi ceFam | y>
<Devi ceTypeSunmar y>l sode | con- PEP Server </ Devi ceTypeSunmmar y>
<Devi ceTypeDescri pti on>
This device is |con-PEP. -
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anmet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
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<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >URL</ Ref >
<Ref >Acti vati onl nf o</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>S| S</ Par anet er Nane>
<Par anet er Sunmar y>SI S Connect i on</ Par anet er Sunmar y>
<Par anet er Descri pti on>
This is the link to I con-5066 server. The data for this needs to be stored by M Swi tch
</ Par anet er Descri pti on>
<Connecti on>
<TCP/ >
<Connect To/ >
<Di rect Type>S| S</ Di r ect Type>
</ Connecti on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>net go</ Dri ver Pat h>
<DriverOpti ons>-t |con-PEP</Driver Opti ons>
<Dri ver Argunent Hel p>Specify the | con-PEP server to
nonitor. Argunents are --p host:port (e.g. --p local host: 17636)
--U updatetine (optional, in seconds)</DriverArgunent Hel p>
</ Devi ceDri ver | nf o>
</ Abstract Devi ceSpeci fi cati on>

D.23 lconTopoConfig

|con-Topo supports Mobile Unit mobility between HF Networks. The configuration
server supports management update. It is not adirect part of the communication chain
and so has no connections defined.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>l conTopoConfi g</ Devi ceType>
<Devi ceFani | y>Mobi | i t y</ Devi ceFami | y>
<Devi ceTypeSunmar y>l sode | con- Topo Confi guration Server</Devi ceTypeSumary>
<Devi ceTypeDescri pti on>
| con- Topo supports Mbile Unit nobility between HF Networks.
The configuration server supports managenent update.
It is not a direct part of the conmuni cati on chain and so has no connections defi ned.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anmet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
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<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >URL</ Ref >
<Ref >Acti vati onl nf o</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>net go</ Dri ver Pat h>
<Dri ver Opti ons>-t |conTopoConfig</DriverOptions>
<Dri ver Ar gunent Hel p>
Specify the Icon Topo server to nonitor. Argunents are
--p host:port (e.g., --p |ocal host: 17000)
--U updatetine (optional, in seconds)
</ Dri ver Ar gunent Hel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>

D.24 lconTopoUpdate

Icon-Topo performs directory provisioning. The update server keeps configuration
updated. It is not a direct part of the communication chain and so has no connections
defined.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>l conTopoUpdat e</ Devi ceType>
<Devi ceFani | y>Mobi | i t y</ Devi ceFami | y>
<Devi ceTypeSunmar y>l sode | con- Topo Updat e Server </ Devi ceTypeSummary>
<Devi ceTypeDescri pti on>
| con- Topo perforns directory provisioning.
The update server keeps configuration updated.
It is not a direct part of the conmunication chain and
so has no connections defi ned.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >URL</ Ref >
<Ref >Acti vati onl nf o</ Ref >
</ Ref er encedsSt at usPar anet er s>
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<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >

</ Ref er encedCont r ol Par anet er s>

<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Ar gunent Hel p>

</ Devi ceDri ver | nf 0>

</ Abstract Devi ceSpeci fi cati on>

D.25 IsodeAudioSwitch

An Audio Switch can be used to switch connections from modems to different radios.

<?xm version="1.0"?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>| sodeAudi oSwi t ch</ Devi ceType>
<Devi ceFami | y>Audi o Swi t ch</ Devi ceFani | y>
<Devi ceTypeSunmar y>Audi o Swi t ch</ Devi ceTypeSumrar y>
<Devi ceTypeDescri pti on>
An Audio Switch can be used to switch connections from nodens to different radios.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
<Ref >PI ugBoar d</ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par amret er Nanme>| nboundConnect i ons</ Par anet er Nane>
<Par anet er Sunmar y>l nbound Audi o Connecti ons Li st </ Paramet er Sumrary>
<RedBl ackManaged/ >
<Mul ti Val ue>

<Ref erencedAuxi | | i ar yPar anmet er >
Connect ToRef er ence
</ Ref er encedAuxi | | i ar yPar amet er >

<Connect To>Qut bound Connecti ons</ Connect To>
<Maxi mumvenber s>10</ Maxi munmvenber s>

</ Mul ti Val ue>

<Connecti on>
<Fi xed/ >
<Di r ect Type>Audi o</ Di r ect Type>

</ Connecti on>

</ Par anet er >
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<Par anet er >
<Par anmet er Nane>Qut boundConnect i ons</ Par anet er Nane>
<Par anet er Sunmar y>Qut bound Audi o Connecti ons Li st </ Par anet er Summar y>
<RedBl ackManaged/ >
<Mul ti Val ue>
<Maxi mumvenber s>10</ Maxi numvenber s>
</ Ml ti Val ue>
<Connect i on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
</ Connecti on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Argunent Hel p>
</ Devi ceDri ver | nf o>
</ Abstract Devi ceSpeci fi cati on>

D.26 IsodeBalancedLoad

To connect apair of Radios back to back. Passive device. Looks like a PA to the radio.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>| sodeBal ancedLoad</ Devi ceType>
<Devi ceFani | y>Bal anced Load</ Devi ceFami | y>
<Devi ceTypeSunmar y>RF Swi t ch</ Devi ceTypeSummrar y>
<Devi ceTypeDescri pti on>
To connect a pair of Radi os back to back.
Passi ve devi ce.
Looks like a PA to the radio.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
</ Ref er encedCont r ol Par anmet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>l nboundConnect i ons</ Par anet er Name>
<Par anet er Sunmar y>Bal anced Load Connecti on Li st </ Paranet er Summar y>
<RedBl ackManaged/ >
<Mul ti Val ue>
<Ref erencedAuxi | | i ar yPar amet er >Connect ToRef er ence</ Ref er encedAuxi | | i ar yPar anet er >
<Maxi mum\venber s>2</ Maxi munmvenber s>
</ Ml ti Val ue>
<Connect i on>
<Fi xed/ >
<Di r ect Type>RF</ Di r ect Type>
<I ndi rect Type>PA</ | ndi r ect Type>
</ Connect i on>
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</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Ar gunent Hel p>
</ Devi ceDri ver | nf o>
</ Abstract Devi ceSpeci fi cati on>

D.27 IsodeModem

This models a generic Modem including ALE Unit, looking at key target parameters.
Some parameters could be moved between control and status, depending on device and
operational model

<?xm version="1.0"?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>l sodeMdenx/ Devi ceType>
<Devi ceFani | y>Modenx/ Devi ceFani | y>
<Devi ceTypeSunmar y>Mbdem wi t h ALE Uni t </ Devi ceTypeSummar y>
<Devi ceTypeDescri pti on>
Thi s nbdel s a generic Mbdem includi ng ALE Unit, |ooking at key target paraneters.
Sone paraneters could be noved between control and status, depending on device and
oper ati onal nodel
</ Devi ceTypeDescri pti on>
<Ref er encedsSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nane>SNR</ Par anet er Nane>
<Par anet er Sunmar y>Modem r eport ed SNR</ Par anet er Sunmar y>
<Par anet er | con>wavef or mx/ Par anet er | con>
<Uni t s>dB</ Uni t s>
<Di spl ayPriority/>
<I nt eger >
<Lower Bound>- 20</ Lower Bound>
<Upper Bound>60</ Upper Bound> -
</| nt eger >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Power O f </ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
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<Par anet er >
<Par anet er Nane>Speed</ Par anet er Nane>
<Par anet er Sunmar y>Tr ansmi ssi on Speed</ Par anet er Sunmar y>
<Par anet er Descri pti on>
Transmni ssi on speed will often be set automatically, -
but may al so be set by operator.
Only specified integer values allowed. (List not conplete)
</ Par anet er Descri pti on>
<Par anet er | con>t achonet er - al t </ Par anet er | con>
<Uni t s>bps</ Uni t s>
<Di spl ayPriority/>
<|l nt eger >
<Lower Bound>75</ Lower Bound>
<Upper Bound>240000</ Upper Bound>
<Al | owedVal ue><Val ue>75</ Val ue></ Al | onedVal ue>
<Al | owedVal ue><Val ue>150</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>300</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>600</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>1200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>2400</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>4800</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>6400</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>8000</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>9600</ Val ue></ Al | owedVal ue>
<Al | onedVal ue><Val ue>19200</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>57600</ Val ue></ Al | owedVal ue>
<Al | owedVal ue><Val ue>240000</ Val ue></ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anmet er Nanme>Wavef or n</ Par anet er Nane>
<Par anet er Sunmar y>Wavef or nk/ Par anet er Sunmar y>
<Enuner at ed>
<EnunVal ue>STANAG 4285</ EnunVal ue>
<EnunVal ue>STANAG 4539</ EnunVal ue>
<EnunVal ue>STANAG 5069</ EnunVal ue>
</ Enuner at ed>
</ Par anet er >
<Par anet er >
<Par anet er Nanme>I nt er | eaver </ Par anet er Nane>
<Par anet er Sunmar y>I nt er | eaver </ Par anet er Sunmar y>
<Enuner at ed>
<EnunVal ue>US</ Enunval ue>
<EnunVval ue>VS</ Enunval ue>
<Enunval ue>S</ Enunval ue>
<EnunVval ue>M</ Enunval ue>
<Enunval ue>L</ Enunval ue>
<EnunVval ue>VL</ Enunval ue>
</ Enuner at ed>
</ Par anet er >
<Par anet er >
<Par anmet er Name>RxBandwi dt h</ Par anet er Nane>
<Par anet er Sunmar y>Recei ve Bandwi dt h</ Par anet er Sunmar y>
<Par anet er Descri pti on>
Bandwi dth will be set by ALE.
Mul tiplier constrains values to 3 kHz intervals
</ Par anet er Descri pti on>
<Par anet er | con>downl oad</ Par anet er | con>
<Uni t s>kHz</ Uni t s>
<Di spl ayPriority/>
<Enuner at ed>
<Enunval ue>3</ Enunval ue>
<EnunVval ue>6</ Enunval ue>
<EnunVval ue>9</ Enunval ue>
<EnunVal ue>12</ Enunval ue>
<EnunVval ue>15</ Enunval ue>
<EnunVval ue>18</ Enunval ue>
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<EnunVal ue>24</ Enunval ue>
<Enunval ue>30</ Enunval ue>
<EnunVal ue>36</ Enunval ue>
<EnunVal ue>42</ Enunval ue>
<EnunVal ue>48</ Enunval ue>
</ Enuner at ed>
</ Par anet er >
<Par anet er >
<Par anmet er Name>TxBandw dt h</ Par anet er Nane>
<Par anet er Sunmar y>Tr ansmi ssi on Bandwi dt h</ Par anet er Sunmar y>
<Par anet er Descri pti on>
Bandwi dth will be set by ALE
Mul tiplier constrains values to 3 kHz intervals
</ Par anet er Descri pti on>
<Par anet er | con>upl oad</ Par anet er | con>
<Uni t s>kHz</ Uni t s>
<Di spl ayPriority/>
<Enuner at ed>
<Enunval ue>3</ Enunval ue>
<EnunVval ue>6</ Enunval ue>
<EnunVval ue>9</ Enunval ue>
<EnunVval ue>12</ Enunval ue>
<EnunVal ue>15</ Enunval ue>
<EnunVval ue>18</ Enunval ue>
<EnunVal ue>24</ Enunval ue>
<Enunval ue>30</ Enunval ue>
<EnunVval ue>36</ Enunval ue>
<EnunVval ue>42</ Enunval ue>
<EnunVal ue>48</ Enunval ue>
</ Enuner at ed>
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eTx</ Par anet er Nane>
<Par anet er Sunmar y>TX transm ssi on st at e</ Par anet er Sunmar y>
<Par anet er | con>cl oud- upl oad</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Tr ansmi t </ Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Transm t </ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ 1 nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>St at eRx</ Par anet er Nane>
<Par anet er Sunmar y>RX transm ssi on st at e</ Par anet er Sunmar y>
<Par anet er | con>cl oud- downl oad</ Par anet er | con>
<Di spl ayPriority/>
<l nt eger >
<Al | owedVal ue>
<Val ue>1</ Val ue>
<Label >Recei ve</ Label >
<Col our >G een</ Col our >
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>0</ Val ue>
<Label >Not Recei ve</ Label >
<Col our >#B0B0B0</ Col our >
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
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<Par anet er >
<Par anet er Nane>ModenDat a</ Par anet er Nane>
<Par anet er Sunmar y>Modem Dat a</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Di rect Type>Sync Seri al </ Di rect Type>
<I ndi rect Type>Modem Dat a</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>ModentCont r ol </ Par anet er Nane>
<Par anet er Sunmar y>Control from I con-5066</ Par anet er Sunmar y>
<Connect i on>
<TCP>
<l Pv4Al | owed/ >
<l Pv6Al | owed/ >
</ TCP>
<Di r ect Type>Mbdem Cont rol </ Di r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Pr i mar yRadi o</ Par anet er Narme>
<Par anet er Sunmary>Pri mary Radio (Rx if two radi os) </ Paranet er Sunmar y>
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>SecondRadi o</ Par anet er Nane>
<Par anet er Sunmar y>Qpt i onal Second Radi o ( Tx) </ Par anet er Sunmar y>
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Argunent Hel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>

D.28 IsodePA

Sits between Radio (or RF Switch) and Antenna

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>| sodePA</ Devi ceType>
<Devi ceFam | y>PA</ Devi ceFami | y>
<Devi ceTypeSunmar y>Power Anplifi er</Devi ceTypeSunmmary>
<Devi ceTypeDescri pti on>
Sits between Radio (or RF Switch) and Antenna
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</ Devi ceTypeDescri pti on>
<Devi ceTypel con>PAi con</ Devi ceTypel con>
<Ref er encedsSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nane>Power Suppl yVol t age</ Par anet er Name>
<Par anet er Sunmar y>Power Supply Vol t age</ Par anet er Sunmar y>
<Par anet er | con>pl ug</ Par anet er | con>
<Uni t s>Vol t s</ Uni t s>
<Di spl ayPriority/>
<G oup>Pri mar y</ G oup>
<l nt eger >
<Lower Bound>100</ Lower Bound>
<Upper Bound>400</ Upper Bound>
<Al | owedVal ue>
<Val ue>100</ Val ue>
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>200</ Val ue>
</ Al | owedVal ue>
<Al | owedVal ue>
<Val ue>400</ Val ue>
</ Al | owedVal ue>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Power Suppl yConsunpt i on</ Par anet er Nanme>

<Par anet er Sunmar y> Power Supply Consunption </ Par anet er Sunmar y>

<Par anet er | con>bol t </ Par anet er | con>
<Uni t s>Anper es</ Uni t s>
<Di spl ayPriority/>
<G oup>Pri mar y</ G oup>
<| nt eger >
<Lower Bound>1</ Lower Bound>
<Upper Bound>1000000</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nanme>Tenper at ur e</ Par anet er Nane>
<Par anet er Sunmar y>Tenper at ur e of Radi o</ Par anet er Sunmar y>
<Uni t s>Degr ees Cel si us</ Uni ts>
<G oup>Pri mar y</ G oup>
<| nt eger >
<Lower Bound>- 20</ Lower Bound>
<Upper Bound>200</ Upper Bound>
</ | nt eger >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
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<Ref >Power O f </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>Cur r ent Tr ansm ssi onPower </ Par anet er Name>
<Par anet er Sunmar y>Tr ansmi ssi on Power </ Par anet er Sunmar y>
<Par anet er | con>br oadcast -t ower </ Par anet er | con>
<Uni t s>Wat t s</ Uni t s>
<Di spl ayPriority/>
<G oup>Pri mar y</ Gr oup>
<l nt eger >
<Lower Bound>1</ Lower Bound>
<Upper Bound>20000</ Upper Bound>
</ 1 nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Radi o</ Par anet er Nane>
<Par anet er Sunmar y>Radi o connect i on</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Di r ect Type>RF</ Di r ect Type>
<I ndi r ect Type>Radi o</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Ant enna</ Par anet er Nane>
<Par anet er Sunmar y>Connect ed Ant enna</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>RF</ Di r ect Type>
<I ndi r ect Type>Ant enna</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Argunent Hel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>
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D.29 IsodeRadio

This models a generic Radio, looking at key target parameters.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>| sodeRadi o</ Devi ceType>
<Devi ceFani | y>Radi o</ Devi ceFani | y>
<Devi ceTypeSunmar y>Basi ¢ Radi o</ Devi ceTypeSunmmrar y>
<Devi ceTypeDescri pti on>
This npbdel s a generic Radi o, |ooking at key target paraneters.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar amet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
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<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nane>VSWR</ Par anet er Narme>
<Par anet er Sunmar y>Vol t age St andi ng Wave Ratio
</ Par anet er Sunmar y>
<Par anet er | con>wavef or m pat h</ Par anet er | con>
<Di spl ayPriority/>
<|l nt eger >
<Lower Bound>1</ Lower Bound>
<Upper Bound>1000</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Power Suppl yVol t age</ Par anet er Name>
<Par anet er Sunmar y>Power Supply Vol t age</ Par anet er Sunmar y>
<Uni t s>Vol t s</ Uni t s>
<l nt eger >
<Lower Bound>100</ Lower Bound>
<Upper Bound>400</ Upper Bound>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Power Suppl yConsunpt i on</ Par anet er Name>
<Par anet er Sunmar y>Power Supply Consunpti on
</ Par anet er Sunmar y>
<Uni t s>Anper es</ Uni t s>
<l nt eger >
<Lower Bound>1</ Lower Bound>
<Upper Bound>100000</ Upper Bound>
<l| nt erval >1000</ | nt er val >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nanme>Tenper at ur e</ Par anet er Nane>
<Par anet er Sunmar y>Tenper at ur e of Radi o</ Par anet er Sunmar y>
<Uni t s>Degr ees Cel si us</ Uni ts>
<l nt eger >
<Lower Bound>- 20</ Lower Bound>
<Upper Bound>200</ Upper Bound>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Si gnal Level </ Par anet er Nane>
<Par anet er Sunmar y>Si gnal Level (Baseband) </ Paranet er Summary>
<Uni t s>dBnx/ Uni t s>
<| nt eger >
<Lower Bound>- 40</ Lower Bound>
<Upper Bound>15</ Upper Bound>
</ | nt eger >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
<Ref >Power Of f </ Ref >
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</ Ref er encedCont r ol Par anmet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>Fr equency</ Par anet er Nane>
<Par anet er Sunmar y>Radi o Fr equency</ Par anet er Sunmar y>
<Par anet er Descri pti on>
Setting frequency as control paraneter -
al l ows operator to set frequency.
If frequency is always controlled by ALE, -
this would be noved to a status paraneter.
The frequency integer is in kHz, shifted three pl aces
</ Par anet er Descri pti on>
<Par anet er | con>wave- si ne</ Par anet er | con>
<Uni t s>MHz</ Uni t s>
<Set ByOper at or / >
<Di spl ayPriority/>
<l| nt eger >
<Lower Bound>3000</ Lower Bound>
<Upper Bound>30000</ Upper Bound>
<Shi ft >3</ Shi ft >
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Tr ansm ssi onPower </ Par anet er Nane>
<Par anet er Sunmar y>Tr ansmi ssi on Power </ Par anet er Sunmar y>
<Par anet er | con>br oadcast - t ower </ Par anet er | con>
<Uni t s>Wat t s</ Uni t s>
<Di spl ayPriority/>
<l| nt eger >
<Lower Bound>1</ Lower Bound>
<Upper Bound>20000</ Upper Bound>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Modenx/ Par anet er Nane>
<Par anet er Sunmar y>A nodenx/ Par anet er Summar y>
<RedBl ackManaged -/>
<Connecti on>
<Fi xed/ >
<Di r ect Type>Audi o</ Di r ect Type>
<I ndi r ect Type>Modenx/ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Ant enna</ Par anet er Nane>
<Par anet er Sunmar y>Connect ed Ant enna or PA</ Par anet er Summar y>
<!l -- <RedBl ackManaged/ > --->
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>RF</ Di r ect Type>
<I ndi rect Type>PA</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Ar gunent Hel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>
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D.30 IsodeRFSwitch

An RF Switch can be used to switch connections from Radios to Antennae.

<?xm version="1.0"?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>| sodeRFSwi t ch</ Devi ceType>
<Devi ceFani | y>RF Swi t ch</ Devi ceFani | y>
<Devi ceTypeSunmar y>RF Swi t ch</ Devi ceTypeSunmar y>
<Devi ceTypeDescri pti on>
An RF Switch can be used to switch connections from Radi os to Antennae.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >PI ugBoar d</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anmet er Name>l nboundConnect i ons</ Par anet er Nane>
<Par anet er Sunmar y>l nbound RF Connecti ons Li st </ Paranet er Sunmar y>
<RedBl ackManaged/ >
<mul ti Val ue>

<Ref er encedAuxi | | i ar yPar anet er >
Connect ToRef er ence
</ Ref er encedAuxi | | i ar yPar anet er >

<Connect To>Qut bound Connect i ons</ Connect To>
<Maxi mumvenber s>10</ Maxi numvenber s>
</ Mul ti Val ue>
<Connect i on>
<Fi xed/ >
<Di rect Type>RF</ Di r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anmet er Nanme>Qut boundConnect i ons</ Par anet er Nane>
<Par anet er Sunmar y>Qut bound RF Connecti ons Li st </ Par amet er Sunmar y>
<RedBl ackManaged/ >
<mul ti Val ue>
<Maxi mumvenber s>10</ Maxi numvenber s>
</ Mul ti Val ue>
<Connect i on>
<Fi xed/ >
<Connect To/ >
<Di rect Type>RF</ Di r ect Type>
</ Connecti on>
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</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Ar gunent Hel p>
</ Devi ceDri ver | nf o>
</ Abstract Devi ceSpeci fi cati on>

D.31 IsodeSyncSerialSwitch

A Sync Serial Switch can be used to switch connections from crypto boxes to different
modems.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>| sodeSyncSeri al Swi t ch</ Devi ceType>
<Devi ceFam | y>Sync Serial Switch</DeviceFam |y>
<Devi ceTypeSunmar y>Sync Serial Sw t ch</Devi ceTypeSumary>
<Devi ceTypeDescri pti on>
A Sync Serial Switch can be used to switch connections fromcrypto boxes to different
nodens.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >Pl ugBoar d</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>l nboundConnect i ons</ Par anet er Name>
<Par anet er Sunmar y>l nbound Sync Serial Connections List</Parameter Sumrary>
<RedBl ackManaged/ >
<Mul ti Val ue>

<Ref erencedAuxi | | i ar yPar anmet er >
Connect ToRef er ence
</ Ref er encedAuxi | | i ar yPar amet er >

<Connect To>Qut bound Connecti ons</ Connect To>
<Maxi mumvenber s>10</ Maxi munmvenber s>
</ Mul ti Val ue>
<Connecti on>
<Fi xed/ >
<Di r ect Type>Sync Seri al </ Di rect Type>
</ Connecti on>
</ Par anet er >
<Par anet er >
<Par amret er Nanme>Qut boundConnect i ons</ Par anet er Nane>
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<Par anet er Sunmar y>Qut bound Sync Seri al Connections Li st</Paraneter Sunmary>
<RedBl ackManaged/ >
<Mul ti Val ue>
<Maxi mumvenber s>10</ Maxi numvenber s>
</ Ml ti Val ue>
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di rect Type>Sync Seri al </ Di rect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Argunent Hel p>
</ Devi ceDri ver | nf o>
</ Abstract Devi ceSpeci fi cati on>

D.32 MBoXx

This device is M-Box.

<?xm version="1.0"?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>MBox</ Devi ceType>
<Devi ceFamni | y>| MAP Message Store</Devi ceFam | y>
<Devi ceTypeSunmar y>l sode M Box Server </ Devi ceTypeSunmar y>
<Devi ceTypeDescri pti on>
This device is MBox. -
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >URL</ Ref >
<Ref >Act i vat i onl nf o</ Ref >
</ Ref er encedSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par arret er Nanme>Nunber Cl i ent s</ Par anet er Nanme>
<Par anet er Sunmar y>Nunber of Cients Bound</ Paramet er Summary>
<I nt eger/>
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
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<Par anet er >
<Par anet er Nane>Mswi t ch</ Par anet er Nane>
<Par anet er Sunmar y>M Swi t ch</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Message Submi ssi on</Direct Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Access</ Par anet er Nane>
<Par anet er Sunmar y>Access</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Di r ect Type>Message Access</Direct Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>net go</ Dri ver Pat h>
<Driver Qpti ons>-t MBox</Driver Opti ons>
<Dri ver Ar gunent Hel p>
Speci fy the nbox server to nonitor. Argunents are
--p host:port (e.g., --p |local host: 143)
--U updatetine (optional, in seconds)
</ Dri ver Ar gunent Hel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>

D.33 MGuard

This represents an M-Guard Guard. Connectivity always follows the communication
chain (red to black), noting that a Guard will only send datain one direction. This device
will generally be provisioned red side, as it connects red and black side devices, and red
side devices are not visible black side. The connection is specified as fixed, of direct
type GCXP (Guard Content eXchange Protocol). Although thisisa TCP protocal, it

will always be configured with two way strong authentication. Thiswill need to be
configured on both M-Guard (DM Z) and Black Side device locally. So it will not be
possible to manage this connection with Red/Black.

<?xm version="1.0"7?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Mauar d</ Devi ceType>
<Devi ceFam | y>M CQuar d</ Devi ceFam | y>
<Devi ceTypeSunmar y>Represents a single M Guard Cuard. </ Devi ceTypeSumrar y>
<Devi ceTypeDescri pti on>
This represents an M Guard Guard.
Connectivity always follows the communication chain (red to bl ack),
noting that a Guard will only send data in one direction.

This device will generally be provisioned red side,
as it connects red and bl ack side devi ces,
and red side devices are not visible black side.

The connection is specified as fixed, of direct type

GCXP (Guard Content eXchange Protocol).
Al t hough this is a TCP protocol, it will always be
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configured with two way strong authentication.
This will need to be configured on both M Guard (DMZ)
and Bl ack Side device |locally.
So it will not be possible to nmanage this connection w th Red/Bl ack.
</ Devi ceTypeDescri pti on>
<Boundar yDevi ce/ >
<Ref er encedsSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>RedSi deDevi ce</ Par anet er Nane>
<Par anet er Sunmar y>Red Si de devi ce</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Mul ti Val ue>
<Ref er encedAuxi | | i ar yPar anet er >Descri pti on</ Ref er encedAuxi | | i ar yPar anet er >
<Maxi mumvenber s>- 1</ Maxi numvenber s>
</ Ml ti Val ue>
<Connecti on>
<Fi xed/ >
<Di r ect Type>GCXP</ Di r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Bl ackSi deDevi ce</ Par anet er Nane>
<Par anet er Sunmar y>Bl ack Si de devi ce</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Mul ti Val ue>
<Ref er encedAuxi | | i ar yPar anet er >Descri pti on</ Ref er encedAuxi | | i ar yPar anet er >
<Maxi mumvenber s>- 1</ Maxi numvenber s>
</ Ml ti Val ue>
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>GCXP</ Di r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Ar gunent Hel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>
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D.34 MLink

Thisdeviceisacore M-Link Server. It can have multiple M-Link Peers as associated
devices.

<?xm version="1.0"?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>M.i nk</ Devi ceType>
<Devi ceFami | y>XMPP Ser ver </ Devi ceFani | y>
<Devi ceTypeSunmar y>l sode M Li nk Server </ Devi ceTypeSummar y>
<Devi ceTypeDescri pti on>
This device is a core MLink Server.
It can have nultiple MLink Peers as associ ated devi ces.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >URL</ Ref >
<Ref >Act i vat i onl nf o</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anmet er Name>Nunber C i ent s</ Par anet er Nane>
<Par anet er Sunmar y>Nunber of XMPP C i ents Bound</ Par anet er Summary>
<| nt eger/ >
</ Par anet er >
<Par anet er >
<Par anmet er Name>Nunber Peer s</ Par anet er Nane>
<Par anet er Sunmar y>Nunber of XMPP Peer s</ Par amet er Sunmar y>
<| nt eger/ >
</ Par anet er >
<Par anet er >
<Par anmet er Nanme>Rat e</ Par anet er Nane>
<Par anet er Sunmar y>Cper ati on Rat e</ Par anet er Summar y>
<Uni t s>Operati ons per M nute</Units>
<| nt eger/ >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anmet er Name>M.i nkPeer </ Par anet er Nane>
<Par anet er Sunmar y>M Li nk Peer </ Par anet er Sunmar y>
<RedBl ackManaged/ >
<mwul ti Val ue>
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<Maxi mumvenber s>- 1</ Maxi numvenber s>
</ Ml ti Val ue>
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di rect Type>M Li nk Peer</Direct Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>M.i nkPeer </ Par anet er Nane>
<Par anet er Sunmar y>M Li nk Peer </ Par anet er Sunmmar y>
<RedBl ackManaged/ >
<Mul ti Val ue>
<Maxi mumvenber s>- 1</ Maxi numvenber s>
</ Ml ti Val ue>
<Connect i on>
<Fi xed/ >
<Di rect Type>M Li nk Peer</Direct Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>M.i nkGuar dedPeer </ Par anet er Nane>
<Par anet er Sunmar y>M Li nk Peer vi a guar d</ Par anet er Summar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>GCXP</ Di r ect Type>
<I ndi rect Type>M Li nk</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>S| SConnect i on</ Par anet er Nane>
<Par anet er Sunmar y>S|I S Connect i on</ Par anet er Sunmar y>
<Mul ti Val ue>
<Maxi mumvenber s>16</ Maxi mumvenber s>
</ Ml ti Val ue>
<Connecti on>
<TCP/ >
<Connect To/ >
<Di r ect Type>SI S</ Di r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>net go</ Dri ver Pat h>
<Dri ver Opti ons>-t M.i nk</Driver Qpti ons>
<Dri ver Ar gunent Hel p>
Specify the mink server to nonitor. Argunents are
--p host:port (e.g., --p |ocal host:5269)
--U updatetine (optional, in seconds)
</ Dri ver Ar gunent Hel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>

D.35 MoveableMonitoringCamera

A camerathat can be pointed and takes photos at operator request.

<?xm version="1.0"?>
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<Abst ract Devi ceSpeci fi cati on>
<Devi ceType>Moveabl eMbni t or i ngCaner a</ Devi ceType>
<Devi ceFam | y>Caner a</ Devi ceFami | y>
<Devi ceTypeSunmar y>Moveabl e Monitoring Caner a</ Devi ceTypeSunmar y>
<Devi ceTypeDescri pti on>

A canera that can be pointed and takes photos at operator request.

</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti me</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anmet er Nane>Phot o</ Par anet er Nane>
<Par anet er Sunmar y>Phot o</ Par anet er Summar y>
<JPEGPhot 0>
<Maxi munsi ze>8000000</ Maxi munsSi ze>
</ JPEGPhot 0>
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>TakePhot o</ Par anet er Nane>
<Par anet er Sunmar y>Take a Phot o</ Par anet er Sunmar y>
<Set ByOper at or / >
<Enpty/ >
</ Par anet er >
<Par anet er >
<Par anet er Nane>Di r ect i on</ Par anet er Nane>
<Par anet er Sunmary>Di rection to poi nt camera</ Paranet er Summar y>
<Par anet er Descri pti on>
Canera direction in degrees relative to North.
</ Par anet er Descri pti on>
<Uni t s>Degr ees</ Uni t s>
<Set ByOper at or / >
<l nt eger >
<Lower Bound>0</ Lower Bound>
<Upper Bound>359</ Upper Bound>
</ | nt eger >
</ Par anet er >
<Par anet er >
<Par anet er Nane>El evat i on</ Par anet er Nane>
<Par anet er Sunmar y>Angl e to poi nt camer a</ Par anet er Sunmar y>
<Uni t s>Degr ees</ Uni t s>
<Set ByOper at or / >
<l nt eger >
<Lower Bound>0</ Lower Bound>
<Upper Bound>359</ Upper Bound>
</ | nt eger >
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
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<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Ar gunent Hel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>

100

D.36 MStore

This device is M-Store.

<?xm version="1.0"?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Mst or e</ Devi ceType>
<Devi ceFam | y>P7 Message Store</Devi ceFamni | y>
<Devi ceTypeSunmar y>l sode M Store Server </ Devi ceTypeSunmary>
<Devi ceTypeDescri pti on>
This device is MStore. -
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >URL</ Ref >
<Ref >Act i vat i onl nf o</ Ref >
</ Ref er encedSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par arret er Nanme>Nunber Cl i ent s</ Par anet er Nanme>
<Par anet er Sunmar y>Nunber of P7 Cients Bound</ Paranet er Summary>
<I nt eger/>
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par amet er Nanme>Mswi t ch</ Par anet er Nane>
<Par anet er Summar y>M Swi t ch</ Par anet er Summar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di rect Type>Message Submni ssi on</Direct Type>
</ Connecti on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t </ Dri ver Ar gunent Hel p>
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</ Devi ceDri ver | nf o>

</ Abstract Devi ceSpeci fi cati on>

D.37 MSwitchAsyncSerialPort

This device is associated with an M-Switch device, and in an operational configuration
will be provisioned by the M-Switch device. It represents an async serial port on a server
running M-Switch (e.g., COM3) and enables Red/Black to bind the port to a modem or
crypto with afixed link. ACP 127 Seria Circuits can then be configured to use different

ports to achieve different connectivity.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Mswi t chAsyncSeri al Port </ Devi ceType>
<Devi ceFam | y>M Swi t ch Async Serial Port</Devi ceFani |y>

<Devi ceTypeSunmar y>M Swi t ch Async Serial Port</Devi ceTypeSumary>

<Devi ceTypeDescri pti on>

Thi s device is associated with an M Switch device, and in an operati onal

wi Il be provisioned by the M Switch devi ce.

It represents an async serial port on a server running MSwitch (e.qg.,

Red/ Bl ack to bind the port to a nodemor crypto with a fixed |ink.

configuration

COMB) and enabl es

ACP 127 Serial Circuits can then be configured to use different ports to achieve

di fferent connectivity.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti me</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Act i vat i onl nf o</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anmet er Name>ACP127Ci r cui t </ Par anet er Nane>
<Par anet er Sunmar y>ACP127 Circui t </ Par anmet er Summar y>
<Par anet er Descri pti on>
This is a link froman ACP 127 circuit.
Data stored by M Sw tch
</ Par anet er Descri pti on>
<Connect i on>
<AsyncSeri al />
<Di rect Type>Async Serial Port</DirectType>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>ModenmOr Cr ypt o</ Par anet er Nane>
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<Par anet er Sunmar y>Modem or Crypt o</ Par anet er Sunmar y>
<Par anet er Descri pti on>
This identifies the device to which the async serial port
is attached.
Note that devices will be sync serial, even though async is
used.
This parameter value is stored by M Switch
</ Par anet er Descri pti on>
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di rect Type>Sync Seri al </ Direct Type>
<I ndi rect Type>Modem Dat a</ | ndi r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
</ Abstract Devi ceSpeci fi cati on>

D.38 MSwitch

This deviceis M-Switch. It supports Message Access (submission and delivery)

for servers earlier in the communication chain. Thisis a parent device, which will
have a number of associated devices. These are primarily "Circuits' in support of HF
connections, which can be ACP 127 circuits, ACP 142 channels, or other channels.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Mswi t ch</ Devi ceType>
<Devi ceFani | y>Messagi ng Server </ Devi ceFani | y>
<Devi ceTypeSunmar y>l sode M Switch Server </ Devi ceTypeSunmmary>
<Devi ceTypeDescri pti on>
This device is M Switch.
It supports Message Access (submi ssion and delivery) for
servers earlier in the conmuni cation chain.

This is a parent device, which will have a nunber of associated devi ces.
These are primarily -"Circuits" in support of HF connections,
whi ch can be ACP 127 circuits, ACP 142 channels, or other channels.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >URL</ Ref >
<Ref >Acti vat i onl nf o</ Ref >
</ Ref er encedSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nanme>Rat e</ Par anet er Nane>
<Par anet er Summar y>Message Swit chi ng Rat e</ Par anet er Sunmar y>
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<Par anet er | con>r andonx/ Par anet er | con>
<Uni t s>Messages per Hour </ Units>
<Di spl ayPriority/>
<I nt eger/>
</ Par anet er >
<Par anet er >
<Par anet er Nane>QueueSi ze</ Par anet er Nane>
<Par anet er Sunmar y>Nunber of Messages Queued</ Par anet er Summar y>
<Par anet er | con>| i st </ Par anet er | con>
<Di spl ayPriority/>
<I nt eger/>
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>MessageSubni ssi on</ Par anet er Nane>
<Par anet er Sunmar y>Message Submi ssi on</ Par anet er Sunmar y>
<Par anet er Descri pti on>Thi s provi des i nbound connecti ons up the chain,
whi ch can be subm ssion and/ or delivery</ParaneterDescription>
<RedBl ackManaged -/>
<Mul ti Val ue>
<Maxi mumvenber s>- 1</ Maxi numvenber s>
</ Ml ti Val ue>
<Connecti on>
<Fi xed/ >
<Di r ect Type>Message Submi ssi on</Direct Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Swi t chChannel </ Par anet er Nane>
<Par anet er Sunmar y>Swi t ch Channel </ Par anet er Sunmar y>
<Par anet er Descri pti on>
This is a list of supported channels/circuits
</ Par anet er Descri pti on>
<Mul ti Val ue>

<Ref erencedAuxi | | i ar yPar anet er >
Description
</ Ref er encedAuxi | | i ar yPar anet er >

<Maxi mumvenber s>- 1</ Maxi mumvenber s>
</ Ml ti Val ue>
<Connect i on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Mswi t ch Channel </ Di r ect Type>
</ Connecti on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>nt a-dri ver </ Dri ver Pat h>
<Dri ver Ar gunent Hel p>
Specify the nta to nmonitor. Argunments are

-m host:port (e.g., --mlocal host: 18001)

-u usernane (e.g. --u pp@ sode.com

-p password

-1 ldapurl (e.g. --1 Ildap://I|ocal host:19389)

-M sasl Mechani sm (e.g., --M DI GEST-MD5) if unset an appropriate one will be chosen

-A acpl27server (e.g. |ocal host: 18099)
-U acpl27user (e.g, ny.nane@ sode.com
-P acpl27passwd (e.g., secret)
</ Dri ver Ar gunent Hel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>
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D.39 MSwitchACP127SerialCircuit

This device is associated with an M-Switch device, and in an operational configuration
will be provisioned by the M-Switch device. It represents an ACP 127 circuit that is
connected to a modem or crypto using an async serial connection

<?xm version="1.0"?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Mswi t chACP127Ser i al G rcui t </ Devi ceType>
<Devi ceFani | y>M Swi tch Circuit</Devi ceFani | y>
<Devi ceTypeSunmar y>M Swi t ch ACP 127 Circuit using Async Seri al </ Devi ceTypeSumary>
<Devi ceTypeDescri pti on>
Thi s device is associated with an M Switch device, and in an operational configuration
wi Il be provisioned by the M Switch devi ce.
It represents an ACP 127 circuit that is connected to a nodem or crypto using an async
serial connection
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >Acti vati onl nf o</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nane>Rat e</ Par anet er Nanme>
<Par anet er Sunmar y>Message Swit chi ng Rat e</ Par anet er Sunmar y>
<Par anet er | con>r andonx/ Par anet er | con>
<Uni t s>Messages per Hour </ Units>
<Di spl ayPriority/>
<| nt eger/ >
</ Par anet er >
<Par anet er >
<Par anet er Nanme>QueueSi ze</ Par anet er Nane>
<Par anet er Sunmar y>Nunber of Messages Queued</ Par anet er Sunmar y>
<Par anet er | con>| i st </ Par anet er | con>
<Di spl ayPriority/>
<l| nt eger/ >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>Par ent MSwi t ch</ Par anet er Nane>
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<Par anet er Sunmar y>Par ent MSwi t ch</ Par anet er Sunmar y>
<Par anet er Description> This is a link from M Swi tch.
There is no data associated with this paranmeter.
</ Par anet er Descri pti on>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Di rect Type>MBwi tch Circuit</Direct Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>AsyncSer i al </ Par anet er Nane>
<Par anet er Sunmar y>ASync Seri al Li ne</ Paranet er Sunmar y>
<Par anet er Descri pti on>
This identifies the |ocal serial port to which this circuit is connected.
Changing this paraneter will enable connection to different nodens. (e.g, COML to COMB).
This parameter value is stored by M Switch.
</ Par anet er Descri pti on>
<Set ByOper at or / >
<Connecti on>
<AsyncSeri al / >
<Connect To/ >
<Di rect Type>Sync Seri al </ Di rect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
</ Abstract Devi ceSpeci fi cati on>

D.40 MSwitchACP127TCPCircuit

This device is associated with an M-Switch device, and in an operational configuration
will be provisioned by the M-Switch device. It represents an ACP 127 circuit that is
connected to a TCP destination.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Mswi t chACP127TCPCi r cui t </ Devi ceType>
<Devi ceFani | y>M Swi tch Circuit</Devi ceFani | y>
<Devi ceTypeSunmar y>M Swi t ch ACP 127 Circuit usi ng TCP</ Devi ceTypeSunmary>
<Devi ceTypeDescri pti on>
Thi s device is associated with an M Switch device, and in an operational configuration
wi Il be provisioned by the M Switch devi ce.
It represents an ACP 127 circuit that is connected to a TCP destinati on.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anmet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >Acti vati onl nf o</ Ref >
</ Ref er encedSt at usPar anet er s>
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<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nane>Rat e</ Par anet er Nanme>
<Par anet er Sunmar y>Message Swi t chi ng Rat e</ Par anet er Sunmar y>
<Par anet er | con>r andonx/ Par anet er | con>
<Uni t s>Messages per Hour </ Units>
<Di spl ayPriority/>
<I nt eger/>
</ Par anet er >
<Par anet er >
<Par anet er Nane>QueueSi ze</ Par anet er Nane>
<Par anet er Sunmar y>Nunber of Messages Queued</ Par anet er Summar y>
<Par anet er | con>| i st </ Par anet er | con>
<Di spl ayPriority/>
<I nt eger/>
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>Par ent MSwi t ch</ Par anet er Nane>
<Par anet er Sunmar y>Par ent MSwi t ch</ Par anet er Sunmar y>
<Par anet er Description> This is a link from M Swi tch.
There is no data associated with this parameter.
</ Par anet er Descri pti on>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Di rect Type>MBwi tch Circuit</Direct Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>TCPConn</ Par anet er Nane>
<Par anet er Sunmar y>TCP Connect i on</ Par anet er Sunmar y>
<Par anet er Descri pti on>
This identifies the connection to a renote ACP127 server
This parameter value is stored by M Switch.
</ Par anet er Descri pti on>
<Set ByOper at or / >
<Connect i on>
<TCP/ >
<Connect To/ >
<Di r ect Type>ACP127 TCP</Di rect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
</ Abstract Devi ceSpeci fi cati on>

D.41 MSwitchACP142HFChannel

This device is associated with an M-Switch device, and in an operational configuration
will be provisioned by the M-Switch device. It represents an ACP 142 channel that is
connected to STANAG 5066.
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<?xm version="1.0"?>
<Abst ract Devi ceSpeci fi cati on>
<Devi ceType>Mswi t chACP142HFChannel </ Devi ceType>
<Devi ceFam | y>M Swi t ch Channel </ Devi ceFami | y>
<Devi ceTypeSunmar y>M Swi t ch ACP 142 HF Channel </ Devi ceTypeSunmar y>
<Devi ceTypeDescri pti on>
This device is associated with an MSwitch device, and in an operational configuration
will be provisioned by the M Swi tch device.
It represents an ACP 142 channel that is connected to STANAG 5066.
</ Devi ceTypeDescri pti on>
<Ref er encedsSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >URL</ Ref >
<Ref >Acti vati onl nf o</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nane>Rat e</ Par anet er Nanme>
<Par anet er Sunmar y>Message Swi t chi ng Rat e</ Par anet er Sunmar y>
<Par anet er | con>r andonx/ Par anet er | con>
<Uni t s>Messages per Hour </ Units>
<Di spl ayPriority/>
<I nt eger/>
</ Par anet er >
<Par anet er >
<Par anet er Nane>QueueSi ze</ Par anet er Nane>
<Par anet er Sunmar y>Nunber of Messages Queued</ Par anet er Summar y>
<Par anet er | con>| i st </ Par anet er | con>
<Di spl ayPriority/>
<I nt eger/>
</ Par anet er >
<Par anet er >
<Par anet er Nane>F| owOn</ Par anet er Nane>
<Par anmet er Summar y>
Is the channel Flow Controlled by SIS
</ Par anet er Sunmar y>
<Bool ean/ >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>Par ent MSwi t ch</ Par anet er Nane>
<Par anet er Sunmar y>Par ent MSwi t ch</ Par anet er Sunmar y>
<Par anet er Descri pti on>
This is a link from M Switch.
There is no data associated with this paranmeter.
</ Par anet er Descri pti on>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
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<Di r ect Type>Mswi t ch Channel </ Di r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>S| S</ Par anet er Nane>
<Par anet er Sunmar y>S|I S connect i on</ Par anet er Sunmar y>
<Par anet er Descri pti on>
This is the link to I con-5066 server. The data for this needs to be stored by M Swi tch
</ Par anet er Descri pti on>
<Set ByOper at or / >
<Connecti on>
<TCP/ >
<Connect To/ >
<Di rect Type>SI S</ Di r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
</ Abstract Devi ceSpeci fi cati on>

D.42 MSwitchACP127COSSCircuit

This device is associated with an M-Switch device, and in an operational configuration
will be provisioned by the M-Switch device. It represents an ACP 127 circuit that is
connected to STANAG 5066 using COSS

<?xm version="1.0"?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Mswi t chACP127COSSCi r cui t </ Devi ceType>
<Devi ceFani | y>M Swi tch Circuit </ Devi ceFani | y>
<Devi ceTypeSunmar y>M Swi t ch ACP 127 Circuit using COSS</ Devi ceTypeSumrary>
<Devi ceTypeDescri pti on>
Thi s device is associated with an M Switch device, and in an operational configuration
wi Il be provisioned by the M Switch devi ce.
It represents an ACP 127 circuit that is connected to STANAG 5066 using COSS
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anmet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >Acti vati onl nf o</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Devi ceSt at usPar amet er s>
<Par anet er >
<Par anet er Nane>Rat e</ Par amet er Name>
<Par anet er Sunmar y>Message Swit chi ng Rat e</ Par anet er Sunmar y>
<Par anet er | con>r andonx/ Par anet er | con>
<Uni t s>Messages per Hour </ Units>
<Di spl ayPriority/>
<| nt eger/ >
</ Par anet er >
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<Par anet er >
<Par anet er Nane>QueueSi ze</ Par anet er Nane>
<Par anet er Sunmar y>Nunber of Messages Queued</ Par anet er Summar y>
<Par anet er | con>| i st </ Par anet er| con>
<Di spl ayPriority/>
<I nt eger/>
</ Par anet er >
<Par anet er >
<Par anet er Nane>F| owOn</ Par anet er Nane>
<Par anet er Sunmary>ls the channel Flow Controlled by SI S</Paraneter Sunmmary>
<Bool ean/ >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>Par ent MSwi t ch</ Par anet er Nane>
<Par anet er Sunmar y>Par ent Mswi t ch</ Par anet er Sunmar y>
<Par anet er Descri pti on>
This is a link from M Switch.
There is no data associated with this paranmeter.
</ Par anet er Descri pti on>
<Connecti on>
<Fi xed/ >
<Di rect Type>MBwi tch Circuit</Direct Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>S| S</ Par anet er Nane>
<Par anet er Sunmar y>SI S Connect i on</ Par anet er Sunmar y>
<Par anet er Descri pti on>
This is the link to I con-5066 server. The data for this needs to be stored by M Swi tch
</ Par anet er Descri pti on>
<Connecti on>
<TCP/ >
<Connect To/ >
<Di rect Type>S| S</ Di r ect Type>
</ Connecti on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
</ Abstract Devi ceSpeci fi cati on>

D.43 MSwitchGenericChannel

This device is associated with an M-Switch device, and in an operational configuration
will be provisioned by the M-Switch device. Thisisfor channels that are not in the HF
communication chain, but may be of interest. The will typically be MTS Outbound
Channels, such as SMTP or X.400 P1. Their presence in Red/Black islikely to be
determined by an M-Switch configuration option. These channels enabl e the Red/Black
operator to see a quick summary of queue status for high speed links.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>MBwi t chGeneri cChannel </ Devi ceType>
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<Devi ceFam | y>M Swi t ch Channel </ Devi ceFami | y>
<Devi ceTypeSummar y>An M Swi t ch Qut bound Channel </ Devi ceTypeSumrar y>
<Devi ceTypeDescri pti on>
This device is associated with an MSwitch device, and in an operational configuration
wi Il be provisioned by the M Swi tch device.
This is for channels that are not in the HF communi cati on chain, but may be of interest.
The will typically be MIS Qutbound Channels, such as SMIP or X 400 P1.
Their presence in Red/Black is likely to be determ ned by an M Switch
configuration option.
These channel s enabl e the Red/ Bl ack operator to see a qui ck sunmary of
gqueue status for high speed |inks.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anmet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >Act i vat i onl nf o</ Ref >
</ Ref er encedSt at usPar anet er s>
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nane>Rat e</ Par anet er Nanme>
<Par anet er Sunmar y>Message Swi t chi ng Rat e</ Par anet er Sunmar y>
<Par anet er | con>r andonx/ Par anet er | con>
<Uni t s>Messages per Hour </ Units>
<Di spl ayPriority/>
<I nt eger/>
</ Par anet er >
<Par anet er >
<Par anet er Nane>QueueSi ze</ Par anet er Nane>
<Par anet er Sunmar y>Nunber of Messages Queued</ Par anet er Summar y>
<Par anet er | con>| i st </ Par anet er | con>
<Di spl ayPriority/>
<I nt eger/>
</ Par anet er >
<Par anet er >
<Par anet er Nane>0 dest Message</ Par anet er Nane>
<Par anet er Sunmar y>Ti nest anp of the ol dest nessage</ Par anet er Summar y>
<Par anet er | con>hour gl ass- hal f </ Par anet er | con>
<Di spl ayPriority/>
<Dat eTi me>
</ Dat eTi me>
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anmet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>Par ent MSwi t ch</ Par anet er Nane>
<Par anet er Sunmar y>Par ent MSwi t ch</ Par anet er Sunmar y>
<Par anet er Descri pti on>
This is a link from M Switch.
There is no data associated with this paranmeter.
</ Par anet er Descri pti on>
<Connecti on>
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<Fi xed/ >
<Di r ect Type>Mswi t ch Channel </ Di r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Mswi t chGi r cui t </ Par anet er Nanme>
<Par anet er Sunmar y>Mswi t ch Gi r cui t </ Par anet er Sunmar y>
<Par anet er Descri pti on>
This is a link from M Switch Channel to the circuit.
There is no data associated with this paranmeter.
</ Par anet er Descri pti on>
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di rect Type>MBwi tch Circuit</Direct Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
</ Abstract Devi ceSpeci fi cati on>

D.44 MVault

M-Vault isthe Isode LDAP/X.500/ACP 133 directory server. Although used by other
products, it is not part of the communication chain and so has no connections defined.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>MWaul t </ Devi ceType>
<Devi ceFani | y>Di rectory Server </ Devi ceFamni | y>
<Devi ceTypeSunmar y>l sode M Vault Server </ Devi ceTypeSunmary>
<Devi ceTypeDescri pti on>
M Vault is the |sode LDAP/ X. 500/ ACP 133 directory server.
Al t hough used by other products, it is not part of the communication
chain and so has no connections defined.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anmet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >URL</ Ref >
<Ref >Act i vat i onl nf o</ Ref >
</ Ref er encedSt at usPar anet er s>
<Devi ceSt at usPar amet er s>
<Par anet er >
<Par anet er Nane>Ver si on</ Par anet er Nane>
<Par anet er Sunmar y>Pr oduct Ver si on</ Par anet er Sunmar y>
<Par anet er Descri pti on>A string indicating the software/firmaare/ hardware version of
Parameter which majority of devices are expected to use.
This is a status parameter, with information com ng fromthe device. -
</ Par anet er Descri pti on>
<Par anet er | con>shi el d- check</ Par armet er | con>
<Di spl ayPriority/>
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<String>
<Maxi mun_engt h>1</ Maxi nuniengt h>
</ String>
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<l--
<Devi ceSt at usPar anet er s>
<Par anet er >
<Par anet er Nane>Nunber C i ent s</ Par anet er Nane>
<Par anet er Sunmar y>Nunber of Directory dients Bound</ Paraneter Sunmary>
<I nt eger/>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Nunber Peer s</ Par anet er Nane>
<Par anet er Sunmar y>Nunber of Replicati on and Chai ni ng Peer s</ Par anet er Sunmar y>
<I nt eger/>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Rat e</ Par anet er Nanme>
<Par anet er Sunmar y>Qper at i on Rat e</ Par anet er Sunmar y>
<Uni t s>Qper ati ons per M nute</Units>
<I nt eger/>
</ Par anet er >
</ Devi ceSt at usPar anet er s>
B
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<l--
<Ref >Enabl ed</ Ref >
Soo >
<I--
<Ref >Reset </ Ref >
Soo >
</ Ref er encedCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>net go</ Dri ver Pat h>
<Dri ver Ar gunent Hel p>
Specify the directory to nonitor. Argunents are
-1 Idapurl (e.g., --I ldap://Iocal host: 1234/)
-U updatetinme (in seconds)
</ Dri ver Ar gunent Hel p>
</ Devi ceDri ver | nf o>
</ Abstract Devi ceSpeci fi cati on>

D.45 NetDevice

A network accessible device that can be polled by connecting to atcp port.

<?xm version="1.0"7?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Net Devi ce</ Devi ceType>
<Devi ceFani | y>Ser ver </ Devi ceFani | y>
<Devi ceTypeSunmar y>A Net wor k accessi bl e devi ce</ Devi ceTypeSummar y>
<Devi ceTypeDescri pti on>
A network accessible device that can be polled by connecting to a tcp port.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anmet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
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<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Associ at edDevi ce</ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>net go</ Dri ver Pat h>
<Dri ver Ar gunent Hel p>
Specify the server to nonitor. Argunments are:
-p host:port (e.g. |ocal host: 1234)
-t -"type" (e.g. printer, router...)
-U updatetinme (in seconds)
</ Dri ver Ar gunent Hel p>
</ Devi ceDri ver | nf 0>

</ Abstract Devi ceSpeci fi cati on>

D.46 RFToTCP

This device converts an RF stream to TCP. It is used to enable operator switching of RF
streams.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>RFToTCP</ Devi ceType>
<Devi ceFani | y>RFToTCP</ Devi ceFamni | y>
<Devi ceTypeSunmar y>Converts RF to TCP</ Devi ceTypeSunmary>
<Devi ceTypeDescri pti on>
Thi s device converts an RF streamto TCP.
It is used to enabl e operator sw tching of RF streans.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedsSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
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<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>RFI| n</ Par anet er Narme>
<Par anet er Sunmar y>RF t o TCP</ Par anet er Summar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Di r ect Type>RF</ Di r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>TCPQut </ Par anet er Nane>
<Par anet er Sunmar y>TCP t o Peer </ Par anet er Sunmar y>
<Par anet er Descri pti on>
This is the link to a peer TCP to RF converter
This end of TCP set by operator to match other end, which is set by
adm ni strat or
</ Par anet er Descri pti on>
<Set ByOper at or / >
<Connecti on>
<TCP/ >
<Connect To/ >
<Di r ect Type>RFOver TCP</ Di r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Ar gunent Hel p>
</ Devi ceDri ver | nf o>
</ Abstract Devi ceSpeci fi cati on>

D.47 SodiumSync

Thisdeviceis Sodium Sync.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Sodi unSync</ Devi ceType>
<Devi ceFani | y>Di rectory Sync</ Devi ceFani | y>
<Devi ceTypeSunmar y>| sode Sodi um Sync Server </ Devi ceTypeSunmar y>
<Devi ceTypeDescri pti on>
Thi s device is Sodi um Sync. -
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anmet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
<Ref >URL</ Ref >
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<Ref >Act i vat i onl nf o</ Ref >
</ Ref er encedSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anmet er Name>MBwi t ch</ Par anet er Nane>
<Par anet er Sunmar y>M Swi t ch</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connect i on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Message Submi ssi on</Direct Type>
</ Connecti on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Ar gunent Hel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>

D.48 TCPToAudio

This device converts a TCP stream to Audio. It is used to enable operator switching of
audio streams.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>TCPToAudi o</ Devi ceType>
<Devi ceFani | y>TCPToAudi o</ Devi ceFam | y>
<Devi ceTypeSunmar y>Converts TCP to Audi o</ Devi ceTypeSunmmary>
<Devi ceTypeDescri pti on>
Thi s device converts a TCP streamto Audio.
It is used to enabl e operator sw tching of audio streans.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
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<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>TCPI n</ Par anet er Nane>
<Par anet er Sunmar y>TCP | nbound audi o</ Par anet er Sunmar y>
<Connect i on>
<TCP/ >
<Di r ect Type>Audi oOver TCP</ Di r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>Audi oQut </ Par anet er Nane>
<Par anet er Sunmar y>Audi o Qut bound</ Par anet er Sunmar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>Audi o</ Di r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Ar gunent Hel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>

D.49 TCPToRF

This device converts a TCP stream to RF. It is used to enable operator switching of RF
streams.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>TCPToRF</ Devi ceType>
<Devi ceFani | y>TCPToRF</ Devi ceFami | y>
<Devi ceTypeSunmar y>Converts TCP to RF</ Devi ceTypeSunmary>
<Devi ceTypeDescri pti on>
Thi s device converts a TCP streamto RF.
It is used to enabl e operator sw tching of RF streans.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St art Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Enabl ed</ Ref >
<Ref >Reset </ Ref >
</ Ref er encedCont r ol Par anet er s>
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<Devi ceCont r ol Par anet er s>
<Par anet er >
<Par anet er Nane>TCPI n</ Par anet er Nanme>
<Par anet er Sunmar y>TCP i nbound</ Par anet er Sunmar y>
<Connecti on>
<TCP/ >
<Di r ect Type>RFOver TCP</ Di r ect Type>
</ Connect i on>
</ Par anet er >
<Par anet er >
<Par anet er Nane>RFQut </ Par anet er Nane>
<Par anet er Sunmar y>RF out put </ Par anet er Summar y>
<RedBl ackManaged/ >
<Connecti on>
<Fi xed/ >
<Connect To/ >
<Di r ect Type>RF</ Di r ect Type>
</ Connect i on>
</ Par anet er >
</ Devi ceCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Ar gunent Hel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>

D.50 Thermometer

A Thermometer is used to report temperature, and will cause the Ul to display warnings
if the temperature goes outside the L owerBound/UpperBound values.

<?xm version="1.0""?>
<Abst r act Devi ceSpeci fi cati on>
<Devi ceType>Ther nonet er </ Devi ceType>
<Devi ceFani | y>Sensor </ Devi ceFani | y>
<Devi ceTypeSunmar y>Si npl e Ther nonet er </ Devi ceTypeSumar y>
<Devi ceTypeDescri pti on>
A Thernmonmeter is used to report tenperature, and will cause the U to
di splay warnings if the tenperature goes outside the
Lower Bound/ Upper Bound val ues.
</ Devi ceTypeDescri pti on>
<Ref er encedSt at usPar anmet er s>
<Ref >Devi ceType</ Ref >
<Ref >Hear t beat </ Ref >
<Ref >St at us</ Ref >
<Ref >St ar t Ti ne</ Ref >
<Ref >Mbni t ori ngSi nce</ Ref >
<Ref >Runni ngSi nce</ Ref >
<Ref >Ver si on</ Ref >
<Ref >Al ert </ Ref >
<Ref >Devi ceTypeHash</ Ref >
<Ref >Uni quel D</ Ref >
<Ref >Del et ed</ Ref >
<Ref >Exi st s</ Ref >
</ Ref er encedSt at usPar anet er s>
<Devi ceSt at usPar amet er s>
<Par anet er >
<Par anet er Nane>Tenpar at ur e</ Par anet er Name>
<Par anet er Sunmar y>Tenper at ure of Radi o</ Par amet er Sunmmar y>
<Par anet er | con>t her nonet er - hal f </ Par anet er | con>
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<Uni t s>Degr ees Cel si us</ Uni t s>
<Di spl ayPriority/>
<I nt eger >
<Lower Bound>- 20</ Lower Bound>
<Upper Bound>200</ Upper Bound>
</ | nt eger >
</ Par anet er >
</ Devi ceSt at usPar anet er s>
<Ref er encedCont r ol Par anet er s>
<Ref >SendPar anet er s</ Ref >
<Ref >Devi ceDescri pti on</ Ref >
<Ref >Associ at edDevi ce</ Ref >
</ Ref er encedCont r ol Par anet er s>
<Devi ceDri ver | nf o>
<Dri ver Pat h>NULL</ Dri ver Pat h>
<Dri ver Argunent Hel p>Nul | devi ce as defaul t</Driver Ar gunent Hel p>
</ Devi ceDri ver | nf 0>
</ Abstract Devi ceSpeci fi cati on>
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Appendix E Abstract Device Reference
Specification

See the redblack schemaincluded here.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema" el emrent For nDef aul t =" qual i fi ed" >
<xs: el ement name="Abstract Devi ceLi st">
<xs: conpl exType>
<Xs: sequence>
<xs: el ement maxCccur s="unbounded" ref="Abstract Devi ceSpecification"/>
<xs: el ement m nQccurs="0" ref="CommonPar aneterList"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Abstract Devi ceSpeci fi cation">
<xs:annot at i on>
<xs: document ati on>Abstract Devi ce Driver Specification
for Red/ Bl ack</ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<Xs: sequence>
<xs: el ement name="Devi ceType" >
<xs:annot at i on>
<xs: documentati on>This string is the primary identification of
the Abstract Device Type

Character set restricted to |letters and digits. </xs:docunentation>
</ xs: annot ati on>
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:pattern val ue="[a-zA-Z0-9] +"/ >
</xs:restriction>
</ xs: si mpl eType>
</ xs: el ement >
<xs: el ement name="Devi ceFam | y" type="xs:string">
<xs:annot at i on>
<xs:documentati on>This is a generic type, such as -"Radi o"
used to group specific devices that have broadly the
same characteristics</xs: docunment ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement nanme="Devi ceTypeSunmary" type="xs:string">
<xs:annot at i on>
<xs: document ati on>Short Description of device type
to be used in U to sunmmarize what the device
type is</xs:docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement name="Devi ceTypeDescri ption" type="xs:string">
<xs:annot at i on>
<xs: document at i on>Longer devi ce type description for
use in tool tip or manual </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement name="Devi ceTypel con" type="xs:string" m nCccurs="0">
<xs:annot at i on>
<xs:docunent ati on>The icon type to use for this type</xs:docunmentation>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement mi nCccurs="0" nane="Sel f Monitor">
<xs:annot at i on>
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<xs: docunentati on>lf present, the Device Type is the
| ocal Red/ Bl ack</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement m nCccurs="0" nanme="BoundaryDevi ce" >
<XS: annot ati on>
<xs: docunentati on>lf present, the Device Type is the
a device that sits on the Red/Bl ack boundary.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement m nCccurs="0" name="Ref er encedSt at usPar anet er s" >
<XS: annot at i on>
<xs: docunent ati on>St andard St atus Paraneters
ref erenced by nane</xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<Xs:sequence>
<xs: el ement maxCccur s="unbounded" nane="Ref" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement mi nCccurs="0" nanme="Devi ceSt at usPar anet er s" >
<xs: conpl exType>
<Xs:sequence>
<xs: el ement m nCccurs="0" maxQccurs="unbounded" ref="Paranmeter"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement m nCccurs="0" name="Ref er encedContr ol Par anet er s" >
<xs: conpl exType>
<Xs:sequence>
<xs: el ement m nCccurs="0" maxCccur s="unbounded" nane="Ref" type="xs:string"/
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement m nCccurs="0" name="Devi ceContr ol Par anet ers" >
<xs: conpl exType>
<Xs:sequence>
<xs: el ement m nCccurs="0" maxQccurs="unbounded" ref="Paranmeter"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement m nCccurs="0" nanme="Devi ceDriver|nfo">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement m nCccurs="0" name="SNMPDriver" type="xs:bool ean"/>
<xs: el ement mi nCccurs="0" name="DriverPath" type="xs:string"/>
<xs: el ement m nCccurs="0" name="Driver Opti ons" type="xs:string"/>
<xs: el ement m nCccurs="0" name="Driver Argunent Hel p" type="xs:string"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el enent nane="ConmonPar anet er Li st">
<XS: annot ati on>
<xs: docunentati on>This is a |list of paraneters,
whi ch can be referenced by nane.
This is for paraneters used in many devices.
It allows definitions to be shared, and hel ps U
present the sane paraneter in the sane way. </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<XS:sequence>
<xs: el ement maxCccur s="unbounded" ref="Paraneter"/>
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</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Paraneter">
<xs:annot at i on>
<xs: docunentati on>This is a generic paraneter used
for status and control </ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nanme="Par anet er Nane" >
<xs:annot at i on>
<xs:docunentati on>Nane is an identifier of the Paraneter
Character Set restricted to |A5 letters and digits</xs:docunentation>
</ xs: annot ati on>
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs: pattern val ue="[ a- zA- Z0- 9] +"/ >
</xs:restriction>
</ xs: si npl eType>
</ xs: el ement >
<xs: el enent nanme="Par anet er Sunmary" type="xs:string">
<xs:annot at i on>
<xs: docunent ati on>Short summary of what the paraneter is
for use in U </xs:docunentation>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement m nCccurs="0" nanme="Par anet er Descri ption" type="xs:string">
<xs:annot at i on>
<xs: docunent ati on>Longer description of paraneter for use in
tool tip or manual </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent nanme="Par aneterlcon" type="xs:string" m nQccurs="0">
<xs:annot at i on>
<xs: docunent ati on>The icon type to use for this paraneter</xs: docunentation>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement mi nCccurs="0" name="Units" type="xs:string">
<xs:annot at i on>
<xs: docunentati on>Units of paraneter for use in U
E.g., -"seconds" or -"kg"</xs:docunentation>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement m nCccurs="0" name="RedBl ackManaged" >
<xs:annot at i on>
<xs: docunentation>lf this is present, the paraneter
is stored by Red/Black and is not
communi cated wi th device driver</xs:docunentati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement m nCccurs="0" nane="Speci al ">
<xs:annot at i on>
<xs: docunentati on>lf set, this parameter is handl ed by
device driver in a special manner</xs: docunentation>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement m nCccurs="0" nane="Set ByQper at or" >
<xs:annot at i on>
<xs: docunentation>lf this is present, Operators
and Admi nistrators can change this paraneter
Default is that only Adm nistrators can change
t he paraneter.
Val ue only rel evant for control paraneters</xs:docunentation>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement m nCccurs="0" name="Bl ackSi deControl Onl y">
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<xs:annot at i on>
<xs: docunent ati on>Present for control paraneters that
can only be updated from bl ack si de</xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement m nQccurs="0" nanme="Redt oBl ackRat e" >
<xs:annot at i on>
<xs:docunentati on>Control of Rate of Paraneter
Control Messages from Red to Bl ack Side through Guard
</ xs: docunent at i on>
</ xs: annot ati on>
<xs: conpl exType>
<XS: sequence>
<xs: el enent nanme="Nunber Messagesl| nPeri od" type="xs: positivelnteger"/>
<xs: el ement nanme="Peri odLengt h" type="xs: positivelnteger">
<xs:annot at i on>
<xs: docunent ati on>Peri od neasured in seconds
over whi ch nunber of messages is controlled
</ xs: docunent at i on>
</ xs: annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement m nCccurs="0" name="Di splayPriority">
<xs:annot at i on>
<xs:docunentation>This is used to indicate that this is
an inportant Parameter to display. It is anticipated that the U will show this
paranmeter on -"top screen"</xs: docunentation>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement mi nCccurs="0" name="G oup" type="xs:string">
<xs:annot at i on>
<xs: docunentati on>This is used to add a Group Label, to facilitate grouping of
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement m nCccurs="0" nane="Muilti Val ue">
<xs: conpl exType>
<XS: sequence>
<xs: el ement maxCccur s="unbounded"” m nCccurs="0" nane="Ref erencedAuxi || i aryPa
type="xs:string">
<xs:annot at i on>
<xs: docunent ati on>Al | ows additional infornation
to be associated with each el ement of a
mul ti -val ue
Mbst common ones are Connect ToRef erence and
Descri pti on. </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement m nCccurs="0" name="Connect To" type="xs:string"/>
<xs: el enent nanme="Maxi munivenbers" type="xs:integer">
<xs:annot at i on>
<xs: docunent at i on>Upper Bound on the Nunber
of Group Menbers</xs:docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: choi ce>
<xs: el enent nane="I nt eger" >
<xs:annot at i on>
<xs: docunent ati on>Par anet er encoded as XM. | nt eger
wi th upper and | ower bound constraints as specified.
</ xs: docunent at i on>
</ xs: annot ati on>

<xs: conpl exType>
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<XS: sequence>
<xs: el ement nanme="Lower Bound" m nCccurs="0" type="xs:integer"/>
<xs: el enent nanme="Upper Bound" m nCccurs="0" type="xs:integer"/>
<xs: el ement maxOccur s="unbounded" m nCccurs="0" nane="Al | owedVal ue" >
<xs:annot at i on>
<xs:docunent ati on>Li st of allowed Val ues</xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<XS: sequence>
<xs: el ement name="Val ue" type="xs:integer"/>
<xs: el ement m nCccurs="0" nanme="Label" type="xs:string">
<xs:annot at i on>
<xs: docunentati on>String | abel, to support enumtypes wth expl
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement m nCccurs="0" name="Col our" type="xs:string">
<xs:annot at i on>
<xs: docunentati on>Al | ows visual alerting of |labels (e.g., Red fo
</ xs: annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement m nCccurs="0" name="Interval" type="xs:positivelnteger">
<xs:annot at i on>
<xs: docunent ati on>This specifies the required gap between val ues, rela
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement m nCccurs="0" nanme="Shift" type="xs: positivelnteger">
<xs:annot at i on>
<xs: docunent ati on>Mechanismto allow shift of nunbers. |nplenented as
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent m nCccurs="0" name="D spl ayAsHex" >
<xs:annot at i on>
<xs: docunent ati on>Di spl ay val ue i n Hexadeci mal </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement m nCccurs="0" name="Faul tBitString">
<xs:annot at i on>
<xs: docunentati on>Value is a bit string. Any bits set indicate there
</ xs: annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Dat eTi ne" >
<xs:annot at i on>
<xs: docunentati on>Stri ng encoded Date + Ti me</xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement name="Ti ne">
<xs:annot at i on>
<xs: docunentati on>Tine, with i nteger encoding and granularity specified by s
</ xs: docunent at i on>
</ xs: annot ati on>
<xs: conpl exType>
<xs: choi ce>
<xs: el enent nanme="Days"/>
<xs: el ement name="Hours"/>
<xs: el ement name="M nut es"/>
<xs: el ement name="Seconds"/>
<xs: el ement name="MIIi Seconds" />
<xs: el ement name="Ti cks">
<xs:annot at i on>
<xs: docunent ati on>SNWMP Ti cks (100t h Sec) </ xs: docunent ati on>
</ xs: annot ati on>
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</ xs: el enent >
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="String">
<xs: conpl exType>
<XS: sequence>
<xs: el ement name="Maxi nuniLengt h" type="xs: positivelnteger">
<XS: annot ati on>
<xs: docunent ati on>Max Length in Bytes
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement m nCccurs="0" name="Char act er Set">
<XS: annot ati on>
<xs: docunentati on>lf specified, character set is constrained.
</ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<xs: choi ce>
<xs: el ement name="1A5"/>
<xs: el enent nanme="Upper CaselLettersAndDi gi ts"/>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el ement name="JPEGPhot 0" >
<xs: conpl exType>
<XS: sequence>
<xs: el enent nanme="Maxi munSi ze" type="xs: positivelnteger">
<XS: annot ati on>
<xs: docunent at i on>Maxi mrum phot o si ze i n byt es</xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el enent nane="Bool ean"/>
<xs: el ement name="Enuner at ed" >
<xs: conpl exType>
<XS: sequence>
<xs: el ement nmaxCccur s="unbounded" nane="EnunVal ue" type="xs:string">
<XS: annot ati on>
<xs: docunent ati on>Li st of the all owed Enunerated Val ues
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el enent name="Enpty"/>
<xs: el ement name="Connecti on">
<xs: conpl exType>
<XSs: sequence>
<xs: choi ce>
<xs: el enent nanme="Fi xed" >
<XS: annot ati on>
<xs: docunent ati on>
This represents a fixed connection
that is wired between two bl ack side devices and cannot
be changed.

<Connect To/ >
is NOT set, another device may be pointed at this one.
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<Connect To/ >
is set, the devices connected to is referenced.
</ xs: docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<Xs: sequence>
<xs: el ement m nCccurs="0" name="Connect edToDevi ce" type="xs:string
<XS: annot ati on>
<xs: docunent ati on>The nane of connectedTo device
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el ement m nCccurs="0" name="Swit chRef erence" type="xs:positive
<XS: annot ati on>
<xs: docunentati on>lf device is pointed at sw tch
need to identify which connection on the switch
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el enent name="TCP">
<xs: conpl exType>
<Xs: sequence>
<xs: el ement m nCccurs="0" name="Defaul tPort" type="xs:positivelnte
<XS: annot ati on>
<xs: docunent ati on>Specifies a default port.
If this is specified, port can be omtted for
TCP configurations, and this value is assuned.
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el enent nanme="Domai nAl | owned" m nCccurs="0">
<XS: annot ati on>
<xs: docunent ati on>Confi gurati on can be specified with Domain
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
<xs: el enent name="1 Pv4Al | owed" m nCccurs="0"/>
<xs: el enent nanme="1Pv6Al | owed" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs: el enent nanme="AsyncSerial" type="xs:string">
<XS: annot at i on>
<xs: docunent ati on>A confi gured Async Serial Link such as -"COw"
</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el enent >
</ xs: choi ce>
<xs: el ement nanme="Connect To" m nCccurs="0">
<XS: annot ati on>
<xs: docunent ati on>Connecti ons are directional.
The type of connection reflects the entity that is being connected to.

By default, this is an object that is connected to and the type reflects the object.

Adm ni strators (but not Qperators) can nodify TCP and | nternal paraneters.
Where -"Connect To" is set, the the type of connection reflects the renpote object.

For fixed connections, Adm nistrator can point the connection at another object

(of the correct type) using Device ID.
For TCP connections, Operator (and adm nistrator) can change the value to the
TCP settings of a a matchi ng object.

</ xs: docunent at i on>
</ xs: annot ati on>
</ xs: el ement >

>

nt eger" >

ger " >

<xs: el ement name="Direct Type" type="xs:string" m nCccurs="0"/>
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<xs: el enent nanme="Indi rect Type" type="xs:string" m nCccurs="0">
<xs:annot at i on>
<xs: docunent ati on>l ndi rect Type May be explicitly specified
</ xs: docunent at i on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement mi nCccurs="0" nanme="Indi rect TypeConfi gured">
<xs:annot at i on>
<xs: docunentation>lf set, Indirect Type is configured for devices
</ xs: docunent at i on>
</ xs: annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Swi t chConnecti on">
</ xs: el ement >
<xs: el ement name="Al ert Type">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement name="Maxi nunDescri pti onLengt h" type="xs: positivelnteger"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: choi ce>
<xs: el ement m nQccurs="0" nanme="SNWP">
<xs:annot at i on>
<xs: docunent ati on>SNMP configuration i f any</xs: docunentati on>
</ xs: annot ati on>
<xs: conpl exType>
<XS:sequence>
<xs: el ement name="0 D' type="xs:string">
<xs:annot at i on>
<xs: docunent ati on>SN\MP Obj ect I D associated with this el enent </ xs: docune
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent name="TYPE"' type="xs:string">
<xs:annot at i on>
<xs: docunent ati on>SNVMP Cbj ect Type associ ated with this el enent</xs: docu
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent nanme="| ndexedBy" m nCccurs="0">
<xs:annot at i on>
<xs: docunent ati on>Tabl e i ndex for this el enent</xs:docunent ati on>
</ xs: annot ati on>
<xs: conpl exType>
<Xs:sequence>
<xs: el enent nanme="| ndexNane" type="xs:string">
<xs:annot at i on>
<xs: docunent ati on>SNVP | ndex name</ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent nanme="| ndexType" type="xs:string">
<xs:annot at i on>
<xs: docunent ati on>SNVP | ndex type Int/lp etc</xs:docunentation>
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent nanme="| ndexQO d" type="xs:string">
<xs:annot at i on>
<xs: docunent ati on>SNWP | ndex Obj ect ldentifier</xs:docunentation>
</ xs: annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
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</ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Stat us">
<xs:annot at i on>
<xs: docunent ati on/ >
</ xs: annot ati on>
<xs: conpl exType>
<Xs:sequence>
<xs: el ement nanme="Devi ce" type="xs:string">
<xs:annot at i on>
<xs: docunent ati on/ >
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent nane="Devi ceType" type="xs:string"/>
<xs: group ref="SetBy" m nQccurs="0"/>
<xs:group ref="Mil ti Val ue" m nCccurs="0"/>
<xs: el enent nanme="Param' type="xs:string">
<xs:annot at i on>
<xs: docunent ati on/ >
</ xs: annot ati on>
</ xs: el ement >
<xs: choi ce>
<xs: group ref="ParaneterVal ue"/>
<xs:group ref="Alert"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="Control ">
<xs: conpl exType>
<Xs:sequence>
<xs: el enent nanme="Devi ce" type="xs:string">
<xs:annot at i on>
<xs: docunent ati on>Device ID -- nane of device</xs:docunentation>
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent nane="Devi ceType" type="xs:string"/>
<xs: el enent nanme="Param' type="xs:string">
<xs:annot at i on>
<xs: docunent at i on>Par anet er Type
</ xs: docunent at i on>
</ xs: annot ati on>
</ xs: el ement >
<xs:group ref="Mil ti Val ue" m nCccurs="0"/>
<xs: group ref="ParaneterVal ue"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el ement >
<xs: group nane="Mil ti Val ue">
<Xs:sequence>
<xs: el ement name="El ement" type="xs: positivelnteger">
<xs:annot at i on>
<xs: docunent ati on>Reference to el enent within G oup
</ xs: docunent at i on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement name="AuxParant type="xs:string" m nCccurs="0">
<xs:annot at i on>
<xs: docunentati on>Used i f the paraneter being comunicated is an
auxi |l i ary paranet er </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: group>
<XS: group nane="SetBy">
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<xs:annot at i on>
<xs:docunentation>lf omtted, paraneter is status val ue inherent to device
</ xs: docunent at i on>
</ xs: annot ati on>
<xs: choi ce>
<xs: el ement name="RedSi deQperator"/>
<xs: el enent nanme="Bl ackSi deCperator"/>
<xs: el ement name="Set Local ">
<xs:annot at i on>
<xs: docunent ati on>For exanple, set by operator using device front pane
</ xs: docunent at i on>
</ xs: annot ati on>
</ xs: el ement >
</ xs: choi ce>
</ xs: group>
<xs: group nane="Paranet er Val ue" >
<xs:annot at i on>
<xs: docunent ati on>Par anet er Val ue used in Status and Control Messages
</ xs: docunent at i on>
</ xs: annot ati on>
<xs: choi ce>
<xs: el enent name="Integer" type="xs:integer"/>
<xs: el ement name="String" type="xs:string"/>
<xs: el enent nanme="Ti ne" type="xs: nonNegati vel nteger"/>
<xs: el enent nane="Dat eTi me" type="xs: dateTi ne"/>
<xs: el enent name="Enuner at ed" type="xs:string">
<xs:annot at i on>
<xs: docunent ati on>Enuner at ed Val ues defi nes by paraneter type and
enforced by devi ce schema</xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent nanme="Bool ean" type="xs: bool ean"/>
<xs: el ement name="JPEGPhot 0" type="xs: base64Bi nary"/>
<xs: el enent name="Enpty"/>
<xs: group ref="Connection"/>
</ xs: choi ce>
</ xs: group>
<xs: group nane="Connection">
<XS: sequence>
<xs: choi ce>
<xs: group ref="Fi xedConnection" -/>
<xs: group ref="Sw tchConnection" -/>
<xs: group ref="TCPConnection" -/>
<xs: group ref="AsyncSeri al Connecti on" -/>
</ xs: choi ce>
<xs: el enment name="Del ete" type="xs: bool ean" m nQccurs="0"/>
</ xs: sequence>
</ xs: group>
<xs: group nane="Sw t chConnecti on">
<XS: sequence>
<xs: el ement name="I|nConstraint" type="xs:string">
<xs:annot at i on>
<xs: docunent at i on>For
a Connect To connection, this is set to the source connection interface that t
connection is com ng from </ xs: docunent ati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent nanme="FronPort" type="xs: nonNegati vel nteger">
<xs:annot at i on>
<xs: docunent at i on>Ref er ence
to source el ement nunber, where the nmatchi ng connection is multi-val ue</xs: doc
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement name="Qut Constrai nt" type="xs:string">
<xs:annot at i on>
<xs: docunent at i on>For
a Connect To connection, this is set to the connection interface chosen.</xs:d
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</ xs: annot ati on>
</ xs: el ement >
<xs: el enent nanme="ToPort" type="xs:nonNegativel nteger">
<xs:annot at i on>
<xs: docunent at i on>Ref er ence
to el ement nunber, where the matchi ng connection is nulti-val ue</xs: docunent at
</ xs: annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: group>
<xs: group nane="Fi xedConnecti on">
<Xs:sequence>
<xs: el enent nanme="Connect edDevi ce" type="xs:string">
<xs:annot at i on>
<xs: docunent at i on>For
a Connect To connection, this is set to the Device ID of the device being conn
</ xs: annot ati on>
</ xs: el ement >
<!-- <xs:sequence>
<xs: el ement name="Connect Fronl nt erface" type="xs:string">
<xs:annot at i on>
<xs: docunent ati on>For a Connect To connection, this is set to the
source connection interface that the connection is com ng from </xs: docunent a
</ xs: annot ati on>
</ xs:el ement> --->
<xs: el ement m nCccurs="0" name="Connect FronPort" type="xs:integer">
<xs:annot at i on>
<xs: docunent at i on>Ref er ence
to source el ement nunber, where the nmatching connection is multi-val ue</xs: doc
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent nanme="Connect Tol nterface" type="xs:string">
<xs:annot at i on>
<xs: docunent at i on>For
a Connect To connection, this is set to the connection interface chosen.</xs:d
</ xs: annot ati on>
</ xs: el ement >
<xs: el ement m nCccurs="0" nane="Connect ToPort" type="xs:integer">
<xs:annot at i on>
<xs: docunent at i on>Ref er ence
to el ement nunber, where the matchi ng connection is nulti-val ue</xs: docunent at
</ xs: annot ati on>
</ xs: el ement >
</ xs: sequence>
</ xs: group>
<xs: group nane="TCPConnecti on">
<Xs:sequence>
<xs: el ement name="Port" type="xs:string" m nCccurs="0">
<xs:annot at i on>
<xs: docunent at i on>TCP
paranmeters set with two values. One is port, and the other is a choice of donma
| Pv6 </xs: docunentati on>
</ xs: annot ati on>
</ xs: el ement >
<xs: el enent nanme="Donmai n" type="xs:string" m nCccurs="0"/>
<xs: el ement name="|Pv4" type="xs:string" mnCccurs="0"/>
<xs: el enrent name="|Pv6" type="xs:string" mnCccurs="0"/>
</ xs: sequence>
</ xs: group>
<xs: group nane="AsyncSeri al Connecti on">
<Xs:sequence>
<xs: el ement name="AsyncSeri al Ref erence" type="xs:string"/>
</ xs: sequence>
</ xs: group>
<xs:group nane="Alert">
<Xs:sequence>
<xs:group ref="Severity"/>
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<xs: el ement name="Al ert Message" type="xs:string"/>
</ xs: sequence>
</ xs: group>
<XS: group nane="Severity">
<xs: choi ce>
<xs: el enent nane="Info"/>
<xs: el enent nanme="Warni ng"/>
<xs: el ement nanme="Error"/>
<xs: el ement nanme="Severe"/>
<xs: el enment nane="Critical"/>
</ xs: choi ce>
</ xs: group>
<xs: el ement nane="St andar dPar anet er Li st ">
<xs: conpl exType>
<Xs:sequence>
<xs: el ement maxCccur s="unbounded" ref="Paraneter"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
</ xs: schema>
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Appendix F Device Driver Protocol

This appendix specifies the protocol used to drive adevice and its relationship to the
abstract device specification.

F.1 Driver invocation

The device driver for an individual device is an executable program or script that will
be invoked directory by the Red/Black server. The device driver communicates with the
Red/Black server through pipes connected to the standard input for incoming control
messages, and the standard output for status messages from the device. The deviceis
invoked as follows:

<devi cedri ver> <nane> <schema> <st andar ddef s>

where the details are

devicedriver
The executable (or script) for the device driver. This as noted is expected to take
binary data on input and output and monitor/control the device either directly or
through some device specific protocol. Thiswill be directly executed as a child of
the server, and restarted if it fails.

name
Thisisthe name of the device as specified in the configuration section Chapter 4,
Configuring Red/Black

schema
Thisisthe path to the XML schemafile for the device. The device can use thisfor
either schema validation, or to discover what settings are supported. Some devices
may have hard coded definitions built in and won't use this.

standarddefs
Thisisthe path to the XML file of standard definitions for commonly used status
and control messages which are referenced from the main schema.

An example invocation might be

radi odri ver HFRadi ol isode-radi o. xml stdparans. xm

F.2 Driver protocol

The core messages sent and received by the driver are based on the Red/Black Status and
Control XML messages. These are then encapsulated in athin CBOR encoding layer,
similar in structure to the M-Guard GCXP protocol.

The XML Status and Control messages are wrapped in a CBOR simple binary wrapper.

CBOR alows asimple binary length to be computed and the packet encapsulated in it,
so both driver and server are aware how much datawill be arriving.

The XML isfirst encoded as a CBOR string ( CBOR Major Text (3)) which includes
the length. Thisisthen further wrapped in atagged type (mgjor type 5) of type CBOR
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Wrapped (24) and the included length. Thus a packet starts off looking something like
this:

0xD8 # Tag type 6 + W apped(24)
0x18 # Tag type Number(0) + Wapped(24)
Ox4x # Tag type bytestring(2) + cbor |ength

On receipt of a control packet, the driver will attempt to make the appropriate change
to the device and then issue a Status message with the result, or perhaps an alert if the
change could not be made.

Some sample drivers are provided which don't control anything currently, but allow the
protocol to be tested by issuing random changes and events.

F.3

F.3.1

F.3.2

F.3.3

Specific Status Packets

There are some commonly used status packets that are expected to be supported by most
if not all device drivers. These include the following.

Heartbeat

The Heartbeat packet is designed to be sent at frequent intervals as away of indicating
the driver is still functioning.

<St at us>
<Devi ce>r adi o</ Devi ce>
<Devi ceType>| sodeRadi o</ Devi ceType>
<Par anpHeart beat </ Par an»
<l nt eger >1590662894</ | nt eger >
</ St at us>

The Integer parameter is the unix time for when the next heartbeat is expected. This
should be sufficiently short that malfunctioning drivers can be detected reasonably
promptly, but not frequent enough to cause heavy load on the server. A timein range of
the order of about a minute is suggested.

StartTime

The StartTime packet is designed to be sent at start up and when requested. It contains
the time the device started up in unixtime format.

<St at us>
<Devi ce>r adi o</ Devi ce>
<Devi ceType>| sodeRadi o</ Devi ceType>
<Par an®St ar t Ti ne</ Par an>
<l| nt eger >1590662894</ | nt eger >
</ St at us>

Status

This status message informs the system of the current status, from non- oper at i on,
partly operational,tooperational .

<St at us>
<Devi ce>r adi o</ Devi ce>
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<Devi ceType>l sodeRadi o</ Devi ceType>
<Par an®St at us</ Par an>
<String>operational </ String>

</ St at us>

F.4

F.4.1

F.4.2

Specific Control Packets

There are some commonly used control packets that are expected to be supported by
most if not all device drivers.

SendParameters

This control message requests the device driver to send al the current status information,
either to resynchronise, or to inform other servers of the current state.

<Cont r ol >
<Devi ce>r adi o</ Devi ce>
<Devi ceType>| sodeRadi o</ Devi ceType>
<Par an»SendPar anet er s</ Par an»>
<Enpty/ >

</ Control >

Reset

This control requests the device to reset itself.

<Cont rol >
<Devi ce>r adi o</ Devi ce>
<Devi ceType>| sodeRadi o</ Devi ceType>
<Par anrReset </ Par an>
<Enpty/ >
</ Control >
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Appendix G Writing a Device Driver

There is an open source example device driver, consisting of a C++ device driver, and a
"dummy" radio device written in Go, which is available at https://github.com/Isode-Ltd/
redblack-demo-device.

We have two sample drivers that respond to Cont r ol messages and issue St at us
messages. These are written to be sample generic drivers, so they read the XML
description of the device they are going to pretend to be, and issue random values from
those allowed within the abstract specification.

Oneiswritten in perl and another in go.

These and other drivers will be published in due course.

Writing a Device Driver
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Appendix H M-Guard Application Profile for
Red/Black

This appendix will have areference definition of M-Guard Application Profile

M-Guard Application Profile for Red/Black
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