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Isode and Isode are trade and service marks of 1sode Limited.

All products and services mentioned in this document are identified by the trademarks or
service marks of their respective companies or organizations, and I sode Limited disclaims
any responsibility for specifying which marks are owned by which companies or
organizations.

I sode software is © copyright Isode Limited 2002-2025, all rights reserved.

Isode software is a compilation of software of which Isode Limited is either the copyright
holder or licensee.

Acquisition and use of this software and related materialsfor any purposerequiresawritten
licence agreement from Isode Limited, or a written licence from an organization licensed
by Isode Limited to grant such alicence.

This manual is© copyright Isode Limited 2025, all rights reserved.
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1 Software version
This guide is published in support of Cobalt 1.5. It may also be pertinent to later rel eases.
Please consult the release notes for further details.

2 Readership
This guide isintended for two classes of administrator:
» System administrators setting up Cobalt to provision datain an LDAP directory.
» Data administrators using Cobalt to manage data.

3 How to use this guide
It is highly recommended that all administrators start by reading Chapter 1, Isode Cobalt
Overview. This chapter provides a comprehensive introduction to Cobalt.
Subsequently, system administrators should refer to Chapter 2, Cobalt for System
Administrators, which is specifically tailored to their role and responsibilities.
For data administrators, it is advisable to proceed to Chapter 3, Cobalt for Domain
Administrators. Additionally, they should continue reading the remaining chapters as they
cover relevant information for their role.

4 Typographical conventions

Thetext of this manual uses different typefacesto identify different types of objects, such
as file names and input to the system. The typeface conventions are shown in the table
bel ow.

Object Example

Applications Cobalt

File and directory names Ivar/logl/isode/cobalt

Program and macro names isode.cobalt

GUI eements Label, Menu, Menu Item, Sub-Menu
User input hel | o!

Cross references see Section C.1, “RFCs’

Preface
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Object Example
Additional information to note, or awarning|Notes are additional information; cautions

that the system could be damaged by certain|are warnings.
actions.

Note: Thisisan example of anote.

File system place holders

Where directory names are given in the text, they are often place holders for the names of
actual directorieswhere particular files are stored. The actual directory names used depend
on how the software is built and installed. All of these directories can be changed by
configuration.

Certain configuration files are searched for first in (ETCDI R) and then ( SHAREDI R) , SO
local copies can override shared information.

Theactual directory defaults vary, depending on whether the platform isWindows or Unix.
The following table provides the platforms-specific defaults.

Name Place holder for the Windows Unix
directory used to store...
(ETCDI R System-specific configuration | C:\l sode\Cobalt\etc /etcl/isode/cobalt
files
( SHAREDI R) Configuration files that may |C:\Program /opt/isode/cobalt/share
be shared between systems | Files\|sode\Cobalt\share
(BI NDI R) Programs run by users C:\Program /opt/isode/cobalt/bin
Files\Isode\Cobalt\bin
( SBI NDI R) Programs run by the system |C:\Program /opt/isode/cobalt/shin
administrators Files\Isode\Cobalt\bin
(LI BDI R Libraries C:\Program /opt/isode/cobalt/lib
Files\Isode\Cobalt\bin
( DATADI R) Storing local data C:\Isode\Cobalt\ Ivar/isode/cobalt
(LOGDI R) Logfiles C:\Isode\Cobalt\log Ivar/log/isode/cobalt

Support queries and bug reporting

A number of email addresses are available for contacting I sode. Please use the address
relevant to the content of your message.

* For al account-related inquiries and issues: customer-service@isode.com. If customers
are unsure of which list to use then they should send to thislist. Thelist is monitored
daily, and all messages will be responded to.

» To provide keys necessary to activate products, send the generated string to
i sode.support@isode.com along with information on what is being evaluated or what
has been purchased.
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* For all technical inquiries and problem reports, including documentation issues from
customers with support contracts: isode.support@isode.com. Customers should include
relevant contact detailsin initial callsto speed processing. Messages which are
continuations of an existing call should includethecall ID in the subject line. Customers
without support contracts should not use this address.

» Customers may also submit support queries through the customer section of the Isode
web siteusing the URL provided. Customerswith silver or gold support may also submit
support queries by telephone.

 For all salesinquiries and similar communication: sales@isode.com.

Bug reports on software releases are welcomed. These may be sent by any means, but
electronic mail to the support address listed above is preferred. Please send proposed fixes
with the reportsif possible. Any reports will be acknowledged, but further action is not
guaranteed. Any changes resulting from bug reports may be included in future rel eases.

I sode sends rel ease announcements and other information to the | sode News email list,
which can be subscribed to from the address: https://www.isode.com/company/contact.html.

Export Controls

Cobalt uses TLS (Transport Layer Security) to encrypt datain transit. This means that
Cobalt is subject to UK Export Controls. For some countries (at the time of shipping this
release, these comprise all EU countries, United States of America, Canada, Australia,
New Zealand, Switzerland, Norway, Japan) these Export Controls can be handled by
administrative process as part of evaluation or purchase. For other countries, a special
Export Licenseisrequired. This can be applied for only in context of a purchase order for
Cobalt.

The TLS feature of Cobalt is enabled by a TLS Product Activation feature. This feature
may be turned off, and Cobalt without this TLS feature is not export controlled. This can
be helpful to support evaluation of Cobalt in countries that need a special export license.

Cobalt is used to administer sensitive data and so I sode strongly recommends that all
operational deployments of Cobalt use the export-controlled TL S feature. You must ensure
that you comply with these Export Controls where applicable, i.e. if you are licensing or
re-selling Isode products. All 1sode Software is subject to alicense agreement and your
attention is aso called to the export terms of your 1sode license.
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Chapter 1 Isode Cobalt Overview

This chapter gives an overview of |sode Cobalt.

1.1 About Cobalt

Cobalt isaserver, controlled by aweb interface, for provisioning users and rolesin an
LDAP directory. It enables easy addition and management of information to support
directory white pages, XM PP deployments, email deployments and military messaging

deployments.
1.2 Information Provisioned by Cobalt
1.2.1 Domains

Cobalt groups information by domains (e.g., “example.com”). The term “domain” is used
to mean Internet domains, typically registered in the Domain Name System. A Cobalt
service can manage one or more domains. Cobalt names entities within domains (e.g.,
joe.soap@example.com) and ensures entity uniqueness within the domain.

1.2.2 Users: White Pages; XMPP; email; Military Messaging

A core Cobalt serviceisto provision users. This can bein support of XMPP, email or
military messaging services or simply as a generic white pages provisioning to provide
directory lookup and support by other applications.

User management capabilitiesinclude:

» User creation

 Password assignment and reset
Delete/ Restore/ Purge
 Account locking

» White pages information, including contact information and pictures
X.509 PKI Certificates

1.2.3 XMPP Support

Provisioned users may be configured as XM PP users and a specia attribute may be used
for JD (Jabber ID). If thisis chosen, the administrative Ul uses XM PP terminology as
shown in the figure below for Figure 1.1, “XMPP User Entry”.

Isode Cobalt Overview
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Figure 1.1. XMPP User Entry

User Entry

Attributes for this user

Personal Contact Photo Certificate

Full Name

Thomas Atkins

Given Name

Thomas

sSurname

Atkins

XMPP JID

thomas.atkins @example.net

Reset Password...

1.2.4 Email Support

Provisioned users may have a standard IMAP mailbox to support email servicein
conjunction with servers such as M-Box. Cobalt provides a number of optionsin support
of this:

User management capabilitiesinclude:

* Primary email address of the user’s mailbox.

* Alternate email addresses can be configured, which will be delivered to the same mailbox.
IMAP Mailbox quota.

 Redirect option, so that the user’s messages can be redirected to another address.

» Ensuring that all email addresses in the domain are unique.

Cobalt a so provides provisioning options to be used in conjunction with Isode’s M-Switch
product to provide afull email services:

» Redirections- Enables configuration of addressesto point at other email addresses,
which may be in the same or different domain. For example postmaster @example.com
could be redirected to a user or distribution list.

 Distribution lists- Provision of flexible distribution lists. List members can be email
addresses (users, redirections or distribution lists) provisioned in Cobalt or any other

Isode Cobalt Overview



Cobalt Administration Guide 3

email address. Controls are provided on who can submit messages to the list and
information header addition following RFC 2369 is supported. There are also controls
of military priority on distribution list expansion.

1.2.5 Military Messaging Support

Cobalt provides arange of capabilities to support formal Military Message Handling
Systems (MMHS), with capabilities oriented towards support of systems using Isode’s
Harrier, M-Box and M-Switch products. Capabilities provided include:

* Rolebased User Agents. A key characteristic of MMHS is that mailboxes arerole
based, with multiple users able to access arole and users able to access multiple
mailboxes. Cobalt enables configuration of role based mailboxes (UAS), which have
mailbox and white pages information equivalent to the email service described above.
A role based UA will also have alist of usersthat can occupy the role, which may be
from the same domain or a different domain. A common approach will be for usersto
have a different domain, with users provisioned to have an email service and to be able
to access an MMHS service.

* ACP 127 Support. UAs can be configured with ACP 127 attributes (Rl and PLA) and
aso with line length, character set (ITA2/IA5) and attachment restrictions. Harrier will
enforce these restrictions, which isimportant for messages that are transmitted using
ACP 127.

» Capability Checking. Configuration of additional message capabilities of maximum
message size and control of SYMIME signing/encryption.

» Redirections. See above (Section 1.2.4, “Email Support”)

* Military Address Lists. Military address lists are similar to email addresslists, but list
members are split into Action and Info recipients, in support of MMHS processing.
Recipient configuration follows ACP 133 schema.

* Profiled Addresses (Organizations). MMHS messages flow between organizations.
A message sent to a Profiled address will be distributed by a profiler, such as Isode’s
M-Switch Profiler, to role based mailboxes. Cobalt alows provision of such profiled
addresses that represent organizations. It also allows configuration of roles that are
allowed to send messages on behalf of an organization, which Harrier picks up and
presents valid choicesto therole.

» Draft and Release. A Draft and Release processisimportant when formal responsibility
must be taken for messages sent. Military commands sent as messages will be approved
by an appropriate (usually senior) officer performing the Release function. Messages
may be drafted by others, leading to the Draft and Release process.

» Organization/Role addresstype. To facilitate Harrier communication between Roles
(for some functions) and Organizations (for released messages), Cobalt enforces
User/Role/Organization type on managed entities. Thisisimportant, asit enables a
distribution list to contain organizations only (or roles only) and then appear in address
book as an organization (or role).

» Routed UAs. A routed UA is an address that belongs to a domain, but is not processed
locally. It can be routed by M-Switch to a channel, domain or routing nexus. Thisis
important to support domainswhere mailboxesreside at multiple locations—“flat domain”
model.

Isode Cobalt Overview



Cobalt Administration Guide

1.3

1.3.1

1.3.2

1.3.3

1.3.4

Directory Support

M-Vault core server

Cobalt works with an M-Vault Server, which holds Cobalt's own configuration. Typically,
this single directory server will also hold the datafor all of the managed domains. For all
configurations, this server needs to be present to hold Cobalt configuration information.

Caobalt can be configured to work in a multi-master directory environment by running
multiple Cobalt servers at different locations, each connected to the local node of a
multi-master directory.

Additional Directory Servers

Cobalt can access datain other directory servers, so that domain information can be
configured in multiple LDAP directory servers. Thisallows one Cobalt instance to manage
domains with different purposes and in different directories.

In order to manage datain a directory, the schema set out in Appendix A, Schema used by
Cobalt must be supported. M-Vault supports this schema.

Active Directory Support

For a domain supporting Users only, Cobalt can access Microsoft Active Directory with
no schema changes. For such adomain, Cobalt cannot add or modify users, but can view
the users that are configured in Active Directory.

This setup isimportant for support of MMHS where users are provisioned in Active
Directory. Cobalt can then be used to configure Role Based User Agents, where the role
occupants are users configured in Active Directory. This enables use of Cobalt for MMHS
configuration, while using Active Directory provisioned users and authentication.

DIT Layout

For each directory used by Cobalt, a selected point (Cobalt data in Figure 1.2, “ Directory
Structure”) in the Directory Information Tree (DIT) is configured to hold the data that
Cobalt manages. Cobalt uses DIT structure to separate information for each domain.
Different types of information object for each domain are given separate subtrees. This
deep hierarchy is chosen to enable easy inspection with aDIT browser and to facilitate
migration of selected Cobalt data.

Isode Cobalt Overview
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1.3.5

Figure 1.2. Directory Structure

+ @ cn=Cobalt Data
» @ cn=config
+ @ cn=example.net
b @ cn=DistributionLists
b @ cn=MilitaryAddressLists
b @ cn=ProfiledUAs
p @ cn=Redirections
b @ cn=RoleUAs
p @ cn=RoutedUAs
-~ @ cn=Users
(8 cn=Alice
(%) cn=Dawn Thomas
(4) cn=Faye Dunlea
(%) cn=Thomas Atkins
b @ cn=gbwin2012.net
b @ cn=isode.net
b @ cn=xmpp.com
- @) cn=Deleted Users
b @ cn=example.net
@ cn=gbwin2012.net
@ cn=isode.com
@ cn=isode.net
@ cn=xmpp.com
» @ cn=Groups

Deleted Users

Deleted Users entries are moved into a separate part of the DIT from active users, which
enables deleted usersto be restored. It also allows Cobalt to warn when anew user’s email
or XM PP address conflicts with a deleted user. This alows all Cobalt configured usersto
be searched from asingle point in the DIT which does not include deleted users (as
illustrated in the figure above).

1.4

1.4.1

Roles and Access Control

Cobalt Server Access to Directory

Cobalt server binds to the primary M-Vault server and to other directories as a specia
privileged user, that is configured as part of setup. Cobalt requires user authentication of
any user accessing the Cobalt service.

Cobalt maintains role based access control, recording which roles a given user has access
to. When a user authenticates, a user with single role will automatically be made activein
that role. A user with rights to multiple roles will be given a choice of roles as shown in

Figure 1.3, “ Select Authorization Role”. A user can be activein only onerolefor asession.

Note: Cobalt allows only one authenticated session per browser. The behavior
will be undefined if you attempt to open multiple views of Cobalt in a browser.

Isode Cobalt Overview
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Figure 1.3. Select Authorization Role

an
&
o8

Cobalt

"alice@example.net” has multiple
authorizations. Select which one to use

Cobalt Administrator
example.net: Myself

example.net: Manage Everything

Cancel

1.4.2 Cobalt Administrator Roles

Cobalt hastwo role types for its administration (see Figure 1.4, “Administrator Roles”):

¢ Cobalt Administrator. Full accessto all Cobalt administrator functions.
* Cobalt Viewer. Can see Cobalt configuration, but no rights to modify.

Figure 1.4. Administrator Roles

Cobalt Administrator example.net 1

Cobalt Viewer example.net 1

A Cobalt Administrator can assign users from any domain to either of theseroles. A user
not assigned to one of these roles has no access to Cobalt configuration.

1.4.3 Domain Administrator Roles

For each domain created by Cobalt, the following role types as shown in figure Figure 1.5,
“Domain Administrator Roles” are supported for each domain:

¢ Manage Everything. Full rights for the domain, including management of domain
administrators, user password reset and OAuth related configuration.

Isode Cobalt Overview
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» UsersManager. Can add, delete and modify usersand other Cobalt managed information
for the domain.

» Users Manager. Can add, delete and modify users.

» RolesManager. Can add, delete and modify other Cobalt managed information for the
domain.

* Usersand RolesViewer. Can view information for the domain.

» OAuth Administrators. Can modify OAuth service for the domain, modify OAuth user
permissionsfor domain specific OAuth clientsand add, del ete and modify OAuth clients
for the domain.

Note that a Cobalt Administrator can create and del ete domains and manage the domain
administrators. No other access to the domain information is granted.

Figure 1.5. Domain Administrator Roles

Administrators (example.net)

Domains *» Administrators (example.net)

Name Domain Number of Occupants
Manage Everything example.net 1
Users and Roles Manager example.net 0
Users Manager example.net 0
Roles Manager example.net 0
OAuth Administrators example.net 0
Users and Roles Viewer example.net 0

Isode Cobalt Overview
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Chapter 2 Cobalt for System Administrators

2.1 Cobalt Install and Initial Setup

The Cobalt installation process will lead to the Cobalt server running on port 8001 with
access from aWeb browser. The HTTP URL for accessing from alocal system will be
https://localhost:8001. The server will bootstrap itself with an auto generated certificate
to offer HTTPS services. The browserswill display the page asinsecure and give an option
to add security exception. You will be able to set it up with a certificate trusted by the
browsers and issued by trusted CA later (see Section 2.2.2, “TLS Configuration”).

2.1.1 Product Activation

Thefirst interaction with Cobalt is Product Activation (see Figure 2.1, “ Product Activation”).
A simple dialogue will lead to generation of an activation request string, which should be
sent to isode.support@isode.com, along with evaluation or purchase information.

Figure 2.1. Product Activation

Product Activation X

You may reactivate this product with different features.
¢ If Isode has sent you an Activation Key, you may enter it now.
s |f not, or you reguire different features, please request one.

Request Activation Key Enter Activation Key

To request a key, you will be prompted to enter areference for the request as shownin
Figure 2.2, “Product Activation Request”. This reference valueis afree form string and
will beincluded inside any activation that is issued in response, so that you can useit to
identify which server, department, etc. the request was for.

Cobalt for System Administrators
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Figure 2.2. Product Activation Request

Product Activation

Please provide a reference identifying this server, which will be displayed as part of the
product activation information.

Reference:

Evaluation of Cobalt for ABC Ltd,|

Back

A request will be generated (see Figure 2.3, “Generated Request”) that should be sent to
Isodein order to get the activation key.

Figure 2.3. Generated Request

Product Activation

Please send the following Activation Request code to the Isode Product Activation Service
support@isode.com, explaining your requirements for this server.

ZmVhdHVyZT810291YWxBIiBIdXNAb21Lci1yZWYSTkV2YWx1YXRpb24gbaYEQ291i YWxOIGZyCiBBOkM
ETHRKL 1 IgaG3zdGlkPSIVVUEOZEZMzVmZDF 1Y jexNDhhMGM3Z Vi ZDMAY jdN2MKZTESZnESY TV Nz
EWZTIOZNEWMT IWMGZ 1Mz 1M ZkNJ EAZ J T5¥ZhiZTe2Y TN JNWQWOWMZ ZDMAZWZ i ZWUWZWEBNDNI N V10
DM2YmU2ZNzVhNTC2YmEBZ TM1 ZDEWMDOZMDQ TN [z Ig==

Back

An activation key will be returned by |sode, which should be input to Cobalt. Press the
Back button to return to the landing page (Figure 2.1, “Product Activation”). Press the
Enter Activation Key button to paste the activation key in the text box as shown below.

Cobalt for System Administrators
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Figure 2.4. Paste Product Activation Key

Product Activation x

Please input the Activation Key provided by the Isode Product Activation Service.

Back

M-Vault Pre-Requisites

Cobalt provides options to create a new directory server, use an existing one, or utilize an
existing Cobalt configuration within an existing directory server. The first two options
entail generating new configurations, while the latter involves using an existing Cobalt
configuration. This can prove useful in scenarios such as setting up a Cobalt instance to
connect to areplicawithin amulti-master environment or running a Cobalt instance against
areplicaof an existing directory server containing Cobalt configuration.

When operating with an existing M-Vault R19.0, the following needs to be set up prior to
use of Cobalt.

» Anentry (which must be anaming context) in the DIT where Cobalt datawill be stored.
For example, you might have anaming context at o=Cobalt, and a user entry of
"cn=Cobalt Server,cn=Users,0=Cabalt" with a suitable password that has
read/write/add/del ete/modify access to the directory.

¢ A Cobalt Server user, which has full read/write accessto this part of the DIT.
Please contact i sode.support@isode.com, if you need help to set this up.

Future releases of M-Vault will install with Cobalt, so that these pre-requisites will be
addressed as part of theinstall.

Cobalt for System Administrators
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2.1.3 Directory Server Choice

Figure 2.5. Directory Server Choice

Initial Cobalt Configuration

Initial Server Configuration

Use an existing directory server or create a new one for storing Cobalt configuration and domain data

Directory server Choice
Choice of using an existing directory server or creating a new one

Create a new directory server
Use an existing directory server

Use Cobalt configuration from an existing directory server

® Required fields missing

A choiceis provided to create a new directory server, use an existing one to store Cobalt
data or use an existing Cobalt configuration.

2.1.4 Create New Directory Server

If anew directory server creationis chosen, Cobalt will present the host, port and connection
details of the new directory server as shown in figure bel ow.

Cobalt for System Administrators
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Figure 2.6. New Directory Server

Initial Server Configuration (2/3)

MNew directory server address and bind credentials
Service Name
This string will be used to name the folder on the file system that holds data for the dire...

cobalt-dsa Use default

Master Directory Server Hostname
The hostname where the directory server creation senvice is running to create a new dire...

gbwin2016.isode.net

Master Directory Server Port
The LDAP port number the directory server will listen on

19389 Use default

Master Directory Server Port
The ¥.500 port number the directory server will listen on

19999 Use default

Cobalt server user's bind DN
This entry will be created and used by the Cobalt to connect to the master directory server

cn=Cobalt Server User,cn=Users,cn=Cobalt Data,o=Isode Applications

Cobalt server user's bind password
The password associated with the above user, used by Cobalt to connect to this directory server

Generate

TLS Identity Check
Perform hostmame check.

False True Use default

The creation isfacilitated by a directory server creation service viathe HTTP protocol.
Enter the host name where this service is running and which will aso be the host for the
new directory server. Additionally, specify LDAP and X.500 ports for the new directory
server. A password is also required for the default user that will be created and used by
Cobalt to connect to the directory server. Service nameis used to namethe directory server
database (created in the DATA directory which is C:\Isode on windows and /var/isode/ on
Unix) and the associated windows service.

On pressing Next button, the page to set up domain will be presented (see Section 2.1.7,
“Default Domain and Initial Users”).

2.1.5 Use Existing Directory Server

If an existing directory server is chosen Cobalt will present the following page to get the
connection details of the directory server

Cobalt for System Administrators
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Figure 2.7. Directory Server Details

Initial Cobalt Configuration

Initial Server Configuration (2/3)

Existing directory server address and bind credentials

Master Directory Server Hostname
The hostname of the LDAF server that holds users and roles

gbwin2016.is0de.net

Master Directory Server Port
The port number of the LDAP server that holds users and roles

19389 Use default

Cobalt Server DN
The bind DN to be used by the Cobalt Server when connecting to the master directory server

Choose
Cobalt Server's bind password
The password associated with the bind DN, which the Cobalt Server uses when connecti...
TLS Identity Check
Perform hostname check.
False True Use default
Configuration Naming Context
MNaming context under which the Cobalt configuration will be stored and first domain will ..
Choose

Cobalt will guidethe user to configure accessto M-Vault, using the pre-requisite information
as shown in the screen above (Figure 2.7, “ Directory Server Details’). The page presented
after pressing the Next button for the first two options to create new Cobalt configuration
will be the domain configuration page as described in Section 2.1.7, “Default Domain and
Initial Users’.

Use Existing Cobalt Configuration

If pre-existing Cobalt configuration from an existing directory server ischosen, thefollowing
page will be presented to get the directory server details where the existing Cobalt
configuration is present.

Cobalt for System Administrators
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Figure 2.8. Existing Cobalt Configuration Details

Initial Cobalt Configuration

Initial Server Configuration (2/2)

Provide the directory server address, bind credentials and location (naming context) of an existing Cobalt
configuration

. Required
Master Directory Server Hostname q

The hostname of the LDAP server that holds users and roles

gbwin2016.isode.net

Master Directory Server Port
The port number of the LDAP server that holds users and roles

19389 Use default

Cobalt Server DN Required

The bind DN to be used by the Cobalt Server when connecting to the master directory server

Choose

Cobalt Server's bind password Required

The password associated with the bind DN, which the Cobalt Server uses when connecti...  More...

TLS Identity Check
Perform hostname check. More...

False o True Use default

Configuration Naming Context Required

Naming context under which the Cobalt configuration and its local domiain are stored

Choose

The user will be directed to the login page on pressing the Finish button.

Cobalt for System Administrators
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Default Domain and Initial Users

Figure 2.9. Configure Default Domain and First User

Initial Server Configuration (3/3)

Details about location of users and configuration
Domain

Domain
The domain to use for the initial Cobalt Administrator

Admin's Full Name
Name of the initial Cobalt Administrator

Admin's mail ID
1D of the initial Cobalt Administrator to be used for logging into Cobalt

Admin's password
Admin's password

Generate

Back

In the second stage of bootstrap (Figure 2.9, “ Configure Default Domain and First User”)
when creating a new Cobalt configuration, an initial domain and a single user within that
domain are created, with apassword for that user. Thisinitial user isconfigured asa Cobalt
Administrator and will have full rights to manage the initial domain.

Cobalt bootstrap is now complete, and theinitial user can authenticate to Cobalt, to perform
either Cobalt Administration or Domain Administration as described in the following
sections.

2.2

Cobalt Administration

Cobalt provides a separate view (Figure 2.10, “Cobalt Administration View”) for its own
administration and configuration. Thisview provides optionsto manage server configuration
parameters (e.g. HTTP port, TLS Identity, etc), domains and Cobalt administrators.

Cobalt for System Administrators
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Figure 2.10. Cobalt Administration View

&, cobalt Domains P o
£t Configuration
example.net gbwin2012.net
Ml Domains
= Directory Servers
P Hsms
xmpp.net
2.2.1 Cobalt Administrative Roles
Thefollowing figure displaysthe Cobalt Administrative Roles as described in Section 1.4.2,
“Cobalt Administrator Roles”
Figure 2.11. Cobalt Administrators
Cobalt Administrator example.net 1
example.net 1

Cobalt Viewer

In order to add or remove users from the role, select the role that you wish to edit. The
following form will be displayed.

Cobalt for System Administrators
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Figure 2.12. Edit Administrators

Cobalt Administration Role

Manage users that can occupy this administration role

Domain

example.net

Name

Cobalt Administrator

Users that can occupy this role

alice@example.net
= Search...

Click the Search... button to display adialog (Figure 2.13, “ Search and Select”) to search
and select users from any of the Cobalt configured domain. Select the domain from the
dialog and type afew lettersto search usersin the selected domain. A list of users matching
the search string will be presented. Select all usersthat you wish to add. Repeat this process
with another search string and domain for adding more users.
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Figure 2.13. Search and Select

Search for User ID x
T1 @ example.net ¥
Select All
n Alice alice@example.net
Dawn Thomas dawn@example.net
Thomas Atkins thomas.atkins@example.net
Tom Moore tom.moore@example.net

alice@example.net

Cancel

Once users have been selected for therole, click the Select button to compl ete the selection
and then press the Update button to submit changes on the form to update usersin the
selected role.

2.2.2 TLS Configuration

The TL S tab on the Configuration section displays the identity used by Cobalt for its
HTTPS configuration (see Figure 2.14, “TL S Configuration Tab”). Use the Gener ate...
button to create a new keypair and CSR to request a certificate from a CA. The certificate
chain received from the CA can then be imported using the Import... button.

Alternatively, use the L oad... button to load a PKCS#12 or a concatenated PEM form of
private key and certificate chain.

The Renew... button can be used to renew the current server certificate to replace an expired
or revoked certificate.
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Figure 2.14.TLS Configuration Tab

Certificate Hierarchy

CN=sodiumca,0=Cobalt

¢ CN=Cobalt Server

Subject CN=Cobalt Server

ssuer CN=sodiumca,O=Cobalt
Valid From 2020-10-02T14:45:527
Valid To 2021-10-02T14:45:527
Serial Number 6d1d5748c2c9d8edd760

Public Key Algorithm RSA

Signature Algorithm  SHA256-RSA

Certificate Type End-Entity Certificate

Subject Alternative Names:

DNS Name gurmeen
Details
Generate... Load... Renew... Remove
2.2.3 Directory Servers

Cobalt maintains alist of directory servers where its domain information is stored. The
default directory server isthe M-Vault server that holds Cobalt's configuration and data
for the default domain. A single directory server can hold one or more domains.

In order to add adomain in another directory server, an entry for thedirectory server should
be created here by clicking the Add button to see aform as shown in Figure 2.15, “Add
Directory Server Form”. Provide host name, port, naming context, bind DN and password
of auser entry that has suitable access over the directory tree of the DSA.
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Figure 2.15. Add Directory Server Form

Directory Server Configuration

Configuration details required for directory zervers

LDAP Hostname fequired
The hosiname of the LDAP sarver that hobds users and roles

Ebwin2012.net
LDAP Port
Thee porl ruemiber of Lhe LOAP Server Lhal hokds users and robes

389 n Use default
TLS Identity Check
Perform hostiname check. More..,

False o True

Display Name 1 s
Siriing identilying the name of this direcory server

Ebwin2012.net

- - Requared
Bind DN for the directory server
Birvel DM Lo conecl Lo Uhe direcliory Server Lo Carry aul sl ogerations hor Lhe damain

CN=mlink,CN=U=zers, DC=gbwin2012. D =net Choose
Bind Password for the directory server I L
Bimel Password lor Uhe direcLory server

T Show
Base DN Required

Bace DN [kndwn 28 naming con@xl] belaw which Lhe domain will be created

ghwin2012

Choose
Base DN for directory server groups
T distinguished name ol the enlry belaw wiich U direclony Senver groups ane conligured
« Empty > Choose

= -
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2.3 Setting up Domains

Cobalt manages one or more domains that can be set up and modified in the Cobalt
Administrator mode. A domain will be created during the bootstrap process and will be
stored in Cobalt's own directory server.

2.3.1 Adding a Domain

To add a new domain, select the Domains item from the sidebar on the left and click the
Add button. Thefollowing form will be displayed. Enter the domain name and the directory
server that it belongsto.

Figure 2.16. Add Domain Form

Domain Configuration

Domain Name

xmpp.com|

Directory Server for the Domain
Select a directory server from the configured list

Default directory server (gurmeen-ubuntu: 18389 xx) s

Login ID Attribute
This should be set to the default value {mail) for messaging configurations

mail Use default

E Cancel

Once the domain has been created, it will appear as acard in the Domains view as shown
bel ow.
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Figure 2.17. Domains

i Cobalt Domains

@& configuration

example.net
Ml Domains

= Directory Servers

3¢ Administrators

P Hsms

xmpp.net

The settings for adomain can be specified using the Settings link on the domain card

gbwin2012.net

22

(Figure 2.17, “Domains’). The settings define parameters that control attributes for users

and features specific to that domain.
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Figure 2.18. Domain Settings

Domain Settings

Configure domain settings
Settings  Clearance Catalog

Default Internet Distribution List Channel
Default channel name for new internet distribution lises

smitp-dl n Use default

Default Military Address List Channel

Default channel name for new military address lists

military-di n Use default

Manage Directory Server Groups for this Domain
‘Check this to facilitate the management of directory server groups for the domain by util.. More..

o False True

Support Military Message Handling (MMHS)
Check this if the domain supports MMHS [&CP1 27 and STAMAG 440€)

o False True

Support HSM Identity
Theck this to enable HZM [Hardware Security Module) ldentity support for the domain

o False True

Pass-through Domain
Damain used by the M-Vault server to authenticate users

Mever use pass-through s

Override Base DN for Domain Users
If specified, this will be used as the distinguished name of the entry below which the dire.. More..

< Empty > Choose

A clearance catalog can be configured for adomain on the Clearance Catalog tab. Once
thisis set up, adomain administrator can select one or more clearances for its users from
the configured catal og.
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Figure 2.19. Domain Clearance Catalog

Domain Settings

Configure domain settings
Settings  Clearance Catalog

Clearance Catalog for the domain

P Isode Unlabelled
P Isode Internal
P Isode Confidential

P |sode Confidential/Internal

Set Download Remove

Domain Features

Cancel

Select the Featureslink on the domain card (Figure 2.17, “Domains’) to specify supported
featuresfor that domain. The features control the itemsthat are supported for that domain.

Figure 2.20. Select Domain Features

Domain features

Configure domain features

Supported Features
Select all features supported for this domain

‘ 3 xvPP users

‘ ‘ n Messaging Users ‘

‘ a Role Based UAs

‘ ‘ a Internet Distribution Lists ‘

Military Address Lists
Routed UAs

Profiler Configuration
Special Accounts

Isode Servers

Redirections

Organizations (Profiled Addresses)

FTBE Users

User Groups

OAuth

Cancel

Click the Attributes link on the domain card (Figure 2.17, “Domains’) to manage user

search and editable attributes.

Userswithin adomain can modify their individual entries post authentication. Control over
which attributes are open for user modification is facilitated through the User Attributes
tab on the Domain Attributes form, as depicted below. Tick the attributes permitted for
editing; the remainder will be displayed as read-only.
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Figure 2.21. Editable Domain User Attributes

Domain Attributes
Configure domain attributes

User Attributes  Search Attributes

User Form Attributes
Select all attributes that users of this domain are allowed to edit in their own entry

| n Full Name \ Given Name n Use default
Surname Email Address
Alternative Email Addresses Entry Type
Personal Title Job Title
|' n Business Phone ‘ ‘ u Home Phone ‘
|' 3 robile Phone ‘ ‘ B} Fostal Address ‘
|' 3 car License Plate ‘ ‘ ) rFhoto ‘
User Certificate Maximum Content Length
Message Quota S/MIME Sign
S/MIME Encrypt Allow Attachments

Redirection Email Address

Cancel

To specify the attributes available for filtering usersin the domain's user view, navigate to
the Sear ch Attributes tab within the Domain Attributes form, depicted below. Check all
attributes allowed for user searches.
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Figure 2.22. Domain User Search Attributes

Domain Attributes

Configure domain attributes

User Attributes  Search Attributes

Search Form Attributes

Select all attributes that would be presented as search options for users view
Full Name Given Name Use default
Surname Email Address

Alternative Email Addresses

Personal Title

Business Phone

Mobile Phone

Redirection Email Address

Entry Type

Job Title

Home Phone

Car License Plate

2.3.4 Domain Administrators

Users from any of the Cobalt managed domains can be assigned arole for managing a
domain in one or more role types of adomain as described in Section 1.4.3, “Domain

Administrator Roles”.

Click therolethat you wish to assign auser to. The following form will be presented. Click
the Sear ch button to search and add usersto thisrole as described in the figure Figure 2.13,
“Search and Select”. Click the Update button for the change to be submitted to take effect.
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Figure 2.23. Edit Domain Administrators

Cobalt Administration Role

Manage users that can occupy this administration role

Domain

example.net

Name

Manage Everything

Users that can occupy this role

alice@example.net

veaee

Deleting Domain

27

Required

Required

Search...

Cancel

A domain can be deleted by clicking the Delete menu item on the domain card. A confirm
prompt offers a choice of cleaning up domain data as well. If domain datais chosen to be
deleted, al usersand domain related featureslike roles, distribution lists etc will beremoved

along with Cobalt specific configuration for the domain.

Figure 2.24. Delete Domain Prompt

Confirm Action Execution

Are you sure you want to delete domain "xmpp.net” ?

[ Also delete domain data (users and features like roles, lists etc) and references from
other domains
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2.4

24.1

2.4.2

HSM (Hardware Security Module)
Configuration

Setting up HSMs (Hardware Security Module)

In Cobalt, you have the option to configure one or more HSMsin the Cobalt Administrator
mode. To ensure proper functionality, you can test the configured HSMs by selecting the
Test option from the menu. If needed, you can modify the user PIN on the HSM by using
the Change PIN menu option. Once you have successfully configured one or more HSMs,
it is necessary to designate one of them as the active HSM. This can be done by setting it
as the default option, which can be found in the menu, asillustrated in the figure below.
The active HSM serves asthe source of private keysfor entitiesthat support HSM identity.

Figure 2.25. HSMs
HSMs @ ejllicil@lef‘alrr:‘p.le‘ne:

Soft HSM Nitrokey

Test
Change PIN...
Delete...

Set Default

To utilize HSM ldentity for adomain, it is essential to enable the corresponding setting
for the domain, asdepicted in Figure 2.18, “Domain Settings’. Additionally, an HSM must
be configured and set as the active option.

HSM Configuration

To add anew HSM configuration, navigate to the sidebar on the left and select HSM s.
Click onthe Add button, and aform will appear where you can enter the necessary details
for the HSM. If you need to make changes to the HSM's configuration after it has been
created, you can utilize the Configure link on the HSM's card. The form displayed for the
HSM configuration will prompt you to provide a name to identify the HSM, its module
path, and the user PIN.
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Figure 2.26. Add/Modify HSM

HSM Configuration

Configure a hardware security module (HSM)
Name
MName to identify the module

Soft HSM

Module Path
Path to the module library

Jusr/lib/softhsm/libsofthsm2.so

HSM Slot
HSM Slot

0

PIN
HSM PIN used for login

...................................................

2.4.3 HSM Keys

To view the keys stored on an HSM, click on the Keys link on the HSM card. The keys
will be presented in atable format, as depicted in the figure below. If you wish to delete
one or more keys, simply select them and then access the Actions dropdown located at the
top right corner. From there, choose the Delete option. In case you want to see al the
references where a specific HSM is specified, you can click the References option. It's
important to note that only one HSM should be selected in order to use the References
option. Additionally, these actions can also be accessed through the right-click context
menul.

Cobalt for System Administrators



Cobalt Administration Guide

Figure 2.27. HSM Keys
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HSM Keys: Soft HSM

HSMs > HSM Keys: Soft HSM

. alice@example.net
Actions ~ Cobalt Adrministrator

View: Cobalt Administrator

harrier_RSA_3072_2023-04-27T1200Z
PETTY_ECDSA_P-256_2023-04-20T1406Z

tom m_RSA_3072_2023-05-18T1211Z
m-link_RSA_3072_2023-05-25T1305Z
test.role@example.net_2023-02-22T10:50:11Z
m-box_RSA_3072_2023-04-25T1655Z
ce@example.net
PETTY_2023-02-17T17:11:14Z
FO_RSA_3072_2023-04-27T1408Z

tom m_ECDSA_P-521_2023-04-21T1041Z

Ship_RSA_3072_2023-03-31T1217Z

basd801826e4b609

e7befc093278f5cf

240b8b61764c2d36

63f7cc7879f38bd5

9ff89672

eBe282fe9a2993fe

dfgc99se

6aa0débs

Se5c4efde8b1d6f1

3d188c8277345dd1

f66eaced2b3fOecd

References...
Label D

Delete...
fc@example.net cel3ee2a
CO_RSA_3072_2023-05-18T1552Z 30014fb0545d5301
alice in wonderland_RSA_3072_2023-04-20T71548Z 48173a59820b4cds

B ce@examplenet 9aa0846¢

shipandshore_RSA_3072_2023-05-25T1304Z 394dbbb95e9371b3

© 1 selected | 16 HSM Keys
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Chapter 3 Cobalt for Domain Administrators

3.1 Accessing Cobalt

After providing avalid username and password, Cobalt will show the user which roles
they are authorized to use (unless the user is not assigned to any role). A user can only be
active in onerole at any given instance. A user with multiple authorizations can switch
role by clicking the top right user ID icon and selecting Switch View button.

Note that this view will not be presented for adomain user that is not assigned any of
Cobalt or domain administrator roles.

The following figure illustrates the page presented to a user with multiple Cobalt roles.
3.1.1 Selecting and Switching View

Figure 3.1. Select View

an
&
XY,

Cobalt

"alice@example.net” has multiple
authorizations. Select which one to use

Cobalt Administrator
example.net: Myself

example.net: Manage Everything

Cancel

Once arole to manage adomain is selected, Cobalt will present afiltered view based on
selected authorization. A Users Manager for adomain will be presented with aview that
displaysalist of userswhereas a Roles Manager will be presented with alist of configured
features (roles) for that domain. A user in Manage Everything rolewill be able to see users,
OAuth service and clients, configured features and domain managers for the domain. A
user in Users and Roles Manager role will be able to see users and configured features for
the domain. OQAuth Administrators will display OAuth Service and clients for the domain.
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Myself is aview that will allow the logged in users to modify their own entry (see
Figure 2.21, “Editable Domain User Attributes’ and Chapter 8, Managing Authenticated

User Entry).

The Left Hand Side (LHS) sidebar as shown below will display all resources asitems that
can be managed for a domain after adomain management view is selected.
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Figure 3.2. LHS Sidebar

iiu Cobalt

Users

Role Based UAs

Redirections

Internet Distribution Lists

Routed UAs

Organizations (Profiled A...

Profiler Configuration

Military Address Lists

FTBE Mailboxes

Special Accounts

OAuth Clients

User Groups

Isode Servers

OAuth Service

Domain Administrators
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3.2 Users

Cobalt presents alist of users (as shown in Figure 3.3, “UsersView”) configured in a
domain that supports users. The search box can be used to make the list only show users
matching a specific string.

The Actions dropdown provides arange of operations that can be performed on selected
USers.

Thefilter box at the bottom of the page is used to only show users matching a specific
status (all users, deleted users, etc).

Figure 3.3. Users View

Users D alice@example.net

Alice alice@example.net Active Unknown

Dawn Thomas dawn@example.net Active Unknown

Thomas Atkins thomas.atkins@example.net Active Unknown

Tom Moore tom.moore@example.net Active Unknown
Non-deleted users v 4 users found

In order to delete auser, check the box next to the username, and then select Delete action
from the Actions dropdown. Alternatively, use the right click context menu to select an
action. When Cobalt deletes a user, the user's entry is moved to the Deleted section of the
DIT (see Section 1.3.4, “DIT Layout”). A Deleted user can be restored by selecting the
Restor e action from the Actions dropdown menu. A user entry can be removed from the
directory atogether by using the Pur ge action. Note that a purged user cannot be restored,
and Cobalt will not prevent any new user with the same name as the purged user from
being added.

A user can be alocked either asaresult of password policy or manually by the administrator
by selecting the L ock action from the Actions dropdown menu. Use the Unlock action to
unlock the user.

To view detailsfor auser, click on the appropriate row. The details will be displayed, with
attributes grouped into tabs. A new user can be added using the Add button. The following
form will be displayed for adding a user in adomain.

Cobalt for Domain Administrators



Cobalt Administration Guide

35

Figure 3.4. Add User

Add User

Users » Add

User Entry
Attributes for this user
Personal Contact Photo Certificate Messaging MMHS  Advanced

Full Name

Thomas Atkinj

Given Name

Thomas

surname

Atkins

User Password

Generate

Primary Email Address and XMPP JID

thomas.atkins @msg.net

Alternative Email Addresses

Alternative email addresses for the user

@msg.net

A drop-down labelled Options appears at the top right corner of the user form. It provides
options to reset user's password and to view user's distribution list membership.

3.3

Special Accounts

Some entries do not fall under any user or feature but may be required for special purposes
like accountsfor in-house serviceslikerelease, test, etc. These entries can be created under
the Special Accounts category.

The following figure displays a special account entry.
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Figure 3.5. Account Form

Account Entry

Attributes for this account
Account  Advanced

Mame

xmpp-log

Description
A short description of the account

Account Password

Generate

Primary Email Address

xmpp-log @example.net
Alternative Email Addresses
Alternative email addresses for the account

@example.net

Entry Type
Type of address (used by address book of applications) for this account

User *

3.4 User Groups

A user group consists of agroup of users. User groups can be configured and managed
with Cobalt by enabling support for them in the domain features (Section 2.3.2, “Domain
Features™). Create a group with one or more members from the configured domains by
selecting the Choose button.

The following figure displays aform for a user group with members.
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Figure 3.6. User Group Form

Engineering

User Groups * Engineering

User Groups

Feature for specifying users that can occupy the group

MName

Engineering

Description
A short description of the user group

Members
Distinguished names of users that are members of this group

Alice Thomas Atkins Henry Smith
! Choose

Distinguished Name (DN}

Readonly location of this group’s entry in the directory.

cn=Engineering,cn=UserGroups,cn=example.net,cn=Cobalt Data,o=Cobalt 1]

3.5 Redirections

A Redirection role providesthe functionality to specify aredirection for one or more email
addresses to a given email address. See Section 1.2.4, “Email Support”.

Select the Redirections item from the |eft sidebar (Figure 3.2, “LHS Sidebar”) to display
the configured redirections for the domain as shown in figure below.
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Figure 3.7. Redirections

field-support field-support@example.net operators@example.net

license license@example.net support@example.net

Use Add to add anew entry and click in arow to view it. The following form will be
displayed.
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Figure 3.8. Redirection Form

Redirection

Redirection from one or more email addresses in the domain to another email address
MName
String describing an identifier for this redirection

license

Any message sent to this email address

license @example.net

or to any of the the following addresses

licence @example.net x

will be redirected to this email address

support@example.net Search...

Entry Type

Type of entity that this redirect points o

Ak

Role

The Entry Type attribute describes the type of entity that this redirection points to and
can take one of the following values:

e User

* Role

» Organization

3.6 Directory Access Rights

Cobalt will allow modifying the list of usersin the directory server groups if the base DN
for the directory server groups has been configured for the domain by the Cobalt

Cobalt for Domain Administrators



Cobalt Administration Guide 40

administrator (see Figure 2.18, “Domain Settings’). Select the Directory Access Rights
item from the LHS sidebar to view the directory server groups as shown below.

Figure 3.9. Directory Server Groups

Name Description

ACI Managers This group has permission to modify the entire configuration of the directory, incl...

Data Managers This group has permission te modify data in the data areas of the DIT. They have ...

DSA Managers This group has permissicn te modify the configuration of the directory server.

DSA Operators This group has permission to read the configuration of the directory server. Itis s...

Password Managers This group has permission to modify {(but not read) user passwords. For D5l opera..
User Managers This group has permission to modify users and groups.

Select agroup in order to modify the membersin the group. The following figure displays
the form for viewing and modifying members in the group.

Figure 3.10. Directory Server Group Form

Role Based UA

A role based mailbox, specifying users that can occupy the role

Name

D5SA Managers

Description
A short description of the group

This group has permission to modify the configuration of the directory server,

Members
Distinguished narmes of users that are members of this group

Alice Cobalt Server User
Choose

3.7 Internet Distribution Lists

Cobalt provides the functionality to manage Internet Distribution Lists for adomain (see
Section 1.2.4, “Email Support”). Select Internet Distribution Listsitem from the left
sidebar (Figure 3.2, “LHS Sidebar”) to view them as shown in the figure bel ow.

Cobalt for Domain Administrators



Cobalt Administration Guide 41

Figure 3.11. Internet Distribution Lists

board board@example.net
managers managers@example.net
staff staff@example.net

The search box can be used to filter and show lists containing members that match a
specified string.

Figure 3.12. Search members in Internet Distribution Lists

gh@windows.net

Internet Distribution Lists col u

List Name Email Address
[ lM@example.net

ship-list ship-list@example.net

2 internet distribution lists found containing "co"
Click inarow in the table to view alist and its attributes (see Figure 3.13, “Internet

Distribution List Form”).

Add button is used to set up anew distribution list.
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Figure 3.13. Internet Distribution List Form

Internet Distribution List

List Members Policy HeaderFields Advanced

Name
The name of the distribution list

board

Email Address
Email address of the distribution list

board @example.net

Alternative Email Addresses
Alternative email addresses of the distribution list

@example.net

Description
A short description of the distribution list

Error Reporting Email Address
Email address that list errors are sent to.

postmaster@example.net Search...

List Type
Type of entries contained in the list.

Role

A list requires an email address and can have one or more member email addresses (see
Figure 3.14, “Internet Distribution List Members’). There are anumber of attributesfor a
distribution list that are grouped in tabs on the form. The email addresses of the members,
submitters and error-reporting can be searched and selected using the Sear ch... button (see
Figure 2.13, “Search and Select”).

Theinformation header addition as per RFC 2369 can be set on the Header Fieldstab. A
policy can be specified to control how the list behaves, and who is allowed to submit
messages to it (see Figure 3.15, “Distribution List Policy”).
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Figure 3.14. Internet Distribution List Members

Internet Distribution List

List Members Policy HeaderFields Advanced

Members
Email addresses of the members of this list

Name Email

Alice alice@example.net x

Captain Tom captain.tom@example.net x

Henry Smith henry.smith@example.net X

Thomas Atkins thomas.atkins@example.net x
Search... Add To List

‘ ‘ Cancel
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Figure 3.15. Distribution List Policy

Internet Distribution List

List Members Policy HeaderFields Advanced

List Submission Policy

Who is allowed to submit messages to the list

L1

Anyone may submit messages

Allowed Submitters

Only allowed submitters (configured below) may submit
3 ! B 'y

Search...

Message Priority Policy
How to determine priority of messages sent by the list.

Preserve the original priority of the message sent to the list ¥

Message Priority Value

Used when "Message Priority Policy” is not "preserve™

Ak

Mo option selected

3.8 Role Based User Agents

A RoleBased User Agent (see Section 1.2.5, “Military Messaging Support”) can be created
and managed by selecting the Role Based User Agentsitem from the left sidebar
(Figure 2.13, “Search and Select”).

A table as shown in figure below will be displayed.
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Figure 3.16. Role Based User Agents

admins admins@example.net
field-operators field-operators@example.net
operators operators@example.net

In order to add a Role Based User Agent, select Add and fill in the form as shown below
to specify the email address for the mailbox. Search and select (Figure 2.13, “ Search and
Select”) one or more users that can occupy thisrole.

Figure 3.17. Role Based User Agent Form

Role Based UA

Arole based mailbox, specifying users that can occupy the role

Role Contact Photo Certificate Messaging Redirection

o
m
0

Display Name

operators

-
m
(=]

Role Email Address

operators @example.net

Alternative Email Addresses
Alternative email addresses for the role

@example.net x

Users that can occupy the role
Distinguished Names of users that occupy this role

Dawn Thomas Thornas Atkins Choose

Cancel
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Contact tab contains the contact information like address and phone number. M essaging
tab (see Figure 3.18, “Role Based User Agent Messaging Tab”) specifies the information
related to the role's mailbox. Other attributes (photo, certificate, redirection) associated
with this role can be found on the respective tabs.

Figure 3.18. Role Based User Agent Messaging Tab

Role Based UA

A role based mailbox, specifying users that can occupy the role

Role Contact Photo Certificate Messaging Redirection

Maximum Content Length

Maximum total message size (in bytes) that can be sent to this role

Message Quota
IMAP mailbox quota in kilobytes

S/MIME Sign
Determines whether this role can sign message using 5/MIME

False o True n Use default

S/MIME Encrypt
Determines whether this role can encrypt message using S/MIME

False o True u Use default

Allow Attachments

Determines whether attachments are allowed in the emails sent to this role

False o True n Use default

STANAG 4406 Address
STAMNAG 4406 address (X400 O/R Address). More...

Cancel
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3.9

Military Address Lists

Military Address Lists (see Section 1.2.5, “Military Messaging Support™) can be created
and managed by selecting the Military AddressListsitem from theleft sidebar (Figure 3.2,
“LHS Sidebar”).

A list of Military Address Lists will be displayed as shown below.

Figure 3.19. Military Address Lists

ship-captains ship-captains@example.net

shore-operators shore-operators@example.net

Military Address Lists can be set up like Internet Distribution Lists by specifying an email
address and Action and Info members.

A policy can be specified to control how the list behaves, and who is allowed to submit
messages to it (see Figure 3.15, “Distribution List Policy”).

The figure below displays the form that appears on selecting aMilitary Address List
entry.
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Figure 3.20. Military Address List

Military Address List

List Members Policy MMHS

Action Members
Action members of this list

Name

Chief Engineer

Commanding Officer

Search... Add To List

Info Members
Info rmembers of this list

Name

Fleet Commander

Fire Officer

Search... Add To List

Email

ce@msg.net

co@msg.net

Email

fo@msg.net

fo@msg.net

Advanced

48

3.10 Profiled Addresses (Organizations)

Profiled Addresses (see Section 1.2.5, “Military Messaging Support”) can be managed by
selecting the Profiled Addresses item from the left sidebar (Figure 3.2, “LHS Sidebar”).

The figure below displaysalist of Profiled Addresses for adomain.
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Figure 3.21. Profiled Addresses

ship ship@example.net

shore shore@example.net

A profiled address requires an email address for creation. The figure below displaysthe
form for a Profiled Address.

Figure 3.22. Profiled Address Form

Profiled Address

Emails sent to this address will be processed by the profiler channel, which will distribute
the mail according to rules defined for that channel.

Profiled Address Members  Advanced

Name

ship

Email Address

ship @example.net

One or more roles can be selected as members by using the select dialog that appears by
clicking the Choose button (see figure below).
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Figure 3.23. Profiled Address Members

alice@example.net
Member of D -

Organizations (Profiled Addresses)

This address represents an organization: emails sent to this address will be processed by
the profiler channel, which will distribute the mail a
channel. Domains which have Draft and Release configured will display a '"Members' tab,
which contains a list of the roles that are allowed to send messages that come 'from’ this

organization.

Profiled Address  Members  Advanced

Sending Roles
List of roles that are allowed to draft or send messages with "From:” s...

ges

Chief Engineer Commanding Officer
Fire Officer Fleet Commander
Navigation Officer Petty Officer Choose

Member Capabilities

Specify the Draft and Release capabilities for each member

Chief Engineer: Can release

Can draft -

3.10.1 Configuring Draft and Release

Configuration of Draft and Release is shown by example in the screenshot below. Cobalt
manages the configuration of Organizations, which will be handled by aProfiler on delivery.
For each organization, Cobalt allows configuration of a set of members, each of which
represents an organizational role within that organisation (e.g., "Chief Engineer”, "Fire
Officer"). For Military Messaging, each role is associated with a mailbox, with (human)
user assigned to one or more roles dependent on responsibility. Any role can be occupied
by multiple users, for example covering shifts.
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Figure 3.24. Draft and Release Configuration

Member Capabilities

Specify the Draft and Release capabilities for each member
Chief Engineer: Can release
Can draft =
Commanding Offic... Can release
Can draft ¥
Default releaser
Fleet Commander: Can release
Can draft ¥
Fire Officer: Can release
Can draft ¥

Mavigation Officer:

Ak

Can draft or send direct®

*{Optional) Specify condition for a message under which this member can send
messages directly:

priority is  higher or same as v No priority control v
and SICS include 5 AlA
Petty Officer: Can release
Can draft ¥

Each member of an organisation is conferred rights that determine what draft and release
rights they have (all members can review messages). For areleaser there are two choices
of function:

» Can Draft. Thisallows areleaser to also act as drafter.

» Always Send Directly. This prevents releaser from acting as a drafter.
Then there are three choices of function for roles that cannot release.

» Can Draft. Thisrole can only draft.
» Always Send Directly. Thisrole can send any message directly and never drafts.

» Draft or Send Direct. Thisrole can aways draft and can send messages directly that
meet certain (optional) criteria:
e Priority. Limitsthe highest or lowest priority message that can be send directly.
* Require SICs. Can send directly for alist of SICs. Thisallowsaroleto send directly
messages on specific topics.

e Exclude SICs. Thisalows aroleto send directly, unless certain SICs are used. This
can be used to exclude use of certain general and sensitive SICs.

The source of SICs offered by the Ul isan XML file. A samplefile called sics.sample.xml
islocated in ( SHAREDI R) directory. Thisfile can be used as atemplate to provide an
alternate source for SICs and should be named as sics.xml and placed in the (ETCDI R)
directory.
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3.11 Routed User Agents

A Routed User Agent (see Section 1.2.5, “Military Messaging Support”) can be created
and managed by selecting the Routed User Agentsitem from the left sidebar (Figure 3.2,

“LHS Sidebar”).

Thefigure below displaysalist of Routed User Agentsfor adomain.

Figure 3.25. Routed User Agents

Domain-Default @example.net <default route> channel profiler

acp142 acpi142@example.net channel acp142

In order to create a new Routed User Agent an address and aroute is required. Specify an
email address or select Default Routefor thisdomain and set aroute value. A route value

can be set by selecting aroute type and setting its value.

The figure below displays the form for a Routed User Agent.
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Figure 3.26. Routed User Agent Form

Routed User Agent
This email address will be processed by M-Switch and delivered to an M-Switch Channel, M-Switch
Mexus, or SMTP domain.

Routed UA  MMHS

Name
domain-defauld
Email Address
Emails sent to this address will be routed using information below.
domain-default @msg.net

Default Route for this domain

Entry Type

The type of object that this routed user agent represents

4k

Rale

Route Type
Route type to use for message transfer

No option selected

Route Name
Host, nexus or channel name

u Cancel

3.12 OAuth Service

OAuth isawidely used service in support of authentication and authorization of web
applications. 1sode's OAuth server is a part of M-Vault that reads its own configuration
and information about OAuth clients (Isode web applications) from the directory. It also
reads information on users and their permissions from the directory.

Cobalt provides a user-friendly Ul to configure Isode OAuth service. In order to support
OAuth service configuration, the feature should be enabled in the domain (see Figure 2.20,
“Select Domain Features’).
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Select the OAuth Service from the sidebar to view or modify OAuth configuration for the
domain. The following form will be displayed.

Figure 3.27. OAuth Service Form

OAuth Service

This information is used to configure an OAuth service for the domain
OAuth User Attribute
The attribute is used for matching user IDs.

mail Use default

User Base
Used by the QAuth server to look for user entries (User Base DN)

cn=Users,cn=example.net.cn=Cobalt Data,c=xx 18]

Use single sign-on for authentication
Check this box to enable the use of single sign-on for authentication for the domain.

False True

The figure above displays configuration related to the OAuth service. It configures the
location (base DN) for searching users, attribute to search for matching user ID to a user
in the directory and single sign-on configuration.

3.13 OAuth Clients

The configuration for an OAuth client can be stored in the directory when this feature has
been enabled for the domain. The following figure displays the form for configuring an
OAuth client, i.e., aweb application that uses OAuth for authenti cation/authorization.
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Figure 3.28. OAuth Client Form

Client of OAuth service

An application that uses QAuth for authenticationfauthorization
Application  OAuth Token

Application Name
The name the application uses to identify itself to the CWuth service

Application's OAuth secret

Used by the application when it asks for a token from the OAuth service

Generate
Application Type
The type of application using OAuth
Mo option selected v

Application's Location
Haostname of the system where application runs.

example.net

Application’s Port
Port that application lisbens an.

Redirect URI
Used by the QAuth server to direct brovesers back to the application.

Use single sign-on for authentication
Check this box 1o enable the use of single sign-on for authentication.

False True

Note that any value you enter as aclient secret will be hashed by the directory server, and
you will only see that hashed value if you subsequently look at it in Cobalt.

Theform below is used to configure the OAuth clients's default timeouts for its access and
refresh tokens. After successful authentication, an Access Token isissued, and the OAuth
client will assume that a user can continue to use the service so long as that access token
has not expired. Once the access token expires, the OAuth client will go back to the OAuth
service to request an updated access token: so long as the Refresh Token has not expired,
anew access token will be issued.
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Figure 3.29. OAuth Tokens

Client of OAuth service

An application that uses OAuth for authentication/authorization
Application  OAuth Token

Access Token Duration (seconds)
How long a user's access token will remain valid. More

0 days ¢ hours g  minutes ¢ seconds

0 seconds

Refresh Token Duration (seconds)
How long & user's refresh token will remain valid. More

¢ days ¢ hours ¢ minutes ¢ seconds

0 seconds

® Required fields missing Cancel

3.13.1 OAuth User Provisioning

OAuth permissions for auser can be configured on the OAuth tab of the user form as
shown below.
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Figure 3.30. OAuth User Permissions

User Entry

Attributes for this user

Personal Contact Photo Certificate OAuth Messaging MMHS  Advanced
Application-specific OA ermission
Red/Black

Permissions for red-black (Red/Black)

Operator Administrator

leon-5066

Permissions for icon-5066 (lcon-5066)
Operator Administrator

17

Read Only

The above figure displays two | sode applications configured — Red/Black server and
Icon-5066 server. Cobalt allows one or more (application-specific) permissionsto be
configured for each application instance. These permissions reflect roles (permission groups)
that the user is allowed to adopt.

3.14

Configuration for FTBE (File Transfer By
Email)

The File Transfer by Email Channel allows arbitrary files to be transferred between two
systems which are running M-Switch. Cobalt provides the Ul for configuring FTBE users
and peers for a messaging domain.

Select the FTBE item from the left sidebar (Figure 3.2, “LHS Sidebar”) to display the
configured FTBE users for the domain. Click the + button to add a user.

Once an FTBE user has been added, it can be modified using the Configure link on the
card. Click on the Peerslink to display or edit the FTBE peersfor the selected FTBE user.
The below figure displays a configuration with FTBE users.
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Figure 3.31. FTBE Users

FTBE (File Transfer by Email) Mailboxes

Elizabeth Victory

Select Peerslink to view or modify the peers for an FTBE user. Click on the Add button
to add an FTBE peer. Once peers have been added, click on a peer row to view or edit it.

3.15 Configuration of Isode Servers

Cobalt providesauser interface (Ul) for configuring | sode serversfor adomain. The server
entry acts as a placeholder for storing various attributes, such as certificates and signing
identity.

To access the configured server entries for the domain, navigate to the Isode Servers item
in the left sidebar (Figure 3.2, “LHS Sidebar”). To add a new server entry, click on the
Add button.

Once a server entry has been added, you can view or modify it at alater time by selecting
it from the table. Below is afigure depicting the configuration form for an Isode server.
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Figure 3.32. Isode Server
Isode Servers
Attributes for an Isode Server

Server Certificate

If the server supports SASL Password-based authentication with methods other than PLAIN, it is necessary for
the server to have the capability to access and read the password. This ability is granted by being a member of
the ‘Application Servers' directory access group.

Name

M-Box

Description
A short description of the server

Server Password

Generate
Distinguished Name (DN)
The location of this server's entry in the directory.
cn=M-Box,cn=lsodeServers,cn=example.net,cn=Cobalt Data,o=lsode Applications L]
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Chapter 4 Pass-through Authentication
Configuration

4.1 Configure Pass-through References

Pass-through authentication is amechanism by which an authentication operation to alocal
directory server is passed-through to a different directory server. Thusthe local directory
server does not need to contain credential information, such as passwords.

Cobalt provides a straightforward method for setting up pass-through referencesin alocal
M-Vault directory server domain to an external directory server domain. Assuming alocal
domain has already been created the next steps are:

1. Create adirectory server profiles for the remote directory server. See Section 2.2.3,
“Directory Servers’ in the Cobalt administrator view.

2. Createacorresponding domain for the remote directory server asdescribed in Section 2.3,
“Setting up Domains’.

3. Select the Domainsitem from the left-hand sidebar, then select the domain for the
internal directory server and click the Configurelink to select the Settingstab. In the
Pass-through Domain field, select the domain corresponding to the external directory
server (see Figure 2.18, “Domain Settings’) and submit the changes.

Oncethese steps have been compl eted Cobalt can be used to manage pass-through references
for the domain as stored in the local directory server using the domain management view.

Note: Pass-through must also be enabled on the local M-Vaullt directory server
using M-Vault Console.

The user tablefor internal domainsthat have pass-through configured will display acolumn
listing the reference (a DN) of the pass-through user entry in the external directory server
as shown below.

Figure 4.1. Pass-through Users

alice@example.net
Users E Borm .

Full Name Mail Status Last Authentication Pass-through User

admin admin@test.com Active Administrator

guest guest@test.com Active Guest

In order to set up a pass-through user mapping for a given user, select the user entry and
specify the corresponding user in the external directory server domain by selecting the

Pass-through Authentication Configuration



Cobalt Administration Guide

61

Choose button for the Pass-through Authentication DN field as shown in the figure
below. Submit the form for the changes to take effect.

Figure 4.2. Pass-through User Entry

Surname

x

Primary Email Address and XMPP JID

admin @test.com
Alternative Email Addresses
Alternative email addresses for the user

@test.com

Pass-through Authentication DN
The distinguished name corresponding to this user on the remote pass-through server

CN=Administrator,CM=Users,DC=gbwin2012,DC=net

Choose Pass-through Authentication DN from this domain

Entry Type
Type of address (used by address book of applications) for this user entry

User .

4.2

Pass-through Mappings

On switching to the view that managesthe externa directory server domain, Cobalt provides
an option to view pass-through mappings for all users. On the User s page, click the
M appings button (see figure below) to view them.

Figure 4.3. Mappings Button

Users
s M
Display all users and their pass-through mappings in the comresponding pass-through
Full Name Mail Status La|domain
Administrator admin@gbwin2012.net Active <Unknown>
Guest <Unknown> Active <Unknown>

On clicking the M appings button, adial og displaying mapping for each user to theinternal
M-Vault directory server domain user will be displayed (see figure below).
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Figure 4.4. Pass-through Mappings Summary

Pass-through References

Following is the mapping of all users of this domain to their corresponding users in the

pass-through domain

User Reference Mail Domain

Administrator admin admin@test.com test.com

GB test.com

Guest guest Euest@test.com test.com

krbtgt test.com

mlink test.com

Test Test test.com
Close

Mapping summary for a given user can also be displayed by clicking the Pass-Through
References item on the Options menu of the user entry page.

Figure 4.5. Pass-through References Option

alice@example.net
Options ~ Domain g

Administrator (admin@gbwin2012.net)

Users » Administrator

201 Znet

Everything

Member of

© Read  Referenced by
User Entry
Attributes for this user Pass-Through References

Personal Contact Photo/Certificate  Messaging Advanced

The following table will be presented to display the mappings for the given user.
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Figure 4.6. User Pass-through References

Pass-Through References: Administrator/gbwin2012.net

"Administrator/gbwin2012.net" is used as a pass-through reference by the following users
in other domains:

User Reference Mail Domain

Administrator admin admin@test.com test.com
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Chapter 5 Password Policy

5.1 Password Policy Compliance

Cobalt is password policy aware. If the underlying directory server used for domain users
has a password policy in place, Cobalt will prompt the user to change their password at
the time of login if the policy requiresit. The following figure displays the dialog that
appears after the user logs in, prompting them to change their password after it has been
reset by the domain administrator.

Figure 5.1. Password Change Dialog

Set password for Bob

Password must be changed

New Passwor d

The reset password dialog for a user in the domain admin view offers the option to send
an email to the user containing the new password details. This can be done by clicking on
the user ID link on the dialog (refer to the figure below).

Figure 5.2. Reset Password Dialog

Set Password for Bob

New Password

¢| Show Generate

Email this password to bob@example.net along with instructions on how to reset their
password.

-
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Chapter 6 Profiler Configuration

6.1

Setting up profiles

Cobalt provides the functionality to create, edit and manage M-Switch profiler channel's
configuration. A Profiler isamessaging component that takes an input message and
distributes the message to new recipients based on the information in the message. This
distribution is controlled by the configuration that can be managed by Cobalt. In order to
manage profiler configuration for adomain, the feature for profiler configuration should
be enabled in the Cobalt administrator mode (see Figure 2.20, “ Select Domain Features”).

Select the Profiler Configuration from the sidebar to manage profiler configuration for
the domain. Select the + button as shown below to create anew profiler configuration with
name and description.

Figure 6.1. Add Profile

i Cobalt Profiler Configuration

.8e The profiler will use the configuration that is marked "Active"
8 users

£22 Role Based UAs

§= Internet Distribution Lists
&5 Organizations (Profiled A...

4} Profiler Configuration

B wmilitary Address Lists

§-4 FTBE Mailboxes

20 Domain Administrators

Once a profile has been created, it will appear as a card on the RHS as shown below.
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Figure 6.2. Profiler Rule Form

Profiler Configuration

The profiler will use the configuration that is marked "Active"

vl

A configuration consists of a set of rules of various types. Click the Ruleslink on the
configuration card to manage and view the rules. On selecting the Add button, adialog to
select the rule type will be presented as shown below.

Figure 6.3. Profiler Rule Types

Select Rule Type

Rule Type Please select an option

Local

Criginator

Keyword

Address List

Cut of hours

Instructions Cancel
SIC

Based on the selected rule type, aform to create anew rule will be presented. Thefollowing
figure shows aform for adding arule of SIC type.
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Figure 6.4. Profiler Rule Form

Profiler Configuration Rule

Attributes of a rule in a plan

Rule Name
String identifying this rule

sic-engg

Rule Type
Rule type

sic

Target Organization
f ornitted, then any organization will be matched

< Empty >

SIC to match
SIC containing a complete SIC (e.g, A1A) or a pattern where * matches one or more char...

ATA

Action Addresses
List of action addresses

< Mo Values =

Search... Add To List

Info Addresses
List of info addresses

< No Values =

Search... Add To List

Search...
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Therules of the profiler configuration will be listed in atable as shown below. A rule can

be selected for viewing or modification.

Figure 6.5. Profiler Rules

Profiler Rules

Profiler Configuration » Rules (peace)

Name Type
local loca ship
sic-engg sic Any

Target Organization

-

Cobalt allows creation of one or more profiles with one active profile at any given time.
Thisalows creation of multiple profiles for different scenarios and activating one of them
at any given time based on the scenario. A given profile can be marked as active by selecting

M ake Active from the menu of the selected profile as shown in figure bel ow.
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Figure 6.6. Profile Menu

Profiler Configuration

The profiler will use the configuration that is marked "Active"

New Version

v2

v

68

Make Active...
Clone...

Delete...

SIC Coverage

The Clone option provides an option to create anew configuration from an existing profile.
The Copy DN option can be used to copy the distinguished name of the active profile to
useit in the M-Switch configuration. The SIC Cover age option displays atablelisting all
SICsand the rules that cater to each of them. This provides an overview of the SICs that
have been covered or missed by the rules. The following table will appear for displaying

SIC coverage.

Figure 6.7. Profiler SIC Coverage

SIC Mappings

figuration > SIC Mappings (v1)

sic Description

ATA Software Engineering

A1 Testing

AlC Quality Assurance

A2A Administration

A28 Legal

A2 Recruitment

A3A Pre-sales Support

A3B Support

A3C Post-sales Support

B1A Ottawa

B1B Toronto

B1C Quebec City

B2A Cardiff

B28 Edinburgh

B2C London
Organization:Any +

<None>

<None>

<None>

<None>

<None>

<None>

Target Organization

ship

ship

ship

ship

ship

ship

ship

ship

ship

<None>

<None>

<None>

<None>

<None>

<None>

Action

co@example.net.fo@example.net

co@example.net.fo@example.net

co@example.net.fo@example.net

co@example.net.fo@example.net

co@example.net.fo@example.net

co@example.net.fo@example.net

co@example.net.fo@example.net

co@example.net.fo@example.net

co@example.net.fo@example.net

<None>

<None>

<None>

<None>

<None>

<None>

alice@example.net

Info
petty.officer@example.net.nav@example.net
petty.officer@example.net.nav@example.net
petty.officer@example.net.nav@example.net
petty.officer@example.net.nav@example.net
petty.officer@example.net.nav@example.net
petty.officer@example.net.nav@example.net
petty.officer@example.net.nav@example.net
petty.officer@example.net.nav@example.net
petty.officer@example.net.nav@example.net
<None>
<None>
<None>
<None>
<None>

<None>

27 SIC mappings
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Chapter 7 HSM Identity

7.1 HSM Identity

To enableasigning identity for an entity (user, role, or organization), it must be configured
accordingly. For the purpose of using the signing identity editor in the domain's entry, the
necessary configuration should be availablein the admin mode (refer to Section 2.4, “HSM
(Hardware Security Module) Configuration™). The editor for the identity can be accessed
through the Certificate tab, asillustrated below.

Figure 7.1. HSM Ildentity

Role Based UA

Arole based mailbox, specifying users that can occupy the role
Role Clearances Contact Photo Certificate MMHS  Messaging Redirection
Role Certificate

<No values present=>

Load...

Harrier Signing Identity

Configured HSM: Soft HSM

Key Certificate

HSM Slot

Select... Generate...

HSM Identity consists of akey and a certificate. The Gener ate option can be utilized to
create anew key on the HSM, which will be used for the HSM Identity. Upon generating
the key, a CSR (Certificate Signing Request) will be automatically generated and
downloaded. This CSR can be used to request an X.509 certificate from a certificate
authority (CA). In the editor, you can use the CSR button to generate a CSR specifically
for the selected key.
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Figure 7.2. Generate Key/CSR

Create Private Key and Certificate Signing Request

Generate a new key pair and certificate signing request (CSR). The CSR must be sent to a
Certificate Authority (CA); once the CA has returned a certificate chain, you can use "Import"
button to upload (file containing PEM format of the certificate chain) and use as the new
identity.

@ rsa  EcDsA

s

Key Size [3072

Email Addresses
Email addresses for the certificate subject. More..

petty@example.net X

E

n Signing

2 Encryption

| submit | Cancel

To utilize an existing key from the HSM, simply click on the Select button, which will
prompt adialog displaying alist of al the keys available on the HSM (refer to the figure
below). From this dialog, you can choose the desired key to use.
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Figure 7.3. Select Key

Select an existing key from HSM x
0 30014fb0545d5301 CO_RSA_3072_2023-05-18T15527Z
0 ses5cdefde8b1def FO_RSA_3072_2023-04-27T1408Z
0 ba8da0n1826e4b609 harrier_RSA_3072_2023-04-27T1200Z
0 fébeace92b3f0ecd Ship_RSA_3072_2023-03-31T1217Z
0 6aa0debs PETTY_2023-02-17T17:11:14Z
0 eBe282fe9a2993fe m-box_RSA_3072_2023-04-25T1655Z
0 394dhbbbh95e9371b3 shipandshore_RSA_3072_2023-05-25T1304Z
0 a40b8b61764c2d96 tom m_RSA_3072_2023-05-18T12112

[k il
label: tom m_E
Cancel

After acquiring a certificate from the certificate authority (CA), you can import it to the
Identity by utilizing the Cer tificate button found on the Certificate tab. To select an existing
certificate from the entity's entry, you can click on the Select button within this tab (see
figure below). It'simportant to note that the public key within the certificate must correspond
to the specified private key on the Key tab of the Identity.
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Figure 7.4. Select Certificate

Select an existing certificate from the entry

Ch=testca:21607F786ESAC4DF48B2

@

Ch=testca:21607F786ESAC4DF48B2

CN=subca,0=XMPP:4096A1C7AEBO6CODOEFE

SUDJETT CN=PETTY

Issuer CN=testca

Valid From 2023-02-24T16:02:227
Valid To 2024-02-24T16:02:227
serial Number 21607F786ESACADF48B2

Public Key Algorithm = pga

Signature Algorithm SHAZ56-RSA
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Chapter 8 Managing Authenticated User Entry

8.1 Modifying User's Own Entry

Users of any of Cobalt managed domains can modify their own entry after authentication.
For users belonging to one or more of Cobalt or domain administrator roles, a choice of
views will be offered as shown in Figure 1.3, “ Select Authorization Role”. On selecting
Domain:Myself users can view and modify their own entry. A user with no Cobalt specific
roles, will land directly to this view for managing user entry after authentication.

The following figure displays the view for managing user's own entry.

Figure 8.1. User Entry

Alice (alice@example.net) Options ~
User Entry
Attributes for this us
Personal  Clearances  Contact  Photo/Certificate  Messaging  Advanced

Full Name

sssssss

Thefields that cannot be modified will appear as read-only. The fields that are allowed to
be modified are configurable for adomain as described in Figure 2.21, “ Editable Domain
User Attributes’.
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Chapter 9 Browsing Users Anonymously

9.1 View Users

Cobalt offers an option to provide aread-only view of users for its managed domains that
support users. Thisfeature can be activated in the Cobalt Configur ation in the admin mode
(Section 2.2, “Cobalt Administration”) by setting its value to true and specifyingan HTTP
port number for Cobalt to serve it (default port number provided), as shown in the figure
below. Note that enabling this setting requires a server restart to take effect.

Figure 9.1. Cobalt Configuration

Cobalt Server Configuration
The setting of most of these parameter changes will take effect after server restart

General TLS

Inactivity time in minutes
Time in minutes to timeout session after inactivity

&0 Use default
HTTP Port
Hittp Port that server will fisten on {requires server restart)

8001 Use default

Enable Anonymous Directory Server Browsing
Allow us browsing of the users in the directary server (requires server restart)

True

HTTP Port for Anonymous DSA Browse
Hittp Part that server will listen on for providing anonymous browsing of the users in the ..

8002 Use default

Once activated, Cobalt provides aread-only view of the users of its managed domains.
This view is accessible anonymously and does not require authentication. The following
figure displays the landing page for this view when multiple domains are present.

If only one domain exists, the landing page will directly lead to the users view of that
domain (Figure 9.3, “UsersView").
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Figure 9.2. Select Domain

Cobalt Browse

Select 2 domain to browse

example.net

gbwin2012.net

xmpp.net

A

The users view for adomain is shown below. The search box at the top offers afilter for
user search. The search dropdown can be used to select attributes against which the search
string will be applied.

Figure 9.3. Users View

Displaying users for  ympp.net B user
Full Name 4 wail Mobile < BB common Name ~
[ Family Name
User001 Usert @isode.net [ Email Address
User002 User2@isode.net eEpde

Car License

Useroo3 de.net

Useroo4
Useroos User5@isode.net
Useroos de.net
Useroo7

Useroos Usera@isode.net
Useroog Usero@isode.net
User010 User10@isode.net
User011 User!1@isode.net
User012 User12@isode.net
User013 User13@isode.net
Usero14 User14@isode.net
Usero1s User5@isode.net

page1of2 € ¥

On selecting a user, their entry will be displayed as displayed bel ow.
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Figure 9.4. User Entry

« Users

User Entry

Attributes for this user

Personal Contact Photo  Advanced

Full Name

User02

Given Name

Surname

2

Primary Email Address and XMPP JID

Alternative Email Addresses
Alternative email addresses for the user
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Appendix A Schema used by Cobalt

Thisappendix sets out the directory schemaused by Cobalt. Thisschemaisfully supported
by M-Vault R19.0 and will be supported by future M-Vault releases. Cobalt can fully
manage datain an LDAP directory that supports this schema. This schemais provided to
facilitate configuration of an LDAP directory to useit.

A.l

A.l1l

A.l2

A.1.3

Object Classes

Cobalt domain

Narme: i sodeCobal t Domai n
SUP: top
Syntax: 1.3.6.1.4.1.453.16.8.2
Ki nd: Structural
MUST: (cobal t Domai n, cobal t DsaAddr ess,
cobal t Dormai nNani ngCont ext )
MAY: (cobal t Donai nRol eTypes, cobal t Domai nUi d,
cobal t Domai nDSAType, cobal t Dormai nSetti ngs,
cobal t Domai nUser At t r Types, cobal t Domai nSear chAt t r Typé

:S)

Cobalt role

Name: i sodeCobal t Rol e

SUP: top

Syntax: 1.3.6.1.4.1.453.16.8.1

Ki nd: Structural

MUST: (cn, cobal t Domai n)

MAY: (cobal t Rol ei ds, cobal t Access)

Cobalt entity type

Name: i sodeCobal t Obj ect TypeCC
SUP: top

Syntax: 1.3.6.1.4.1.453.16.8.4
Kind: Auxiliary

MAY: (cobal t Ooj ect Type)

Schema used by Cobalt
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A.2

A21

A.2.2

A.2.3

A.2.4

Attributes

cobaltRoleids

Thisattribute describesthe user | Dsthat can occupy a Cobalt or domain administrator role.
Each ID is one value of this multi-valued attribute.

Name: cobal t Rol ei ds

Syntax: 1.3.6.1.4.1.453.16.9.2.1
Type: Casel gnorel A5String

Mul ti-val ue

Examples: alice@example.net

cobaltAccess

This attribute describes the Cobalt specific access control s defining read/write access for
various resources.

Name: cobal t Access

Syntax: 1.3.6.1.4.1.453.16.9.2.2
Type: BitString

Si ngl e-val ue

Exampl e: '00001000000010000000000000000000'B

cobaltDomain

This attribute contains the value of domain.

Name: cobal t Donai n

Syntax: 1.3.6.1.4.1.453.16.9.1.1
Type: Casel gnorel A5String

Si ngl e-val ue

Example: example.net

cobaltDsaAddress

This attribute contains the value of an LDAP address.

Nane: cobal t DsaAddr ess

Syntax: 1.3.6.1.4.1.453.16.9.1.2
Type: Casel gnoreString

Mul ti-val ue
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A.2.5

A.2.6

A.2.7

A.2.8

Example: Idap://gbwin2012.net: 389

cobaltDomainUid

This attribute describes an attribute value to be used for user id. Cobalt will use the value

of this attribute to search in order to get the DN of the user for agiven user ID.

Name: cobal t Donmi nUi d

Syntax: 1.3.6.1.4.1.453.16.9.1.3
Type: Casel gnorel A5String

Si ngl e-val ue

Example: mail

cobaltDomainNamingContext

This attribute contains the value of naming context that holds Cobalt specific information.

Narme: cobal t Donai nNam ngCont ext
Syntax: 1.3.6.1.4.1.453.16.9.1.4
Type: Casel gnorel A5String

Si ngl e-val ue

Example: o=Cobalt

cobaltDomainRoleTypes

This attribute contains the value of features (role types) supported for a Cobalt domain.

Name: cobal t Donmai nRol eTypes
Syntax: 1.3.6.1.4.1.453.16.9.1.5
Type: Casel gnorel A5String

Si ngl e-val ue

Examples. routedua,dlist,profiledua,mlist,xmpp-users,roleua,redi,
msg-user s,accounts, profil er,usergroups,oauthc,oauths, ftbeuser

cobaltDomainDSAType

This attribute describes the type of directory server that holds domain information. It can

have one of 2 values:

* 0- M-Vault (default)
» 1-Active Directory (default)

Nanme: cobal t Domai nDSAType
Syntax: 1.3.6.1.4.1.453.16.9.1.6
Type: | nteger

Si ngl e-val ue

Schema used by Cobalt




Cobalt Administration Guide

A.2.9
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A.2.12
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cobaltDomainSettings

This attribute contains the values of domain specific settings.

Name: cobal t Domai nSetti ngs
Syntax: 1.3.6.1.4.1.453.16.9.1.7
Type: Casel gnoreString

Mul ti-val ue

Example: acpl27=true

cobaltDomainUserAttrTypes

This attribute contains the values of attributes a user can modify.

Name: cobal t Domai nUser At tr Types
Syntax: 1.3.6.1.4.1.453.16.9.1.8
Type: Casel gnorel A5Stri ngg

Mul ti-val ue

Example: [ carLicense,jpegPhoto,homePhone,mobile,postal Address,tel ephoneNumber]

cobaltDomainSearchAttrTypes

This attribute contains the values of attributes offered as filters for searching users.

Nanme: cobal t Domai nSear chAttr Types
Syntax: 1.3.6.1.4.1.453.16.9.1.9
Type: Casel gnorel A5Stri ngg

Mul ti-val ue

Example: [ carLicense,cn,mail,sn]

cobaltObjectType

This attribute describes the type of entity that an entry represents. It can have one of 3
values.

* 0-User

* 1-Role

» 2- Organization

Name: cobal t Obj ect Type

Syntax: 1.3.6.1.4.1.453.16.9.4.1
Type: |nteger

Si ngl e-val ue
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Appendix B Glossary

This appendix provides a glossary of terms.

Technical Terms used

Active Directory (AD)
A Directory service developed by Microsoft for the Windows networks. AD is akey
component of Windows Integrated Sngle Sgn-On solution. AD can act as LDAP
server.

Authentication
The process of determining the identity of a communications partner.
See Also Authorization.

Authorization
A security service aimed at preventing unauthorized accessto a service or capability.
Once an identity has been established (see Authentication), authorization determines
what services, data, and operations may be accessed by that identity.

Cobalt Server
Isode's Cobalt Server for provisioning users and rolesin an LDAP Server.

Certificate Authority (CA)
Anissuer of certificates. Also typically apublisher of certificate revocation information,
commonly in the form of CRL, for the certificatesit have issued. See[X.509] and and
[RFC5280]. Sodium CA isaGUI tool for performing CA functions.
SeeAlso Root Certificate Authority (Root CA), Root Certificate Authority (Root CA).

Certificate
A data object providing identity information for a subject entity (e.g., a person or
computer system) securely bound to a public key by the certificate issuer, acertificate
authority. See[X.509] and [RFC5280].

Certificate Chain
A certificate chain is abundle of certificates which consists of an entity's certificate
and, if the certificate is not self-signed, a sequence of certificates, each the issuer of
the previous one, usualy finishing at a root.

Certificate Revocation List (CRL)
A list of certificates which a certificate authority has revoked. See [X.509] and
[RFC5280].

Certificate Signing Request (CSR)
A data object representing an entity's request for a certificate authority to issue a
certificate. See [X.509] and [RFC2986]. | sode provides a number of tools to produce
CSRs, such as Sodium

Directory
When referred to as the Directory, it isadistributed database built to X.500 standards
[X.509] and, in the context of Cobalt, accessed using LDAP
Alternatively, a container which holds files and other containersin afilesystem. Also
referred to as afolder.

Directory Entry
A unit in the Directory representing one object and identified by its Distinguished
Name. See [RFC4512].

Directory Service
The service provided by the Directory to its users.
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Directory System Agent (DSA)
A server process which maintains and provides access to the Directory. In the context
of Isode Cobalt, an LDAP Server.

Distinguished Name (DN)
The name for adirectory entry. Cobalt uses the LDAP DN string format to represent
DNs. See [RFC4514].

Domain Name
A name within the Domain Name System. See [RFC1035].

Domain Name System (DNS)
A servicefor providing amapping between domain names (for example, exanpl e. con
and |P addresses. See [RFC1035].

IP address
An address which identifies a host machine on an Internet network. For IPv4, itis
32-bit number commonly written in dotted number notation of theform 192. 0. 1. 100.
For IPv6, it isa 128-bit number commonly written in a notation of the form
2001: db8: : 100.

Kerberos
An authentication protocol which relies on atrusted third party to issue tickets used
to mutually authenticate clients and servers. See [RFC4120].

LDAP Client
A program which accesses Directory using LDAP. Examples: Sodium, Cobalt.

L DAP Server
A server process which provides LDAP accessto Directory. Example: M-Vault Server.

Lightweight Directory Access Protocol (LDAP)
An Internet protocol used to provide access to the Directory. See [RFC4510].
See Also X.500.

M-Vault Server
Isode's Directory System Agent, an LDAP server.

M-Switch Server
M-Switchislsode's M essage Transfer Agent (MTA) that serves asthe main component
in amessaging system and supports I nternet, X.400 and ACP127 messaging.

M-Box Server
The Isode IMAP (Internet Message Access Protocol) and POP (Post Office Protocol)
server.

Public Key Infrastructure (PKI)
A collection of systems which support provisioning and use of certificates.

PEM
A format for representing certificates, keys, and other cryptographic objects. PEM
stands for Privacy Enhanced Mail, a defunct standard for securing email. See
[RFC1422].
See Also PKCS#12.

PK CS#H12
An archivefile format for bundling together a set of certificates, keys, and other
cryptographic objects. See [RFC7292].
See Also PEM.

Root Certificate Authority (Root CA)
A certificate authority which utilizes a self-signed CA certificate when issuing
certificates.
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Self-Signed Certificate
A certificate which is signed by same entity which the certificate provide identity for.

Single sign-on (SSO)
Describes an access control system which allows auser, by authenticating to asystem,
to access multiple independent systems and/or services.
See Also Windows Integrated Single Sign-On (Windows SSO).

Sodium
Isode's directory data administration tool, an LDAP client. Though always written as
"Sodium", Sodium is acronym standing for Secure Open Data, |dentity and User
Manager. Sodium is used for provisioning of usersin M-Vault Server. deployments.

Transport Layer Security (TLS)
A protocol used by application protocols, such as HTTP, to provide communications
security. It isformally known as Secure Socket Layer (SSL). See [RFC8446].

Trust Anchor (TA)
A certificate of acertificate authority trusted to issue (directly or indirectly) certificates
for entities a party wishes to authenticate.

Trusted Third Party
An entity trusted by two parties, such asaclient and a server, to facility authentication
of one of the partiesto the other or both parties to each other. In public key
infrastructures, certificate authorities, when trusted, are trusted third parties.

Unix
Any operating system which complieswith the Sngle UNIX Specification, such asthe
Linux and Solaris operating systems.
See Also Windows.

Windows
A family of operating system produced by Microsoft known as Microsoft Windows
or simply Windows.
See Also Unix.

Windows I ntegrated Single Sign-On (Windows SSO)
Microsoft's Kerberos based single sign-on solution.

X.500
A set of standards devised for the Directory, developed jointly by the ITU-T and
ISO/IEC. See[X.500].
See Also Lightweight Directory Access Protocol (LDAP).

Extensible M essaging and Presence Praotocol (XM PP)
A collection of open standards for real-time communication, including thosefor instant
messaging, presence, and multi-user chat. See [RFC6120].
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Appendix C References

The documents listed in this appendix provide references to the appropriate standards and
other sources of information.

If documents can be obtained electronically, the location is stated as part of the reference.

C.1 RFCs

RFC 4510
Lightweight Directory Access Protocol (LDAP): Technical Specification Road Map
[https://tools.ietf.org/html/rfc4510].

RFC 4512
Lightweight Directory Access Protocol (LDAP): Directory | nformation Models[https:/
tools.ietf.org/html/rfc4512]. K. Zeilenga. June 2006.

RFC 4514
Lightweight Directory Access Protocol (LDAP): String Representation of Distinguished
Names [https://tools.ietf.org/html/rfc4514].

RFC 5280
Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Prdfile [https://tools.ietf.org/html/rfc5280] .

RFC 2986
Certification Request Syntax Specification [https://tools.ietf.org/html/rfc2986].

RFC 7292
Personal Information Exchange Syntax v1.1 [https.//tools.ietf.org/html/rfc7292].

RFC 1422
Privacy Enhancement for Internet Electronic Mail: Part I1: Certificate-Based Key
Management [https.//tools.ietf.org/html/rfc1422].

RFC 8446
The Transport Layer Security (TLS) Protocol Version 1.3 [https.//tools.ietf.org/html/
rfc8446].

RFC 8259
The JavaScript Object Notation (JSON) Data | nterchange Format [https://tool s.ietf.org/
html/rfc8259]. T. Bray, December 2017

RFC 6120
Extensible Messaging and Presence Protocol (XMPP): Core [https://tools.ietf.org/
html/rfc6120].

RFC 1035
Domain names - implementation and specification [ https://tool s.ietf.org/html/rfc1035].
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