|lsode

lcon-5066 Evaluation Guide

Configuring the R3.2 release of Isode's Icon-5066 Server on Windows and Linux Platforms for use
with applications requiring a single STANAG 5066 node or multiple STANAG 5066 nodes.



Contents
INErOdUCLION ..., 3
(0 T L=t 4 1YL 3
U o T=d (oo <IN U] o] o Yo T USSRt 4
Preparing the Server EnVironment ..., 5
NAMING thE SEIVETS ....eiiieiiiieee ettt e e st e e s ebte e e e s bteeessabeeeesastaeeesnstaeessnseeeesnnes 5
Install the Isode Software 0N BOth SEIVELS .......civciiiiiiiiiiie et 5
Activating the Isode Products on both Servers ... 7
Create HFAP-ONE ...ttt e et s e e et s s e e et s e e eaaneeeaaaaseanenanes 10
Creating the HFAP-ONE NOGE .....cciii ettt e ettt e e e e e erbrare e e e e e e e snnra e e e e e e e eeannrraees 10
Configuring the HFAP-ONE NOGE ......ciiiiiiiee ettt etee et e e e stee e e ssae e e e s e e e e ares 12
Configure the ALE Parameters on HFAP-ONE .........cccoooiiiiiiiiene ettt 18
Configure the ALE Addresses 0n HFAP-ONE..........ccceiiiiiieiiiieee ettt e e 20
Configure the ALE Frequencies on HFAP-ONE...........cccccuiiiiiiiieeeieee et eettee e eetee e saree e 21
Configure the ALE Schedules 0n HFAP-ONE ..........cccooiiiiiie et 23
Assign the 5066 Node 0N HFAP-ONE...........ccoeiiiiiiiiiiiieiee ettt e e e s eevtree e e e e e e esnrrraeeeeeeeenanns 24
Create IMU-OINE ..ot e s e e e e eeeeaease s e e e e eeeenesaanneeeaaannes 26
Creating the MU-ONE NOGE.......ccoccuiiiiiiiee ettt sre e e e ebee e e rte e e e sbae e e e ares 26
Configuring the MU-ONE NOGE.......uuiiiiiiee ettt ettt e et e e e stre e s e eatae e s e ate e e e e nteeeenres 26
Configure the ALE Parameters on MU-ONE ........cccocoiiiiiii it 26
Configuring and Starting MoRaSky on MU-ONE .............uueuiueiiemiiieiieeeieeereeereeereeereen. 27
ENAbBIiNG the NOGES...... . e e e e e e e e et re e e e e e e e e nbsaaeeaeeeennnnes 29
Testing the Configuration with the S5066 Console.........cccuveeeeeiieiiiciiiiieeee e, 32
STArt the S5066 CONSOIE .......eeiiiieeiee ettt ettt e e e e e st e e e e e eeeabraeeeeeeeessatareaeeeeeesennrsraeens 32
Configure the S5066 Console 0N HFAP-ONE .........cccoeiiiiiieiciiee et e e e 32
Configure the S5066 Console 0N MU-ONE ..........cccoiiieiiiie it e e e 34
Testing With the S5066 CONSOIE .....cuiiiiiiiiiiieieee e e e e e e e e e s srreae e e e e e seennes 34
LT g L AL G 37
A T T o T T o =T PSP RP 37
(61001 4 1={ o | AN PP PPPPPPPPPPPRt 38

Evaluation Guide: Icon-5066 Page 2 of 38



|Isode

Introduction

This guide is intended to give the reader basic information on how to configure Isode’s Icon-5066
server product. Icon-5066 is a STANAG 5066 server that can support multiple STANAG 5066
nodes on a single server.

Supporting multiple nodes on a single server is very helpful in lab environments, which this guide
is aimed at. In a live environment it is likely that different nodes will be on different networks and
locations, as such in this scenario an Icon-5066 Server will be required for each node.

More information on Icon-5066 can be found at www.isode.com/product/stanag-5066-server/

Objectives

In this guide you will be shown how to configure two STANAG 5066 nodes that are connected to
Isode's Modem Radio Sky Simulator (MoRaSky) in an ALE configuration. It should be noted that
this is not designed to configure Icon-5066 for your requirements but merely gives you experience
of configuring nodes and devices.

The diagram below gives an overview of this setup.

System Overview

HFAP-ONE MU-ONE

lcon-5066 lcon-5066
TCP/IP

MoRaSky

S5066 S5066
Console Console

headquarters.net field.net

By the end of this guide, you will have:
- Installed the Icon-5066 server software and started the Icon-5066 Services

- Used the web-based user interface to configure a S5066 Node on server HFAP-ONE and
MU-ONE. That are connected to each other via a MoRaSky instance on MU-ONE.

- Connected the S5066 Console GUI to each node to test data throughput and chat.

For the purposes of this evaluation, we have assumed this is a "clean” installation of Icon-5066 on
to a physical or virtual machine. If you have previously installed Icon-5066 on the hardware or
VM you are using for this evaluation, please make sure you have completely uninstalled that
version before proceeding.
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Using Isode Support

You will be given access to Isode support resources when carrying out your evaluation. Any
queries you have during your evaluation should be sent to isode.support@isode.com. Please note
that access to the Self-Service Portal for web-based ticket submission and tracking is not available
to evaluators.
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Preparing the Server Environment

You should visit https://www.isode.com/support/platform-support/ to discover which operating
systems are supported for Isode evaluations.

Naming the Servers

Server1:

Make the machine’s name: HFAP-ONE

Make the primary dns suffix for the server: HEADQUARTERS.NET

Server 2 :
Make the machine’s name: MU-ONE
Make the primary dns suffix for the server: FIELD.NET

Alternatively, you may use your own names or add dns entries in a dns server or hosts file.

Install the Isode Software on Both Servers

Follow the instructions in the release notes for the appropriate platform for the products. For this
guide, the following products were used:

Icon-5066 3.2vio
M-Switch 19.1vg

MAS 1.1V3 (Optional, see Product Activation later in this document)

On Windows, select the default install options when executing the installer for Icon-5066 and
MAS.

Remember to install an appropriate java runtime engine (refer to product release notes) and in a
Windows environment the visual c++ redistributable package.

Start the M-Switch installer and, when asked for a Setup Type, choose “Custom”
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Custom M-Switch Installation
"W Isode M-5witch 19.1 Setup = *

Choose Setup Type
Choose the setup type that best suits your needs

Typical

An installation which contains anly the M-Switch components required for
Internet and ¥, 400 messaging.

Custom

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users.

Complete

All program features will be installed. Requires the most disk space.

Back Mext Cancel

In the “Custom Setup” Gui, disable all the features except for “Messaging Graphical Tools” and
“Messaging Management Tools” by selecting, for every other option, the “Entire Feature will be
unavailable” option.

Custom Setup
"M |sode M-Switch 19.1 Setup — *

Custom Setup
Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

EIE_'I Software Compenents needed to write Isode
¥ - | M-Switch Audit Datak Gateway/P3/P7 dients
¥ - | M-Switch Debug Sym
Message Switch
Messaging Graphical This feature requires OKE on your
Messaging Managenm hard drive.
. SOM Development
SRR . 400 APT

=) Will be installed on local hard drive

=8 Entire feature will be installed on local hard drive

T

X Entire feature will be unavailable

Reset Disk Usage Back Cancel

Click “Next” on this screen and “Install” on the next. On the “Completed” screen click “Finish”.

On Linux, install all the RPMs with the command:

# sudo rpm -i ISD*.rpm

Please use a supported web browser as documented in the product release notes.
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Activating the Isode Products on both Servers

Isode Products are typically activated using the Isode Messaging Activation Server (MAS). Some
Isode Products, such as Icon-5066 also support local product activation. If you are installing other
Isode Products such as M-Switch, M-Vault, M-Box etc on the same server as Icon-5066 we
recommend using MAS and you should refer to the MAS Evaluation Guide for how to do that. For
this Guide we will use the Local Product Activation in Icon-5066. You will need to start [con-5066
first. For Windows this is done using the Isode “Services Configuration” tool.

On each server:

Isode Service Configuration
2% Service Configuration - o X
Service Configuration Operations  View Help

Isode Services

+Add 4 Refresh All |2 Refresh B Start b Start Tree @0 Stop 3 Remove

@ lcon-5066 Distributed Data Serwcel
a lcon Skywave Service General Recovery Advanced

Service Mame  lcon-3066 Distributed Data Service

Service Status  Stopped

Start Type Automatic

Product Activation Status

< Activation file (C:\lsode\etch\activate.dat) not found »

Apply Cancel

Abort

Start the “Icon-5066 Distributed Data Service”

On Linux use the command line below:

# sudo systemctl start isode.icon.ddsd

To Activate Icon-5066 point your browser to the URL: http://localhost:4001

Icon-5066 Product Activation
L ]
<« C | @ localhost4001 o & - Mycnat o

Icon-5066 Product Activation

lcon-5066 is not activated.
* |fIsode has sent you an Activation Key, you may enter it now.

= |f not, or you require different features, please request one.

Request Activation Key Enter Activation Key

Click “Request Activation Key”
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Request Activation Key

Product Activation

Please provide a reference identifying this Icon-5066 server, which will be displayed as
part of the product activation infermation

Reference:

Icon-5066 Evaluation - HFAP-ONE

|Isode

Enter a “Reference” which might helpfully include the machine name and click “Generate

Activation Request”
Copy activation request

Product Activation x

Please send the following Activation Request code to the Isode Product Activation Service
isode.support@isode.com, explaining your requirements for this server.

ZmyhdHYyZTeiSWNvbi@1MDY21iBidXNeb211ci 1yZwyaIk] jb24tNTA2NiBEY 3RpdmF@aWoul iBob3N
2aWQ9I1VVSUQ7ZGQyMDL jOWTJOTRINZ] 10DEyMDR INZQyMDZKNmM2YWU1YZI1ZTAhZTYWOTY 1NTM Mz
R1ZDVKOTA1ZM4MDCAZWI ZMTNKMZAhNTK 3ZTE 1NDhKYTh1ZWUyMAT § YTAKMTY4Z dmY2UwOWEZZIR1N
ZNjNWIhZmNmOWUzZZWR1 ZDQ5Z jci

Back

Copy the activation request using the icon on the bottom left corner and send it to

isode.support@isode.com noting that this is for an Icon-5066 Evaluation. Isode Support will then

send a Product Activation Key. When they have done this click the “Back” button.

Click “Enter Activation Key”

Paste the Activation Key

Product Activation

Please input the Activation Key provided by the Isode Product Activation Service for Icon-
5066.

JlcjoiSWS0IiBjdXNOb21Ici1yZWYSIkV2YWWER3VDZGVzIHV
WZGFOZSIgY3VzdGotZXItbmFtZTOISXNVZGUELSBNYXrigp
zaWduPS)NRVIDSVFEcktucnhuMIdKY 1 cwNzIEMJZIZDY1blp
OZTRhenI2YUgsNkhYU3FXNEJ4QUIoQUxEVKZoSmhvY2t
WRUdCeWplQO5kSjFyNO43cmI0SEXYWndwY3Z5TVQzcEai
Cg== -

s

Back

Paste in the Activation Key Sent by Isode Support and Click the “Activate” button. If there are no
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errors, you will be presented with the Icon-5066 Initial Configuration Screen.

Product Activated

& C | @ localhost4001 oy & - yoax -
B Icon-5066 Dashboard import Nod 2

Dashboard

Managed Modems
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Create HFAP-ONE

Creating the HFAP-ONE node
On the HFAP-ONE server browse to http:localhost:4001

Icon-5066 dashboard

& O O lecalhost400T v & e Myoha
B Icon-5066 Dashboard import Node o

Bl Dashboard

E2 Managed Modems

P TS

& xs509

@ OAuth

@ ALE

Click the “+” Button.

Configure Node information
Add Node

é Icon-5066 Import Node
Dashboard » Add node

B8 Dashboard General Link  Advanced

N
B2 Managed Modems Hame . .

= A name for easier identification of the Node by operators

P TS HFAP-ONE
& x509

Node Address

The 5066 Address of the Node
@ OAuth

10.50.66.0

@ ALE

SIS Host

The hest name or IP address of the server

515 Port

TCP port number for a SIS connection

5068
TLS on SIS streams
Enable TLS on SIS connections
Disable Enable Use default

Cancel

In “Name” type "HFAP-ONE"
In “Node Address” type “10.50.66.0”

Node addresses must be unique and are similar to IPv4 syntax, but the first octet has a max value
of 15. The choice for demos is arbitrary, but live deployments have rules for international
allocation.
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The “SIS Host” (the hostname of your Icon-5066 Server) is optional and if left blank Icon-5066
will listen on all IP Addresses.

In “SIS Port” type “5066”
Click “Add”

You should receive a notification that the node was successfully created.

In the left-hand pane select “Dashboard”

Node Created

&8 lcon-5066 Dashboard import Node 8 =2

T

M Dashboard

HFAP-ONE @ (=]

B Managed Modems

P s Stopped

Inactive...

& %509

@ oOAuth

@ ALE
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Configuring the HFAP-ONE node

Each node consists of a core configuration together with a number of devices that are used by, or
control the behavior of, the S5066 node. Each working node configuration must define the
following set of mandatory devices:

A Modem device that defines how to communicate with the underlying modem (simulated or
real).

A Rate Change device that controls the rate at which data can be sent to the modem.

A Transmission Control device that controls the pattern of data transmission.

In this evaluation we will be using the MoRaSky GUI to create a clear channel, 2 Radio
configuration using Waveform 4539, 9600 bps and medium Interleaver.

From the dashboard, select “Devices”

Add first device

Devices 5 q

(& lcon-5066

T

Dashboard » Devices (10.50.66.0)

B Dashboard

B Managed Modems

P TS

& x.509

@ OAuth

@ ALE

Click the “+” button.

Choose a new device

Choose new device:
ALE Device
EQT Engine
Modem
Monitoring
Rate Change
RX-end Handler
Receive Modem
Transmission Control
Transmit Modem

Next... Cancel

Select “Modem” and click “Next...”
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Choose Device Driver

Choose new device driver:

| Back...

Select the “morasky” modem and click “Select”

Configure Modem ip address

&8 Icon-5066

Add Device

Dashboard *» Devices (10.50.66.0) > Add Device

B8 Dashboard
@ Morasky modem simulator driver

B8 Managed Modems
IP address

P TLS RAP1 interface IP address.

192.168.1.43
& X509

@ OAuth

Port number

RAP1 interface port number

@ ALE
58007 B4 Use default

In “IP address” type the IP address of the MU-ONE server

Scroll to the bottom of the page

Add the modem

Driver respawning configuration

In the event that a driver fails it may be restarted (respaw...

delay=2 max_mem=10000 max_ch=1000 Use default

E Cancel

Click “Add”, you will receive a notification that the device has been added.

From the top menu:
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Select Devices
Modem (morasky) . &
& Icon-5066 Delete device. B ¢
Dashboard odem [marasky] “

Click “Devices”

Modem device added

Devices K
&8 Icon-5066 .
Dashboard » Devices (10.50.66.0]
Dashboard
Modem
@ Device configuration looks valid
14% 1 of 7 parameters using custom values
OAuth
Click the “+” Button
Select rate change device
Choose new device:
ALE Device
EQT Engine
Rate Change
RX-end Handler
Next... Cancel

Select “Rate Change” and Click “Next...”

Select fixed driver

Choose new device driver:

| Back...

Select “fixed”

Click “Select”
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Select a waveform

Add Device
& Icon-5066

Dashboard > Devices (10.50.66.0) > Add Device

B2 Dashboard
® Fixed waveform and parameters
B8 Managed Modems

Waveform

Waveform to configure in modem
Please select an option +

wi=4539 bps=9600 ilv=VS
wi=4539 bps:QEGD iv=s
[ s s
wi=4539 bps=9600 ilv=L
‘wf=4539 bps=9600 ilv=VL
wf=5069 bw=3 bps=75 ilv=5
wf=5069 bw=3 bpS:?S ilv=M
wi=5069 bw=3 bps=75 ilv=L
wi=5069 bw=3 bps=150 ilv=U5

Use default

wi=5089 bw=3 bps=150 ilv=5 Use default
wi=5069 bw=3 bps=150 ilv=M
Wwf=5069 bw=3 bps=150 ilv=L
wf=5069 bw=3 bps=300 ilv=US
wi=5069 bw=3 bps=300 ilv=5
wi=5069 bw=3 bps=300 ilv=M

Use default
wi=5069 bw=3 bps=300 ilv=L
wi=5089 bw=3 bps=600 ilv=US
wi=5069 bw=3 bps=600 ilv=5
wi=5069 bw=3 bps=600 il=M
Wi=5069 bw=3 bps=600 ilv=L v
9 Use default

From the “Waveform” drop-down select “wf=4539 bps=9600 ilv=M"

Scroll to the bottom of the page

Add the fixed rate change device

Driver respawning configuration

In the event that a driver fails it may be restarted (respaw...

delay=2 max_mem=10000 max_cb=1000 Use default

E Cancel

Click “Add”
You will receive a notification that the device has been added

Select “Devices” from the top menu

Rate change device added

Devices
& Icon-5066
Dashbosrd > Devices
H Dashboard
Modem Rate Change

4% 10f7 parameters using

stom valuss 7% 10f 15 paramerers using custom values

OAuth

Click the “+” button

|Isode
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Select the transmission control device

Choose new device:

Next... Cancel

Select “Transmission Control” and Click “Next...”

Select ale_121 transmission control

Choose new device driver:
ale_121
bc_cont
bc_gaps
csma
notx
si_cont
si_gaps
wtrp

‘ I Back...

Select “ale_121”

Click “Select”

Configure and add ale_121

Add Device

£ Icon-5066

B8 Dashboard ® ALE one-to-one. simplex (h

Pauses between consecutive transmissions in seconds
Arandom durssion from thi sl used .

02050 B use default
& xs09
before e
© oauth
tort i p
OaE 0 [ use default

260 3 use defauit

10 7 use defauit

Seconds to wai bafore aborting transmission (both Rx and Tx)
This s fo recoveryfrom unexpected modem behaviour

150 [ use default

Leave the default values and click “Add”

You will receive a notification that the device has been added
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Select “Devices” from the top menu

Transmission control device added
Devices

&8 Icon-5066

Dashboard » Devices (10.50.66.0)

B8 Dashboard
Modem Rate Change

B Managed Modems

@ Device configuration looks valid @ Device configuration looks valid
P TS
%

14% 1 0f 7 parameters using custom values 1 of 15 parameters using custom values

& xs509
@ oauth

@ ALE i %
Transmission Control

@ Device configuration looks valid

0%  No parameters using custom values

Click the “+” button

Select ALE Device

Choose new device:
ALE Device
EOT Engine
Monitoring
RX-end Handler
Receive Modem
Transmit Modem

Next... Cancel

Select “ALE Device” and Click “Next...”

Select morasky driver

Choose new device driver:
codan
lecnardo
morasky
rapidm

thales

Select “morasky”

Click “Select”
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Configure and add ale device

Add Device

& Icon-5066

B8 Dashboard
© Morasky ALE device driver
B2 Managed Modems

Request timeout

»s
60 B use default
a xs09

© onuth Contention slot widt
Contension sioscuracn

© A -
B [ use default

Number of contention slots
Th value selected i s slance becween pr

10 8 use defau

o 1B use defaul

delay=2 max.mem=10000 max._cb=1000 18 use default

Leave the default values and click “Add”

You will receive a notification that the device has been added

Select “Devices” from the top menu

ALE device added
£ lcon-5066

Devices

Dashboard > Devices (10.50.66.0)

B Dashboard
Modem

B2 Managed Modems

Device configuration looks valid

P s
14% 1 of 7 parameters using custom values
& xs09

© OAuth

© ALE .
Transmission Control

Device configuration looks valid

0%  No parameters using custom values

Configure the ALE Parameters on HFAP-ONE

In the left-hand pane, select “ALE”

HF Networks
é Icon-5066 HF Networks

B2 Dashboard
B2 Managed Modems

P Tis

© oauth

@ ALE

Press “+”

Rate Change

Device configuration looks valid

7% 10f 15 parameters using custom values

ALE Device

Device configuration looks valid

0%  No parameters using custom values

|Isode
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Name Network

Add HF Network X
HF Network Name HF-NETWORK-ONE

‘ ‘ Cancel

In “HF NETWORK NAME” type “HF-NETWORK-ONE”
Press “Submit”

The network will be created

HF-NETWORK-ONE Created

5

68 lcon-5066 SETRECERat E

E2 Dashboard
HF-NETWORK-ONE

B Managed Modems

No STANAG-5066 node assigned

P TLS

OAuth

© ALE

Select “Options”

ALE options

ALE Options for HF-NETWORK-ONE

B &
& Icon-5066
HE Networks 2 options (HF-NETWORK-ONE)
B Dashboard
ALE Options
B Managed Modems
Type of Channel
» s Type of Channel
NARROW-BAND + Use default
& xs09
O o Sideband
b Is which sideband the ALE
@9 ALE
use . Use default
Tx Bandwidth
Transmit Modem Bandwidth in Khz
2 s Use default
Rx Bandwidth
Receive Modem Bandwidth in Khz
2 B Use default
HF Frequency Prediction
If set, IconS066 will query best frequencies from skywave
False | True Use default

From the “Type of Channel” dropdown select “‘NARROW-BAND”
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From the “Tx Bandwidth” dropdown select “3

From the “Rx Bandwidth” dropdown select “3

Scroll to the bottom
Apply ALE options

Network Type
Type of ALE or Fixed Frequency

3G ¢ "j Use default

Submit Cancel

Press “Submit”

Configure the ALE Addresses on HFAP-ONE

Select “Addresses”

Empty Addresses
& Icon-5066

ALE Addresses for HF-NETWORK-ONE

works » ALE Address

= (HF-NETWORK-O...
Dashboard Mappings from ALE address to STANAG-5066 addresses in a given HF network.

Managed Modems ALE Address * 55066 Address

P TS

& x.s509

@ OAuth

@9 ALE

Press “Add”

Configure HFAP-ONE ALE Address
Add ALE Address Entry for HF-NETWORK-ONE 5

sses (HENETWORK:... > Add ALE Address
ALE Address
HF1

3G Binary Address

y address of the node (0-1023)

1

Node Address
The 5066 Unicast or Multicast Addre

10.50.66.0

In “ALE Address” type “HF1”
In “3G Binary Address” type “1”
In “Node Address” type “10.50.66.0”

Press “Submit”

AbouT

|Isode
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Press “Add”

Configure MU-ONE ALE Address

Add ALE Address Entry for HF-NETWORK-ONE B
F Networks » ALE Addresses (HF-NETWORK-... > Add ALE Address =
ALE Address

ALE Address
g dentfying the node (Capital Letters and numbers only)

MUt

3G Binary Address
ALE binary address of the node (0-1023)

2

Node Address
The 5066 Unicast or Multicast Address

10.50.66.1

E cancel

In “ALE Address” type “MU1”

“_»

In “3G Binary Address” type “2
In “Node Address” type “10.50.66.1"

Press “Submit”

ALE Addresses Added

ALE Addresses for HF-NETWORK-ONE

HF Networks > ALE Addresses (HF-NETWORK-O.
Mappings from ALE address to STANAG-5066 addresses in a given HF network.

ALE Address 4 55066 Address
juf HF1 10.50.66.0

o MU1 10.50.66.1

Configure the ALE Frequencies on HFAP-ONE

From the top menu press “HF Networks”

Press “Frequencies”

Empty Frequency List
ALE Frequencies for HF-NETWORK-ONE

HE Networks > Frequencies (HF-N;

oNE)

Frequencies defined for use in scheduled ALE device configuration updates.

about

Transmit Frequency (MHz) Receive Frequency (MHz)

Press “Add”

|Isode
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Add ALE Frequency 3 MHZ

Add ALE Frequency for HF-NETWORK-ONE

HF Metwaorks » Frequencies (HE-NETWORK-O... » Add Frequency

HF Frequency

Tx Frequency
Transmit Frequency in Mhz

3

Rx Frequency
Receive Frequency in Mhz

3

Rt ALE Position

ALE Position references the wide-band channel used asa...

Tx ALE Position

ALE Position references the wide-band channel used asz a...

RX BW
Receive Modem Bandwidzh

TX BW
Transmit Modemn Bandwidth

In “Tx Frequency” type “3”
In “Rx Frequency” type “3”
In “RX BW” type “3”
In “TX BW” type “3”

Press “Submit”

Required

Cancel

|Isode
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ALE Frequency Added
ALE Frequencies for HF-NETWORK-ONE B e
& Icon-5066 ad
HF Networks  Frequencies (HF-
Dashboard Frequencies defined for use in scheduled ALE device configuration updates
Managed Modems Transmit Frequency (MHz) Receive Frequency (MHz)

@ 3.000 3.000
P

& X509
@ OAuth

9 ALE

Configure the ALE Schedules on HFAP-ONE
From the top menu press “HF Networks”

Press “Schedules”

Empty Schedules View

ALE Schedules for HF-NETWORK-ONE
& Icon-5066

Add
HF Networks » Schedules (HF-NETWORK-ONE)

2 Dashboard Scheduled changes to the set of frequencies used by the ALE device for a given HF network.
Managed Modems Time (Zulu) Frequencies (MHz)

P TS

a

@ OAuth

@ ALE

Press “Add”

Add ALE Schedule
Add ALE Schedule for HF-NETWORK-ONE

Logs About
HF Networks » Schedules HF-NETWORK-ONE » Add Schedule

Hour 0
Minute 0
Frequencies B 3.000

Add cancel

In “Hour” type “0”
In “Minute” type “0”
Check frequency “3.000”

Press “Add”

About

|Isode
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ALE Schedule Added

ALE Schedules for HF-NETWORK-ONE
Add
HF Networks » Schedules (HF-NETWORK-ONE)

Scheduled changes to the set of frequencies used by the ALE device for a given HF network.

Time (Zulu) Frequencies (MHz)

o 00:00 [3.000]

Assign the 5066 Node on HFAP-ONE

From the top menu press “HF Networks”

Select Assign Node

HF Networks
&8 Icon-5066
B8 Dashboard
HF-NETWORK-ONE i
B Managed Modems Assign Node...

No STAMAG-5066 node assigned

P TLS Remove HF Network...

Export HF MNetwork

¥ OAuth
@ ALE

To the right of “HF-NETWORK-ONE” select the 3 vertical dots.
Select “Assign Node ...”

Assign Node Dropdown

Assign Node to HF Network x

Node

[ Select Node ¥ ]

10.50.66.0
Cancel

”

From the Node dropdown select “10.50.66.0’

Press “Select”

|Isode
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Network Associated

é lcon-5066 HF Networks

ER Dashboard
HF-NETWORK-ONE

B8 Managed Modems

P TLS

Note that the Node “10.50.66.0” has been associated with the network “HF-NETWORK-ONE”

You have now completed configuration of HFAP-ONE
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Create MU-ONE

Creating the MU-ONE node

On MU-ONE follow the above steps for “Creating the HFAP-ONE” node but changing these
values:

Name: MU-ONE
Node Address: 10.50.66.1

Configuring the MU-ONE node
On MU-ONE follow the above steps for “Configuring the HFAP-ONE node”

When configuring the modem device, set the “Port Number” to “58002”

Configure the ALE Parameters on MU-ONE

On MU-ONE follow the above steps for “Configure the ALE Parameters on HFAP-ONE” but at the
last step, associate the network “HF-NETWORK-ONE” with the node “10.50.66.1"

Assign Node Dropdown

IIi%H%H|HHHHIH|IHHHHHHHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIHII

Node

[SehctNode ¢]

10.50.66.1
Cancel

Node Associated

HF Networks

HF-NETWORK-ONE

Node: 10.50.66.1
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Configuring and Starting MoRaSky on MU-ONE

On Windows open the “MoRaSky” GUI from the Windows Start menu

On Linux, start the MoRaSky GUI by:

# /opt/isode/sbin/moraskyGUI

Press “Create Profile ...”

Create MoRaSky Profile

WY MoRaS
File

Profiles

Configured Profiles

Name Description Run Comm...
Create Profile...

Create a new profile, containing a set of MoRaSky options.

Duplicate Profile

Name: MU-ONE ALE
Description | lcon-5066 Evaluation
RC File

0K Cancel Save Profiles

Provide a profile name and description

Press “OK”

Profile Created

B | MoRaSky - MU-ONE ALE
File

Profiles | Radio | Errors | Modem | System | MoRaSky Execution

Configured Profiles

Name Description Run Command {RQ) File Create Profile...

MU-ONE ALE  lcon-5066 Evaluation
Edit Profile...

Duplicate Profile
Delete Profile...
Export Arguments

Copy Arguments

Select “Radio” tab
Press “Enable Radio Locations”

Press “Edit Radio Locations ...
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Edit Radio Locations

@3 Mol

U E = (u] % W Radio locations (u] x

3 Set up location names and optional co-ordinates for radios.

Profiles | Radio” | Errors | Modem | System | MoRaSky Execution

— v HFAP-ONE
RadioType | PortRadio = |  Numberof radios 2 =
Cemalen S8001 S Location: | HFAP-ONE Latitude | 51 Degrees | 21360 Minutes | North
Longitude | 0 Degrees | 3000 Minutes | Esst ~
Waveform | WF4539 ~ | Bandwidth Speed | 9600 ~ | Interlesver | S +
Course Degrees
Miscellaneous
Speed Knots
¥ Enable Radio locations™ Edit Radio Locations..
v MU-ONE
EMCON
Pair Radio frequencies Location: Latitude | 39 Degrees | 54360 Minutes | North ~
(IS I TS Longitude | 77 Degrees | 1120 Minutes | West ~
Duplex Radios in triples
Course Degrees 4

Bypass modem/radio simulation

Transmit Async Serial Framing Use relative

Enable pairs for split-site emulation Use movement

Radio locations are specified using latitude/lengitude.
Choose "Use relative” to see and modify the distances from a chosen radic.
Choose "Use movement” ta simulate radios maving.

Enforce half-duplex in split-site mode

Revert Save oK Cancel

In the first location, replace “London” with “HFAP-ONE”

In the second location, replace “Washington” with “MU-ONE”
Press “OK”

Press “Save”

On “Saving Profiles” press “OK”

Select the MoRaSky Execution Tab

Press “Start”

MoRaSky Started
B " MoRaSky - MU-ONE ALE - [m] x

File

MoRaSky Execution

MU-ONE ALE: Starting MoRaSky at

Running with:-loc HFAP-ONER51.356,0.050
SERIAL EUB 1

stening on

NE stening on 0. 2 5.1)
MU-ONE stening on 0. A 5.1)
Bit-error source: none

Interference source: none

Crypto box:

Initizl waveform: ) ilv=5 eom=1 (1020ms block, Oms TLC)
Radic frequ
Radio 1 (dev=l

Radio 2 (dev=1) tx=1

Copy All | | Clear

Note that MoRaSky is listening on ports 58001 and 58002
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Enabling the Nodes
On both HFAP-ONE and MU-ONE :
Select “Dashboard”.

Press the “Controls” button

Enable Node

B lcon-5066 Dashboard
Bf Dashboard "

HFAP-ONE 7z °
EE Managed Modems
P TLS Stqpped

Inactive...
& xs09

{)
@ OAuth s
@ ALE
Enable

Select “Enable”

Node Enabled

HFAP-ONE @ ()

Idle

Listening...

A green tick should now indicate each node has been enabled

Select the MoRaSky “Execution” tab
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Nodes Registered with MoRaSky
[PortSession £192.165.1.42:51314 on 0
[Radio 1] 3G ALE freg pool add index=0

Session starc

0 mod=USE max power=2

[Radio 1] 3G ALE chan pool add index=0 use=search_and traffic chan=3 freq_idx=0
[Radio 1] 3G ALE scan list=[0]

[Radio 1] 3G ALE Address(0) (Binary:1l) = HF1

[Radio 1] 3G ALE 2d (Binary:1l) = HF1 —- SELF

[Radio 1] 3G ALE 2d (Binary:2) = MUl

[Radio 1] ALE: Eelease

on /192.163.1.43:61101 on 0.0.0.

Session starc

[PortSess
[Radio 2] 3G ALE freg pool add index=0

0 mod=USE max power=2

[Radio 2] 3G ALE chan pool add index=0 use=search_and traffic chan=3 freq_idx=0

4234.393 [Radic 2] 3G ALE scan list=[0]

4234.395 [Radio 2] 3G ALE Address(0) (Binary:1) = HF1
4234.395 [Radic 2] 3G ALE Address(l) (Binary:2) = MUL
4234.395 [Radio 2] 3G ALE Address(l) (Binary:2) = MUl —- SELF

4239.3097 [Radio 2] ALE: Eelease

Note that two nodes have registered themselves with MoRaSky
On HFAP-ONE press “Monitor”

HFAP-ONE Monitor
HFAP-ONE (10.50.66.0) s e

Configure node

Absur

Dashboard > HFAP-ONE (10.50.66.0)

Current status @ ° Previous receive (Rx) Previous transmit (Tx)

Modem

ALE
HF1 (searching)

© Radio
7dBm

Device health  Recent activity (10s)
@ /ale

@ /modem

© /ratechg

Idle tistening..

Peers

SAPs

Note the healthy green ticks on each device

On MU-ONE press “Monitor”
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MU-ONE Monitor
HFAP-ONE (10.50.66.1)

Dashboard » HFAP-ONE (10.50.66.1)

Current status @ 0 Previous receive (Rx)
Modem
v
ALE

MU1 (searching)
@ Radio P

-9dBm

Device health Recent activity (10s)

o rale
© /modem
@ /ratechg

Idle Ustening. (® norecorded tme

Peers

SAPs

Note the healthy green ticks on each device

Configure node

Previous transmit (Tx)

2]

About

|Isode

Note that no Applications have connected (SAPs) and no peer connections have been made
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Testing the Configuration with the S5066 Console

To test that the three nodes connect, we're going to use the S5066 Console, which was installed
during the installation of Isode’s M-Switch at the start of this document.

Start the S5066 Console
Start the S5066 Console on Windows by selecting it from the Windows Start menu

To start S5066 Console on Linux, run the command:

# /opt/isode/bin/s5066console

Configure the S5066 Console on HFAP-ONE

From the main S5066 Console screen select “Server > New”

Add new Server

B 550660 Console

File = Server View
Mew Ctrl+MN
Edit Ctrl+E
Remove Ctrl+R
Configure HFAP-ONE console
W 55066 Console - O
File Server View
New 55066 Server X
Friendly name: HFAP-ONE
Hostname: localhost
Port: [5086 3
Broadcast address: ElNS I ERE IElE
Auto-discover: [ ]
Throughput test PDU size: 500
Bind timeout (milliseconds): | 1000
Rank: 0
[#82 |
Ignore
Transmission mode:
Broadcast
| MNode confirmation |
Mo confirmation
Dbl s
Client confirmation
|As they arrive |
Delivery order: In order
[ Net extended |
Extended field: Extended
Number of retries: [o |
Cancel

In “Friendly name:” type “HFAP-ONE”
In “Hostname:” type “localhost”

In “Port.” type “5066”
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Tick the "Auto-discover” checkbox
Click “OK”
Select the tab “HFAP-ONE”

Node Connected
B 55066 Console

m]
File Server View
HFAP-OMNE
Peers  Throughput Chats Trace
Mame Address
Discover | Add| Remove
@ Connected to localhost: 5066 Connect
Note the green “Connected” tick.
Press “Add”
New Peer Node
MNew Peer Node
MNode name:  MU-ONE
Address.  [10 ][0 3[[ee |1
Cancel
In “Node name” type “MU-ONE”
In “Address” provide the address “10.50.66.1"
Press “OK”
Peer Added
W7 55066 Console ] X
File Server View
HFAP-ONE
Peers  Throughput Chats Trace
MName Address
MU-ONE 10.50.66.1
Discover Remove
@ Connected to localhost:5066 Connect

|Isode
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Configure the S5066 Console on MU-ONE

Repeat the steps in the previous section on server MU-ONE but change the following:
Friendly name: “MU-ONE”

Node name : “HFAP-ONE”

Address : “10.50.66.0"

MU-ONE S$5066 Console configured
B 55066 Console = ] *

File Server View
MU-0ONE

Peers  Throughput Chats Trace

Mame Address
HFAP-OMNE 10.50.66.0

Discover Remove

@ Connected to localhost: 5066 Connect

Testing with the S5066 Console

You may like to show that the connectivity exists by running a throughput test
On HFAP-ONE select the “Throughput” tab

Click “Start”

Wait a while

Click “Stop”

The GUI reports pertinent link statistics

Link Statistics

#7 55066 Console - o X
File Server View

HFAP-ONE X

Peers  Throughput Chats  Trace

Sending  Receving

Stop

Configuration:

Receiving peer: MU-ONE (10.50.66.1) ~  Transmission mode: Non-ARQ ~

Packet size (bytes): 2048 % Packet rate (persecond): 0

Report:

Packets sent: 8 Test duration (seconds): 32

Flow control: On Flow controlled (seconds): 31

T (bits): 294912 T (bytes): 36864

Tx rate (bits/second): [9216 T rate (bytes/second) 152

Ack'ed (bits): 65536 Ack'ed (bytes) 192

Link utilization: F at nominal rate (bits/second):  none -
@ Connected to localhost:3066 Connect

Looking at the Icon-5066 monitor at HFAP-ONE:
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HFAP-ONE populated monitor
HFAP-ONE (10.50.66.0)

D: d > HFAP-ON

Current status ° o Previous receive (Rx)
Modem = . -
9600 bes medium 4539
v
2 kM 58
© Radio o
18 kHz 7 dam
Devicehealth  Recent activity [105)
© /ale
© /madem
© Iratechg 0%
180p Trensmiting.. (® sminzes 4
Peers
mu1 Rx
ALE ARQ window
MU (responder)  Chares Table
Rx T

SAPs

Performance Testing (SAP ID 15) HF Operator Chat (SAP ID 5)

You can see:

- Statistics related to link setup
- The state of transmitted data
- Link status with peers

- Connected SAPS

|Isode

Configure node

Previous transmit (Tx)

9600 bps medium

You may also like to use the operator chat functionality to message between nodes.

On both servers, select the “Chats” tab

Type your message in “Say” at HFAP-ONE
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Send a chat message

7 55066 Console = [m] X

File Server View

HFAP-ONE

Peers  Throughput Chats  Trace

MU-ONE
Say: Hello MU-ONH Send | Mode: ARQ £
@ Connected to localhost: 5066 Connect

Press “Send”

Your message will be received at MU-ONE

Receive a chat message
B 55066 Consale = O X

File Server View

MU-ONE

Peers  Throughput Chats  Trace
HFAP-ONE

01:05:47 HFAP-ONE: Hello MU-OMNE

Say: Send Mode: ARQ ~

@ Connected to localhost: 53066 Connect

|Isode
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What Next?

More information on Icon-5066 can be found on the Isode website at
https://www.isode.com/product/stanag-5066-server/

Whitepapers

Isode regularly publishes white papers on technical and market topics related to its products. A
full list of these can be found at https://www.isode.com/whitepapers/
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Copyright

The Isode Logo and Isode are trade and service marks of Isode Limited.

All products and services mentioned in this document are identified by the trademarks or service
marks of their respective companies or organizations, and Isode Limited disclaims any
responsibility for specifying which marks are owned by which companies or organizations.

Isode software is © copyright Isode Limited 2002-2026, All rights reserved.

Isode software is a compilation of software of which Isode Limited is either the copyright holder
or licensee. Acquisition and use of this software and related materials for any purpose requires a
written licence agreement from Isode Limited, or a written licence from an organization licensed
by Isode Limited to grant such a licence.

This manual is © copyright Isode Limited 2026.
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