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Introduction

To provide IP services over HF in a reasonably efficient manner, a central challenge is to provide a
mechanism to support TCP-based applications efficiently. This can be done with a TCP PEP
(Performance Enhancing Proxy) as shown in the diagram below supporting HTTP. By using an
optimized protocol over HF, the system inefficiencies of TCP over IP Client can be avoided. Isode’s
approach is to use [SIS Layer Extension Protocol (SLEP)] (S5066-APP3)]. Note that although this
eliminates TCP inefficiency, it cannot address applications with short timeouts or significant hand
shaking.

HTTP [#sssssscscrmsmannnnnsnnmsmannssnssrn s nan s n s msenansss s esess s s s ssssss s s sssns s st annas s s sasnannansans » HTTP
G asssssssssEmssEEsEEEEEEEEEEEEEEE > @ rsssssssssssssssssEEsEEsEsaEEnEs -
HTTP LCDP; L‘I:;{ HTTP
Router leon- | ..... 5] fcon- Router
PEP PEP
IP fe==ees M P P feeeeee » IP P e M IP 1P feeeees > 1P
WAN LAN LAN LAN
STANAG STANAG
s066 [0 * " soss
HF

Icon-PEP can be deployed in one of three modes; “Direct”, “Tunnel” or “Simple”. Tunnel mode
requires a router that supports a GRE Tunnel, while this can be achieved in a Virtual Environment
using virtual pfSense routers it adds a level of complexity that is likely not necessary for an
Evaluation. This guide will cover a “Direct” deployment. The schematic below gives an overview of
what we will build.

Pacific Fleet HQ Network, IP Subnet 192.168.56.0/24 USS Enterprise Network, IP Subnet 192.168.106.0/24

HQ lcon-5066 lcon-5066 Uss

Node Address Node Address

Server Machine 10.50.66.0 10.50.66.1 Enterprlse

WWW Server Client Machine

MoRaSky

The “HF Network” will be provided by Isode’s Modem, Radio, Sky simulator (MoRaSky).

If you do not have existing Icon-5066 Servers these will need to be configured prior to starting
this evaluation.
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Objectives
By the end of this evaluation, you will have:
e Installed and configured two Icon-PEP Servers

¢ Installed and configured two Windows Servers (HQ and MU) to act as WWW Server
supporting both the http and https protocols.

e Sent IP Traffic over HF between the two Windows Servers

More information on Icon-PEP can be found at https://www.isode.com/product/performance-
enhancing-proxy/ . A comprehensive Administration Guide, which goes into far greater detail
than this short document, can be found at https://www.isode.com/support/.

Using Isode Support

You will be given access to Isode support resources when carrying out your evaluation. Any queries
you have during your evaluation should be sent to isode.support@isode.com . Please note that
access to the Self-Service Portal for web-based ticket submission and tracking is not available to
evaluators.

TAK Server Support

Icon-PEP can support TAK (https://www.civtak.org/community-tak-server/) Server Federation over
HF. If you are interested in this please contact Isode Support isode.support@isode.com detailing
what you would like to achieve as this requires additional configuration not covered in this manual.
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Preparation

You should visit https://www.isode.com/support/platform-support/ to discover which operating
systems are supported for Isode evaluations. In addition to the server platforms listed, we support
the use of Isode server products on Windows 11 for simple evaluations and demonstrations.
However it should be noted that Icon-PEP is not supported on Windows platforms.

Isode supports the use of the latest versions of Google Chrome, Mozilla Firefox and Microsoft
Edge browsers with the Icon-PEP Console. Internet Explorer is not supported.

Product Download

Product downloads are held in a password-protected section of the Isode website. If you have not
already done so you should apply for a username/password by filling in the form located at
https://www.isode.com/request-an-evaluation/. Products can be obtained by logging into the Isode
Customer Portal (https://www.isode.com/customer-portal/) clicking on the Product required. The
downloads page will give installation instructions specific to your platform.

Product Activation Key

Icon-PEP requires a valid Product Activation Key from Isode before it will run correctly. Keys are
issued by Isode Customer Services. Once you have installed Icon-PEP you will need to request a
Product Activation Key (PAK) from Isode Support by sending them the Generated Product
Activation Request (PAR).

If you haven't already been sent a Key when requesting access to the evaluation files, please send
a message to request one to isode.support@isode.com remembering to specify which Isode server
products you need a Key for. Instructions for what to do with this Key can be found in the
Installation section.
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Installing Icon-PEP

Icon-PEP 3.0 is only available on Red Hat Linux 8, 9 & 10 (including Rocky Equivalents) and
Ubuntu 24.04 & 26.06 you should use the installation method appropriate for your platform.

Icon-PEP can be started the with following command:
% sudo systemctl start iconpepd

To stop Icon-PEP run the command:

% sudo systemctl stop iconpepd

When you make some configuration changes to Icon-PEP you would need to restart Icon-PEP
service, you can do so by running the command:

% sudo systemctl restart iconpepd

The directory where Activation and config files are stored on Linux is /etc/isode/icon-pep.
We will be installing in this guide on Rocky 9.

Use the command:-

# rpm -i ISDiconpep-3.0v0-0.x86 64.rpm

Then point a browser at either the hostname (if it resolves) or the IP Address

https://uss-enterprise-pep.pacific-fleet.net:17636 .

v @ Piscenor x B
& G QT vt ussenterprie-pep.paciicetnet 7635 4 Qe @ - Gom

A

Your connection isn’t private

Attackers might be trying to steal your information from uss-enterprise-pep.pacific-fleet.net
(for example, passwords, messages, or credit cards).

NET:ERR_CERT_AUTHORITY_INVALID

- |

Click “Advanced...”

v @
& O (T i:os1/uss-enterprise-pep pacific-fleetnet 17636 QI @ - yom v

or x 4

A

Your connection isn't private

Attackers might be trying to steal your information from uss-enterprise-pep.pacific-flect.net
(for example, passwords, messages, or credit cards).

NETERR CERT_ AUTHORITY_INVALID

vide scanced [ oot |

This server couldn't prove that it's uss-enterprise-pep.pacific-fleet.net; its security
certificate is not trusted by your computer's operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Continue to uss-enterprise-pep.pacific-fleetnet (unsafe)

Click “Continue to uss-enterprise-pep.pacific-fleet.net (unsafe)” .
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Create initial admin user

Configure initial admin user credentials

The login name of the initial admin user

cs)
i

Admin password

The password of the initial admin user

[1:3

Admin username Required

0

Cancel

atl]

Enter an Admin username and password, we will use “Admin” and “secret”.

Username:

Password:

Login with these credentials.

|Isode
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Product Activation

This product is not activated.
* |If Isode has sent you an Activation Key, you may enter it now.
* If not, or you require different features, please request one.

Request Activation Key Enter Activation Key

|

This is where we generate the “PAR” using the “Request Activation Key” button.

Product Activation

Please provide a reference identifying this server, which will be displayed as part of the
product activation information.

Reference:

Icon-PEP 3.0 Evaluation|

Back

Enter a suitable Reference of your choice and click “Generate Activation Request”.

Product Activation

Please send the following Activation Request code to the Isode Product Activation Service
isode.support@isode.com, explaining your requirements for this server.

ZmVhdHVyZTO1SWNvbi1QRVAL IGN1 c3RvbWVYLXT1Z01SWNvbi1QRVAEMY 4WIEV2YWx1YXRpb24i IGh
ve3RpZD0iVVVIRDszYIE10WMAZTFhNGY xZmYxMjABNZLyN2N YZNLN2Y 4YWUAMTF 5 ZmRmNmE 4Njc 1Nm
M3NTTiZmF LNmMyOD T 10TEZOWIAY Y 1MiQ2ZDE3NDZINWQ2MmVMMDB jMDImMj kzMWY JODEAMj TKNWE 3N
TAZNZQyM3MyMDVKZTUZNFISNTIzNyI=

Back
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Use the I to copy this request that can then be sent to isode.support@isode.com noting the
product you require a Key for and any Project Reference.

When you have received your PAK from Isode Support click the “Back” button.

Product Activation

This product is not activated.
+ If Isode has sent you an Activation Key, you may enter it now.
* |f not, or you reguire different features, please request one.

Request Activation Key Enter Activation Key

Click “Enter Activation Key”

Product Activation

Please input the Activation Key provided by the Isode Product Activation Service.

Back

s |

Paste in your PAK, then click “Activate”.
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If successfully activated you will see this screen.

3-€ icon-PEP Monitoring

TCP Connections TCP Connections Eussiua Loss

DNS Queries

This display shows Active and recently closed TCP Connections
GRE Tunnel

Summary
IP Client

Open Connections: 0

) Recently Closed Connections: 0
Logging

Overview

You can now start to configure Icon-PEP.

Below are some important IP Addresses, you should note these down for your system.

Icon-PEP USPF HQ 192.168.56.183
Windows Server/Client USPF HQ 192.168.56.100
Icon-5066 USPF HQ 192.168.56.101
Icon-PEP USS Enterprise 192.168.106.189
Windows Server/Client USS Enterprise 192.168.106.120
Icon-5066 USS Enterprise 192.168.106.120

Note that the Icon-5066 USS Enterprise & Windows Server/Client USS Enterprise have the same IP
because in this setup they are the same server. That may well not be the case in your setup.
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Configuring Icon-PEP

More information on Icon-PEP can be found on the Isode website at
https://www.isode.com/product/performance-enhancing-proxy/.

Detailed configuration and operational information on Icon-PEP can be found in the Admin
Guide available from the Isode website at

https://www.isode.com/wp-content/uploads/2023/08/Icon-PEP-3.0-Admin-Guide.pdf

Icon-PEP is configured using a Web GUI that is accessed at https://ip-address-or-hostname:17636.
I will show screens from the USS Enterprise below with notes on what should be different on the
USPF HQ.

Below is the initial screen.

” Icon-PEP Maonitoring Controls L Configuration

TCP Connections TCP Connections Download Logs Pause

DNS Queries

This display shows Active and recently closed TCP Connections
GRE Tunnel

Summary
IP Client

Open Connections: 0

) Recently Closed Connections: 0
Logging

Overview

Select Configuration.

Controls 1 Configuration A Log Alerts 9 W

3€ 1con-PEP Me

Global Options

>

# Global options

OAuth ® Configuration of the whole Icon-PEP/Icon-IP process

Unis (0) Browser tab name override

P Access Tokens

Local address and port to bind to for serving HTTP(S)

0.0.0.0:17636 Use default

This provides the web-Ul for configuring, controlling and monitoring lcon-PEP.

Log HTTP(S) web-requests

Use default

Audit-log & summary of each web-request made to lcon-PEP

Eumnblo THALE Locmime
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The server comes with an “Autogenerated TLS Certificate”, hence the warnings on the initial screen
after installation. If you want a certificate that matches the fully qualified hostname of the server
then you need to use some tools to generate a Private Key with no Password and Certificate Chain,
both in .pem format. That you load into this initial screen. Setting the “Browser tab name override”
is useful if you have multiple Icon-PEP servers so you can see which one you are on. We have
configured both the TLS and “Browser tab name override”, as you can see below.

v @ @ ussEnterprise lcon-PEP x |+ — u] ®

< (O | O httpsy//uss-enterprise-pep.pacific-fleet.net:17636/config Py 3= e - ',h Chat

3€ Icon-PEP B « & Configuration 9 ~
Global Options

A Global options a

OAuth @ Configuration of the whole Icon-PEP/Icon-IP process

Units () Browser tab name override

USS Enterprise lcon-PEP

P Access Tokens

Local address and port to bind to for serving HTTP(S)

0.0.0.0:17636 Use default

This provides the web-Ul for configuring, controlling and monitoring lcon-PEP.

Log HTTP(S) web-requests

Use default

Audit-log a summary of each web-request made to lcon-PEP

Enable TRACE logging

Use default

Tracing is for detailed diagnosis of particular problems.

HTTPS TLS private key, PEM format, no password

token:6WJUGOQyaxXhb3Geyu SBYWQD15WNFVsu_Bd
NExRK

For the USPF HQ you would likely give it a “Browser tab name override” of “USPF HQ Icon-PEP”
and load appropriate TLS configuration.

Click the ﬁ button after all changes have been made.
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Unit Configuration

Select “Units”.

£ Configuration

3-€ 1con-PEP

A Global options

@ Units

OAuth

There are no items to display. Get started by adding one above.
Units (0)

P Access Tokens

Click “Add...”

” Icon-PEP Conu % Configuration

2 Main M o
et Add new item

Units {0)

@ Icon-PEP unit

Label to identify unit

5’5066 server IP address

5’5066 server 515 port number

Mode of operation

Please select an option v

Modes: Tunnel mode supports all protocols in both directions by passing traffic over a GRE

tunnel toffrom an IP router. M
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3€ Icon-PEP M g = Co % Configuration

£ MainM )
# Mainiend Add new item

»

Units (0)

@ Icon-PEP unit

Label to identify unit

USS Enterprise

$'5066 server IP address

192.168.106.120

§'5066 server SIS port number

5066

Mode of operation

Direct: Use NAT and/or listeners ¥

Meodes: Tunnel mode supports all protocols in both directions by passing traffic over a GRE

twnnel to/from an IP router.

}‘ Icon-PEP oring £ Configuration A Log

p— :
S L Add new item

Units (0) a

Node address

10.50.66.1

5'5066 node address of this node
Configure UDP+ping NAT proxy

‘{ Use default

Receives remote-initiated UDP and ICMP ping wraffic and forwards to LAN.

Configure UDP listener

8 Use default

Forwards UDP connections initiated from the LAN to HF.
Configure TCP NAT proxy

8 | Use default

Receives remote-initiated TCP connections and forwards to LAN.

Configure TCP listener

Use default

Forwards TCP connections initiated from the LAN to HFE.

Continued on next page.
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3-€ i1con-PEP 8 s £ Configuration

2 Main M .
lgals Add new item

Units (0)

@“.

Forwards UDP connections initiated from the LAN to HF.

Configure TCP NAT proxy

]

Receives remote-initiated TCP connections and forwards to LAN.

Configure TCP listener
L
Forwards TCP connections initiated from the LAN to HF.

Disk cache maximum total size in kilobytes

10000

Disk cache maximum storage per stream in kilobytes

1000

Click “Add”.

For the USPF HQ the following details are different.

Label to identify unit: USPF HQ
S’5066 server IP address: 192.168.56.101
Node address: 10.50.66.0

Use default

Use default

Use default

B3 use default

‘);.3, Use default

Cancel

Evaluation Guide: Icon-PEP 3.0
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}f lcon-PEP Monitoring = trols % Configuration A Log Alers 9 w

2 Main Menu

USS Enterprise Delete...  Add another...
Units (1) a
USS Enterprise @ Icon-PEP unit
HF routes (0) Label teo identify unit Required
USS Enterprise
IP client
UDP listeners 5’5066 server IP address Required
192.168.106.120
TCP NAT proxy
TCP listener §'5066 server SIS port number Req
5066
SLEP for TCP
TLS root certs (0) Mode of operation Required
Direct: Use NAT and/or listeners v
Auth-IDs (0)
Mades: Tunnel made supports all protocols in both directions by passing traffic over a GRE
twunnel toffrom an IP router. More
- v

Mada addrace Reauired

HF Routes Configuration

We now need to add two HF Routes, one for each subnet, these will be the same on both nodes.
Select “HF Routes.

N Icon-PEP % Configuration

! MainM
ain Menu HF routes

units (1)

: ® Mappings between IP subnets and 5'5066 nodes. This must include the local node. This list would
USS Enterprise normally be identical at all the different sites, and would be synchronized across the HF network.

HF routes (0) There are no items to display. Get started by adding cne above.

Click “Add...”
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3-€ 1con-PEP

& Configuration A Log

A BT EN Add new item to HF routes

Units (1)

@ Any outgoing IP packet which matches the given subnet is sent to the
given HF node address. Similarly. incoming IP packets received from the HF
node address are expected to be from one of the subnets associated with it
(this is so that misrouted IP packets will be detected quickly). A default route
may be specified using a subnet of "default".

USS Enterprise

HF routes (0)

IP subnet, or "default”

HF node-address Required

Notes

B2 use default

Cancel

You should enter the Subnet associated with each S’5066 Node Address. The Notes section is

optional, but in the example below you could have entered USPF HQ.

3¢ 1con-PEP

% Configuration

= LLRIT AL Add new item to HF routes

units (1)

@ Any outgoing IP packet which matches the given subnet is sent to the
given HF node address. Similarly, incoming IP packets received from the HF
node address are expected to be from one of the subnets associated with it
(this is so that misrouted IP packets will be detected quickly). A default route
may be specified using a subnet of "default".

USS Enterprise

HE routes (0)

IP subnet, or "default” Required

192.168.106.0/24

HF node-address

10.50.66.1

Notes

Use default

Cancel

Click “Add...”

Evaluation Guide: Icon-PEP 3.0
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& Configuration A Log

X Main Menu

192.168.106.0/24 Delete...  Add another...
Units (1)

@ Any outgoing IP packet which matches the given subnet is sent to the
given HF node address. Similarly, incoming IP packets received from the HF
node address are expected to be from one of the subnets associated with it
HF routes (1) (this is so that misrouted IP packets will be detected quickly). A default route
may be specified using a subnet of "default".

USS Enterprise

192.168.106.0/24 .
IP subnet, or "default” Required

192.168.106.0/24

HF node-address

10.50.66.1

Notes

B2 use default

Click “Add another...” and enter the details below.

N Icon-PEP nitoring ntrols & Configuration A\ Log Alerts e v

A Main Menu

Add new item to HF routes
Units (1)

@ Any outgoing IP packet which matches the given subnet is sent to the
given HF node address. Similarly. incoming IP packets received from the HF
node address are expected to be from one of the subnets associated with it
HF routes (1) (this is so that misrouted IP packets will be detected quickly). A default route
may be specified using a subnet of "default”.

USS Enterprise

192.168.106.0/24
IP subnet, or "default” Required

192.168.56.0/24

HF node-address Required

10.50.66.0

Notes

B3 use default

Click “Add”.
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The new route will appear on the left-hand side.
You have now configured the Icon-PEP server such that any traffic it receives for either of the
Subnets will be directed to the local S'5066 server. In the case of traffic it receives over the HF

Network for the local Subnet this will be routed to the local LAN.

Now click on your “Unit” on the left-hand side, in this example USS Enterprise.

}f Icon-PEP B Monitoring B Controls @ Configuration A\ Log Alerts

2 Main Menu uss Enterprise Delete... Add another...

Units (1)

»

@ Icon-PEP unit

USS Enterprise

HF routes (2) Label to identify unit

USS Enterprise
IP client

UDP listeners §'5066 server IP address

192.168.106.120
TCP NAT proxy

TCP listener S'5066 server SIS port number

5066
SLEP for TCP

TLS root certs (0) Mode of operation

Direct: Use NAT and/or listeners ¥
Auth-1Ds (0)
Modes: Tunnel mede supports all protocels in both directions by passing traffic over a GRE

wnnel to/from an IP router,

Mada sddenee

You will note that we now have a “2” next to “HF Routes”.

Configure TCP Listeners

The next thing we need to configure is the TCP Listeners for each protocol we want to send over
HF. What you do is map the Icon-PEP IP Address to the actual IP Address on the Remote HF
Subnet. The Local Client will have the Icon-PEP IP Address as that of the remote IP Address either
by DNS or a local “hosts” file.

We will configure this for the “http” and “https” protocols. You can only configure this for one
remote Website as Icon-PEP can only map it’s IP Address to one Remote IP Address per Local Port.

Here is the relevant information for this Icon-PEP (USS Enterprise).

Client Hostname Protocol | Local IP Destination address Remote Node
headquarters.pacific-fleet.net | http 192.168.156.189 | 192.168.56.100:80 10.50.66.0
headquarters.pacific-fleet.net | https 192.168.156.189 | 192.168.56.100:443 10.50.66.0
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This is the relevant information for the USPF HQ Icon-PEP.

Client Hostname Protocol | Local IP Destination address Remote Node
enterprise.pacific-fleet.net http 192.168.56.183 192.168.156.100:80 10.50.66.1
enterprise.pacific-fleet.net https 192.168.56.183 192.168.156.100:443 10.50.66.1

For any protocol requiring TLS you will need to create a Certificate representing that Remote
Hostname and issued by a Certificate Authority accessible on the Local LAN. This considerably
reduces the traffic over HF as the TLS handshaking is done over the local LAN. You will need both
the Certificate Chain and Private key (with no password) for the TLS connection.

These are examples of the Certificates.

i.' Certificate cn=headquarters.pacific-fleet.net X

17 Certificate cn=enterprise.pacific-fleet.net X
General  Extensions

General Extensions

Subject | cn=headquarters.pacific-fleet.net ‘

Subject | cn=enterprise.pacific-fleet.net | Issuer | cn=UUSS Enterprise CA,0=USS Enterprise ‘
Issuer [ en=UsPF HQ CA 0=USPF HQ |

DNS Name | headquarters.pacific-fleet.net |

DMNS Name | enterprise.pacific-fleet.net | | www.headquarters. pacific-fleet.net |

| www.enterprise.pacific-fleet.net |

SignatureAlgorithm | SHAZ256WITHRSA

SignatureAlgerithm | SHAZ256WITHRSA

CertificateType | Version v3 (Mot a CA Certificate)

Valid from [ Thu Dec 04 03:52:48 PST 2025 |
Valid from [ Thu Dec 04 01:26:04 PST 2025 | Valid o [ Mon Dec 04 03:52:4 PST 2028 ‘
Valid te [T | Serial [1D:AzE2FE:SDeTA2FEIECE |
Serial [ 30:09:62:04.77:BB:DE2C:64:99 |

PublicKeylnfo | Algorithrm: RSA, KeySize: 3072 ‘
PublicKeylnfo [ Algorithm: RSA, KeySize: 3072 | ‘

CertificateType | Wersion v3 (Mot a CA Certificate)

We will start with the http protocol.

Click “TCP listener”.

3+€ 1con-PEP trols 43 Configuration A Log Alerts g v

2 Main Menu TCP listener

Units (1)

@ TCP listeners are set up on the local machine to which clients on the LAN
may connect. The data streams are then forwarded using the HF-optimised
SLEP protocol over HF to pre-configured remote S'5066 nodes.

USS Enterprise

TCP listener

PCAP dump folder

Listen ports (0)

If provided, TCP stream d

will be dumped to PCAP files in this folder, ane per TCP

stream.
Aux dump: HTTP/2 protocol on the LAN side

2 use default

Apart from the PCAP stream data dump abave, also uses the aux dump to record the HTTP/2
protocol on the LAN side of the H2 proxy:
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Click “Listen Ports”.

3-€ Icon-PEP £ Configuration

X Main Menu

Listen ports

Units (1)

@ Manage items
USS Enterprise

There are no items to display. Get started by adding one above.
TCP listener

Listen ports (0)

Click “Add...”, for the USS Enterprise Complete as follows.

}t Icon-PEP toring El Controls @ Configuration A Log Alerts e ~

 IRe Add new item to Listen ports

Units (1)

»

USS Enterprise @ Configuration of listen port, destination and proxying

TCP listener Lahel to identify listener

http

Listen ports (0)

Listen address

0.0.0.0 BB use default

The default is to listen on all local IP addresses. More
Listen port

80

Destination node address

10.50.66.0
Cennection will be forwarded to this 53066 node.
Connection start delay

200 @ Use default

Delay in milliseconds before making a SLEP connection, to help initial TCP data to be included

in the same transmission as the SLEP Init Request. More

..continued on next page.
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3€ icon-PEP ng = trols & Configuration

& MainM i i
i WAEmLE Add new item to Listen ports
Units (1) ’
SIS priority to use
USS Enterprise
s 2 use default
TCP listener

Enable compression

Listen ports (0)

‘ a | B3 use default

This compression setting only applies to outgoing data from the initiating side.
Quality of service level

Interactive: Web browsing s

Used wi
needs to be

Map directly to Auth-ID

Use this o
ID. More

sociate a connectio

Enable TLS proxy

B3 use default

ocal lcon-PEP to act as a TLS server and the remote lcon-PEP to act as a TLS

Destination address Required

192.168.56.100:80

If auth-ID is not used, then a destination IP address and port must be provided. More

v

Click Add.

Use the following Values for USPF HQ.

Label to identify listener: http

Listen port: 8o

Destination node address: 10.50.66.1
Destination address: 192.168.106.120:80

When you have entered this information click “Add” and you will see this.
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;—t Icon-PEP Monitoring trols & Configuration A Log Alerts 9 ~

N .
2 Main Menu http Delete... Add another...
Units (1) -
SIS priority to use

USS Enterprise

8 B3 use default

TCP listener

Enable compression

Listen ports (1)

| [ ] | 3 use default

http This compression setting only applies to cutgeing data from the initiating side.
Quality of service level

Interactive: Web browsing E

with 5’5066 Ed5 to give a hint to the 5'5066 server about how responsive the traffic

Map directly to Auth-1D

a Use default
Use this to associate a connection without dient authentication to an 5’5066 Annex X Auth-
ID. More

Enable TLS proxy

3 use default

e local lcon-PEP to act as a TLS server and the remote lcon-PEP to act as a TLS

Destination address Required

192.168.56.100:80

If auth-ID is not used, then a destination IP address and pert must be provided. More

Note the “1” next to the “listen ports”.

” Icon-PEP | Mo g Controls £ Configuration

e ;
2 Main Menu http Delete... Add another...

units (1) a

USS Enterprise @ Configuration of listen port, destination and proxying

TCP listener Label to identify listener

http
Listen ports (1)

Listen address

http

Before you Click “Add another...” make sure you have the “.pem” files, examples are shown on the
next pages.
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Click “Add another...”

Use the following Values for USS Enterprise.

Label to identify listener: https

Listen port: 443

Destination node address: 10.50.66.0
Destination address: 192.168.56.100:443

Use the following Values for USPF HQ.

Label to identify listener: https

Listen port: 443

Destination node address: 10.50.66.1
Destination address: 192.168.106.120::443

When you have entered this information click “Add” and you will see this.

You will also need to check the “Enable TLS proxy”

Enable TLS proxy

Use default

Causes the local lcon-PEP to act as a TLS server and the remote lcon-PEP to act as a TLS

client.

This will expose these Fields.

TLS server private key, PEM format, no password

g
This item is write-only; when this is submitted, it will be saved and replaced by a token.

TLS server public certificate chain, PEM format

o
This item is write-only; when this is submitted, it will be saved and replaced by a token.

Paste in your Private Key and Certificate Chain .pem files.
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TLS server private key, PEM format, no password Required
XINHVYLHEIMO435UYXL LG
GVBAEMNIrtHB+BilFykK5vAjIdraP8AYUGEIKQoppiyS
C/FelG3HPRT7DJr/uhgF
+0Zh/PLD7i9sB2k5C7VBUNQ9gD66yaS3qrullEFesrc
okSnqOXiA= )

v

P
This item is write-only; when this is submitted, it will be saved and replaced by a token,

TLS server public certificate chain, PEM format Required
WVVLEMKHCILKEA! I VARNUKIFSIUYRAXGNHLUS5WE A
+CGmMPWjlwaXB88kB/WyVmoriP7
JQUCEDINRSqe+p9ZwPqfg)BBJO/pmu/8FTgDHwNzNS
a2)UdylzgOHpzkTcBX2/4f
RaRih== )

v

i
This item is write-only; when this is submitted, it will be saved and replaced by a token.

. « ”
Click “Add”.
3€ Icon-PEP nitoring = £ Configuration A Log Alerts o v
~ o
B2 (A = https Delete..  Add another...
Units (1
i a Use default “
USS Enterprise I;i_s:a::zj:fc(;e’;'['[?.‘:2f:ream into request streams, and then encodes them into an HF-
TCP listener TLS server private key, PEM format, no password Required
. token:|A78zsiiWjaLLuF127RHGK5LQam348ZRIZpCc5G
Listen ports (2) 5
http
https 2
This item is write-only; when this is submitted, it will be saved and replaced by a token.
TLS server public certificate chain, PEM format Required
token:IKGNrAEK 1 pzNDD-
deh23307Ya9gbMhQ_bTdwQChy
This item is write-only; when this is submitced, it will be saved and replaced by a token,
Destination address Required
192.168.56.100:443
If auth-1D is not used, then a destination IP address and port must be provided. More
v

“w_»

Note you now have “Listen ports” as “2” and the Private Key and Certificate Chain have been
replaced with a “token”, this is correct behaviour.
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Add TLS root certs

3¢ Icon-PEP

A Main Menu
Units (1)
USS Enterprise
HF routes (2)
IP client
UDP listeners
TCP NAT proxy
TCP listener
SLEP for TCP

TLS root certs (0)

Auth-IDs (0)

Click “TLS root certs (0)”.

3€ 1con-PEP

2 Main Menu

units (1)

USS Enterprise

HF routes (2)

IP client

UDP listeners

TCP NAT proxy

TCP listener

SLEP for TCP

TLS root certs (0)

Select your Unit (USS Enterprise in this example).

@ Configuration A Log Aleris

USS Enterprise

Receives remote-initiated UDP and ICMP ping traffic and forwards to LAN.

Configure UDP listener

Use default
Forwards UDP connections initiated from the LAN to HF.
Configure TCP NAT proxy
Use default
Receives remote-initiated TCP connections and forwards to LAN.
Configure TCP listener
Use default
Forwards TCP connections initisted from the LAN to HF.
Disk cache maximum total size in kilobytes
10000 Use default
Disk cache maximum storage per stream in kilobytes
1000 Use default
g B « & Configuration A Log Alerts

TLS root certs

Delete...

|Isode

Add another...

4

@ On the responder side, these are additional root certificates for proxy TLS clients to trust when

validating the certificate provided by a TLS server.

There are no items to display. Get started by adding cne above.
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Here you need to add the CA Certificate that issued the Certificate of the Website on your local
LAN, in our example (USS Enterprise) this is the enterprise.pacific-fleet.net CA and on the USPF
HQ the headquarters.pacific-fleet.net CA.

Click “Add...”
}( Icon-PEP ng £ Configuration A 9 v
A Main Menu .
Add new item to TLS root certs
units (1)
USS Enterprise (© Additional root certificate
TLS root certs (0) Label to identify certificate
Root public certificate, PEM format R
A
Any TLS contacted by a proxy TLS dient connection that presents a certificate derived
from thi will be trusted.
Cancel
Give it a Label e.g. “USS Enterprise CA” and paste in the .pem of that Certificate.
}t Icon-PEP toring 5 2 Configuration 9 ~

B3 (U Add new item to TLS root certs

Units {1)

@ Additional root certificate

USS Enterprise

Label to identify certificate equired

USS Enterprise CA

Root public certificate, PEM format equired

g j A
+CGmMPWjlwax88kB)WyVmOriP7
JQVCEDINRSqe+p9ZwPqfg|BBJO/pmy/8FTgDHwWNzZhS
a2|UdylzgOHpzkTcBX2/4f
RkzRfA==
CARARAA .

v

Any TLS contacted by a proxy TLS client connection that presents a certificate derived

from thi will be trusted. More

Click “Add”.
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€ 1con-PEP

X Main Menu

Units (1)

USS Enterprise

TLS root certs (1)

USS Enterprise CA

tor; s @ Configuration A Log Alerts

USS Enterprise CA Delete...

@ Additional root certificate

Label to identify certificate equired

USS Enterprise CA

Root public certificate, PEM format equired

-—BEGIN CERTIFICATE—— 0
MIEIDCCAGIBAWIBAZIKXFIWIS/nnAfhwDANBgkghki
GIWOBAQSFADAIMRMWEQYD
VQQKEwpleXBlenNvbmljMRYWFAYDVQQDEW 1 leXBl
cnNvbmIjIENBMBAXDTIZMDcx
NTAZNTgYOFOXDTM2ZMDCXNTAZNTEyOFOWLTETME y

er contacted by a proxy TLS client connection that presents a certificate derived

v

Any TLS

from this root will be trusted. More

Add another...
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Testing

First check that both your S5066 servers are showing the IP Client and HF PEP connected as below.

USPF HFGW (10.50.66.0) ] o

Configure node

68 Icon-5066

B8 Dashboard

Current status @ @ Previous receive (Rx) Previous transmit (Tx)
Modem @
e
© oauth UsPrHQ searcning
Redlo
@ ALE v

Recent activity (105)

Idle senn © norecorseatime © Norecorsedtime

Peers
SAPs
HEPEP AP 1D 13) ®  rcinsens
USS Enterprise (10.50.66.1) . e
&8 Icon-5066 Configure node B
Uss Emerprise 105
8 Dashboard =
o
Current status = @ Previous receive (Rx) Previous transmit (Tx)

2 Managed Modems

P s
@ xs0
© oauth v

© A

ecent activity (105)

Idle tstenne o© . O]

Peers

SAPs

HF PEP (SAP 1D 13) (o] 1P Client (SAP ID 9)

Now look at the Monitoring on your Icon-PEP servers.
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3€ 1con-PEP Monitoring

TCP Connections TCP Connections Download Logs Pause

DNS Queries

This display shows Active and recently closed TCP Connections
GRE Tunnel

Summary
IP Client

Open Connections: 0

. Recently Closed Connections: 0
Logging

QOverview

TAK

Initially there should be nothing showing for the TCP Connections on either, the “Overview” should
show this.

3€ icon-PEP Manitoring E¥ Controls & Configuration A Log Alerts [ =

TCP Connections Overview Reset Download Logs Pause

DNS Queries

This diagram gives an overview of all the components of an Icon-PEP setup. Any data being passed through a component will highlight the
corresponding arrow icon in green. The arrows indicate the direction of data flow, either towards the LAN or the Icon-5066 server. This may
be used to check correct operation of a configuration.

GRE Tunnel

IP Client
GRE 1P Client

0 o o]
ubP D uwoe ©

-
o

Logging

Overview

r o

-

. -

O tcrustener © §

We are now going to browse from the USS Enterprise to the USPF HQ using the URL
https://headquarters.pacific-fleet.net .

v () NewTab x o+ = X
X (@ headquarters.pacific-fleet.net b e @ :

. s
Gmail Images  :12
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The USS Enterprise Icon-5066 Server will “Initiate” a connection.

USS Enterprise (10.50.66.1) B
68 Icon-5066 - Configure node L
B2 Dpashboard N
Current status [~ N} Previous receive (Rx) Previous transmit (Tx)
Madem . . .
& x50 KHz 4 .
© onh . “ .
© ne PO [ ——
o/ 0%
0% Termsmiting @ 5075112226 08117202 ©
Peers
usprg 5
™
SAPs
HE PER (SAP 1D 13) 1P Cllent (sAP D)
. “« ”
The USPF HQ Icon-5066 Server will “Respond”.
USPF HFGW (10.50.66.0) B y
68 Icon-5066 7 ) Configure node
B8 Dashboard
Current status [~ ] Previous receive (Rx) Previous transmit (T)
P s
Modem . . .
o xeo Sa00oes medum p medum
ne .
© onuth o St
e Radio .
Devicehealth  Recent acavy (105
o
0%
19% fomming. @ sorsasos o ©
Peers
enteRprisE C
e ARQ window
cas-1nk
SAPs

1P Client (SAP 1D 9)

HE PEP (SAP ID 13)

(o)
(D)
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Here are the “Monitoring” Views

3 Icon-PEP B Monitoring

TCP Connections Overview Download Logs Pause

DNS Queries

This diagram gives an overview of all the components of an Icon-PEP setup. Any data being passed through a component will highlight the
corresponding arrow icon in green. The arrows indicate the direction of data flow, either towards the LAN or the Icon-5066 server. This may
be used to check correct operation of a configuration.

GRE Tunnel

IP Client

GRE IP Client
Logging
O icme I

Overview

© cmenar ©

© uoernar ©

3€ Icon-PEP ] Monitoring

TCP Connections TCP Connections Download Logs Pause

DNS Queries

Summary

GRE Tunnel

Open Connections: 2

Recently Closed Connections: 0
IP Client

Logging Page 1 of

Overview TCP Connection #37 More Info

Opened: 14:32:45 Buffer:
Duration: 02:07 TCP:

Role: Initiator Stream:

LAN address: 192.168.106.120:56911 Compression:
HF address:  192.168.56.100:443 Compressed:

SLEP:

TCP Connection #36 More Info

Opened: 14:32:45 Buffer:
Duration: 02:07 TCP:

Role: Initiator Stream:

LAN address: 192.168.106.120:56810  Compression:
HF address:  192.168.56.100:443 Compressed:

SLEP:

Type Method  Hostname/Path Code Size
HttpRequest GET headguarters.pacific-fleet.ne.. 200 18,470

HttpRequest  GET headguarters.pacific-fleet.net 200 2,007
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This is the page now displayed.

v @ UsSPFHQ x  + = X
€« = C 2% headguarters.pacific-fleet.net e ®

You have reached the Website for The US Pacific Fleet Headquarters
Located in Pearl Harbor, Hawaii

The world’s largest fleet command, the U.S. Pacific Fleet encompasses 100 million square miles, nearly half the Earth’s surface, from Antarctica to the
Arctic circle and from the West Coast of the United States into the Indian Ocean. The U.S. Pacific Fleet consists of approximately 200 ships, 1,500 aircraft,
and 150,000 military and civilian personnel Admiral Stephen T. "Web" Koehler is the current commander, U.S. Pacific Fleet. He is the 38th commander
since the fleet’s Pearl Harbor headquarters was established in February 1941 Past commanders of the Pacific Fleet include such naval giants as Fleet
Admiral Chester Nimitz and Admiral Raymond Spruance The Navy’s history in the Pacific actually spans more than a century and a half Through the years,
the Pacific Fleet commander’s vision, mission and guiding principles have evolved as its challenges have changed. But many Navy customs and traditions
have continued over the years, making the Navy unique among the services. Under the current organization and command structure, the US_ Pacific Fleet
staff reports administratively to the Chief of Naval Operations and operationally to the U S_ Indo-Pacific Command, whose headquarters are at nearby Camp
HM. Smith. Commands that fall directly under the Pacific Fleet include “type” commands for surface ships, submarines and aircraft as well as Navy
construction Operational commands that report directly to the U_S_ Pacific Fleet include U_S. 3rd Fleet in the Eastern Pacific and U.S. 7th Fleet in the
Western Pacific and Indian Ocean_

Icon-5066 also shows the data transferred.

SAPs

HF PEP (SAP ID 13) e IP Client (SAP ID 9) e

State: Connected State: Connected
Received: 19.84 KiB Received:
Transmitted: 1.15 KiB Transmitted:
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}{ Icon-PEP Monitoring o gu A LogAle e o
TCP Connections TCP Connections Download Logs Pause
DNS Queries

a
Summary
GRE Tunnel
Open Connections: 2
IP Client Recently Closed Connections: 0
Logging age 1 of 1
Overview TCP Connection #25 More Info ouT IN
Opened: 14:41:58 Buffer:
Duration: 00:26 TCP: t] o]
Role: Initiator Stream: 4
LAN address:  192.168.106.120:56971 Compression: -28.6%
HF address:  192.168.56.100:80 Compressed: 18
SLEP: 29
TCP Connection #24 More Info out IN
Opened: 14:41:58 Buffer:
Duration: 00:26 TCP: 457 o
Role: Initiator Stream: 47
LAN address:  192.168.106.120:56970 Compression: 26.5%
HF address:  192.168.56.100:20 Compressed: 345
SLEP: 357
Type Method  Hostname/Path Code  Size
HttpRequest ~ GET headquarters.pacific-fleet. net/
v

Note we are now on Port 8o not Port 443.

You will notice in the above screenshot on the left panel the word “TAK”. This is because Icon-PEP
can support TAK (https://www.civtak.org/community-tak-server/) Server Federation over HF. If you
are interested in this please contact Isode Support isode.support@isode.com detailing what you
would like to achieve
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Other Evaluations

This guide is one two relating to Isode’s HF Products, the other guide is:
e Icon-5066

Information on all of this evaluation can be found at https://www.isode.com/evaluations/.
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Whitepapers

Isode regularly publishes whitepapers on technical and market topics related to its products. A
full list of these can be found at www.isode.com/whitepapers/.
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Copyright

The Isode Logo and Isode are trade and service marks of Isode Limited.

All products and services mentioned in this document are identified by the trademarks or service
marks of their respective companies or organizations, and Isode Limited disclaims any
responsibility for specifying which marks are owned by which companies or organizations.

Isode software is © copyright Isode Limited 2002-2026, All rights reserved.

Isode software is a compilation of software of which Isode Limited is either the copyright holder
or licensee. Acquisition and use of this software and related materials for any purpose requires a
written licence agreement from Isode Limited, or a written licence from an organization licensed
by Isode Limited to grant such a licence.

This manual is © copyright Isode Limited 2026.
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