Isode

M-Link Edge R19.4V6 Evaluation Guide

Installing and configuring R19.4V6 of M-Link Edge, Isode’s XMPP Gateway Server.
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Introduction

This guide demonstrates how to get up and running with M-Link Edge Ri19.4V6.

Objectives

By the end of this evaluation you will have:
e Installed M-Link Edge Ri9.4V6
e Requested a Product Activation Key (PAK)
e Receive and Installed the PAK.

e Connected to two External XMPP Servers.

Using Isode Support

You will be given access to Isode support resources when carrying out your evaluation. Any
queries you have during your evaluation should be sent to support@isode.com. Please note that
access to the Self-Service Portal for web-based ticket submission and tracking is not available to
evaluators.
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Preparation

You should visit www.isode.com/products/supported-platforms.html to discover which operating
systems are supported for Isode evaluations. In addition to the server platforms listed, we support
the use of Isode server products on Windows 10 for simple evaluations and demonstrations.

Isode supports the use of the latest versions of Google Chrome, Mozilla Firefox and Microsoft
Edge browsers with the M-Link Edge Web GUI. Internet Explorer is not supported.

External Dependencies

You will need a supported Browser installed on the Server and set as the default browser. In this
guide we will use Chrome.

Product Download

Product downloads are held in a password-protected section of the Isode website. If you have not
already done so you should apply for a username/password by filling in the form located at
www.isode.com/evaluate/evalrequest.html.

M-Link Edge can be downloaded from the URLs below.

Windows: https://www.isode.com/evaluation/windows/Isode%20M-Link-19.4v6.msi
Linux: https://www.isode.com/evaluation/rhel/mlink-19.4v6.rpm
Debian: https://www.isode.com/evaluation/debian/mlink-19.4v6.deb

Product Activation Key

M-Link Edge requires a valid Product Activation Key from Isode before it will run correctly. Keys
are issued by Isode Customer Services. You will be show in this guide how to copy and send the
Product Activation Key request to support@isode.com.

External XMPP Server Details

This guide assumes that you already have access to an external XMPP server and an XMPP Guard,
which this installation will interact with.
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Installing M-Link

Linux

Run the following commands.

i

root@mlel92-mt:/tmp - o x

File Edit View Search Terminal Help

[root@mlel92-mt tmp]# rpm -i mlink-19.4v6.rpm

Created symlink from /etc/systemd/system/multi-user.target.wants/mlink.service t
o /etc/systemd/system/mlink.service.

[root@mlel92-mt tmp]# service mlink start

Redirecting to /bin/systemctl start mlink.service

[root@mle192-mt tmpl# |

Figure 1: Installing M-Link R19.4V6 Step 1 (Linux)

Then jump to the browser screen of the Windows Install (on Page 8) and point your browser at

https://localhost:5221 .
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Windows

Double-click the .msi file that you downloaded earlier and follow the instructions for a fresh
install. Click “Next”

"M Isode M-Link 19.4v6 Setup = X

Welcome to the Isode M-Link 19.4v6
Setup Wizard

The Setup Wizard will install Isode M-Link 19.4v6 on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Back Next Cancel

Figure 1a: Installing M-Link R19.4V6 Step 1

Click “Next”.
M Isode M-Link 19.4v6 Setup = X
End-User License Agreement
Please read the following license agreement carefully @
License Agreements A

All Isode Software is subject to a license agreement. Be sure to read
and agree to the license BEFORE you use the software

Isode Software License (Direct Use)

BY CLICKING THE ACCEPTANCE BUTTON OR INSTALLING THE
SOFTWARE, YOU ARE

CONSENTING TO BE BOUND BY AND ARE BECOMING A PARTY TO
THIS AGREEMENT v

[[]1 accept the terms in the License Agreement

Print Back Next Cancel

Figure 2: Installing M-Link R19.4V6 Step 2

”

Check the checkbox to accept the terms of the license and click “Next”.
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"M Isode M-Link 19.4v6 Setup — X
Destination Folder
Click Next to install to the default folder or click Change to choose another. @

Install Isode M-Link 19.4v6 to:

C:\Program Files\Isode M-Link\

Change...

Back Next Cancel

Figure 3: Installing M-Link R19.4V6 Step 3

Click “Next”.
"M Isode M-Link 19.4v6 Setup - X
Ready to install Isode M-Link 19.4v6 @

Click Tnstall to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back Install Cancel

Figure 4: Installing M-Link R19.4V6 Step 4

Click “Install”.
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"M Isode M-Link 19.4v6 Setup = X

Completed the Isode M-Link 19.4v6 Setup
Wizard

Click the Finish button to exit the Setup Wizard.

& Launch M-Link Administrative Interface to configure M-Link

Back Cancel

Figure 5: Installing M-Link R19.4V6 Step 5
Click “Finish” and the following Browser window opens.
@ Privacy error x  + o - x
C A Notsecure | localhost:5221 r s

A

Your connection is not private

Attackers might be trying to steal your information from localhost (for example,
passwords, messages or credit Cd\dS)‘ Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

[ o

Figure 6: Initial M-Link R19.4V6 Configuration Step 1

Click “Advanced”.
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@ Privacy error X +

C A Notsecure | localhost5221

A

Your connection is not private

Attackers might be trying to steal your information from localhost (for example,
passwords, messages or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

This server could not prove that it is localhost; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Proceed to localhost

Figure 7: Initial M-Link Ri19.4V6 Configuration Step 2

Click “Proceed to localhost (unsafe)”.

!
[ M-Link web Cansole x [

O A Notsecure | https;//localhost5221

Register initial administrator user

These initial administrator credentials will be used to login to the
administration interface, for initial configuration of the server

Login

Password

T0r Pasoword [0 Character resucuon:

Cancel

Figure 8: Initial M-Link R19.4V6 Configuration Step 3

Enter an Administrator Login Name of your choice and set a Password.

—
# &
- o
* @ @
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[) M-Link web Console X [ = g X

O A Notsecure | hitpsy/localhost:5221 % = @ @

Register initial administrator user

These initial administrator credentials will be used to t
administration interface, for initial tion of the server

Login

admin

Administrator login (letters, numbers and symbols other than * ' & ; < > @

Password

Figure 9: Initial M-Link R19.4V6 Configuration Step 4

Click “Submit”.
@ W-Link x  + o - X
C A Notsecure | localhost:5221/login?redirect=%2F w A

Username: Required

Password: Req

Figure 10: Initial M-Link R19.4V6 Configuration Step 5

Enter the Administrator Login Name and Password you created previously.
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@ W-Link X  + [~] - x

C A Notsecure | localhost:5221/login?redirect=%2F T A

Username:

Admin

Password:

Figure 11: Initial M-Link R19.4V6 Configuration Step 6

Click “Login” and the following screen appears.

@ M-Link x + © _ %

C A Notsecure | localhost:5221 ¥ A

Product Activation

This product is not activated.
s [flsode has sent you an Activation Key, you may enter it now.

* If not, or you require different features, please request one.

Request Activation Key Enter Activation Key

Figure 12: Initial M-Link R19.4V6 Configuration Step 7

Click “Request Activation Key”.
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@ M-Link ® + ° _ %

c A Not secure \ localhost:5221 hd -

Product Activation

Please provide a reference identifying this server, which will be displayed as part of the
product activation information.

Reference:

Figure 13: Initial M-Link R19.4V6 Configuration Step 8
Enter a reference for the Server.

@ M-Link x 4+ [~ - x

c A Not secure | localhost:5221 hg -

Product Activation

Please provide a reference identifying this server, which will be displayed as part of the
product activation information.

Reference:

Evaluation Guide

| Generate Activation Request |

Figure 14: Initial M-Link R19.4V6 Configuration Step 9

Click “Generate Activation Request”.
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@ M-link x 4 o - 52

C A Notsecure | localhost:5221 oA i

Product Activation

Please send the following Activation Request code to the Isode Product Activation Service
support@isode.com, explaining your requirements for this server.

ZmyhdHVyZTeiTS1MaW5rIiBjdXNeb211ei1yZWYITkV2YWx1YXRpb24gR3VpZGUiIGhve3RpZDBiVVY
JRDs4YWF10WTiMzhjODUxNjM1ZTMZNMEZM2R JMGN1ZDU2YmFmNZUANZASNThIMTFINjhkZTA40DEBNT
hhMzg3Y2F10GMANZE4YTgzNII2NEwNZAYZDZMNDNING k4MjU2NzAZYTd10GZ1 ZmUy ZGMy ZGMyMjMkN
JcwWZGI4NGVhZmU4YiI=

Figure 15: Initial M-Link R19.4V6 Configuration Step 10

Use the “Copy” button (bottom left) to copy this “Activation Request” and then email it to
support@isode.com .

@ M-Link X + o — b4

C A Notsecure | localhost:5221 T A

Product Activation

Please send the following Activation Request code to the Isode Product Activation Service
support@isode.com, explaining your requirements for this server.

ZmyhdHVyZT@iTS1MaW5rI11B3dXNab211ci1yZWYITkV2YWx1YXRpb24gR3VPZGUITGhve3RpZDBIVVY
JRDs4YWF10WTiMzhjODUxNM1ZTMzNmEZM2R JMGNI ZDU2YmFmNZU4NZASNThIMTF INjhkZTA40DEGNT

hhMzg3Y2F10GMANZE4YTgzNI 12N EwNZAYZDZMNDNING k4MjUZNzAZ Y Td10GZ1 ZmUy ZGHy ZGMyMiNkN
JCWZGL4ANGVhImU4Yil=

Figure 16: Initial M-Link R19.4V6 Configuration Step 11

Click “Back”
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@ M-Link x o+ o - X

C A Notsecure | localhost:5221 g -

Product Activation

This product is not activated.
+ If Isode has sent you an Activation Key, you may enter it now.

s [f not, or you require different features, please request one.

Request Activation Key Enter Activation Key

Figure 17: Initial M-Link R19.4V6 Configuration Step 12

You will receive the “Product Activation Key” from Isode Support and you should then Click “Enter
Activation Key”.

@ M-Link X  + Q

C A Notsecure | localhost:5221 w A

Product Activation

Please input the Activation Key provided by the Isode Product Activation Service.

Figure 18: Initial M-Link R19.4V6 Configuration Step 13

Paste the “Product Activation Key” in the space provided.
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@ M-Link x 4+ © _ %

C A Notsecure | localhost:5221 oA

Product Activation

Please input the Activation Key provided by the Isode Product Activation Service,

WZIYXR1 cnUgimdjeHAIl GNvdWS0cmllcz0ivWSpd GVKIEtp
bmdkb20iIGN1C3RVbWVYLX|IZi0ITS 1 MaWsrlEVKZ2 UgUJES
LjlgQ2hl¥2silGN1 c3RVDWYYLWShbWUSIKT hemsgvGitymy
YhGFrZSIKe2Inbj0iTUVVQOICOGhISHEDaVEYYIp1dUZQZ3
U2ckRICFINZkgxSCORAEXNOHNBOHM3WWHVQWIFQTY1S
EIKMKIWYkd YNKpzY0 1IMTC3YNNSYUZXbmZZZHBMTESm
SEPOSXNFCcXcalgod]

Figure 19: Initial M-Link R19.4V6 Configuration Step 14

Click “Activate”, and the following screen should appear.

[ M-Link Edge x [+ -

O A Notsecure | hitps//localhost:5221/config % o= @ 8

sss M-Link Edge © Configuration

Global Options

@ Server configuration

Customise Ports

2 use default

Links (0) N
Allow the customisation of listening parts for the various services.
nfiguration Use HTTPS for Administration Interface
“tion a 2 use default
uration
When enabled, the Administration Interface will be exposed over HTTPS. More.

This is being used as the default in the following places:
= /Use Secure Cookie Flag
= /Use HTTPS for BOSH

Use Secure Cookie Flag

2 use default

When enabled, the login cookie can only be sent over HTTPS connections. Mare

TLS Kev Pair for Administration Interface
Figure 20: Initial M-Link R19.4V6 Configuration Complete

Your server is now ready for further configuration.
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Configuring M-Link Edge
There are a number of configuration options and the intention of this guide is to give you an overview of the
most used ones. The options detailed below will be configured in this guide.

1. TLS Configuration (Only shown if you have a TLS Product Activation Key)

2. GCXP Link Configuration - for use with Isode M-Guard

3. X2X Link Configuration - for use with some 3'd Party Guards

4. Peer Configuration

TLS Configuration
Before you start this you will need the following.

e A Certificate Chain file in PEM format containing your Server Certificate, CA Certificate and any
Intermediate CA Certificates.

e A Private Key file in PEM format (you must know the passphrase for the Private Key).

e Asa Minimum the Certificate Subject should be the hostname of the server, e.g. cn=hostname and
have a Subject Alternative Name of DNS Name=Hostname.

e  Theissuing CA Certificate should either be either a Globally Trusted Root CA or in the Trusted
Root CA Store.
From the “Home” - Global Options screen

[ M-Link Edge x |+ = [l x

&« O A Mot secure | htps//localhost:5221/config/tlsConfig W% = @ 2

]
o]
<

== M-Link Edge & Configuration

Q i

TLS Configuration

@ TLS configuration.
# Global options e

Default TLS Idnn[ily
& Peer Controls (1)

Edit

Links (0)
wair used when other key pairs have not been configurec

TLS Configuration Minimum TLS level supported

B Logging Configuration TLS Version 1.2 3 Use default

ets the mir
LDAP Configurations (0)
Cipher Suites

& Stores
andard OpenssL cipher suite string
Ignare System Trust Anchors

Use default

Figure 21: TLS Configuration Step 1

Click TLS Configuration.
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[ M-Link Edge x == = o

& O A Notsecure | https;//localhost:5221/config/tlsConfig % @

s+s M-Link Edge £ Configuration

TLS Configuration

@ TLS configuration.

Global options

s Peer Controls (1) Default TLS Identity
Links (0)
Default public/private key pair used when other key pairs have not been configured

TLS Configuration Minimum TLS level supported

Logging Configuration TLS Version 1.2 ¢+ [ usedefault

ets the minimum TLS version supported
LDAP Configurations (0)
Cipher Suites

Stores
Standard OpenSSL cipher suite string.

Ignore System Trust Anchors

3 use default

Figure 22: TLS Configuration Step 2

Select “Edit” next to “Default TLS Identity”.

Default TLS Identity Selection

Default TLS Identity

Select...

Default public/private key pair used when other key pairs have not been configured.

Add new Clear value

Cancel

Figure 23: TLS Configuration Step 3

Click “Add new”.
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Upload File(s)

Identity or Certificate Chain
Either a complete identity (private key and certificat... More...

Choose afile...

Private Key
The private key in PEM format, if a complete identity... More...

Choose a file...

Passphrase
The passphrase with which the identity or private ke... More...

Key Chain Name
Provide a name which identifies this Key Chain

Figure 24: TLS Configuration Step 4

Cancel

|Isode

Use the “Choose a file...” buttons to load the Certificate chain and Private Key, enter the Private Key Passphrase and
Provide and “Name” of your choice for the “Identity”.

Upload File(s)

Identity or Certificate Chain
Either a complete identity (private key and certificat... More...

cn_R19EDGE1_chain.pem

Private Key
The private key in PEM format, if a complete identity... More...

cn_R19EDGET_key.pem

Passphrase
The passphrase with which the identity or private ke... More...

Key Chain Name
Provide a name which identifies this Key Chain

Choose afile...

Choose afile...

‘ M-Link Edge Evaluation

=

Figure 25: TLS Configuration Step 5

Click “Upload”.

Cancel

Evaluation Guide: M-Link Edge R19.4V6
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Default TLS Identity Selection

Default TLS Identity

M-Link Edge Evaluation

Default public/private key pair used when other key pairs have not been configured.

Add new Clear value

Figure 26: TLS Configuration Step 6

Click “Confirm”.
[ M-Link Edge x |+ = x
< O A Not secure | https)//localhost:5221/config/tisConfig ¥ = @ 2
e+ M-Link Edge & Configuration = a v

TLS Configuration

. @ TLS configuration.
Global options -

., Default TLS Identity
* Peer Controls (1)

M-Link Edge Evaluatior Edit
Links (0)

pairs have not been configured

TLS Configuration

Minimum TLS level supported

Logging Configuration TLS Version 1.2 + [0 use default
Sets the minimum TLS version supported.

LDAP Configurations (0)

Cipher Suites

Ignore System Trust Anchors

3 use default

Figure 27: TLS Configuration Step 7

Scroll down to the bottom of the screen.
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< O

M-Link Edge

This is

Glabal options

Default Trust Anchors
Peer Controls (1)

Links (0)
Default trust anchors which can be used by all domains
TLS Configuration
Child Service TLS
§ Logging Configuration
Controls whether TLS is used for Child Service cannections.

LDAP Configur
Child Service TLS IdEM[iKy

Stores

HTTPS Identity Edit

Access Tokens Public/Private Key Pair used for Child Service connections.

Figure 28: TLS Configuration Step 8

Click “Submit”.

[ M-Link Edge x |5
M-Link Edge
< O A Notseo ttps://localhos /config/tisConfig

+e+ M-Link Edge & Configuration

TLS Configuration

This is
Global options « /Peer Controls/default/ignor

Default Trust Anchors
Peer Controls (1)

Default tru:

Child Service TLS

ging Configuration

LDAP Configurations (0)
Child Service TLS IdEM[iKy

& Stores
HTTPS Identity Edit

P Access Tokens [

Figure 29: TLS Configuration Step 9

Click “Global options”, the following screen is displayed.

Use default

Cancel

Use default

Cancel

x
L4
-
a8 v
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) M-Link Edge x | = a X

& O & https://r19edge1:5221/c

@

s+ M-Link Edge @ Configuration

Global Options

® Server configuratiol
options

Customise Ports
2 Peer Controls (4)

Use default
e customisation of listening port e !
Use HTTPS for Administration Interface
Use default
N Interfac exposed over HTTPS
1 as the default in the following places
Use default
Vhe: nak the lof ki N e it HTTPS connectior
TLS Key Pair for Administration Interface
Edit
Tk ssed when serving the Administration Interface over HTTP
Figure 30: TLS Configuration Step 10
) M-Link Edge x | = a X
« O & httpsy//r19edgel:s = @ 8
®e+ M-Link Edge £ Configuration = g
Q .
2 Global Options
Server configuratiol
# Global options @ ser e
Customise Ports
2 Peer Controls (4)
Use default
e customisation of listening port e !
TLS Configuration Use HTTPS for Administration Interface
Logging Configuration Use default
When enabled, the Administration Interfac exposed over HTTPS

1 as the default in the following places

LDAP Configu

P Access Tokens

Edit

Figure 31: TLS Configuration Step 11

Click “Edit” on the “TLS Key Pair for Administrative HTTPS Interface”.
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TLS Key Pair for Administration Interface Selection

TLS Key Pair for Administration Interface
HTTPS Identity Use default

This is used when serving the Administration Interface over HTTPS.

Add new Clear value

Cancel

[ r

Figure 32: TLS Configuration Step 12

TLS Key Pair for Administration Interface Selection

TLS Key Pair for Administration Interface

HTTPS Identity Use default

This is used when serving the Administration Interface over HTTPS.

Add new Clear value

Cancel

[N >

Figure 33: TLS Configuration Step 13

Select the “Dropdown”.

TLS Key Pair for Administration Interface Selection

TLS Key Pair for Administration Interface

[ HTTPS Identity v ] Use default
HTTPS Identity
M-Link Edge Evaluation Clear value

Cancel

Figure 34: TLS Configuration Step 14

Select the Identity you just loaded.
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TLS Key Pair for Administrative HTTPS Interface Selection

TLS Key Pair for Administrative HTTPS Interface

| M-Link Edge Evaluation e Use default

This is used when serving the administrative interface over HTTPS.

Add new Clear value

Figure 35: TLS Configuration Step 15

Click “Confirm”.
[ M-Link Edge x |+ = X
&« O B https/r19edge1:5221/config/ bt = a $
ses M-Link Edge @ Configuration = a -
2 Global Options
Customise Ports 3

# Global options B3 use default

Allow the customisation of listening ports for the va

38 Peer Controls (4)
Use HTTPS for Administration Interface

& Links(2) (] 2 use default

When enabled, the Administration Interface will be exp

& TLS Configuration

This Is being . default in the follo
e C Flag

or BOSH

8 Logging Configuration = /Use

Use Secure Cookie Flag

£ LDAP Configur

a B use default
& Stores
When enabled, the login cockie can only be sent over HTTPS connections.
# Access Tokens TLS Key Pair for Administration Interface
M-Link Edge Evaluation Edit

This is being

« /Archiving Config

Figure 36: TLS Configuration Step 16

Scroll down to the bottom of the screen.
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[) M-Link Edge (n] x
& O A Not secure | ktps://localhost:5221/config/ & b= -
s M-Link Edge @ Configuration =] a -
el Global Options
B use default
FERICETE Enable security labelling configuratior
 Peer Controls (1) Use Statsd
Links (0) B use default
Export Statistics over the statsd prot
TLS Configuration
Application Title Override
Logging Configuration
R T Custom windowrtab tile for display in a browser, if not empty
Enable Icon-Topo Support
Stores
£ use default
-Link will support configuration of its routing b Topo
Cancel
Figure 37: TLS Configuration Step 17
Click “Submit”, the following screen is displayed — this is normal.
@ M-Link Edge X + [~] = *
<« C A Notsecure | localhost:5221 w

® ®® M-Link Edge

Loading...

Global Options

Figure 38: TLS Configuration Step 18

Now point your browser at https://hostname:5221 .

About

Error

Failed to fetch
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https://hostname:5221/

[ M-Link Edge xS

&« O & https/r19edge1:5221/config

M-Link Edge

Username:

Password:

Figure 39: TLS Configuration Step 19

Enter the “Admin” Username and Password you previously configured.

[ M-Link Edge x B

< O A httpsy//r19edge1:5221/config

M-Link Edge

Username:

admin

Password:

Figure 40: TLS Configuration Step 20

Click “Login”.

= (=] X
* @ 8
= (s} X
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[ M-Link Edge x [+
&« O & httpsy//ri9edget:5221/config

ss+s M-Link Edge & Configuration

Q

Global Options

Global options

 Peer Controls (1)

Links (0) fault in the follo

TLS Configuration

g Configuration

LDAP Configurations (0) When enabled, the login cookie can only be sent over HTTPS connactions

) TLS Key Pair for Administration Interface
Stores

M:-Link Edge Evaluation

Figure 41: TLS Configuration Complete

B use default

B use default

Your TLS configuration is now complete and you can proceed to configuring other options.
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Configuring a GCXP Link

A GCXP Link is typically used for connecting to Isode’s M-Guard product but is a published standard so
could be used by other vendors. M-Guard requires a TLS connection so M-Link Edge will need to import the
M-Guard Certificate Chain (CA Certificate and Server Certificate) in PEM format before configuring the
Link. These steps will be the same for any Link that requires TLS.

[ M-Link Edge x == - X

&« O & https//r19edge1:5221/canfig Y= @ &

*es M-Link Edge © Configuration @ e (2

e e Global Options

Global options Use HTTPS for Administration Interface
Use default
Peer Controls (1) !
Wher n Interface will
Links (0) nis ault in the following places:
. ) re Cookie Flag
+ /Use HTTPS for BOSH
TLS Configuration
Use Secure Cookie Flag
g Configuration
Use default
LDAP Configurations (0) fren enabl; in cookie can only be sent over HTTPS connecti
TLS Key Pair for Administration Interface
M-Link Edge Evaluation Edit

Figure 42: Adding M-Guard Certificate Chain in PEM format Step 1.

Click “Stores”.
[} M-Link Edge " 4 = ®
Link Edge
<« O & httpsi//r19edge:5221/config/stores o= @8 2
+ss M-Link Edge © Configuration B Monito e -

Q Stores

2 Main Menu

a st Certificate Chain Store — Key Pair Store —+ SIO Clearance Catalog Store —
ores

Certificate Chain Store
510 Label Catalog Store — 510 Policy Store — Stanza Transformations Store —+

Key Pair Store

SIO Clearance Catalog S...

SIO Label Catalog Store

SIO Policy Store

Stanza Transformations...

Figure 43: Adding M-Guard Certificate Chain in PEM format Step 2.

Click “Certificate Chain Store”.

Evaluation Guide: M-Link Edge R19.4V6 Page 27 of 56



|Isode

[ M-Link Edge x |+
& O https://r19edge1:5221/config/stores/"

ss M-Link Edge @ Configuration S v " (=%

62Fapi%2Fstoresd2Fcertificate_chains P Y= $

Q Certificate Chain Store

& Main Menu

& Stores @ Stores certificate chains

Certificate Chain Store There are no items to display.

Figure 44: Adding M-Guard Certificate Chain in PEM format Step 3.

Click “Add item”.

Upload File(s)

Certificate Chain
The certificate chain in PEM format

Choose afile...

Certificate Chain Name
Provide a name which identifies this Certificate Chain

Cancel

Figure 45: Adding M-Guard Certificate Chain in PEM format Step 4.

Click “Choose a file...”, then select the PEM file containing the Certificate Chain from the File Explorer.
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Upload File(s)

|Isode

Certificate Chain
The certificate chain in PEM format

M-Guard-Chain.pem Choose a file...

Name
Provide a name to identify the file

M-Guard

=

[

Cancel

Figure 46: Adding M-Guard Certificate Chain in PEM format Step 5.

Enter a “Friendly Name for the Certificate and Click “Upload”.

[ M-Link Edge
M-Link Edge

< O B https;//r19edge:5221/config/stores/%2Fapi%2Fstores%2Fcertificate_chains

se+s M-Link Edge R Configuration =

Q Certificate Chain Store

& Main Menu

Stores certificate chains
& Stores @
Certificate Chain Store Name *
M-Guard

M-Guard

Figure 47: Adding M-Guard Certificate Chain in PEM format Step 6.

To check the details of the Certificate, Click “Details”.

- [} X
= @ &
o -

Upload Date Actions

3/19/2025, 9:42:58 AM
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[ M-Link Edge x [BE - 0o
< O A httpsy//r19edge1:5221/config/stores/%2Fapi%2Fstoresdb2Fcertificate_chains/ed562f5f-2dd6-4624-834 = @ 2
ess M-Link Edge & Configuration = B' ~

Q

M-Guard

A Main Menu

& Stores @ M-Guard

Certificate Chain Store Uploaded on 3/19/2025, 9:42:58 AM, from file M-Guard-Chain.pem

M-Guard

Properties
Certificate Chain Length: 2
Root Subject Name: /O=XMPP/CN=SodiumCA
Subject Name: /CN=xmpp.guard.net

Figure 48: Adding M-Guard Certificate Chain in PEM format Step 7.

You can optionally delete the Certificate here if it is wrong, we will now continue with the configuration of the
GCXP Link so Click, “Main Menu”.

[} M-Link Edge x = =
M-Link Edge
& O & https://r19edge1:5221/config/ ¥ - @ 2

*ss M-Link Edge © Configuration =] c Q

o Global Options

®

configuration
Global options

Customise Ports
; Peer Controls (1)

Use default
Links (0)
All € misati i rts for t riou i
TLS Configuration Use HTTPS for Administration Interface
§ Logging Configuration Use default
TIPS
LDAP Configurations (0)
Stores
Use Secure Cookie Flag
Access Tokens
Use default
When enabled, the login cookie can only be sent over HTTPS connections

TLS Kev Pair for Administration Interface

Figure 49: Configuring the GCXP Link Step 1.

Click “Links”, not the number in brackets indicates the number of links currently configured.
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[ M-Link Edge x = X

< O 8 https//ri9edge1:5221/config/links o= @

**s M-Link Edge & Configuration

Q Links

@ Specialised federation mechanisms.

(1]
@
<

# Global options

There are no items to display ted by adding one above.

38 Peer Controls (1)

& Links (0)

& TLS Configuration

8 Logging Configuration

2 LDAP Configurations (0)

& Stores

P Access Tokens

Figure 50: Configuring the GCXP Link Step 2.

Click “Add...”.
[0 M-Link Edge x [FE = o X
< O A httpsy/r19edge1:5221/config/links/-?add=true s o= @ &
+e+ M-Link Edge % Configuration = a -
Q . .
Add new item to Links
A Main Menu @ Link -

& Links (0) Link Name

tinctive name for the link

Enabled

3 Use default

Link Type

Please select an option H

Listening Address

Use default

Local Port

Figure 51: Configuring the GCXP Link Step 3.

Enter a “Friendly Name” for the “Link Name”, select “GCXP” from the Drop Down for the “Link Type” and enter
the Port that M-Link Edge will listen on.
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[ M-Link Edge

& O

*+e M-Link Edge

Q F

& Main Menu

& Links (0)

x

B https:/r19edge1:5221/cc

+

nks/-?add=true

Add new item to Links
@® Link
Link Name

EDGE to M-Guard

Enabled

Link Type

GCXP (Guard Content Exchange Protocol)

Listening Address

> address (o
Local Port

5280

% Configuration

Figure 52: Configuring the GCXP Link Step 4.

Now scroll down.

[) M-Linktdge

& O

*ss M-Link Edge

Q

A Main Menu

& Links (0)

8 https:

x

£

r19edge1:5221/config/links,

Add new item to Links

Remote Host

hich t

Remote Port

Send GCXP Responses

/]

Include Full Stanza in Audit Logs

XEP-0198 Version

& Configuration

Normal XEP-0198 (v1.6, using urn:xmpp:sm:3)

Figure 53: Configuring the GCXP Link Step 5.

=
3 use default
Use default

¥~
Use default
B use default
2 use default

X
®
S
8-
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[ M-Link Edge x [ = X

& O A httpsy//r19edge1:5221/config/links/-?add=true % %+ @ 8

sss M-Link Edge & Configuration = m 8-

o Add new item to Links

en K L0 U s i K LANNOL D8 ESLADISnE

A Main Menu

Remote Host

& Links (0) | |

Remote Port

send GCXP Responses

a B2 use default

Include Full Stanza in Audit Logs

3 use default
XEP-0198 Version
Normal XEP-0198 (v1.6, using urn:xmpp:sm:3) s [ use default

Figure 53: Configuring the GCXP Link Step 5.

Enter the “Remote Host” and “Remote Port” of the M-Guard Server you will be using and check the “Use TLS” box.

[ M-Link Edge x IS8 - X
& O 8 httpsy//r19edge1:5221/config/links/-?add=true b= s

*ee M-Link Edge & Configuration & W a8 v

2 Add new item to Links

2 Main Menu

Remote Host
& Links (0)
192.168.56.3

Remote Port

5290

send GCXP Responses

[ /] Bu

Include Full Stanza in Audit Logs

2 use default

XEP-0198 Version

Normal XEP-0198 (v1.6, using urn:xmpp:sm:3) :

Figure 54: Configuring the GCXP Link Step 6.

Scroll down to configure the TLS.
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[ M-Link Edge x [BE = =] X
& O B https://r19edge1:5221/config/links/0 ** @ 8
ees M-Link Edge % configuration & 8-
2 EDGE to M-Guard
A Main Menu L will be closed if no stanzas are sent or received for this number of second -
Use TLS
& Links (2)
Use default
EDGE to M-Guard ; >
Edge to Other-Guard TLS Identity
M-Link Edge Evaluatior Edit
key pai
Pinned Link TLS Certificate
Require a Valid Certificate in TLS Session

V] Use default

Requi
Ignore System Trust Anchors

Use default

Figure 55: Configuring the GCXP Link Step 7.

As the Certificate we are using is a Certificate Chain including the Trust Anchor there is no need to add any Trust
Anchors here. Click “Edit” on the “Pinned Link TLS Certificate.

Pinned Link TLS Certificate Selection

Pinned Link TLS Certificate

| Select... b4 |

I M-Guard

Clear value

Figure 56: Configuring the GCXP Link Step 8.

Select the M-Guard Certificate you have loaded previously and Click, “Confirm”.
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[ M-Link Edge x [ e’ ul

& O

+es M-Link Edge © Configuration B Monitorin e -

Q ' Add new item to Links

A Main Menu

& Links (0) pinned Link TLS Certificate

M-Guard Edit
pinned link certificate store identifier
Require a Valid Certificate in TLS Session

Use default

Require the link peer to provide a valid certificate in its TLS session
Ignore System Trust Anchors

Use default

cancel

Figure 57: Configuring the GCXP Link Step 9.

Click “Add”.
) M-tinkEdge x |+ -
< O B https//r19edge1:5221/config/links/0 @ 2
sss M-Link Edge @ Configuration =] t a-v
= : EDGE to M-Guard Delete...  Add another...

A Main Menu

& Links (1) Pinned Link TLS Certificate
EDGE to M-Guard M-Guard Edit
Require a Valid Certificate in TLS Session
a 3 use default

Ignore System Trust Anchors

Link Trust Anchors

Figure 58: Configuring the GCXP Link Step 10.

We have now completed the GCXP Link configuration and are ready to create a “Peer Control” that will use it.
Click “Main Menu”.
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[ M-Link Edge x |+ = X
&« O & https//ri9edge:5221/config = @ @&
ess M-Link Edge @ Configuration B Monitoring (=%

2 . Global Options

t
Global options Use HTTPS for Administration Interface
Use default

 Peer Controls (1)

the default in the follo
1 ecure Cookie Flag
+ /Use HTTPS for BOSH

Links (0)

TLS Configuration
Use Secure Cookie Flag

§ Logging Configuration
Use default

LDAP Configuratians (0)

Stores

Figure 59: Configuring the Peer Control Step 1.

Select “Peer Controls” note that the number in brackets is the number of Peer Controls currently configured.

[ M-Link Edge x |5 — a 2
&« O B httpsi//ri9edge1:5221/config/peerControls f %5 2
*ss M-Link Edge Q@ Configuration = oring (_3‘ ~

=l Peer Controls

A Main Menu

@ settings controlling details of federation with other servers,
2% Peer Controls (1)

default default —

Figure 60: Configuring the Peer Control Step 2.

Click “Add...”.
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[ M-Link Edge x S =

< O 8 nhttpsi//r19edge1:5221/config/peerControls/-?add =true o~

*se M-Link Edge & Configuration B Moni o -

Q F

Add new item to Peer Controls
2 Main Menu

@ settings controlling details of federation with other server(s).
& Peer Controls (1) .

Domain

L. |

default

Matching Rule

Domain B | Use default

Use Specialised Connection Mechanism

Ise alised connection mechanisms such as ‘Zero Handshake Server 10 S

Use default

Perform Dialback When Offered

Figure 61: Configuring the Peer Control Step 3.

Complete the “Domain”, “Matching Rule” and Check the “Use Specialised Connection Mechanism” Checkbox.

@ M-Link Edge x 4+ (-] - x
&« (&} & mle192-mt:5221/peerControls/-?add=true o fr A
® @8 M-LinkEdge Add new item to Peer Controls
Peer Controls » add Heowr Frefe

Q Fn

@ Settings controlling details of federation with other server(s)
K Main Menu Domain
283 peer Controls (1) black.net

The peer's domain.

default
Matching Rule
Domain and Subdamains B Use default
Determines which domains will match against this Peer Control,
Use Specialised Connection Mechanism
Use default

Use specialised connection mechanisms such as "Zero Handshake Server to Server Protocol'

or 'GCXP".

Link

EDGE to M-Guard 3
Reference to the link to use.
Block -

Figure 62: Configuring the Peer Control Step 4.

The “Domain” should be the XMPP Domain of the Server you are connecting to.

The “Matching Rule” should be “Domain and Subdomain” if you want to include both the 1 to 1 Domain and Multi
User Chat (MUC) Domain. You should then select the “Link” you have just created from the drop down and then
scroll down.
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[} M-Link Edge x |=F = a8 X

< O & nttpsy//r19edge1:5221/config/peerControls/-?add =true “ o®= @ @

«s+ M-Link Edge & Configuration &= c a-

Q Add new item to Peer Controls
2 Main Menu preferred Link

Block

% Peer Controls (1)

Use default
default

Transformations

Drop Label-Only Message Stanzas

Use default

when transformations have been applied

ﬁ Cancel

Figure 63: Configuring the Peer Control Step 5.

The M-Link Edge Server as it has no domain of it’s own it typically relays between different XMPP Domains. In
order to do this each link needs a unique “Relay Zone” defined. This is a free text name, so should be something to
remind you of where you are relaying between.

[ M-tinkEdge x == = X

& O B httpsi//r19edge1:5221/config/peerControls/-?add=true ko= @ g

*es M-Link Edge © Configuration B Mo (=%

e Add new item to Peer Controls

£ Main Menu ferred Link -

18 Peer Controls (1) ek
Use default
default
outing t
Relay Zone
R2B

Transformations

Cancel

Figure 64: Configuring the Peer Control Step 6.

Enter your “Relay Zone” name and Click “Add”.
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[ M-Link Edge x [

& O A hitps//r19edge:522 s v
+e+ M-Link Edge £ Configuration =

Q S black.net Delete...

« Main Menu weferred Link

% Peer Controls (2) Block
Use default
default
o
black.net Relay Zone
R2B

Transformations

Figure 65: Configuring the Peer Control Step 7.

Add another...

You have now completed the configuration of the GCXP Link and associated Peer Control. We will now proceed to

create an XEP-0361 Zero Handshake Server to Server Protocol Link (X2X) and associated Peer Control.

[ M-Link Edge x [

= O 8 nhttpsi//r19edge1:5221/config/peerCantrols/1 4 y=

-Link Edge R Configuration & »

black.net Delete...
« Main Menu referred Link
2 Peer Controls (2) Block
Use default
default
o
black.net Relay Zone
R2B

Transformations

Use default

Figure 66: Configuring the Peer Control Complete.

Click “Main Menu”.

Add another...
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Configuring a XEP-0361 Zero Handshake Server to Server Protocol Link

A XEP-0361 Zero Handshake Server to Server Protocol Link is typically used for connecting to some 3" Party
XMPP Guards. If you wish to use TLS for this Link follow similar steps at the start of the “Configuring a GCXP
Link” section relating to adding a TLS Certificate Chain but using a “Friendly Name” relevant to this Link.

[ M-Link E x B = u] X

) https://r19edge1:5221/config ¥= -

see M-Link Edge & Configuration B Monit a8 v

Global Options

Edit
Global options
& Peer Controls (2) Administrators inactivity logout period
Links (1) 180 B3 use default
he
TLS Configuration
Customise Storage Paths
i Logging Configuration
8 us
LDAP Configurations (0)
& Stores Enable Advanced Connection Management
B3 use default

P Access Tokens

Remote Session Idle Timeout

3600

Figure 67: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 1.

Click “Links”.
[ M-Link Edge x |+ = a X
< O & https//r19edge1:5221/config/links £~ B @

*ee M-Link Edge & configuration & Monitoring a8 -

) e Links
2 Main Menu
@ specialised federation mechanisms.

& Links (1)

EDGE to M-Guard EDGE to M-Guard —+

Figure 68: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 2.

Click “Add...”.
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[ M-Link Edge

< 0]

#++ M-Link Edge

Q

£ Main Menu

& Links (1)

= IS8

£ hitps:/r19edgel:5221/

& Configuration

Add new item to Links

@ Link

Link Name

EDGE to M-Guard

Enabled

§4 Use default

Link Type

Please select an option

Listening Address

Use default

Local Port

Figure 69: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 3.

The “Link Name” is a “Friendly Name” that you should use to identify the Link, the “Link Type” will be “XEP-0361
Zero Handshake Server to Server Protocol Link” selected from the drop down. The Port will be agreed between the
two servers.

[ M-tinkEdge x == = x
&« O B nhttps/r19edge1:5221 x & 8

«se M-Link Edge & Configuration = a8 v
25 Add new item to Links

& Main Menu @ Link B

@ Links(1) Link Name

Edge to Other-Guard
EDGE to M-Guard

Enabled

B Use default

Link Type

X2X (XEP-0361 Zero Handshake Server to Server Protoc &

Listening Address

Use default

P address t
Local Port

6500

Figure 70: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 4.

Scroll Down.
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[ M-Link Edge x [+ o x
<« O B htpsy//rigedge1:5221/config/links/-?add=true ¥= 2
*s+ M-Link Edge & Configuration = G 7
Q Add new item to Links
& Main Menu enabled, thislink s only used for istening for connections from the remote hest, not | -
& Links (1) Bidirectional Connections
EDGE to M-Guard & Use defauit
I i CONMN. d 1 tar i i tior
Remote Host
Hi ich il
Remote Port
o oo
Enable XEP-0198
Use default
this link will 0198 5t sgement req nd acknowledgements.
XEP-0198 Version
Normal XEP-0198 (v1.6, using urn:xxmpp:sm:3) $ Use default
Figure 71: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 5.
Enter the “Remote Host” IP or Hostname and “Remote Port”.
[ M-Link édge x == = x
& O 8 hitpsy/r19edge1:5221 nks/-7add=true = @ 2
=es M-Link Edge & Configuration = '8 hd
Q. Add new item to Links

£ Main Menu If enabled, this link is anly used for listening for connections from the remate host. not fa -
& Links (1)

EDGE to M-Guard Use default

Remote Host

192.168.56.6

Remote Port

6500

Enable XEP-0198

Use default

Enable Compression

Use default

Figure 72: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 6.

Scroll down.
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D) M-tink Edge x [¥ = 8 X
<« O A nhttpsy/r19edgel:5221/config/lir add=tru » @ @

e M-Link Edge & Configuration = a-v

Q

Add new item to Links

& Main Menu

& Links (1) Enable Compression
0.
EDGE to M-Guard s
Session Idle Timeout
3600 £ use defau

Use TLS
D £ use def

Whitespace Ping Time

60 2 Use default

Figure 73: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 7.

If you are using TLS Check the “Use TLS” Checkbox otherwise Click “Add” and skip to the end of the Link
Configuration Screens. We will continue with “Use TLS” Checked.

[ M-Link Edge x = = (=] b4
< © B hitpsy/r19edge1:5221/canfig/link = :
*+* M-Link Edge & Configuration = a-
Add new item to Links
& Main Menu -
Use TLS
& Links (1) se default
!
EDGE to M-Guard
TLS Identity

Edit

Pinned Link TLS Certificate

link certificate store identifier
Require a Valid Certificate in TLS Session

se default

Ignore System Trust Anchors

se default

Figure 74: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 8.

Unless you want to use a different TLS Identity for different Links and have configured other TLS Identities then
leave the TLS Identity as it is. Click “Edit” on the “Pinned TLS Certificate.
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Pinned Link TLS Certificate Selection

Pinned Link TLS Certificate

| Select... A

M-Guard

Clear value
Other-Guard

Figure 75: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 9.

Select the TLS Certificate you have previously loaded for your remote server and Click “Confirm”.

& O B httpsi//r19edge1:5221/config/links/-?add=true = @ @

+es M-Link Edge @ Configuration = o -
Add new item to Links

A Main Menu I Do TraraaTeT Eait N

& Links(1)
Pinned Link TLS Certificate

EDGE to M-Guard Other-Guard Edit

Require a Valid Certificate in TLS Session

a B use default

Ignore System Trust Anchors

B3 use default
g 2-inst, t anch
Link Trust Anchors
+
0 be used by a specific link
Whitespace Ping Time
60 B Use default

o

Figure 76: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 10.

No “Link Trust Anchors” are required as the Trust Anchor is included in the Certificate Chain previously imported.

Click “Add”.
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[ M-Link Edge x == == (=] X

< O A https//r19edge1:5221/config/links/1 % * @ @

s M-Link Edge @ Configuration = Monit e

Q “ Edge to Other-Guard Delete..  Add another...

2 Main Menu ned link ficate st¢ U &

Require a Valid Certificate in TLS Session

& Links (2)
(v ] 3 use default
EDGE to M-Guard ;
Edge to Other-Guard Ignore System Trust Anchors

£2 use default

Disre
Link Trust Anchors
Whitespace Ping Time

60 3 use default

Figure 77: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Complete.

The configuration of the XEP-0361 Zero Handshake Server to Server Protocol Link is now complete and we can
proceed to add it to a Peer Control Configuration. Click “Main Menu”.

(] M—Llnk:| x =k =, a b g
M-Link Edge

< O B hitpsy/r19edge:5221/config/

(]
(0]
G

e+ M-Link Edge & Configuration

Q Global Options

Use default a

Generate an Audit Log entry for each inbound client stan:
#A Global options
Use Security Labelling

& Peer Controls (2)

Use default
& Links(2) ! - 8 configuratior
Use Statsd
& TLS Configuration
Use default
B Logging Configuration xport Statistics over the statsd prot
& LDAP Configurations (0) Application Title Override
& Stores
I tab titl jispl r, if Pt
Access Tokens
{) (S Enable Icon-Topo Support
) Use default

Figure 78: Configuring the Peer Control with an X2X Link Step 1.

Click “Peer Controls”.
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[} M-Link Edge x |+ = (=] *

& O B https//ri9edge1:5221/config/peerControls S ] b 3

sse M-Link Edge @ Configuration = (=%

Q Peer Controls

2 Main Menu

@ Settings controlling details of federation with other servers,

& Peer Controls (2)

default default — black.net —

black.net

https://r19edgel 5221

Figure 79: Configuring the Peer Control with an X2X Link Step 2.

Click “Add...”
[ M-Link Edge ® == = X
&« O 8 httpsy//r19edge1:5221/config/peerControls/-?add =true % ¥ @ @
*se M-Link Edge & Configuration = a8~

Q ' Add new item to Peer Controls

& Main Menu

® settings controlling details of federation with other server(s)

& Peer Controls (2)

Domain
default

black.net | |

Matching Rule

Domain $ | Use default

Use Specialised Connection Mechanism

i connection mechanisms such as 'Zero Handshake Server to Server Pro

Use default

 routing to or from this domain

Perform Dialback When Offered

Figure 8o: Configuring the Peer Control with an X2X Link Step 3.

Complete the “Domain”, “Matching Rule” and Check the “Use Specialised Connection Mechanism” Checkbox.
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() M-Link Edge x [

<« O B httpsy//r19edge:5221/

e+ M-Link Edge

Q

Add new item to Peer Controls

& Main Menu

® Settings controlling details of federation with other server(s)
8% Peer Controls (2) - c ! “ ©
Domain
default
blue.net
black.net
domain.
Matching Rule
Domain and Subdomains B Use default

Use Specialised Connection Mechanism

Use default

Link

Edge to Other-Guard B

Inbound-Only Links

Figure 81: Configuring the Peer Control with an X2X Link Step 4.

The “Domain” should be the XMPP Domain of the Server you are connecting to.

The “Matching Rule” should be “Domain and Subdomain” if you want to include both the 1 to 1 Domain and Multi
User Chat (MUC) Domain. You should then select the “Link” you have just created from the drop down and then

scroll down.

[ M-Link Edge x [ o u]
< O B httpsy/r19edge1:5221/config U o s
# Configuration E a8 v

Main Menu pref
- . Block
&% Peer Controls (2)
Use default
default
black.net Relay Zone
TH pecifies the relay zones for cos ing relayr
Transformations
 Stanza Transformation for stanzas coming from or going ta t
Drop Label-Only Message Stanzas
Use default

=

Figure 82: Configuring the Peer Control with an X2X Link Step 5.

The M-Link Edge Server as it has no domain of it’s own it typically relays between different XMPP Domains. In
order to do this each link needs a unique “Relay Zone” defined. This is a free text name, so should be something to

remind you of where you are relaying between.
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[ M-Link Edge x B
&« (@] 8 https://r19edge1:5221/config/peerControls/-?add =true p4 ¥
s++ M-Link Edge & Configuration B Monito
e e Add new item to Peer Controls
A Main Menu referred Link
Black
& Peer Controls (2)
Use default
default
i uting to or from i
black.net Relay Zone
R2BIug|

Use default

Cancel

Figure 83: Configuring the Peer Control with an X2X Link Step 6.

Enter your “Relay Zone” name and Click “Add”.

- +
k] M-Link Edge *

< O B https/r19edge1:5221/con ¥=
#+s M-Link Edge & Configuration =

Q. finda

Q blue.net Delete...

£ Main Menu preferred Link

- . Black
& Peer Controls (3)
Use default
default
Disall tir " is dor
black.net Relay Zone
blue.net RaBlue
he relay zones for controlling relayi
Transformations
Alist of Stanza Transformations applied for stanzas coming from or going to this peer

Drop Label-Only Message Stanzas

Use default

= X
3
e.v
= 1
@ 38
a -

Add another...

Figure 84: Configuring the Peer Control with an X2X Link Complete.

You have now completed configuring the XEP-0361 Zero Handshake Server to Server Protocol Link (X2) Link and
associated Peer Control. Click “Main Menu” and we will configure an XMPP Server to Server Peer Control.
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Configuring a XMPP Server to Server Peer Control

A XMPP Server to Server Peer Control is typically used to connect the M-Link Edge Server to an XMPP User Server
e.g. M-Link R17.0. . If you wish to use TLS for this Peer follow similar steps at the start of the “Configuring a GCXP
Link” section relating to adding a TLS Certificate Chain but using a “Friendly Name” relevant to this Link.

[} M-Link Edge x |+ = x
= O & httpsy//r19edge1:5221/config/ - &
s+ M-Link Edge % Configuration B Monitorin, a8 -
el s ! Global Options
M- Edit
# Global options This Is used whan 5o e BOS HTTES.
38 Peer Controls (3) Administrators inactivity logout period
Links (2) 780 Use default
nir gin to th r N thi
TLS Configuration : it
Customise Storage Paths
i Logging Configuration
Use default
LDAP Configurations (0) Al
& Stores Enable Advanced Cannection Management
Use default
A Access Tokens
Remote Session Idle Timeout
3600 Use default
Figure 85: Configuring the XMPP Server to Server Peer Control Step 1.
Click “Peer Controls”
[ M-Link Edge x [ = a x
&« O A hitpsy//r19edge:5221/config/p r = @ @
s+s M-Link Edge & Configuration B Monitos ’9 ™

e Peer Controls

A Main Menu

@® Settings controlling details of federal with other servers.

32 Peer Cc

default default — black.net — blue.net —

black.net

blue.net

Figure 86: Configuring the XMPP Server to Server Peer Control Step 2.

Click “Add...”
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[ M-Link Edge x ==

<« O 8 https://r19edge1:5221/config/peerControls/-?add =true

=es M-Link Edge & Configuration =

Q

Add new item to Peer Controls

2 Main Menu

@ settings controlling details of federation with other server(s).
& Peer Controls (3) ® - =
Domain
default
black.net |

blue.net Matching Rule

Domain ] I Use default

Use Specialised Connection Mechanism

Use default

connection mechanisms such as ‘Zero Handshake Server to Server Protocol

Block

Use default

Perform Dialback When Offered

Figure 87: Configuring the XMPP Server to Server Peer Control Step 3.

Complete the “Domain” and “Matching Rule”.
[ M-linkEdge % ==
& O O httpsy//ri9edge1:5221/config/peerControls/-?add=true

ses M-Link Edge & Configuration =l M

o Add new item to Peer Controls

& Main Menu

@ settings controlling details of federation with other server(s).
12 Peer Controls (3) -
Domain
default
red.net

black.net
The peer's domair

blue.net Matching Rule

Domain and Subdomains s Use default

Use default

Use default

Perform Dialback When Offered

hitps://119edge :5221 /config/

Figure 88: Configuring the XMPP Server to Server Peer Control Step 4.

The “Domain” should be the XMPP Domain of the Server you are connecting to.

T
@
be

The “Matching Rule” should be “Domain and Subdomain” if you want to include both the 1 to 1 Domain and Multi

User Chat (MUC) Domain. Scroll down.
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[ M-Link Edge x 4 = o X
< O B httpsy//ri9edge1:5221/config/peerControls/ - @ 2
s+ M-Link Edge ] a -
el Add new item to Peer Controls
2 Main Menu N
Require TLS B Use default
& Peer Controls (3) - -
default Override DNS
black.net I:' Use defaule
Use explicitly cor i
blue.net
Relay Zone
i fies t ontr ayin;
TLS Identity
Edit

Pinned Peer TLS Certificate

Edit

Openfire Compatibility

Figure 89: Configuring the XMPP Server to Server Peer Control Step 5.

There are various TLS Options from “Do not use TLS” to “Require Authenticated TLS”, choose the option that best
suits you. In this guide we will use the default “Require TLS”. If the Remote XMPP Server does not have any DNS
XMPP SRV Records then you can manually configure this using the “Override DNS” Checkbox and we will do this
in this example.

[} M-Link Edge x 5= = (=] X
&« O B https//r19edge1:5221/config/peerC 7add=true % ¥ @ @

eee M-Link Edge @ Configuration = a8 -
Q Add new item to Peer Controls

A Main Menu A

Require TLS

i Peer Controls (3)

default

black.net

blue.net

Override DNS

Peer Connections

plicitly configured hostname

Use default

Relay Zone

TLS Identity

Edit

Figure go: Configuring the XMPP Server to Server Peer Control Step 6.

Click “+ Add item” on the Peer Connections.
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x [E a x
Is/-?: rue *= b3
*++ M-Link Edge & Configuration & B 4
oL Add new item to Peer Controls
# Main Menu Override DNS g
& Peer Controls (3) Use default
configured hastname or IP address and part value
default
Peer Connections
Bl Connect Host
blue.net
Connect Port
5269 | Use default
ifie h it r
A nl- " i for this F d of
Relay Zone
Figure 91: Configuring the XMPP Server to Server Peer Control Step 7.
Enter the IP Address of the Remote XMPP Server and Change the Port if it is not default.
) M-Link Edge x = x
< O & httpsy//r19edge1:5221/config/peerControls/-7add=true *= 3
s+ M-Link Edge @ Configuration = » a v

Q . Add new item to Peer Controls

2 Main Menu Override DNS

38 Peer Controls (3) Use default

default
Peer Connections

black.net Connect Host

blue.net 192.168.56.7

Connect Port

5269 Use default

Relay Zone

Figure 92: Configuring the XMPP Server to Server Peer Control Step 8.

If there are Multiple XMPP Servers supporting this domain e.g. in a M-Link User Server Cluster then repeat the

previous two steps. Otherwise Scroll Down.
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eee M-Link Edge © Configuration & oring 9‘ ~

Q ! Add new item to Peer Controls

# Main Menu Relay Zone a

i&% Peer Controls (3)

default
TLS Identity

black.net

blue.net

Pinned Peer TLS Certificate

Openfire Compatibility

Use default
Work around for servers that corrupt their stream headers
Ignore System Trust Anchors

Use default

Peer Trust Anchors

Figure 93: Configuring the XMPP Server to Server Peer Control Step 9.

The M-Link Edge Server as it has no domain of it’s own it typically relays between different XMPP Domains. In
order to do this each link needs a unique “Relay Zone” defined. This is a free text name, so should be something to
remind you of where you are relaying between. As we are using TLS we will need to configure the “TLS Identity”
for the Link and also the “Pinned Peer TLS Certificate” using the “Edit” Buttons.

[ M-Link Edge x [ = a X
& O A hitpsy/r19edge1:5221/config/peerContrals/-7add =true w o= @ @
+es M-Link Edge 2 Configuration B Monitorin 8-
Q Add new item to Peer Controls
£ Main Menu Relay Zone 1
& Peer Controls (3) B2R
specifies the relay zones for controlling relaying
default
TLS Identity
black.net M-Link Edge Evaluation Edit
e Public/Private Key Pai
Pinned Peer TLS Certificate
red.net Edit
Pinned peer certificate store identifie
Openfire Compatibility
Use default
round for n t their stream head
Ignore System Trust Anchors
Use default

Peer Trust Anchors

Figure 94: Configuring the XMPP Server to Server Peer Control Step 10.

The “TLS Identity and” “Pinned Peer TLS Certificate” will be selected from a dropdown of previously configured
Identities/Certificates.

Scroll down.
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& O B httpsi//r19edge1:5221/config/peerControls/-7add=true e ] 2

e+ M-Link Edge & Configuration B Monit (= %

e} e Add new item to Peer Controls

£ Main Menu

Ignore System Trust Anchors

48 Peer Controls (3)

Use default

default

Peer Trust Anchors
black.net

blue.net

Transformations

Drop Label-Only Message Stanzas

Use default

-I cancel

Figure 95: Configuring the XMPP Server to Server Peer Control Step 11.

There are no “Peer Trust Anchors” to configure as they are included in the Certificate Chain previously loaded.

Click “Add”.
Pt taoe T = |F - 5 x
&= @] A https://r19edge1:5221/config/peerControls/3 #% = @ & -

*ee M-Link Edge & Configuration -] T e -

8 e red.net Delete..  Add another...

2 Main Menu

Ignore System Trust Anchors
& Peer Controls (4)

Use default
default Di ard any pre-installed trust anct
Peer Trust Anchors
black.net
blue.net
st anl ) "
red.net
Transformations
Drop Label-Only Message Stanzas
Use default

Figure 96: Configuring the XMPP Server to Server Peer Control Complete.

You have now completed configuring the XMPP Server to Server Peer Control.

You have also reached the end of this Guide. Further Advanced Configuration Options can be found in the M-Link
R19.4V6 User Manual or by contacting support@isode.com .
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Other Evaluations

This guide is one of 4 relating to Isode’s XMPP Messaging Products, the other guides are:
e  Setting up an XMPP System for 1:1 and Multi-User Chat
e Connecting XMPP and IRC Chat Services
e  XMPP for Constrained Network Environments

Information on all of these evaluations can be found at www.isode.com/evaluate/evaluate-xmpp.html . For

messaging evaluations outside the scope of these guides, please contact us.

Whitepapers

Isode regularly publishes whitepapers on technical and market topics related to its products. A full list of

these can be found at www.isode.com/whitepapers/.
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Copyright

The Isode Logo and Isode are trade and service marks of Isode Limited.

All products and services mentioned in this document are identified by the trademarks or service
marks of their respective companies or organizations, and Isode Limited disclaims any
responsibility for specifying which marks are owned by which companies or organizations.

Isode software is © copyright Isode Limited 2002-2025, All rights reserved.

Isode software is a compilation of software of which Isode Limited is either the copyright holder
or licensee. Acquisition and use of this software and related materials for any purpose requires a
written licence agreement from Isode Limited, or a written licence from an organization licensed
by Isode Limited to grant such a licence.

This manual is © copyright Isode Limited 2018.
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