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M-Switch X.400 Evaluation Guide

Configuring the Ri9.2 core release of Isode's X.400 Messaging Servers on Windows and Linux
platforms for use as an X.400 Messaging System that could be used in both EDI and Aviation

Solutions.
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Introduction

This guide is intended to give the reader basic information on how to configure Isode’s M-Switch,
M-Vault and M-Store X.400 Server Products. These Products combine to create an X.400
Messaging Solution. You will also use Isode’s xuxa X.400 User Agent to test the system.

More information on these products can be found at the URLs below.
https://www.isode.com/product/x-400-message-switch/
https://www.isode.com/product/x-400-message-store/

www.isode.com/product/Idap-x-500-directory/

Objectives

In this guide you will be shown how to configure the X.400 PRMD “/P=X400/A=Isode/C=GB/ and
to configure connections to other X.400 MTAs.

The diagram below gives an overview of this setup.

System Overview

M-Console
GUI

LDAP M-Vault Console
GUI

X.400 P7

M-Store X.400
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By the end of this guide you will have:
1. Installed the M-Switch, M-Vault, and M-Store X.400 products.

2. Configured M-Switch and M-Vault using MConsole.

3. Provisioned Users using MConsole.

4. Configured XUXA to connect to these Users.

5. Logged in using XUXA and sent Messages between Local X.400 Users

6. Created a connection to an external X.400 MTA server (M-Switch MIXER).

7. Configured all components for strong authentication

This guide is part of a set of three Guides; M-Switch SMTP, M-Switch MIXER and M-Switch X.400
and they connect to each other as below.

M-Switch SMTP, M-Switch MIXER & M-Switch X.400

M-Switch SMTP M-Switch MIXER

Domain: internet.net Domain: mixer.net
Maps to /P=Internet/A=Isode/C=GB/ PRMD: /P=MIXER/A=lsode/C=GB/

Users:

user.one@internet.net

Maps to
[G=user/S=one/P=Internet/A=Isode/C=GB/

user.two@internet.net
Maps to
JG=user/S=two/P=Internet/A=lsode/C=GB/

M-Switch X.400

PRMD: /P=X400/A=lsode/C=GB/
Maps to x400.net

Users:
[G=user/S=one/P=X400/A=1sode/C=GB/
Maps to

user.one@x400.net

JG=user/S=two/P=Internet/A=lsode/C=GB/
Maps to
user.two@x400.net

Evaluation Guide: M-Switch X.400 Page 4 of 90



|Isode

Using Isode Support

You will be given access to Isode support resources when carrying out your evaluation. Any
queries you have during your evaluation should be sent to isode.support@isode.com. Please note
that access to the Self-Service Portal for web-based ticket submission and tracking is not available
to evaluators.
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Preparing the Server Environment

You should visit https://www.isode.com/support/platform-support/ to discover which operating
systems are supported for Isode evaluations.

Naming the Server
Make the machine name: ISODE-X400-EVAL

Make the primary dns suffix for the server X400.NET
Alternatively, you may use your own names or add dns entries in a dns server or hosts file.

Install the Isode Software

Follow the instructions in the release notes for the appropriate platform for the products. For this
guide, the following products were used:

M-Vault Core 19.2v2

M-Switch Core 19.2v2

M-Store Core 19.2v2

MAS 11V3

On Windows, M-Store is part of the M-Switch package.

On Windows, select the default install options when executing the installer for the Isode
Products.

Remember to install an appropriate java runtime engine (refer to product release notes) and in a
Windows environment the visual c++ redistributable package.

On linux, before installation, create the user “pp” which will be used by the installation.
# sudo useradd pp

On Linux, install all the RPMs with the command:
# sudo rpm -i ISD*.rpm

On Linux, the following install files were used :
ISDbase-core-19.2v2-0.x86_ 64.rpm
ISDdsa-core-19.2v2-0.x86_ 64.rpm
ISDdsaman-core-19.2v2-0.x86_ 64.rpm
ISDpp-core-19.2v2-0.x86_ 64.rpm

ISDppX-core-19.2v2-0.x86 64.rpm
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ISDsodium-core-19.2v2-0.x86_ 64.rpm
ISDtps-core-19.2v2-0.x86_ 64.rpm
ISDx400-core-19.2v2-0.x86_ 64.rpm
ISDxms-core-19.2v2-0.x86_ 64.rpm

IsDxuxa-core-19.2v2-0.x86_ 64.rpm

Please use a supported web browser as documented in the product release notes.

Activating the Isode Products

The Isode Products are Activated using the Isode Messaging Activation Server (MAS). You should
refer to the MAS Evaluation Guide for how to Activate the Products. When requesting the
activation from Isode Support, ask for M-Vault Core, M-Switch X400 Core and M-Store Core for a
“Rig.2 Core M-Switch X400 Evaluation”. If evaluating P3/P7 Strong Authentication, please make
this clear.
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Creating the Messaging Configuration

Running the MConsole Configuration Wizard

In this section we will create the Messaging Configuration using the Mconsole administration
tool. The configuration is stored in the M-Vault DSA, which we will also create as part of this

process.
On Windows, start MConsole from the Windows Start Menu.

On Linux type the command:

# /opt/isode/bin/mconsole

You will see the following prompt:
Encrypt the Bind Profile
This operation encrypts sensitive data in the bind profile file, which means that the

bind profile can be used to store passwords (for simple authentication), and
passphrases (for X.509 identities).

Once the data is encrypted, you will be prempted to enter your passphrase whenever
an application needs to decrypt data in the profile file: failing to enter the correct
passphrase means you will not be able to use any saved bind profiles. Note that once
you have encrypted the data, you cannot subsequently choose to decrypt it.

Do you really want to encrypt your bind profile file?

Click “Yes”

Enter a Passphrase for the Bind Profile

Wi] Enter Profile passphrase X

Please eriter a Profile passphrase. This will be used to encrypt 3l of the passwends,
and means that you will be prompted for this passphrase from now on whenever you
run Sadwm, M-Vault Console, MConsale or M-Link Conzole.

Passphrase: sanaanan

Verify Passphrase:

Enter and verify the passphrase “Secreti+”

Click “OK”

Bind Profile Encryption Confirmation

Bind profile file encrypted *

B The bind profile file has been encrypted

Click “OK”

Evaluation Guide: M-Switch X.400 Page 8 of 90



MConsole Welcome Screen

[ MConsole (Welcome te Message Censole)
File Window View Help

] Welcome to Message Console

Welcome to Message Console
If you see this screen, then you may be running MConsole for the first time on this computer.

The Messaging Configuration is held in a Directory Server (DSA).

If you wish o set up 2 DSA and a complete new Messaging Configuration on this computer, choose the "Create @ new DSA and
Messaging Configuration..." option.

If you wish o create a Messaging Configuration using a DSA which is already running on anether computer choose the “Create a new
Messaging Configuration...” option.

The other options are for management of existing Messaging Configurations, and can also be accessed from the View menu
E Create a new DSA and Messaging Configuration.. 8 Create a new Messaging Configuration...

; Connect o an existing Messaging Configuration. u Open your default Messaging Configuration (if any)

@ Monitor existing Message Switches Monitor existing X.400 Message Stores

Track messages % List quarantined messages

@ Help

Select “Create a new DSA and Messaging Configuration...”

Choose the initial Directory Users name
[] Choose the Initial Directory User's Name

Choose the Initial Directory User's Name

‘You must provide the name of the person who will be set up as the initial manager of the Directory and MTA
configuration, and will also be able to connect to the Queue Manager via 50M for management and
menitoring purposes. You will be able to add extra managers with more restricted rights once the Messaging

Configuration has been set up.

User name | Messaging Adminl

|Isode

Enter your User name. This user will be the Master Directory User account and have full access to

the Directory Server.

Press “OK”

Define DIT Structure

BT wlsihaig comlg nios

]

satas Tty e TR by & Bl oot 51 T oradl e

g e gl oA ]

‘o thcigbdl chpng B cxevymam s i b asiibin wahan Ve el prean

mr Wipmasarg g e o -

Camcal

Enter a “Base DN” of your choice.
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In this guide we have changed the Base DN to “0=X400"

Click “Next >”

Provide a password for the Initial Directory user

Provide a password
[ Create Directory Server [m] x

Password configuration

Passwords are auto-generated, but can be modified here if required

Initial Directery User: cn=Messaging Admin,cn=Users,0=X400

Password:  Secret1+] 8 show

Copy password to clipboard | Save password to file
() Record user authentication times (authTimestamps)
Password Hashing

Hashed passwords are more secure, but are not compatible with password-based SASL
mechanisms other than PLAIN, LOGIN and SCRAM-SHA-1, SCRAM-SHA-256,
SCRAM-SHA-512.

Note that while non-hashed passwords may be recovered from the DSA database, hashed
passwords are NOT recoverable.

Passwaord hashing:

SCRAM-SHA-1

< Back Mext > Finish Cancel
Press “Next >”
Bind Profile Summary
[C] Create Directory Server (m] >

Bind Profile Names and Filesystem Location

Use the suggested values, or enter your own

Management bind profile name: Used to manage the DSA in M-Vault Consale
cn=dsa,0=X400 / Messaging Admin

The folder which will contain the directory server's database and configuration (this folder will be
created in order to initialize the DSA):

Clsode\d3-db

Browse
< Back MNext > Finish Cancel
Click “Next >”
Directory Server Summary
[ Create Directory Server m] x

Address Configuration

Enter the server hostname / IP address and ports to listen on

Hostname:  ISODE-X400-EVAL X400.NET|

Enable:
LDAP DAP

Port numbers:
(C) Standards, no messaging: 389 / 102
() Standards with messaging: 389 / 19999
© Isode default: 19389 7 10063
() Alternate 2: 29389 / 29999
() Alternate 3; 39389 / 39999

_J Alternate 4; 49389 / 49999

() Alternate 5: 59389 / 56999

Advanced Editor Recheck Ports

< Back Next » Finish Cancel

Type the hostname “ISODE-X400-EVAL.X400.NET”

|Isode
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Click “Next >”

Directory Server Configuration Confirmation
[Z] Create Directory Server
Confirm Details

Check the details below before creating the DSA

DSA creation template:
Simple DSA setup for Messaging Evaluations

DSA address:
Host ISODE-X400-EVAL X400.MET, X.500 on port 18999, LDAP on port 19388

DSA name:
cn=dsa,o=X400

Bind profile name:
cn=dsa,0=X400 / Messaging Admin

Password hashing:
SCRAM-SHA-1

Click “Finish”.
The DSA is created and started.
You may see the following - wait.

Directory Server Creation and Starting
=l Background Task Progress

Creating and starting D5A ...

Cancel

Abort

You will then see the following screen:

Product Activation Summary
D Create a new MHS configuration

Product Activation

The Product Activation information on this system is shown here.

Activated subfeatures are: TLS, %400, p3pT7strong-auth

Product Activation information: M-Switch is activated, Product is "M-Switch 400"

The remainder of this Messaging Configuration wizard will create a configuration appropriate

for M-Switch X.400

If this is incorrect, contact isode.support@isode.com for a suitable Product Activation Key

Finish

Click “Next >”

Cancel

|Isode
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Set the Messaging Configuration Base DN
[Z] Create a new MHS configuration [u] X

Setthe Messaging Configuration Base DN

Select the entry under which 2 Messaging Configuration entry will
be created

> | 0=X400

If you provide an organization name, an entry for the organization name provided will be
created automatically under the entry you select.

() Create organization name

Messaging configuration name

Messaging C:

Base DMN: 0=X400
MHS DN: cn=Messaging Configuration, 0=X400

< Back Next = Finish Cancel

You should select the top entry, 0=X400 in this case.

Click “Next >”

Set the Hostname

[Z] Create a new MHS configuration (m] X
Hostname

The hostname will be used, among other things, to set the network

addresses

Hostname

Enter the fully qualified host name of the machine that will be running this server.
For example, mail.isode.com. If not possible, then use the host name.

1SODE-X400-EVAL X400.MET|

< Back Mext > Einish Cancel

Type the hostname “ISODE-X400-EVAL.X400.NET”

Click “Next >”

Provide Passwords
[] Create a new MHS configuration (m] x>

Password and Security

The SASL Passwerd is used by M-Switch when it connects to M-Vault in
order to access its configuration

The SASL Password is used by M-Switch te connect te M-Vault.
The SASL Password will be encrypted using the service passphrase

SASL Password  Secret+ Hide

The service passphrase, which will be used to encrypt the SASL password

Passphrase for M-Switch Service  Secretl+ SecrEt1+| Hide

< Back Mext » FEinish Cancel

Provide the “SASL Password”
Provide the “Passphrase for M-Switch Service”

Click “Next >”
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Create Initial Security Database
[ Create a new MHS configuration a x

Create Initial Security Database

Set up a Security Database including a self-signed certificate

Security database file name switch\mta.secdb

Passphrase Secretl+ Hide

< Back Next = Finish Cancel

Provide the “Security Database Password”

Click “Next >”

Administrator authentication details
[Z] Create a new MHS configuration [m] X
Administrator authentication details

Configure the to be used by
of MTAs within this configuration

This information will be needed to connect to the QMGR with authentication, and will be used by
the Switch Operations View, Switch Configuration view (for Outbound Connection Testing) and
the Event Viewer.

O Use existing SASL Id

User name messaging.admin@|50DE-X400-EVAL.X400.NET Select

(O Create new SASL Id

Admin Users Parent DN
The location beneath which new Admin Users will be created

Parent DN cn=Users,o=

00 Pick...

Admin user name  mitaAdmin @ saslISODE-X:

VAL X400.NET

Shao

< Back Next > Finish Cancel

Click “Next >”

X400 Configuration

[] create a new MHS configuration [m] x

X.400 configuration
Enter the O/R Address prefix to be the local O/R Address space for this
MTA

X.400 Address Prefix

150 3166 Country Code  GB  United Kingdom

[Single Space ADMD ISODE (CIMissing PRMD _x400|

Organization

oun ouz

ous oud

© Create an X400 Message Ster for local P7 users
() Create a legacy X400 Message Store
() Do not create an X400 Message Store

< Back Next > Finish Cancel

You now need to set your X.400 Address Space : “/P=X400/A=ISODE/C=GB/

|Isode

” .

in our example.
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Click “Next >”

Service config File Creation

[Z] Create a new MHS configuration

o x
Service File Creation

Create default configuration files to enable service startup

“Thisfile allows the MTA to connectto the DSA, and downlozd is configuration.

Create mtaboot.xmi [ Clsode\ete\switch\mtaboot.cml ] | Browse
Create pumicetailor [ [ ] | Browse

< Back Next > Cancel
Click “Finish”.

Create Isode Services

[Z] Create Isode Services

Create Isode Services

Select the services from the service groups that you want to create

M-Vault M-Vault
© M-5uitch [Jisode M-Vault Directory Server
©M-Store

Audit Database

The above install option only appears in a Windows environment.

|Isode

You can now choose to create any additional Isode Services in addition to defaults. The Audit
database is a useful facility for which services may be added here. For further configuration

details, please refer to the “M-Switch Core Mixer Evaluation Guide”.
Click “Finish”.
Switch Configuration Management view

[0 me figurati

File Window View Messaging Operations Help

DE-X400-EVALX40ONET

5] Welcome to Message Console

[ Routing Trees
> @ Main Routing Tree:
+ ) Message Transfer Agents ARouting Treedelines  irchy ofntene domain and XAD0 sreses wthina orgaizion,and epresnt the egirton
> =1 ISODE-X400-EVALX400NET o MAs wthin fheaddress namespace
Extemal Message Transfer Agents

‘The MTA uses Routing Trees to determine how to route addresses. Routing Trees can be Intemet, X400 or both. A MIXER Internet/
v 2] X400 Message Stores: X400 tree would normally have two branches, one for each protocol
> [ Main Message Store

Switch Configuration Management . Alerts

Normally, there will be one Routing Tree per messaging configuration, and this will be shared by al the objects in the configuration
‘which need access to routing information,
The purpose of routingis to determine for messages and recipients

* next-hop MTA (or local delivery)

*the local channel to be used for that MTA

The procedure is:
* use Routing Tree(s) to find potential MTAs (described in this section)
k f the remote M

the inbound protocols on those channels to the outbound

*lool
protocols of the channels belonging to the local MTA.

Routing information is held in Routing Trees. These hierarchical structures consist of routing information held in nodes in a tree like
structure. Each an OR Address (or
information which matching add fted.

ach node may contain routing

Routing involves taking an OR Address or Intemet Address, convertingitinto a DN, and looking it up in a routing tree. The longest
match is used and information from the matched node in the Routing Tree is used to route the address. If there is no usable routing
information in the Routing Tree node, the next longest is matched untilthe Routing Tree root s reached.

Apply  Cancel | Refresh

O Help

Note that the following connection alerts are expected at this stage of configuration :

Evaluation Guide: M-Switch X.400
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Connection Timeout Alert

[C] MConsole (Alerts): messaging.admin@|SODE-X400-EVAL XA00.NET

- o x
File Window View Help
) Welcome to Message Console Switch Configurstion Mansgement | [ Aletts X
[l B @ = = @ ¥ % Updeting N Alerthistorysize
Time / Date Source Severity Level Facility Message d Program Description
2026-07-31 13:43:58 local E Local MConsole Error SwitchConnection  Failed to connect to gmgr:Cannot connect to qmgr, password not set
2026-07-31 13:43:58 local 3 Local MConsole Error SwitchConnection _ Failed to connect to qmgr-Cannot connect to qmgr, password not set
2026-07-31 13:44:08 local w Local MConsole Warning SwitchConnection  Timed out while connecting:|SODE-X400-EVAL XAD0.NET
Alert Details Alert Status
Facilfty Name: MCensole Acknowleged: No
Sourcer ([ Locsl Fles + ISODE-X400-EVAL ¥400.NET (not connected) Stored events: 3 31 Jul 2026, 13:45:20 BST
@ Help

The alerts tab can be safely closed.

You have now created your base M-Switch X.400 Configuration. We now need to start the
services.

Starting the Services

Before starting the services on Linux, make the following changes:
cd /etc/isode/
cp pp.rc.sample pp.rc
Edit the file “pp.rc”to disable any SMTP server daemons:
# To disable any SMTP server daemons, define inet smtp=1
inet smtp=1
On Linux use the following commands to start the services:
systemctl start pp
systemctl start pumice
In order to ensure that the services start when the machine boots, use the following commands:
systemctl enable isode-dsa@Rd3-db
systemctl enable pp

systemctl enable pumice

On Windows, open “Isode Service Configuration” from the Windows Start Menu

The following screen is displayed :
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Isode Service Configuration Tool

1% Senvice Configuration

Service Configuration  Operations  View  Help

Isode Services

o Add [3) Refresh All [3) Refresh o Start P StartTree @) Stop X Remove

[ Tsode DSA cn=ds,0=X400 / Messaging Admin|
~ @ Isode M-Switch Queue Manager General Recovery Advanced
@ 1s0de M-Switch 0S| Listener

@ Isode M-Store X.400 Server
@ Isode M-Vault DSA Creation Service Service Statuc [ TEng
@ Isode MAS

Service Name lsode DSA cn=dss,0=X400/ Messaging Admin

Start Type  Manual

Product Activation Status

Product Latest Version Expiration Valid
M-Vault 192 31-Dec-2029 @ ves

DSA Database C:\lsode\d3-db

Apply  Cancel

Abort

Select the “Isode DSA cn=dsa, 0=x400...” Service.

Change to Automatic

{5 Senice Configuration

- o x
Service Configuration  Operations  View  Help
Isode Services
g 2dd [F Refresh Al Refresh B Start B StartTree @) Stop 3¢ Remove
v ) Isode DSA cn=dsa,0=X400 / Messaging Admin
~ (@ Isode M-Switch Queue Manager General Recovery Advanced
Isode M-Switch OS| Listener Service Name  lsode DSA cn=dss,o= X400 / Messaging Adrmin
Isode M-Store X400 Server
Isode M-Vault DSA Creation Service Service Status Running
[ JEmealihs StartType  Automatic
Product Activation Status
Product Latest Version Expiration Valid
M-Vault 192 31-Dec-2029 @ ves
DSA Database  Cilsode\d3-db
Apply  Cancel

Abort

Change the “Start Type” from “Manual” to “Automatic” using the Drop Down and Click “Apply”.

Do the same for the “Isode M-Switch Queue Manager”, “Isode M-Switch OSI Listener” and “Isode
M-Store X.400 Server”.

Then start the “Isode M-Switch Queue Manager”, “Isode M-Switch OSI Listener” and “Isode M-
Store X.400 Server” services.

Isode Services Started

£, Service Configuration

- D X
Service Configuration  Operations View Help
Isode Services
o Add [3] Refresh All 2] Refresh p Start o Start Tree @) Stop X Remove
[ Isode DSA cn=dsa,0=X400 / Messaging Admin|
~ @ Isode M-Suitch Queue Manager General  Recovery Advanced
@ Isode M-Switch O Listener Service Name _Isode DSA cn=dsa,o=400 / Messaging Admin
@ Isode M-Store X.400 Server
@ Isode M-Vault DSA Creation Service Service Status Running
@ lsode MAS StartType  Automatic
Product Activation Status
Product Latest Version Expiration Valid
M-Vault 122 31-Dec-2029 @ ves
DSA Database Ci\lsodehd3-db
Apply  Cancel

Abort

This completes the Windows services configuration. We will now return to MConsole.
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Configure the Switch Operations View
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The switch operations view communicates with the Switch queue manager using the SOM
protocol. We need to configure that connection in order to manage message queues and ensure

that most configuration changes in MConsole are implemented immediately.

From the MConsole top menu select View—>Live Operations—>Switch Operations.

Open switch operations view

File Window View Messaging Operstions Help

“F Welcome to Live Operations > G5 Summary View
[ Routing Configuration > Switch Operations
> @ Main [%]  X.400 Message Store Operations 5
i
v [ Message & Channel Monitor f
5 (= 150D B UserAgent =
® Diversions e

External [, Event Viewer

v [ X400 My Alerts
> (& Main . uting Tree per messaging configuration, and this
& Welcome View

B Shaper Configuration File Editor etermine for messages and recipients

& Options 1for that MTA

I Make new "Switch Configur...” views look like this one

5 Make new "Switch Configur... views use factory seftings sotential MTAs (described in this section]
remote MTA and find matches among the inboun

W Next View

[ Previous View Routing Trees. These hierarchical structures consi

™ Close CirlsW (o Intemet address). Each node may contain rout

The following error is expected.

Initial Switch operations view
& mc m 0-EVALX400.NET = O

File Window View Switch Channels PeerMTA Message Recipient Services Help

5 Welcome to Message Console Switch Configuration Management ({3 Switch Operations X

4| Refresh [[3 Refresh All | (JRefresh every 60 seconds | (] Hide empty channels

38 SODE-Ra00-EVAL XAOONET - not commected (Newerk| Report  Propertes  Senvces

MESSAGE SWITCH - DISCONNECTED

Error X

@ Help

Click “OK” to clear it.

Right click on the Switch displayed and select “Modify”

Connect to switch
[C] MConsole (Switch Operations): messaging.admin@|SODE-X400-EVALX400.NET

File Window View Switch Channels PeerMTA Message Recipient Services Help

& Welcome to Message Console Switch Configuration Management Switch Operations
| Refresh |:@ Refresh All ‘ [T Refresh every 60 seconds| [ Hide empty channels

38 1SODE-X400-FVAL XADDNFT - not connected (Network | Rennrt  Breacacin- Convices
) Refresh Switch

[CH - DISCONNECTED

# Add
&) Modify
= Remove

= Connect

Enter the password you entered when creating the “Initial Directory User”
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Provide Connection Password

[Z] Edit Message Switch X
Friendly Name ISODE-X400- EVAL.X400.NET
Hest ISODE-X400- EVAL.X400.NET
Userid messaging ODE- X400-EVAL X400.NET
Password Secretl+ Hide
Authentication Mechanism  SCRAM-SHA-1 v
Use TLS for SOM protocal (]

MTA

MTA: 1SODE-X400- EVAL X400.NET v

Port (] Override port
Mo services (]
Host Aliases

The hostname is required to be set, either as the host or an alias to allow MConsole to
cennect to the window service controller.

Add...

Remove

OK Cancel

Click “OK”.

|Isode

If a connection isn’t automatically made, use the context menu to connect.

Connect context menu option

& Welcome to Message Console Switch Cenfiguration Management

B Alerts Switch Operations X

| Refresh Dé, Refresh All | ] Refresh every ﬂ se(ondsl [ Hide empty channels

i ISODE-XAQD-EVA! ¥ADD MET ot com b fhbeiccke e || oo

@ Refresh Switch

Add
Modify

Remove

¢ oo &

Connect

&

Disconnect from Service Control Manager

The following screen will be displayed:

Switch operations view connected
[] MConsole (Switch Operations): messaging.admin@ISODE-X400-EVAL ¥400.NET

Services

VITCH - DISCONNECTED

= m} X
File Window View Switch Channels Peer MTA Message Recipient Services Help
" Welcome to Message Console Switch Configuration Management Switch Operations 3(
= Refresh [@ Refresh All ‘ ) Refresh every 60 secondsl [[J Hide empty channels
"l@ ISODE-X400-EVALX400.NET (messaging.admin  Report Properties Services
# housekeeper
# mhsshaper MESSAGE SWITCH

% p3deliver

9@ pIserver GENERAL

o xjgg—dl * Hostname: 1ISODE-X400-EVALX400.NET

W 2400mt * OMGR status: Up

4 xA00p1 *Running since: 2025-09-25 16:20:42 (Local time)
* Running since: 2025-09-25 16:20:42 (MTA time)
*Time running: 8 minutes, 40 seconds
* 05 type: windows
* Queue filesystern free space: 84%
* Archive filesystem free space: 84%
* Logging filesystem free space: 84%
* Last management cperation: rereadQueue
*Time of last management operation: 2025-09-25 16:20:43

@ Help

Evaluation Guide: M-Switch X.400

Page 18 of 90



Creating the Security Database

In the Switch Configuration Management view, select the switch object.

Crea

ting Security Database
[E MConsole (Switch Configuration h ) m

sode

L. - a
File Window View Messaging Operations Help
5 Welcome to Message Console Switch Configuration Management Switch Operations
~ [ Routing Trees
+ @ Main Routing Tree Mein  Delivery Routing Lookup Authorization Queue Manager Security Advanced Alertd
~ [ Message Transfer Agents General
v ISODE-X400-EVAL.X400.NET
> Channels Full MTA Domain ISODE-X400-EVALX400.NET
> [ Tables Description
(@ Routing Nexus
> [ Directory Profiles et Do
> [ Logs
External Message Transfer Agents. X400 O/R  /PRMD=X400/ADMD=ISODE/C=GB/ Edit
© [ X400 Message Stores
» (8 Main Message Store o 5 Creating s=curfy database x
(B RRES L | 0 Creating security database for the first time.
On the “Creating Security Database” warning click on “OK”
Select the “Security” tab
New Security Database
=] o g gement ging.admin@ - o
File Window View Messaging Operations Help |
78 Welcome to Message Console Switch Configuration Management Switch Operations
v I Routing Trees
3 @ Msin Routing Tree Main  Delivery Routing Lookup Authorization QueueManager Security Advanced Alertd
v (] Message Transfer Agents. SOMTLS and SASL configurat
> [ 150DE- /AL X4D0.NET| a Ehli te )
External Message Transfer Agents 8 Enable SASL for SOM protocol
v [ X400 Message Stores
> (B Main Message Store Allow SASL PLAIN and LOGIN  When encryption is in use
() Enable TLS for SOM protocol
Hardware Security Module (PKCS #11)
Module Path Browse.
PIN
Security Database Configuration
Reset Database | Accessing Security Database using SOM connection to ISODE-X400-EVAL XA0D.NET
TLS Configurat.. Rele Subject Directory Name DNS Name Valid Until +Cyga(g
default PKCS12 Identity cn=ISODE-X400- EVAL X400.NET ISODE-X400-EVALXA00....  2126-06-04 14:05:20 ST
Trust Anchor en=Single Use CA en=Messaging Configuration.. 2126-06-04 14:05:20 COLT
Export
Apply  Cancel  Refresh
@ Help

Note that a database has been created with a single use CA trust anchor and a self-signed

certificate.

Configuring X.400 P7 Users

From MConsole select View—> Configuration>X.400 Mailbox Management.

MConsole X.400 Mailbox Management

[Z] MCensole (Switch Operations): messaging admin@I|SODE-X400-EVALX400.NET

File Window View Switch Channels Peer MTA Message Recipient

& Welcome to Live Operations

& Refresh [ Configuration
[ 1S0DEX
8 houst o ser Agent
& mhss
i padel [d Event Viewer
5@ piser B Alerts
92400 T Welcome View
@800 = shaper Configuration File Editor
9% X400
@ Options
| Make new "Switch Operations" views look like this one
2 Make new "Switch Operations” views use factory settings
Next View
Previous View
Close

Services  Help

Jperations X

Switch Configuration Management
g1l  X.400 Mailbox Management

# Authenticated Entities Management
VITCH

JDE-X400-EVAL.X400.NET

up

: 2025-09-25 16:20:42 (Local time)
 2025-00-25 16:20:42 (MTA time)
8 minutes, 40 seconds

ows

=m free space:

%
\ent operation: rereadQueue
ananement oneration: 2025-09-25 16:20:43
Ctrl+W

@ Help
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MConsole X.400 Mailbox Management

D MCensole (X.400 Mailbox Management): messaging.admin@ISODE-X400-EVALX400.MET

File Window View Help
& Welcome to Message Console

Switch Configuration Management Switch Operations

I X.400 Mailbox Management X

. =
Add Other User

|| Reuting Trees
> @ Main Routing Tree
User Templates

XAD0 User List X400 User Search X400 Integrity Check
X400 User List

The table below can display all the X.400 users in this messaging configuration.
As the operation can be slow, the table is only loaded when the 'Refresh Table' button is clicked

It is also possible to list a limited number of users by using the 'X.400 User Search'’ tab.

Routing Tree Main Routing Tree

~ Refresh Table

Table Columns to show Local Address , O/R Address, Type Edit

Save

SO

Expand the “Main Routing Tree” on the left until you reach your X.400 Address Space
(/PRMD=X400/ADMD=ISODE/C=GB/) in this example and select it.

MConsole X.400 Mailbox Management

[Z] MCensole (X.400 Mailbox Management): messaging.admin@ISODE-X400-EVALX400.NET

File Window View Help
& Welcome to Message Console

-]

Switch Configuration Management Switch Operations

{0 X.400 Mailbex Management 3

=] £ 2
Add P7 Mailbox  Add P3 User Agent  Add X.400 Distribution List  Add X400 Redirect

~ | Routing Trees
~ @ Main Routing Tree
v (@ c=GB
~ (§ ADMD=ISODE

User Templates

Click “Add P7 Mailbox”

Address Form

[C] Add PT Mailbox using Personal Name Naming

Address Form

Choose the address form to use for this node

Address form
@ Personal Name
© Common Name
O Common Name and Personal Name
© Organizational Unit
O AMHS (Aviation) CAAS Addressing
© AMHS (Aviation) XF Addressing
O Other

Finish

o E
Add Other User Search by Address  Search by User
Routing Tree Node

These routing tree nodes can be added or removed using the Switch Config Management view

Cancel

Select “Personal Name” (or whatever suits your deployment)

Click “Next >”

Cancel

@ Help

Evaluation Guide: M-Switch X.400

Page 20 of 90

e



|Isode

Add User One mailbox

[C] Add P7 Mailbox using Personal Name Naming

Node name (Personal Name Addressing)

Enter the Personal Name for this node

Surname One

Given name User

Initials

Generation Qualifier |

< Back Mext > Einish Cancel

Enter “One” for “Surname” and “User” for “Given name”

Click “Next >”

Confirm O/R address

[ Add PT Mailbax using Personal Name Naming

O x
O/R Address
Confirm the chosen O/R Address for this node
O/R Address /G=User/S=0One/PRMD=%400/ADMD=|SODE/C=GB/ Edit
< Back Einish Cancel

Click “Next >”

Create White pages entry

[T Add P7 Mailbex using Personal Name Naming

a X
White Pages (Address Book) Entry
Configure a White Pages entry for this address
() Do not set up a White Pages entry
1O Create new White Pages entry
Directory Root
Select where in the DIT the White Pages entry will be created
Directory cn=White Pages,0=%400 Pick...
Commen Name User One
Initials
Surname One
Given name User
(O Amend existing White Pages entry
Directory Entry
Select the existing Directory entry to amend
Directory Entry  cn=White Pages,0=14 Pick...
Advanced White Pages values can be set within the White Pages tab in X400 Mailbox
Management
< Back Finish Cancel

Click “Next >”
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MTA and Message Store Details

[C] Add PT Mailbox using Personal Name Naming
MTA and Message Store Details
Configure which Message Store, MTA and delivery channel this user will use
Message Store
cn=Main Message Store,cn=Messaging Configuration,o=X400
Supporting MTA
cn=|SODE-X400-EVAL X400.NET, cn=Messaging Configuration,o=X400

P3 Delivery Channel

p3deliver

< Back

Einish Cancel
Click “Next >”

Set P7 password
[ Add P7 Mailbox using Perscnal Name Naming

Passwords

Set the User's P7 and P3 passwords

P7 Message Store Password  Secret1+ Hide

P3 Access Password  Secretl+ Hide

< Back Nest » Einish Cancel

Provide and confirm a message store password.
Click “Finish”

User One mailbox created

D MConsole (X400 Mailbox Management): messaging.admin@|SODE-X400-EVALX400.MNET
File Window View Help

- O X
&1 Welcome to Message Console Switch Configuration Management Switch Operations (1] X400 Mailbox Management %
8 S =] . [Pl »2 el
Add PT Mailbox  Add P3 User Agent - Add X.400 Distribution List  Add X400 Redirect Add Other User Search by Address Search by User
~ I Routing Trees
« @ Main Routing Tree Message Store Routed UA  Synonyms, Aliases and Redirects  White Pages
v (p c=GB
) ADMD=ISODE P7 Message Store Password _Enter value to reset password Show
i PRMD=¥400
e One P3 Access Password Enter value to reset password Show
| User Templates
Mailbox Name ~ One
Keep a copy of submitted messages () Ves @ Default () No
Alternate Sending Addresses
ORAddress DN
Apply  Cancel
@ Help

Repeat the process for “User Two” (/G=User/S=Two/PRMD=X400/ADMD=ISODE/C=GB/)
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User Two mailbox created

[Z] MConsole (X400 Mailbox dmin@ISODE-X400-E

Configuring X.400 P3 Users

LX400.NET - o X
File Window View Help
"% Welcome to Message Console Switch Configuration Management Switch Operations | {1 X400 Mailbox Management %
a & < =] - £ a
Add PT Mailbox Add P3 User Agent Add X.400 Distribution List - Add X.400 Redirect Add Other User  Search by Address Search by User
~ [ Routing Trees
<« @ Main Routing Tree Message Store  Routed UA  Synonyms, Alizses and Redirects  White Pages
~ (@ =68 ;
« (3 ADMD=ISODE P7 Message Store Password Enter value to reset password Show
i@ PRMD=X400}
BTG User+5=0ne P3 Access Password  Enter value to reset password Show
& G=User+5=Two
User Templates Mailbox Name ~ Two0
Keep a copy of submitted messages (O Yes  © Default (O Ne
Alternate Sending Addresses
ORAddress
Cance
@ Help

It’s also possible but not essential to configure users that might access the switch directly using

the P3 protocol. To do that, follow the steps in the previous section but press the button “Add P3
User Agent” instead of the “Add P7 Mailbox” button. Add “User Three”.

In this case, only a “Supporting MTA” will be required.

Define supporting MTA
[Z] Add P3 User Agent using Personal Name Naming a *
MTA Details

Configure which MTA this user will use

Supporting MTA

cn=|50DE-X400-EVAL.X400.NET, cn=Messaging Configuration,o=X400

< Back Mext > Finish Cancel

Click “Next >”

Provide password

[Z] Add P3 User Agent using Personal Name Naming m] X

P3 Access Password
Set the User's P3 password

P3 Access Password  Secret1+ Hide

(8 Make this user permanent

ok | tee Concel

Provide a password to authenticate to the P3 channel

Select “Make this User Permanent”
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Press “Finish”

P3 User Added

8 8 2 &
AP Milbox AddP3 User Agent Add X400 Distibution it Add X0 Rediect

(]

B

.. @ » o
i Tenglte Add Othr Usse Serchiy Addves Seach by s

#3User Routed UR. Synonyms, Afases and Rediects Wit Pages

3

Acce

ord

snon
Aamatesening Addreses
ORadrert on
ad
et
pas
Athorzed P Adéreses
o
@ v

This completes the configuration of the System for Local Users

Xuxa.

|Isode

. We will now test the system with
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Testing the System with xuxa

P7 mailboxes
XUXA is Isode’s test UA.

XUXA is started on Linux as below:

Q

% /opt/isode/bin/xuxa

On Windows it can be found on the Windows start menu.

The following splash screen is displayed.

XUXA Splash Screen

Isode

XUXA
X.400 Demonstration User Agent

iy~ — — = eyl 7.

XUXA Initial Screen
E White Pages Browser *

Select an existing user in the Directory, to use its O/R address to create an account

v <World>
» 0=X400

Selection | 0=X400 |

[ ok ] canca |

Expand 0=X400 and cn=White Pages as follows:
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XUXA White Pages Selection
E White Pages Browser X

Select an existing user in the Directory, to use its O/R address to create an account

w <World>
v o=X400
cn=Address Book
> cn=Groups
> cn=Messaging Configuration
> cn=UUsers
~

cn=White Pages
9 cn=User One
9 cn=User Three
8 con=UserTwo

Selection cn=User One,cn=White Pages,o=X400

Select “cn=User One”

Click “OK”

XUXA Password Entry
= User Password

Enter the user's P7 Message Store or P3 MTA password

Enter the mailbox password (“Secreti+”)

Click “OK”

XUXA Client

9 XUXA (X400 Mail User Agent) - /G=User/S=One/PRMD =X400/ADMD=ISODE/C=GB/
File Message View Help

2.9 B 4 @

| GetMal Wi Reply  Reply Ml Forwsrd AddrBok
& Maiboxes. = T |[p From
b Inbox
1% Outbox
(=] Sent
A Reports

3 Trash

4

M ode:

Delete

Subject Received Size Sec

=) Prewew]'g Log|

From: Message Security:

Not Signed

No Security Label
Subject:
Date:

Bodyparts:
Priority:  Normal

* X.400 MTS Parameters

Listed 0 messages in the Sent folder Server status = & 0

Click “Write”.
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New message
2 New Message -
File Help
)
Send Attach m—e—

From:  /G=User/S=0ne/PRMD=X400/ADMD=IS0ODE/C=GB/

| Message Security:

=]

@ Don'tsign message
No Security Label

Priority:

Priority: Normal

Subject:

* X400 MTS Parameters

Bodyparts:

Click the “Address Book” Icon below “From:”

Address book

1 Address Book

The World

Mot bound

R /G=User/5=Two/PRMD=X400/ADMD=I1SODE/C=GB/
8 /G=User/ ree/PRMD=X400/ADMD=1SODE/C=GB/
R /G=User/5=0ne/PRMD=X400/ADMD=ISODE/C=GB/

Toi->

CC:->

BCC: -

Alt Recipient:

Edit with SODIUM

=

Attribute Value

Select User One and User Two in turn and Click “To”

Address message

1 Address Book

TheWorld

(@ /G=User/S=Two/PRMD=X400/ADMD=ISODE/C=GB/
9 ser/S=Three/PRMD=X400/ADMD=ISODE/C=GB/
@ /G=User/S=One/PRMD=X400/ADMD=ISODE/C=GB/

Not bound

BCC:->

Alt Recipient: -

Edit with SODIUM

/G=User/S=0ne/PRMD=X400/ADM|
#G=User/S=Two/PRMD=X400/ADMI|

Attribute Value
DN cn=User Two,cn=White Pages,o=X400
O/R Address /G=User/S=Two/PRMD= X400/ ADMD=ISODE/C=GB/

Click “OK”

oK Cancel

sode
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Create test message

2 Test = @ &
File Help

3 ¢ &

Send Attach mp—

From:  /G=User/S=One/PRMD=X400/ADMD=ISODE/C=GB/ v | [Mess=ge seauity

2 TO:  /G=User/S=Two/PRMD=X400/ADMD= SODE/C=GB/ Per Recip £ Don't sign me=zage

TO: /G=User/S=0One/PRMD=X400/ADMD=ISODE/C=GB/ Per Recip Mo Security Label
Priorty
Priority: Normel v

Subject: Test Bodyparts:

i |:|

To User One and User Two

Sent by User One

Enter some text in the Subject and Body then click the “Send” Icon (Top Left).
The following is displayed:

Message submitted
B Send Message

.

Message submitted.

k. e

Message Submission |D:
[/PRMD=X400/ADMD=I50DE/C=GB/;|SODE-X400.0600401-251009.095527]
IPM ID: 1 2510091055272*/G=User/S=0ne/PRMD= X400/ ADMD=IS0DE/C=GB/
Submission time: 251009105527+0100

It took 146 milliseconds to construct and send the message

Click “OK”.

Press “Get Mail”

Message received

B XUXA (X400 Mail User Agent) - /G=User/S=One/PRMD=X400/ADMD=|SODE/C=GB/

- o x|
File Message View Help
ﬁ - L“& g b bd .
| GetMal  Wrie Reply  Reply Al Forward AddrBock | Delete Mode
& Maiboxes] = O || P  From Subject Received Size Sec
j
) /G=User/S=One/PRMD=X400/ADMD= SODE/C=GB/ Test 04/06/2026, 1634 1Kb o/
] <SYSTEM> 1K
@ Outbox ] <SYSTEM> 1Kb
) Sent
& Reports
3 Trash
_]Prewaw"gmgl =g
From: /G=User/S=0ne/PRMD=X400/ADMD=ISODE/C=GB/ Message Security:

TO:  /G=User/S=One/PRMD=X400/ADMD=|SODE/C=GB/

oJ | Signature (Mot signed)
TO:  /G=User/S=Two/PRMD=X400/ADMD=|SODE/C=GB/

No Security Label
Subject:  Test
Date: 04/06/2026, 16:34

Bodyparts:
Priority:  Normal

T 145 Tet

& X400 MTS Parameters

To User One and User Two

[ serverstatus = 4 B

We now need to configure XUXA for User Two.

From the Top Menu Select File->Preferences.
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Preferences option
= XUXA (X400 Mail User Agent) - /G=user

File Message View Help
& Getall Mail Ctrl+G

(%] Open Address Book Ctri+A f

Preferences
Exit Ctrl+X L
ro— el
XUXA Accounts
B Preferences a >
Kuxa Accounts M T
it Accoun]
> Xuxa General Make Default < Add
User One ~
% Copy Delete
Default Account
Import Preferences Export Preferences Delete All Preferences
Restore Defaults Apply
Click “Copy”.
New Account editor
B Mew Account Editor *

Type the new account name

User Twol

Name the new account

Click “OK”.
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New account created
) Preferences o x
type filter text Xuxa Accounts vEe
+ s Accourt]
> Xuxa General Make Default I Add
User Two
X Delte

The default account is User One

Import Preferences | ExportPreferences  Delete All Preferences

Restore Defaults Apply

Apply and Close Cancel

Expand “Xuxa Accounts” and select “P7 Message Store”.

|Isode

Change the “Message Store Presentation Address”, “Message Store User (O/R)” and “Message

Store User DN” as follows:

Modify User Two Configuration

B Preferences

type filter text P7 Message Store

v Xuxa Accounts
Connection Information

Bodyparts Message Store Presentation Address  "3001"/URI+0000+ URL+itot://ISODE-400- EVAL X400.NET:3001
DSA and Address Book
General Message Store User (O/R) /G=User/S=Two/PRMD=X400/ ADMD=ISODE/C=GB/ Edit
P3 Submission v Store User . seerctt
BT Message Siore essage Store User Passwor ccretl+
Reports Message Store User DN cn=User Two,cn=White Pages,0=X400 Pick
Security
5 Xuxa General (%5 Bind to the Message Store 1 Search
Check for messages at startup

(0] Disable configuration requests in bind operations

[[J Use 2 new connection for each message submission

(] Use a new MS connection for Get Mail

(8 Don't confirm message deletion

(@ Register an autoalert for new messages.

() Pop up an alert window when an autoalert is received

[ Automatically check for new every check period (below)

Check period (in seconds]

The messages will be fetched

©atstarup time () on demand
Maximum mailbox size 100
Restore Defaults Apply
Apply and Close Cancel

Click “Apply and Close”.

From the Top Menu Select File->Preferences

Select User Two account

2 Preferences o X
typefiter tert Xuxa Accounts vEOT
» e Accouss]
> Xuxa General Make Defauit o Add

& copy X Deere
User Two
Default Account

Import Preferences | Export Preferences  Delete All Preferences

Restore Defautts Apply
Apply and Close Cancel

From the dropdown, select the account “User Two”
Press “Apply and Close”
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User Two mailbox

D XUXA (X400 Mail User Agent) - /G=User/S=Tuwo/PRMD=X400/ADMD= ISODE/C=G8/

- o x
File Message View Help
2 . % R | = - .
| Getmal  wite Reply  Reply Al Forward AddtBock | Delie | Mode
@ waiboes] = 0[P From Subject Received Sze  Sec
) /GeUser/S=One/PRMD= X800/ ADMD=ISODE/C=GE/ Test 09702025, 0955 | 1k6
1% Outbox
9 Sent
2 Reports
@ Trash
(21 Preview| <, Log| =g
From:  /G=User/S=One/PRMD=X400/ ADMD=ISODE/C=GB/ Message Secuity:
TO:  /G=User/S=Tuwo/ PRMD=X400/ADMD=ISODE/C=GE/ 2| Signed (Mot signed)
TO:  /G=User/S= One/PRMD= X400/ ADMD=ISODE/C=GE/
o Securty Label
Subject:  Test
Date: 09/10/2025, 09:55 EEipEs
Priority:  Norml T 15Tt
X400 MTS Parameters
To User One and User Two
Sent by User One
A new message has arrived | Serverstatus = Q) ®

You will see the message sent by “User One” - click the “Reply” icon.

Reply to message from User One

2 New Message

o x
File Help
g ¢ &
Send Attach g
From:  /G=User/S=Two/PRID=X400/ ADMD=ISODE/C=GB/ « Message Security:
= TO:  /G=User/S=0ne/PRMD=X400/ADMD=IS0DE/C=GB/ Per Recip /' Don'tsign message
No Security Label
Priority:
Priority: Normal -
Subject: Re: Test Bodyparts:
@ X400 MTS Parameters
Message Received by User Two
Enter some Body Text.
. « ”
Click the “Send” Icon.
Message submitted
= Send Message X

Message submitted.

Message Submission [D:
[/PRMD =400/ ADMD=|SODE/C=GB/;150DE-X400.0895201-251009.100210]

IPM ID: 1 251009110210Z*/G=User/5S=Two/PRMD=X400/ADMD=|SODE/C=GB/

Submission time: 251009110210+0100

It tock 163 milliseconds to construct and send the message

Click “OK”.

Now, using the File>Preferences Switch Back to the User One Account.
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Reply received at User One
B XUXA (X.400 Mail User Agent) - /G=User/S=One/PRMD=X400/ADMD=ISODE/C=GB/ - a x
File Message View Help

2 |3 ®

L [ L » M .
| Getmal Wit Reply  Reply Al Forward addcBock | Delete | Made
& Mailbores = Olpr From Subject Received Size Sec

] /G=User/S=0ne/PRMD=X400/ADMD=ISODE/C=GB/ Test 09/10/2025,0%55  1Kb ]

1% Outbox -] «SYSTEM> 1Kb

] Sent. ] <SYSTEM> TKb

& Reports 1 /G=User/S=One/PRMD=X400/ADMD=ISODE/C=GB/ 1PN 09/10/2025,0955 1K

@ Trash ) /G=User/S=Two/PRMD=X400/ADMD=ISODE/C=GB/ IPN 09/10/2025,09:57 1Kb

-] /G=User/S=Two/PRMD=-X400/ADMD~ISODE/C-GB/ Re: Test 09/10/2025, 10:02  1Kb
) Preview| (<} Log = A

From: /G=User/S=0ne/PRMD=X400/ ADMD= SODE/C=GB/ Message Security:
er/5=Tuwo/PRMD=X400/ADMD=SODE/ C=GB/

| Signed (Not signed)

T0: &r/S=0ne/PRMD =X400/ADMD-=ISODE/C=GB/
No Securty Label
Subject:  Test
Date: 09/10/2025, 09:55 Bodyparts:
Priority:  Normal T 15 Tert

# X400 MTS Parameters

To User One and User Two

Sent by User One

A new message has arrived Server status = QB

You can see that the message has been received.

This completes the testing of Local P7 Users.

P3 mailboxes

It’s also possible to send and receive messages via p3 using xuxa.

Follow the instructions in the previous section to copy the “User One” account.
Call it “User Three”

Expand “Xuxa Accounts and select “P7 Message Store”.

|Isode

Change the “Message Store Presentation Address” and “Message Store User DN” and remove the

“Message Store User (O/R)” as follows:

Modify User Three Configuration

BB Preferences [m] x
| | type filter text P? Message Store $H - - -
¥ X”‘: ‘2“”””“ Connection Information
odyparts Message Store Presentation Address  *3001"/URI+ 0000+ URL+itot://ISODE-K400-EVAL X400, NET:3001
DSA and Address Book
General Message Store User (O/R) Edit

P3 Submission

P7 Message Store Message Store User Password Secret]+

Reports Message Store User DN cn=User Three,cn=White Pages,0=X400 Pick
Security
3 Xwa General [ Bind to the Message Store 4 Search

X400 P7 Bind Authentication Level
© simple Authentication (O Strong Authentication

Check for messages at startup
[ Disable configuraticn requests in bind operations.
[CJ Use a new connection for each message submission
[0 Use a new MS connection for Get Mail
18 Don't confirm message deletion
18 Register an autoalert for new messages

("] Pop up an alert window when an autoalert is received

() Automatically check for new every check period (below)

Check period (in seconds) 0|

The messages will be fetched
© at startup time () en demand

Maximum mailbox size 100

Restore Defaults Apply

I Apply and Close Cancel

Select the “P3 submission” tab

Evaluation Guide: M-Switch X.400

Page 32 of 90



|Isode

Change the “P3 Channel Presentation Address” and “P3 User O/R Address” as follows:

User Three P3 Configuration

B Preferences

a x
type filter text P3 Submission LS Ty
~ Xuxa Accounts

Bodyparts P3 Channel Presentation Address  "593"/URI+0000+ URL+ itot://ISODE-X400-EVALX40D.NET
DSA and Address Book P3 User O/R address /G=User/S=Thres/PRMD=X400/ADMD=IS0DE/ C= GB/ Edit
General
B3 Submission P3 User Password Secret+
PT Message Store [£5 Bind to the P2 Channel 1 Search
Reports
Security X400 P3 Bind Authentication Level
> Xuxa General © Simple Authentication () Strong Authentication
B Force sending using P3, instead of via the P7 Message Store
P3 Delivery
If you want to read messages queued on the MTA's P3 channel for this user
then unset the values in the user parameters in the P7 Message Store tab.
If no P user values are found, the P3 Submission information will be used instead
NOTE: Receiving messages via P3 (delivery) requires the routing in the MTA to be
correctly set, in particular the PP Channel of the user should be p3server, not p3deliver
Restore Defaults Apply
Apply and Close Cancel

Check “Force Sending P3, instead of via the P7 Message Store”
Click “Apply and Close”.

From the Top Menu Select File-> Preferences

Select User Three account

B Preferences

o x
type filter text Xuxa Accounts v M
N
> Xuwa General Make Default Ik Add

User One  Copy X Delete
User Two
User Three
Import Preferences | Export Preferences  Delete All Preferences
Restore Defaults Apply

Apply and Close Cancel

From the dropdown, select the account “User Three”

Press “Apply and Close”

If that doesn’t work, select and apply one of the other profiles first
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User Three bound

) XUXA (X400 Mil User Agent) - /G=User/S=Three/PRMD=3400/ADMD=ISODE/C=GB/
File Message View Help

o b =

| Getmal  wiite Reply Reply Al Forward AddrBook | Dol Mode
@ Maiboxes | =B8]|r Fom Subject Received Size Sec
[ nbox]
@ Outbox
S Sent
A Reports
3 Trash
(21 Preview| €, Log|
From: Message Security:
ot Signed
No Securty Label
Subject:
Date: Bodypart:
Priority:  Normal
® X400 MTS Parameters
Timed out - no more new messages [ server status @ 48

SO

In the operations view in Mconsole, it’s possible to see the queue for this connection and the

bound UI:

User Three queue

e

(] MConsole (Switch Operations): messaging.admin@ISODE-X400-EVALX400.NET - o x
File Window View Switch Channels PeerMTA Message Recipient Senvices Help
T Welcome to Message Console |14 Switch C [ switch Operations x " X400 Mailbox 1
| Refresh [z Refresh All | [JRefreshevery 60 seconds | (] Hide empty channels
{79 TSODE-X400-EVAL XADONET drmin@ISODE-KA00-EVAL FAODNETE. 0 | Report  properties
& Housekeeper
& mhsshaper CHANNEL
%1 p3deliver
v[a8 pserver] GENERAL
4 /G=User/S=Three/PRMD=X400/ADMD=SODE/C=GB/ .
oo Channel name: p3server
el * Nurnber of meszages: 0
9% x400mt “Volume of messages and reports: 0 KB
2 1d00p1 * Channel inbound enabled: True
* Channel outbound enabled: True
* Peer MTAs: 1
* Number of active processes: 0
* Number of processes: 0
CURRENT ASSOCIATIONS
* Outbound asseciations: 0
* Inbound associstions: 0
OUTBOUND ASSOCIATION HISTORY
* Last refusal status code: 0.0.0
@ Help
. [E——

Write a Message from User Three to User Three:

User Three Message

3
Send Attach Cmp—

From:  /G=User/S=0ne/PRMD=X400/ADMD=|SODE/C=GB/

2 TO:  fG=User/S=Three/PRMD=X400/ADMD=ISODE/C=GB/ Per Recip

Subject: User Three to User Three Via P3

* X400 MTS Parameters

User Three to User Three Via PS\

Message Security:

o/ Don't sign message

No Security Label

Priority:
Priority: Normal

Bodyparts:

Press “Send”
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Message submitted via p3
= (A User Agent) - /G: -Three/PRMD: D: - o X
Fle Message View Help
; 2. % B X% @ = .
o GetMal W Reply  Reply All  Forward AddeBack Delete Mode
& Mailboxes | =0l[r Fom Subject Received Size Sec
2 Reports
@ T
B Send Message X
BB (i ] -
Message Submission D
From: [/PRMD: — Gy, 114046] Message Security:
IPM ID: 1260326114046Z*/G=User/S=Three/PRMD= X400/ ADMD=ISODE/C=GB/ Not Signed.
Submission time: 2603261140462 No Security Label
Subject:
Date: It took 256 milliseconds to construct and send the message. Bodyparts:
Prority:  Normal
@ X400 MTS Parameters
T e FIIE]
“« ”»
Press “OK
The message is queued:
Message Queued
[ MCansole (Switch Operations): messaging.admin@ISODE-X400-EVAL X400 NET - o X
File Window View Switch Channels PeerMTA Message Recipient Services Help
] Welcome to Message Console [ Switch G [ switeh Operations ¢ ™ i X400 Mailbox ]
) Refresh [ Refresh All | [JRefresh every 60 seconds | (] Hide empty channels
18 ISODE-XA00-EVAL KA0D.NET i @ISODE-XADD-EVAL XA0DMETT: 1 Report  Properties
55 plserver: 1/1
[ /G=User/S=Three/PRMD=X400/ADMD=ISODE/C=GE/: 1] MTA
1
msg.04016-0 from /G=User/S=Three/PRMD=X400/ADMD=ISODE/C=GB/ ‘GENERAL
a
housskesper i o8
& mhsshaper * Diverted: False.
% padeliver * Oldest message or report: 2026-03-26 11:40:46
@ x400-dI * Number of messages: 1
3 x200mt “ Volume of messages: 0 KB
* MTA inbound enabled: True
haknd * MTA outbound ensbled: True
CURRENT ASSOCIATIONS
* Inbound assaciations: 1
* Outbound associations: 0
= Number of Active Associations: 1
* Establishing new outbound association: False
© Help
Press “Get Mail”
Message Retrieved
= XUXA (X400 Mail User Agent) - /G=User/S=Three/PRMD=X400/ADMD=ISODE/C=GE/ - X
File Message View Help
& 2 \ ) 2 \ @ .
|GeiMa Wt | Rep ResyAl Fomard Addbook| T | Mode
@ Ve = al[r Fom Subject Received S s
) /G=User/S=Three/PRMD=X400/ADMD=ISODE/C=GB/ User Three to User Three Via P3 26/03/2026,11:40 Kb Ay
] <SYSTEM> Delivery Report T
@ Taash
23 Preview| 2, Log =&
From: se/S=Three PRMD=X400/ ADMD=ISODE/C=G8/ Memeoe sesuriy
TO:  /G=User/S=Three/PRMD=X400/ADMD=ISODE/C=GB/ 2 Sgnature (01C)
o Securty Label
Subject:  User Three to User Three ViaP3
Date:  26/03/2026, 1140 Bodyparts
Priority:  Normal TiasTet
® X400 MTS Parameters.
User Three to User Three Via P3 a
Read2messages-no morenew messages Serverstatas ® 4 ®

Because P3 is a delivery mechanism and doesn’t involve a message store, it is expected behaviour
that if you close and reopen xuxa, the inbox will appear empty.

This completes the testing of Local P3 Users. We now need to configure an External MTA and

some Address Book Entries.
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Adding an External MTA and Address Book entries

Configuring the External MTA with MConsole

Before connecting to an External MTA, you will need to exchange information with the owner of
the MTA as follows:

Your MTA Name:
Your MTA Password:

Your Hostname/IP Address:

Their MTA Name:
Their MTA Password:
Their Hostname/IP Address:

In this guide we will be connecting to the M-Switch Core MIXER MTA described in the M-Switch
Core MIXER Evaluation Guide and will use the following information.

Your MTA Name: ISODE-X400-EVAL.X400.NET
Your MTA Password: Secreti+

Your Hostname/IP Address: ISODE-X400-EVAL.X400.NET
Their MTA Name: ISODE-MIXER-EVL.MIXER.NET
Their MTA Password: Secreti+

Their Hostname/IP Address: ISODE-MIXER-EVL.MIXER.NET

From MConsole expand the Routing Tree to the ADMD “Isode”

Routing node Selected

[Z] MCensole (Switch Configuration Management): messaging.admin@|SODE-¥400-EVALXA00.NET - o x
File Window View Messaging Operations Help
% Welcome to Message Console Switch Configuration Management X Switch Operations | {1} X400 Mailbox Management
MTA Info  Filters
~((® ADMD=ISODE MTA Group

> (® PRMD=X400
> [ Message Transfer Agents Add
External Message Transfer Agents

> [ X400 Message Stores

Subtree Information: () Al children present € Not all children present

Routing Nexus

@ Help

Right Click on “ADMD-=Isode”
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Context menu with Add Node

[ MConsole (Switch Configuration Management): messaging.admin@|S

File Window View Messaging Operations

&) Welcome to Message Console Switch

~ [ Routing Trees
~ & Main Routing Tree
ZIE C=GB

Select “Add Node...”.

. ® PRM Search Users...
» [] Message Transfer Add X400 User / Address...
| Bxternal Message Add Mode...
» [ X400 Message 5t Delete...
Check Routing...

Help

Configuration Managen

MTA Info  Filters

MConsole External MTA Routing Addition

& Creastea Routing Tree node

Select the node type and enter a value

Mode type | PRMD -~ ||r|terr1et

Enter “Internet” for the “PRMD”

Click “OK”.

Internet node added

[ MConsole (switch

o
File Window View Messaging Operations Help
7 Welcome to Message Console

~ [ Routing Trees.
~ @ Main Routing Tree MTAInfo  Filters
55 C=GB
v (® ADMD=ISODE
@ PRMD=X400
» (@ PRUD=Tremel]

MTA Group

Switch Configuration Management Switch Operations

@ ISODE-X400-EVALX400.NET

{8 X400 Mailbox Management

5 [ Message Transfer Agents
") External Message Transfer Agents
> [ X400 Message Stores

Routing Nexus

Subtree Information: () All children present @) Not all children present

Right click on “External Message Transfer Agents”

Create new external MTA

(] MConsale (Switch Cenfiguration Management): messaging.admin@!|!

File Window View Messaging Operations Help

"% Welcome to Message Console

Switch Configuration Manage

w [ | Routing Trees
w @ Main Routing Tree
Ei5 C=GB
v (§ ADMD=ISODE
(¥ PRMD=X400
5 (§ PRMD=Internet
» [ | Message Transfer Agents

Under this folder you w

External MTAs may be
reason, or third-party N

An external MTA is the

» [ X400 Messag

Select “New External MTA...”

External Messane Trancfar Anantc |

Mew Bxternal MTA...

Add
Remove

Edit

Cancel  Refresh

|Isode
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Select MTA type
[ Create a new MTA (m] X

MTA type

Select the type of MTA you want to create

External MTA (Non Isode MTA, or non tailoring MTA)

() X.400 Gateway (using the Isode or Open Group Gateway API)
() X.400 P1 over HTTP Gateway

< Back Next = Finish Cancel

Select “X.400”

Click “Next >”

Name the external MTA

| [2 Create anew MTA
MTA Naming

| MTAs can be named in a number of different ways, depending
on the context.

The MTA Name, to be used in protocols (like X.400 P1 binds)
MTA name in protocol  ISODE-MIXER-EVL.MIXER.NET

The host name or IP address of the system on which the MTA will run

Fully Qualified Hostname ISODE-MIXER-EVL.MIXER.NET

The local Directory Name in this configuration (defaults to MTA Name)
Directory Name  Isode MIXER Gateway

Optional lacal description for the new MTA
Description |

< Back Next > Finish Cancel

In “MTA name in protocol” type “Their MTA Name”

In “Fully Qualified Hostname” type “Their Hostname/IP Address”

In “Directory Name” type a helpful label
Click “Next >”.

Expand the “Main Routing Tree” until you get to “PRMD=Internet”

Default Routing tree for MTA
o new MTA

Default Routing Tree for this MTA

Routing will be setup for the O/R Address Prefix selected, and the default
Internet domain selected earlier.

Choose a Routing Tree or Address Conversion Table. Use the tree navigation tool to select a partial or
complete O/R address, and then modify this value if necessary via the Edit button.

cn=Main Routing Tree, cn=Messaging Configuration,0=X400

~ Main Routing Tree
v €=GB
~ ADMD=ISODE

PRMD=Internet

> PRMD=X400

Selected O/R Address

O/R Address /PRMD=Internet/ADMD=ISODE/C=GB/ Edit

< Back Next > Cancel

Select “PRMD=Internet”

|Isode
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Click “Next >”

Remote X.400 authentication details
[] Create a new MTA

[m] X
Remote X 400 MTA authentication details ke
Coenfigure the authentication information to be used te connect [
to this External X.400 MTA
Remote MTA Name to use in the bind  ISODE-MIXER-EVL.MIXER.NET
re
Remote MTA password to use in the bind  Secret1+ Hide
d
< Back Mext > Finish Cancel
Provide the remote MTA password.
. « . . ”
Click “Finish”.
Remote MTA Added
[Z] MConsole (Switch Configuration Management): messaging.admin@ISODE-X400-EVALXA00.NET - O X
File Window View Messaging Operations Help

& Welcome to Message Console Switch Configuration Management Switch Operations

41 X.400 Mailbox Management
~ | Routing Trees
~ @@ Main Routing Tree MTAInfa  Filters
v B8 =GB
v (9 ADMD=ISODE MTA Group
(® PRMD=X400
> |G PRMD=Internet Isode MIXER Gateway, MTA weight : 5 Add
5 [ Message Transfer Agents
5 [ External Message Transfer Agents Remove
> [ X400 Message Stores Edit
Subtree Information: () All children present € Not all children present
Routing Nexus
Apply  Cancel |Refresh

@ Help

You will see that this new MTA has been added as the MTA for the PRMD=Internet. We now

need to configure the password for our x400p1 channel. Expand our MTA and Channels then
select the x400p1 channel and select the “Auth” Tab.

MConsole Configure X.400 P1 Channel

[Z] MCensole (Switch Configuration Management): messaging.admin@ISODE-X400-EVALXA00.NET - O X
File Window View Messaging Operations Help

) Welcome to Message Console Switch Configuration Management Switch Operations

g zilbox Management
%400 Mailbox Manag
> [ Routing Trees

© [ Message Transfer Agents Main  Program Tables Inbound Auth  RTSE  MTALinks Advanced
~ [ ISODE-X400-EVAL X400.NET Authentication Requirements
~ [ Channels
@ housekeeper Allows selection of methods used to authenticate the responses to connections which the channel initiates (initiater, and to
@ mbshaper incoming connections to which the channel responds (responder).
3 padeliver Plinitiator MTA-NAME-PRESENT § SIMPLE-AUTHENTICATION Edit
{ p3server
s x400-dl
b P1Responder MTA-NAME-PRESENT § SIMPLE-AUTHENTICATION Edit
G x400mt
[T %200p1
> [ Tables Credentials
@ Routing Nexus Credentials which the channel will supply when initiating a connection (initiator), or in response to a connection (responder).
» [ Directory Profiles
> [ Logs Initiator RTS Credentials Edit
> [ Extemal Message Transfer Agents
> [ X400 Message Stores
Responder RTS Credentials Edit
Apply  Cancel | Refresh
@ Help

Click “Edit” on the “Initiator RTS Credentials”
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Initiator RTS Credentials

I:I Initiator RTS Credentials

X

The credentials to be used in the request when IS0DE-X¥400-EVAL.X400.NET connects to

another MTA

Request MTA Name  [SODE-X400-EVAL X400.NET

Request MTA Password  Secret]+|

[JEmpty  Hide

OK Cancel

Change the Password to “Secret1+”

Click “OK”.

Repeat the process for the “Responder RTS Credentials”

Responder RTS Credentials ____

= Responder RTS Credentials 4

The credentials to be used in the response when |SODE-X400-EVAL. X400.NET responds

to another MTA

Response MTA Mame

ISODE-X400-EVAL.X400.MET

Response MTA Password  Secretl+ DEmpty Hide

Click “OK”.

RTS Credentials modified

[£] MConsole (Switch i M:

i) i dmin@|5ODE-*¥400-EVALX400.NET

OK Cancel

File Window View Messaging Operations Help

% Welcome to Message Console

~ | Routing Trees
v @ Main Routing Tree
GB
v ( ADMD=ISODE
(® PRMD=X400
» (® PRMD=Intemet
v [ Message Transfer Agents
~ ] ISODE-X400-EVAL X400.NET
~ [/ Channels
@5 housekeeper
&% mhsshaper
@5 padeliver
@ paserver
&5 wd00-dl
&b a00mt
5 [ Tables
(¥ Routing Nexus
» [ Directory Profiles
> [ Logs
» [ External Message Transfer Agents
» [ X400 Message Stores

Click “Apply”

Switch Configuration Management 3 Switch Operations | ] X400 Mailbox Management

Main  Program Tables Inbound Auth  RTSE  MTA Links Advanced
Authentication Requirements

Allows selection of metheds used to authenticate the respenses to connections which the channel initiates (initiater], and to
incoming connections to which the channel responds (responder).

Plinitiator MTA-NAME-PRESENT § SIMPLE-AUTHENTICATION Edit
P1Responder MTA-NAME-PRESENT § SIMPLE-AUTHENTICATION Edit
Credentials

Credentials which the channel will supply when initiating a connection (initiator), or in respense to a connection (responder].

Initiator RTS Credentials

Edit

Responder RTS Credentials

Apply| Cancel  Refresh

We now need to test the Connection.

Right Click on the “x4o00p1” Channel.

@ Help

|Isode
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Test Connection from this MTA

[Z] MConsole (Switch Configuration Management): messaging.admin@ISODE

File Window View Messaging Operations Help

5] Welcome to Message Console

Switch Configuration Management

v [ Routing Trees
~ @ Main Routing Tree
v i3 C=GB
~ (9 ADMD=ISODE
® PRMD=X400
> (@ PRMD=Internet
v [ Message Transfer Agents
v (2] ISODE-X400-EVALX400.NET

Main  Program Tables
Authentication Requiremi

Allows selection of metho:
incoming connections to :

Plinitiator MTA-NAME-

|Isode

v & Channels P1Responder MTA-NAK
{3 housekeeper —
{ mhsshaper

U padeliver Credentials
G paserver Credentials which the cha:
B x400-dI
{3 x400mt
40001
5 [ Table:
(¥ Routil
> [ Direct
> [ Logs

5 [ External Me Add Peer Connection...
> [ X400 Messe Test Connection from this MTA

Initiztor RTS Credentials

dential

Copy this channel DN to clipboard

Select “Test Connection from this MTA”

Select remote MTA
@

Test an X 400 Connection
Click on the 'Run Test' to initiate a connection attempt from:
€n=3400p1,cn=ISODE-X400- EVAL.X400.NET, cn=Messaging Configuration, 0=X400
To Remote MTA / Channel:

Run Test  Clear

Close

Select the remote MTA
Click “Run Test”

Test connection to mixer
=

Test an X 400 Connection

Click on the 'Run Test' te initiate a cannection attempt from:
cn=x400p1,cn=ISODE-X400-EVAL. X400.NET, cn=Messaging Configuration, o=X400

To Remete MTA / Channek:
<n=x400p1,cn=Isode MIXER Gateway,cn=Messaging Configuration,o=X400

Checking to see if there is an existing connection.
Mo existing P1 Connections to: cn=x400p1,cn=Iscde MIXER Gateway,cn=Messaging Configuration,o=X400
Performing P1 channel connect:
Connecting...0
Connecting...1
Checking to see if connection established
Successfully established P1 connection from:
€n=x400p1, cn=ISODE-X400-EVAL X400.NET, cn=Messaging Configuration, 0=X400
to:

en=xd00p1,cn=Isade MIXER Gateway, cn=Messaging Configuration,0=X400

Run Test

Close

If you do not see a successful connection check Port 102 is open on both machines.
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We now need to check the Routing.

From the “Top Menu” click “Messaging”

Context menu with Check address routing

[] MConsole (Switch Configuration Management): messaging.admin@|S0DE-X<

File Window View Messaging Operations Help
"% Welcome to Messac MHS Management
~ || Routing Trees Create MTA Links
» & Main Routini Summary...
v [ Message Transh; Upgrade Messaging Configuration...
w ] 1SODE-X400- .
Check Address Routing...
w [ | Channels
;:33 housel Backup Messaging Configuration...
{SAB mhssh Systemn Check...

@3 p3deliver

-
Li74 J. P——

Select “Check Address Routing...”

MConsole Check Routing

[C] Check Routing

Test email address routing
Click on the 'Check Address' to start the test
Basic  Advanced

Switch: ISODE-X400-EVAL.X400.NET -~

Address To:

Presentation Address

Edit| Swap Addresses

Address From:

Edit (D Include From Address

Check Address  Clear

Click “Edit” next to “Address To:”

Check Routing

[ O/R Address Editor

Name Form Partial

Country Name GB Administrative Domain  ISODE () Space
Private Domain _Intermet Organization

Organizational Unit £1 Organizational Unit £2

Organizational Unit £3 Organizational Unit #4

Sumame One Initials

Given Name  User Generation Qualifier

Common Name |

%121 Address

Terminal ID

Domain-defined type = +
Clear Cancel

Close

Enter the details for the remote user and click “OK”.

Click “Check Address”

Inl

|Isode
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Route check results
[Z]] Check Routing

Test email address routing

X
Click on the 'Check Address' to start the test

Basic  Advanced

Switch: |SODE-X400-EVAL.X400.NET

Address To:  /G=User/S=0ne/PRMDz=Internet/ADMD=ISODE/C=GB/ Edit  Swap Addresses
Adress From: Edit [JInclude From Address
x400address: /G=User/S=One/PRMD= Intemet/ADMD=ISODE/C=GB/

delivered-mta: cn=x400p1,cn=Isode MIXER Gateway,cn=Messaging Configuration, 0=3X400
delivered-channel: x400p1
channel-weight: 5

Check Address

Close

You should see it routing to the new Remote MTA. We now need to Add the Remote Users to the
White Pages Address Book for XUXA. We will use an Isode tool called “Sodium” for this.
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Adding Address Book Entries with Sodium

On Windows, start Sodium from the Windows Start Menu.

On Linux run the following command:
/opt/isode/bin/sodium

Enter Sodium Passphrase
. Profile passphrase Required *

The file "C\Users\Administrator\AppData\Roaming\lsode\isode-bindprofile-r1 3xml"
is protected by your Profile passphrase.

Either enter your passphrase, or press CANCEL to run Sodium without leading or
saving any bind profiles,

Passphrase: -u-----l

Enter the Passphrase (same as for MConsole).

Click “OK”

Connect Sodium to dsa
. Bind Profile Management O X

Configured Binds (encrypted)

=dsa,0=X400 / M ing Admil
cn=dsa,0 / Messaging Admin New..

Madify...
Copy
Rename...
Delete

Passphrase...

Certificates...

Click “Connect”

|Isode

Expand the view from “World” until you reach “White Pages”, then right Click on “White Pages”.

Add below white pages
= cn=dsa,0=X400 / Messaging Admin - Sodium - o X
Session Edit Operations X309 View Help

Browse: White Pages... X

) "en=dsa,0=X400 / Messaging Admin': LDAP bind to 'ISODE-X400-EVALXA00.NET on port 1t Schemaview ~ o

@ World extensibleObject
> [ en=config
v & o=x400 o White Pages *
@ cn=Address Book
> @ en=Groups Add new attribute type...
5 [ en=Messaging Configuration
> (@ cn=Users
5[] enWies bamee]
Browse
Search...
Compare
Copy DN
Rename
Add below.
Delete
Refresh
Add another...  Clone...| | Object classes... Apply  Cancel
Bulk tools >

fbort  Viewing: cn=White Pages,0=X400

Select “Add below...”
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Select person template
. Add entry under: cn=White Pages,o=X400 O *

Select template to add
Choose the temnplate suitable for the entry you wish to add

[ Person

@ Group of Names I
% Group of Unique Names

4 Organizational Role

& Organizational Unit

é’E} Organization

% City/Locality

%% Country

@ Domain Component

& Device

€ Alias

< Back Mext » Finish Cancel

Click “Next >”

Select optional parts

| % Add entry under: en=White Pages c=X400 O X
|

| Select optional parts
Select which optional parts of the template apply

"Person” template options:
Organizational Person
Internet Organizational Person
Isode Harrier User
Isade M-Box User
Isode M-Box Gateway User
X400 Messaging
ATH AMHS User
PKl User
PKICA

| Certification Authority
Entrust CA

Dpoo0O@ecd0O@a

< Back Mext > Finish Cancel

Check “Organizational Person”, “Internet Organizational Person” and “X.400 Messaging”

Click “Next >”

Full name
£ Add entry under: cn=White Pages 6=X400 [m} x

Enter RDN
Enter the RDN value for the new entry

Full Name User One Internet]

< Back Next » Cancel

Type “User One Internet”
Click “Finish”

Evaluation Guide: M-Switch X.400 Page 45 of 90



Sodium Add below

L cn=ds,0=X400 / Messaging Admin - Sodium
Session Edit Operations X508 View Help

7 Browse: White Pages...

~ @ World
> [ en=config
-

@ cn=Address Book
5> @ cn=Groups
5 [ en=Messaging Configuration

> [1] en=White Pages

Personal  Group

"'- "cn=dsa,0=%400 / Messaging Admin"; LDAP bind to 'ISODE-X400-EVAL.X400.NET' on port 19389

Contact Other

Template view ~ | of*

Address Photo  Employee 4k Messaging

Abort Adding: cn=User One Internet, cn=White Pages, 0= X400

Add “Internet” for “Surname”

Select the “Messaging” tab

Messaging tab

7 cn=dsa,0=X400 / Messaging Admin - Sodium
Session Edit Operations X509 View Help
¢ Browse: White Pages... X

~ @ World
> [ en=config

cn=Address Book

> @ en=Groups

> || cn=Messaging Configuration
> @ cn=Users

> [ cn=White Pages

Abort Adding: cn=User One Intemet,cn=White Pages,0=X400

) *cn=dsa,0=3400 / Messaging Admin": LDAP bind to 'ISODE-X400-EVAL.XA00.NET" on port 19383

Personal Group Contact Other

OR Addresses £b

Maximum Content Length

Message Store DN

Deliverable Content Types

Acceptable EITs

Exclusively Acceptable ElTs

Unacceptable EITs

O/R Addresses with Capabilities

Add ancther... Clone.

Click “Edit” next to the OR Addresses.

Remote OR address
| B O/R Address Editor

Mame Form  Personal Name

Country Name GB

Private Domain  Internet

Organizational Unit #1

Organizational Unit #3

Surname One

Administrative Domain

Organization

Templateview - o

Address Photo  Employee 4k Messaging

Edit | -

Pick  +

View ' Save.

Object classes. a

ISODE [ space

Organizational Unit #2

Organizational Unit #4

Initials

Given Name  User

Domain-defined type |

Generation Qualifier

Clear

Provide the remote OR Address

Click “OK”

Cancel

Delete | +

Cancel

Full Name User One Internet
Surname Internet]
User Password
Password < No value available > Set..  +
E-mail
User Certificate
Save.. SeveasPEM.. Remove Load.| Request.. |Import..| Veify..
Add anether...  Clone... |Object classes... & ndd
- o X

Cancel

SO
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Object populated
B cn=dsa,0=X400 / Messaging Admin - Sodium
Session Edit Operations X509 View Help

Y Browse: White Pages... X

8 "cn=dea,0=3400/ Messaging Admin’: LDAP bind to 'ISODE-XA00-EVAL.X400.NET" on port 19389

~ @ World

>
v&
@ cn=Address Book
> @ cn=Groups
3 [] en=Messaging Configuration
>@c
>

n

Abort  Adding: cn=User One Internet,cn=White Pages,0=X400

Click “Add”

Templateview ~ o'

Personal Group Confact Other Address Photo Employee Messaging

OR Addresses. /G=User/S=0ne/PRMD-=Internet/ADMD=ISODE/C=GB/

Maximum Content Length

Message Store DN Pick |+

Deliverable Content Types +

Acceptable EITs. +

Exclusively Acceptable ElTs +

L +

O/R Addresses with Capabilities View Save. Delete | +
Add another...  Clone... | Object classes... Add | Cancel

Repeat the process for “User Two Internet”

User Two Internet added
5 cn=dsa,0=X400 / Messaging Admin - Sodium
Session  Edit

Operations X308 View Help

Browse: User Two In... X

|Isode

'}', "en=dsa,0=X400 / Messaging Admin": LDAP bind to 'ISODE-X400-EVAL.X400.NET" on port 13389

v @ World
» | ] en=config
v 5 o=xa00
@ cn=Address Book
> @ cn=Groups
5 [ cn=Messaging Configuration
> @) cn=Users
« [ en=White Pages
B cn=User One
B cn=User One Intemnet
6 cn=User Three
8

cn=User Two

0 en=User Two Internet

Abort

Personal Group Contact Other Address Photo Employee Messaging

OR Addresses /G=User/5=Two/PRMD=Internet/ ADMD=IS0DE/C=GB/

Maximum Content Length

Template view ~ o'

Message Store DN

Deliverable Content Types

Acceptable EITs

Exclusively Acceptable EITs

Unacceptable ETs

O/R Addresses with Capabilities View

Add another...  Clone..  Object classes...

Viewing: cn=User Two Internet,cn=White Pages, 0= X400

This completes adding the Address Book entries for XUXA.

Save..

Edit  +
Pick |+
+
+
+
+
Delete | +

Cancel
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Sending a Message to an External X.400 User with XUXA.
From XUXA Click the “Write” Icon.

Sending a message to a remote user

| a New Message - o X
File Help
Send Attach -
From:  /G=User/S=0ne/PRMD=X400/ADMD=ISODE/C=GB/ «  Message Security:
) Don'tsign message
=1 g 9

No Security Label

Priority

Priority: Normal v

et Bodyparts:

Rt |:|

Click the “Address Book” Icon

XUXA address book

| Address Book X
The World ~ Not bound  Edit with SODIUM
2 = Twwo/P RMD= X400/ ADMD=1S0DE/C =GB/
2 0/PRMD=Internet/ ADMD=ISODE/C= GB/ To:->
g o= = Three/PRMD=X400/ADMD=ISODE/C=GB/
g /o= = One/P RMD=X400/ADMD=S0DE/C =GB/
§ /G=User/S=0ne/PRMD=Intemet/ ADMD=ISODE/C=GB/

Alt Recipient: ->

Atribute Value

Select /G=User/S=One/PRMD=Internet/ ADMD=ISODE/C=GB/
Click “OK”

XUXA populate message
2 Test Mixer - 0 X
File Help
@
Send Aktach Cm—
From:  /G=User/S=One/PRMD=X400/ADMD=ISODE/C=GB/ ~ K e=ese
B TO:  /G=User/S=One/PRMD=Internet/ADMD=ISODE/C=GB/ Per Recip A Don'tsign message
No Security Label
Priority:
Priority: Normal ~
Subject: Test Mixer .

yp

X400 MTS Parameters

Te sﬂ

Enter a Subject and some text, then Click the “Send” Icon
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XUXA Sending a Message to a Remote User
B3 Send Message X

e

Message submitted.

w
Message Submission 1Dt

1 [/PRMD=X400/ADMD=ISODE/C=GB/;|S0DE-X400.0087601-251010.165018]

E IPM ID: 1 2510101750172%/G=User/5=One/PRMD=%400/ADMD=150DE/C=GB/

Submission time: 251010173018+0100

It took 638 milliseconds to construct and send the message

Click “OK”

XUXA Receive DR

B3 XUXA (X400 Mail User Agent) - /G=user/S=one/PRMD=X400/ADMD=Isode/C=GB/ -
File Message View Help

o L“é hg} l'&; - .

| GetMal  Wiits Reply  Reply Al Forward AddiBook

Delete | Mods
& Maiboxes] = O ||p From Subject Received Size Sec
) /5=postmaster/PRMD=Internet/ADMD=Isode/C=GB/ Delivery report (success) for /G=us.. 1K o)
e2inbox ) /B=user/S=one/PRMD=Intermet/ADMD=Isode/C=GB/ 1PN 24/02/2005, 0806 1Kb W)
% Outbox
=] Sent
A Reports
3 Trash
R Pvewew\;r\ Log‘
From:  /S=postmaster/PRMD=Internet/ADMD=lsode/C=GB/ Message Securiy:

TO:  /G=user/S=one/PRMD=Intemet/ ADMD= sode/C=GB/ Hot Signed

No Securty Labe!
Subject:  Delivery report (success) for /G=user/S=one/PRMD= Intemet/ADMD=sode/C=GB/

Date:

Bodyparts:

Priority: o Priority

# X400 MTS Parameters

Delivery Report for your message with
Subject Identifier: [/PRMD=X400/ADMD=Isode/C=GB/,ISODE-X400.0328001-250224.080020]

It was successfully sent to: /G=user/S=one/PRMD=Internet/ADMD=lsode/C=GB/
Message Delivery Time: 2502240805352

Listed & messages in the Sent folder ‘ Sovmrmns =|3|[®

You can see the successful Delivery Report above.

|Isode
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Prepare for Strong Authentication with M-Switch

It is possible to bind using strong authentication in the M-Switch product set. Strong
authentication is possible within the P1, P7 and P3 protocols. The following sections describe how
to implement strong authentication. Strong authentication is not subject to export control. P7
and P3 strong authentication require an additional activation component.

Create an Isode PKI

Isode provides a CA for test purposes. It isn’t supported in a production environment. These steps
explain how to create an Isode PKI to generate certificates.

You may skip this step if you already possess a PKI infrastructure.
Create the directory “C:\IsodeCerts”

On Linux create the directory “/root/IsodeCerts”

Open “Sodium CA” from the Windows start menu

On Linux run :
/opt/isode/sbin/sodiumca

Click “New”
On “Set Properties of the Certificate Authority” leave Defaults

Click “Create”

create ca
158 Sodium CA -0
SodiumCa Operations Session View Help
I3 Sodium CA Profile Manager || 3 Newca o X
Configured CAs Set Properties of the Certificate Authority
Use this page to set the display name, key passphrase and CADB
New... directory for the CA
Modify... Sodium CA Profile Nzme | FodiumCA
CADB Directory
Delete...
Ci\lsode\cadb-SodiumCA Change...| | Create

Encrypt...

Passphrase (Optional) : | CIshow

Set the CA to work with the Directory

Abort

_ e e e Canee}

Click “Next >”

In “Hostname” type the fully qualified host name (“ISODE-X400-EVAL.X400.NET
”)
Click “Pick”

Browse to “cn=Messaging Admin,cn=Users,0=X400"
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Pick CA Bind DN

[ Pick an entry to use for the bind DN X

~ <World>
v 0=Xa00
cn=Address Book
> cn=Groups
> cn=Messaging Configuration
v en=Users
cn=Messaging Admin

> cn=White Pages

Selection en=Messaging Admin,cn=Users,0=X400]

Click “OK”

Define bind password
2 New CA o X
Set Bind Details for the CA

Isode recommends that you configure the CA to work with a directory.
Use this page to set Bind details for connecting the CA to the directory.

Address: LDAP v Hostname: ISODE-X400-EVAL X4D0.NET Port 13389

Bind DN en

lessaging Admin,cn=Users,0=X400 Pick.

Bind Password :_ee.

Ostart LS

<Back Next > Finish Cancel

In “Bind Password” type “Secreti+”

Click “Next >”

On “Select an Entry for the CA” browse to and select “0=X400"
Click “Add”

create ca directory entry

Select an Entry for the CA
Use this page to select an Entry for the Certificate Authority

Choose a suitable location for the CA. Use "Add" to create a new entry below the selected
entry, or "Promote” to add the "pkiCA” objectClass to the selected entry.

Existing "pkiCA" objects are shown with the icon:

v @ <World> 9 Promete
5> cn=config
> 400 = Add..
I Enter RDM for the new CA entry b3

Enter RDN for the CA
47 cn= X400 EVAL CAl ,0=X400

This entry is not suitable for representing a CA. Either add a suitable entry below it or
promote it to represent the CA's entry

< Back Next > Finish Cancel

On “Enter RDN for the new CA” type “X400 EVAL CA”
Click “OK”

Click “Next >”
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On “Set Key Type, Subject and Subject Alternative Names” leave default options

Click “Next >”

On “Certificate Status Sharing” leave Defaults

Click “Next >”

On “Set the CRL Distribution Point for the CA” leave defaults

Click “Next >”

On “Set the Access Description List for the CA” leave defaults

Click “Next >”

On “Set Basic Constraints and KeyUsage Extension” leave defaults

Click “Next >”

|Isode

On “Generate Self Signed Certificate or CSR” select “Generate a Self Signed Root Certificate

generate self signed ca certificate

5] New CA

G Self Signed Certifi or CER

Use this page to either generate a Self Signed Root Certificate or CSR to
be signed by ancther CA

O Generate a Self Signed Root Certificate (i this a root CA)
() Generate a C5R to be signed by another CA (if this is a subordinate CA)

Signature Algorithm  SHAZ56WITHRSA  ~

Valid From 22 June 2026, 12:29

Edit...

Valid To 22 June 2036, 12:29

Edit.

Lifetime

Years: [ 10 3] Months: [0 * | pays: [0 % | Hours: [0

[Onclude a CRL Distribution Point extension in the CA certificate

< Back Mext > Finish

Leave the defaults.

Click “Next >”

Reset

Cancel

On “Root CA Certificate” leave Defaults

Click “Next >”

On “Finish CA Configuration” press “Finish”

On "Sodium CA Profile Manager” select “SodiumCA”

open configured ca

Configured CAs

SodiumCA

New...
Modiy...
Delete...

Encrypt..

Click “Open”
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In “Enter Bind Password” type “Secreti+”

Click “OK”

Select “Certificate for cn=X400 EVAL CA, 0=X400"
Press “Export PEM ..”

On “Export Certificate for “cn=X400 EVAL CA, 0=X400", browse to “C:\IsodeCerts” (Linux :
“/root/IsodeCerts)

Change Filename to “X400-EVAL-CA-CERT.pem”

export root certificate

153 Export Certificate for"en=X400 EVAL CA0=X400" X

RN > ThigbC 5 LocalDisk(C) » lsodeCens . C | Seehlodecens »

P/NSODEXAO-EVALX  Organize v New folder =- 0
S 8 videor Name T
> Nework
e mame [ Xi00-EUAL-CA-CERT]
Sovesstype “pem
View | EpontPEM..| EportDRR... Uit
~ Hide Folders Swe ] | Concel

Press “Save”
On “Certificate for cn= cn=X400 EVAL CA, 0=X400” exported Click “OK”

Change to “Certificate Requests” tab

CSR directory changed
[ Sodium CA - SodiumCA (cn=X400 EVAL CA,0=X400) - o X
SodiumCa Operations Session View Help

Sodium CA X " Sodium CA Logs
#', Browse Connected to "Idap://ISODE-X400-EVAL X400.NET:19289" as "cn=Messaging Admin,cn=Users,0=X400"
CA Components Certificates  Certificate Requests

Directory to search for CSR

Ci\lsodeCerts Refresh
Subject Name Created File Name
View  ExportPEM.. EcportDER.. lssue Certificate.. Delete..
Abort

Change “Directory to Search for CSR” to “C:\IsodeCerts” (Linux : “/root/IsodeCerts”)

Populate the Security Database
Open Mconsole
Select the “Message transfer Agent” “ISODE-X400-EVAL.X400.NET”

Select the “Security” tab
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Initial security database

51 Welcome to Message Console Switch Configuration Management X Switch Operations | { X400 Mailbox Management

> @ Main Routing Tree Main
v [ Message Transfer Agents
> oD xio0 vaLanoner]

Delivery Routing Lookup Authorization Queue Manager Securty Advanced Alertd
SOM TLS and SASL configuration

8 Ensble SASLfor SOM protocol

Allow SASLPLAIN and LOGIN When encryption s in use

(0] Enable TLS for SOM protocol

Hardware Security Module (PKCS #11)

Module Path Browse.

PIN

Security Database Configuration

Reset Database  Accessing Security Database using SOM connection to ISODE-X400-EVAL X400.NET

TLS Configurat... Role

o —— ons Name ViU

st PICS12lentty  cr=ISODE XAODEALXAONET  1SODE-XIO0-BALXOD,. 2126060410520 =
TustAnchor | cneSingle e Chcr Messaging 21260504 140520

por

Remore

Paam

Apply  Cancel  Refresh

@ Help

Note - the server has it’s own self-signed certificate.

We will create a new certificate for the server from the local CA.

Press “Create”

Select Key algorithm

[ Create Identity for cn=ISODE-X400-EVALXAO0.NET,cn=Messaging Configuration,o=X400 o X

Setthe Key parameters and edit Subject DN
Set the parameters for generating the key and edit subject DN if required

Subject DN cn=ISODE-X400-EVAL X4D0.NET, cn=Messaging Configuration, o= X400

Algorithm for the Key
(ORSA @ ECDSA

ECDSA Curves
EC Curves |pecp3drl  w

Reset to Defaults

Finish Cancel

For “Algorithm for the Key” select “ECDSA”
For “EC Curves” select “secp384r1”

Press “Next >”

On “Select and add Subject Alternative Names and Clearance” press “Next >”

On “Certificate Request Contents” Click “Next >”

Send Request to CA
[Z] Create Identity for cn=ISODE-X400-EVAL X400.NET,cn=Messaging Configuration,0=X400 o b3
Send requestio a CA
Decide how you will send this Certificate Request ta a Certificate Authority
The certificate request for "cn=1SODE-X400-EVAL X400.NET, cn=Messaging Configuration,o=X400" must now be signed
by a Certificate Authority (CA). You can nows:

Save the PKCS#10 format request to a file for the CA administrator to precess (suitable for Isode

s Save PKCS#10..
Save the PEM format of request to a file for the CA administrator to process (suitable for Isode

Save PEM...
Sodium CA)
Copy a PEM (basebd encoded) version of the request to the clipboard to be sent to a CA (e.g. via Copy
email)

The private key file will be removed and replaced with a PKCS#12 file once identity creation has been completed.

< Back Next > Finish Cancel

Press “Save PEM ...”

Browse to “C:\IsodeCerts” (Linux : “/root/IsodeCerts”)

|Isode
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Browse to IsodeCerts

[Z] Choose 2 Directory X
« o < Local Disk (C) > lsodeCerts v | SearchlsodsCerts »
Organize »  New folder =- @

L Downlosds # Name - Date modified Type
& Documents # Mo items match your search.

P Pictures »
© Music »

B Videos  #

> Wl ThisPC

> 3 Network

Folder: lsodeCerts

Select Folder Cancel

Press “Select Folder”

Open Sodium CA:

Change to “Certificate Requests” Tab
Press “Refresh”

Sodium CA
E Sodium CA - SodiumCA (cn=X400 EVAL CA 0=X400)
SodiumCa Operations Session  View Help

Sodium CA X

|Isode

"‘, Browse Connected to "Idap://ISODE-X400-EVAL X400.NET:19389" as "cn=Messaging Admin,cn=Users,0=X400"

CA Compenents Certificates  Certificate Requests

Directery to search for CSR

Ch\lsodeCerts Change..  Refresh
Subject Name Created File Name
23 cn=ISODE-X400-EVAL X4D0.NET, cn=Messaging Configuration,a=X400 Fri 20 Mar 09:28:33 GMT 2026 ISODE_X400_EVAL_X40D_NET_pem_csr.pem
View | Export PEM.. Export DER.. Issue Certificate...  Delete...
Abort

Ensure that the Certificate request is selected
Click “Issue Certificate...”
On “Certificate Signing Request” leave defaults

Click “Next >”

On “Select and add Subject Alternative Names” leave defaults

Press “Next >”
On “Select and Create X.509 Extensions” leave defaults

Press “Next >”
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Set Signature Algorithm

15 Issue Certificate for a CSR ] X
Set Validity and Signature Algorithm for the Certifica
Setthe validity and Signature Algorithm for the Certficate and
choose to delete the CSR
Valid From 3 August 2026, 0%:36 Edit...
ValidTo 3 August 2027, 09:36 Edit..
Lifetime
Reset
Signature Algorithm SHASZAWITHRSA v
8 Delete the C5R after the Certificate generation
< Back Next > Finish Cancel

In the “Signature Algorithm” dropdown select “SHA384WITHRSA”

Click “Next >”

Generated Certificate

) Issue Certificate for a CSR o X
Generated Certificate
The following certificate will be generated.
Subject n=ISODE-X400-EVALX400.NET,cn=Messaging Configure
Issuer n=3X400 EVAL CA,0=X400
Valid from Mon Aug 03 10:08:01 BST 2026
Valid to Tue Aug 03 10:08:01 BST 2027
Sericl ATEBCD:68:53SEIFBEFO1E
PublicKeyinfo Algorithm: ECDSA, KeySize: 384
SHAIZUWITHRSA

CertificateType  Version v3 (Not a CA Certificate)

Display Detailed Information

Export to disk Write certificate chain in PEM format

‘YYou can also load this certificate into the directory by checking the box below:
{8 Load this certificate into the directory entry

< Back Next > Cancel

In the “Export to Disk” dropdown, select “Write Certificate Chain in PEM Format”

Press “Finish”

On “CSR Signed” Click “OK”.

Return to “Mconsole” :

On “Send Request to CA” press “Next >”

|Isode

On “Continue or defer identity creation” Select “The CA has provided a certificate”

Press “Next ...”

On “User Certificate” press “Next >”
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Other Certificates
| [2] Create Identity for cn=ISODE-X400-EVALX400.NET,cn=Messaging Cenfiguration,0=X400 o X
Other certificates
Specify other certificates to be used for the trust chain
The identity must include a chain of certificates that contains at least one CA certificate. A complete chain includes all certificates from
the end entity certificate to a self-signed CA certificate.

| The wizard has found a self-signed CA certificate and so has a complete certificate chain for the new identity.

Type Certificate Add certificate.
! | End entity n=ISODE-X400-EVAL.X400.NET.cn-Messaging Configuration,o-X400
Self Signed CA cn=X400 EVAL CA,0=X400

Chain status:  Certificate chain is complete

< Back Next > Finish Cancel

Press “Next >”
On “Save Identity information” Press “Finish”

Press “Apply”

New Certificate Created

Security Database Configuration

Reset Database  Accessing Security Database using SOM cennection to |SODE-X400-EVALX400.NET

TLS Configurat... Role Subject Directory Name DNS Name Valid Until o Create
default PKC512 Identity cn=ISODE-X400-EVALX400.NET 1SODE-X400- EVAL X400.NET 2126-06-04 1405:20 r—
Trust Anchor <n=Single Use CA,cn=Messaging Configuration,o=X400 2126-06-04 1405:20 =1
PKCS12 Identity <n=ISODE-X400-EVAL X400.NET, cn=Messaging Configuration,o=X400  ISODE-X400-EVAL X4D0.NET;/C...  2035-06-22 12:48:24 Export
Certificate Authority cn=X400 EVAL CA, 0=X400 2036-06-22 12:29:12 R
emove
View
Param

Note the additional PKCS12 Identity and Certificate Authority.

Note that the “default” certificate is the one marked “default” in the “TLS Configuration” column.

Select the new certificate below that.

Certificate context menu
Security Database Configuration

Security Database Certificates

TLS Configurat.. Role Subject Directory Name DNS Name Valid Until
default PKIC512 Identity cn=150DE-X400-EVAL.X400.NET ISODE-X400-EVAL.¥400...,  2126-03-2009:21:54
Trust Anchor cn=5ingle Use CA cn=Messaging... 2126-03-20 09:21:54
; PKIC512 [Anntite or=IEANE VAN EUAL VARRMET - I€ODE-XAD0-EVAL X400....  2035-03-2009:30:19
Certifice  Copy URI

2036-03-17 17:20:41
Assign or update TLS Configuration

Right click

From the menu, choose “Assign or update TLS configuration”
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Change default certificate

Security Environment Access Mcthod
Security DB / Legacy (file based): Security Database v
Security Database Configuration

Security Database Certificates

sode

TLS Configurat... Role Subject Directory Name DNS Name Valid Until I Create
default PKCS12Identity  cn=ISODE-X400-EVALX4DONET ISODE-X40D-EVALX400... 2126-03-200:21:54 —
Trust Anchor cn=Single Use CA, cn=Messaging 2126-03-2009:21:54 =1 me
PKCS12Identity  en=ISODE-XAQ0-EVALXADO.NET,c... ISODE-XA00-EVALXAO0...  2035-03-2008:30:19 o4 Export
Certificate Authori... cn=X00 EVAL CA,0=X400 2036-03-1717:20:41
% Remove
[T TLS Configuration Name %
# View
TLS configuration name defaulf Param
€« . ”» « ”»
In “TLS Configuration Name” type “default
[ ”»
Press “OK
Default pending
Security Environment Access Method
Security DB / Legacy (fle based): Security Database v
Security Database Configuration
Security Database  Certificates
LS Configurat... Role Subject Directory Name DNS Mame Valid Until o Create
default PKCSI2 dentity  cn=ISODE-X400-EVALXAOONET  ISODE-X400-EVALXA00...  2126-03-2009:21:54 S
Trust Anchor cn=Single Use CA cn=Messaging... 2126-03-20 09:21:54 I
[ defaurt(pending). PKCS12 dentity Cn=1SODE-XA00- EVAL KADONET ov. . [SODE-KAD0-EVALKAOD e, 2035-03-20 OB:30:19 4 Bxport
Certificate Authori, cn=X400 EVAL CA,0=X400 2036-03-17 17:20:41
X Remove
2 View
Parem
[ ”»
Press “Apply
Select to delete
Security Environment Access Method
Security DB / Legacy (file based): | Security Datsbase -
Security Database Configuration
Security Database  Certificates.
TLS Configurat... Role Subject Directory Name DNS Name Valid Until o Create
PKC512 |dentity cn=ISODE-X400-EVAL.X400.NET ISODE- X400-EVAL.X400. 2126-03-2009:21:54 tug Import
Trust Anchor cn=5ingle Use CA cn=Messaging... 2126-03-2009:21:54 [Sthes
default PKC512 |dentity cn=ISODE-X400-EVAL.X400.NET,c...  ISODE-X400-EVAL.X400. 2035-03-2009:30:19 Export
Certificate Authori... cn=X400 EVAL CA 0=X400 2036-03-17 17:20:41 R
Remove
View
Param

Select the previously “default” certificate.
Press “Remove”

Press “Apply”

Select the “Single use CA” trust anchor.
Press “Remove”

Press “Apply”
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Self Signed certificates removed
Security Environment Access Method

Security DB / Legacy (file based): Security Database ~

Security Database Configuration

Security Database Certificates

|Isode

TLS Configurat.. Role Subject Directory Mame DNS Name Valid Until
default PKCS12 Identity cn=|50DE-X400-EVAL.X400.NET,c...  ISODE-X400-EVAL.X400....  2033-03-20 09:30:19
Certificate Authori...  cn=X400 EVAL CA,0=X400 2036-03-17 17:20:41

o Create

43 Import
Export

Remove
View

Param

Press “Import”

Import trust anchor
[Z]] Import Certificate a X

Import Certificate(s)

Lead a single TLS Identity or one or more Trust Anchors

Chose the type of certificate to import

() ATLS Identity (PKCS#12 file)
O ATLS Identity (Certificate for use with PKIC5#11, in .crt format or .pem)

oESmgIeTrust Ancher (.crt, .cer or pem file):
(O TLS configuration

< Back Mext = Cancel

Select “Single Trust Anchor”
Press “Next >”

Browse to “C:\IsodeCerts” (Linux : “/root/IsodeCerts”)

Select root certificate

= Open x
“ v o » ThisPC » Local Disk (C:) » lsodeCerts v & Search IsodeCerts el
Organize + New folder =- 0 ©

@ Music » Name Date medified Type Siz:
u Videos » D ca_certificate.pem PEM File
D ISODE_X400_EVAL_X400_MET_pem_csr_cert_Chain.... PEM File
| [ X400-EVAL-CA-CERT pem 03/08/2026 09:26 PEM File
~ [ ThisPC
> Local Disk (C:)
File name: |X400-EVAL-CA-CERT.pem | mpem v

Select the file “X400-EVAL-CA-CERT.PEM”
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Certificate parameters
Impart Certificate m] X

Certificate Parameters

Provide the parameters required for import

Trust anchor file path ChIsodeCerts\¥400-EVAL-CA-CERT.pem

< Back Next > F Cancel

Press “Finish”

Press “Apply”

Security database populated

Security Database Configuration

Reset Database  Accessing Security Database using SOM connection to ISODE-X400-EVAL. X400.MET

TLS Configuration Rele Subject Directory Name DNS Name Valid Until
default PKCS12 Identity en=ISODE-X400-EVAL X400.MET,cn=Messaging Configuration,o=X400  ISODE-X400-EVAL X400.NET;/C=GB/AD... 2027-08-03 0%:36:36
Trust Anchor cn=X400 EVAL CA, o=X400 2036-08-03 09:18:39
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Configure and Test P1 Strong Authentication

Create Certificate for P1

Expand channels in the left-hand pane and select “X400p1”
Select the “Program” tab

Below that, select the “Security” tab

In “Security DB configuration name” type “x4oop1”

X400p1 security

“wl Welcome to Message Console

Switch Cenfiguration Management witch Operations B X400 Mailbox Management

» [ Routing Trees
~ Message Transfer Agents
~ [=] ISODE-X400-EVAL.X400.NET
~ Channels
:g:! housekeeper
:} mhsshaper

Main  Program  Tables Inbound Auth RTSE MTA Links  Advanced

Program to run  x400p1 Program Arguments  -i

Key

|Isode

a.':! p3deliver - .
223 pserver Program Specific Variables
{58 x400-dl Main  Security
3 x400mt
”:g} x400p1 | Create a new X.309 |dentity for x400p1 channels
¥ Tables

(® Routing Nexus Security DB configuration name |x400p1|

» Directory Profiles

» Logs
» External Message Transfer Agents
» X400 Message Stores

Press “Apply”

Press “Create a new X.509 Identity for x4oop1 channels”

Select key algorithm
[Z1] Create Identity for cn=ISODE-X400-EVALX400.NET,cn=Messaging Configuration,o=X400 [m] *

Set the Key parameters and edit Subject DN
Set the parameters for generating the key and edit subject DN if required

Subject DN cn=ISODE-X400-EVAL.X400.MET, cn=Maessaging Configuration,o=X400

Algorithm for the Key
(CRSA ©@ECDSA

ECDSA Curves
EC Curves |becp3ddrl  w

Reset to Defaults

< Back Mest = Finish Cancel

For “Algorithm for the Key” select “ECDSA”

For “EC Curves” select “secp384r1”

Press “Next >”

On “Select and add Subject Alternative Names and Clearance” press “Next >”

On “Certificate Request Contents” press “Next >”

Apply  Cancel  Refresh

@ Help
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On “Send request to CA” press “Save PEM ...” and save the CSR in the folder “C:\IsodeCerts”
(Linux : “/root/IsodeCerts”)

Press “Next >”
Return to Sodium CA:

Change to “Certificate Requests” Tab

Press “Refresh”

Ensure that the Certificate request is selected

Click “Issue Certificate...”

On “Certificate Signing Request” leave defaults

Click “Next >”

On “Select and add Subject Alternative Names” leave defaults

Press “Next >”

On “Select and Create X.509 Extensions” leave defaults

Press “Next >”

Set Signature Algorithm
[ Issue Certificate for a CSR O X

Set Validity and Signature Algorithm for the Certifica

Set the validity and Signature Algorithm for the Certificate and
choose to delete the CSR

Valid From 3 August 2026, 09:36 Edit..
Valid To 3 August 2027, 09:36 Edit...
Lifetime
Reset
Signature Algorithm  SHA384WITHRSA ~

{8 Delete the CSR after the Certificate generation

< Back Next > Finish Cancel

In the “Signature Algorithm” dropdown select “SHA384WITHRSA”

Click “Next >”

Generated Certificate
3 s Certicatefor a CSR T %

Generated Certificate
The following certficate will be generated.

Subject cn=ISODE-X400-EVAL X400 NET,cn=Messaging Configure
tsuer cn=Xi00 EVAL CA 0=X400

Vi rom Men Aug 03 100801 BST 2026

vaidto Tue Aug 03 100601 BST 2027

Sera ALEBCDSESISEIFBEFOTE

PublicKeyinfo Algorithm: ECDSA, KeySize: 384
SignatureAlgorithm SHAZSAWITHRSA

CertificateType  Version v3 (Not a CA Certificate)

Display Detailed Information

Export to disk Write certificate chain in PEM format

In the “Export to Disk” dropdown, select “Write Certificate Chain in PEM Format”
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Press “Finish”

On “CSR Signed” Click “OK”.
Return to Mconsole :

On “Continue or defer identity creation” Select “The CA has provided a certificate”
Press “Next ...”

On “User Certificate” press “Next >”

On “Other Certificates” press “Next >”

On “Save Identity information” Press “Finish”

Press “Apply”

New x400p1 Certificate

Security Environment Access Method
Security DB / Legacy (file based): Security Database -

Security Database Configuration

Security Database Certificates

TLS Configurat.. Role Subject Directory Name DNS Name Valid Until o Create
default PKCS512 Identity cn=1S0ODE-X400-EVAL X400.MET, cn=Messaging Configuration...  |SODE-X400-EVAL X400...  2035-03-20 09:30:19 dug | "
mpo
Certificate Authori..  cn=X400 EVAL CA,0=X400 2036-03-17 17:20:41 EEUE
*400p1 PKCS512 Identity cn=1S0DE-X400-EVAL X400.MET, cn=Messaging Configuration... [SODE-X400-EVAL.X400...  2035-03-20 09:56:51 Export
Remove

Vie

Param

Note that in the Security database, a new certificate marked “x400p1” has been created.

From the Mixer Eval guide server, copy the file “MIXER-EVAL-CA-CERT.pem” from the
c:\IsodeCerts folder (Linux : “/root/IsodeCerts”) to the same folder on the X400 Guide server.

Click on “Import”

Import Trust Anchor
[ Import Certificate [m] X

Import Certificate(s)

Load a single TLS Identity or one or more Trust Anchors

Chose the type of certificate to import
() A TLS Identity (PKICS#12 file)

COATLS Identity (Certificate for use with PKC5211, in .crt format or .pem)

o Single Trust Anchor (.crt, .cer or .pem file)

(O TLS configuration

< Back Mext » Cancel

Select “Single Trust Anchor”

Press “Next >”
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Certificate parameters
[Z] import Certificate O X

Certificate Parameters

Provide the parameters required for import

Trust anchor file path Browse...

< Back Next > Finish Cancel

Press “Browse ..”

Select CA cert

E Open x
~ 5> ThisPC > Local Disk (C) > lsodeCerts v G Search lsodeCerts o
Organize New folder =~ O 0
log Name Date modified Type Size
|sodeCerts [] ca_certificate.pem PEM File 2
D ISODE_%400_EVAL_X4D0_MNET_pem_csr_ce... PEM File 4
D ISODE_X400_EVAL_X400_NET_pem_csr_ce... PEM File 4
~ [ This PC
‘ [7] MIXER-EVAL-CA-CERT.pem PEM File 2
= Local Disk (C:)
D H400-EVAL-CA-CERT.pem PEM File 2
> e cmsw (Memiso
> e cmtransfer
> & Network
File name: | MIXER-EVAL-CA-CERT pem V| *pem ~

Navigate to the folder “C:\IsodeCerts” (Linux : “/root/IsodeCerts”)
In the file extension dropdown, select “*.pem”

Select the file “MIXER-EVAL-CA-CERT.pem”

Click “Open”

Remote trust anchor selected
[C] Import Certificata a X

Certificate Parameters

Provide the parameters required for import

Trust anchor file path Ch\lsodeCerts\MIXER-EVAL-CA-CERT.pem Browse...

< Back Mext = Cancel

Press “Finish”

Press “Apply”

|Isode
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Remote trust anchor Added

Security Database Configuration

Reset Database  Accessing Security Database using SOM connection to ISODE-X400-EVAL XA0D.NET

TLS Configurat.. Role

default PKCS12 Identity
Trust Anchor

x400p1 PKCS12 Identity
Trust Anchor

Subject Directory Name
€n=ISODE-X400-EVAL X400.NET,c...
€n=X400 EVAL CA,0=X400
cn=ISODE-X400-EVAL X400.NET,c...
en=MIXER EVAL CA o=MIXER

DNS Name

ISODE-X400-EVAL.X400....

1SODE-X400-EVAL.X400.

Valid Until

2027-08-03 09:36:36
2036-08-03 09:18:39
2027-08-03 10:08:01
2036-07-15 15:17:54

|Isode

Enable strong authentication for the local mta

Select the local x400p1 channel

Select the “Auth tab”

X400p1 auth tab

& Welcome to Message Console

Switch Configurstion Management X Switch Operations

> [/ Rottting Trees
~ [ Message Transfer Agents
v (] ISODE-X400-EVAL X400.NET
[ Channels

{3 housekeeper
4 mhsshaper
@ p3deliver
{3 paserver
G xa00-dl
0 x400mt

> [ Tables
(¥ Routing Nexus
> [ Directory Profiles
> [ Logs
> [ External Message Transfer Agents:
> [ X400 Message Stores

1 X400 Mailbox Management

Main  Program Tables Inbound {Auth | RTSE  MTALinks Advanced
Authentication Requirements

Allows selection of methods used to

the channel initiates (intiater), and to incoming connections to which the channel responds (responder).

Pllnitiator MTA-NAME-PRESENT § SIMPLE-AUTHENTICATION Edit

PiResponder MTA-NAME-PRESENT § SIMPLE-AUTHENTICATION Edit

The certificate used for strong authentication (if required) will be the one in the security database matching the ‘Security DB configuration name’ on the 'Program’ tab. The MTA name and GDI on the ‘Inbound’
tab together define the streng authentication mTA (MTAName) in the form "MTA name; GDI', This mTA must match the MTA Neme SAN in the identity certficate.

For strong authentication, a security database is required.
Credentials

Credentials for SIMPLE-AUTHENTICATION which the channel will supply when initiating a connection (initiator), or in response to @ connection (responder).

Initiator RTS Credentials Edit

Responder RTS Credentials Edit

To the right of “p1 Initiator” press “Edit”

Select “Strong Authentication”

P1 initiator strong Auth

» [ Routing Trees
w [ Message Transfer Agents
~ ] ISODE-X400-EVAL.X400,NET
~ || Channels
&% housekeeper
mhsshaper

pideliver
"'43} plserver
& x400-dI
& xA00mt
@- =400p1
> Tables
(¥ Routing Nexus
> Directory Profiles
> Logs
> External Message Transfer Agents
> 400 Message Stores

Press “OK”

Main  Program Tables Inbound Auth RTSE MTA Links  Advanced
Authentication Requirements

Allows selection of methods used to authenticate the responses to connections which the channel initiates (initiator), and to
incoming connections to which the channel responds (responder).

Pilnitiator  MTA-NAME-PRESENT § SIMPLE-AUTHENTICATION Edit

P1Responder MTA-NAME-PRESENT § SIMPLE-AUTHENTICATION Edit

The certificate used for streng authentication (if required) will be the one in the security database matching the ‘Security DB
configuration name' on the 'Program’ tab. The MTA name and GDI on the 'Inbound’ tab together define the strong authentication
mTA (MTAName) in the form 'MTA name;GDI'. This mTA must match the MTA Mame SAN in the identity certificate.

For strong authentication, a security database is required.

# Authentication Requirement Editor X

necticn (initiator), or in response to a
The authentication requirements (there are several sub-types)
define the information required by this entity before it will permit connections to be made

Pinitiator
& MTA Mame Present

Edit
‘Simp\e Authentication a

[Tl Peer Connection [ AET Valid [T AET Present =

[ Network Address

Appl Cancel | Refresh

© Help

Repeat the above steps to enable Strong authentication for the “P1 Responder”
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Strong authentication enabled

"=l Welcome to Message Console

Switch Configuration Management 3 ._[Z Switch Operations {01 %400 Mailbox Management

> [ Routing Trees
~ [ Message Transfer Agents

s~ | Channels
'!:-g‘g housekeeper
":q‘g mhsshaper
":‘Q p3deliver
":q\} p3server
B x400-dI
{8 x400mt
E&L x400p1
> Tables
(¥ Routing Nexus
> Directory Profiles
> Logs

> X400 Message Stores

w [ 150DE-X400- EVAL.X400.NET

> External Message Transfer Agents

Main  Program Tables Inbound Auth  RTSE  MTALinks Advanced

Authentication Requirements

Allows selection of methods used to authenticate the responses to connections which the channel initiates (initiater), and to
incoming connections to which the channel responds (respender).

Pilnitiator  MTA-NAME-PRESENT § SIMPLE-AUTHENTICATION § STRONG-AUTHENTICATION

Edit

P1Responder MTA-MAME-PRESENT § SIMPLE-AUTHENTICATION § STRONG-AUTHENTICATION

The certificate used for streng authentication (if required) will be the one in the security database matching the ‘Security DB
cenfiguration name’ on the 'Program’ tab. The MTA name and GDI on the 'Inbound’ tab tegether define the strong authentication
mTA (MTAName) in the form 'MTA name:GDI'. This mTA must match the MTA Name SAN in the identity certificate.

For strong authentication, a security database is required.

Credentials

Credentials for SIMPLE-AUTHENTICATIOM which the channel will supply when initiating a connection (initiator), or in response to a
connection (responder),

Initiator RTS Credentials Edit

Responder RTS Credentials Edit

Apply  Cancel | Refresh

Press “Apply”

@ Help

Enable strong authentication for the external mta

Expand the left-hand pane to the “External Message Transfer Agent” “Isode Mixer Gateway”

Select “x400p1”

Change to the “Auth” tab

External mta x400p1 channel

& Welcome to Message Console

Switch Configuration Management 3

> | Routing Trees
5[] Message Transfer Agents
~ [ External Message Transfer Agents
~ [ Isode MIXER Gateway
v [ Channels
(3 00T

5 [ X400 Message Stores

Switch Operations | ] X.400 Mailbox Management

Inbound Auth
Authentication Requirements

Allows selection of methods used to authenticate the responses to connections which the channel initiates (initiator), and to
incoming connections to which the channel responds (respender).

Plinitiator MTA-NAME-PRESENT § SIMPLE-AUTHENTICATION Edit

P1Responder MTA-NAME-PRESENT § SIMPLE-AUTHENTICATION Edit

Credentials

Credentials for SIMPLE-AUTHENTICATION which the channel will supply when initiating a connection (initiator), or in respense to
a connection (responder).

Initiator RTS Credentials Edit

Responder RTS Credentials Edit

Apply  Cancel | Refresh

@ Help

Repeat the previous steps to enable Strong Authentication for the Piinitiator and the

P1Responder.
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External mta strong auth enabled

73] Welcome to Message Console

Switch Configuration Management 3 . [Z Switch Operations

» [/ Routing Trees
> Message Transfer Agents
v External Message Transfer Agents
w [=] Isode MIXER Gateway
- Channels
> X400 Message Stores

Press “Apply”

{1 X.400 Mailbox Management
Inbound  Auth

Authentication Requirements

|Isode

Allows selection of methods used to authenticate the responses to connectiens which the channel initiates (initiator), and to

incoming connections to which the channel responds (responder).

Plinitiator MTA-NAME-PRESENT § SIMPLE-AUTHENTICATION § STROMG-AUTHENTICATION

Edit

P1Responder MTA-MAME-PRESENT 8 SIMPLE-AUTHENTICATION § STROMG-AUTHENTICATION

Credentials

Credentials for SIMPLE-AUTHENTICATION which the channel will supply when initiating a connectien (initiator), or in response to

a connectien (responder).

Initiator RTS Credentials

Responder RTS Credentials

Test X400p1 Strong Auth connection

Edit

Edit

Apply  Cancel Refresh

Ensure that the steps for configuring strong authentication have been followed in the Mixer

Evaluation guide.

Select the local x400p1 channel and using the context menu, select “Test Connection from this

MTA”

Select the remote mta “Isode Mixer Gateway”

Press “Run Test”

Test connection successful
o

Test an X 400 Connection

Click on the 'Run Test' to initiate a connection attempt from:
cn=x400p1,cn=IS0DE-X400-EVAL.X400.MET, cn=Messaging Cenfiguration,o=X400

To Remote MTA / Channel:

cn=xd00p1,cn=lsade MIXER Gateway,cn=Messaging Configuration,0=X400

Checking to see if there is an existing connection.

Mo existing P1 Connections to: cn=x400p1,cn=Isode MIXER Gateway,cn=Messaging Configuration, o=X400

Performing P1 channel connect:
Connecting..0

Connecting...1

Connecting...2

Connecting...3

Checking to see if connection established
Successfully established P1 connection fram:

to:

cn=x400p1,cn=ISODE-X400-EVALX400.NET, cn=Messaging Configuration,0=X400

cn=xd00p1,cn=Isode MIXER Gateway,cn=Messaging Configuration, o=X400

Run Test

Close

It can be verified that strong authentication takes place by examining the mta-audit log :

2026-08-03 10:33:12 x400pl

08308 (#0 )

chan:x400pl theirmtaname:ISODE-MIXER-EVL.MIXER.NET
theirpa:"\"591\"/URI+0000+URL+itot://ISODE-MIXER-EVL.MIXER.NET"
ourmtaname:ISODE-X400-EVAL.X400.NET rtse type:normal appcon:3

P1InitConnOK
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recov:false dialogmode:mono auth reqg:31 our auth req:31 rtsid:3
ckpoint:63 window:3 actno:0 rts flags:cl5 bindtype:strong
oursubject:"cn=ISODE-X400-EVAL.X400.NET, cn=Messaging
Configuration,o=X400" ourissuer:"cn=X400 EVAL CA,o=X400"
ourserial num:090EE952E69FE7D43D6A theirissuer:"cn=MIXER EVAL
CA, o=MIXER" theirsubject:"cn=ISODE-MIXER-

EVL.MIXER.NET, cn=Messaging Configuration, o=MIXER"

theirserial num:34EAF2D472D52E6838E1
oursangdi:/C=GB/ADMD=ISODE/PRMD=X400/ oursanmta:ISODE-X400-
EVAL.X400.NET theirsangdi:/C=GB/ADMD=ISODE/PRMD=MIXER/
theirsanmta:ISODE-MIXER-EVL.MIXER.NET tokenmta:ISODE-X400-
EVAL.X400.NET

Note the “bindtype:strong” for the transaction.
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Enable Mailboxes for Strong Authentication

For P3 strong authentication, users must have their own associated certificate generated.

Create User Certificate

In the “X400 Mailbox Management” view, expand the routing tree to “User One”

Right Click on User One

Create users X.509 identity

=] Welcome to Message Console Switch Configuration Management

& & < =]
Add P7 Mailbox Add P3 User Agent  Add X.400 Distribution List Add X.4001

v Routing Trees
~ i@ Main Routing Tree
~ (@ c=cB
v (§ ADMD=ISODE
> (¥ PRMD=Internet
~ (@ PRMD=X400
.=,? G=L -

3 G-L Clone...
& G=L Remove
User Templates Copy O/R Address

Create X.309 identity...
Import X.509 identity...

Choose the option “Create X.509 identity ...”

Set Key parameters

[Z] create Identity for Jser+

Set the Key parameters and edit Subject DN
Set the parameters for generating the key and edit subject DN if required

One, pRMDName=X400,a0MDName=ISODE c=GE,cn=Main Routing Tree cn=Mess...

Subject DN mHSGivenMame=User+ mHS5urname=One, pRMDName=X400,aDMDName=IS0DE, c=GB, cn=Main Routing Tree, cn=Messaging Configuration,o=X400

Algorithm for the Key
(ORSA ©ECDSA

ECDSA Curves
EC Curves Fecp38drl  w

< Back Next > Finish

For algorithm select “ECDSA”
For “ECDSA Curves” select “secp38411”

Click “Next >”

Subject Alternative names

! [C] Create Identity for ) 40... o x

| Select and add Subject Alternative Names and Clearance
| Specity the Subject Altemative Names and Clearance to be used i the Certficate
Request for this identity

There are no candidates for subject alternative names for the
g (400, aDMDNam e=ISODE, =GB, cn=Main Routing

Tres,cn=Messaging Configuration,o=X400"

Add subject altemative names

OR Address: /G=User/S=0ne/PRMD=X400/ADMD=ISODE/C= GB/ v

Edit...

Remove

You can specify a custom clearance to beincluded in the Subject Directory Attributes Extension
© None

(O Custom Clearance Create.

Reset to Defaults

<Back Next> Finich Cancel

Click “Next >”

Reset to Defaults

Cancel
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! [Z] Create Identity for mHSGivenName=User+mHSSurname=0ne, pRMDName=X400,aDMDName=ISODE,c=GB,cn=Main Routing Tree,cn=Messaging C.. m] X
| Certificate Request Contents
: Contents of this Certificate Request
| The following Certificate Signing Request has been generated. In order to save this to a file or copy its contents, click Next. To change any aptions, click Back.
Subject mHSGivenMName=User+ mH35urname=0ne pRMDName=¥400,aDMDMName=I50DE,c=GB,cn=Main Routing Tree,cn=Messaging Cenfiguration,o=X400
PublicKeylnfo Algorithm: ECDSA, KeySize: 384
OR Address  /G=User/S=0ne/PRMD=X400/ADMD=ISODE/C=GB/
Details
< Back Next = Cancel

Click “Next >”

On “Send Request to a CA”, “Save PEM” to the folder “c:\IsodeCerts” (Linux

Click “Next >”

Return to Sodium CA:

Change to “Certificate Requests” Tab
Press “Refresh”
Ensure that the Certificate request is selected

Click “Issue Certificate...”

Certificate Signing Request
[ Issue Certificate for a CSR o x

Centificate Signing Request

The following is the Certificate Request for which a Certificate will be issued

Subject mHSGivenName= User+ mHSSurame=One, pRMDName-= X400,aDMDName=ISODE, c= GB,cn=Main Routing Tree, cn=Messaging Configuration,o=X400

PublicKeylnfo Algorithm: ECDSA, KeySize: 384

OR Address /G=User/S=0ne/PRMD=X400/ADMD=ISODE/C=GB/

Details

< Back Next > Finish Cancel

Click “Next >”

Select and add Subject Alternative Names

1] Issue Certificate for a CSR O

| Select and add Subject Alternative Names

| This page allows you to edit subject DN if required, select subject alternative names from the CSR and add new ones
|

Subject mHSGivenName=User+mHS5urname= One, pRMDName=¥400,aDMDName=I50DE, c= GB, cn=Main Routing Tree, cn=Messaging Configuration, 0= X400

Following are the available subject alternative names :
OR Address: /G=User/S=One/PRMD=X400/ADMD=ISODE/C=GB/

Add other subject alternative names to appear in the certificate:

Add...

Edit...

Remove

< Back Next > Finish Cancel

Press “Next >”

On “Select and Create X.509 Extensions” leave defaults

: “/root/IsodeCerts”)
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Press “Next >”

Set signature algorithm
I Issue Certificate for a CSR m] X

Set Validity and Signature Algorithm for the Certificate

| Setthevalidity and Signature Algorithm for the Certificate and
choose te delete the CSR

Valid From 4 August 2026, 10:03 Edit...
ValidTo 4 August 2027, 10:03 Edit...
| Lifetime
Years: \1 = \ Months: |u :lDays: |D :lHours: \D 5 \
Reset
Signature Algorithm SHA3S4WITHRSA “

I8 Delete the CSR after the Certificate generation

« Back Mext > Finish Cancel

In the “Signature Algorithm” dropdown select “SHA384WITHRSA”

Click “Next >”

Generated Certificate
I Issue Certificate for a CSR O X

Generated Certificate

The following certificate will be generated.

Subject mHSGivenName=User mHSSurname=0ne, pRMDName=X400,al
Issuer cn=X400 EVAL CA,0=X400

Valid from Tue Aug 04 10:03:53 BST 2026

Valid to Sat Aug 04 10:03:53 BST 2035

Serial 31:88:00:7D:42:33:42:18:A2:82

PublicKeylnfo Algorithm: ECDSA, KeySize: 384

SignatureAlgorithm SHA3Z4WITHRSA

CertificateType Version v3 (Not a CA Certificate)

Export to disk  Write certificate chain in PEM format

You can alsa load this certificate into the directory by checking the box below:
B Load this certificate into the directory entry

<Back Next > Cancel

In “Export to Disk” select “Write Certificate chain in PEM format”
Click “Finish”
On “CSR Signed” press “OK”

Back in Mconsole :
Select “The CA has provided a certificate”

Click “Next >”

On “User Certificate” click “Next >”

|Isode
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Other certificates

[ Create identity for Name=ISODE c=GB,cn=Main Routing

Other certificates

Specify other certificates to be used for the trust chain

|Isode

Theid chain of A certficate. includes all end seff-signed CA cerificate.
The wizard has found a self-signed C sohasa chain for
Type Certificate Add certificate
End entity i ing Tree.cn=M...
Self Signed CA €n=X400 EVAL CA 0= X400
Chain status: _ Certificate chain is complete
<Back Ned = Finish Cancel

Click “Next >”

On “Save Identity information” leave the default “Save to Security Database”

Click “Finish”
Navigate to the Security database
Press “Refresh”

User certificate added

Security Database Configuration

Reset Database  Accessing Security Database using SOM connection to ISODE-X400-EVAL.X400.NET

TLS Configuration Role Subject Directory Name DNS Name Vali
default PKCS12 Identity cn=|S0DE-X400-EVAL.X400.MET,c...  ISODE-X400-EVAL.X400.NET;/C=GB/ADMD=ISODE/PRMD=X... ~ 202
Trust Anchor cn=X400 EVAL CA,o=X400 203

*400p1 PKCS12 Identity cn=ISODE-X400-EVAL X400.NET,c...  ISODE-X400-EVAL.X400.NET;/C=GB/ADMD=|SODE/PRMD=X... 202
Trust Anchor en=MIXER EVAL CA o=MIXER 203

Unassigned cn=1S0DE-MIXER-EVL.MIXER.NE...  ISODE-MIXER-EVLMIXER.MET;/C=GB/ADMD=IS0DE/PRMD=... 203

|/G:U;erfS:QneiPRMD:XdODfADMD:\5QDE]C=GB}’ PKCS12 Identity mHS5GivenMame=User+ mHS5umn...  /G=User/5=0ne/PRMD=X400/ADMD=IS0DE/C=GB/ 203

Note that a certificate has been added for the user.

Repeat the above steps to create a certificate in the Certificate database for User Two.
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Configure and Test P3 Strong Authentication Between
MTA and Message Store

Messages are delivered from the MTA to M-Store using the P3 protocol via the P3 deliver channel.
This transaction can be authenticated more securely in the following way :

To allow the Message store to respond to a strong bind request :
Select the “Main Message Store” in the Mconsole

Then select the “Authentication” tab.

Message store Authentication tab

Switch C: 5% 1}

nitstors DA Authentication Entties

usually e to be changed

¢ SIMPLEAUTHENTICATION et
23 niator SIMPLE-AUTHENTICATION e
93 Responder SIMPLE et

st the ORAddress SAN o thi denty cetfcate

8 Zero Length
PR—
orseun
)
« LRl . « ”
Press “Edit” to the right of “P3 Responder
Authentication Requirements Editor
# Authentication Requirement Editor X
The authentication requirements (there are several sub-types)
define the information required by this entity before it will permit connections to be made
P3 Responder
MTA Mame Present 18 Simple Authentication @ Strong Authentication
Peer Connection AET Valid AET Present
Network Address
«, L3 . ”»
Check the “Strong Authentication” box
« ”»
Press “OK
Strong Auth Selected
elcome to Message Console. Switch Configuration Management  _[Z Switch Operations | §ill X.400 Mailbox Management
> [ Message Transfer Agents Main  Admi rs DSA  Authentication Entities
> [ External Message Transfer Agents Authentication Requi
P3 Responder SIMPLE-AUTHENTICATION $ STRONG-AUTHENTICATION
Server password
The server password is returned to mail clients in response to connection requests
Serverpassword ‘mfl-bRA b @ Zero Length
11075 Configration
Thertor

dsa,pl2pphrfilein the
1TOTS Path

The ITOTS CA File s a PEM file containing the client (JA) your trust, If you do explicitly, and you the TOTS
configuration directory, then the Message Store server will look in that directory for a file called "ca.pem’”,

ing at a minimum the [TOTS Path field, you will need to configure your Message Stor sten on o UR-specified Network Address which includes the

Apply Caneel | Refresh

@ Hep

Press “Apply”.
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Note that the “Simple Authentication” and “Strong Authentication” options are mutually
exclusive. Selection of “Strong” will override “Simple”

Repeat the above step to enable “Strong Authentication” for the “P3 Initiator”
Use Xuxa to send a message from user one to user one.

Note that the message is “Stuck” in the p3 deliver channel :

P3 Deliver — no strong auth

"% Welcome to Message Console Switch Configuration Management Switch Operations > ] X.400 Mailbox Management
| Refresh |:@ Refresh All | [ Refresh every 60 seconds [J Hide empty channels
v () 1SODE-X400-EVAL.X400.NET (messaging.admin@ISODE-X400- EVAL.X400.NET): 2 Report Properties Message Content
» @ housekeeper: 1/0
& mhsshaper ﬁ =
~ & p3deliver 111
w @@ /G=User/S=0ne/PRMD=X400/ADMD=I50DE/C=GB/: 1 Type: IBM
~ [E] msg.08272-0 from /G= User/5=0ne/PRMD=X400/ADMD=ISODE/C=GB/ Subject: User One to USer One
[B /G=User/5=0On=/PRMD= 400/ ADMD= [50DE/C=GB/ | From: /G=User/S=0One/PRMD=X400/ADMD=ISODE/C=GB/
5 9 plserver Date: 2026-06-29 13:30:44
& %00l To: /G=User/S=0ne/PRMD=X400/LDMD=ISODE/C=GB/
B& 1400mt Priority: Normal

MSG-ID: [/PRMD=X400/ADMD=ISCDE/C=GB/:ISCDE-X400.0827201-260629.123044]

& x400p1 Content type: p2

Body

This logging sequence is shown in the mta-event log :

2026-08-04 11:01:20 p3delive 06532 (#0 ) E-MTA X400-
InternalError Internal error, cannot load security info - invalid
identity 'p3deliver'

2026-08-04 11:01:20 p3delive 06532 (#0 ) F-MTA-ProcDying
Process dying on signal 11 ()

2026-08-04 11:01:21 pp.gmgr 05024 (#0 ) F-IOevent-IOerror
Error occurred on connection in recv; System-WSAECONNRESET An
existing connection was forcibly closed by the remote host.

Expand to the p3 Deliver channel in Mconsole and select it
Select the “Auth” tab

We will use the default certificate already generated for the MTA.

P3 Deliver Auth tab

5 Welcome to Message Console Switch Configuration Management X Switch Operations | §1] X400 Mailbox Management

> L1 Routing Trees
v () Message Transfer Agents Msin  Program Tables Inbound Auth  Advanced

[ ISODE-X400-EVAL X400.NET Authentication Requirements
~ [ Channels

B housekeeper Allows selection of methods used to authenticate the responses to connections which the channel initiates (initiator), and to incoming connections to

G roshoper which the channel responds (responder).
P3initistor SIMPLE-AUTHENTICATION Edit
{3 p3server
& w0 P3Responder SIMPLE-AUTHENTICATION Edit
{3 x400mt
G x00p1
> [ Tables P7 Message Store. ~
(@ Routing Nexus
> [ Directory Profiles Strong authentication parameters
> [ Logs
> [ External Message Transfer Agents Security DB identity default

> 5 X400 Message Stores The certificate used for strong authentication (if required). The MTA name and GDI on the ‘Inbound’ tab together define the strong

authentication mTA (MTAName) in the form "MTA name:GDI'. This mTA must match the MTA Name SAN in the identity certificate.
For strong authentication, a security database is required.

Apply  Cancel | Refresh

In “Security DB identity” type “default”
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Press “Apply”

To the right of “P3 Initiator”, press “Edit”

Enable Strong authentication

# puthentication Requirement Editor X

The authentication requirements (there are several sub-types)
define the information required by this entity before it will permit connections to be made

P3Initiator
MTA Mame Present B Simple Authentication @ Strong Authentication
Peer Connection AET Valid AET Present

Network Address

Check “Strong Authentication”
Press “OK”

Repeat the above step for the “P3 responder”

P3 deliver strong auth enabled

&) Welcome to Message Console Switch Operations Switch Configuration Management 3

> [ Routing Trees
“ [ Message Transfer Agents
v [ 1S0DE-X400-EVAL X400.NET

Masin  Program Tsbles Inbound Auth  Advanced

P Authentication Requirements
v [ Channels
@ housekeeper Allows selection of methods used to authenticate the responses to connections which the channel initiates (initistor), and to incoming connections to which the channel responds (responder).
@ mhsshaper P3initiator SIMPLE-AUTHENTICATION § STRONG-AUTHENTICATION Edit
&5 padeliver
@ pserver
;.5 54007 a P3Responder SIMPLE-AUTHENTICATION § STRONG-AUTHENTICATION
5 x00mt
& x400p1 P7 Message Store ~
> [ Tables
® Routing Nexus Strong authentication parameters
> [ Directory Profiles
> [ Logs Security DB identity default

> [ Bitemal Message Transfer Agents

3 ) X.400 Message Stores The certificate used for strong authentication (if required). The MTA name and GDI on the 'Inbound’ tab together define the strong authentication mTA (MTAName) in the form 'MTA name:GDI',
- 9 This mTA must match the MTA Name SAN in the identity certificate.

For strong authentication, a security database is required

Apply  Cancel | Refresh

Press “Apply”
Note that the message will now be delivered.

It may be necessary to perform a “Downwards force attempt” in the “Switch Operations View” to
trigger that to happen.

Downwards force attempt

) Refresh [z Refresh All | (] Refresh every 60  seconds| () Hide empty channels

() ISODE-X400-EVAL X400.NET (messaging,admin@|SODE-¥400- EVAL XA00.NET): 1 Repor
& housekeeper

& mhsshaper m1
v p3deliver 1/

/G=User/S=0ne/PRMD=X400/ADMD: "~~~

59016080 from /G=User/5=One |2 Refresh Peer MTA

> %8 plserver Alter Peer-MTA Agreement
% 3400-dl

%% 3400mt -
A 40p1 X Disable .

Disable inbound connections

B

Disable outbound connections

Clear delay
Set 1 minute delay

Set 10 minutes delay
Set 1 hour delay *

Downwards force attempt u

[ N

Reprocess queue

Connect MTA
Disconnect MTA

# R

@

Timeoutll messages

Delete all messages
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Configure and Test Strong Authentication from Xuxa

For this part of the guide we will use mailbox addresses that follow the addressing schemes of the

aviation industry

Prepare the system

Extend the Switch Routing Tree for aviation mailboxes

In Mconsole, select “Main Routing Tree”

Add Nodes

"8 Welcome to Message Console Switch Operations

v Routing Trees

v (iIMainFon Add Nodes...
w EiE C=GB
~ @ AI Delete...

> (® PRMD=Internet

> (® PRMD=X400
> Message Transfer Agents
> External Message Transfer Agents
> X ADD Message Stores

Select “Add Nodes ...”

Create X400 Hierarchy
[ Create new Routing Tree Modes

Name and Domains

' Provide a name for the new Routing Tree, and optionally a domain

Domains

B Create Routing Tree entries representing an X.400 O/R Hierarchy

Ba MNext = Fi
Press “Next >”
Create ICAO Root
[C] Create new Routing Tree Nodes. o x

O/R address hierarchy
Enter the O/R address hierarchy to be represented by this routing tree

Additional branches can be specified after the routing tree has been created

150 3166 Country Code XX XX [

OSingle Space ADMD ICAQ PRMD UK
Organizati

out ouz

ous ous

Provide the node “C=XX, ADMD=ICAO;PRMD=UK"

Press “Finish”

Cancel
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Tree created
“2] Welcome to Message Console Switch Operatii

v Routing Trees
~ b Main Routing Tree
v Ej5 C=GB
v (9 ADMD=ISODE
(¥ PRMD=Internet
(¥ PRMD=X400
v [ C=xx
v (9 ADMD=ICAQ

»[(® PRMD=UK

> Message Transfer Agents

Create an aviation P7 mailbox

Go to the “X.400 Mailbox Management” view

Collapse and then expand the “Main Routing Tree” to make the new routing nodes appear

Create a new P7 mailbox under the node “C=XX, ADMD=ICAO, PRMD=UK"

Add p7 mailbox

“a] Welcome to Message Console Switch Operations D X400 Mailbox Management
[} - =]

Add P7 Mailbox  Add P3 User Agent  Add X.400 Distribution List Add X.400 Redirect

~ [ | Routing Trees
~ @ Main Routing Tree Routing Tree Node

s (@ C=GB

v (@ C=xx
v ([ ADMD=ICAD

(@ PAMD=UK

User Templates Add P7 Mailbox
Add P3 User Agent
Add X.400 Distribution List
Add X400 Redirect
Add Other User

These routing tre:

Search

Select “Add P7 Mailbox”

Select XF addressing
[Z] Add P7 Mailbox using XF Naming m] x

Address Form

Choose the address form to use for this node

Address form
() Personal Name
() Common Mame
(_) Common Name and Personal Mame
() Organizational Unit
() AMHS (Aviation) CAAS Addressing
© AMHS (Aviation) XF Addressing
() Other

< Back Mext > FEinish Cancel

Select “AMHS (Aviation) XF Addressing”

Press “Next >”
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[] Add P7 Mailbox using XF Naming [m]

Node name (XF Addressing)
Configure the XF Addressing Fields for the node

Country XX
ADMD ICAO
PRMD [uk

Orgenization  AFTN
AFTN Address EGTTZQZX

Full O/R Address /OU=EGTTZQZX/0=AFTN/PRMD=UK/ADMD=|CAQ/C=XX/

< Back Next > Finish Cancel
Provide the AFTN Address “EGTTZQZX"”
Press “Next >”

Add white pages entry

[ Add P7 Mailbox using XF Naming o

X

White Pages (Address Book) Entry
Configure a White Pages entry for this address

(0 Do not set up a White Pages entry
1O Creste new White Pages entry
Directory Root
Select where in the DIT the White Pages entry will be created
Directory cn=White Pages,o=X400

Pick..
Org Unit EGTTZQZX
© Amend existing White Pages entry
Directory Entry

Select the existing Directory entry to amend

Directory Entry  cn=\White Pages,o= Pick
Advanced White Pages values can be set within the White Pages tab in X.400 Mailbox
Management

<Back [ Het» Finish Cancel

Press “Next >”

Message Store Details
[Z] Add PT Mailbox using XF Naming

MTA and Message Store Details
Configure which Message Store, MTA and delivery channel this user will use
Message Store
cn=Main Message Stare, cn=Messaging Configuration,a=X400
Supporting MTA
cn=IS0DE-X400-EVAL X400.NET, cn=Messaging Configuration,o=X400 -

P3 Delivery Channel

p3deliver

< Back

Einish

Press “Next >”

X

Cancel
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Passwords
[C] Add P7 Mailbox using XF Naming
Passwords

Set the User's P7 and P3 passwords.
These are used for simple authentication,

P7 Message Store Password  Secret1+ Hide

P3 Access Password _Secret]+|

Hide

< Back Next > Cancel

Provide the mailbox password

Press “Finish”

Mailbox created

"] Welcome to Message Console Switch Operations {11 X.400 Mailbox Management
2

r -~

=@
Add P7 Mailbox Add P3 User Agent  Add X.400 Distribution List Add X.400 Redirect

~ Routing Trees
w @ Main Routing Tree
» (g C=GB
~ ([ C=Xx
v ( ADMD=ICAO
~ily PRMD=UK!
~ (§ 0=AFTN
& Ou=EGTTZOZX
User Templates

Create an aviation P3 mailbox

Follow the above steps but press “Add P3 User Agent” instead of the “Add P7 Mailbox” button.
Use the AFTN Address “EGTTZQTT”.

In this case, only a “Supporting MTA” will be required.

Define supporting MTA

[ Add P3 User Agent using Persanal Name Naming
MTA Details

Configure which MTA this user will use

Supporting MTA

cn=I50DE-X400-EVAL.X400.NET,cn=Messaging Configuration,0=X400 -

< Back Mext = Finish Cancel

Click “Next >”
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Provide password
[Z] Add P3 User Agent using Personal Name Naming o b4

P3 Access Password
Set the User's P2 password

P3 Access Password  Secret1+ Hide

18 Make this user permanent

<bok | N> Carel

Provide a password to authenticate to the P3 channel
Select “Make this User Permanent”

Press “Finish”

P3 User Added

1 Welcome to Message Console Switch Operations [} X400 M

a - &
Add P7 Mailbox Add P3 User Agent  Add X.400 Distribution List Add X.400

~ || Routing Trees.
~ @ Main Routing Tree
5> (@ C=GB
~ (@ C=xx
~ (§ ADMD=ICAO
v ( PRMD=UK
v (@ O=AFTN
& OU=EGTTZOTT
& OU=EGTTZOZX
User Terplates

Create the M-Store Certificates

Follow the earlier section “Enable Mailboxes for Strong Authentication

/Create User Certificate” to create a certificate for the mailbox “EGTTZQZX”

Create the PKCS12 mailbox identities

Open Sodium

Browse to “EGTTZQZX” under “White Pages”
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New X.509 Identity

57 cnmdsa 04400/ Messaging Admin -Sodium

Session Edit Operations X509 View Help

Browse EGTTZQZX, W... X Set Sodium Passphrase.
. New X509 Identity.
| en=dsaosXAN  pe e ~X40D-EVAL X400.NET" on port 19389

Manage Identities. Organizationsl Unit Address Messaging

Name EGTIZGZX
Address Book
e Description
<52ging Configuration
v [ cn=White Pages Secibo
cn=User One
cn=User One Internet Phone
cn=User Three
cn=UserTwo Fax
cn=User Two Internet
ou=EGTTZATT
% ou=EGTTZOZ(

9 cn=X400 EVAL CA

Add another...  Clone... | Object classes.

Abort Viewing: ou=EGTTZQZX,cn=White Pages,0=X400

From the top menu select “X.509/New X.509 Identity ...”

Select ECDSA
% Create Identity for ou=EGTTZQZX, cn=White Pages,0=X400
Set the Key parameters and edit Subject DN

Set the parameters for generating the key and edit subject DN if
required

Subject DN ou=EGTTZOZX cn=White Pages,0=X400

Algorithm for the Key
(CORSA ©ECDSA

ECDSA Curves
EC Curves Iseqﬂ&m v

Reset to Defaults

< Back Mext = Finish

Select Algorithm “ECDSA”
Select EC Curve “secp384r1”
Click “Next >”

Add Subject Alternative Name

. Create Identity for ou=EGTTZQZX, cn=White Pages,0=X400 a x

Select and add Subject Alternative Names and Clearanc:

Specify the Subject Alternative Names and Clearance to be used in the
Certificate Request for this identity

The following values have been derived from the Attributes in the and can be used as
subject alternative names :

18 OR Address: /QU=EGTTZOZX/O=AFTN/PRMD=UK/ADMD=ICAQ/C=XX/

Add other subject alternative names

Add...

Edit...

Remove

Reset to Defaults

< Back Mext » Finish Cancel

Check the box next to “O/R address:”

Press “Next >”
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Certificate Request Contents
7 Create Identity for ou=EGTTZQZX, cn=White Pages,o=X400 [m] x

Certificate Request Contents
Contents of this Certificate Request

The following Certificate Signing Request has been generated. In order to save this to a file or
copy its contents, click Next. To change any options, click Back.

Subject ou=EGTTZOZX, cn='White Pages,0=X400

PublicKeylnfo Algorithm: ECDSA, KeySize: 384

OR Address /OU=EGTTZOZX/O=AFTN/PRMD=UK/ADMD=ICAQ/C=XX/

Details

< Back MNext > Finish Cancel

Press “Next >”

On “send Request to a CA” press “Save PEM”

Select the folder “C:\IsodeCerts” (Linux : “/root/IsodeCerts”)

Press “Next >”

Use Sodium CA to Issue the certificate.

|Isode

Remember to select the “Signature Algorithm” SHA384WITHECDSA which is mandated by the

ICAO.

Signature Algorithm
[ Issue Certificate for a CSR ] X

Set Validity and Signature Algorithm for the Certificate

Set the validity and Signature Algorithm for the Certificate and choose
to delete the CSR

Valid From 28 July 2026, 09:46 Edit..
Valid To 29 July 2027, 09:46 Edit...
Lifetime
Years: [ 3 Months [0 F|Days[0 2| Hours: 0 :
Reset
Signature Algorithm | SHA3B4WITHECDSA v

B Delete the CSR after the Certificate generation

< Back Next > Finish Cancel

Back in Mconsole :

Select “The CA has provided a certificate”
Press “Next >”

On “User Certificate” press “Next >”

On “Other certificates” press “Next >”
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Select a different user
L Create Identity for ou=EGTTZQZX, cn=White Pages,0=X400 m] x

Decide who will use this identity

You may create an identity for your own use, or for another user

This identity is for
(D the currently logged in user on this system

O a different user, or someone on another system

< Back Mext = Finish Cancel

Check “a different user ..”

Press “Next >”

Create PKCS12 file
7 Create Identity for ou=EGTTZOZX cn=White Pages,0=X400 m] X
X509 Identity Transfer Files (PKCS#12 format)

Choose where ta save the files generated by this wizard

Encrypted Files

The files containing identity information will be protected by a passphrase. You can accept the
randomly generated passphrase, or enter one of your own,

The passphrase may be blank (which means the files will not be encrypted) unless you choose
PKCS#12 format.

Note: When writing to files on disk, the wizard will overwrite any existing files with same names.

Output Directory C:\lsodeCerts Browse...

File Name Prefix  EGTTZQZX

Passphrase:  Secretl+ B Show  Generate

Files to generate  PKCS#12 ~

< Back Mext > Finish Cancel

For “Output Directory” browse to “C:\IsodeCerts” (Linux : “/root/IsodeCerts”)
In “Passphrase” provide a password

Press “Next >”

Save Identity information
., Create ldentity for ou=EGTTZQZX cn=White Pages,0=X400 [m] X

Sawve ldentity information

You are now ready to save the identity file to disk

The identity encrypted with profile passphrase will be written to
ChlsodeCents\EGTTZOZX p12.

< Back Mext » Cancel

Press “Finish”

On “Identity File Written” press “OK”

Repeat the above steps to create a PKCS#12 file containing certificates and private key for
“EGTTZQTT".

Evaluation Guide: M-Switch X.400 Page 83 of 90



|Isode

Configure and test xuxa P7 Strong Authentication

Configure M-Store for Strong P7 Authentication

Change to the “Switch Configuration Management” view
In the left-hand pane, select “Main Message Store”

Select the “Authentication” tab

Authentication tab

5 Welcome to Message Console [ Sitch Operations: Switch Configuration Management X

> Routing Trees
« B Message Transfer Agents Main  Admiistrators DSA  Authentication _Enfities
e Authentication Requirements
@ housekeeper
@ mrsharer These values don't usually need to be changed
\3 p3deliver P7Responder SIMPLE-AUTHENTICATION Edit
@ paserver
G ool 93 ntator SIMPLE-AUTHENTICATION i
G xd00mt
G xo0pt
Tables P3 Responder SIMPLE-AUTHENTICATION § STRONG-AUTHENTICATION Edit
@ Routing Nexs g cach n atabese veth address of the user. The OR o
> [ Directory Profiles this identity certificate.
> £ Logs
> [ Exteral Message Transfer Agents Server password
© [ X400 Message Stores o . ponseto
> [ Main Message Store P ! 2
Server password | "mAf-BRA"b 8 zeroLength
ITOTS Configuration
The IToT: 120r dsap12 ¥ . You il need to create a or dsap12 pphr filein the same
9
0TS Path
The ITOTS CA File s 2 PEM trust I , andyou directory, then
called “ca.pem”.
CAFile
As wellas confi field, you will [ p
Refresh
O Hep

To the right of “P7 Responder” press “Edit”

Enable Strong Authentication
2 Authentication Requirement Editor x

The authentication requirements (there are several sub-types)
define the infoermation required by this entity before it will permit connections to be made

P7 Responder
[C) MTA Name Present 18 Simple Authentication
[C] Peer Connection [CJ AET Valid (] AET Present

() Network Address

Check “Strong Authentication”
Press “OK”

Strong authentication selected
& Welcome to Message Console (2] Switch Operations Switch Configuration Management

Routing Trees
[ Message Transfer Agents
v (=2 ISODE-XAD0-EVAL XA00NET

Main ors DSA  Authentication  Entites

P7Responder_SIMPLE-AUTHENTICATION § STRONG-AUTHENTICATION

P initstorSIMPLE- sTION

P3Responder SIMPLE-AUTHENTICATION § STRONG-AUTHENTICATION

the user

this identit ceriicate.

5 Logs
Eiteral Message Transfer Agents Server password
[ X400 Message Stores

> [ Main Message Siore]

The sener
Serverposaword bR b 8 2o Length
0TS Configuration

drapi2p

oS Path

The ¥
thel alled "ca pem”

I lookin that directory for  file c:
ca

specified

Agply Cancel| Refresh

@ Help

Press “Apply”
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Configure xuxa profile for P7 Strong Authentication

Create a P7 xuxa profile for “EGTTZQZX” by following the steps earlier in the document.

Xuxa P7 Configuration

= Preferences o x
type fitertext P7 Message Store STy
v X Accounts

Connection Information
Bodyparts

Address*3001" <itot1s X40ONET:3001
DSA and Aderess Book
General Message Store User (O/R) /OU=EGTTZQZY/O=AFTN/PRMD=UK/ADMD= ICAQ/C=XY/ Edit
3 Submission
F7 Message Store| Secret1]
Reports Message Store User DN ou=EGTTZQZX,en=White Pages,0=X400 Pick
Secuity

. Yo Geneal %, Bind to the Message Store 2 Search

X400 P7 Bind Authentication Level
O Simple Authentication O Strong Authentication

Check for messages at startup

() Disable configuration requests in bind operations
[)Use a new connection for cach message submission
(0 Use a new MS connection for Get Mail

(JDon't confirm message deletion
(ORegister an autoslert for new messages.

(Pop up an alert window when an autoalert s received

() Automatically check for new every check period (below)

Check period (in seconds) 0

The messages will be fetched
O ststartup time O on demand

Maximum mailboxsize 0

Restare Defaults Apply.

Apply and Close Cancel

Use the O/R address : “/OU=EGTTZQZX/O=AFTN/PRMD=UK/ADMD=ICAO/C=XX/"

Select “Security”

Xuxa Security
B9 Preferences o x
type fifter text Security SR

~ Xuwa Accounts

Bodyparts PKCS#12 File Name Ci\lsodeCerts\EGTTZQZX.p12 Browse...
DSAand AddressBook | pkrs#12 certficate password  Secretl+

General

P3 Submissien Trusted CA Certificate directory C:\lsodeCerts o
P7 Message Store

Report

port MTAName

> Xua General Global Domain Identifier

Defautt Security settings when composing 2 message
© Unsigned O Signed WithMoac O Signed With Message Token
(O Signed With Both () Signed Extended ATS

Restore Defaults Apply

Apply and Close Cancel

For “PKCS#12 File Name” browse to “c:\IsodeCerts\EGTTZQZX.p12” (Linux :
“/root/IsodeCerts/EGTTZQZX.p12”)

Provide the PKCS#12 password

For “Trusted CA Certificate directory” browse to “C:\IsodeCerts” (Linux : “/root/IsodeCerts/”)
Press “Apply and Close”

Test the profile by sending yourself a message.

Go back to the xuxa mailbox configuration

Select “P7 Message Store”
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Enable strong Authentication for EGTTZQZX

BB Preferences [m} X

type filter text P7 Message Store @ T

~ Xuxa Accounts
' Connection Information

Bodyparts Message Store Presentation Address  "3001°/URI+D00D+ URL + tot://ISODE- X4D0-EVAL X4D0.NET:3001
DSA and Address Book
General Message Store User (O/R) /OU=EGTTZAZX/0=AFTN/PRMD=UK/ADMD=ICAQ/C= XX/ Edit

P3 Submissien M Store User P d Secret]

T essage Store User Passwar ecret+

Reports Message Store User DN ou=EGTTZQZX.cn=White Pages,0=X400 Pick
Security

> Xuxa General

(5 Bind to the Message Store 4 Search

X400 P7 Bind Authentication Level
(O Simple Authentication ) Strong Authentication

Check for messages at startup
([ Disable configuration requests in bind operations
[ Use a new connection for each message submission
(T Use a new MS connection for Get Mail

(] Don't confirm message deletion
() Register an autoalert for new messages

(] Pop up an alert window when an sutoalert s received

[CJ Automatically check for new every check period (below)

Check peried (in seconds) 0

The messages will be fetched
© atstartuptime O on demand

Maximum mailbox size 0

Restore Defaults Apply

Apply and Close Cancel

Select “Strong Authentication”
Press “Apply and Close”

It is advisable to check that this configuration change has been made. If not, try again.

To test, send a message from EGTTZQZZ to EGTTZQZZ

It’s possible to check that a strong authentication occurred by finding these entries in the mta-
event log:

2026-08-04 12:30:29 pumice 04584 (#0 ) N-Dsap-Notice
Strong credentials presented

2026-08-04 12:30:29 pumice 04584 (#0 ) N-Dsap-Notice P7
strong credentials accepted

Note that the public certificate provided during the bind is cached in the Security database :
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Cached Public Certificate

Security Database Configuration

Reset Database  Accessing Security Database using SOM connection to ISODE-X400-EVAL.X400.MET

|Isode

/G=User/5=0ne/PRMD=X400/AD...
/G=User/5=Two/PRMD=X400/AD...  PKC512 Identity
JSOU=EGTTZOZX/0=AFTN/PRMD=... PKC512 Identity

PKC512 |dentity

TLS Configuration Role Subject Directory Name
Trust Anchor cn=MIXER EVAL CA o=MIXER
Unassigned cn=[50DE-MIXER-EVL.MIXER.MET, cn=Messagi...

mH5GivenMames=User+ mH55urname= One,pR...
mH5GivenMames=User+ mH55urname=Two, pR...
mHS0rganizationalUnitName=EGTTZQZX, mH...

DNS Mame

ISODE-MIXER-EVL.MIXE...

/G=User/S=0ne/PRMD...
/G=User/5=Two/PRMD...
JOU=EGTTZOZ¥/O=AF...

Walid Until

2036-07-15153:17:54
2035-07-1515%:2813
2035-08-04 10:03:53
2035-08-04 10:16:02
2035-08-04 12:17:07

; Unassigned ou=EGTTZOZX cn=White Pages, 0=X400

JOU=EGTTZOZKX/O=AF...

2035-08-04 11:51:41

Configure and test xuxa P3 Strong Authentication

Configure the P3 server channel

For convenience we will use the previously generated default certificate.

In Mconsole, expand the local MTA and select the “P3 server” channel
Select the “Auth” tab

In “Security DB Identity” type “default”

Press “Edit” to the right of “P3Initiator”

Select “Strong Authentication”

Press “OK”

Press “Edit” to the right of “P3Responder”

Select “Strong Authentication”

Press “OK”

Configure p3server

5 Welcome to Message Console Switch Operations Switch Configuration Management 3 . {IJ X400 Milbox Management

~ [ Routing Trees
> @ Main Routing Tree
v [:] Message Transfer Agents
~ (3 15ODE-X400-EVAL X400.NET
v (] Channels
G housekesper
{8 mhsshaper

Main  Program Tables Inbound Auth  Advanced

Authentication Requirements

which the channel responds (responder),

P3lnitistor  SIMPLE-AUTHENTICATION § STRONG-AUTHENTICATION

Allows selection of methods used to authenticate the responses to connections which the channel initiates (initiator), and to incoming connections to

Edit

| {3 padeliver

(G5 pzerer]

P3Responder SIMPLE-AUTHENTICATION § STRONG-AUTHENTICATION

s %400-dl
B8 x400mt
G xd00p1
> (1 Tables
(¥ Routing Nexus
» [ Directory Profiles

P7 Message Store
Strong authentication parameters

5 [ Logs Security DB identity _default

~ [ External Message Transfer Agents
> [ Isode MIXER Gateway

~ [ X400 Message Stores
> (& Main Message Store

mTA (MTAName) in the form 'MTA name;GDI'. This mTA must match the MTA Name SAN in the identity certificate.
For strong authentication, a security database is required.

Press “Apply”

Configure xuxa profile for P3 Strong Authentication

The certificate used for strong authentication (if required). The MTA name and GDI on the Inbound’ tab together define the strong authentication

Apply  Cancel | Refresh

© Help

Create a P3 xuxa profile for “EGTTZQTT” by following the steps earlier in the document.
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Xuxa P3 Configuration

BB Preferences [m] x
type filter text P3 Submission Py
~ Xuxa Accounts
Bodyparts P3 Channel Presentation Address "593'/UR}+ 0000+ URL+itot//ISODE-X400- EVALX400.NET
DSAand Address Book | P3 User O/R address /OU=EGTTZQTT/O=AFTN/PRMD=UK/ADMD=ICAC/C=XX/ Edit
General
P3 User Password Secretls
P7 Message Store 1%} Bind to the P3 Channel @ Search
Reports
Securty X400 P3 Bind Authentication Level
5 Xuxa General 10 Simple Authentication () Strong Authentication

B Force sending using P3, instead of via the P7 Message Store
P3 Delivery
If you want to read messages queued on the MTA's P3 channel for this user

then unset the values in the user parameters in the P7 Message Store tab.
If no P7 user values are found, the P3 Submission information will be used instead

NOTE: Receiving messages via P3 (delivery) requires the routing in the MTA to be

correctly set, in particularthe PP Channel of the user should be p3server, not p3deliver

Restore Defaults Apply

Apply and Close Cancel

Use the O/R address : “/OU=EGTTZQTT/O=AFTN/PRMD=UK/ADMD=ICAO/C=XX/"

Select “Security”

Xuxa P3 Security

9 Preferences [

type filter text Security G- - v

v Xuxa Accounts
Bodyparts PKCS#12 File Name Ci\lsodeCerts\EGTTZQTT.p12 Browse...
DSAand Address Book | pkcsa1) certificate password  Secretl+
General
P3 Submission Trusted CA Certificate directory  C\sodeCerts Browse...
P7 Message Store
Reports MTA Name 1SODE-X4D0-EVAL X400.NET

> Xuxa General Global Domain Identifier /C=GB/ADMD:=ISODE/PRMD=X400/

Default Security settings when composing a message
© Unsigned () Signed With Moac () Signed With Message Token
() Signed With Beth () Signed Extended ATS

Restore Defaults Apply

e
For “PKCS#12 File Name” browse to c:\IsodeCerts\EGTTZQTT.p12 (Linux :
“/root/IsodeCerts/EGTTZQTT.p12")
Provide the PKCS#12 password
For “Trusted CA Certificate directory” browse to “C:\IsodeCerts” (Linux : “/root/IsodeCerts/”)
In “MTA Name” type “ISODE-X400-EVAL.X400.NET”
In “Global Domain Identifier” type “/C=GB/ADMD=ISODE/PRMD=X400/”
Press “Apply and Close”

Test the profile by sending yourself a message.

Go back to the xuxa mailbox configuration

Select “P3 Submission”
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Enable strong Authentication for EGTTZQTT

B9 Preferences

type fitter text

v ¥uxa Accounts
Bodyparts
DSA and Address Bock
General
P7 Message Store
Reports.
Security

> Xuwa General

P3 Submission

P3 Channel Presentation Address "593"/URI+0000+ URL+itot://ISODE-X400-EVAL

P3 User O/R address.

P3 User Passward

X400 P3 Bind Authentication Level
(O simple Authentication € Strong Authentication

(@ Force sending using P3, instead of via the P7 Message Store

P3 Delivery

If you want to read messages queued on the MTA's P3 channel for this user
then unset the values in the user parameters in the P7 Message Store tab,
If no P7 user values are found, the P3 Submission information will be used instead

NOTE: Receiving messages via P3 (delivery) requires the routing in the MTA to be
correctly set, in particular the PP Channel of the user should be p3server, not p3deliver

|Isode

Select “Strong Authentication”

Press “Apply and Close”

[= IS
/OU=EGTTZQTT/O=AFTN/PRMD=UK/ADMD=ICAO/C=XX Edit.
Secret]+
5 Bind to the P3 Channel \ Search

Restore Defauts Apply

Apply and Close

Cancel

It is advisable to check that this configuration change has been made. If not, try again.

To test, send a message from EGTTZQZZ to EGTTZQZZ

It’s possible to check that a strong authentication occurred by finding these entries in the mta-

event log:

2026-08-04 13:25:23 p3server 05528

(#0

) N-Dsap-Notice

Received P3 strong authentication credentials

2026-08-04
Validating
2026-08-04
P3 UA->MTA
2026-08-04

13:25:23 p3server 05528
P3 strong authentication credentials
13:25:23 p3server 05528
strong auth validation callback
13:25:23 p3server 05528
validate credentials: done

(#0
(#0

(#0
(SUCCESS)

) N-Dsap-Notice

) N-Dsap-Notice

calling

) N-Dsap-Notice

Note that the public certificate provided during the bind is cached in the Security database :

Cached Public Certificate

Security Database Configuration

Reset Database

Accessing Security Database using SOM connection to [SODE-X400-EVAL.X400.MET

TLS Cenfiguration Rele

Unassigned
PKC512 Identity
PKC512 Identity
PKC512 Identity
Unassigned

/G=User/5=0ne/PRMD=X...
/G=User/S=Two/PRMD=X...
SOU=EGTTZOZX/O=AFTN...

Subject Directory Name
cn=I50DE-MIXER-EVL.MIXER.NE...
mH5GivenName=User+ mHS5um...
mHSGivenName=User+ mH55um...
mH50rganizationalUnitName=E...
ou=EGTTZOZX, cn=White Pages,...

DNS Name

ISODE-MIXER-EVL.MIXER.MET:/C=GB/ADMD=150DE/...

{G=User/5=0ne/PRMD=X400/ADMD=50DE/C=GB/
/G=User/5=Tweo/PRMD=X400/ADMD=50DE/C=GB/

{OU=EGTTZOZX/0=AFTN/PRMD=UK/ADMD=ICAQY...
(OU=EGTTZOZX/O=AFTN/PRMD=UK/ADMD=ICAQY/..,

Valid Until

2033-07-15 15:28:1
2033-08-04 10:03:5
2035-08-04 10:16:0.
2035-08-04 12:17:0
2035-08-04 11:51:4

E Unassigned

ou=EGTTZOTT, cn=White Pages,...

FfOU=EGTTZOTT/0=AFTM/PRMD=UK/ADMD=ICAQY/...

2035-08-04 11:56:3
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Copyright

The Isode Logo and Isode are trade and service marks of Isode Limited.

All products and services mentioned in this document are identified by the trademarks or service
marks of their respective companies or organizations, and Isode Limited disclaims any
responsibility for specifying which marks are owned by which companies or organizations.

Isode software is © copyright Isode Limited 2002-2026, All rights reserved.

Isode software is a compilation of software of which Isode Limited is either the copyright holder
or licensee. Acquisition and use of this software and related materials for any purpose requires a
written licence agreement from Isode Limited, or a written licence from an organization licensed
by Isode Limited to grant such a licence.

This manual is © copyright Isode Limited 2026.
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