Isode

M-Switch SMTP Evaluation Guide

Configuring Ri19.0 release of Isode's Internet Messaging Servers on Windows and Linux
Platforms for use as either and Enterprise Email System or an ISP Email System.
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Introduction

This guide is intended to give the reader basic information on how to configure Isode’s M-Switch,
M-Vault, M-Box and Harrier Server Products. These Products combine to create an Internet Email
Solution. You will also use Isode Cobalt Product to provision Users.

More information on these products can be found at the URLs below.
www.isode.com/product/smtp-message-switch
www.isode.com/product/pop-imap-message-store/
www.isode.com/product/Idap-x-500-directory/

www.isode.com/product/user-role-provisioning/

Objectives

In this guide you will be shown how to configure the Internet Email domain “internet.net” and to
configure connections to other Internet Domains.

The diagram below gives an overview of this setup.

System Overview

M-Vault Console
GUI
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By the end of this guide you will have:
1. Installed the M-Switch, M-Vault, M-Box and Cobalt products.

2. Configured M-Switch and M-Vault using M-Console.

3. Provisioned Users using Cobalt.

4. Ifusing TLS Configured TLS on M-Vault using Sodium CA and M-Vault Console.
5. Configued Harrier using Harrier Server Manager.

6. Logged in using Harrier

7. Created a connection to an external SMTP server (M-Switch MIXER).

For the purposes of this evaluation we have assumed this is a "clean" installation of the Isode
Software on to a physical or virtual machine. If you have previously installed the Isode Software
on the hardware or VM you are using for this evaluation, please make sure you have
completely uninstalled that version and any configurations before proceeding.

This guide is part of a set of three Guides; M-Switch SMTP, M-Switch MIXER and M-Switch X.400
and the connect to each other as below.

M-Switch SMTP, M-Switch MIXER & M-Switch X.400

M-Switch SMTP M-Switch MIXER

Domain: internet.net Domain: mixer.net
Maps to /P=Internet/A=lIsode/C=GB/ PRMD: /P=MIXER/A=Isode/C=GB/

Users:

user.one@internet.net

Maps to
/G=user/S=one/P=Internet/A=Isode/C=GB/

user.two@internet.net
Maps to
/G=user/S=two/P=Internet/A=Isode/C=GB/

M-Switch X.400

PRMD: /P=X400/A=Isode/C=GB/
Maps to x400.net

Users:
/G=user/S=one/P=X400/A=lsode/C=GB/
Maps to

user.one@x400.net

/G=user/S=two/P=Internet/A=Isode/C=GB/
Maps to
user.two@x400.net
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Using Isode Support

You will be given access to Isode support resources when carrying out your evaluation. Any
queries you have during your evaluation should be sent to isode.support@isode.com. Please note
that access to the Self-Service Portal for web-based ticket submission and tracking is not available
to evaluators.
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Preparing the Server Environment

You should visit https://www.isode.com/support/platform-support/ to discover which operating
systems are supported for Isode evaluations.

Naming the Server

In this eval guide the machine name is: ISODE-SMTP-EVAL
In this eval guide there is no dns suffix for the server.
Alternatively, you may use your own names or add dns entries in a dns server or hosts file.

Install the Isode Software

Follow the instructions in the release notes for the appropriate platform for the products. For this
guide, the following products were used:

M-Switch 19.0v21
M-Vault 19.0v21
M-Box 19.0v21
Cobalt 1.5v3
Harrier 4.1v1
MAS 11

On Windows, select the default install options when executing the installer for the Isode
Products.

Remember to install an appropriate java runtime engine (refer to product release notes) and in a
Windows environment the visual c++ redistributable package.

On Linux, install all the RPMs with the command:
# sudo rpm -i ISD*.rpm
Please use a supported web browser as documented in the product release notes.

Activating the Isode Products

Isode Products are typically Activated using the Isode Messaging Activation Server (MAS). Some
Isode Products, such as Cobalt also support local Product Activation. You should refer to the MAS
Evaluation Guide for how to Activate the Products.
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Creating the Messaging Configuration

Running the M-Console Configuration Wizard

In this chapter we will create the Messaging Configuration, which is held in M-Vault, and use M-
Console to do this.

To start M-Console on Windows from the Windows Start Menu; Windows—>Isode 19.0>M-
Console

Start M-Console
- Isode 19.0
‘S?IF Editor

I:I Install M-Box services

Q Isode Service Configuration

LogConfig (Isode Log Configuration...
m oo 2o

MConsole (Message Switch Console)

On Linux type the command:

# /opt/isode/isode/bin/mconsole

You will see the following prompt.

Encrypt the Bind Profile

[Z] MConsole - ] X
File Window View Help

This operation encrypts sensitive data in the bind profile file, which means that the
bind profile can be used to store passwords (for simple authentication), and
passphrases (for X.509 identities).

Once the data is encrypted, you will be prompted to enter your passphrase whenever
an application needs to decrypt data in the profile file; failing to enter the correct
passphrase means you will not be able to use any saved bind profiles. Note that once
you have encrypted the data, you cannot subsequently choose to decrypt it.

Do you really want to encrypt your bind profile file?

© Help

Click “Yes”
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Enter Bind Profile Passphrase

Enter Profile passphrase X

Please enter a Profile passphrase. This will be used to encrypt all of the passwords,
and means that you will be prompted for this passphrase from now on whenever you
run Sodium, M-Vault Console, MConsole or M-Link Console.

Passphrase: I | |

Verify Passphrase: I I

oK Cancel

Enter your chosen passphrase, for evaluations we suggest “secret” so that if you need Isode
Support we do not have to fix forgotten passwords etc.
Bind Profile Passphrase Entered

Enter Profile passphrase X

Please enter a Profile passphrase. This will be used to encrypt all of the passwords,
and means that you will be prompted for this passphrase from now on whenever you
run Sodium, M-Vault Console, MConsole or M-Link Console.

Passphrase: | ecceee I

Verify Passphrase: I sesced l

Click “OK”

Bind Profile Encrypted

Bind profile file encrypted X

@' The bind profile file has been encrypted

Click “OK”
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M-Console Welcome Screen

D MConsole (Welcome to Message Console) — O X
File Window View Help

"% Welcome to Message Console >i N\

Wel to M Consol :
If you see this screen, then you may be running MConsole for the first time on this computer.
The Messaging Configuration is held in a Directory Server (DSA).
If you wish to set up a DSA and a complete new Messaging Configuration on this computer, choose the "Create a new DSA and
Messaging Configuration..." option.
If you wish to create a Messaging Configuration using a DSA which is already running on another computer choose the "Create a new
Messaging Configuration..." option.
The other options are for management of existing Messaging Configurations, and can also be accessed from the View menu
E Create a new DSA and Messaging Configuration... 8 Create a new Messaging Configuration...
=4 n - - : — . - S
-~ | Connect to an existing Messaging Configuration.. u Open your default Messaging Configuration (if any)
Monitor existing Message Switches Monitor existing X.400 Message Stores
Track messages % List quarantined messages
v
© Help

Select “Create a new DSA and Messaging Configuration.

Enter a User Name

[Z] Choose the Initial Directory User's Name X

Choose the Initial Directory User's Name

You must provide the name of the person who will be set up as the initial manager of the Directory and MTA
configuration, and will also be able to connect to the Queue Manager via SOM for management and
monitoring purposes. You will be able to add extra managers with more restricted rights once the Messaging
Configuration has been set up.

User name I |

oK Cancel

Typically, we use “Messaging Admin” here, but you can choose your own if you wish.
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User Name Entered

[Z] Choose the Initial Directory User's Name X

Choose the Initial Directory User's Name

You must provide the name of the person who will be set up as the initial manager of the Directory and MTA
configuration, and will also be able to connect to the Queue Manager via SOM for management and
monitoring purposes. You will be able to add extra managers with more restricted rights once the Messaging
Configuration has been set up.

User name | Messaging Admin

Enter your User Name and Click “OK”.

Enter Base DN
[ Create Directory Server O X

DIT structure configuration

Adjust the DNs provided by the template to suit your requirements

Base DN

| Io: messaging

Initial Directory User: This user is put into all the initial groups, and the bind profile created will
bind as this user. Afterwards you can create more users and change which users are put in
which roles. You should change the common name to a suitable value for a real person.

cn=Messaging Admin,cn=Users,o=messaging

< Back Finish Cancel

Enter the Base “Distinguished Name” (DN) for your directory server. You can use the default or
choose one of your own.
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Base DN entered

[Z] Create Directory Server m} X

DIT structure configuration

Adjust the DNs provided by the template to suit your requirements

Base DN

o=Internet

Initial Directory User: This user is put into all the initial groups, and the bind profile created will
bind as this user. Afterwards you can create more users and change which users are put in
which roles. You should change the common name to a suitable value for a real person.

cn=Messaging Admin,cn=Users,o=Internet

< Back Finish Cancel

In this guide we have changed the Base DN to “Internet”. Click Next>"

Enter Password

[ Create Directory Server O X

Password configuration

Passwords are auto-generated, but can be modified here if required

Initial Directory User: cn=Messaging Admin,cn=Users,o=Internet

Password: l eccssccce l ] Show

Copy password to clipboard ' Save password to file

[JRecord user authentication times (authTimestamps)

Password Hashing

Hashed passwords are more secure, but are not compatible with password-based SASL
mechanisms other than PLAIN, LOGIN and SCRAM-SHA-1.

Note that while non-hashed passwords may be recovered from the DSA database, hashed
passwords are NOT recoverable.

[M Hash all passwords using SCRAM-SHA-1

< Back Finish Cancel

The GUI will auto-create a Password for the initial directory user — but you can change this to one
of your own. In this guide we will use “secret”.
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Password entered

[ Create Directory Server O X
Password configuration
Passwords are auto-generated, but can be modified here if required
Initial Directory User: cn=Messaging Admin,cn=Users,o=Internet
| E4show

Password: [secret

Copy password to clipboard ' Save password to file

[CJRecord user authentication times (authTimestamps)

Password Hashing
Hashed passwords are more secure, but are not compatible with password-based SASL
mechanisms other than PLAIN, LOGIN and SCRAM-SHA-1.

Note that while non-hashed passwords may be recovered from the DSA database, hashed
passwords are NOT recoverable.
[M Hash all passwords using SCRAM-SHA-1

< Back Finish v Cancel

Always check the password you have entered by checking the “Show” checkbox, then click
“Next>".

Bind Profile Summary

[ Create Directory Server

Bind Profile Names and Filesystem Location

Use the suggested values, or enter your own

Management bind profile name: Used to manage the DSA in M-Vault Console

| cn=dsa,o=Internet / Messaging Admin I

The folder which will contain the directory server's database and configuration (this folder will be
created in order to initialize the DSA):

| Cilsode\d3-db | | Browse |

< Back Finish v Cancel

Click “Next>".
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DSA Address Configuration

Create Directory Server

Address Configuration

Enter the server hostname / IP address and ports to listen on

Hostname: | ISODE-SMTP-EVAL

Enable:
LDAP DAP

Port numbers:
O Standards, no messaging: 389 / 102
(O Standards with messaging: 389 / 19999
@ Isode default: 19389 / 19999
O Alternate 2: 29389 / 29999
O Alternate 3: 39389 / 39999
O Alternate 4: 49389 / 49999
O Alternate 5: 59389 / 59999

 Advanced Editor |

Recheck Ports

< Back ' Finish

Click “Next>".

DSA Configuration Details

[Z] Create Directory Server

Confirm Details
Check the details below before creating the DSA

Cancel

DSA creation template:
Simple DSA setup for Messaging Evaluations

DSA address:
Host ISODE-SMTP-EVAL, X.500 on port 19999, LDAP on port 19389

DSA name:
cn=dsa,o=Internet

Bind profile name:
cn=dsa,o=Internet / Messaging Admin

Password hashing:
SCRAM-SHA-1

Cancel

Click “Finish”.

The following screen is shown.

Isode
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DSA being created

=l Background Task Progress X

Creating and starting DSA ...

T— Abort

Wait until this finishes.

Product Activation Summary

Product Activation

The Product Activation information on this system is shown here.

Product Activation information: M-Switch is activated, Product is "M-Switch SMTP"

Activated subfeatures are: TLS, smtp

The remainder of this Messaging Configuration wizard will create a configuration appropriate for
M-Switch SMTP

If this is incorrect, contact support@isode.com for a suitable Product Activation Key

< o Finish Concel

The summary of what features are Activated in the product is shown.
Click “Next>".

You will now through steps to create the messaging configuration.
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Set the Messaging Configuration Base DN

[Z] Create a new MHS configuration

Set the Messaging Configuration Base DN
Select the entry under which a Messaging Configuration entry will be
created

> o=Internet

If you provide an organization name, an entry for the organization name provided will be
created automatically under the entry you select.

[] Create organization name

Messaging configuration name

I Messaging Configuration

Base DN: o=Internet
MHS DN: cn=Messaging Config

< Back Next > Finish Cancel

In simple configuration just select the “O=Your Base DN”

Set the Messaging Configuration Base DN

[Z] Create a new MHS configuration

Set the Messaging Configuration Base DN
Select the entry under which a Messaging Configuration entry will be
created

> o=Internet

If you provide an organization name, an entry for the organization name provided will be
created automatically under the entry you select.

[] Create organization name

Messaging configuration name

I Messaging Configuration

Base DN: o=Internet
MHS DN: cn=Messaging Configurati Int

<Back Finenl [ Cancel

Click “Next>".
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Set the Hostname

a

Hostname

The hostname will be used, among other things, to set the network
addresses

Hostname

Enter the fully qualified host name of the machine that will be running this server.
For example, mail.isode.com. If not possible, then use the host name.

ISODE-SMTP-EVAL

DSA Authentication

SASL Password | ®eeeessessssece Show

< Back Finish Cancel

Isode

The Wizard should automatically pickup your server hostname. If it does not then enter it. You

do not need to change the SASL Password here or note it down.

: « ”
Click “Next>".
SMTP Configuration
[Z] Create a new MHS configuration a X
SMTP channel specific settings and routing policy
Enter the internet domain regarded as local to this MTA.
The email address domain this MTA is responsible for, e.g isode.com
Email address domain
Create an Internet Message Store for local POP3 or IMAP users
(® Use DNS
[J Use MX records
(O Don't use DNS
< Back Finish Cancel

Unless you have already set up DNS and MX Records for your domain it is best to check do not

use DNS.
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SMTP Configuration

[Z] Create a new MHS configuration

SMTP channel specific settings and routing policy
Enter the internet domain regarded as local to this MTA.

The email address domain this MTA is responsible for, e.g isode.com

Email address domain | internet.net

[ Create an Internet Message Store for local POP3 or IMAP users

(O Use DNS
Use MX records

(® Don't use DNS

< Back Finish Cancel

)

Enter your domain (we will use internet.net”) and Click “Next>".

Administrator details

[Z] Create a new MHS configuration

Administrator authentication details

Configure the authentication information to be used by administrators

of MTAs within this configuration
This information will be needed to connect to the QMGR with authentication, and will be used by
the Switch Operations View, Switch Configuration view (for Outbound Connection Testing) and
the Event Viewer.

Admin Users Parent DN

The location beneath which new Admin Users will be created

Parent DN | cn=Users,o=Internet Pick...

(® Use existing SASL Id

user name | messaging.admin@internet.net Select

(O Create new SASL Id

Admin user name mtaAdmin @ saslinternet.net

Show

< Back Finish Cancel

The Wizard should auto-populate the details above.

Click “Next>".
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Anti Virus configuration

[ Create a new MHS configuration [m} X

Anti Virus Configuration
Configure Anti Virus set up for the Checker channel.

Anti Virus Engine @® None O Clam AV

Install msgcheck.zip

< Back Next > Cancel

In evaluations we do not configure Anti Virus as this is more for production systems.

Click “Next>".

Service File Creation

[ Create a new MHS configuration m] X

Service File Creation

Create default configuration files to enable service startup

This file allows the MTA to connect to the DSA, and download its configuration.

Create mtabootxml [ [ Ci\lsode\etc\switch\mtaboot.xml J Browse

M-Box uses the ms.conf to store its configuration

Create ms.conf [ l C:\Isode\etc\ms.conf l Browse

< Back Next > Cancel

Click “Next>".
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Create Isode Services

[ Create Isode Services a X

Create Isode Services

Select the services from the service groups that you want to create

M-Vault M-Vault
© M-Switch [JIsode M-Vault Directory Server
©m-8ox

M-Store

Audit Database

You can now choose to create any additional Isode Services apart from the default. In more
advanced configurations you may want to configure the Audit Database so that you can track
messages. [sode Support can assist with this and you can manually create those services later.

Click “Finish”.

Create Isode Services

[] MConsole (Switch Configuration Management): messaging.admin@internet.net = m} X
File Window View Messaging Operations Help

%] Welcome to Message Console J Switch Configuration Management >&

v || Routing Trees
> @ Main Routing Tree
v [ Message Transfer Agents
> =] ISODE-SMTP-EVAL
~J External Message Transfer 4 | The MTA uses Routing Trees to determine how to route addresses. Routing Trees can be Internet,
v [ Internet Message Stores X.400 or both. A MIXER Internet/ X.400 tree would normally have two branches, one for each
& ISODE-SMTP-EVAL protocol.

A Routing Tree defines a hierarchy of internet domains and X.400 addresses within an
organization, and represents the registration of MTAs within the address namespace.

Normally, there will be one Routing Tree per messaging configuration, and this will be shared
by all the objects in the configuration which need access to routing information.

The purpose of routing is to determine for messages and recipients
* next-hop MTA (or local delivery)
* the local channel to be used for that MTA

The procedure is:

* use Routing Tree(s) to find potential MTAs (described in this section)

* look at the channels of the remote MTA and find matches among the inbound protocols on
those channels to the outbound protocols of the channels belonging to the local MTA.

Routing information is held in Routing Trees. These hierarchical structures consist of routing
information held in nodes in a tree like structure. Each node represents one component of an
OR Address (or Internet address). Each node may contain routing information which describes N

Apply | Cancel

© Help

You have now completed the core configuration of your server.
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Services Configuration

On Windows you need to configure the services to auto-start.
From the Start Menu Windows—>Isode Rig.0>Isode Service Configuration

Create Isode Services

. Isode 19.0

N

'SPIF Editor

u Install M-Box services

6 % Isode Service Configuration

The following screen will be displayed.

Isode Service Configuration

Service Configuration = [m] X
Service Configuration Operations View Help

Isode Services

-ﬂ: Add %) Refresh All |3 Refresh @ Stop X Remove
0 Isode Cobalt server
@ Isode M-Vault DSA Creation Service General Recovery Advanced
° il kool Service Name ‘ Isode Cobalt server | A
@ Isode MAS ) :
v @ Isode DSA cn=dsa,0=Internet / Messaging Admin Service Status ‘ Running |

v @ Isode M-Switch Queue Manager
@ Isode M-Switch SMTP Server

@ Isode Event server

@ Isode M-Box IMAP server

@ Isode M-Box LMTP server

@ Isode M-Box POP3 server

@ Isode M-Box Management server

Start Type Automatic v

Product Activation Status

< Unknown >

Select the Isode DSA ....service.

Isode Service Configuration

Service Configuration - m] X
Service Configuration Operations View Help

Isode Services

=‘ﬂ= Add ¥ Refresh All |3 Refresh P Start Tree @ Stop X Remove
@ !sode Cobalt server
@ Isode M-Vault DSA Creation Service General Recovery Advanced
o IEpdel iamenWep saver Service Name l Isode DSA cn=dsa,o=Internet / Messaging Admin A
@ !sode MAS =
v ) Isode DSA cn=dsa,0=Intemet / Messaging Admin Senvice Status | Running
v @ Isode M-Switch Queue Manager Start Type el

@ Isode M-Switch SMTP Server

Product Activation Status
@ Isode Event server

@ Isode M-Box IMAP server Product Latest Version Expiration Valid
@ Isode M-Box LMTP server M-Vault 191 31-Dec-2026 @ vs
@ !sode M-Box POP3 server < >

@ Isode M-Box Management server

Change the start type from Manual to Automatic and Click “Apply”
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Isode Service Configuration

%, Service Configuration = o X
Service Configuration Operations View Help
Isode Services
=k Add [ Refresh All [3) Refresh B Start P StartTree @) Stop X Remove
@ !sode Cobalt server
@ Isode M-Vault DSA Creation Service General Recovery Advanced
° tsode Harrier Web server Service Name l Isode DSA cn=dsa,o=Internet / Messaging Admin | &
@ Isode MAS
v o Isode DSA cn=dsa,o=Internet / Messaging Admin Service Status | Running I
v @ Isode M-Switch Queue Manager Start Type hnie
@ Isode M-Switch SMTP Server
Product Activation Status
@ Isode Event server
. Isode M-Box IMAP server Product Latest Version Expiration Valid
@ Is0de M-Box LMTP server M-Vauit 19.1 31-Dec-2026 @ YES
@ Isode M-Box POP3 server < >
@ Isode M-Box Management server -,
Apply = Cancel
Abort

Repeat this for the remaining services except Isode M-Vault DSA Creation Service. Then select
each service and start it. You should have the screen below.

Isode Service Configuration

%, Service Configuration - o X
Service Configuration Operations View Help
Isode Services .
o= Add [3) Refresh All [3) Refresh B Start b Start Tree @ Stop XX Remove
° Isode Cobalt server
@ Isode M-Vault DSA Creation Service General Recovery Advanced
@ Isode Harrier Web server Service Name l Isode M-Box Management server I S
@ Isode MAS ) -
v @ Isode DSA cn=dsa,o=Internet / Messaging Admin Service Status [ Running |
v ° Isode M-Switch Queue Manager Start Type Altomatic 17
@ Isode M-Switch SMTP Server o
Product Activation Status
° Isode Event server
@ Isode M-Box IMAP server Product Latest Version Expiration Valid
@ Isode M-Box LMTP server M-Box 19.1 31-Dec-2026 @ VES
@ Isode M-Box POP3 server < >
o Isode M-Box Management server -
Apply | Cancel

Abort

This completes the Service Configuration.
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Isode

Now that the services are running you can make changes to the M-Switch Configuration and they
will take effect immediately. Return to M-Console. select View—> Live Operations—>Switch

Operations.

M-Console Switch Operations View Setup

[Z] MConsole (Alerts): messaging.admin@internet.net
File Window View Help

"% Welcome to

C

Time / Date

Abort

HEE XT AodHep®

Live Operations
Configuration

Audit Information

User Agent

Event Viewer

Alerts

Welcome View

Shaper Configuration File Editor

Options

Make new “Alerts" views look like this one

Make new “Alerts" views use factory settings

Next View
Previous View

Close

v

eV BEBRY

Summary View

v

Switch Operations
Vetting View
Channel Monitor

Diversions

Version Expiration
31-Dec-2026

Valid

@ ves

Ctrl+W

Select View—>Live Operations—>Switch Operations.

M-Console Switch Operations View Setup

Dv.

File Window View Switch Channels Peer MTA Message Recipient Services Help

"% Welcome to Message Console

Switch Configuration Management | [ Alerts  |[Z Switch Operations X

) Refresh [z Refresh All ‘ [ Refresh every seconds} [JHide empty channels

% ISODE-SMTP-EVAL - not connected (Network error)

The Error is expected, click “OK”.

Report Properties Services

MESSAGE SWITCH - DISCONNECTED

Error X

@ You are not authorized to perform this operation!

Apply  Cancel
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M-Console Switch Operations View Setup

[Z] MConsole (Switch Operations): messagir g.admin@i net
File Window View Switch Channels Peer MTA Message Recipient Services Help
"% Welcome to Message Console | Switch Configuration Management [ @& Alerts |/ Switc

[ Refresh (I3 Refresh All I [ Refresh every seconds| [JHide empty channels
% ISODE-SMTP-EVAL - not connected (Network error) | Renort  Deamadins  Camicn-

|#  Refresh Switch

Edit Switch Configuration

Add
Modify

Remove

Connect

Q¢ 00 @®

Disconnect

Connect to Service Control Manager

Disconnect from Service Control Manager

Increase maximum channelsincrease operation rate

e @

Decrease maximum channelsDecrease operation rate

% Enable submission

Disable submission

¥

Enable all channels
X Disable all channels

W) CheckRouting...

¢ Reload message queue
s Reprocess queue
£ Reload configuration

@ Shutdown

Right Click on the Switch and Select “Modify”.

M-Console Switch Operations View Setup

Edit Message Switch X
Friendly Name JSODE-SMTP-EVAL
Host ISODE-SMTP-EVAL
Userid messaging.admin@internet.net

Password I ‘Show‘

Authentication Mechanism :[SCRAM-SHA-I vl
Use TLS for SOM protocol []

MTA

MTA: |ISODE-SMTP-EVAL vl

Port [] Override port

No services []
Host Aliases
Host Aliases are used to correlate MTA names when a host name or IP changes and
the same MTA is known to the Audit DB by different names. This can happen when:
- the hostname or IP of a system hosting the MTA has changed
- when clustering is in use, and the MTA has failed over/back

NB: The netbios hostname is required to be set, either as the host or an alias to allow
MConsole to connect to the window service controller.

| Add... |

Remove

Enter the Password you set for the Messaging Admin User.
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M-Console Switch Operations View Setup

Edit Message Switch X
Friendly Name ISODE-SMTP-EVAL
Host ISODE-SMTP-EVAL
Userid messaging.admin@internet.net

Password I eoones| | ‘ Show}

Authentication Mechanism {SCRAM-SHAJ V‘
Use TLS for SOM protocol []

MTA

MTA: |ISODE-SMTP-EVAL v

Port [] Override port

No services []
Host Aliases

Host Aliases are used to correlate MTA names when a host name or IP changes and
the same MTA is known to the Audit DB by different names. This can happen when:
- the hostname or IP of a system hosting the MTA has changed

- when clustering is in use, and the MTA has failed over/back

NB: The netbios hostname is required to be set, either as the host or an alias to allow
MConsole to connect to the window service controller.

[ Add... |

Remove

I OK I [ Cancel

Click “OK”.

M-Console Switch Operations View Setup

MConsole (Switch Operati ging in@i et.net
File Window View Switch Channels Peer MTA Message Recipient Services Help
& Welcome to Message Console | . Switch Configuration Management ]‘. Alerts
[3) Refresh [[ Refresh All | [ Refresh every seconds| [JHide empty channels
1% ISODE-SMTP-EVAL - not connected (Network error) | Report  Pransrties  Senvicec

|#]  Refresh Switch
Edit Switch Configuration

Add
Modify

Remove

Connect

2@ 00 &

Disconnect

Connect to Service Control Manager

Disconnect from Service Control Manager

Increase maximum channelsincrease operation rate

o &¢

Decrease maximum channelsDecrease operation rate

AN

Enable submission

Disable submission

¥

Enable all channels

Disable all channels

€ % &

Check Routing...

Reload message queue
Reprocess queue

Reload configuration

e® pe

Shutdown

Right Click on the Switch and Select “Connect”.
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M-Console Switch Operations View Setup

[ MConsole (Switch Operati i dmin@i net = X
File Window View Switch Channels Peer MTA Message Recipient Services Help

&) Welcome to Message Console Switch Configuration Management | @ Alerts \ Switch Operations %
) Refresh [ Refresh All | [JRefresh every seconds‘ [JHide empty channels

> @ISODE-SMTP-EVAL(messaging.admin@intemet.net):0 Report Properties Services

MESSAGE SWITCH
GENERAL

* Hostname: ISODE-SMTP-EVAL

* QMGR status: Up

* Running since: 2025-01-31 14:17:25 (Local time)
* Running since: 2025-01-31 14:17:25 (MTA time)
* Time running: 7 minutes, 51 seconds

* OS type: windows

* Queue filesystem free space: 85%
* Archive filesystem free space: 85%
* Logging filesystem free space: 85%

* Last management operation: rereadQueue
* Time of last management operation: 2025-01-31 14:17:26

ACTIVATION

* Product Family: M-Switch
* Product: M-Switch SMTP
* Expiry Date: 31-DEC-2026
* Maximum Version: 19.1
* Sub-features: TLS,smtp

MESSAGE STATUS
* Total volume: 0 KB
* Total messages: 0
* Held messages: 0

OPERATION AND ASSOCIATION STATUS

* Running channels: 0
* Average number of channels blocked: 0.00
: 0

The above screen is displayed. We can now make changes to the M-Switch Configuration that will
take effect immediately.

Go to the Switch Configuration Management Tab.

M-Console Switch Configuration Management

[ MConsole (Switch C figuration Manag t): gi in@i net = X
File Window View Messaging Operations Help

%] Welcome to Message Console Switch Configuration Management X & Alerts Switch Operations
v || Routing Trees 7S

> @ Main Routing Tree

« [ Message Transfer Agents ‘:AFT(AOSM\::&;:E(:::{J:Z:; :i:rr::h;'coef internet domains and X.400 add within an organization, and rep the registration of
> (] ISODE-SMTP-EVAL S
External Message Transfer Agents The MTA uses Routing Trees to d ine how to route add Routing Trees can be Internet, X.400 or both. A MIXER Internet/ X.400

v [ Internet Message Stores tree would normally have two branches, one for each protocol.

£ ISODE-SMTP-EVAL
Normally, there will be one Routing Tree per messaging configuration, and this will be shared by all the objects in the configuration
which need access to routing information.

The purpose of routing is to determine for messages and recipients
* next-hop MTA (or local delivery)
* the local channel to be used for that MTA

The procedure is:

* use Routing Tree(s) to find potential MTAs (described in this section)

* look at the channels of the remote MTA and find matches among the inbound protocols on those channels to the outbound
protocols of the channels belonging to the local MTA.

Routing information is held in Routing Trees. These hierarchical structures consist of routing information held in nodes in a tree like
structure. Each node represents one component of an OR Address (or Internet address). Each node may contain routing information
which describes the way in which matching addresses are routed.

Routing involves taking an OR Address or Internet Address, converting it into a DN, and looking it up in a routing tree. The longest
match is used and information from the matched node in the Routing Tree is used to route the address. If there is no usable routing
information in the Routing Tree node, the next longest is matched until the Routing Tree root is reached.

Expand your “Message Transfer Agent” (ISODE-SMTP-EVAL) in this example and then expand
the “Channels”.
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M-Console Switch Configuration Management

[Z] MConsole (Switch Configuration Management): ging in@internet.net = X
File Window View Messaging Operations Help
%] Welcome to Message Console Switch Configuration Management X & Alerts Switch Operations
v Routing Trees A
@ Main Routing Tree Main  Program Tables Inbound Advanced
i Message Transfer Agents Programto run  simtp Program Arguments
v ] ISODE-SMTP-EVAL
v Channels Ke
£ 822-local ey || smtp-auth
{r.—:} housekeeper - :
@ Imtp Program Specific Variables
@ mimecheck In Errors  Anti-Spam Auth  TLS Greylist

;;v} mimeshaper
{3 smtp-auth
@ smtp-di
@3 smtp-external
:g) smtp-internal
Tables

(¥ Routing Nexus
Directory Profiles

When Return of Contents is absent, return: (O Headers only (@) Full content
Maximum message size (bytes) [] Use default value (Not set)

Allow binary data O Yes @ No

Logs Convert BINARYMIME data to 7-bit (O True (@ False
External Message Transfer Agents
v Internet Message Stores Block all connection attempts (O Yes @ No

& ISODE-SMTP-EVAL
Minimum delivery time (seconds) [ Use default value (Not set)

Deferred Delivery maximum time (seconds) [/] Use default value (Not set)

Allow IP addresses with invalid hostnames @iVesi O No

Priority profile l l

Listening address ‘ ‘

Virtminn mact T dafacidt conlion Nns -ty [ 207 B X

Apply | Cancel

Select the “smtp-auth” Channel and the “Program” tab of that Channel, change the “Allow IP
addresses with invalid hostname” from “No” to “Yes”. Click “Apply”.

This completes the configuration of M-Switch for “Local Users” not connecting to external SMTP
Servers. We will return to M-Console later to configure the SMTP connection to the domain
“x400.net”.

If you have a “TLS” enabled Activation you will need to do some configuration of M-Vault so that
the Cobalt User Provisioning tool works correctly. This configuration involves creating
Certificates for which you would normally require a Certification Authority (CA). Isode provides a
CA in the form of Sodium CA, this is not a production CA but one suitable for use in an
evaluation.

If you do not have a TLS Activation you can skip the next section and go directly to the
Provisioning Users with Cobalt section.
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Configuring TLS on M-Vault

Here you will setup Sodium CA to issue Certificates from a Certificate Signing Request (CSR) and
use M-Vault Console to generate this CSR and install the provided Certificate. You might want to
create a dedicated folder for Certificates before you start.

From the Windows Start Menu 2 Isode R19.0>Sodium CA (Sodium Certificate Authority).

Start Sodium CA

— . Isode 19.0

m PIF Editor

Ne

Install M-Box services
New

Isode Service Configuration

LogConfig (Isode Log Configuration...

MConsole (Message Switch Console)

M-Vault Console

$5066 Console

Sodium (Secure Open Data, Identity...

Sodium CA (Sodium Certificate Auth...

Sodium CA initial configuration

=
5 15 Sodium CA Profile Manager X ! - X
Op ns| Configured CAs
New... 7S
Encrypt...
content
set)
T TV I I TS\ I e
Priority profile [
Listening address ‘
TP e ey Mt Arbacids sl Mins -t [207 B ~
Apply | | Cancel

Click “New”.
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Isode

2 New CA

Set Properties of the Certificate Authority

Use this page to set the display name, key passphrase and CADB
directory for the CA

Sodium CA Profile Name | SodiumCA
CADB Directory
I C:\Isode\cadb-SodiumCA ] ‘ Change... Create
Passphrase (Optional) : I I [JShow
[“] Set the CA to work with the Directory
< Back Next > Finish Cancel

Click “Create”, for the purposes of an Evaluation you do not need to use a Passphrase.

Sodium CA initial configuration
2 New CA

Set Properties of the Certificate Authority

Use this page to set the display name, key passphrase and CADB
directory for the CA

Sodium CA Profile Name | SodiumCA

CADB Directory

C:\Isode\cadb-SodiumCA

| | Change... | | Create

Passphrase (Optional) : I

I ] Show

[“] Set the CA to work with the Directory

< Back

e ]

Finish Cancel

Click “Next>".
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Sodium CA initial configuration

2 New CA (m} X

Set Bind Details for the CA

Isode recommends that you configure the CA to work with a directory.
Use this page to set Bind details for connecting the CA to the directory. o

Address: [LDAP v | Hostname: [ ISODE-SMTP-EVAL | Port: [ 19389 |

Bind DN : | | | Pick...

Bind Password : I | |

[ < Back ‘ Next > Finish Cancel .

Select “Pick...”.

Sodium CA initial configuration

I Pick an entry to use for the bind DN X

v <World>
v o=Internet

cn=Address Book

> cn=Groups

> cn=Messaging Configuration

v cn=Users

cn=Messaging Admin

cn=White Pages

Selection | cn=Messaging Admin,cn=Users,o=Internet J

| OK I \ Cancel

Navigate to the “Messaging Admin” User. Click “OK”.
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Sodium CA initial configuration

7 New CA m] X

Set Bind Details for the CA

Isode recommends that you configure the CA to work with a directory.
Use this page to set Bind details for connecting the CA to the directory.

Address: [LDAP | Hostname: | ISODE-SMTP-EVAL | Port: [ 19389 |

Bind DN : I cn=Messaging Admin,cn=Users,o=Internet | Pick...

Bind Password : I oy I

< Back Finish Cancel

Enter the Password for the Messaging Admin User. Click “Next>".

Sodium CA initial configuration
122 New CA O X

Select an Entry for the CA
Use this page to select an Entry for the Certificate Authority

Choose a suitable location for the CA. Use "Add" to create a new entry below the selected
entry, or "Promote” to add the "pkiCA" objectClass to the selected entry.

Existing "pkiCA" objects are shown with the icon: /2

> @ <World> Promote

Add..

This entry is not suitable for representing a CA. Either add a suitable entry below it or
(.. promote it to represent the CA's entry

< Back Next > Finish Cancel

Expand the “<World>".
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Sodium CA initial configuration

2 New CA 0O X

Select an Entry for the CA
Use this page to select an Entry for the Certificate Authority

Choose a suitable location for the CA. Use "Add" to create a new entry below the selected
entry, or "Promote" to add the "pkiCA" objectClass to the selected entry.

Existing "pkiCA" objects are shown with the icon: -

v @ <World> | 4~ Promote
> cn=config )
> o=Internet | + Add..

This entry is not suitable for representing a CA. Either add a suitable entry below it or
£ promote it to represent the CA's entry

< Back . Next > Finish | Cancel

Select “O=Internet”, Click “+ Add...”

Sodium CA initial configuration

"2 Enter RDN for the new CA entry X

Enter RDN for the CA

4~ cn= | SMTP EVAL CA ,o=Internet
OK | Cancel

Enter a “cn” of your choice for the CA. Click “OK”.
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Sodium CA initial configuration

2 New CA O X

Select an Entry for the CA
Use this page to select an Entry for the Certificate Authority

Choose a suitable location for the CA. Use "Add" to create a new entry below the selected
entry, or "Promote” to add the "pkiCA" objectClass to the selected entry.

Existing "pkiCA" objects are shown with the icon:

v o=Internet A
cn=Address Book
> cn=Groups + Undo Add
> cn=Messaging Configuration ‘
- cn=SMTP EVAL CA
> cn=Users
cn=White Pages

Promote

Added entry "cn=SMTP EVAL CA, o=Internet"

Select cn=SMTP EVAL CA, o=Internet to represent the CA's entry

<Back [ Net> | Finish [ Cancel

Click “Next>".

Sodium CA initial configuration

7 New CA m] X

Set Key type. Subject and Subject Alternative Names

Use this page to set Key type, Subject and Subject Alternative Names for
the CA

Subject DN | cn=SMTP EVAL CA,o=Intemet

Algorithm for the Key
@RSA ODSA (OECDSA

Key Size
Key Size [3072 /|

Add Subject Alternative Names for the CA

Add...
Edit...

Remove

< Back Finish Cancel

Accept the defaults and Click “Next>".
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Sodium CA initial configuration
2 New CA
Certificate Status Sharing

Use this page to select the mechanism of sharing certificate status

Certificate Status Sharing
[ Certificate Revocation List distributed by LDAP

[ Certificate Revocation List distributed by HTTP
[[] Use Online Certificate Status Protocol (OCSP)

< Back Finish Cancel

Accept the default and Click “Next>".

Sodium CA initial configuration
2 New CA

Set the CRL Distribution Point for the CA
Use this page to set the CRL Distribution Point (Optional) for the CA

CRL Distribution Point

URI: Idap://ISODE-SMTP-EVAL:19389/cn=SMTP EVAL CA, o=Internet?ce Add DN...

Add HTTP URI...

Add FTP URI...
Add LDAP URI...
Edit...
< > Remove
Remove
Set Default

< Back Enan Gancel

Accept the default and Click “Next>".
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Sodium CA initial configuration

) New CA

Set the Access Description List for the CA
Use this page to set the Access Description List (Optional) for the CA

The authority information access extension indicates how to access information and services for
the CA when it appears in certificates. When it appears in CRLs, it is used to provide information

that can be used to verify the signature on the CRL.

CRL Distribution Point
Access Method Type Access Location v Add CA Issuers...
°CA Issuers LDAP URI URI: Idap://ISODE-SMT... Add OCSP... |
 Edit.
Remove...
< >
Set Default

< Back » Finish Cancel

Accept the default and Click “Next>".

Sodium CA initial configuration

) New CA

Set Basic Constraints and KeyUsage Extension
Use this page to set the Basic Constraints and KeyUsage extensions for
CA
Key Usage
[JDigital Signature [ Non Repudiation = Key Encipherment
Data Encipherment Key Agreement  [£] Key Cert Sign
[ CRL Sign Encipher Only Decipher Only

Basic Constraints
[ Unlimited Path Length Pathlength[1 7]

< Back Finish Cancel

Accept the default and Click “Next>".
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Isode

) New CA

Generate Self Signed Certificate or CSR

Use this page to either generate a Self Signed Root Certificate or CSR to
be signed by another CA

(O Generate a Self Signed Root Certificate
(O Generate a CSR to be signed by another CA

< Back Next > Finish

Select “Generate a Self Signed Root Certificate”

Sodium CA initial configuration
) New CA

Generate Self Signed Certificate or CSR

Use this page to either generate a Self Signed Root Certificate or CSR to

be signed by another CA

(® Generate a Self Signed Root Certificate
(O Generate a CSR to be signed by another CA

Signature Algorithm | SHA256WITHRSA v

Cancel

Valid From [ 31 January 2025, 16:19

| | Edit...

Valid To l 31 January 2035, 16:19

| Edit..

Lifetime

Years: Months: IO %] Days: IO %] Hours: IO

[Jinclude a CRL Distribution Point extension in the CA certificate

< Back Fnish

Accept the defaults and Click “Next>".

Reset

Cancel
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Sodium CA initial configuration

2 New CA m] X

Root CA Certificate

The following is the Self Signed Root CA Certificate that will be
generated as part of this wizard

You can either use this Certificate as a CA certificate or import another Certificate for the
generated key pair later by using the Menu options on the "CA Menu".

SignatureAlgorithm [ SHA256WITHRSA
CertificateType I Version v3 (CA Certificate)

Subject [ cn=SMTP EVAL CA,o=Intemet |
Issuer [ cn=SMTP EVAL CA o=Internet l
Valid from [ FriJan 31 16:19:48 GMT 2025 |
Valid to | Wed Jan 31 16:19:48 GMT 2035 |
Serial [ 10:BF:A8:9F:84:D9:F9:B8:46:D4 |
PublicKeylnfo [ Algorithm: RSA, KeySize: 3072 |

|

|

| Display Detailed Information |

| <Back | Finsh | Cancel
Click “Next>".
Sodium CA initial configuration
7 New CA ] X

Finish CA Configuration
Finish Configuring the Entry for the CA being managed

When you press "Finish", the directory entry "cn=SMTP EVAL CA, o=Internet” will be added to
contain information for this CA.

<Back | MNet> [ Finsh || Cancel

Click “Finish”.
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(i Sodium LAF e Viana

Configured CAs

SodiumCA

Open

Select you newly created CA (SodiumCA) and Click “Open”.

Sodium CA initial configuration

j_‘.’ Enter Bind Password

Enter the password to connect to the dsa at “Idap://ISODE-SMTP-EVAL:19389" as

"cn=Messaging Admin,cn=Users,o=Internet"

Modify...

Delete...

Encrypt...

Password: | |

Enter the Password for the Messaging Admin User and Click “OK”.

Sodium CA initial configuration

:Z_._u' Sodium CA - SodiumCA (cn=SMTP EVAL CA o=Internet)
SodiumCa Operations Session View Help

Sodium CA X _Sodium CA Logs

& i, Browse Connected to “Idap://ISODE-SMTP-EVAL:19389" as "cn=Messaging Admin,cn=Users,o=Internet"

CA Components  Certificates  Certificate Requests

OK

P RSA Key with PKCS#8 Format

[2%] Certificate for cn=SMTP EVAL CA, o=Internet
=] CRL from cn=SMTP EVAL CA, o=Internet

l]:é ) CRL Distribution point

EijAccess Description List

View |ExportPEM.. | ExportDER.. | Update...

Abort

You now have your CA, leave this open and start M-Vault Console.

Isode
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M-Vault Console is started on Windows as follows.
From the Windows Start Menu - Isode Ri9.0>M-Vault Console.

Start M-Vault Console

. Isode 19.0

SPIF Editor

Install M-Box services

Isode Service Configuration

LogConfig (Isode Log Configuration...

MConsole (Message Switch Console)

M-Vault Console

M-Vault Console Initial Screen

=}] M-Vault Console - m] X
File Help

O Connect [ Stop dh Create.. v Q Scan ~
& Directory Servers  Shadowing Agreements (2 Failover (2) Multimaster

Profile Server Hostname(s)

Managed Directory Servers
@ cn=dsa,o=Internet / Messaging Admin cn=dsa,o=Internet ISODE-SMTP-EVAL

Abort  Automatic scans disabled. Last scan: 3 February 2025 at 07:43:56 GMT

Double Click your Directory Server with the Green Tick below Managed Directory Servers.
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M-Vault Console Initial Screen

] cn=dsa,o=Internet / Messaging Admin - M-Vault Console - a X
File Help

b Create v = Remove (:) Refresh

% Configuration [1] Shadow Agreements ES Databases L Peer DSAs Log Streams [ OCSP Services

@ Address Server Address

g (L):;;’::n The address(es) that the directory server listens on and that it advertises in the root
1} Superior Knowledge Type Hostname or network address Port number Add...
[ sese X500 ISODE-SMTP-EVAL 19999 —:

;Lssog LDAP ISODE-SMTP-EVAL 19389

7 Password Policy
[} Shadowing
Failover

@ Multimaster

& HTIP Services
OAuth

ocsp

@ Security Labels
[ LDAP Changelog

< >

Belectors : (none)

‘ Apply ‘ Cancel
v Abort ?; Session is bound for "cn=dsa,o=Internet". Last data refresh: 3 February 2025 at 07:44:52 GMT
Select “TLS”.
M-Vault TLS Configuration
] cn=dsa,0=Internet / Messaging Admin - M-Vault Console — a X

File Help
db Create v = Remove Q) Refresh

% Configuration [1] Shadow Agreements 3 Databases I Peer DSAs Log Streams OCSP Services

Q@ Address TLS (Transport Layer Security)
# Operation = - .
# Loguing Management of identities and other configuration related to TLS.
{} Superior Knowledge Identities 4\ SASL Attributes TrustAnchors Other CA Certificates LD/ ¢ | * |
II, S‘rfSSL No identities have been configured for TLS, so any connections that require o
V) non-anonymous ciphers will be rejected
[E] x.509
&7 Password Policy
() Shadowing Identity Key Type Create...
Failover
Multimaster Resume...
@ HTIP Services r "
] oauth
ocse Remove
@ Security Labels
[@ LDAP Changelog View
Generate CSR...
e > Update.. | | v
Apply | Cancel |

Abort ?; Session is bound for "cn=dsa,o=Internet". Last data refresh: 3 February 2025 at 07:44:52 GMT

Select “Create...”
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M-Vault TLS Configuration

=[] Create TLS Identity for the Directory Server "cn=dsa,o=Internet" [m] X
Set the Key parameters and edit Subject DN
Set the parameters for generating the key and edit subject DN if required
Subject DN I cn=dsa,o=Internet
Algorithm for the Key
@RSA ODSA OECDSA
Key Size
Key Size [3072 |
< Back Finish Cancel
Click “Next>".
M-Vault TLS Configuration
E]] Create TLS Identity for the Directory Server "cn=dsa,o=Internet" ] X

Select and add Subject Alternative Names and Clearance

Specify the Subject Alternative Names and Clearance to be used in the
Certificate Request for this identity

1 A
The following values have been derived from the Attributes in the entry and can be used
as subject alternative names :

[ DNS Name: ISODE-SMTP-EVAL

[J1P Address: 2a02:c7c:1a5¢:b900:c7c:bb4e:654b:83d6
[JIP Address: 192.168.0.111

[J 1P Address: fd63:df21:78e7:0:c7c:bb4e:654b:83d6

Add other subject alternative names

Add...

Edit...

Remove

You can specify a custom clearance to be included in the Subject Directory Attributes
Extension

(® None Y

Reset to Defaults ‘

< Back ‘ Finish , Cancel

Accept the defaults, Click “Next>".
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E]] Create TLS Identity for the Directory Server "cn=dsa,o=Internet" a X
Select X.509 Extensions
Use this page to set additional X.509 extensions in the CSR
Extended Key Usage Extension
TLS WWW server authentication [ Edit... |
< Back ‘ Next > Finish Cancel \
Click “Next>".
M-Vault TLS Configuration
=] Create TLS Identity for the Directory Server "cn=dsa,o=Internet" [m] X

Certificate Request Contents
Contents of this Certificate Request

The following Certificate Signing Request has been g
contents, click Next. To change any options, click Back.

ted. In order to save this to a file or copy its

Subject | cn=dsa,o=Internet

PublicKeylnfo | Algorithm: RSA, KeySize: 3072

DNS Name | ISODE-SMTP-EVAL

[ Details ‘

Click “Next>".

Cancel

Isode
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M-Vault TLS Configuration

={] Create TLS Identity for the Directory Server "cn=dsa,o=Internet" m} X

Send requestto a CA

Decide how you will send this Certificate Request to a Certificate Authority

The certificate request for "cn=dsa,o=Internet” must now be signed by a Certificate Authority (CA).
You can now:

Save the PKCS#10 format request to a file for the CA administrator to process | |
(suitable for Isode Sodium CA) [iSave PRESEI0-|

Save the PEM format of request to a file for the CA administrator to process [ Save PEM
(suitable for Isode Sodium CA)

Copy a PEM (baseb4 encoded) version of the request to the clipboard to be sent Co
to a CA (e.g. via email) L (24

The private key file will be removed and replaced with a PKCS#12 file once identity creation has been
completed.

< Back ‘ Next > Finish Cancel

Click “Save PKCS10...”

M-Vault TLS Configuration

E{] Choose a Directory

<« v A « |sodeS.. > Certificates v 0 Search Certificates

Organize v New folder i (7]

SEEE 4

Name Date modified Type
# Quick access

I Desktop
& Downloads

[£) Documents

No items match your search.

% N %N

&= Pictures

Isode Software
3 This PC
i DVD Drive (D:) SSS_Xt

¥ Network

<

Folder: | Certificates

Browse to your Certificates Folder and Click “Select Folder”.
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=] Create TLS Identity for the Directory Server "cn=dsa,o=Internet" O X

Send request to a CA
Decide how you will send this Certificate Request to a Certificate Authority

The certificate request for "cn=dsa,o=Internet” must now be signed by a Certificate Authority (CA).

Certificate Signing Request has been written to
C:\Isode Software\Certificates\rsa.p10.

Save PKCS#10...
Encrypted private key has been written to C:\Isode\d3-db\x509\rsa.pem.
Save the PEM format of request to a file for the CA administrator to process Save PEM
(suitable for Isode Sodium CA)
Copy a PEM (base64 encoded) version of the request to the clipboard to be sent | Copy

to a CA (e.g. via email)

The private key file will be removed and replaced with a PKCS#12 file once identity creation has been
completed.

< Back Finish v Cancel

Now we return to Sodium CA.

Sodium CA Issue Certificate

1 Sodium CA - SodiumCA (cn=SMTP EVAL CA, o=Internet) - [m}
SodiumCa Operations Session View Help
‘Sodium CA >E
;;, [Browse| Connectedto “Idap://ISODE-SMTP-EVAL:19389" as "cn=Messaging Admin,cn=Users,o=Internet"
CA Components Certificates Certificate Requests
Directory to search for CSR
C:\Users\Public\Desktop\ | change...| | Refresh|
Subject Name Created File Name
< >

View | Export PEM... |ExportDER... | Issue Certificate.. | Delete...

Abort

Select the Certificate Requests Tab and Click “Change...” for the CSR Folder.
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Sodium CA Issue Certificate

@ Choose a credentials directory X
<« v A <« |sodeS... » Certificates v ) Search Certificates el
Organize v New folder == - 0
A
Name Date modified Type

s Quick access
I Desktop

4 Downloads
) Documents

No items match your search.

% % %%

[&] Pictures

Isode Software
3 This PC
8 DVD Drive (D:) SSS_X¢

¥ Network

<

Folder: | Certificates

oo ] | e

Browse to your Certificates Folder and Click “Select Folder”.

Sodium CA Issue Certificate

Isode

@ Sodium CA - SodiumCA (cn=SMTP EVAL CA, o=Internet)
SodiumCa Operations Session View Help

Sodium CA X

J;,‘ ' Browse‘ Connected to "Idap://ISODE-SMTP-EVAL:19389" as "cn=Messaging Admin,cn=Users,o=Internet"
CA Components Certificates Certificate Requests

Directory to search for CSR

[ C:\lsode Software\Certificates

] I Change... | Refresh ‘

Subject Name Created File Name
@ cn=dsa,o=Internet Mon 03 Feb 07:54:57 GMT ...  rsa.p10
<

'\ﬁewv Export PEM... | Export DER... Issue Certificate... vDeIde...“

Abort

You should see your Certificate request there, select it and click “Issue Certificate...”.
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Sodium CA Issue Certificate

15 Issue Certificate for a CSR a X

Certificate Signing Request

The following is the Certificate Request for which a
Certificate will be issued

Subject [ kn=dsa,o=Internet |
PublicKeyinfo | Algorithm: RSA, KeySize: 3072 |

DNS Name | ISODE-SMTP-EVAL |

‘ Detailsﬂ

The certificate request for "cn=dsa,o=Internet" has the following subject key identifier:
F2:54:2F:7D:91:24:98:6C:64:E7:4A:C1:F1:2D:49:AE:2B:7B:59:B1

< Back Next > Finish [ Cancel |

Click “Next>".

Sodium CA Issue Certificate

1 Issue Certificate for a CSR a X

Select and add Subject Alternative Names

This page allows you to edit subject DN if required, select
subject alternative names from the CSR and add new ones

Subject I cn=dsa,o=Internet

Eanll
F

ing are the available subject al ive names :
[ DNS Name: ISODE-SMTP-EVAL

Add other subject alternative names to appear in the certificate:

| Add...
Edit...

Remove

[ < Back ‘I Next > | Finish | Cancel

Click “Next>".

Isode
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Sodium CA Issue Certificate

i Issue Certificate for a CSR

Select and Create X.509 Extensions
Use this page to set X.509 Extensions in the Certificate

O CA Certificate
(® End Entity Certificate

Key Usage
[ Digital Signature [/ Non Repudiation [] Key Encipherment

[[] Data Encipherment Key Agreement Key Cert Sign
[J CRL Sign Encipher Only Decipher Only

Extended Key Usage Extension

I TLS WWW server authentication v Edit...

[[] Add OCSP No Check Extension

CA Extensions

Select the extensions to be included in the certificate
[ CRL Distribution Points

[ Authority Information Access

<Back |[_Net> || Finish Cancel

Click “Next>".

Sodium CA Issue Certificate

[ Issue Certificate for a CSR

Set Validity and Signature Algorithm for the Certil

Set the validity and Signature Algorithm for the Certificate
and choose to delete the CSR

Valid From | 3 February 2025, 07:58 | Edit...|

ValidTo | 3 February 2026, 07:58 | Edit...

Lifetime

i

Years: |1 %l Months: |0 %I Days: IO %] Hours: |0

v Reset

Signature Algorithm | SHA256WITHRSA

[“] Delete the CSR after the Certificate generation

< Back Finish v Cancel

Accept the defaults, Click “Next>".
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Sodium CA Issue Certificate

[ Issue Certificate for a CSR m} X

Generated Certificate

The following certificate will be generated.

SignatureAlgorithm I SHA256WITHRSA

Subject [ cn=dsa,o=Internet I
Issuer | cn=SMTP EVAL CA o=Internet |
Valid from [ Mon Feb 03 07:58:42 GMT 2025 |
Valid to [ Tue Feb 03 07:58:42 GMT 2026 |
Serial [ 06:2B:55:19:10:9E:F9:19:C4:C6 |
PublicKeyInfo | Algorithm: RSA, KeySize: 3072 |

|

|

CertificateType I Version v3 (Not a CA Certificate)

Display Detailed Information |

Export to disk | Write certificate in PEM format v

< Back \ Next > Cancel \
Click “Finish”.
Sodium CA Issue Certificate

=) CSR Signed X

A certificate has been issued for "cn=dsa,o=Internet". A copy of the certificate has
been written to C:\Isode Software\Certificates\rsa_cert.pem. The CA certificate has
been written to C:\Isode Software\Certificates\ca_certificate.pem.

Click “OK” and return to M-Vault Console.
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M-Vault Console Certificate Import

=y} Create TLS Identity for the Directory Server "cn=dsa,o=Internet" ] X

Send request to a CA
Decide how you will send this Certificate Request to a Certificate Authority

The certificate request for "cn=dsa,o=Internet" must now be signed by a Certificate Authority (CA).

Certificate Signing Request has been written to
C:\Isode Software\Certificates\rsa.p10.
Save PKCS#10...
Encrypted private key has been written to C:\Isode\d3-db\x509\rsa.pem.

Save the PEM format of request to a file for the CA administrator to process Save PEM
(suitable for Isode Sodium CA)

Copy a PEM (baseb4 encoded) version of the request to the clipboard to be sent C
5 ; opy
to a CA (e.g. via email)

The private key file will be removed and replaced with a PKCS#12 file once identity creation has been

completed.

< Back Next > Finish Cancel

Select “Next>"

M-Vault Console Certificate Import

=] Create TLS Identity for the Directory Server "cn=dsa,o=Internet" O
Continue or defer identity creation

Decide whether to continue with creation of the identity now

In order to complete the creation of this identify, you need the certificate from the Certificate
Authority.

If the certificate is not yet available, you can defer this operation and resume identity creation later.

(O The CA has provided a certificate
O I will complete this operation later

< Back Next > Finish Cancel

Select the CA has provided a certificate and Click “Next>".

Isode
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M-Vault Console Certificate Import

E{] Create TLS Identity for the Directory Server "cn=dsa,o=Internet"

User Certificate
The following certificate matches the certificate request for this identity

Isode

Subject | cn=dsa,o=Internet |
Issuer [ cn=SMTP EVAL CA o=Internet |
Valid from | Mon Feb 03 07:58:42 GMT 2025 |
Valid to [ Tue Feb 03 07:58:42 GMT 2026 |
Serial | 4F:A6:C4:CE:FB:0F:C2:42:E6:64 |
PublicKeylnfo [ Algorithm: RSA, KeySize: 3072 |
SignatureAlgorithm | SHA256WITHRSA |
CertificateType | Version v3 (Not a CA Certificate) |

Display Detailed Information |

<Back || Next> [ Finish

Click “Next>".

M-Vault Console Certificate Import

Z(] Create TLS Identity for the Directory Server "cn=dsa,o=Internet"

Other certificates
Specify other certificates to be used for the trust chain

| Concel |

The identity must include a chain of certificates that contains at least one CA certificate. A complete
chain includes all certificates from the end entity certificate to a self-signed CA certificate.

The wizard has found a self-signed CA certificate and so has a complete certificate chain for the

new identity.
Type Certificate
End entity cn=dsa,o=Internet
Self Signed CA cn=SMTP EVAL CA, o=Internet
<

Add certificate...

Chain status: | Certificate chain is complete

<Back || Next> |  Finish

Click “Next>".

Cancel

Evaluation Guide: M-Switch SMTP

Page 49 of 91



Isode

M-Vault Console Certificate Import

=] Create TLS Identity for the Directory Server "cn=dsa,o=Internet" O X

Finish directory server's Identity creation

Confirm the directory server's identity creation

Press "Finish" to configure this as the Directory Server's TLS (RSA) Identity
[ Also use this identity for X.509, overwriting existing X.509 identity

LDAP clients using startTLS often use SASL EXTERNAL to authenticate, and will be unable to do so
unless the mechanism is enabled.

[ Enable "EXTERNAL" SASL mechanism

< Back Next > Cancel

Uncheck the “Enable “EXTERNAL” SASL mechanism”. Click “Finish”.

M-Vault Console Certificate Import

=] Trust Root CA Certificate X

'/ W Do you want to install the root CA certificate "cn=SMTP EVAL CA, o=Internet" as a
QW trusted CA certificate in the bind profile trust anchors ?

—

e [

Click “Yes”.

Evaluation Guide: M-Switch SMTP Page 50 of 91



M-Vault Console Certificate Import

=[] cn=dsa,o=Internet / Messaging Admin - M-Vault Console

File Help
db Create v = Remove (}) Refresh
% Configuration Shadow A & Datab L PeerDSAs Log Streams OCSP Services
90 Address TLS (Transport Layer Security) ]
{_'Z) Oper..atmn Management of identities and other configuration related to TLS.
£+ Logging
1} Superior Knowledge Identities A\ SASL Attributes Trust Anchors Other CA Certificates LD/ ¢ | |
Al
g‘ ?LSSL The directory server can have one identity for each of the supported key types
2 (RSA, DSA and ECDSA) which is stored in a passphrase-protected PKCS#12 file
X.509
7 Password Policy '
s o o Toe
alover
[ Multimaster &% cn=dsa,0=Internet RSA e—
& HTIP Services
[E) oAuth Pick.. |
oCsP
(@ Security Labels femove
[@ LDAP Changelog View
Generate CSR...
< Update... | v
|ESela| |iCancell
Abort '.'!/ Session is bound for “cn=dsa,o=Internet". Last data refresh: 3 February 2025 at 07:44:52 GMT
Click “Apply”
M-Vault Console Certificate Import
E]] cn=dsa,o=Internet / Messaging Admin - M-Vault Console - a X
File Help
o Create v = Remove G) Refresh
% Configuration () Shadow Agreements &3 Databases L Peer DSAs Log Streams [ OCSP Services
@ Address TLS (Transport Layer Security)
@ Operation _— .
5 Management of identities and other configuration related to TLS.
#f Logging
{} Superior Knowledge Identities Attributes Trust Anchors Other CA Certificates LDAP Server | ¢ | * |
m :LASSL The directory server can have one identity for each of the supported key types
I% = (RSA, DSA and ECDSA) which is stored in a passphrase-protected PKCS#12 file
Gf Password Policy
% ::::\':::mg Identity Key Type Create...
Multimaster acn=dsa,o=lnternet RSA E—
@ HTTP Services
@ OAuth Pick...
E ocse Remove.
& Security Labels
[@ LDAP Changelog View
Generate CSR...
< > Update... v
Apply | Cancel

Abort J‘,/ Session is bound for "cn=dsa,o=Internet". Last data refresh: 3 February 2025 at 07:44:52 GMT

Isode

Your M-Vault Server now has TLS configured and you are ready to proceed to configuring Users

with Cobalt.
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Provisioning Users with Cobalt

You will now provision two Users for this Messaging System using Cobalt. Point your Browser to
the URL below.

https://localhost:8001

Cobalt Initial Setup.
v Privacy error x  + = [w] X
&« c Co Not secure  https://localhost:8001 () Google Lens ﬁ) -
{
Your connection is not private
| Attackers might be trying to steal your information from localhost (for example,
| passwords, messages or credit cards). Learn more about this warning
NET:ERR_CERT_AUTHORITY_INVALID
1
Q Turn on enhanced protection to get Chrome's highest level of security
s D
Click “Advanced”.
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Cobalt Initial Setup.
v Privacy error X [ = a X
& > C  © Notsecure hitps://localhost:8001 w a i

A

Your connection is not private

Attackers might be trying to steal your information from localhost (for example,
passwords, messages or credit cards). Learn more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

Q Turn on enhanced protection to get Chrome's highest level of security

( Hide advanced ) Back to safety

This server could not prove that it is localhost; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Proceed to localhost (unsafe)

Click “Proceed to localhost (unsafe)”.
Cobalt Initial Setup.

Initial Cobalt Configuration ) sootstrap mode

Initial Server Configuration

Use an existing directory server or create a new one for storing Cobalt configuration and domain data

Directory server Choice Required
Choice of using an existing directory server or creating a new one

Create a new directory server

Use an existing directory server

Use Cobalt configuration from an existing directory server

e "i? @ Required fields missing Back Cancel

Select “Use an existing directory server”.
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Cobalt Initial Setup.

Initial Cobalt Configuration Bootstrap Mode

Initial Server Configuration (2/3)

Existing directory server address and bind credentials

Master Directory Server Hostname
The hostname of the LDAP server that holds users and roles

ISODE-SMTP-EVAL

Master Directory Server Port

The port number of the LDAP server that holds users and roles

19389 Use default

Cobalt Server DN
The bind DN to be used by the Cobalt Server when connecting to the master directory server

Choose
Cobalt Server's bind password
Check the “Hostname” matches your server. Next to the Cobalt Server DN Click “Choose”.

Cobalt Initial Setup.

Search for cobalt server dn

mess| &  ISODE-SMTP-EVAL:19389
Messaging Configuration cn=Messaging Configuration,o=Internet
messaging.admin@internet.net
Messaging Admin
cn=Messaging Admin,cn=Users,o=Internet

Messaging Configuration Managers cn=Messaging Configuration Managers,cn=Groups,o=Interr

Messaging Configuration Viewers  cn=Messaging Configuration Viewers,cn=Groups,o=Internet

Cancel

Start typing “mess” and then Select “Messaging Admin”.
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Cobalt Initial Setup.

Cobalt Server DN

The bind DN to be used by the Cobalt Server when connecting to the master directory server

cn=Messaging Admin,cn=Users,o=Internet Choose

Cobalt Server's bind password
The password associated with the bind DN, which the Cobalt Server uses when connecti...

TLS Identity Check
Perform hostname check. More

False o True Use default

Configuration Naming Context
Naming context under which the Cobalt configuration will be stored and first domain will... M

Choose
® Required fields missing Back Cancel

Enter the Messaging Admin Password and Click Choose next to the Configuration Naming
Context.

Cobalt Initial Setup.

Select configuration naming context

Internet o=Internet

Cancel

Select “Internet” and Click “Select”.
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Cobalt Initial Setup.

Required

Cobalt Server DN
The bind DN to be used by the Cobalt Server when connecting to the master directory server

cn=Messaging Admin,cn=Users,o=Internet Choose

Required

Cobalt Server's bind password
The password associated with the bind DN, which the Cobalt Server uses when connecti... More...

TLS Identity Check
Perform hostname check. More...

False o True Use default

Configuration Naming Context
Naming context under which the Cobalt configuration will be stored and first domain will... More...

o=Internet Choose

m Back Cancel

Click “Next”.

Cobalt Initial Setup.

Initial Cobalt Configuration

Initial Server Configuration (3/3)

Details about location of users and configuration

Domain
Domain Required
The domain to use for the initial Cobalt Administrator
internet.net
Required

Admin’s Full Name
Name of the initial Cobalt Administrator

Cobalt Admin

Admin’s mail ID
ID of the initial Cobalt Administrator to be used for logging into Cobalt

cobalt.admin @internet.net

On this screen enter “internet.net” for the domain and your choice for the Cobalt Admin Name.
The Admin’s mail ID will auto-populate. Then scroll down.
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Cobalt Initial Setup.

Domain

The domain to use for the initial Cobalt Administrator

internet.net

Admin's Full Name

Name of the initial Cobalt Administrator

Cobalt Admin

Admin’s mail ID

ID of the initial Cobalt Administrator to be used for logging into Cobalt

cobalt.admin @internet.net

Admin’s password

Admin's password

‘ ...... Show Generate

W Back Cancel

Enter a Password of your choice (again we suggest “secret”) and Click “Show” to check it. Then
Click “Finish”. The following screen will be displayed.

Cobalt Login.

AN
(i
XY,

Cobalt

Username:

Password:

Enter the Login details you just created.
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Cobalt Login.

£5

Cobalt

Username:
cobalt.admin@internet.net

Password:

Click “Login”.

Cobalt Login.

AN
(i
XY,

Cobalt

"cobalt.admin@internet.net" has multiple
authorizations. Select which one to use

Cobalt Administrator
internet.net: Manage Everything

internet.net: Myself

Cancel

Select “internet.net: Manage Everything”, Click “Continue”.
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Cobalt User Provisioning.

cobalt.admin@internet.n¢
Users Domsin o

Full Name Mail Status Last Authentication

Cobalt Admin cobalt.admin@internet.net Active <Unknown>

=0 Domain Administrators

Non-deleted users v user
Click “Add”.
Cobalt User Provisioning.
an Add User cobalt.admin@internet.net
&Y, Cobalt Dormain
Users > Add
% Users
User Entry
&o Domain Administrators Attributes for this user

Personal Contact Photo/Certificate = Messaging Advanced

Full Name

Given Name

Surname

Type a Full Name, in this guide “User One”, the other fields will auto-populate.
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Cobalt User Provisioning.

an Add User cobalt.admin@internet.net
&Yy Cobalt o oo
% Users

User Entry
&0 Domain Administrators Attributes for this user

Personal Contact Photo/Certificate = Messaging Advanced

Full Name

User One

Given Name

User

Surname

One

Scroll down, and enter a Password, we suggest “secret”.

Cobalt User Provisioning.

Add User cobalt.admin@internet.net

SiReas Show Generate ‘
:0 Domain Administrators Primary Email Address and XMPP JID
user.one @internet.net

Alternative Email Addresses

Alternative email addi the user

@internet.net

Entry Type

Type of add book of applications) for t

o«

User

ﬁ Sang
.

Click “Add”.
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Cobalt User Provisioning.

cobalt.admin@internet.ne

2';, Cobalt i | wcions - ([ i

83 Users Full Name Mail Status Last Authentication
Cobalt Admin cobalt.admin@internet.net Active <Unknown>

¢ Domain Administrators
User One user.one@internet.net Active <Unknown>

User One has now been successfully added.
Repeat the Process for User Two.

Cobalt User Provisioning.

cobalt.admin@internet.ne

Users | Actions v XL Domain
>
Full Name Mail Status Last Authentication
Cobalt Admin cobalt.admin@internet.net Active <Unknown>
&0 Domain Administrators
User One user.one@internet.net Active <Unknown>
User Two user.two@internet.net Active <Unknown>

User Two has now been successfully added.

This completes the provisioning for the Domain internet.net we will return towards the end of
this guide to Add Users for x400.net, these will act as Address Book entries only.

We will now configure the Harrier Server for this domain.
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Configuring Harrier

The Harrier Server needs to be configured before it can be used to connect to M-Switch/M-
Vault/M-Box. The Harrier Service is automatically started on Windows and is started with the
Command below on Linux.

# systemctl start harrier

To Start configuring Harrier point your browser to https://localhost:9095 .

Initial Harrier Screen.

v Privacy error x  + - X
€ 5 €  © Notsecure hitpsy/localhost:9095 w A
Your connection is not private
Attackers might be trying to steal your information from localhost (for example,
passwords, messages or credit cards). Learn more about this warning
| NET:ERR_CERT_AUTHORITY_INVALID
Q Turn on enhanced protection to get Chrome's highest level of security
. « ”»
Click “Advanced”.
Initial Harrier Screen.
v Privacy error x 4+ - %
< [¢] © Notsecure  hitps;//localhost:9095 Pre 2

A

Your connection is not private

Attackers might be trying to steal your information from localhost (for example,
passwords, messages or credit cards). Learn more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

Q Turn on enhanced protection to get Chrome's highest level of security

Hide advanced Back to safety

This server could not prove that it is localhost; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Proceed to localhost (unsafe)

Click “Proceed to localhost (unsafe)”.
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Register Initial Harrier Admin.

r h

Register initial administrator user

nfiguration of the server.

Password

Choose a Login name of you choice or accept the default and a password (again we suggest
“secret”). Click “Submit”. The follwing screen is displayed

Initial Harrier Screen.

@ Harrier Manager & Configuration E Monitor @ v

Global Options
Global options =

Domains (0) ® Server configuration

Listeners Server name

Harrier 2 use default
Used in various places (user agent name etc...).

PKCS#11
Server host

Proxy (0) @ Use default

Used in message generator ID etc. |
S/MIME
Default login domain

Manager
E’,ﬂ Use default

i Logging Streams (2) Used when someone logs in without specifying a domain. |

Runtime user ‘

Advanced options: .

M 11ca Aafault

From the left-hand menu select “Domains”.
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Harrier Domain Configuration.

@ Harrier Manager & Configuration

Domains

A Global options

® Non-global configuration options associated with specific user/role - usually with domain
Domains (0)

There are no items to display. Get started by adding one above.

@ Listeners

Click “Add...”

Harrier Domain Configuration.
@ Harrier Manager @ Configuration B Monitor e, v
A MainM : %
SN Add new item to Domains
‘& Domains (0)

® Domain

Domain name or pattern

Configuration selector.

Mode
Military $ Use default
Whether or not the server is running in one of military modes: "Military", "ACP 127" or

Internet” mode.
Enable message correction, cancellation and retransmission

Use default

Whether or not the server should allow message corrections, cancellations and

retransmissions

Advanced options: [}

Session timeout v

Enter “internet.net” for the “Domain name or pattern” and select “Internet” for the “Mode”.
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Harrier Domain Configuration.
@ Harrier Manager @ Configuration = M

A MainM i i
by LELAERT Add new item to Domains

Domains (0)

® Domain

Domain name or pattern

internet.net

Configuration

Mode
Internet s Use default
Whether or not the server is running in one of military modes: "Military", "ACP 127" or

"Internet” mode.

Enable message correction, cancellation and retransmission

B2 use default

Whether or er should allow cancellations and

ge corre

retrans:

Advanced options: [}
Session timeout

Scroll down.
Harrier Domain Configuration.

@ Harrier Manager & Configuration B Monitor

A MainM i i
#' MainMenu Add new item to Domains

omains (0) 30mi
min
Session killing on long inactivity. M

Auto-save period

5m

uto-save edited messages period (0 means disabled). M

Notify unread deletion

Generate MDNs when unread messages get deleted/moved to Trash.'

Role self

(V]

Enable adding login name to the list of roles.

-

Make sure “Role self” is checked and click “Add”.

Advanced options: .

B2 use default

2 use default

2 use default

Use default

Cancel
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Harrier Domain Configuration.
@ Harrier Manager & Configuration Bwm

A MainM .
& Mainiend internet.net

& Domains (1)

internet.net

Auto-save period
Action thresholds

5m

IMAP server Py -
period (0 means disabled).

LDAP Notify unread deletion

Organisations

Generate MDNs when unread mes: deleted/moved to Trash.

SIC
Role self

Enable adding login name to the |

S/MIME

Advanced options: .

From the left-hand menu select “IMAP Server”.

Harrier Domain Configuration — IMAP Server.

@ Harrier Manager & Configuration B Monitor

A Main Menu

IMAP server

Domains (1)
internet.net
Action thresholds Primary URL

imap://$(domain):143
IMAP server

The primary IMAP server URL. N
Backup URL
Organisations

The backup IMAP server URL. M

SIC
STARTTLS policy
SIo
License
S/MIME Controls use or non use of STARTTLS.

Trust anchors

Advanced options: .

Enter “imap://127.0.0.1:1143” for the “Primary URL”".

Delete... Add another...

B2 use default

Use default

Use default

Use default

® IMAP Server options defines how Harrier connects to IMAP server.

Use default

Use default

Use default

e
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Harrier Domain Configuration — IMAP Server.

@ Harrier Manager & Configuration & Monitor e v

A Main Menu

IMAP server
& Domains (1) =

internet.net @ IMAP Server options defines how Harrier connects to IMAP server.

Action thresholds Primary URL

imap://127.0.0.1:143 Use default
IMAP server

The primary IMAP server URL. M

LDAP
Backup URL

Organisations Use default

he backup IMAP server URL. M

SIC
STARTTLS policy

License B Use default

S/MIME Controls use or non use of STARTTLS.

Trust anchors
Advanced options: [l Aa

Scroll down, Click Submit and then from the left-hand menu select “LDAP”.

Harrier Domain Configuration — LDAP Server.
@ Harrier Manager & Configuration B Monitor e v
A Main Menu LDAP
‘& Domains (1)

internet.net @® LDAP access and how to find / store information

Server auth

Address book

Org. address books (1)
Roles

Draft & release

Advanced options: [l

From the left-hand menu select “Server”.

Evaluation Guide: M-Switch SMTP Page 67 of 91



Harrier Domain Configuration — LDAP Server.
@ Harrier Manager £ Configuration E Monitor @ v

A Main Menu Server

Domains (1)

internet.net @ LDAP Server options defines how Harrier connects to LDAP server.

LDAP Primary URL

Use default

The primary LDAP server URL. M

This is being used as the default in the following places:

* /Domains/internet.net/LDAP/Org. address books/Local Org Address
Book/Server/Primary URL

Server auth

Address book

Backup URL

Org. address books (1)

Use default
Roles The backup LDAP server URL. |

This is being used as the default in the following places:

Draft & release ¢ /Domains/internet.net/LDAP/Org. address books/Local Org Address
Book/Server/Backup URL

Advanced options: [l Trust anchors L

Enter “Idap://127.0.0.1:19389” for the “Primary URL”.

Harrier Domain Configuration — LDAP Server.
@ Harrier Manager & Configuration B Monit Q v

A Main Menu Server

omains (1) A

internet.net @ LDAP Server options defines how Harrier connects to LDAP server.

LDAP Primary URL

Idap://127.0.0.1:19389 Use default
Server

The primary LDAP server URL. M

This is being used as the default in the following places:

* /Domains/internet.net/LDAP/Org. address books/Local Org Address
Book/Server/Primary URL

Servel

Address book
Backup URL

Org. address books (1)

Use default

Roles The backup LDAP server URL. |

This is being used as the default in the following places:

Draft & release ¢ /Domains/internet.net/LDAP/Org. address books/Local Org Address
Book/Server/Backup URL

Advanced options: [l Trust anchors o

Scroll to the bottom.
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Harrier Domain Configuration — LDAP Server.

@ Harrier Manager & Configuration & Monitor @ v

A Main Menu

Server

‘& Domains (1) E4 Use detault ~

The backup LDAP server URL.
internet.net This is being used as the default in the following places:
e /Domains/internet.net/LDAP/Org. address books/Local Org Address

LDAP Book/Server/Backup URL

Trust anchors

Server auth

he LDAP server

verified against

Address book

Pinned certificates
Org. address books (1)

4+ Add item

Roles

d CA pinned certificates allows to specify

Draft & release

Cancel

Advanced options: . ‘
Click “Submit”. Return to the “internet.net” configuration level on the left-hand menu
Harrier Domain Configuration — SMTP Server.
® Harrier Manager £ Configuration & Monitor e -
internet.net internet.net Delete... Add another...
Action thresholds a

Enable message correction, cancellation and retransmission

IMAP server 2
@ Use default

Whether or not the server should allow mes: orrections, cancellations and

LDAP

Organisations Session timeout

SIC 30min Use default

Session killing on long inactivity. M

Auto-save period

S/MIME
o 2 use default

ve edited mess. s period (0 means disabled). |

SMTP server

Notify unread deletion

User interface

2 use default

Advanced options: . Generate MDNs when unread mr

ges get deleted/moved to Trash. =

From the left-hand menu select “SMTP server”
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Harrier Domain Configuration — SMTP Server.

@ Harrier Manager £ Configuration B Monitor e v

internet.net SMTP server
Action thresholds

SMTP server options defines how Harrier connects to SMTP server.
IMAP server @ P ‘

Primary URL

smtp://$(domain):587 B2 use default

Organisations

The primary SMTP server URL. |

2 Backup URL

@ Use default

The backup SMTP server URL. N
S/MIME
STARTTLS policy

SMTP server

«

License B4 Use default

or non use of STARTTLS. M

User interface Contri

Trust anchors ‘
Advanced options: [}

Enter “smtp://127.0.0.1:587” for the “Primary URL”.

Harrier Domain Configuration — SMTP Server.

@ Harrier Manager & Configuration E Monitor 6 v

internet.net SMTP server
Action thresholds

IMAP server ® SMTP server options defines how Harrier connects to SMTP server.

LDAP Primary URL

smtp://127.0.0.1:587 Use default
Organisations

The primary SMTP server URL. A

de Backup URL

- B3 use default

The backup SMTP
S/MIME
STARTTLS policy

SMTP server
License 4 Use default

User interface Controls use or non use of STARTTLS.

Trust anchors ‘

Advanced options: .

Scroll down to the bottom.
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Harrier Domain Configuration — SMTP Server.

@ Harrier Manager & Configuration B Monitor Q v

internet.net SMTP server
Action thresholds )
STARTTLS policy

IMAP server
License 4 [ use default

Controls use or non use of STARTTLS. M

Trust anchors
Organisations

4+ Add item

SIC

Connections to d

verified against d

SIo
Pinned certificates
S/MIME
+ Add item
SMTP server
If SMTP s tificate is not issued by Tru chors”) pinned

s to specify trustworthy
User interface

Cancel

Advanced options: .

Click “Submit”.

This completes the configuration of the Harrier Server. We are not ready to test the solution.
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Testing the Solution with Harrier

We will now login to Harrier as the User user.one@internet.net and send a message to
user.two@internet.net .

Point your browser at https://localhost:9ogo

Harrier login.
v @ Harrier x  + = a X
« > C © Notsecure  hitps://localhost:9090/login?redirect=%2F h*¢ a

This application uses cookies

Harrier uses cookies to track session state. This does not include personal information.

Click “Acknowledge”.

Harrier login.

®

Harrier

Username:

Password:

Remember username

Close other sessions

Enter user.one@internet.net and the Password you set for this User.
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Harrier login.

®

Harrier

Username:

user.one@internet.net

Password:

Remember username

Close other sessions

Click “Login”

Harrier Client Inbox.
v (@ UserOne X + = X

& (¢} [ Get notifications?  hitps://localhost:9090/folder/user.one%40internet.net/user.one%40internet.net/INBOX P d -

o X
localhost:9090 wants to B a o 9 User One

Q Show notifications k* *%*|

Allow Block
CNMSICINEE .

The password that you just used was found in a data breach. Google

Password Manager recommends changing your password now.

[E] iNnBOX

o
[E] Drafts
[E] Drafts for Review

) Sent

& Archives
© Junk
[ Trash

FOLDERS

[0 oOutbox

Click “Allow” for Notifications and “OK” for the weak password, then click “Compose”.
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Harrier Client Compose.

COMPOSE (no subject) - 0 Xx
FROM
User One
TO0
Used
User One
User Two

BCC

SUBJECT

Start typing in the “To” field and Address Matches will appear, select the one you want to send to.

Harrier Client Compose.

* COMPOSE Hello

SUBJECT

Hello

MESSAGE

Hello User Two

From User One

—

Complete the Subject and Message fields and Click “Send”. Then open a New Browser Tab and
Login as User Two.
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L

Flags Originator Subject

® UserOne Hello

[E INBOX

[E] Drafts

[E] Drafts for Review

The message is received. Select the Message to display it.

Harrier Client Message Display.

cn-r-& 2T

B user Two
E InBOX From: User One
[E] prafts Sent: 03-Feb-2025 08:55
[E] Drafts for Review He"o

) Sent
To:  User Two

& Archives

O Junk Hello User Two

[ Trash From User One

FOLDERS

[0 oOutbox

Your SMTP server is now ready for use.

Isode

Date

03-Feb-2025 08:55

] 9 User Two

64

External SMTP Servers can be connected using DNS or Manually specified. In the next section we

will configure an external SMTP Server Manually.
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Configuring an External SMTP Server

In this section we will manually configure an External SMTP Server. The External domain we will
use is x400.net and will involve the following steps.

e Adding the x400.net domain and Users to Cobalt so that the Address book provides
Harrier with the remote addresses.
e Configure the Routing Tree and External MTA in M-Console.

Adding the External Domain in Cobalt
Login to Cobalt as the Cobalt Administrator

Cobalt Administrator Login.

cobalt.admin@internet.net

i'% Cobalt Domains

£ Configuration

internet.net

Domains

& Directory Servers

Administrators

« »

Then from the “Domains” Menu Click “+”.
Cobalt Domain Add.

Add domain cobalt.admin@internet.net

235 Cobalt

ains > Add

¢ Configuration

Domain Configuration
Domains

- Domain Name
== Directory Servers

x400.net

Administrators

Directory Server for the Domain

Select a directory server from the configured list.

Default directory server (ISODE-SMTP-EVAL:19389,Internet) 5

Login ID Attribute

This should be set to the default value (mail) for

mail B2 use def:

Enter the External Domain (x400.net) in this example. Click Add.
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Cobalt Domain Add.

i";, Cobalt

£ Configuration

) Domains

Directory Servers

Administrators

Domains

internet.net

x400.net

Click “Manage Administrators”.

Cobalt Domain Add.

i% Cobalt

£ Configuration
) Domains
Directory Servers

Administrators

Administrators (x400.net)

Name

Manage Everything

Users and Roles Manager

Users Manager

Roles Manager

OAuth Administrators

Users and Roles Viewer

Select “Manage Everything”.

Domain

x400.net

x400.net

x400.net

x400.net

x400.net

x400.net

Isode

cobalt.admin@internet.net

cobalt.admin@internet.net

Number of Occupants

0

6 managers
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erything

strators (x400.net) > Manage Everything

iie Cobalt

Xx400.net: Manage Ev

£ Configuration

Cobalt Administration Role

M Domains Manage users that can occupy this administration role

& Directory Servers .
Domain

Administrators x400.net

Name

Manage Everything

Users that can occupy this role

<Empty >

Click “Search”.

Cobalt Domain Add.

Search for User ID

co @  internet.net

<

Select All

Cobalt Admin It.admin@internet.net

Cancel

Isode

cobalt.admin@internet.net

Search...

From the drop down menu on the top right select “internet.net” and start typing “co...” and the

entry “Cobalt Admin” will display.
Cobalt Domain Add.
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Search for User ID

co @ internet.net $
@ Select All
v | Cobalt Admin cobalt.admin@internet.net
cobalt.admin@internet.net
Cancel
Select it and the Click “Select”.
Cobalt Domain Add.

x400.net: Manage Everything cobalt.admin@internet.net

i% Cobalt

£ Configuration
Cobalt Administration Role

I Domains Manage users that can occupy this administration role

Directory Servers .
Domain

Administrators x400.net

Name

Manage Everything

Users that can occupy this role

Cobalt Admin

Search...

=3 =

Click “Update”.
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o3 Administrators (x400.net
&Y, Cobalt ; ( )

Do Administrators (x400.net;

£ Configuration Name

Manage Everything

) Domains

Users and Roles Manager
Directory Servers

Users Manager
Administrators Roles Manager

OAuth Administrators

Users and Roles Viewer

Click on the Username Box in the Top Right.

Cobalt External Domain Users Add.

Account

Product Activation

Customer Reference: Eval Guides update

Product: Cobalt

Version: 1.5v3-0

Versions up to: 1.6

Expiry date: 31-DEC-2026
Features: TLS

Update product Update Key
features

Deactivate this product Deactivate

Switch View

Notifications

Logout

End All Sessions

Cobalt Administration Guide

Third Party Software

Select “Switch View”.

Domain

x400.net

x400.net

x400.net

x400.net

x400.net

x400.net

Isode

cobalt.admin@internet.net

Number of Occupants

1

0
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Cobalt External Domain Users Add.

£5

Cobalt

"cobalt.admin@internet.net" has multiple
authorizations. Select which one to use

Cobalt Administrator
internet.net: Manage Everything
x400.net: Manage Everything

internet.net: Myself

Cancel

Select “x400.net: Manage Everything”. Click “Continue”.

Cobalt External Domain Users Add.

Users Actions v LT

¢ Domain Administrators

Now Add the Users “User One X.400” and “User Two X.400” in the same way as you added the
Users for “internet.net” making sure their email addresses are “user.one@x400.net” and
“user.two.@x400.net”.

Cobalt External Domain Users Add.

— cobalt.admin@internet.ne
Users | tions ~ Bomaine wiiiinas
] »
Full Name Mail Status Last Authentication
User One X400 user.one@x400.net Active <Unknown>
20 Domain Administrators
User Two X400 user.two@x400.net Active <Unknown>

You have now added the External Users and can now go to M-Console to Configure the Routing
and External MTA.
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Adding and Configuring the External Domain in M-Console
From M-Console Switch Configuration Management.

M-Console Configure Routing Tree Entry.

E]MConsoIe(SwitchConfiguratian“ g t): ging.admin@internet.net =
File Wind View M i Operati Help

ging

"% Welcome to Message Console Switch Configuration Management X @ Alerts Switch Operations

v Routing Trees
v @ Main Routing Tre=
v (@ net Add Nodes...
@ internet Delete... Group
v Message Transfer Agents
v [ ISODE-SMTP-EVAL \ Add
v (-] Channels ‘
@3 822-local ‘

MTA Info  Filters

Remove

@ housekeeper
@ Imtp

@ mimecheck Subtree Information: (O All children present (® Not all children present

Edit

Right Click on the “Main Routing Treee”, Click “Add Nodes...”

M-Console Configure Routing Tree Entry.

| [ Create new Routing Tree Nodes O X

Name and Domains

Provide a name for the new Routing Tree, and optionally a domain

Domains

Create Routing Tree entries representing an Internet domain

< Back Finish Cancel

Click “Next>".
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M-Console Configure Routing Tree Entry.

[ Create new Routing Tree Nodes m} X

Internet Mail Domain

Provide an Internet domain to create in this Routing Tree

Internet Mail Domain

[ x400.net|

< Back Next > Cancel

Enter “x400.net”, Click “Finish”.

M-Console Configure External MTA.

[Z] MConsole (Switch Configuration M ): gi in@i net = X
File Window View Messaging Operations Help
%] Welcome to Message Console |1 Switch Configuration Management X U Alerts Switch Operations
v [ Routing Trees A
v @ Main Routing Tree
v @ net Under this folder you will find External MTAs.
@ internet External MTAs may be either Isode MTAs which you have chosen to configure in a different ing configuration for some reason,
> @ x400 or third-party MTAs which are configured completely sep ly
v [ Message Transfer Agents
5 = ISODE-SMTP-EVAL An external MTA is the only way that connections to non-Isode MTAs can be configured.
_| External Message Transfer Age *
v [ Internet Message Stores New Extemal MTA...
£ ISODE-SMTP-EVAL |

Eight Click on “External Message Transfer Agents”, Click “New External MTA...”.
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M-Console Configure External MTA.

[Z] Create a new MTA = X

MTA type

Select the type of MTA you want to create

External MTA (Non Isode MTA, or non tailoring MTA)
@® SMTP

QcFP

QOSLEP

< Back Finish Cancel

Select “SMTP, Click “Next>".

M-Console Configure External MTA.

[ Create a new MTA O X

MTA Naming

An External Internet MTA can be given an arbitrary name in your
Messaging Configuration

The local name for the external MTA in this configuration

Directory Name I

The mail domain or host name to which messages queued to this MTA will be transferred. It is
also possible to specify an IP address, but that will require the use of an SMTP channel which
has the "nomx" flag set to communicate with this MTA

Destination I I

Optional local description for the new MTA

Description I l

< Back Next > Finish Cancel

Enter a friendly name for the “Directory Name” and the hostname or IP Address of where that
MTA is.
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M-Console Configure External MTA.

Create a new MTA (] X

MTA Naming

An External Internet MTA can be given an arbitrary name in your
Messaging Configuration

The local name for the external MTA in this configuration

Directory Name ] SMTP to x400.net

The mail domain or host name to which messages queued to this MTA will be transferred. It is
also possible to specify an IP address, but that will require the use of an SMTP channel which
has the "nomx" flag set to communicate with this MTA

Destination | 10.172.168.2 |

Optional local description for the new MTA

Description l I

< Back Next > Cancel
Click “Finish”.

M-Console Configure External MTA.

Isode

[Z] MConsole (Switch Configuration Manag; ). ging.admin@i net - a X
File Window View Messaging Operations Help
& Welcome to Message Console [ Switch Configuration M X @ Alerts | [@ Switch Operations |
v [_| Routing Trees ~
v @ Main Routing Tree
v @ net Under this folder you will find External MTAs.
@ internet External MTAs may be either Isode MTAs which you have chosen to configure in a different g for some reason,
> (@ x400 or third-party MTAs which are configured completely separatel
v [ Message Transfer Agents
> (=9 ISODE-SMTP-EVAL An external MTA is the only way that connections to non-Isode MTAs can be configured.

v || External Message Transfer Agents
> = SMTP to x400.net
v [ Internet Message Stores
2 ISODE-SMTP-EVAL

Select the “x400” entry on the “Main Routing Tree”.
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M-Console Configure External MTA.

DMConsole(Switchf figuration M

File Window View Messaging Operations Help

& Welcome to Message Console |

v [_] Routing Trees
v @ Main Routing Tree
v (9 net
@ internet
> (@ x400
v [ Message Transfer Agents
> (=] ISODE-SMTP-EVAL
v [ External Message Transfer Agents
> (=] SMTP to x400.net
v [ Internet Message Stores
(& ISODE-SMTP-EVAL

Click “Add”.

M-Console Configure External MTA.

(¥ Edit MTA Info

By editing the MTA information for this routing tree node, you can set the routing for the selected O/R hierarchy

The DN configured in the MTAInfo is the DN of an MTA

Routing for this node

Select the MTA that is going handle this node

| cn=ISODE-SMTP-EVAL

Dealing with multiple MTAs for a single node

MTA Weights affect the routing algorithm: if multiple MTAs are present in a node,
lower weighted MTAs are preferred.

MTA weight

Channel Information

In case that it's possible to contact the remote MTA using more than one channel,

you can select the first one to be used by adding it to the table with a lower weight

AE title

Weight

Change the”Routing for this node” to your newly created External MTA from the Drop Down.

o Add

{ Remove

4 Edit

Cancel
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~
MTA Info
MTA Group
Add
Remove
Edit
Subtree Information: (O All children present @ Not all children present
Routing Nexus
Domain Synonyms
Non-wildcard synonym | ]
Wildcard synonym | ]
@® Discard unmatched components on wildcard match (O Retain unmatched components on wildcard match
v
Apply | Cancel




M-Console Configure External MTA.

(¥ Edit MTA Info

X

By editing the MTA information for this routing tree node, you can set the routing for the selected O/R hierarchy
The DN configured in the MTAInfo is the DN of an MTA

Routing for this node

Select the MTA that is going handle this node

‘ cn=SMTP to x400.net

Dealing with multiple MTAs for a single node

MTA Weights affect the routing algorithm: if multiple MTAs are present in a node,
lower weighted MTAs are preferred.

S C—

Channel Information

In case that it's possible to contact the remote MTA using more than one channel,
you can select the first one to be used by adding it to the table with a lower weight

AE title

Weight

Click “OK”.

M-Console Configure External MTA.

] MConsole (Switch Configuration M

File Window View Messaging Operations Help

%] Welcome to Message Console

v [_| Routing Trees
v @ Main Routing Tree
v (@ net
@ internet
> ( x400
v [ Message Transfer Agents
> (=] ISODE-SMTP-EVAL
v [ External Message Transfer Agents
> (=] SMTP to x400.net
v [ Internet Message Stores
(& ISODE-SMTP-EVAL

Click “Apply”.

"k Add
»_ Remove

A Edit

Cancel

Isode

g net — X
f Switch Configuration Management X @ Alerts | [73 Switch Operations
~
MTA Info
MTA Group
SMTP to x400.net, MTA weight : 5 Add
Remove
Edit
Subtree Information: (O All children present @ Not all children present
Routing Nexus
Domain Synonyms
Non-wildcard synonym [ ]
Wildcard synonym | I
(® Discard unmatched components on wildcard match (O Retain unmatched components on wildcard match
v
Apply | [ Cancel
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M-Console Configure External MTA.

D MConsole (Switch Confi ion M

File Window View Messaging Operations Help

&) Welcome to Message Console [z

v [ Routing Trees
v @ Main Routing Tree
v (P net
@ internet
> (@ x400
v [ Message Transfer Agents
> (=) ISODE-SMTP-EVAL
v [ External Message Transfer Agents
> =] SMTP to x400.net
v [ Internet Message Stores
& ISODE-SMTP-EVAL

) ging.admin@i net — [w] X
Switch Configuration Management X (i Alerts | & Switch Operations
~
MTA Info
MTA Group
SMTP to x400.net, MTA weight : 5 Add
Remove
Edit
Subtree Information: (O All children present @ Not all children present
Routing Nexus
Domain Synonyms
Non-wildcard synonym | |
Wildcard synonym | |
(@ Discard unmatched components on wildcard match O Retain unmatched components on wildcard match
v
Apply | Cancel

Now we need to check the Routing is working. From the very top Menu Right Click on

“Messaging”.

M-Console Check Routing.

[£] MConsole (Switch Configuration Management): messaging.admin@interne

File Window View Messaging Operations

"] Welcome to Messac

v [ Routing Trees
v & Main Routint
v G net
(¥ intern
> (¥ x400
v || Message Transfe
> =] ISODE-SMTP

MHS Management
Create MTA Links

Summary...

Help

Upgrade Messaging Configuration...

Check Address Routing...

Backup Messaging Configuration...

System Check...

~s Evtarnal Marcana Iranctar Naante I

Select Check Address Routing.

at

s |
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M-Console Check Routing.

[Z] Check Routing

Test email address routing

Click on the 'Check Address' to start the test

Basic  Advanced

Switch: | ISODE-SMTP-EVAL v

Isode

Address To: test@x400.net

Edit | | Swap Addresses

Address From:

£dit [JInclude From Address

rfc822address: test@x400.net
delivered-mta: 10.178.168.2
delivered-channel: smtp-external
channel-weight: 5

Check Address

Close

Enter “test@x4o00.net for the “Address To:” and Click “Check Address”. You should see something

like the above.

In Harrier you should see the new Address appear when entering the “To:” Address.

Harrier New Addresses.

COMPOSE (no subject)

FROM
User One

TO

user

User One
User One X400
User Two
User Two X400

SUBJECT

This completes this guide.
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What Next?

More information on Icon-5066 can be found on the Isode website at
https://www.isode.com/product/stanag-5066-servery/.

Whitepapers

Isode regularly publishes whitepapers on technical and market topics related to its products. A
full list of these can be found at https://www.isode.com/whitepapers/.
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Copyright

The Isode Logo and Isode are trade and service marks of Isode Limited.

All products and services mentioned in this document are identified by the trademarks or service
marks of their respective companies or organizations, and Isode Limited disclaims any
responsibility for specifying which marks are owned by which companies or organizations.

Isode software is © copyright Isode Limited 2002-2025, All rights reserved.

Isode software is a compilation of software of which Isode Limited is either the copyright holder
or licensee. Acquisition and use of this software and related materials for any purpose requires a
written licence agreement from Isode Limited, or a written licence from an organization licensed
by Isode Limited to grant such a licence.

This manual is © copyright Isode Limited 2025.
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