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R19.1 M-Switch User Server Evaluation Guide

How to create an M-Switch User Server Military Messaging System.
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Introduction

This guide details the process for creating a “Mobile” Military Messaging System using Isode’s M-
Switch User Server product. M-Switch User Server is one of a family of email messaging products
which comprises:

e  M-Switch SMTP (SMTP Message Transfer Agent)
e M-Box (POP/IMAP Message Store)

o M-Switch X.400 (X.400 Message Transfer Agent)
e M-Store (X.400 Message Store)

e M-Switch MIXER (message gateway providing conversion between X.400 and Internet
email according to the MIXER specifications)

e M-Switch Gateway (Email Messaging for low-bandwidth and/or high-latency networks)
e Harrier (web based email client)

M-Switch products are widely deployed in the Government, Military, Intelligence, Civil Aviation
and EDI markets.

Use of TLS: Due to UK Export Controls we are unable to provide Evaluation
Activations that support TLS to certain geographic regions. This guide is written with
the assumption that the reader is not a member of those regions and by default, we
will provide a product activation that supports TLS. For customers whose region we
have no current export control arrangement, further configuration information may
be required and provided separately.
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Objectives

By the end of this guide you will have:

1. Created a new “Military Messaging System” for the military domain “mmbhs.field.net” and
internet mail domain “field.net” with support for ACP127, ACP142/S4406 and
ACP142/mule.

2. Added local “field.net” and “mmbhs.field.net” users with mappings to ACP127 and S4406
using Cobalt.

Created an External ACP127 Station.
Created an External ACP142 S4406 Annex E MTA for Military traffic
Created an External ACP142 S4406 Mule MTA for internet traffic

S

Created a “Routing Nexus” for the remote domains “headquarters.net” and
“mmbhs.headquarters.net”

7. Added remote “headquarters.net” and “mmbhs.headquarters.net” users and roles with
mappings to ACP127 and S4406 using Cobalt.

8. Been introduced to a tool to check the routing for all message routes.
9. Configured Harrier.

10. Created and Tested a Profiler Rule.

You'll use the MConsole (Message Console) management GUI and Cobalt to configure this.
MConsole is Isode's central tool for messaging system Configuration and Operational
management for both Internet and X.400 Messaging deployments. Cobalt is Isode’s User
Provisioning tool.
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Recipient Configuration Matrix

This guide uses the addresses and mappings as follows.

|Isode

Display Name Internet Address RI PLA S4406 O/R Address

Jack Sparrow jack.sparrow@field.net N/A N/A N/A

Elizabeth Swann elizabeth.swann@field.net N/A N/A N/A

Simon Bates simon.bates@field.net N/A N/A N/A

FIELD CAPTAIN captain@mmbs.field.net RIFIELD FIELD CAPTAIN /CN=FIELD
CAPTAIN/P=S4406/A=FIELD/C=GB/

FIELD RADIO radio.operator@mmbs.field.net RIFIELD FIELD RADIO OPERATOR /CN=FIELD RADIO

OPERATOR OPERATOR/P=S4406/A=FIELD/C=GB/

BLACK PEARL blackpearl@mmbhs.field.net RIFIELD BLACK PEARL /CN=BLACK PEARL
/P=S4406/A=FIELD/C=GB/

SERVICE service.messages@mmibs.field.net RIFIELD N/A N/A

MESSAGES

POSTMASTER postmaster@field.net N/A N/A N/A

Gateway gateway@field.net N/A N/A N/A

GARBLED DATA garbled.data@field.net N/A N/A N/A

Arthur Lowe arthur.lowe@headquarters.net N/A N/A N/A

Ian Lavender ian.lavender@headquarters.net N/A N/A N/A

Steve Wright steve.wright@headquarters.net N/A N/A N/A

HEADQUARTERS | captain@mmbhs.headquarters.net RIHEADQ | HEADQUARTERS CAPTAIN /CN=HEADQUARTERS

CAPTAIN CAPTAIN/P=S4406/A=HEADQUARTERS/C=
GB/

HEADQUARTERS | radio.operator@mmbhs.headquarters.net | RIHEADQ | HEADQUARTERS RADIO /CN=HEADQUARTERS RADIO

RADIO OPERATOR OPERATOR/P=S4406/A=HEADQUARTERS/

OPERATOR C=GB/

SERVICE service.messages@mmbhs.headquarters. | RIHEADQ | N/A N/A

MESSAGES net

HOME GUARD homeguard@mmbhs.headquarters.net RIHEADQ | HOME GUARD /CN=HOME

GUARD/P=S4406/A=HEADQUARTERS/C=G
B/

It also uses the following Role Occupant Relationships

Role Role Occupant
FIELD CAPTAIN Jack Sparrow
FIELD RADIO OPERATOR Elizabeth Swann
SERVICE MESSAGES None
HEADQUARTERS CAPTAIN Arthur Lowe

HEADQUARTERS RADIO OPERATOR

Ian Lavender
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It also uses the following Organizational Relationships

Organization Member Role Capabilities
BLACK PEARL FIELD CAPTAIN (Can Release, Always Sends
Direct)

FIELD RADIO OPERATOR (Can Draft)

HOME GUARD HEADQUARTERS CAPTAIN (Can Release,
Always Sends Direct)

HEADQUARTERS RADIO OPERATOR (Can
Draft)
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It also uses the following Role Occupant Relationships

Role Role Occupant
FIELD CAPTAIN Jack Sparrow
FIELD RADIO OPERATOR Elizabeth Swann
SERVICE MESSAGES None
HEADQUARTERS CAPTAIN Arthur Lowe
HEADQUARTERS RADIO OPERATOR [an Lavender
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Organization Member Role Capabilities
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HEADQUARTERS RADIO OPERATOR (Can
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Environment Overview

The following diagram shows the high-level overview of what you will be building.

High Level Overview

FIELD

Domains:
M-Console field.net Icon-5066

mmhs.field.net ACP142/54406
ACP142/mule
ACP127
Over 55066

M-Switch

M-Vault

M-Box To headquarters.net,
d

MoRaSky
Browser o
Harrier

mmbhs.h net

Typically, the “To headquarters.net, mmhs.headquarters.net” connection would be over HF
Radio. You will need to have an existing Icon-5066 Server for use or build one on the local Server.

This guide is not intended to resemble a real-world HF Military Messaging System but to give you
a basic environment you can test with and get used to how the Isode products and configuration
GUIs work.

Where passwords are required, the guide will assume “Secreti+”
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Using Isode Support

You will be given access to Isode support resources when carrying out your evaluation. Any
queries you have during your evaluation should be sent to isode.support@isode.com. Please note
that access to the Self-Service Portal for web-based ticket submission and tracking is not available
to evaluators.
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Preparing the Server Environment

Naming the Server
Make the machine name: MU-ONE
Make the primary dns suffix for the server FIELD.NET

Alternatively, you may use your own names or add dns entries in a dns server or hosts file.

Install the Isode Software
Follow the instructions in the release notes for the appropriate platform for the products.

Remember to install an appropriate java runtime engine first (refer to product release notes) and
in a Windows environment the visual c++ redistributable package For this guide, the following
products were used:

Messaging Activation Server 1.1v3
M-Vault 19.1v8

M-Switch 19.1v8

M-Box 19.1v8

Cobalt 1.5v4

Please use a supported web browser as documented in the product release notes.
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Activating the Isode Products

Browse to “https://localhost:9000”

|Isode

The browser will provide a security warning. Choose an option to override the warning

MAS First Time Log in

S/

Messaging Activation
Server

First time Login
Please enter credentials here to register a new
user
Username:
masadmin
Password:

Confirm Password:

‘ Secretl+ = ‘

l J

In “Username” type “masadmin”
In “Password” type “Secreti+”
In “Confirm Password” type “Secreti+”

Press “Register”

You will be presented with a list of installed products.

View installed Product List
‘s@ Isode Messaging Activation Server (MU-ONE)

B2 Products

Products

B2 Activations
Refresh

Cobalt 1.5v4-0

Description: Cobalt User and Role

B2 Activate Products

M-Box 19.1v8-0 |LcE

Activation Server
Description: M-Box POP/IMAP Message

Provisioning Store
Log Files View Log Files View
Details View Details View

M-Vault 19.1v8-0 Qi

M-Switch 19.1v8-
0

Description: LDAP/X.500 server
Description: SMTP/X.400 Message
Transfer Agent

Log Files View Log Files View

Details View Details View

Select “Activate Products”

g masadmin
Logged in

M-Store X.400

Not activated
191v8:0 (=)
Description: X.400 Message Store

Log Files View

Details View

Sodium Sync
Not activated
19-1v8:0 (Ceeiz=|

Description: Sodium Sync for
synchronizing data in LDAP directories

Log Files view

Details View
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Populate Activation Reference

52 Products

Activate Products

B8 Activations

Generate Activation Request
B2 Activate Products

Activati Ref e
ctivation Server erenc
Enter the text in the box below which will be returned as p...

R19.1 M-Switch User Server Evaluation

cancel

In “Reference” type “Rig.1 M-Switch User Server Evaluation”
Press “Generate”

Copy the activation request code to your clipboard.

Generate Activation Request
Generate Activation Request
Please send the following Activation Request code to the Isode Product

Activation Service jsode.support@isode.com, explaining your requirements
for this server.

Y3VzdGUZXItem VmPSISMTkuMSBNLVN3aXRjaCB Ve2VyIFNlenZlciBF dm
FsdWF0aWouliBob3N0aWQOLVVSUQTZWIBNGYzYWZjZTkwYmQINGYS
Yzd)ZFkNzIyMDVENG ZIMmEXNWE2 Y Zh ZWUSMDFmMzc4ANTMxOThmY)
ViY2ZhYWFIY TNEMmTIM2 Y koMWY 1INz VENmR mZ GQ2MjhkOWY IMjN
KZjViMjVmNjZiZjI2NDdi Y zExZG Y 2MWMON2U0ZWTi

Copy to clippoard @

Cancel

Send an email to Isode support asking for an activation for M-Vault, Sodium Sync, M-Switch User
Server (Options: Market type Military, X400 Messaging Protocols, ACP127 Channels, ACP142,
Profiler), M-Box and Cobalt for a “Ri19.1 M-Switch User Server Evaluation”. Include the activation
request code.

Isode support will supply a set of Product Activation keys

It is likely that the session between the browser and MAS will have timed out between requesting
the product activation and receiving the keys. It is therefore sensible, once the keys have been
received, to close the browser window and log back into MAS again.

Select “Activate Products”

Paste the keys into the “Activation Key” field
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Submit Activation key

Activate Key

Activation Key equired
Please input the Activation Key provided by the Isode Pro... More
hyaXMgTWFyc2hhbGwiCnNpZ2491k1EVUNJQWZ
SZUcrRDdUaUt3RjU1RUdpRXF1UGxIeW1 hVvEtVa
m1JMTZKeUNYejZzTOFpRUFXSWIKU3BNcjhUbO1
DeDI2T2dVZy8r TOFDWHY2TEw1RjdTdjlkYllzYnFR
PSIK

Submit Cancel

Press “Submit”.

You will be presented with an “Activation Result”

Activation result

Activate Key

Activation Result

This shows the result of the Activation Keys submitted. Click Cancel / Clear to submit new
keys.

i Processing Peddict Activation and Installed

Status Status
1 Added M-Vault 19.1 OK
. i
5 Addeit Sodiumsync it
19.1

3 Added M-Switch 19.1 OK

4 Added M-Box 19.1 OK

5 Added Cobalt 1.5 OK

Clear

Select “Products”

The products that have been activated should appear in green.

Activated Product List

Ap Isode Messaging Activation Server (MU-ONE) ‘ 9 i

Logged in

82 Products

Products

Refresh

Cobalt 1.5v4-0 acvated M-Box 19.1ve-0 [eiNaed M-Store X.400

19.1v8-0
ActivationName: Cobalt - Base ActivationName: M-Box - M-Box

Description: X.400 Me:
LogFiles View Log Files View Log Files View
Details View Details View Detals View

M-switch 19.1vs-0 [EEREE) M-Vault 19.1v8-0 [EEEE) Sodium Sync =

19.1v8-0
ActivationName: M-Switch - User ActivationName: M-Vault - Server
server ActivationName: Sodiumsync - Base
LogFiles View Log Files View Log Files View
Detals View Details View Details View

|Isode
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Building the Core Messaging System

You will use the MConsole GUI to build your core messaging system. Open the “MConsole” Isode
application from the Windows Start menu. On Linux execute the following command:

Q

% /opt/isode/bin/mconsole

Confirm Encryption

This operation encrypts sensitive data in the bind profile file, which means that the
bind profile can be used to store passwords (for simple authentication), and
passphrases (for X.500 identities).

Once the data is encrypted, you will be prompted to enter your passphrase whenever
an application needs to decrypt data in the profile file; failing to enter the correct
passphrase means you will not be able to use any saved bind profiles. Note that once
you have encrypted the dats, you cannot subsequently choose to decrypt it.

Do you really want to encrypt your bind profile file?

Click “Yes”.

Enter a Passphrase for the Bind Profile

=i| Enter Profile passphrase X

Please enter a Profile passphrase. This will be used to encrypt all of the passwords,
and means that you will be prompted for this passphrase from now on whenever you
run Sodium, M-Vault Conscle, MConsole or M-Link Console.

Passphrase: | ssssssss |

Verify Passphrase: | sssssaas |

Enter and verify the password “Secreti+”

Click “OK”.

Bind Profile encryption confirmation

Bind profile file encrypted

B The bind profile file has been encrypted

Click “OK”.

McConsole “Welcome” screen

] MConsole (Welcome to Message Console)

o X
Fle Window View Help
T Welcome to Message Consale
Welcome to Message Console
Hyou see tis sree,thenyou may be raning MCansole forthe s e o this computer
The Messaging Configuration s held na Diectary Server (DS,
I DA and Configuration on this compute,choose the “Crate  new DSA and Messaging Configuratio..-option.
fryouwish Messaging C DS whichis puterchoose the < figurton. pton.
The othereptions eisting Messaging Configurtions, and con View meny
Create new D54 and Messaging Configuraton, G| creste s ew Messaging Contigurtion
| Connectto an existing Messaging Configurtion. U Open your default Messaging Configuration (i any)
Monio istng Messge Swichs Monior g XA10 Messae iores
g Trackmessoges % List quarentined messoges
| ek mssgestnovstgemenes [0 Runsmpeusraget
| Menitorcven 413 | Backup s Messaging Confi
onior eventlogs ) | Bsckup  Messaging Contiguration
G Aerts
o Hep
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Create the DSA

Click on the “Create a New DSA and Messaging Configuration” icon.

Choose the initial Directory Users name

[] Choose the Initial Directory User's Mame x

Choose the Initial Directory User's Name

You must provide the name of the person who will be set up a5 the initial manager of the Directory and MTA
configuration, 2nd will also be able to connect to the Queu Manager via SOM for management and
monitoring purposes. You will be able to add extra managers with more restricted rights once the Messaging
Configuration has been set up.

User name | Messaging Admin|

|Isode

Type the name “Messaging Admin” for the initial directory user, this user will be the Master

Directory User account and have full access to the Directory Server.

Click “OK”.

Define DIT structure
[ Create Directory Server [m] X

DIT structure configuration

Adjust the DNs provided by the template te suit your requirements

Base DN

o=Messaging System

Initial Directory User: This user is put into all the initial groups, and the bind profile created will
bind as this user. Afterwards you can create more users and change which users are putin
which roles. You should change the common name to a suitable value for a real person.

cn=Messaging Admin,cn=Users,o=Messaging System

< Back Finish Cancel

Enter a “Base DN” of your choice.

Click “Next >”.

Provide password
[Z] create Directory Server o X

Password configuration

Passwords arc auto-generated, but can be modified here if required

Initial Directory User: cn=Messaging Admin, cn=Users,0=Messaging System

Password:  Secretl+| 8 Show

Copy password to clipboard | | Save password to file
(] Record user authentication times (authTimestamps)
Password Hashing

Hashed passwords are more secure, but are not compatible with password-based SASL
mechanisms other than PLAIN, LOGIN and SCRAM-SHA-1, SCRAM-SHA-256,
SCRAM-SHA-512.

Note that while non-hashed passwords may be recovered from the DSA database, hashed
passwords are NOT recoverable.
Password hashing:

SCRAM-5HA-1

< Back Next > Finish Cancel

Enter a password for the “Initial Directory User” and leave the other settings as default.

Evaluation Guide: M-Switch User Server
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Click “Next >”.

Bind profile name

[ Create Directory Server

Bind Profile Names and Filesystem Location

Use the suggested values, or enter your own

Management bind profile name: Used to manage the DSA in M-Vault Console

[ -l o= Mieszaging System/ Meszaging Adrmin ]

The folder which will contain the directory server's database and configuration (this folder will be
created in order to initialize the DSA)

[csoderas-do | | Browse

<Back Finish Cancel

On “Bind Profile Names and Filesystem Location” leave defaults.

Click “Next >”.

Provide address configuration

[Z] Create Directory Server

Address Configuration

Enter the server hostname / IP address and ports to listen on

Hostnarme: | MU-ONEFIELD.NET]

Enable:
LDAP /1 DAP
Port numbers:
O Standards, ne messaging: 389/ 102
O Standards with messaging: 389 / 19358
@ Isode default: 19389 / 19999
O Alternate 2: 29389 / 29999
O Alternate 3: 39389 / 39999
O Alternate 4: 49389 / 49999
© Alternate 5: 59389 / 59900

Advanced Editor Recheck Ports.

<Back Finish Cancel

Type the hostname “MU-ONE.FIELD.NET”
Click “Next >”

The summary of your DSA configuration is shown.

Confirm details

[Z] Create Directory Server

Confirm Details

Check the details below before creating the DSA

DSA creation template:
Simple DSA setup for Messaging Evaluations
DSA address:
Host MU-ONEFIELD.NET, X.500 on port 19999, LDAP on pert 19339
DSA name:
cn=dsa,0=Messaging System
Bind profile name:
en=dsa,0=Messaging System / Messaging Admin
Password hashing:
SCRAM-SHA-1

< Back Next > Cancel

Click “Finish”.

The DSA is created and started.

|Isode
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Create the Messaging Configuration

Next, we will create the Messaging Configuration.

|Isode

A summary will have been presented of the product components that have been activated. The
activated components partially drive the contents of the final switch configuration.

Product activation summary
[ Create a new MHS configuration

Product Activation

The Product Activation information on this systemn is shown here,

Product Activation information: M-5witch is activated, Product is "M-Switch User Server"

Activated subfeatures are: TLS, x400, smtp, profiler, military, max-users=1000, acp142, acp127

The remainder of this Messaging Configuration wizard will create a configuration appropriate for

M-Switch User Server

If thiz is incorrect, contact isode.support@isode.com for a suitable Product Activation Key

Click “Next >”

Set Messaging Configuration Base DN

[Z] Create a new MHS configuration a X

Setthe Messaging Configuration Base DN

Select the entry under which a Messaging Configuration entry wil be
crested

o=Messaging System

If you provide an organization name, an entry for the organization name provided will be
created automatically under the entry you select.

Create organization name | Messaging Switches ]

Messaging configuration name

[ Messaging Configuration Mu-GNE ]

Base DN: 0=Messaging Switches,0=Messaging System
MHSDN: figuration MU-ONE itch System

<ok E o

Select “o=Messaging System” in the browser section.
Select “Create Organization Name”
Set the organization name as “Messaging Switches”

Set “Messaging Configuration name” as “Messaging Configuration MU-ONE”

Click “Next >”.

Evaluation Guide: M-Switch User Server
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Provide Hostname

[Z] Create a new MHS configuraticn (m] X

Hostname

The hostname will be used, ameng other things, to sct the netwark
addresses

Hostname

Enter the fully qualified host name of the machine that will be running this server.
For example, mail.isode.com. If not possible, then use the host name.

MU-ONE.FIELD.NET

DSA Authentication

SASL Password  Secretl+| Hide

< Back MNext > Finish Cancel

In “hostname” type “MU-ONE.FIELD.NET”
In “SASL Password” type “Secreti+”

Click “Next >”

smtp channel specific settings
[Z] Create a new MHS configuration (m] *

SMTP channel specific settings and routing policy
Enter the internet domain regarded as local te this MTA,

The email address domain this MTA is respensible for, e.g isode.com

Ernail address domain  field.net

8 Create an Internet Message Store for local POP3 or IMAP users
(O Use DNS

Use MX records
© Don't use DNS

< Back MNext > Finish Cancel

Enter “field.net” in “Email address domain”.

|Isode

Ensure “Create an Internet Message Store for local POP3 or IMAP users” is checked.

Select “Don’t use DNS”

Click “Next >”.

Provide Administrator Authentication details
[Z] Create 2 new MHS canfiguration (m] pre

Administrator authentication details

Configure the authentication information to be used by administrators
of MTAs within this configuration

This information will be needed to connect to the QMGR with authentication, and will be used by
the Switch Operations View, Switch Configuration view (for Outbound Connection Testing) and
the Event Viewer.

O Use existing SASL Id

Username messaging.admin®field.net

Select
() Create new SASL Id
Admin Users Parent DN
The location beneath which new Admin Users will be created
Parent DN cn=Users,o=Messaging System Pick...
Admin username  mtaAdmin @ saslfield.net
Sho
< Back Next > Finish Cancel

Ensure “Use Existing SASL Id” selected
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Ensure “User name” is “messaging.admin@field.net”

Click “Next >”.

Provide X400 Configuration

[Z] Create a new MHS configuration [u] X
| X400 configuration
Enter the O/R Address prefix to be the local O/R Address space for this
MTA
X.400 Address Prefix
1SO 3166 Country Code GB  United Kingdom Zi5
[Single Space ADMD  FIELD [ Missing PRMD 54406

Organization

oul ouz

ous ou4d

(O Create an X.400 Message Store for local P7 users
(O Create a legacy X.400 Message Store
1O Do not create an X400 Message Store

< Back Next > Finish Cancel

Enter the details for the X.400 Address Space for your S4406 Local users.

We do not require a local X.400 message store so check the “Do not create an X.400 Message
Store” checkbox.

Click “Next >”.

Antivirus Configuration

[Z] Create a new MHS configuration [m]

Anti Virus Configuration

Configure Anti Virus set up forthe Checker channel.

Anti Virus Engine @ None ) Clam AV

Install msgcheck zip

< Back Next > Finish Cancel

On “Antivirus Configuration” select “None”

Click “Next >”.

Service File Creation
[C] Create a new MHS configuration o X

Service File Creation
¢

This file allows the MTA to connect to the DSA, and downlead its configuration.
[@ e

Browse

M-Box uses the ms.conf to store its configuration

Createms.conf @ C:\lsode\etc\ms.conf Browse

e ] news Cone

On “Service file creation” leave the defaults

Click “Finish”.
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|Isode

Create Isode Services
[ Create Isode Services [m] *

Create Isode Services

Select the services from the service groups that you want to create

M-Vault i M-Vault

© M-Switch [J1sode M-Vault Directory Server
M-BOX
M-Store
Audit Database
Tomeat

This screen allows you to configure additional Windows Services (not shown on Linux

installations). The Audit Database is a useful tool and so we will create the necessary services here
but not use them initially.

Click on “Audit Database”.

Create Audit DB Services

[Z] Create Isode Services O X

Create Isode Services

Select the services from the service groups that you want to create

M-vault Audit Database
©M-Switch Isode AuditD8 Embedded HSOLDB Back-end Service
©m-ox izode AuditDE Log Parsing Servicd

M-Store

[lsode AuditDE Quarantine Notification Service
[lsode AuditDE Quarantine Releasing Service
[isode AuditDB Housekeeping Service

[lsode AuditDE Quality OF Service Notification Service

© Audit Database

Check the “Isode AuditDB Embedded HSQLDB Back-end Service” and “Isode AuditDB Log
Parsing Service” checkboxes

Click “Finish”.
Note that the following connection alerts are expected at this stage of configuration :

Connection Timeout Alert

[ MConsole (Alerts): messaging.admin@field.net
File Vindow View Help

i Switch B Aers X

© /(0] B (0] B/[S)[@ (K] |5 ptstng| N Wt ity sie [0 ]

Time/Date Source Severity Level Facilty Meszageld

Program Description
2026.08-19 10:57:13 local 3 Local MConsole  Error it Gon  Failed
2026-08-19 10:57:13 ocal 3 Local MConsole _ Error
20260819 10:57:23 Tocal w Local MConsole  Warning

Alert Details Alert Status.

Facity Name: MConzole Acknowleged: No

Source: ({4 LocelFles  MU-ONE FIELDINET (not connected) Stored events 3

19 Aug 2025, 105305 BST

0 Hep

The alerts tab can be safely closed.
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|Isode

Initial switch configuration
[Z] MConsole (Switch Configuration M ield.net = (u] %

File Window View Messaging Operations Help
& Welcome to Message Console [ Switch Configuration Management
]| Address Conversion Tables
& Main Address Conversion Table
~ [ Routing Trees
> @ Main Routing Tree

There are two ways to convert between Internet and X.400 addresses

Individual Address Mapping

~ [ Message Transfer Agents This uses LASER like searching in order to find an entry which contains the address which needs to be converted, and an attribute within
> (=1 MU-ONE.FIELD.NET that entry gives the address resulting from the conversion.
) External Message Transfer Agents VIKER Address C
400 M e ress Conversion
- essage slores The conversion between X400 OR-addresses and Intermet e-mail addresses is normally performed in accordance with the procedures
~ [ Internet Message Stores

defined in RFC 2156. These are based on finding the longest match in the mapping information, and then applying an algorithm to the
£ MU-ONEFIELD.NET unmatched part of the address.

~ [ 53086 Servers
£ MU-ONE.FIELD.NET

~ [ ACP127 55066 Access Points
[ MU-ONEFIELD.NET:1

~ | Fab Guard Servers

~ [ SLEP 55066 Access Points

[ MU-ONEFIELD.NET:1

Apply  Cancel | Refresh

@ Help

If you receive the “Unable to initialize sound subsystem:” warning, Click “OK”

Your Core MTA configuration is now complete and you should configure and start the services
before continuing.

Start the “Isode Service Configuration” tool.

Initial Services configuration
%, Service Configuration - u] X
Service Configuration Operations View Help

Isode Services .

#Add & Refresh All [ Refresh B Start Tree @smp > Remove
@ Isode M-Vault DSA Creation Service
@ Isode Cobalt server General  Recovery Advanced
@ Isode Mas Service Name  Isode DSA cn=dsa, 0= Messaging System / Messaging Admin
| Isode DSA cn=dsa,0=Messaging System / Messaging Admin
v @ Isode M-Switch Queue Manager Service Status Running
@ Isode M-Switch OS] Listener Start Type
@ lsode M-Switch SMTP Server e
@ 1s0de M-Switch ACP 142 Server Product A e
@ 1sode M-Switch ACP127 Server Product Latest Version Expiration Valid

@ Isode Event server M-Vault 19.4 31-Dec-2032 Q@ vis
@ Isode M-Box IMAP server

@ 1sode M-Box LMTP server
@ lsode M-Box POP3 server DSA Database Cihlsodehd3-db
@ 1sode M-Box Management server

@ Isode AuditDB Embedded HSOLDB Back-end Service
@ Isode AuditDB Log Parsing Service

Appt Cancel

Abort

Change the “Isode DSA” Service to “Automatic” from the “Start Type” dropdown
Click “Apply”.

Do the same for the “Isode M-Switch Queue Manager”, “Isode M-Switch OSI Listener” and “Isode
M-Switch SMTP Server”.

Change the “Isode AuditDB Embedded HSQLDB Back-end Service” and “Isode AuditDB Log
Parsing Service” to “Disabled”.
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Services Configuration after changing Start types

Service Configuration
Seniice Configuration  Operations View Help

Isode Services

o Add [3) Refresh All [3] Refresh P Start B Start Tree @) Stop X Remove

@ Isode M-Vault DSA Creation Service
@ Is0de Cobalt server
@ lsode MAS
~ @ Isode DSA cn=dsa,0=Messaging Systern / Messaging Admin
~ @ Isode M-Switch Queue Manager
@ 1sode M-Switch 0S| Listener
@ Isode M-Switch SMTP Server
(@ Isode M-Switch ACP 142 Server
(@ Isode M-Switch ACP127 Server
@ 1s0de Event server
@ 1sode M-Box IMAP server
@ Isode M-Box LMTP server
@ 1sode M-Box POP3 server
@ Isode M-Box Management server
@ lsode AuditDB Embedded HSQLDB Back-end Service

| Tsode AuditDB Log Parsing Service

Abort

General Recovery Advanced

Service Name _Isode AuditDB Log Parsing Service

Service Status Stopped

Strt Type  Disabled  ~

Product Activation Status

< Activation not required >

Then select from the Top Menu “Operations—> Start All”.

Services Configuration after services started

Apply

Cancel

SO

%% Service Configuration
Service Configuration  Operations  View Help

Isode Services

+Add 2 Refresh All (3 Refresh | Start b StartTree @) Stop 3¢ Remove

e Isode AuditDB Embedded HSOLDEB Back-end Service

@ 'sode AuditDB Log Parsing Service
@ sode Cobalt server
~ @) Isode DSA cn=dsa,0=Messaging System / Messaging Admin

General Recovery Advanced

Service Name ‘ Isede AuditDB Embedded HSOLDE Back-end Service

~ @ lsode M-Switch Queue Manager
@ Isode M-Switch 0S| Listener
@ Isode M-Switch ACP127 Server
@ Isode M-Switch ACP 142 Server
@ Isode M-Switch SMTP Server

@ Isode M-Vault DSA Creation Service

@ Isode MAS

@ Isode M-Box IMAP server

@ Isode M-Box LMTP server

@ Isode M-Box Management server

@ Isode Event server

@ Isode M-Box POP3 server

Service Status | Stopped

Start Type  Disabled

License Status

Abort

< License not required >

Apply

Cancel
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Configure the Switch Operations View

|Isode

The switch operations view communicates with the Switch queue manager using the SOM
protocol. We need to configure that connection in order to manage message queues and ensure

that most configuration changes in MConsole are implemented immediately.

From the MConsole top menu select View—> Live Operations—> Switch Operations.

Open switch operations view

[ MCansole (Switeh Configurati

File Window View Messaging Operations Help

& Welcemeto Live Operations > (@3 Summary View
[V[C Address Configuration > Switch Operations
& Main Vetting View
v (& Routing [ X400 Message Store Operations

Main B User Agent
. ACP127 View

D
o Intemet B Shaper Configuration File Editor ersions

% MU-C @3 Options
v 53066 Se
B Mu-C Make new "Switch Configur...” views look like this one

di

v [ ACP1ZT X Make new "Switch Configur.. views use factory settings
(0 mu-c
FabGua B NetView
v [ SLEP §5¢ (M) Previous View
W MU-C 8 Close ctrlew

App

v [ Message (g, Event Viewer ] needs to be converted, and an attribute within
> EIMUC g s (5 ACP142 Message Transfer View
External
el e view (5 Channel Monitor
X400 M ®

formed in accordance with the procedures
g the longest match in the mapping information, and then applying an algorithm to the

Cancel | Refresh

© Help

Right Click on the Switch displayed and select “Modify”

Connect to switch

& Welcome to Message Console Switch Configuration Management Switc

3] Refresh 73 Refresh Al Refresh eve seconds | [ Hide empty channels
Ty p
% MU-ONEFIELN MET ot commmctod (Rt 1t I e
3 Refresh Switch
Edit Switch Configuration GE
# Add
& Modify
= Remove
&# Connect

Enter the password you entered when creating the “Initial Directory User”

Provide Connection Password

[Z] Edit Message Switch pe
Friendly Name MU-ONE.FIELD.NET

Host MU-ONEFIELD.NET

Userid messaging.admin@ficld.net

Password | Secretl+] Hide
Authentication Mechanism | SCRAM-SHA-1 ~

Use TLS for SOM protocal []
MTA  ACP127 Monitoring  ACP127 OTAM

MTADN: | MU-OMEFIELD.NET ~
Port [] Override port

No services []
Host Aliases
Host Aliases are used to correlate MTA names when a host name or [P changes and
the same MTA is known to the Audit DB by different names. This can happen when:
- the hostname o IP of @ system hosting the MTA has changed
- when clustering is in use, and the MTA has failed over/back

Add...

Remove

oK Cancel

Click “OK”.

If a connection isn’t automatically made, use the context menu to connect.
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Connect context menu option

[Z] MConsole (Switch Operations): messaging.admin@field.net

File Window View Switch Channels Peer MTA Message Recipient Services Help
& Welcome to Message Console Switch Configuration Management Switch Operations X

2] Refresh ([ Refresh All | (JRefresh every 60 seconds| (] Hide empty channels | (JEMCON

MU-ONE FIELD.NET - nat rannected | T S S,
%] Refresh Switch

H - DISCONNECTED

Add
Modify

Remove

¢ eee

Connect

Disconnect from Service Control Manager

&

The following screen will be displayed.

Switch operations view connected

SO

[Z] MConsole (Switch Operations): messaging.admin@field.net
File Window View Switch Channels Peer MTA Message Recipient Services Help
"] Welcome to Message Console Switch Cenfiguration Management Switch Operations %

) Refresh [z Refresh All | (Refresh every [ 60 ] seconds | []Hide empty channels | L]EMCON

4 @ MU-ONE.FIELD.MET (messaging.admin@field.net): 0 Report  Properties  Services
B 822-local
& acpl2? MESSAGE SWITCH
& acpl2Tshaper
B acpld2 GENERAL
= ‘P‘D“Ekeaper * Hostname: MU-ONE.FIELD.NET
ol Imtp * QMGR status: Up
& mhsshaper * Running since: 2024-08-26 17:48:53 (Local time)
B4 military-dl * Running since: 2024-08-26 17:48:53 (MTA time)
B mimecheck * Time running: 2 minutes, 37 seconds
* 05 type: windows
hi
. il i * Queue filesystem free space: [EYER
W padefver * Archive filesystem free space: 82%
¢ plserver * Lagging filesystem free space: 82%
@ smtp-auth * Last management operation: rereadQueue
88 smip-di * Time of last management operation: 2024-08-26 17:48:53
L itp-exts |
i ACTIVATION
& smtp-internal
9@ x400-dl * Product Family: M-Switch
B x400mt * Preduct: M-Switch User Server
& %400p1 * Expiry Date: 31-DEC-2026
* Maximum Versicn: 19.0
* Sub-features: TLS,%400,smtp,profil ilitary, -users=1000,
MESSAGE STATUS
* Total volume: 0 KB
* Total messages: 0
* Held messages: 0

rs.cftp.acp142,acp127
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Configure the switch to allow connections from Harrier

|Isode

From the “Switch Configuration Management” View select the “smtp-auth” channel and change

to the “Program” tab.

M-Switch smtp-auth Channel Configuration

Window

Mesaging Opestions_Hielp

fie

Then set the “Allow IP addresses with invalid hostnames” to “Yes”

Click “Apply”.

Modify the MTA Name for P1 Connections

- o ox
i) [ Use default value (Not set)
©ve One
: l
: e detaukvaoe et (57 5]
o] Gt

o rep

Select the Channel “x4o00p1”

Select the “Inbound” tab.

Change the “MTA Name” to “MU-ONE”

X400p1 inbound tab

| Address Conversion Tebles
v [ Routing Trees
& Main Routing Tree
~ [ Message Transfer Agents
~ [ MU-ONEFIELD.NET
[ Channels
@ 822-local
G acpl27
{8 acpl27shaper
{3 acpl142-mule
G acp142-s4406e
@ housekeeper
@ Imtp
@ mhsshaper
@ military-dl
@ mimecheck
{ mimeshaper
@ p3deliver
@ pIserver
@B smip-auth
{% smip-di
@ smtp-external
@3 smtp-internal
@ smtp-mmhs
il x400-dl
0 x400mt
{3 x400p1
) Tables
(@ Routing Nexus
~| Directory Profiles
i Logs
| External Message Transfer Agents
~ X400 Message Stores
Internet Messane Stors

Main  Program Tables Inbound Auth RTSE  MTALinks

MTA Name [ mu-one |
Global Domain Identifier | | |Edit| | Clear
Command [ xdo0pt |
Presentation Address [ 591" ATOT=MU-ONEFIELD.NET IED
Calling Presentation Address | || Edit
Application Contexts
P1 (normal) [71P1(1988) X410 EP1 (1984)
Reroute to another MTA's P1 Channel
| Clear
Apply| | Cancel

Press “Apply”

Change to the “Auth” tab.
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|Isode

X400p1 auth tab

) Message Transfer Agents ~
~ 1 MU-ONEFIELD.NET Main  Program Tebles Inbound Auth  RTSE  MTALinks

~ & Channels Authentication Requirements
622-local

Advanced -

@ acpl2? Allows selection of methods used to

esponses to the channel initiates (initator), and to
@ scp127shaper incoming connections to which the channel responds (respander).

@ acpraz
@5 housekeeper

Plinitiator | MTA-NAME-PRESENT S SIMPLE-AUTHENTICATION ] |Edit

: "":” N PiResponder | MTA-NAME-PRESENT § SIMPLE-AUTHENTICATION
4 mhsshaper

@ miltary-di
@ mimecheck Credentials
@ mimeshaper Credentials which the channel will supply when initating 2 connection (nitator) or in response to a connection (responder).
G padeliver

] |Edit

G pasenver Initiator RTS Credentials Edt
@ smtp-auth

@ smtp-dl
G smtp-extemal Responder RTS Credentials Edit
@ smtp-intemal
@ x00-dl
G x00mt
G5 x00p1
Tables
@ Routing Necus
Directory Profiles
Logs
External Message Transfer Agents v
X.400 Message Stores
Intemet Message Stores

Apply | | Caneel
v

© Help

Press “Edit” next to “Initiator RTS Credentials”

Initiator RTS Credentials
@

The credentials to be used in the request when MU-OME.FIELD.NET connects to another
MTA

Request MTA Name | MU-ONE |

Request MTA Password | | FlEmpty | Show

Change the “Request MTA Name” to “MU-ONE”
Check “Empty”

On the warning “No Password Specified” Press “OK”
Press “OK”

Press “Edit” next to “Responder RTS Credentials”

Responder RTS Credentials
=]

The credentials to be used in the response when MU-ONEFIELD.NET responds to
another MTA

Respense MTA Name ‘ MU-OMNE |

Response MTA Password ‘ | Empty  Show

Change “Response MTA Name” to “MU-ONE”
Check “Empty”

On the warning “No Password Specified” press “OK”
Press “OK”

Press “Apply”

Change to the “MTA Links” tab.

Press “Generate”
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Generate mta links

SO

5] Welcome to Message Console (1 Swiitch C x Switch Operations |
v [ Address Conversion Tables ~ ”
& Main Address Conversion Table Main  Program Tables Inbound Auth  RTSE  MTALinks  Advanced
~ [ Routing Trees MTA Links
@ Main Routing Tree
© ) Message Transfer Agents MTA name links allow internal MTAs to locate the extemal MTA's configuration information given only the MTA Name used in the bind
~ (= MU-ONEFIELD.NET
v [ Channels MTA Channel MTA name used in bind
822-local MU-ONEFIELD.NET *400p1 MU-ONE
@8 acpl2?
{3 acp12Tshaper
08 acpla2
G housekeeper
£ Imtp
{3 mhsshaper
G military-di
s mimecheck
@8 mimeshaper
@3 p3deliver
G paserver
% smtp-auth
@ smip-di
{3 smtp-external
43 smtp-internal
{ x40§rdl Apett
g x400mt X Remove
8 x400p1
5 [ Tables s Generate
(¥ Routing Nexus
| Directory Profiles
= Logs
) External Message Transfer Agents .
) X400 Message Stores
[/ Internet Message Stores Apply | | Cancel
S5066 Servers v
@ Help

Press “Apply”

x400p1 “Advanced” tab.

X400p1 Advanced tab

[ Message Transfer Agents
[ MU-ONE.FIELD NET

v [ Channels
822-local
acpl2?
acp12Tshaper
acple2
housekeeper
Imtp
mhsshaper
military-dl
mimecheck
mimeshaper
p3deliver
paserver
smtp-auth
smtp-di
smtp-external
smtp-interal
& x400-dl
@ x00me
&% x400p1

[ Tables

(¥ Routing Nexus

[ Directory Profiles

[ Logs
1 External Message Transfer Agents
" X400 Message Stores
1 Intemet Message Stores

Main  Program Tables Inbound Auth  RTSE

MTALinks  Advanced

Emitted formats
Boundary-ACK

Bodyparts out

Policy for bad senders

Policy for bad message content
Content in

Content out

Channel Specific Variables
Connection hold time

Domain Normalization

Subtype in
Subtype out

Lookup policy forinbound
Lookup timeaut

Maximum channel processes
MTA

MTA report request

Max. inbound connections
Max. outbound connections
Sart key (primary)

Sort key (secondary)

Content out [ p2,p22,0id.1.3.26.0.4406.0.4.1,0id.1.2.840.113549.1 7.1,0id.1.2.840.113549.1.8.16.1.6

Edit

Message content this channel con deliver

Select “Content

Press “Edit”

Uncheck all but the content types “p2”,

Out”

“PZZ”, ((p772”

Apply

v

Cancel

@ Help
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P1 Content types

El Content editor

=
[]e22-e
e22b

[ acp127

p2

p22
p3s

pi72

] mime-data
O pet

] Customn

To remove an item, just unselect it.

Custom items can be added to the list.

Press “OK”

Press “Apply”

Add custom

Cancel

|Isode
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Configure the External Connections to

“headquarters.net”

Configure an appropriate Stanag 5066 Server

|Isode

From the “Switch Configuration Management” view of MConsole select the default S5066 Server.

55066 Server Configuration

[Z] MConsele (Switch Configuration Management): messaging.admin@field.net

File Window View Messaging Operations Help

&) Welcome to Message Censole

Switch Configuration Management

> || Address Conversion Tables

5 [/ Routing Trees

5 [] Message Transfer Agents
External Message Transfer Agents

X400 Message Stores
> [ Internet Message Stores
v 55066 Servers

> ACP127 55066 Access Points
Fab Guard Servers
> SLEP 55066 Access Points

Main

General

Description

Host Name and Port

Switch Operations

At present it is not possible to actively configure or manage S5066 servers via MConsole. The only knowledge about a server which is held
in the Messaging Configuration is the hostname (or [P address) and port on which the server s listening, plus a description string.

RedBlack Server name

The port that this server listens on

The hostname or IP address that this server listens on - MU-ONE.FIELD.NET

() Use default value (5066) | 5066 B

Cancel

Refresh

@ Help

You should change these values to match the Hostname (or IP Address) and Port of the S5066
server that will be used by this MTA. If you make any changes to the default settings you will need

to click “Apply”.

Configure the ACP127 Channel

Select the “acpi27” channel.

ACP127 Channel main tab

=)

File Window View Messaging Operations Help

&l Welcome to Message Consele

Switch Configuration Management

[ ] Address Conversion Tables
@ Main Address Conversion Table
~ [ Routing Trees
@ Main Routing Tree
 [] Message Transfer Agents
~ L MU-ONE.FIELD.NET
~ [ Channels
@ 822-local
&% acpl27
@ acp127shaper
@k acp1dz
{3 housekesper
@3 Imtp
@ mhsshaper
& military-di
@ mimecheck
ik mimeshaper
{3 p3deliver
@ p3server
@ smtp-auth
& smtp-di
@ smtp-external
@k smtp-internal
{3 x400-dI
{3 x400mt
& xa00p1
| Tables
(® Routing Nexus
| Directory Profiles
Legs

"

Name and Description

Channel Name

Channel Type: |both

Outbound Protocols
ACP127

Select the “ACP127” tab.

Switch Operations

Main  Tables 4 ACP127 OTAM  Advanced

Used for transfer to ACP127 Nodes

[acp127

How it appears in the logging | ACP127 Gateway

Access: MTA

Apply

Cancel

© Help
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ACP127 channel Acp127 tab
[ MCensole (Switch Configuration Management): messaging.admin@field.net
File Window View Messaging Operations Help

&1 Welcome to Message Console Switch Configuration Management Switch Operations
w [ | Address Conversion Tables ~
& Main Address Conversion Table Main  Tebles &b ACP127 OTAM  Advanced
~ [ Routing Trees Addressing information
& Main Routing Tree
v (] Message Transfer Agents ACP127 Monitor Port [] Set monitor port
~ =] MU-ONE.FIELD.NET
~ || Channels Gateway Operator Address | gateway @field.net
%:e’/\,{ 822-local
& acplzy Garbled Data Address | garbled.data@field.net

-
‘33 scpl2shaper Gateway Domain |

@ acp142

i housekeeper Gateway OR Address |

B Imiy

g P Local Station RI | R\FIF_LD‘
mhsshaper

@ military-dl [ Transcript log rollover UTC time

% mimecheck

’“‘?3 mimeshaper Cached Message Timers  Reassembly Timers

%}%3 p3deliver

5,«‘!,/\5 plserver Cached Messages

g Smtp_:‘:th Inbound Purge time: days
smitp-

@ smitp-external Outbound Purge time: days

&5 smtp-internal
{5 x400-dI
@ *400mt
%:e’/\,{ *x400p1
| Tables
(¥ Routing Nexus
| Directory Profiles
Logs bt

- O x
&
|| dit
| [Eait
| [Egit
| [Eait
|
"
- IEE
@ Help

Enter the smtp addresses for the “Gateway Operator” and “Garbled Data” mailbox from the table

at the start of this document.
Populate the “Local Station RI”

Click “Edit” next to the “Gateway Domain”.

Edit gateway domain
[Z] Edit Internet Address X

[ fieldunet]

Enter the Local Internet Domain “field.net”

Click “OK”.

Modified ACP127 tab

™ - o

Fie Window View Messaging Operations _Help
5 Welcome to Message Console Switch Configurtion Management X " [ Switch Operations

¥ Address Conversion Tables ~
& Main Address Converson Table Main  Tables ACP1Z7 OTAM  Advenced

+ = Routing Tees Addressing information
@ Main Routing Tree
v [ Message Transfer Agents ACP127 Monitor Port [] Set menitor port
+ = MU-ONEFELD.NET
v [ Channels Gateway Operator Address \gm.y@mmx ‘ ™
&2-loca
acpl2l Garbled Data Address [ gorbied dotofied net IE3
é :;:jf“w Gatemay Domain [fedne 1B
@ housckeepr Gatenay 8 Adrss I ] [eat
mtp
@ mroaper LocalStaion RI RFELD ]
military-dl Transcript log rollover UTC time

Cached essag Tmers Resssmbly Times
Cached Messages
nbeund Purgetine: o o
OuboundPurge time: &= o

® Routing Necws
Diectory Profes

Loas

Click “Apply”.

Apply | | Cancel

© Help

This completes the local ACP127 Channel Configuration we will now configure the ACP142

Channels.
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|Isode

Configure a channel for mmhs ACP142/Stanag4406 traffic

Select the “acpi42” Channel on the “Switch Configuration Management” view of MConsole.

ACP142 Channel main tab

ANt
o |

<inthelogging [ ACPI7 Gty ]

Channel Type: [both Access: MTA

Outbound Protocols
Acpiar

o Hep

We will rename this channel “acpi42-s4406e” and use it to process ACP142 Stanag 4406 Annex e
messages.

ACP142 Channel Rename

o View Messaging Operations _Help
Switch Configuration Management " [ Switch Operations

Main  ACPI42Std ACP142Ady Tables Advenced

e ity prtocel ACP12 UL
Leoi2

Howtspers inthelogging X400 GCP1E)

bescrpon [P 18 chonne

onnection..

Right click and from the context menu choose “Rename”

New ACP142 Channel name

[ Renaming MTA Channel 4

Mame of the new MTA Channel | acp142-s4406¢

ok ][ conce

In “Name of the new MTA Channel” type “acpi42-s4406e”
Press “OK”
Select the “ACP142 Std” tab.

Evaluation Guide: M-Switch User Server Page 31 of 87



ACP142 std tab

& Welcome to Message Censole Switch Configuration Management Switch Operations

~ Address Conversion Tables ~
) Routing Trees Main | ACP1425td ACP 142 Adv Tables Advanced
v [] Message Transfer Agents
= MU-ONE.FIELD.NET
~ [ Channels Addresses

@ 822-local 5'5066 Address: 10.50.66.1 SAP |2 ~
{ 7

G acp127 Static Multicast Address(es)

&5 acp127shaper
3 acpl42-s4406e |3
& housekeeper [JiUse Static Muilticast

EMCON status: @) Normal (O EMCON () Silent () Disabled

Add

% mhsshaper
’;ﬁ»} military-d List all addresses...
@5 mimecheck
s mimeshaper

&5 p3deliver

ACP142 Parameters

& smtp-auth
@ smtp-di Physical Network: | HF v

& smtp-external Min Link Speed bps v

&5 smtp-internal

@3 %400-di Typical Link Speed | 1200 llbps  ~
& a0t Max LinkSpeed [3600 2] [bps
@ x400p1

| Tables

@ Routing Nexus
| Directory Profiles o

Automatically set values

@ Imtp Remove

b Physical Network Common EMCON Nen-EMCON  Dynamic Multicast Transmission Speed
@3 p3server

v

Apply | | Cancel

@ Help

Set the “S’5066 Address” to the Node Address of your local S5066 Server

Uncheck “Use Static Multicast”.
Click “Apply”.
Select the “ACP 142 Adv” tab.

ACP142 Adv tab

& Welcome to Message Console Switch Configuration Management Switch Operations

| Address Conversion Tables ~
. Routing Trees Main  ACP1425td ACP142Adv Tables Advanced
~ [ Message Transfer Agents
(] MU-ONEFIELD.NET
~ [ ] Channels Max Priority
jf;'::a‘ Rank Use default value (0)
acpl127shaper [JWait before Transmit
acp142-s4406e Use AR
housekeeper
Imtp Max Message Size (Bytes) [7] Use default value (10485760)
mhsshaper
military-dl
mimecheck
mimeshaper [ Prefer Dynamic Multicast

$5066 Server: MU-ONE.FIELD.NET -

Use default value (13)

Dynamic Multicast Address(es)

pideliver Global Group Address (239.1.1.1)

plserver
smitp-auth
smitp-dl
smitp-external
smitp-intemal
x400-dl
xd00mt
%400p1
) Tables
( Routing Nexus
1 Directory Profiles
= Logs
| External Message Transfer Agents
| %400 Message Stores
1 Intemet Message Stores
] 55066 Servers
| ACP127 53066 Access Points
1 Fab Guard Servers
| CFTP 55066 Access Points v

Select the S5066 Server from the drop down.
Click “Apply”.
Select the “Advanced” tab.

Select “Content out” .

~
o Add
Remove
v
Apply | Cancel
© Help

Isode
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Advanced tab

[Z] MConsole (Switch C:

File Window View Messaging Operations

& Welcome to Message Console

~ [_| Address Conversion Tables

~ [ Routing Trees
@ Main Routing Tree
~ [ Message Transfer Agents
 [=] MU-ONE.FIELD.NET
v [ Channels
& a22-local
&5 acp127
& acp12ishaper
&% acpl42-s4406e
&% housekeeper
& Imtp
&% mhsshaper
% military-di
&% mimecheck
& mimeshaper
& p3deliver

@ smtp-external
& smtp-intemal
B x400-dI
B 400mt
B x400p1

@ Main Address Conversion Table

-

Click “Edit”.

et - [m] X
Help
Switch Configuration Management > Switch Operations
~
Main  ACP1425td ACP142Adv Tables Advanced
Emitted formats Subtype in
Boundary-ACK Subtype out
Bodyparts out Lockup policy for inbound
Policy for bad senders Lookup timeout
Policy for bad message content Maximum channel processes
Content in MTA
Content out MTA report request
Channel Specific Variables Max. inbound connections
Domain Nermalization Max. outbound connections
Sort key (primary)
Sort key (secondary)
Content out [ 822,822-8,822-b,p2,p22,0idl.1.3.26.0.4406.0.4.1 Edit
Message content this channel can deliver
v
Apply | | Cancel
@ Help

Uncheck the “8227, “822-8” and “822-b” content types.

Select $4406 Content types

D Content editor

[ 822
]88
[]82b
[ acp127

[1 mime-data
[ pet
[ Custom

Custom items can be added to the list.
To remove an item, just unselect it.

Click “OK”.
Press “Apply”.

Configure the ACP142/mule Channel for smtp traffic

| Add custom

From the “Switch Configuration Management” tab right click “channels”

Create new channel

[C] MConsole (Switch Configuration Management): messaging.admin@field.net

File Window View Messaging Operations

5] Welcome to Message Console

Help

Switch Cenfiguration Management

w [ Address Conversion Tables

~ [ Routing Trees
@ Main Routing Tree
v [ Message Transfer Agents
~ ] MU-ONE.FIELD.NET
~ [ Channsic

0% acp127

{0 acpl2Tshaper
[ acp142-s4406e
% housekeeper

Select “New Channel”

@ Main Address Conversion Table

Gha MNewChannel.

a~

A sequence of MTA channels i
messages as well a5 relaying o1

Channels are also used to com
operations, e.g. checking the ¢

SO
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Name ACP142 mule channel

[T Create a new MTA channel [m] X

Channel type and name

Select the type of channel you want to create, and give it a name

Channel Type
ACP 142 55066 ~
ACP 142: implements the military protocol ACP 142 (P_MUL)

Channel name | acp142-muld

o Fain Conc

Select Channel type “ACP142 S5066”
Type channel name: “acpi42-mule”

Press “Next >”

Set ACP142 mule channel address

[] Create a new MTA channel [m] X

ACP142 channel specific settings

This channel type requires some specific settings before it can be
created

ACP142 Channel type Email (MULE) ~

§'5066 address: 10.50.66.1

<Back Next > Cancel

From the “ACP142 Channel type” dropdown, choose “Email (MULE)”.
In “S'5066 address” type the local S5066 Server Address.

Press “Finish”

New ACP142 mule channel

onsole (Switch Configuration Management): messaging admin@field.net
MConsole (Switch Config Manag ging.adminGfield
File Window View Messaging Operations Help
5] Welcome to Message Console Switch Configuration Management 3 Switch Operations
@ Main Address Conversion Table A "
= Routing Tees Main  ACP1425td ACP142Ady Tebles Advanced
@ Main Routing Tree
[ Message Transfer Agents
1 MU-ONEFIELD.NET Used to implement the military protocal ACP142 (P_MUL).
v [ Channels Channel Name [acprdz-mute ]
822-local
acpizr
acpl12Tshaper Deseription [ Acp 142 channel |
acpaz-s4d06e
housekeeper
Imtp

mhsshaper
military-dl Outbound Protocols

Name and Description

How it appears in the logging | X.400 (ACP142) ]

Channel Type: |both Access: MTA

mimecheck ACP 22
mimeshaper
p3deliver
paserver
smtp-auth
smtp-d
smtp-external
smtp-internal
400-dI
400mt v
400p1 Apply | Cancel
acplaz-mule v

@ Help

Select the “ACP142 Std” tab.
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ACP142 std tab
elcome to Message Console Switch Configuration Management 3

Switch Operations |

SO

) Address Conversion Tables. ~
[ Routing Trees
[ Message Transfer Agents
v (= MU-ONEFIELD.NET
~ ] Channels
822-local
aepla7
acp127shaper

Main  ACP1425td ACP142Adv Tables Advanced

EMCON status: @ Normal O EMCON O Silent O Disabled
Addresses

§'5066 Address:

Static Multicast Address(es)

acp142-54406e 31.25: 5
housekeeper [ Use Static Multicast

List all addresses.

mimeshaper
padeliver

paserver

smitp-auth

satp-dl

smitp-external
smtp-internal

x400-dl

x400mt

x400p1

acplad-mule

[ Tables

® Routing Nexus

. Directory Profiles

" Logs v

ACP142 Parameters

Physical Netwerk: |HF -
Min Link Speed bps
Typical Link Speed bps

Max Link Speed

bps -

Uncheck “Use Static Multicast”

Press “Apply”.

10.50.66.1 SAP |7 v

Add

Remove

Physical Network  Common EMCON Non-EMCON  Dynamic Multicast  Transmission Speed

Automatically setvalues

Apply

Cancel

© Help

This completes the configuration of the ACP142 Mule Channel.
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Configure the External ACP127 Station

From the Switch Configuration Management View right click on the “External Message Transfer
Agents”.

New external mta

[—_1 MConsole (Switch Configuration Management): messaging.admin@field.net
File Window View Messaging Operations Help

"% Welcome to Message Console Switch Cenfiguration Management

3 Address Conversion Tables

» Routing Trees

y Message Transfer Agents Under this folder you will find
External Messag & ° % ° L :

either |

XA00 Message § plewlbdemallMIA o h are

» Internet Message Stores

5 $5066 Servers An external MTA is the only w

» ACP127 55066 Access Points

Select “New External MTA...”.

Select MTA type

[Z] Create anew MTA
MTA type

Select the type of MTA you want to create

External MTA (Non Isode MTA. or non tailoring MTA)
Osmp

() SMTP and X.400
© ACP 127 Station

(O ACP 142 (STANAG 4406 Annex E or MULE)

(O X400 Gateway (using the lsode or Open Group Gateway API)

O X400 P1 over HTTP Gateway

< Back Hext » Finish Cancel

On “MTA Type” dialogue, select “ACP127 station”
Click “Next >”.

Name the remote MITA
I:I Create a new MTA

ACP127 Naming

ACP127 Stations are named by a routing indicator, This is associated
with an internet address for routing purposes.

The local Directory Mame in this configuration (defaults to MTA Name)
Directory Name HFAP-ONE HEADQUARTERS ACP127 55066

Local ACP127 channel MU-OME.FIELD.NET:acp127 ~

Clone connection settings for MNone

< Back Mext = Cancel

Enter a name of your choice for the “Directory Name”
Click “Finish”.

Select the ACP127 Channel
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Add Peer Connection menu option
[T MConsole (Switch Configuration Management): messaging.admin@field.net
File Window View Messaging Operations Help

5 Welcome to Message Console Switch Configuration Management

1 Address Conversion Tables -
@ Main Address Conversion Table
[ Routing Trees
@ Main Routing Tree
[ Message Transfer Agents
(=] MU-ONE FIELD.NET
v [ Channels

Main  Tables ACP127 O
Name and Description
Used fortransfer to AC
Channel Name

How it appears inthe |

{3 822-local

@ acp™

G acpt  Rename e
@ acpl Clone.

g hou:  CopyDN Is
@Ime pyge

& mhs,

G i Copythis channel Dl toclpboard
@ min  Add Peer Connection
@ mim /Add a Monitored Circuit..

@ P3¢ Add a Receive Only Circut:
@l e .

Right click and in the context menu provided select “Add Peer Connection”

Select target channel
[ Create a new Peer Connection o x

Peer Connection

Select the target channel with which you want to create a Peer
Connection

Within the context of ACP127 a Peer Connection represents a circuit,

As such a peer connection is mandatory for each circut,

Target channel

acp127/ HFAP-ONE HEADQUARTERS ACP127 55066 | | Clear

In the “Target channel dropdown” select acp-127/HFAP-ONE HEADQUARTERS ACP127 S5066 ”
Press “Finish”

Select the New Peer Connection that has been created under the acp-127 channel

Select new peer connection

& Welcome to Message Console Switch Cenfiguration Management X Switch Operations

| Address Conversion Tables
> [/ Routing Trees Main g Routing Format 4& Circuit 4k Link Broadcast

~ ] Message Transfer Agents

Peer MTA
~ (2] MU-ONE.FIELD.NET
w (2] Channels Remote MTA cn=acp127,cn=HFAP-ONE HEADQUARTERS ACP127 55086,cn=Messaging Configuration MU-ONE,o=!
G e22-locsl ShortName  HFAP-ONE HEADQUARTERS ACP127 55066
v G acp127
["# HFAP-ONE HEADQUARTERS ACP127 55066 Routing Status ) Route to this MTA () Ignore this MTA
@8 acp127shaper
@ acp142-s4406e Identity

@8 housekesper
@ Imtp Id:
& mhsshaper Type:
G military-di
@3 mimecheck Camy
@ mimeshaper
@ p3deliver
@ p3server
@ smtp-auth
@ smtp-dl
@ smtp-external
@ smtp-internal
&8 %400-dl
G xa00mt
@ xa00p1
@ acpl42-mule

> [ Tables

(¥ Routing Nexus
> [ Directory Profiles
> [ Logs
> [ External Message Transfer Agents

Apply  Cancel | Refresh

@ Help

Select the “Routing” tab.
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Configure ACP127 routing

® Switch Operations.

%] Welcome to Message Consale Switch
> [ Address Conversion Tables
> [ Routing Trees
] Message Transfer Agents

(] MU-ONE.FIELD-NET
[ Channels
G 822-local
~ G acpl2?
@ acp12Tshaper
{57 acpl42-s4406e
6% housekeeper
£ Imtp
{22 mhsshaper
£ military-di
4g8 mimecheck
% mimeshaper
4 p3deliver
s p3server
£ smtp-auth
G smip-dl
@ smip-extemal
& smip-internal
& x400-dl
G x400me
@ x400p1
@ acpl42-mule
> [ Tables
(¥ Routing Nexus
> [ Directory Profiles
> [ Logs
5 [ Extemal Message Transfer Agents
| X400 Message Stores
5 [ Internet Message Stores
3 [ S5066 Servers
> | ACP127 S3066 Access Points
| Fab Guard Servers
> |_J SLEP $3066 Access Points

Select the “Circuit” tab.

ACP127 Circuit tab

File Window View Messaging Operations

7% Welcome te Message Console

Help

[ Switch Configuration Management >

Main  Routing Format 4k Circuit 4k Link Broadcast

Remaote Routing Indicator

The Remote Routing Indicater. Required for all point te point circuits and broadeast receiver circuits. It should not be set for broadcast

sender circuits

Remote Routing Indicator: RIHEADQ

SO

Relay Routing Indicators
Guard action | Accept all v

The Relayed Rl is a list of Rls that will be routed over this circuit and accepted,

[Z] MConsole (Switch Configuration Management): messaging.admin@field.net

~ Address Conversion Tables
| Routing Trees
~ [ Message Transfer Agents
~ [ MU-ONEFIELD.NET
~ [ Channels
i 822-local
~ {3 acpl2?

{8 acpl27shaper
acpld2-mule
{8 acp142-s4406e
{8 housekeeper
B Imtp

{8 mhsshaper
0B military-di

{8 mimecheck
{8 mimeshaper

&

{5 smtp-external
{3 smtp-internal
% smtp-mmhs
& x400-dl
{6 x400mt
i x400p1
) Tables
(¥ Routing Nexus
- Directory Profiles
1 Logs
- External Message Transfer Agents
~ X.400 Message Stores
Internet Messane Stare:

2 HFAP-ONE HEADQUARTERS ACP127 55066

e

Relayed RI List Edit...
Routed RI List Edit.
ZEN options
Mo substitution ~
Community Variables
(D) Use Community Variables
Cancel  Refresh
@ Help
« : : ” :
Type the “Remote Routing Indicator” for the Remote ACP127 station.
- o X
Switch Operations
A - ~
Main  Routing Format Circuit Link  Broadcast
Transmission mode: |Normal (Pte) || Automatic Mode (Changeable) ~|[Twoway  ~
Circuit Data Timers Periodictiming Message Framing Garbled Special Handling Senvice Controls Pre-emption
Circuit Sequence Numbers
song T[T ] Maximum TSN
I TSM Reset at Midnight ] Omit TSN
] TSN Reset on Activation
Circuit Identifier
In: [RHG | ut: [reD |
Local call sign: | | Remote call sign: | |
Max Content Size: [ Use default value (0)
RedBlack device: | |
Clearance
Add...
Pick..
Remove...
View
v
Apply|  Cancel
v
@ Help

Insert a Unique Identifier of your choice for the “In Circuit Identifier” and the “Out Circuit
Identifier”. These will need to be configured the opposite way around on the other end.

Select the “Link” tab.
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ACP127 link tab

[ MConsole (Switch Cenfiguration ): net

File Window View Messaging Operstions Help

78] Welcome to Message Console Switch Configuration Management X Switch Operations

~ [ Channels -
s 822-local
~ & acpla7

Main  Routing Format Circuit Link  Broadeast

ACP127 Connection
[INotin use

2 HFAP-ONE HEADQUARTERS ACP127 55066
@3 acp127shaper
acpl42-s4406e Use: O TCPAP @ 55066 () Serial
housekeeper
Imtp
mhsshaper

Start State Enabled

military-di STANAG 5066 parameters

heck
mimechec! $5066 Remote Node address | 10.50.66.]

4
F

{

F

4

F

@ mimeshaper
@ pideliver
F

F

{

{

F

{

{

55066 Access Point | MU-ONE.FIELD.NET:1 ~| | Create

pserver
smip-auth
smtp-dl

Destination SAP 1-COSS ~

smitp-extemal Encoding: 145 Full Character Set - 7 bit v
smitp-internal
*4D0-dI
x400mt
*400p1
acpld2-mule
“ | Tables

(® Routing Nexus
_| Directory Profiles
“ Logs

ARQ mode: ARQ hd

Acknowledge mode: Delivery to Remote Node

v External Message Transfer Agents 9

Select “S5066”, then enter the Node Address of the Remote ACP127 Station.

Select the S5066 Server you have configured from the drop down.

Serial line config warning
[] serial line config not set *

The serial line component isn't set correctly. Clicking on "Apply" will update your
configuration to stop this warning.

B

On the “Serial line config not set” warning Click “OK”

Click “Apply”.

This completes the configuration of the Remote ACP127 Station.

Apply

v

Cancel

© Help
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Configure the External ACP142 MTAs

Configure the external ACP142/S4406 MTA
We will now configure the External ACP142 S4406 MTA.
Right Click on the “External Message Transfer Agents “and select “New External MTA...”

Add the External ACP142 54406 MTA

[£] Create a new MTA

o X

MTA type

Select the type of MTA you went to create

External MTA (Non Isode MTA. or non tailoring MTA)

OsmTP

O x40

O 'SMTP and X400

(O/ACP 127 Station

O ACP 142 (STANAG 4406 Annex E or MULE)

(X400 Gateway (using the Isode or Open Group Gateway AP)

OXA00P1 over HTTP Gateway

Select “ACP 142 (STANAG 4406 Annex E or MULE)”
Click “Next >”.

Name the External MTA
D Create a new MTA

MTA Naming

MTAs can be named in a number of different ways, depending on the
context. To activate the host name validation, select another text field

The local Directory Name in this configuration (defaults to MTA Mame)
Directory Name HFAP-OME HEADQUARTERS ACP142 53066

< Back Mext = Cancel

Enter a name of your choice for the Display Name

Click “Finish”.

Use the left-hand pane to navigate to the newly configured ACP142 external MTA.
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Configure the External ACP142 S4406 MTA

[ MCansole (Switch Cenfiguration Management): messaging.admin@field.net
File Window View Messaging Operations Help

78] Welcome to Message Console Switch Configuration Management 3 Switch Operations

> [ Address Conversion Tables
ACP 142 External
> [ Routing Trees
> [ Message Transfer Agents EMCON status: € Normal () EMCON () Silent () Disabled
v [ External Message Transfer Agents
» (2 HFAP-ONE HEADQUARTERS ACP127 55066 Use P or 55066: (1P @ 55066
« [ HFAP-ONE HEADQUARTERS ACP142 55065
Addresses
v (] Channels

@‘ acpld2 18 5'5066 Address: 10.50.66.0

) X.400 Message Stores CO-ACP 142 Address:
> [/ Internet Message Stores
» [ 55066 Servers () Manually set the Dest ID

» [ ACP127 55066 Access Paints
~| Fab Guard Servers
> [ SLEP S3066 Access Points

Static Multicast Address(es)

31.255.255.255

Add
[ Use Static Multicast

Remove

List all addresses...

Enter the S5066 Node Address of the Remote server in “S’5066 Address”
Uncheck “Use Static Multicast”.

Click “Apply”.

Right click on the acpi42 channel in the External MTA just created.

Rename channel menu option
[C] MConsole (Switch Configuration Management): messaging.admin@field.
File Window View Messaging Operations Help

“s| Welcome to Message Console Switch Configuration Managemer
» || Address Conversion Tables
. ACP142E
» [) Routing Trees
» [ Message Transfer Agents EMCON
~ || External Message Transfer Agents
» (=] HFAP-ONE HEADQUARTERS ACP127 55066 UselP or
~ [=] HFAP-ONE HEADQUARTERS ACP142 55066
Address
~ || Channels
E gen1dd B 5'506
| X.400 Mes Rename... co-2
» || Internet V¥ Clone... M
an.
» [ 55066 Sen Copy DN
» [ ACP127 5!
| Fab Guard Delete...
» [ SLEP 55066 Access Points Duses

Select “Rename ...”

Rename the channel “acpi42-s4406e”

Rename channel
[] Renaming External MTA Channel *

MNarme of the new External MTA Channel | acp142-s4406¢

Press “OK”

Right click on the local “acpi42-s4406e” channel

Apply  Cancel

|Isode

Refresh

@ Help
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Add peer connection menu option

“&| Welcome to Message Console Switch Configuration Management

| Address Conversion Tables

| Routing Trees
w || Message Transfer Agents
~ [ =] MU-ONE.FIELD.MET
w | | Channels
(i 822-local
!24_75 acpl2?

{8 acp127shaper

{é-? acpld2--1ne-

@ houseke Eepamert
2:33 Imtp Clone...
!:o‘-} mhssha Copy DN

!24_75 military- Delete
@ mimeck
%ﬁ rmimesh Copy this channel DN to clipboard

g"':@; padelive Add Peer Connection...

’Qj p3server

Select “Add Peer Connection...”

Select peer connection
[0 Create a new Peer Connection O =

Peer Connection

Select the target channel with which you want to create a Peer
Connection

Bilateral agreements can be applied to distinct ACP142 endpoints or circuits.

This allows specific parameters to be used when communicating with a specific remote ACP142
endpoint,

Target channel

iacp142-s4406e / HFAP-ONE HEADQUARTERS ACP142 55066 : | | Clear

Select the “target channel” “acpi42-s4406e .....
Press “Finish”

Peer connection created
_&] Welcome to Message Console Switch Configuration Management %

| Address Conversion Tables
| Routing Trees
w || Message Transfer Agents
— MU-OME.FIELD.MET
~ | | Channels
@ 822-local
{3 acp127

<

(&% acpl127shaper
v {08 acp142-s4406e
# HFAP-ONE HEADQUARTERS ACP142 55066
@ housekeeper

This completes the configuration of the External ACP142 S4406 MTA.
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Configure the External ACP142/Mule MTA

From the “Switch Configuration” view Right Click on “External Message Transfer Agents” and
select “New External MTA”

Add the External ACP142/mule MTA

[E] Create a new MTA (m] x

MTA type
Select the type of MTA you want to create

External MTA (Non Isode MTA, or non tailoring MTA)
() SMTP

O O«
g x
38
E]
a
>
g

(

O

J ACP 127 Station

ACP 142 (STANAG 4406 Annex E or MULE)

) X.400 Gateway (using the lsode or Open Group Gateway API)
) X.400 P1 over HTTP Gateway

o

(

(@)

[{

O

< Back Mext > Finish Cancel

Select “ACP 142 (STANAG 4406 Annex E or MULE)”
Click “Next >”.

The “Directory Name” can be any name you want that best describes the Remote MTA.

Name the External MTA
| [E] Create a new MTA O K
| MTA Naming

MThs can be named in a number of different ways, depending on the
context, To activate the host name validation, select another text field

The local Directory Mame in this configuration (defaults to MTA Name)
Directory Mame HFAP-ONE HEADQUARTERS ACP142 MULE|

< Back Next = Cancel
Click “Finish”.
Select the newly created acpi42 mule External Message Transfer agent.

Configure the External ACP142/mule MTA

& Welcome to Message Console Switch Configuration Management % Switch Operations

> [ Address Conversion Tebles
ACP 142 External

> [ Routing Trees

> [ Message Transfer Agents

~

EMCON status: @ Mormal (O EMCON () Silent () Disabled
External Message Transfer Agents

> =] HFAP-ONE HEADQUARTERS ACP127 55066 Use IP or S5066: (1P Q) S5066
> (=1 HFAP-ONE HEADQUARTERS ACP142 55066 Addresses
 [E HFAP-ONE HEADQUARTERS ACP142 MULE
~ [ Channels (8 5'5066 Address: 10.50.66.0]
[ acp142] CO-ACP 142 Address:
X400 Message Stores _
J [ Intermet Message Stores [ Manually set the Dest D 10.50.66.0

> S5066 Servers

> ACP127 55086 Access Points.
Fab Guard Servers

> SLEP 53066 Access Points

Static Multicast Address(es)

312 255
- 4k Add
() Use Static Multicast

Remove

List all addresses...

Apply| Cancel  Refresh

@ Help

Enter the S5066 Node Address of the Remote server in “S’5066 Address”

Uncheck “Use Static Multicast”.
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Click “Apply.
Right click on the acpi42 channel in the External MTA just created.

Rename channel menu option

5 Welcome to Meszage Console Suitch Configuration Management (23 Suitch Operaion:
5 . Address Conversion Tabies
> (1 Routing Trees. ACP 142 External
> [ Message Transter Agents EMCON status: © Normal OEMCON OSient O Disabled
< - Brtemal Message Transfer Agents
» 5 HFAP-ONE HEADQUARTERS ACP127 55066 UselP orss06s: O1P © 55066
> [ HFAP-ONE HEADQUARTERS ACP142 55066 Addre
v (=1 HFAP-ONE HEADQUARTERS ACP142 MULE esses
© = Channels 85506 Address: 1050860
— CO-ACP 142 Address
X400Mes  Rename. —
S Imtemetty Clone, OManualy setthe Dest D 1050560
5 US066Sen  CopyDN Static Multcast Addres(cs)
> ACPIZTS. e
Fab Guarc ...

- (0 Use Static Multicast
> [ SLEP 55066 Access Points

List all addresses.

@ e
Select “Rename ...”
Rename the channel “acpi42-mule”
Rename channel
[Z] Renaming External MTA Channel *

MName of the new External MTA Channel | acp142-muld

Press “OK”

Right click on the local “acpi42-mule” channel

Add peer connection menu option

| Address Conversion Tables
| Routing Trees

~ [ Message Transfer Agents
w =] MU-OMEFIELD.MNET
w [| Channels

@3 822-local
@ acpl127
@ acpl12Vshaper
{3 acp147-mul=
@ acpl Rename...
@3 hous Clone...
5 Imtp Copy DN

{2 mhss

P Delete...

@ milits 3

@ mim Copy this channel DN to clipboard
@3 mimi Add Peer Connection...

@; p3deliver
@3 p3server

Select “Add Peer Connection...”
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Select peer connection

[ Create a new Peer Connection [m] b4

Peer Connection

Select the target channel with which you want to create a Peer
Connection

Bilateral agreements can be applied to distinct ACP142 endpaints o circuits.

This allows specific parameters to be used when communicating with a specific remote ACP142
endpoint.

Target channel

acpl42-mule / HFAP-ONE HEADQUARTERS ACP142-MULE | | Clear

Select the “target channel” “acpig2-mule ...

Press “Finish”

Peer connection created

| Address Conversion Tables Py

| Routing Trees
~ || Message Transfer Agents
w =] MU-ONE.FIELD.NET
| | Channels
{5 822-local
@s acp127
@} acp127shaper
@ acp142-s4406e
!;Q; housekeeper
&5 Imtp
@5 mhsshaper
@ military-dl
@} mimecheck
2@3 mimeshaper
!;Q; p3deliver
G5 p3server
@5 smtp-auth
@s smtp-dl
@} smtp-external
2@3 smtp-internal
@z x400-dl
G x400mt
{3 x400p1
~ %Za_u‘s acpl42-mule
# HFAP-ONE HEADQUARTERS ACP142 MULE

This completes configuration of the Remote ACP142/S4406 mule MTA.

|Isode
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Complete the Service Configuration

At this stage you can now start the ACP142 and ACP127 Services. Using the Isode Service
Configuration Tool.

Enable and start the ACP142 and ACP127 Services
% Service Configuration = o X
Service Configuration  Operations  View Help

Isode Services ™

o Add |4 Refresh All [ Refresh 3 Remove

@ Isode M-Vault DSA Creation Service

@ Isode Cobalt server General Recovery Advanced

@ Isode Mas Service Name Isode M-Switch ACP127 Server
~ @ Isode DSA cn=dsa,o=Messaging System / Messaging Admin

v @ Isode M-Switch Queue Manager Service Status Stopped
@ Isode M-Switch 0S| Listener
@ Isode M-Switch SMTP Server
@ Iscde M-Switch ACP 142 Server Dz AT T SES
[P Isode M-Switch ACP127 Server| Product Latest Version Expiration Valid
@ Isode Event server M-Switch 12.1 31-Dec-2032 Q@ ves

@ Isode M-Box IMAP server M-Switch-Encryption Not activated /A @ o
@ Isede M-Box LMTP server

@ Isode M-Box POP3 server

@ Isede M-Box Management server

@ 'sode AuditDB Embedded HSOLDB Back-end Service
(@ Isede AuditDB Log Parsing Service

StartType  Disabled

| Apply  Cancel

Abort

Change the “Isode M-Switch ACP142 Server” and “Isode M-Switch ACP127 Server” “Start Type” to
“Automatic” using the dropdown and click “Apply” for each.

Modify Channel name

4, Service Configuration - O X
Service Configuration  Operations View Help

lsode Services ™.

@ Isode M-Vault DSA Creation Service
@ Isode Cobalt server General Recovery Advanced
@ Isode MAS
v @ Isode DSA cn=dsa,0=Messaging System / Messaging Admin
~ @ Isode M-Switch Queue Manager Service Status Stopped
@ 1s0de M-Switch OSI Listener
(@ Isode M-Switch SMTP Server
3 Isode M-Switch ACP 142 Server
Isode M-Switch ACP127 Server Product Latest Version Expiration Valid
@ Isode Event server M-Switch 19.1 31-Dec-2032 @ ves

e :‘M:E;V:'ECX 'L”;ﬁ';[&""” M-Switch-Encryption Not activated /A @ no
@ sode M-Box LMTP server

@ Isode M-Box POP3 server
@ Isode M-Box Management server Channel Name scp142-s4406¢
& 'sode AuditDB Embedded HSQLDB Back-end Service
& Isode AuditDE Log Parsing Service

Service Name  Isode M-Switch ACP 142 Server

Stat Type  Automatic

Product Activation Status

Apply  Cancel

Abort

When modifying the ACP 142 Server service, ensure that the channel name is “acpi42-s4406e”

To transport non mmhs messages using mule, add an additional acpi42 service.
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Add ACP142 Mule service

Service Configuration - o

Service Configuration | Operations  View Help

e Create Service > M-Vault >
Enable Logging M-Switch > Isode M-Switch Queue Manager
= Add [3] Refresk

M-BOX > Isode M-Switch OSI Listener

@ 1sode MAS Em
M-Store > Isode M-Switch SMTP Server

@ Isode M-Vault Stop All
Audit Database > Isode M-Switch File Transfer by Email Server

@ Isode Cobalt server

@ 1sode Harrier Web server
~ @ Isode DSA cn=dsa,0=Messaging System / Messaging Ad
v @ Isode M-Switch Queue Manager

Isode M-Switch ACP 142 Server

Service Status Isode M-Switch P1 File Server

@ Isode M-Box LMTP server

@ Isode M-Box POP3 server

@ Isode M-Box Management server

@ lsode AuditDB Embedded HSOLDB Back-end Service
@ Isode AuditDB Log Parsing Service

Isode M-Switch P3 Server
Channel Nam
Isode Alert Daemon

Isode Ican-Topo Web Configuration Server

Abort

Start Type Isode M-Switch ACP127 Server
S Productaci  ode M-Suitch UM Senver
(& Isode M-Switch ACP 142 Server Product ST AP S elid
@ 1sode M-Switch ACP127 Server Meswite | 50de M-Switch SLEP Server D ves
@ tsode Event server M-Swite Isode M-Switch Message Corrector ) o
@ lsode M-Box IMAP server < Isode M-Switch Manual Profiler

il

>

Apply G |
( 5 Apply ancel

sode

Select “Operations/Create Service/M-Switch/Isode M-Switch ACP142 server”.

Name the ACP142-mule Channel
. Create Service for lsode M-Switch ACP 142 Server (] x

Set Service Details

Use this page to set service properties

Service Mame lisode.pp.pmul
Start Type Automatic

Channel Mame a(pM?_—mu\el

Cancel

Ensure “Start Type” is “Automatic”
Name the channel “acpig2-mule”
Press “Finish”

Start the services using the option “Operations/Start All”

Services Started
Senvice Configuration
Service Configuration  Operations  View  Help

Isode Services .

= Add || Refresh All [ Refresh @ Stop X Remove

@ Isode M-Vault DSA Creation Service
@ Isode Cobalt server
@ Isode MAS
v @ Isode DSA cn=dsa,0=Messaging System / Messaging Admin

General Recovery Advanced

Service Name  Jsode M-Switch ACP 142 Server.2

~ @ 1sode M-Switch Queue Manager Service Status Stopped

@ 'sode M-Switch 0S| Listener
@ Isode M-Switch SMTP Server
@ Isode M-Switch ACP 142 Server

StartType  Automatic

Product Activation Status

@ 1sode M-Switch ACP127 Server
@ Isode Event server
@ Isode M-Box IMAP server

Product Latest Version
M-Switch 181

M-Switch-Encryption Mot activated

Expiration
31-Dec-2032
N/A

Valid

Q@ ves

@ no

@ Isode M-Box LMTP server

@ Isode M-Box POP3 server Channel Name acpl42-mule

@ Isode M-Box Management server
@ Isode AuditDB Embedded HSQLDB Back-end Service
@ lsode AuditDB Log Parsing Service

Abort

Apply  Cancel
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Configure the Routing Nexus

|Isode

From the MConsole “Switch Configuration Management” view select “Routing Nexus”.

Select the Routing Nexus

5] Welcome to Message Console Switch Configuration Management X Switch Operations

Click “New Nexus...”

Name the routing Nexus

@l c

Routing Nexus

Create a new Nexus

Nexus Name HEADQUARTERS MMHS

Description  MMHS Routes to HEADQUARTERS

Enter a “Nexus Name” and Description of your choice.
Click “Finish”.

New nexus created

peratoscan manage s chce using Divesionsview

Nows Moo Indection Descpton e Nerws.

et

Select the Nexus you have just created and Click “New MTA Group..

> [ Address Conversion Tables
> [ Routing Trees A Routing Nexus is a message routing abstraction that configures routing to one or more external MTAs.
[ Message Transfer Agents In simple operation only ane of the configured MTAs is enablecth that the Routing Nexus selects which MTA to-be used.
v 2 MU-ONE FIELD.NET
. Channels Operators can manage this choice using Diversions view:
& g2-tocal ARouting Nexs can also be used with Laser routing to direct a user to any external MTA.
> @ acpt2?
& s Nes WA ot/ ndrection occpion NewNewws
> @ acp142-s4406e New MTA Group.
@ housekeeper
Imtp it
; :::::":" Delete
@ mimecheck
@ mimeshaper
@ padelver
@ pisenver
smtp-auth
@ smtp-dl
@ smtp-extemal
@ smtp-intemal
@ xa00-d1
@ xd00mt
@ xa00p1
> @ acplaz-mule
5 [ Tables
> [ Directory Profiles
> [ Logs
[ Bxternal Message Transfer Agents
> [E HFAP-ONE HEADQUARTERS ACP127 55066
> (5 HFAP-ONE HEADQUARTERS ACP142 55066
> [ HFAP-ONE HEADQUARTERS ACP142 MULE
X400 Message Stores
> [ Intemet Message Stores
> [ S3066 Servers
> [ ACP127 55066 Access Paints
Fab Guard Servers
> [ SLEP 5306 Access Points sopy || Concel| [
@ Help

”
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Create ACP142 MTA Group

[C Create a new MTA Group o b
MTA Group
Create 2 new MTA Group, Select an MTA Infarmation, Channel or an
Indirection
Description MTA Group: HFAR-ONE HEADQUARTERS ACP142 55066
MTA Information HFAP-ONE HEADQUARTERS ACP1425
External MTA Channel (Optional) ~
ACP 127 Channel ~
Indirection ~

Select the ACP142 S5066 MTA from the “MTA Information” dropdown and Click “Finish”.
Repeat this for the ACP127 S5066 External MTA you have created.

Add the ACP127 MTA group
[C] Creste a new MTA Group a x
MTA Group
Create a new MTA Group. Select an MTA Informatien, Channel or an
Indirection
Description MTA Group: HFAP-ONE HEADQUARTERS ACP127 53066
MTA Information HFAP-ONE HEADQUARTERS ACP127 5 ~
External MTA Channel (Optional) ~
ACP 127 Channel ~
Indirection v

Cancel
Click “Finish”.

MMHS Nexus with Groups

Suitch B

Operators can manage tis choice using Diversions view.

Nexus MTA Info / Indirection Description Enable MNew Nexus.
New M Grou..
P127 s
P2 £l

Fa
CFTP 55065 Accesz Pointz

Note that the ACP142 S5066 routing group has been enabled. The switch nexus will use that
group for routing unless modified.

Repeat the above steps to create a nexus for internet traffic.

Click “New Nexus...”.

Enter a “Nexus Name” and “Description” of your choice.
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Routing Nexus for internet traffic
[E] cre ne s

Routing Nexus

Create a new Mexus

Mexus Name HEADQUARTERS Internet

Description  Internet Routes to HEADQUARTERS

Press “Finish”

Select the Nexus you have just created and Click “New MTA Group...”.

Mule MTA Group

[ Create a new MTA Group [m] e
MTA Group
Create @ new MTA Group. Select an MTA Information, Channel or an
Indirection
Description | M7 Group: HFAP-ONE HEADQUARTERS ACP142 MULE
MTA Information HFAP-ONE HEADQUARTERS ACP142 h ~

External MTA Channel (Opticonal)

ACP 127 Channel

Indirection

Select the ACP142 MULE MTA.

Press “Finish”

Two nexus created

WAt/ ndescion Decrpton
HEADGUARTRS e vt

e

=

HEADGUARTRS MOHS DA .
HF49.ONE HEADQUARTERS ACP.. MTA Group 7. ONE HEADQUARTERS A. L
HF49-ONE HEADQUARTERS ACD.. MTA Group HFA-ONE HEADQUARTERS A 21

|Isode

The nexuses are now created and we can configure the Address Mapping.
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Configure Address Mapping

|Isode

Address mapping is used to convert between SMTP and X400 addresses and vice versa.

From the “Switch Configuration Management” view, select “Main Address Conversion Table”.

Select the Main Address Conversion table

5 Welcome to Message Console Switch Configuration Management % Switch Operations

v [ Address Conversion Tables

@ Main Address Conversion Table Internet domain Mapping X.400 Prefix Profile

> [ Routing Trees

5 [ Message Transfer Agents

» [] Extemal Message Transfer Agents
X400 Message Stores

» [] Internet Message Stores

> [ 55066 Servers

5 [ ACP127 55066 Access Points
Fab Guard Servers

5 [/ SLEP 55066 Access Points

Appl

Click “Add”.

Select Per User Mapping
[Z]] Create a new Address Mapping [m] x
Address Mapping

Select the type of address conversion to use

Per User conversion uses a search based on a configurable filter to locate an entry for a specific
address. This entry contains the target of the address conversion.

Algorithmic conversion maps a section of the O/R Address space to and from a correspending
part of the Internet address space. The remaining unmapped portion of the address will be subject
to algorithmic conversion
Conversion controls

Oper User

() Algerithmic

< Back Next > Einish Cancel

Leave the default settings

Click “Next >”.

e address mapping

apping o x

150 3165 County Code

Dsingespace oMo [ ] ClMising pivp[ ]

Jouz
Jous

Leave the default settings
Click “Finish”.

Add

Edit

Delete...

Test

Cancel | Refresh

© Help
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Configure the Address Routing

From the Mconsole “Switch Configuration Management” view, Select “Main Routing Tree”.

Expand the Routing Tree and right click on “net”, Select “Add node”.

Add a routing node
[2] MConsole (Switch Configuration Management): messaging.admin@field.net
File Window View Messaging Operations Help

“& Welcome to Message Console Switch Cenfiguration Management

Address Conversion Tables
v Routing Trees MTA Info
~ & Main Routing Tree
SjE C=GB
vy~
G Add node
Messac Delete...

Externz Check Routing...
X400 Miessage scores

MTA Group

Enter “headquarters” for the “Domain Component Name”

Add headquarters node

# Createa Routing Tree node x

Enter a value for the new Demain Component Mame node

Doemain Component Name | headquarters]

Click “OK”.
In the “Routing Nexus” frame Select the Internet Routing Nexus you have created,

Configure headquarters route

2 Welcome to Message Console Switch Configuration Management X Switch Operations
» [ Address Conversion Tables
[ Routing Trees MTA Info
v @ Msin Routing Tree
> Eig C=08 MTA Group
~ @ net
@ field Add
2 9 nensr]
5 = Message Transfer Agents Eeme
» [ Bemal Message Transfer Agents Edit
X400 Message Stores

> [ Internet Message Stores

> [ 55066 Servers

5 [ ACP127 55066 Access Points
Fab Guard Servers

> [ SLEP 3066 Access Points

Subtree Information: () All children present (@ Not all children present

Routing Nexus

HEADQUARTERS Internet / Internet Routes to HEADQUARTERS

Domain Synonyms

Non-wildcard synonym

Wildeard synonym

0 Discard unmatched compenents on wildcard match ) Retain unmatched companents on wildcard match

Apply | Cancel | Refresh

Click “Apply”.
Right click on the new “headquarters” routing node.

Select “Add node”.
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Add mmhs domain component

[E] MCansale (5

File Window View Messaging Operations Help

&) Welcome to Message Console |

Switch Configuration Management > Switch Operations

| Address Conversion Tables
w [ Routing Trees
in Routing Tree

@ field
(] headquarters
~| Message Transfer Agents
| External Message Transfer Agents

Enter “mmbhs” for the

Press “OK”

Edit MTA info

2 Createa Routing Tree node X

Enter a value for the new Domain Compeonent Name node

Demain Component Mame | mmhsl

‘Domain Component Name”

& Welcome to Message Console Switch Configuration Management Switch Operations |

» [ Address Conversion Tables
v [/ Routing Trees
~ @ Main Routing Tree
> Ef# C=GB
~ (@ net
@ field
~ (¥ headquarters

> [ Message Transfer Agents

> [ External Message Transfer Agents
) X400 Message Stores

> [ Intemet Message Stores

> [L 53066 Servers

> [L) ACP127 55086 Access Points
Fab Guard Servers

> [ SLEP 55066 Access Points

MTA Info

MTA Group

Subtree Information: (O All children present @ Not all children present

Routing Nexus

HEADQUARTERS MMHS / MMHS Routes to HEADQUARTERS  ~

Domain Synonyms

Nen-wildcard synonym

|Isode

Add
Remove

Edit

Wildcard synonym

In the “Routing Nexus” frame Select the MMHS Routing Nexus you have created

Press “Apply”

© Discard unmatched components on wildcard match (O Retain unmatched components on wildcard match

Apply | Cancel | Refresh

© Help

Add the X400 routing entry “a=HEADQUARTERS” by right clicking over “C=GB” in the routing

tree

Add x400 node

[] MConsole (Switch Configuration Management): messaging.adm

File Window View Messaging Operations Help

5] Welcome to Message Console

Switch Configuration Mai

s || Address Conversion Tables

w || Routing Trees
v @ Main Routing Tree
v EIE C=GR
®/ Search Users...

@1 AgdNode..
v I

G Delete...

=] MU-OMNEFIELD.NET

Select “Add node”

v [ Message’ Check Routing...

-

i Main Address Conversion Table MTA Info

MTA G

v (@ net Add X400 User / Address...
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Add ADMD
# Createa Routing Tree node X

Enter a value for the new ADMD node

ADMD | HEADQUARTERS| | Single Space (1

Provide the ADMD “HEADQUARTERS”
Press “OK”

Associate with headquarters nexus

5 Welcome to Message Console Switch Configuration Management X . [Z3 Switch Operations |
> [ Address Conversion Tables
< [ Routing Tees MTAlnfo Fiters
@ Msin Routing Tree:
v i =68 [

) @ ADMD=FIELD

|Isode

> @ net

X400 Message Stores

> [ Internet Message Stores Subtree Information: O Al children present @ Nt all children present

> [ 55066 Servers

> [ ACP127 55066 Access Points
Fab Guard Servers Routing Nexus

> [ SLEP 53066 Access Points

Select the Routing Nexus “HEADQUARTERS MMHS”
Press “Apply”

Apply | Cancel  Refresh

© Help
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Reload Configuration

At this point it is good practice to “Reload the Configuration”

From the “Switch Operations” view, Right Click on your MTA.

Reload the Configuration
E MConscle (Switch Operations): messaging.admin@field.net

File Window VWiew Switch Channels Peer MTA Message Recipient Services Help
"8 Welcome to Message Console r Switch Configuration Management [ Switch Operat
=) Refresh % Refresh All | []Refresh every seconds| [1Hide empty channels | [ JEMC

~ () MU-ONEFIELD.NET (messaging.admin@field.net): 0 | Reoort Pranerties  Sendice
g B22-local = Refresh Switch
@@ acpl27 - ) ) )
& acpl127shaper Edit Switch Configuration
B acpld2 * Add
& housekeeper . '
[ Mod
& Imtp .ﬂ it
& mhsshaper = Remove
g2 military-dl e
& mimecheck & Di ot
& mimeshaper % Disconne
% p3deliver Connect to Service Control Manager
W pserver @ Disconnect from Service Control Manager
@ smtp-auth
@ smtp-dl M Increase maximum operation rate
@ smtp-external & Decrease maximum operation rate
@ smtp-internal
@ 1 dD0-dl Enable submission
%@ x400mt ®# Disable submission
B x400p1
& Enable all channels
& Disable all channels
Wy Check Routing...
@) Reload message queue
Ak Reprocess queue
@) Reload configuration

Select “Reload configuration”.

|Isode
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Populate Recipient Information

Recipient information is populated using Cobalt.

In a default evaluation, Cobalt will use TLS when communicating with the directory. So before
using Cobalt, we need to create some certificates and use them in enabling LDAP TLS support in
M-Vault.

Create an Isode PKI

These steps explain how to create an Isode PKI to generate certificates.
You may skip this step if you already possess a PKI infrastructure.
Create the directory “C:\IsodeCerts”

Open “Sodium CA” from the Windows Start Menu

Click “New”

On “Set Properties of the Certificate Authority” leave Defaults

Click “Create”

create ca

15 sodium CA Profile Managet || Newca [u] x

Configured CAs Set Properties of the Cerificate Authority

Use this page to set the display name, key passphrase and CADB
New... directs for the CA

Modify... Sodium CA Profile Name | BodiumCA
CADB Directory

Delete.

Ci\lsode\cadb-SodiumCA Change...| | Create

Encrypt..

Passphrase (Optional) : | | C1show

Set the CA to work with the Directory

Click “Next >”
In “Hostname” type the fully qualified host name (“MU-ONE.FIELD.NET”)
Click “Pick”

Browse to “cn=Messaging Admin,cn=Users,0=Messaging System”
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Pick CA Bind DN

1] Pick an entry to use for the bind DN

~ <World>

v o=Messaging System
cn=Address Book
en=Groups

v cn=Users
en=Messaging Admin

cn=White Pages
o=Messaging Switches

Selection | c Admin,cn=Users,0=M:

System

% 1 @

Click “OK”

Define bind password

1 New CA

ncel

o x
Set Bind Details for the CA

Isodle recommends that you configure the CA to work with  directory.

Use this page to set Bind details for connecting the CA to the directory.

Address: LDAP  ~ Hostname: MU-ONEFIELD.NET Port: 19389
Bind DN n=Messaging Admin, cn=Users,0=Messaging System Pick.
Bind Password: _esssssss|
Ostart TLS

«Back Next > Finish Cancel

In “Bind Password” type “Secreti+”

Click “Next >”

On “Select an Entry for the CA” browse to and select “o=Messaging System”

Click “Add”

create ca directory entry

Select an Entry for the CA
Use this page to select an Entry for the Certficate Authority

Choose a suitable location for the CA. Use "Add” to create a new entry below the selected
entry, or "Promote” to add the 'pkiCA" objectClass to the selected entry.

Existing "pkiCA" objects are shown with the icon: ,-)

Enter RDN for the CA
47 en= | MU-ONE C4|

~ @ <World> 4~ Promote
cn=config
o=Messaging System = Add..

[Z Enter RDN for the new CA entry X

| o=Messaging System

Cancel

|Isode

< Back

On “Enter RDN for the new CA” type “MU-ONE CA”

Click “OK”

Click “Next >”

On “Set Key Type, Subject and Subject Alternative Names” leave default options

Next » Finish Cancel

Evaluation Guide: M-Switch User Server

Page 57 of 87



|Isode

Click “Next >”

On “Certificate Status Sharing” leave Defaults

Click “Next >”

On “Set the CRL Distribution Point for the CA” leave defaults
Click “Next >”

On “Set the Access Description List for the CA” leave defaults

Click “Next >”

On “Set Basic Constraints and KeyUsage Extension” leave defaults

Click “Next >”
On “Generate Self Signed Certificate or CSR” select “Generate a Self Signed Root Certificate

generate self signed ca certificate
1 New CA o X
Generate Self Signed Certificate or CSR

Use this page to cither generate  Self Signed Root Certificate o CSRto
be signed by another CA

@® Generate a Self Signed Root Certificate
O Generate s CSR to be signed by another CA

Signature Algorithm | SHA2S6WITHRSA

Valid From | 22 September 2024, 16:26 | |Edit.

ValidTo |23 September 2034, 16:26 ] | Edit..
Lifetime

e Merths oo o

Reset

[include a CRL Distribution Point extensien in the CA certificate.

<Back Next > Finish Cancel

Leave the defaults.

Click “Next >”

On “Root CA Certificate” leave Defaults

Click “Next >”

On “Finish CA Configuration” press “Finish”

On "Sodium CA Profile Manager” select “SodiumCA”
Click “Open”

open configured ca

Configured CAs

SodiumCA

New.
Modify..
Delete.

Encrypt..

In “Password” type “Secreti+”

Click “OK”
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Select “Certificate for cn=MU-ONE CA, o=Messaging System”
Press “Export PEM ..”

On “Export Certificate for “ecn=MU-ONE CA, o=Messaging System”, browse to “C:\IsodeCerts”
Change Filename to “MU-ONE-CA-CERT.pem”

export root certificate

15 Export Certificate for " cn=MU-ONE CA,o=Messaging System" X

4 [« Local Disk(C) » IsodeCerts v | © || Search lsodeCerts

©

Organize v New folder = e

3 This PC Mame. Date modified Tpe

B 30 Objects
I Desicop
5] Documents
& Downloads
B Music

=) Pictures
B Videos

iy Local Disk (C:)

No items match your search.

= cmsw (emisod,

File e [VU-ONE-C-CERT

Saveastype: “pem

« videoldes Cone

Press “Save”

On “Certificate for cn=MU-ONE CA,o=Messaging System” exported Click “OK”

Change to “Certificate Requests” tab

CSR directory changed

[} Sedium CA - SediumCA (cn=MU-ONE CA,0=Messaging System) - o X
SodiumCa Operations Session View Help

Sodium CA X Sodium CA Logs

"', Browse Connected to “Idap://MU-ONE.FIELD.NET:19389" as "ci Admin,cn=Users,

System”
CA Components Certificates  Certificate Requests

Directory to search for CSR
Ci\lsodeCerts

| [change...] |Refresh

Subject Name Created File Name
< >
View Export PEM.. ExportDER.. IssueCertificate.. Delete...
Abort

Change “Directory to Search for CSR” to “C:\IsodeCerts”

Configure M-Vault to Support TLS
From the Windows Start menu, open “M-Vault console” and provide the password “Secreti+”

Populated M-Vault console

1] M-Vault Console:

File Help
@ Connect O stop ok Createn. ~ Q Scan ~

& Directory Servers  Shadowing Agreements (@) Failover (7) Multimaster

Profile. Server Hostname(s)
Managed Directory Servers

@ cn=dsa,o=Messaging System/ Messaging .. | cn=dsa,c=Messaging Sst... | MU-ONEFIELDINET

<

Abort Automatic scans disabled. Last scan: 11 January 2023 at 12:42:37 GMT

Double Click on the “Managed Directory server”
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Directory configuration
cn=dsa,0=Messaging System / Messaging Admin - M-Vault Console - [m] x
File Help

db Create v = Remowe () Refresh

% Configuration [J] Shadow Agreements £S5 Databsses L PeerDsAs Log Streams OCSP Services

Operation

& Losging The address(es) that the directory server listens on and that it advertises in the root
1} Superior Knowledge Type Hostname or netwark address Port number Add...
%;“EL %500 MU-OMEFIELD.NET 19999 =
LDAP  MU-ONEFIELD.NET 19389
X509
’ Remove

&7 Password Policy
[ Shadowing Selectors...

ailover

Multimaster Advanced...
@ HTTP Services

Ohuth

ocsp

(& Security Labels
[ LDAP Changelog

< >

[Selectors: (none)

Apply | Cancel

Abort +‘, Session is bound for "cn=dsa,0=Messaging System”. Last data refresh: 23 September 2024 at 16:3%:23 BST

Select “TLS” on the left-hand side of the “Configuration” tab

On the “Identities” tab Press “Create”

Create TLS identity

Sl = ging System / I M-Vault Console - o > Eq] Create TLS Identity for the Directory Server "cn=dsa,0=Messaging Sy.. o
File Help Setthe Key parameters and edit Subject DN
4 Create - = Remove @) Refresh Set the parameters for generating the key and edit subject DN if required
45 Configuration Shadow Agreements £S5 Databases L Peer DSAs Log Streams OCSP Services
Subject DN |rn=dsa, System
@ Address TLS (Transport Layer Security)
Operati
g N peration Management of identities and other configuration related to TLS. Algorithm for the Key
ogging ORsa CODsA OECDSA
1} Superior Knowledge Identities &\ SASL Attributes Trust Anchors Other CA Certificates LDAP Server
SasL Key S
1] = No identities have been configured for TLS, so any connections that require non-anonymous €y e
V) ciphers will be rejected Key Size |3072 +
X509
(7 Password Policy
Iy Shadowing Identity Key Type Creste
Failover
[ Multimaster e
@ HTTP Services
OAuth Pick...
[ ocsp R
Remove.
(@ Security Labels
[E, LDAP Changelog Vreq
Generate C5
Update...
LS Client Authentication optional
Trust CA certificates in identities VES
(D Require TLS in LDAP
Apply  Cancel
abort | WP Session is bound far “en=dsa,0=Messaging System". Last data refresh: 24 January 2025 at 13:11:06 GMT < Back Next > Finish Cancel

On “Set the Key parameters and edit Subject DN” leave defaults

Click “Next >”

On “Select and add Subject Alternative names and Clearance” leave defaults
Click “Next >”

On “Select X.509 Extensions”, press “Edit..”
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Extended Key Usage

=[] Extended Key Usage X

General Key Purposes
[ TLS WWW server authentication

[ATLS WA client authentication

[ Signing of downloadable executable code
[ Email protection

[ Binding the hash of an object to a time.
[ Signing OCSP responses

[ Microsoft Smart Card Login

[ Any Extended KeyUsage

Specific Key Purposes

Add.

Edit.

Remove

[ Mark as critical

Check “TLS WWW client authentication”

Press “OK”

X.509 Extensions Selected

=[] Create TLS Identity for the Directory Server “cn=dsa,o=Messaging Syste... a X

Select X 509 Extensions
Use this page to set additional X.500 extensions in the CSR

Extended Key Usage Extension

TLS WWW server authentication | TLS WWW client authentication ]
< Back Next > Finish Cancel

Press “Next >”

On “Certificate Request Contents” leave defaults

Press “Next >”

On “Send Request to a CA” press “Save PEM ...”

On “Choose a Directory” browse to “C:\IsodeCerts”

Click “Select Folder”

Back on “Send Request to CA” leave defaults
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populated send request to CA

=71 Create TLS Identity for the Directory Server *cn=dsa, 0=Messaging Syste. u} X

Send requestto a CA

Decide how you will send this Certificate Request to a Certificate Authority

The certificate request for "cn=dsa,o=Messaging System” must now be signed by a Certificate
Authority (CA). You can now:

Save the PKCS#10 format request to a file for the CA administrator to process

(suitable for Isode Sodium CA) Save PKCS#10...

Save the PEM format of request to a file for the CA administrator to process

(suitable for Isode Sodium CA) Save PEM...

Copy a PEM (base6 encoded) version of the request to the clipboard to be sent

toa CA (e.g. via email) Copy

The private key file will be removed and replaced with a PKCS#12 file once identity ereation has been
completed.

< Back Next > Finish Cancel

Click “Next >”

In Sodium CA:

Change to “Certificate Requests” Tab

Press “Refresh”

Ensure that the Certificate request is selected

Click “Issue Certificate...”

On “Certificate Signing Request” leave defaults

Click “Next >”

On “Select and add Subject Alternative Names” leave defaults
Press “Next >”

On “Select and Create X.509 Extensions” leave defaults

Press “Next >”

On “Set Validity and Signature Algorithm for the Certificate” leave defaults
Click “Next >”

On “Generated Certificate” press “Finish”

On “CSR Signed” Click “OK”.

Back in in M-Vault Console:

Select “The CA has provided a certificate”
Click “Next >”
On “User Certificate” leave defaults

Click “Next >”
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Other certificates
=i Create TLS Identity for the Directory Server "cn=dsa,0=Messaging Syste... O X

Other certificates

Specify other certificates to be used for the trust chain

The identity must include a chain of certificates that contains at least one CA certificate. A complete
chain includes all certificates from the end entity certificate to a self-signed CA certificate.

The wizard has found a self-signed CA certificate and so has a complete certificate chain for the
new identity.

Type Certificate Add certificate...
End entity cn=dsa,o=Messaging System

Self Signed CA cn=MU-ONE CA,0=Messaging System

< >

Chain status: | Certificate chain is complete

< Back Finish Cancel

On “Other Certificates” leave defaults

Click “Next >”

On “Finish directory servers Identity creation” leave defaults

Click “Finish”

On “Trust Root CA Certificate” dialogue click “Yes”

apply TLS identity
=[] cn=dsa,0=Messaging System / Messaging Admin - M-Vault Console - o X
File Help

3 Configuration [ ] Shadow Agreements == Databases L Peer DSAs Log Streams  [E] OCSP Services

@ Address TLS (Transport Layer Security)

0y i

i Management of identities and cther configuration related to TLS.
£f Logging
{}t Superior Knowledge ldentities /i, SASL Attributes Trust Anchors Other CA Certificates LD/ * | *
[¥] sast

The directory server can have one identity for each of the supported key types
(RSA, DSA and ECDSA) which is stored in a passphrase-protected PKCS#12 file

[} Shadowing dentity Key Type
[Jj Failover

[ &£ cn=dso,0=Messaging System RSA o

@ HTIP Services

[ Okuth Pick...

=Jo Remove..
", Security Labels

[, LDAP Changelog View

Generate CSR...

B 5| | Update.. v

Apply | | Cancel

Abort 4“ Session is bound for "cn=dsa, 0=Messaging System". Last data refresh: 23 September 2024 at 16:3%:23 BST

On “Configuration” tab press “Apply”

Close the “M-Vault Console” configuration dialogue
Go to the “Isode Service Configuration” tool.

Select “Operations/Stop all”

Wait for the services to stop

Select “Operations/Start all”
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Initial Cobalt Configuration.
Browse to “https://localhost:8001”

The browser will provide a security warning. Choose an option to override the warning

Use an existing directory server

< @ © Notsecure | Bitps//localhost8001/config

Initial Cobalt Configuration

Initial Server Configuration

Use an existing directory server or create a new one for storing Cobalt configuration and domain data

Directory server Choice

Choice of using an existing directory server or creating a new one
Create a new directory server
ﬁ Use an existing directory server

Use Cobalt configuration from an existing directory server

4

On “Initial Server Configuration” select “Use an existing directory server’

Press “Next”

Define Cobalt directory server

Initial Cobalt Configuration

Initial Server Configuration (2/3)

Existing Directory Server Address and Bind Credentials

Master irectory s
Theh

MU.ONEFIELDNET

Master Directory Server Port

19389 Use default

choose

Ensure the “Master Directory Server Hostname” correctly references your DSA

Click “Choose”.

Locate Messaging Admin

Search for cobalt server dn x
mess = MU-ONEFIELD.NET:19389
Messaging System o=Messaging System
Messaging Switches o=Messaging Switches 0=Messaging System

messaging.admin@field.net

Mes: Ad
Scas Ll cn=Messaging Admin,cn=Users,0=Messaging System

Messaging Configuration Managers cn=Messaging Configuration Managers.cn=Groups,0=Mess:
Messaging Configuration MU-ONE  cn=Messaging Configuration MU-ONE.o=Messaging Switche

Messaging Configuration Viewers  cn=Messaging Configuration Viewers,cn=Groups,o=Messag

e cancel

Start typing your “Initial Directory User”, Select it and Click “Select”.
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Scroll down and enter the Password for the “Initial Directory User”.
Set “TLS Identity Check” to “False”

Press “Choose” next to “Configuration Naming Context”

Select configuration naming context

Select configura X

Messaging System o=Messaging System

lect Cancel

Click on “Messaging System”

Click “Select”

Configuration Naming Context Selected

Master Directory Server Hostname
The hostname of the LDAP server that holds users and roles

MU-ONE.FIELD.NET

Master Directory Server Port

The port number of the LDAP server that halds users and roles

19389 Use default

Cobalt Server DN Required

The bind DN to be used by the Cobalt Server when connecting to the master directory server

cn=Messaging Admin,cn=Users,0=Messaging System Choose

Cobalt Server's bind password
The password associated with the bind DN, which the Cobalt Server uses when connecti... More

TLS Identity Check
Perform hostname check. More.

o False True Use default

Configuration Naming Context

Naming context under which the Cobalt cenfiguration will be stored and first domain will...

0=Messaging System Choose

m Back Cancel

Click “Next”
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Define Cobalt domain

Initial Server Configuration (3/3)

Details about location of users and configuration

Domain

Domai
The do

field.net

Admin’s Full Name
Name of the initial Cobalt Administrator

Cobalt Admin

Admin's mail ID
ID of the initial Cobalz Administrator to be used for logging into Cobalt

cobalt.admin @field.net

Secreti+ = Show  Generate

Set the “Domain” to be “field.net”

Enter a Name of your choice for the “Admin’s Full Name”.
We will use “Cobalt Admin”

Enter a Password of your Choice for the “Admin’s Password”.

Click “Finish”.

You will be presented with the Cobalt login screen.

Cobalt Login Screen

AN
p o
]
Cobalt
Username:
Password:

Enter the Cobalt Admin Email address and password

Cobalt login credentials

5

Cobalt

Username:

cobaltadmin@field.net

Password:

Secreti+ = ‘

Click “Login”.

Evaluation Guide: M-Switch User Server Page 66 of 87



Cobalt Role Selection

&
‘U
Cobalt

"cobalt.admin@field.net" has multiple
authorizations. Select which one to use

Cobalt Administrator
field net: Manage Everything

field.net: Myself

Cancel

Select “Cobalt Administrator” role.

Click “Continue”.

Define Cobalt Domains and Features

Initial domain configuration
cobalt.admin@field.net

i Cobalt Domains

£ Configuration
field.net

M Domains.

Directory Servers

2o Administrators

P nsws

Press the “+”

Configure mmbhs.field.net domain

Add domain cobalt.admin@field.net

iiu Cobalt

£ Configuration
Domain Configuration
S Domains

- Domain Name

mmhs feldne

Rp—

P wsus DirectoryServer for the Domain
Selece drecy server rom e confgured

NE.FIEL

mail B3 use default

In “Domain Name” type “mmbhs.field.net”

Press “Add”
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mmbhs.field.net domain added

cobalt.admin@field.net

i%, Cobalt Domains

£X cConfiguration

field.net mmbhs.field.net

Domains

=8 Directory Servers

Administrators

P HsMms

Under the “mmbhs.field.net” domain press “Settings”

Enable MMHS

i'!'u Cobalt Domain Settings (mmhs.field.net)

Domains > Settings (mmhsfield.net)

@field.net

£ configuration

i Default Military Address List Channel
[ pemrts Default channel name for new military address lists

& Directory servers military-al Use default

S0 Administrators

Manage Directory Server Groups for this Domain

Check this to facilitar nt of directory server groups for the domain by util,

P Hsms

False | True

the domain supports

False @ True

Support HSM Identity
Checkthis to enable HSM (Hardware Security Module) Identity support for the domain

False  True

Pass-through
Domain used by the

Never use passthrough +

Override Base DN for Domain Users
If specified, this will be used as the distinguished name of the entry below which the dire.

Choose

E cance!

Change “Support Military Message Handling (MMHS)” to “True”
Press “Update”

Repeat the above steps to add the domain “mmhs.headquarters.net”

Repeat the above steps to create the domain “headquarters.net” but for this domain, don’t enable
Military Messaging.

You should now have 4 domains:
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Domains created

an . cobalt.admin@field.net
i cobalt Domains s
2 Configuration
field.net headquarters.net
Domains
& Directory Servers
Administrators trators - anage A trai
mmbhs.field.net mmbhs.headquarters.net

Click “Features” of the domain “mmbhs.field.net”

Ensure only the following domain features are checked:
Role Based UAs

Organizations (Profiled Addresses)

Profiler Configuration

mmbhs.field.net domain features

Domain Features (mmhs.field.net) cobalt.admin@field.net

i Cobalt

eld.net)

X configuration
Domain features

P Domains Configure domain features

== Directory Servers
Supported Features

Select all features supported for this domain

ao Administrators

XMPP Users Messaging Users
P Hsms £3 Role Based UAs Internet Distribution Lists
Military Address Lists Redirections
Routed UAS ':,.; Organizations (Profiled Addresses)
[ Profiler Configuration FTBE Users
Spe(\a\ Accounts User Groups
Isode Servers OAuth

Press “Update”

Repeat the last steps so that the domain “mmbhs.headquarters.net” has only the following features:

Role Based UA’s

Organizations (Profiled Addresses)

For the domain “field.net” enable only the features “Messaging Users” and “Redirections”

For the domain “headquarters.net” enable only the features “Messaging Users”
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Press “Manage Administrators” under “mmbhs.field.net”

mmbs.field.net administrators

Administrators (mmbhs.field.net)

Domains > Administrators (mmbs.field.net)

Name Domain

Manage Everything mmbsfield.net
Users and Roles Manager mmbs.field.net
Users Manager mmbs.field.net
Roles Manager mmbs.field.net
OAuth Administrators mmhs.field.net
Users and Roles Viewer mmbs.field.net

Select “Manage Everything”

Mmhs.field.net manage everything
mmhs.field.net: Manage Everything

Domains > Administrators (mmhsfield.net) > Manage Everything

Cobalt Administration Role

Manage users that can occupy this administration role

Domain

mmhs field.net

Name

Manage Everything

Users that can occupy this role

<Empty >

Press “Search”

cobalt.admin@field.net

Number of Occupants

0

0

0

search...

Change the domain to “field.net”

Type “c” in search box

Check “Cobalt Admin”

Search for Cobalt admin

Search for User ID

c @ fieldnet
2 select all

a Cobalt Admin cobalt.admin@field.net

cobalt.admin@field.net

Press “Select”

Cancel

cobalt.admin@field.net
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Cobalt Admin Manages everything

mmhs.field.net: Manage Everything cobalt.admin@field.net

nistrators (mmhsfield.net)» Manage

Yhing

Cobalt Administration Role

Manage users that can occupy this administration role

Domain

mmhs field.net

Name

Manage Everything

Users that can occupy this role

Cobalt Admin Search

m Caneel

Press “Update”

mmbhs.field.net has a manager

Administrators (mmhs.field.net) cobalt.admin@field.net

Domains % Administrators (mmhs.field.net)

Name Domain Number of Occupants
Manage Everything mmhs.field.net 1
Users and Roles Manager mmhs.field.net 0
Users Manager mmhs.field.net 0
Roles Manager mmhs feld.net 0
OAuth Administrators mmhs field.net 0
Users and Roles Viewer mmhs.field.net 0

Make cobalt.admin@field.net Full administrator of the domains “headquarters.net” and
“mmbhs.headquarters.net” by following the instructions above.
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Configure the local mailboxes and remote users

We will switch to the “field.net: Manage Everything” Role. Click on “cobalt.admin@field.net.net”
in the top right corner.

Cobalt change role

Account

Product Activation

Customer Reference:  August 2026

Product: Cobalt
Version: 1.5v4-0
Versions up to: 15
Expiry date: 31-DEC-2032
Features: TLS
Update product Update Key
features
Deactivate this product Deactivate
Switch View
Notifications
Logout

End All Sessions

Cobalt Administration Guide

Third Party Software

Click “Switch View”.

Switch to field.net view

£5

Cobalt

"cobalt.admin@field.net" has multiple
authorizations. Select which one to use

Cobalt Administrator
field.net: Manage Everything
headquarters.net: Manage Everything

mmhs.field.net: Manage Everything

mmhs.headquarters.net: Manage
Everything

field.net: Myself

Cancel

Select “field.net: Manage Everything”

Click “Continue”.
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Field.net users

<« C A Notsecure | hitps://localhost:8001/users A s T= g

izu Cobalt Users E 5?’

n@field.net

8% Users Full Name Mail Status Last Authentication

Cobalt Admin cobalt.admin@field.net Active <Unknown>
© Redirections

&¢ Domain Administrators

With “Users” selected on the left-hand side Click “Add”.

Populate details for “Jack Sparrow”, starting with his name. Since this is the local domain, ensure
Jack is provided with a password to authenticate. You may want to add a wide variety of user
information via this dialogue, which stores information in the directory. This information may
also include picture or certificate information. Please feel free to explore the tabs available to see
the information that could be stored.

Populate Jack Sparrow

Add User cobalt.admin@field.net

i";, Cobalt

Users> Add

8% Users
User Entry

€ Redirections Attributes for this user

2o Domain Administrators Personal Contact Photo/Certificate  Messaging ~ Advanced
Full Name

Jack Sparrow

Given Name

Jack

Surname

Sparrow

User Password

Secreti+ m show  Generate

Scroll to the bottom of the page and press “Add”

Add Jack Sparrow

Add User

2%, cobalt

Primary Email Address

arthurlowe @headquarters.net

©Oheadquarters.net

Note that “Jack Sparrow” has been added to the directory
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Jack Sparrow added

an cobalt.admin@field.net
&%, Cobalt Users 2 W ot
38 Users Full Name Mail status Last Authentication
Cobalt Admin cobalt.admin@field.net Active <Unknown>
& Redirections
Jack sparrow jack sparrow@field.net Active <Unknown:

0 Domain Administrators

Switch the Cobalt view to the “mmbhs.field.net” domain
Select “Role Based UA’s”

Empty Role based UA’s

Y Role Based
4
&% Cobalt UAs [ e |

£1 Role Based UAs

&5 Organizations (Profiled A.

Click “Add”
In “Display name” type “FIELD CAPTAIN”

Ensure “Role Email address” is “captain”

Populate Role

3 Add Role B d UA
&Y, cobalt ole Base

Role Based UAS > Add

£22 Role Based UAs

Role Based UA

&l Organizations (Profiled A. Arole based mailbox, specifying users that can occupy the role

4, Profiler Configuration Role Contact Photo Certificate MMHS Messaging Redirection

20 Domain Administrators Display Name

FIELD CAPTAIN

Role Email Address

captain @mmhs.field.net

Alternative Emai

@mmbs field.net

Empty> Choose

Press “Choose” to select a role occupant for “FIELD CAPTAIN”

select Role Occupant

Search for users that can occupy the role x

i @  field.net 4

B3 select il

jack.sparrow@field.net

k S|
Jack Sparrow cn=Jack Sparrow,cn=Users,cn=field.net,cn=Cobalt Data,o=

Jack Sparrow

B3

Search for “j” in domain “field.net”

33
J
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Check “Jack Sparrow”
Press “Select”

Change to “MMHS” tab.

Populate MMHS information
Add Role Based UA

Role Based UAS > Add

Arole based mailbox, specifying usars that can occupy the role

Role Contact Photo Certificate MMHS  Messaging

Plain Language Address

Plain language address name usedin ACP127

FIELD CAPTAIN

Routing Indicator
Routing indicator used in ACP127 addressing

RIFIELD

STANAG 4406 Address

STANAG 4406 address (X.400 O/R Address).

JCN=FIELD CAPTAIN /P=54406/A=FIELD/C=GB/

Maximum Plain Text Line Length

Thisis used for ACP127 and is generally set o a value of 69.

Charset Restrictions

Allowed charset for messages sent to this role

No option selectad

at the start of this guide.

Scroll to the bottom of the page and press “Add”

Note that the Role has been added to the directory.

Role added

an Role Based
£4
&Y, Cobalt e
£22 Role Based UAs Name
FIELD CAPTAIN

55 Organizations (Profiled A...

Select “Organizations (Profiled Addresses)”

Empty Organizations

i Cobalt

£:1 Role Based UAs

&5 Organizations (Profiled A...

Click “Add”

Organizations
(Profiled Addresses)

Redirection

” o«

Populate “Plain Language Address”,

In “Name” type “BLACK PEARL”

Ensure “Email address” is “blackpear!”

Cancel

captain@mmsfield.net
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Routing Indicator” and “Stanag 4406 address” from the table
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Populate Organization

Add Organization (Profiled Address)

‘Organizations (Profile

i'iu Cobalt

re.. >Add

Role Based UAs

Organizations (Profiled Addresses)

433 Organizations (Profiled A... This address represents an organization: emails sent to this address will be processed by the profiler channel,
which will distribute the mail according to rules defined for that channel. Domains that use ‘Draft and Release
can use the Members'tab, to configure a list of roles that are allowed to send messages that come 'from’ this
organization

4 Profiler Confi

Domain Administrators
Profiled Address Members ~Messaging MMHS Photo  Advanced

Name

BLACK PEARL

Email Address

blackpearl @mmbs.field.net

E Gancel

Select the “Members” tab

Organization Empty Members

Add Organization (Profiled Address)

tion: >Add

iiu Cobalt

Role Based UAs

Organizations (Profiled Addresses)

&%a Organizations (Profiled A... This address represents an organization: emails sent to this address will be processed by the profiler channel,
which will distribute the mail according to rules defined for that channel. Domains that use 'Draft and Release'
can use the Members'
organization.

0 ‘Profler Coufiguration . to configure a lst of roles that are allowed to send messages that come ‘from’ this

¢ Domain Administrators
Profiled Address ~ Members Messaging MMHS  Photo  Advanced

Sending Roles

<Empty Choose

Member Capabilities

Specify the Draf

t and Release

No Organization Members:

Press “Choose”

Select sending roles

Select sending roles

mmbhsfield.net N

Select All

captain@mmhs.field.net

AT cn=FIELD CAPTAIN,cn=RoleUAs,cn=mmhs.field.net.cn=Col

FIELD CAPTAIN

‘ ‘ Cancel

Select “FIELD CAPTAIN”

Press “Select”
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Check “Can Release”

Select the dropdown and select “Always sends direct”

Populated Organization members

Organizations (Profiled Addresses)

This address represents an organization: emails sent to this address will be processed by the profiler channel,
which will distribute the mail according to rules defined for that channel. Domains that use 'Draft and Release’
can use the 'Members' tab, to configure a list of roles that are allowed to send messages that come 'from’ this
organization.

Profiled Address  Members Messaging MMHS Photo  Advanced

Sending Roles
List of roles that are allowed to draft or send messages with "From:" set to the organization

FIELD CAPTAIN

Choose
Member Capabilities
Specify the Draft and Release capabilities for each member
FIELD CAPTAIN: B can release
Always sends direct 3

Default releaser

m b

Change to “MMHS” tab.

Populate MMHS information
Add Organization (Profiled Address)

Organizations (Profiled Addre... » Add

Organizations (Profiled Addresses)

This address represents an organization: emails sent to this address will be processed by the profiler channel,
which will distribute the mail according to rules defined for that channel. Domains that use 'Draft and Release’
can use the 'Members' tab, te configure a list of roles that are allowed to send messages that come 'from’ this
organization.

Profiled Address Members  Messaging MMHS Photo  Advanced

Plain Language Address
Plain language address name used in ACP127

BLACK PEARL

Routing Indicator
Routing indicator used in ACP127 addressing

RIFIELD

STANAG 4406 Address
STANAG 4406 address (X.400 O/R Address). More

/CN=BLACK PEARL/P=54406/A=FIELD/C=GB/

|Isode

Populate “Plain Language Address”, “Routing Indicator” and “Stanag 4406 address”.

Press “Add”

Note that the Organization has been added to the directory.

Organization added

Pes
xlu Cobalt Organizations (Profiled Addresses) Delete
Name Mail

BLACK PEARL blackpeari@mmhs field.net

&% Organizations (Profiled A...

Switch Cobalt view to “field.net” domain

Select “Redirections”

cobalt.admin@field.net
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Press “Add”

Postmaster redirection
Add Redirection

i Cobalt

R 55 Acd
: U

Redirection
@ Redurections Redirection from one or more email addresses in the domain to anather email address
"y e e
20 Domain Administrators

Name

String Seseribing an idsns e for this radiecson

POSTMASTER

Any message sent to this emall address

postmaster ©field.net

or to any of the the following addresses

@field.net

will be redirected to this email address

radio.operator@mmns field.net Search...

[ o | Cancel

Populate the “POSTMASTER” redirection with “Name”, “address” and “redirected address”
“radio.operator@mmbs.field.net”

Select Entry type “Hidden”
Press “Add”

Note that the redirection for “postmaster” has been added.

Postmaster redirection added

an -
x Cobalt Redirections Add
&% Users Name Mail sent to Is redirected to

POSTMASTER postmaster@field.net radio.operator@mmibs field.net

& Redirections

&9 Domain Administrators

Repeat the above steps to add the redirection “Garbled Data”
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Garbled data Redirection

i Cobalt

82 Users

& Redirections

&o Domain Administrators

GARBLED DATA

Redirection

Redirection from one or more email addresses in the domain to

Name

String describing an identifir for this redinection

GARBLED DATA

Any message sent to this email address

garbled.data

or to any of the the following addresses

will be redirected to this email address

radio.operator@mmbs field.net

Entry Type

Type of entity that this redirect paints t

Hidden

|Isode

another email address

@field.net

@field.net

Search...

Add the remaining users, roles and organizations into the relevant domains from the table at the
start of this document. Users in the headquarters.net domain will not require a password.

The gateway entity gateway@field.net does not require a mailbox or redirection.

Evaluation Guide: M-Switch User Server

Page 79 of 87


mailto:gateway@field.net

|Isode

Configure a Profiler Rule
Switch Cobalt view to the “mmbhs.field.net” domain
Select “Profiler Configuration” from the left pane
Empty Profiler configuration

i Cobalt Profiler Configuration

The profiler will use the configuration that is marked "Active”
Role Based UAs

nizations [(Profiled A...

Profiler Configuration

» Domain Administrators

Click the “+” button
In “Profile Version Name” type “v1”

In Profile Version Description” type “Eval Guide”

Add Profiler Configuration

i Cobalt Afid Profiler it?gfigura(ion

Profiler Configuration Version

Attributes of a specific version of profiler configuration

4% Profiler Configuration
Profile Version Name.

20 Domain rs w

Eval Guide

Press “Add”

Select the 3 dots to the right of v1 (inactive)

Profiler configuration

Profiler Configuration

The profiler will use the configuration that is marked "Active"

v H

Make Active...
Clone...

Delete...

SIC Coverage

Select the option “Make Active ...”
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Confirm Profile Activation

Confirm Action Execution

Are you sure you want to make v1 the active profiler configuration ?

Cancel

Press “Yes I'm sure”

Profile Activated

Profiler Configuration

The profiler will use the configuration that is marked "Active"

v1

Select “Rules”

Click “Add”

Add New SIC Rule

Select Rule Type

Rule Type  SIC

Cancel

Set the “Rule Type” to “SIC”
Click “Select”

In “Rule Name” type “SIC Rule A1A”
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New Profiler Rule
Add Profiler Rule (SIC)

Profiler Configuration  Rules (v1) > Add

Profiler Configuration Rule

Attributes of a rule in a plan

Rule Name
String identifying this rule

SIC Rule ATA

Rule Type
Rule type

sic

Target Organization
If omitted, then any organization will be matched

<Empty> search...

SIC to match
SICs containing a complete SIC (e.g., A1A) or & pattern where * matches one or more cha... More

Action Addresses
List of action addresses

Under “Target Organization” Press “Search”

Select Organization to be Profiled

Select Email Address x
mmbs.field.net ¥
BLACK PEARL (RIFIELD/BLACK PEARL) blackpearl@mmhs field.net

ele cancel

Select “BLACK PEARL”
In “SIC to match” type “A1A”

Under “Action Addresses” press “Search”
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Select Action Address
Select Email Address X
mmhs.field.net 4
Select All
n FIELD CAPTAIN (RIFIELD/FIELD CAPTAIN) captain@mmhs.field.r

FIELD RADIO OPERATOR (RIFIELD/FIELD RADIO OPERATOR) radio.operator@mmh

SERVICE MESSAGES (RIFIELD/) service. messages@mi

captain@mmhsfield.net

Cancel

Check “FIELD CAPTAIN”
Press “Select”

Add “FIELD RADIO OPERATOR” to “Info Addresses”

Populated Profiler Rule
Add Profiler Rule (5IC)

profiler Configuration > Rules (v1) » Add

SICRule ATA

Rule Type
Rule type

Target Organization
If omitted, then any organization will be matched

BLACK PEARL search...

SIC to match
SICs containing a complete SIC (e.g., A1A) or a pattern where * matches one or more cha..

AlA

Action Addresses
List of action addresses

Name Email
FIELD CAPTAIN captain@mmbs.field.net x
Search... Add To List
Info Addresses

List of info addresses

Name Email

FIELD RADIO OPERATOR radio.operator@mmhs.field.net x

Click “Add”
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Profiler Rule created

Profiler Rules

Profiler Configuration > Rules (v1)

ia“ Cobalt

Name Type

SICRule ATA sic

Target Organization

RIFIELD/BLACK PEARL
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Configure the Profiler Channel

From the “Mconsole” “Switch Configuration Management” view Right-Click “Channels”
Select “New Channel”

Select “Profiler” from the dropdown.

Add Profiler Channel
& MConsole (Switch Configuration Managemen in®| [ Create @ new MTA channel o X - O
File Window View Messaging Operations Help
Channel type and name
51 Welcome to Message Console Switch Configuration Manage|
Select the type of channel you want to create, and give it a name.
~ =] MU-ONEFIELD.NET "~ A

~ | Channels
222-local A sequence of MTA

well as relaying or
acp12? ¥ing

. Profiler v
acp127shaper Channels are also ement operations,
acpld2-mule e.g. checking the ¢ Profiler: content based list expansion
acpl42-sddD6e
housekeeper
Imtp
mhsshaper
military-dl
mimecheck

Channel Type ound messages as

Channel name | profiler

mimeshaper
p3deliver
plserver
smtp-auth
smtp-di
smtp-external
smtp-internal
x400-dI
400mt
x400p1 e
“| Tables
@ Routing Nexus Apply| | Cancel

flantid < Back Next > Cancel

© Help

Press “Finish”

Select the new “profiler” channel.
Select the “Program” tab

Select “Pick”

Browse to “cn=Default,cn=Profiler,cn=mmbhs.field.net,cn=Cobalt Data,o=Messaging System”.

Select Default Profile

@ 9 g - O
File Window View Messaging Operations Help
5] Welcome to Message Console Switch Configuration Management 3 Switch Operations
w =1 MU-ONE.FIELD.NET ~ ~

« £ Channels Main  Program  Advanced| «

3 822-local

wepizr Programtorun  profiler

137sh, v <World> -~

it L] - ]
K en=corfi

acpl42-mule < 9

acpld2-s4406e ~ o=Messaging System

{
{
{
§
§
Program Specific Variables en=Address Book
F
: :wtusekaﬁpﬁr ~ cn=Cobalt Data
Gimey Main  In o cn=config
@ mhsshaper cn=field.net
; iy
‘ m“"“ﬂ;d'k Config File | switc cn=hesdquarters.net Browse...
; m‘me:hac ~ cn=mmhs.field.net
§ mimeshape cn=ProfiledUAs
G padeive Cobalt DN ~ cn=Profiler || [pick..
@ p3server cn=Default
@ smtp-auth en=v1
} _ -
smip-dl cn=RoleUAs
@ smtp-external cn=Users
@ smtp-internal = -
@ x400-dI
ey Selection | cn=Defautt,cn=Profiler,cn=mmhsfield.net, cn=Cobatt Data,0-Messaging
B x400p1 i
@ profiler
e [k ]| concel Apply | Cancel

£5 Douina bl

@ Help

Click “OK”
Click “Apply”
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Test Message Routing

We need to check that messages are going to be routed as we expect. From the “MConsole”
“Switch Configuration Management” view Top Menu.

Check address routing option

[ MConsole (witch Ce - o x
Fie

> 2t [ Switch Operations

v 2 a9 Sytem Check.
23 HEAP-ONE HEAUGUAKIERS ALY 12/ 35060
23 HEAP-ONE HEADQUARTERS ACP 142 MULE. &
23 HFAP-ONE HEADQUARTERS ACP142 5066
X400 Message stores o

Routing Nexus

Peintz
@ MU-ONEFIELDNET:1
v SLEP 55066 Access Ponts
il MU-ONEFIELONET:T

@ Help

Select “Messaging—>Check Address Routing..”

Enter the Address you want to check the routing for and press “Check Address”
Address Routing checked
[Z] Check Routing X

Test email address routing
Click on the 'Check Address' to start the test

Basic  Adwanced

Switch: | MU-OME.FIELDLNET

Address To: radic.operator@mmhs.headquarters.net | Edit|  Swap Addresses

Address From: Edit [include From Address

rfc822address: radic.operator@mmbhs.headquarters.net

x400address: /CN=HEADQUARTERS RADIO OPERATOR/PRMD=54406/ADMD=HEADCQUARTERS/C=GE/

delivered-mta: cn=acp142-s4406e cn=HFAP-ONE HEADQUARTERS ACP142 55066, cn=Messaging Configuration MU-OME, o=Messaging
delivered-channel: acp142-s4406e

channel-weight: 5

< >

Check Address

Close

Note the address translation and routing information provided.

Changing routing nexus information will change routing generated in this tool.
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Copyright

The Isode Logo and Isode are trade and service marks of Isode Limited.

All products and services mentioned in this document are identified by the trademarks or service
marks of their respective companies or organizations, and Isode Limited disclaims any
responsibility for specifying which marks are owned by which companies or organizations.

Isode software is © copyright Isode Limited 2002-2026, All rights reserved.

Isode software is a compilation of software of which Isode Limited is either the copyright holder
or licensee. Acquisition and use of this software and related materials for any purpose requires a
written licence agreement from Isode Limited, or a written licence from an organization licensed
by Isode Limited to grant such a licence.

This manual is © copyright Isode Limited 2026.
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