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Isode and Isode are trade and service marks of Isode Limited.

All products and services mentioned in this document are identified by the trademarks or
service marks of their respective companies or organizations, and I sode Limited disclaims
any responsibility for specifying which marks are owned by which companies or
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I sode software is © copyright Isode Limited 2002-2025, all rights reserved.
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1 Software version

This guide is published in support of 1sode M-Switch R19.1. It may also be pertinent to
later releases. Please consult the release notes for further details.

2 Readership

This guide isintended for administrators who plan to configure and manage advanced
features of the Isode M-Switch message switch. For detailed information on Operating
M-Switch, use the complementary volume the M-Switch Operator's Guide . Administrators
who plan to configure and manage more basic features of the I sode M-Switch message
switch use the complementary volume the M-Switch Administration Guide .

3 How to use this guide

You are advised to read through Chapter 1, Overview, before you start to set up your
messaging system.

4 Typographical conventions

Thetext of this manual uses different typefaces to identify different types of objects, such
as file names and input to the system. The typeface conventions are shown in the table

bel ow.

Object Example

File and directory names isoentities

Program and macro names mkpasswd

Input to the system cd newdir

Cross references see Section 5, “File system place holders”
Additional information to note, or awarning|Notes are additional information; cautions
that the system could be damaged by certain|are warnings.

actions.

Arrows are used to indicate options from the menu system that should be selected in
sequence.

For example, File -~ New meansto select the File menu and then select the New option
fromit.

Preface


../swopg/SWOPG.pdf#Overview_01
../swadm/SWADM.pdf#Overview_01

M-Switch Advanced Administration Guide v

File system place holders

Where directory names are given in the text, they are often place holders for the names of
actual directorieswhere particular files are stored. The actual directory names used depend
on how the software is built and installed. All of these directories can be changed by
configuration.

Certain configuration files are searched for firstin (ETCDI R) and then ( SHAREDI R) , SO
local copies can override shared information.

The actual directories vary, depending on whether the platform is Windows or UNIX.

Name Place holder for the Windows (default) UNIX
directory used to store...
(ETCDI R) System-specific configuration | C:\l sode\etc /etclisode
files.
( SHAREDI R) Configuration files that may |C:\ProgramFiles\Isode\share|/opt/isode/share
be shared between systems.
(BI NDI R) Programs run by users. C:\Program Files\Isode\bin |/opt/isode/bin
('SBI NDI R) Programs run by the system |C:\Program Files\Isode\bin |/opt/isode/sbin
administrators.
( EXECDI R) Programs run by other C:\Program Files\Isode\bin |/opt/isode/libexec
programs; for example,
M-Switch channel programs.
(LIBDIR) Libraries. C:\Program Files\Isode\bin |/opt/isode/lib
( DATADI R) Storing local data. C:\Isode Ivarlisode
(LOGDI R) Logfiles. C:\Isodellog Ivar/isode/log
( CONFPDUSPQOOLDI R) Large PDUs on disk. C:\Isode\tmp Ivar/isode/tmp
(QUEDI R) The M-Switch queue. C:\Isode\switch Ivar/isode/switch
(DSADI R) The Directory Server's C:\Isode\d3-db Ivar/isode/d3-db
configuration.

Support queries and bug reporting

A number of email addresses are available for contacting I sode. Please use the address
relevant to the content of your message.

* For al account-related inquiries and issues: customer-service@isode.com. If customers
are unsure of which list to use then they should send to thislist. Thelist is monitored
daily, and all messages will be responded to.

 For all licensing related issues: license@isode.com.

* For all technical inquiries and problem reports, including documentation issues from
customerswith support contracts: support@isode.com. Customers should includerelevant
contact detailsininitial calls to speed processing. Messages which are continuations of
an existing call should includethe call 1D in the subject line. Customers without support
contracts should not use this address.
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* For all salesinquiries and similar communication: sales@isode.com.

Bug reports on software releases are welcomed. These may be sent by any means, but
electronic mail to the support address listed above is preferred. Please send proposed fixes
with the reportsif possible. Any reports will be acknowledged, but further action is not
guaranteed. Any changes resulting from bug reports may be included in future rel eases.

I sode sends rel ease announcements and other information to the Isode News email list,
which can be subscribed to from the address:
http://www.isode.com/company/news-signup.php [http://www.isode.com/company/
contact.php]

7 Export controls

Many Isode products use TLS (Transport Layer Security) to encrypt datain transit. This
means that these products are subject to UK Export Controls.

For some countries (at the time of shipping this release, these comprise al EU countries,
United States of America, Canada, Australia, New Zealand, Switzerland, Norway, Japan),
these Export Controls can be handled by administrative process as part of evaluation or
purchase. For other countries, aspecia Export Licenseisrequired. This can be applied for
only in context of a purchase order for those |sode products.

You must ensure that you comply with these Export Controls where applicable, i.e. if you
arelicensing or re-selling Isode products.

The TLS feature of Isode productsis enabled by a TL S Product Activation feature. This
feature may be turned off, and | sode products without this TL S feature are not export
controlled. This can be helpful to support evaluation of Isode products in countries that
need a special export license.

Isode products are used to administer sensitive data and so Isode strongly recommends
that all operational deployments of |sode products use the export-controlled TLS feature.

All Isode Softwareis subject to alicense agreement and your attention isalso called to the
export terms of your Isode license.
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Chapter 1 Overview

This chapter covers the advanced features of the |sode M-Switch, giving detailed
descriptions of the advanced features and components.

1.1

What is the Isode M-Switch?

M-Switch is a high-performance, versatile Message Transfer Agent (MTA), which can be
installed on either Windows or UNIX platforms. It is the main component in a messaging
system and supports:

* Internet messaging

* X.400 messaging

* A mixture of the two variants, converting messages from one form to the other.
The MTA consists of:

» The Queue Manager (qnor )

» Channels

Protocol listeners for messaging entering the MTA (i aed or snt psrvr)
M-Vault, used to hold configuration

» Management tools (GUIs and command line)

Overview
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Chapter 2 Channel Overview

The processing of messages by M-Switchiscarried out by channels. Thischapter describes
the different kinds of channels, and how they are configured.

2.1

Overview

This chapter is principally concerned with configuring channels which perform most of
the work of the core MTA. Channels are normally configured using M Console to add,
delete or modify configuration values in the Directory. When the Queue Manager starts
up it reads the directory entries (having obtained the necessary Directory connection
information from its mtaboot.xml file) and creates an mtatailor.tai file which contains the
runtime MTA configuration information and is used by all other M-Switch programs to
get the MTA configuration values. If you are using MConsole to set up MTA tailoring, the
information in this chapter explainsin greater detail how the various values are used. If
you are not using MConsole, this chapter gives the detail you will need to construct the
mtatailor.tai file using a standard editor.

2.2

Channel Types

The following types of channel can be configured in M-Switch:

Table 2.1. Channel Types

Value Type of channel
in An incoming channel
out An outgoing channel
both Both incoming and outgoing
check A channel which performs message checking
corrector A channel which acts as awebserver to allow clients to perform message
corrections
housekeeper |A channel which performs general MTA housekeeping
shaper A channel which performs message conversion

2.3

How channels work

Channel processes can be;

* started by the queue manager (using the ‘pr ogr ani value configured for the channel)
* part of a standalone daemon or service, e.g. acpl42
» accessed through a process using the X.400 MT APl or XAPI XMT API

Channel Overview
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The channel name is set in the command line when started by the queue manager, and is
part of the configuration of the process for the other types.

The channel process opens a connection to the queue manager which is used for
communication between the two. The channel process:

* requests messages to process

* informs the queue manager of the results of operations

* can send to the queue manager details of messages during transfer

The queue manager:

* requests the channel to connect to a peer MTA (for connection oriented channels)

* givesthe channel a message plus a set of recipients to process

* relays commands from a console for controlling the channel

The results of an operation can cause the queue manager to perform other steps. There are
three kinds of temporary problem:

 achannel failure results in no processing on the channel for an interval

» an MTA failureresultsin the MTA being made inactive for an interval

» amessage failure causes the message to be delayed for an interval

These delays are visible in MConsole. If amessage is being processed when a channel or
MTA failure occurs, the message can also be delayed.

The channel can tell the queue manager that a report is needed for the message. The queue
manager will then send the message to the housekeeper channel.

Housekeeper Channel

The housekeeper channel performs a number of operations on messages on behalf of the
gueue manager:

» Generation of Reports'DSNs on error or successful delivery

» Conversion of Reportsto DSNs

* Redirecting arecipient to another address

» Causing the routing of arecipient to be re-evaluated

» Non-delivering a message at the request of an operator

* Discarding amessage at the request of an operator

» Generate awarning DSN for a message Generate IPNSMDNs for a boundary MTA

2.4

Channel Pairing

Many of the channels within the MTA naturally fall into pairs. For instance, it is usua to
have a channel handling inbound messages (responder or server), and a corresponding
channel handling outbound messages (initiator or client).

Asthisisacommon occurrence, one channel definition in the mtatailor.tai file can be used
to define both channels. Such a channel should be marked as type both . Where both sides
of the channel require a parameter, such as atable, thereis an explicit in and out value.

Channel Overview
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Channel pairing can bring several benefits. If the Queue Manager knows about paired
channels, it can make some optimizations. When amessage is received for an MTA on the
inbound side of apaired channel, it can, if there are messages waiting to go out on that
channel, assume that this MTA has just come up and schedule aretry immediately.

For X.400 channels, an alternative to channel pairing isto configure achannel for two-way
alternate mode of operation, which enablesaresponder or initiator to both send and receive
messages over a single association. Thisis described in the Section entitled X.400 P1
Channel.

A side effect of channel pairing can help with authorization. An incoming channel usually
has a fixed name. However, if anumber of channels are defined in the mtatailor.tai file
with akey of that value, then all of these channels are potentially usable. In this case, the
MTA that the message was received in islooked up in each of the associated mtatable
table. Thefirst channel to match on both key and the contents of the mtatable is chosen.
Authorization is then done on this basis. One of the channels may not have an mtatable
associated with it, in which case thisis the default channel to use.

NOTE: This gives the first match, rather than the best possible match of tables.

The format of the mtatable isidentical to the domain table. The value on the right hand
sideisonly used in determining matches. It must however be alega value.

Asan example, consider ahost on the Internet which wishesto authorize usage on the basis
of whether the user islocal or remote. This might be achieved by the following:

chan snt p-1ocal key=“sntp”, nt at abl e=l ocal host s,

chan snt p-internet key=“sntp”

Theincoming channel then claimsto be smtp. If the MTA the message is received from
is present in the local hosts table, then smtp-local is used as the channel, and authorization
done on that basis. Otherwise it is assumed to be smtp-internet and potentially different
authorization is applied.

On asmaller site, this feature can be used to map many channels onto one.

Channel Overview
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Chapter 3 Routing

Therouting of messages by M-Switch isthe process by which amessageiseither delivered,
or relayed to another MTA which is nearer to system which can deliver the message.

3.1

Lookup policies

The way M-Switch performs routing can work in several different ways. At the highest
level there are two basic models:

* Directory-based routing
* Table-based routing

In Directory based routing, routing information is held in the Directory and is read by the
MTA components (such as channels) as required when processing messages etc. Thisis
the model which is appropriate for most deployments of M-Switch and is generally
recommended by Isode. Although information is held in the Directory, tables are still used
in a Directory-based routing configuration. These tables can be held in the Directory or in
files.

In Table-based routing all routing information is held in files on disk. Some M-Switch
features are not avail able when using Table-based routing. Table-based routing can be
appropriate for some very simple configurations, but Isode generally do not recommend
the use of Table-based routing.

LASER routing (named after the Internet working group that devel oped a specification
with this name that did not get published as a standard) is a subset of Directory-based
routing which uses LDAP search operations to find routing and/or delivery information
for Internet addresses. It is possible for this information to be held in a separate LDAP
directory from the rest of M-Switch’s routing and configuration information.

M-Switch tailoring configuration can also be held in the Directory or maintained exclusively
in configuration files. Although the mtatailor.tai file is always held on disk, most
configurations will hold the MTA tailoring information in the Directory with the Queue
Manager downloading the information from the Directory to create the mtatailor.tai file
for other M-Switch programs to use.

Thevarious optionsfor routing models are controlled using the L ookup Policy configuration
of the MTA.. (Although you can a so configure different Lookup Policies on a per channel
basis).

Possible Lookup Polices are;

Table 3.1. Lookup Policies

Value Effect
table [=prefix] Use tables for lookup
ds Use X.500 for lookup

dns [=prefix] Use the DNS for lookup

dns-tbl [=prefix] |Usethe DNS for lookup with routing override in tables

gueue Queue the message
nssoft Continue with the lookup policies even if the previous nameserver
lookup fails

Routing
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dns-ds Use the DNSfor initial lookup. If necessary, continue address
resolution using the Directory

dns-laser Use DNSfor routing and LASER lookup in the Directory for delivery
information

table-laser Use tables for routing and LASER lookup for delivery

dns-table-laser Use DNSfor initial lookup. If necessary continue using tables. Use
LASER for delivery information

If the optional prefix is specified in any of the policies, it will be prepended to the standard
tables, domain, or, channel, aliases and users.

For example, if the policy istable=eg then the tables that may referenced when evaluating
that policy are eg-domain, eg-or, eg-channel, eg-aliases and eg-users. The default value
for default_lookup _policy istable.

Note: these Lookup Policies can be combined into a sequence if required. The routing
process will then try each policy in the sequencein turn until the addressin question can
be successfully routed.

3.2

3.2.1

Wildcard routing

The general routing algorithm described in _M-Switch Administration Guide allows the
administrator to configure a portion of the address space to be routed in a particular way
(e.g. towardsan MTA). In the example, this model of routing works well because the OR
Address prefix (e.g. / O=Anot her Conpany/ PRVD=I sode/ ADMD= / C=GB/ ) can be
expressed as a Routing Tree node.

However, there are occasions when this works less well, and alarge number of Routing
Tree nodes need to be configured to represent a set of similar OR addresses. In these cases
itispossibleto specify aFilter inaRouting Tree node, which is used to route subordinate
OR Address attributes.

Wildcard Routing is only supported in Directory-based configurations: the filters are held
as attributes in entries within a Routing Tree.

Routing Filters should be configured using the Routing Tree entry editor within MConsol€e's
Switch Configuration View.

The following sections describe the two sorts of Filters available:

* Routing Filters
» Redirect Filters.

Routing Filters

Routing filters allow a set of addresses to be routed using the information in an arbitrary
routing node. Routing filters are only used to cause routing to relay to anon-local MTA —
aRouting filter is not used to route for local delivery. (See Section 3.2.2, “ Redirect filters’
if you wish to do this.)

Table 3.2. Routing filter example

Address Destination Location
J/C=XX/A=ICAO/P=EG/O=AFTN/OU=EGGDZPZX/ |BRISTOL

Routing
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/C=XX/A=ICAOQ/P=EG/O=AFTN/OU=EGGWZPZX/|LUTON
[C=XX/A=ICAO/P=EG/O=AFTN/OU=EGKKZPZX/ | GATWICK
/C=XX/A=ICAO/P=EG/O=AFTN/OU=EGPFZPZX/ |GLASGOW
/C=XX/A=ICAO/P=EG/O=AFTN/OU=EGPHZPZX/ |EDINBURGH

Then the following routes would be needed:

Table 3.3. Routing filters required

/C=XX/A=ICAO/P=EG/O=AFTN/OU=EGGD*/ London MTA
/C=XX/A=ICAO/P=EG/O=AFTN/OU=EGGW*/ London MTA
/C=XX/A=ICAO/P=EG/O=AFTN/OU=EGKK*/ London MTA
IC=XX/A=ICAQ/P=EG/O=AFTN/OU=EGPFZPZX/ | Scotland MTA
/C=XX/A=ICAO/P=EG/O=AFTN/OU=EGPHZPZX/ | Scotland MTA

A Routing filter consists of:

» an OR Address attribute type which isan OID (e.g. nHS- Or gani zat i onal Uni t Nane)
 weight (used to prioritise multiple matching Filters)

* regular expression (used to match OR Address attribute value)

» DN of aRoutingTree node

In the above example, the attribute types are all tHS- Or gani zat i onal Uni t Nane have

the default weight of 5; have regular expression values which are either a simple string or

include regular expression (regex) features; and have a Routing Tree node (London or
Scotland).

The weights are not important in this example, because the regexes are configured so that
no morethan oneregex can match. |n configurationswhere more than one val ue can match,
the weight determines which Filter is used (only the first matching filter will be used).

The regexes are of two types:

e simplestring

» simple character and special regex chars such as
o “N dtart of line

* “$" end of line

e “" any character

If the regex is absent, all values match.

The Routing Tree node allows the routing information in any Routing Tree node to be used
to route address which match the filter. In the above example, addresses which do not
match any of the Filters are routed to afallback MTA.

Routing filter example:

| C=XX/ A=l CAQ P=EG O=AFTN OU=EGEDZPZX/ <--- address in BRI STOL

| C=XX/ A=l CAQ P=EG O=AFTN OU=EGGWNZPZX/ <---address in LUTON

[ C=XX/ A=l CAQ' P=EG O=AFTN OU=EGKKZPZX/ <---address in GATW CK

[ C=XX/ A=l CAQ P=EG O=AFTN OU=EGPFZPZX/ <--- address G_ASGOW

[ C=XX/ A=l CAQ/ P=EG O=AFTN/ OU=EGPHZPZX/ <--- address in ED NBURGH

Then the following routes would be needed (using regex syntax):

Routing
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| C=XXI A=I CAQ P=EEJ O=AFTN OU=EGCD. */ ----> London MIA
| C=XXI A=I CAQ P=EEJ O=AFTN OU=EGGW */ ----> London MIA
| C=XXI A=I CAQ P=EEJ O=AFTN OU=ECKK. */ ----> London MIA
| C=XXI A=I CAQ P=EEJ O=AFTN OU=EGPFZPZX/ ----> Scotl|and MIA
| C=XXI A=I CAQ P=EEJ O=AFTN OU=EGPHZPZX/ ----> Scotl|and MIA

To do this you would add the Routing Filters as shown in Figure 3.2, “Example of a
Routing Filter.”

Note how in thisexample External X.400 MTAsfor London and Scotland have been added.
Routing Tree nodes for /C=XX/A=ICAO/P=EG/O=AFTN/OU=London (which has MTA
Information pointing at the London External MTA) and
/C=XX/A=ICAO/P=EG/O=AFTN/OU=Scotland/ ((which has MTA Information pointing
at the London External MTA) have a so been added.

Figure 3.1. Example of MTA Info.

(] MConsole (Switch Configuration Management): john.smith@x400.headquarters.net = I:'-
File Window View Messaging Operations Help

& Welcome to Message Consale Switch Configuration Management 52

4 [ Routing Trees

4 @ Main Routing Tree [ MTAInfo [Fiters |
b 53 C=gb
a [l G MTA Group
4 (@ ADMD=ICAO
4 (@ PRMD=AENA london.isode.net, MTA weight : 5
4 (§ O=LECM
» @ OU-LEMD femove
4 (@ PRVD=EG Edit
4 (3 O=AFTN
b |(® OU=London Subtree Information: () All children present ® Not all children present

b (@ OU=Manchester
b (@ OU=Scotland
4 [ Message Transfer Agents
b L] «400headquarters.net
4[] External Message Transfer Agents
b [ External ACP 142 MTA
b [ london.isode.net
b [ x400Gateway
b [ scotland.isode.net
4[] X400 Message Stores
b (5 Main Message Store
55066 Servers
ACP127 55066 Access Points

Routing Nexus

Apply | | Cancel

Routing
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Figure 3.2. Example of a Routing Filter.

(] MConsole (Switch Configuration Management): john.smith@x400.headquarters.net -8 -
File Window View Messaging Operations Help
& Welcome to Message Consoale Switch Configuration Management 52
4 [ Routing Trees
4 @ Main Routing Tree MTA Info | Filters
b EfE C=gb A
B Routing Filters

4 (9 ADMD=ICAO

If Organization Unit = "EGGD*" route as root of london.isode.net
4 (9 PRMD=AENA

If Organization Unit = "EGGW™ route as root of london.isode.net

4 @ o-Lecw ifO tion Unit = "EGKK™" routy t of london.isode.net
rganization Unit = route s root of london.isode.n
» @ OU=LEMD if O . tion Unit = "EGPFZPZX" routs t of scotland.isode net
4 @ PRVD=EG rganization Unit = foute as oot of scotland.isoden
s @ O-AFTN If Organization Unit = "EGPHZPZX" route as root of scotland.isode.net Add

b (@ OU=London
b (@ OU=Manchester
b (@ OU=Scotland
Message Transfer Agents
b 1] x400.headquarters.net
4 || External Message Transfer Agents.
b (=] External ACP 142 MTA
2] london.isode.net
=] x400Gateway
b (=] scotland.isode.net
4[] %400 Message Stores
b | Main Message Store
55066 Servers
ACP127 55066 Access Points

S

Redirect Filters

Add

A routing filter consists of

an OR Address attribute type which isan OID (e.g. mHS-OrganizationalUnitName)

weight (used to prioritise multiple matching filters)
* regular expression (used to match OR Address attribute values)

DN of aRouting Tree node

In the above exampl e, the attribute types are all mHS-OrganizationalUnitName; have the
default weight of 5; have regular expression values which are either a simple string or
include regular expression (regex) features; and have a Routing Tree node (London or
Scotland).

The weights are not important in this example, because the regexes are configured so that
no more than one regex can match. In configurationswhere more than one val ue can match,
the weight determines which filter is used (only the first matching filter will be used).

The regexes are of two types

» simplestring

» simple character and special regex chars such as
o A dtart of lineg;
e $endof line
e . any character

If the regex is absent, all values match.

All OR Address attribute values are treated as a regex. So special regex chars must be
guoted. So if you wanted, for instance, to match

/ OU=FI eet (Rear)/

you would have to configure the value:

Routing
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3.2.2

/| O=Fl eet\ (Rear\)/

Note: PCRE regex’s are used which are rather more feature-full than described
in this section

The Routing Tree node allows the routing information in any Routing Tree node to be
used to route address which match thefilter.

In the above exampl e, addresses which do not match any of the Routing Filter s are routed
toafalback MTA.

When creating or modifying a Routing Filter, the following window is displayed.
Figure 3.3. Creating or modifying a filter.

(] Edit Routing Filter Information -

Routing Filters are only used to cause routing to relay to a nen-local MTA,
See Redirect Filters for local delivery.

Select the attribute and its corresponding regular expression,

Pattern matching

Attribute |Organization Unit vl

Attribute or DDA value regular expression. If empty, all values match | EGGD™ |

DDA Type. If empty, any type matches

Dealing with multiple filters in a single node

Filter Weights affect the routing algorithm: if multiple filters are present in a node,
and more than one matches the regular expression, the lower weighted filters are preferred.

Weight of this filter | 5 =

Routing
Select the DM of the routing tree node that will be used to ebtain routing information in case this filter matches
Routing | cn=lendeon.isede.net,cn=Messaging Configuration,o=messaging |
oK | | Cancel |

Redirect filters

When you wish to use wildcard routing, you can also use Redirect Filters. These are the
sameas Routing Filters, except that instead of using the Routing Information in an arbitrary
Routing Tree node, the address is redirected to a new ORName. In &l other respects
Redirect Filtersand Routing Filter swork in the same way.

In this example,

[ C=XX/ A=1 CAQ P=AENA/ O=LECM OU=LEMD CN=LEMDYMY*/ ---> is redirected
to / CN=Fred Jones/
[ C=XX/ A=1 CAQ P=AENA/ O=LECM OU=LEMD CN=LEMDZPZX/ ---> is redirected
to /CN=John Smith/

Routing
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Figure 3.4. Redirect Filter.

12l MConsole (Switch Confi ion M, ): john.smith@x400.h net == -
File Window View Messaging Operations Help
& Welcome to Message Consale Switch Configuration Management 53
4 | Routing Trees
4 @ Main Routing Tree MTA Info | Filters
b &5 C=gb A
A o Routing Filters

4 (9 ADMD=ICAD
4 PRMD=AENA
4 (§ O=LECM
b (@ OU=LEMD

4 (@ PRMD=EG
4 @ 0=AFTN

b (¥ OU=London Remave
b (@ OU=Manchester
b (@ OU=Scotland Edit
4 [ Message Transfer Agents
b = %400 headquarters.net
External Message Transfer Agents
b [ External ACP 142 MTA
b = lenden.isodenet
b (2] x400Gatewsy
b = scotland.isode.net
X400 Message Stores
b (3 Main Message Store
55066 Servers
ACP127 55066 Access Points

S

Redirect Filters

S

Attr: mHSOrganizationalUnitName, Weight: 5, RegEx: LEMDYMY*, Reason: recipientAssignedAlternateRecipient, O/R name: X4
Attr: mHSOrgznizationalUnitName, Weight: 5, RegEx: LEMDZPZX, Rezsan: recipientAssignedAltemateRecipient, O/R name: X4(

< [ >

Apply | | Cancel

The figure below shows how to edit aredirect filter to cause the Redirect Filter to operate
as needed in this example.

Figure 3.5. Redirect Filter.

® Edit Redirect Filter Information =

Redirect Filters are only used to cause routing to relay to another local user.
See Routing Filters for non-local delivery.

Select the attribute and its corresponding regular expression,

Pattern matching

Attribute ‘Orgamzation Unit v‘

Regular expression. If empty, all values match | LEMDYMY* |

Dealing with multiple filters in a single node

Filter Weights affect the routing algorithm: if multiple filters are present in a node,
and more than one matches the regular expression, the lower weighted filters are preferred.

Weight of this filter | 5 2

Redirection Target

Redirection Reason | Recipient Assigned Alternate Recipient v]

Enter the O/R name of the user that will be used as the target in case this filter matches

O/R Name | XA00:/CN=Fred Jones/OU=LEMD/0=LECM/PRMD=AENA/ADMD=ICAQ/ C=1/#X500:cn=Fred Jones,cn=White Pages,o=messaging ‘

e

The above configuration results in the redirect required as shown using ckadr below.

C.\ Program Fi | es\ | sode\ bi n>ckadr -x
" | C=XX/ A=l CAQ P=AENA/ O=LECM OU=LENMD/ CN=LENMDYMYA/ "

| C=XXI A=I CAQ P=AENA/ O=LECM OU=LEMY CN=LEMDYMYA/ -> (x400)
/ CN=Fr ed Jones/ OU=LEMD O=LECM PRVD=AENA/ ADNMD=| CAQ/ C=XX/

| C=XX/ A=I CAQ P=AENA/ O=LECM OU=LEMD/ CN=LEMDYMYA/ -> (rf c822)
"/ CN=Fred Jones/ OU=L EMD/ O=LECM PRNVD=AENA/ ADND=I CAQY C=XX/ "
@400. headquart ers. net

Del i vered to x400. headquarters. net by p3deliver (weight: 0)

Routing
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Rerouting

There are other ways of configuring routing behaviour which override the simple model
outlined above.

Diversions

When it is known that an MTA istemporarily unavailable, it can be convenient to label
thisin the configuration and allow afallback M TA to be used without attempting the failed

MTA. To do this, select the Peer Connection of the MTA which is unavailable and select
the Diverted checkbox.

Figure 3.6. Setting an MTA as unavailable.

m

MConsole (Switch Configuration Management): john.smith@x400.headquarters.net =& -
File Window View Messaging Operations Help
& Welcome to Message Console Switch Configuration Management 5%
4 [ Routing Trees -
4 @ Main Routing Tree Main | Auth | Transfer | Schedules | Connections
b £E C=gb Peer MTA
a [ Comx
4 ( ADMD=ICAD Remote MTA | cn=x400p1,cn=london.isode.net,c C
4 @ PRMD=AENA Diversion @ Enabled O Disabled
4 (@ O=LECM
v (¥ OU=LEMD Reroute to another MTA's P1 Channel
4 (3 PRMD=EG
4 ( O=AFTN v

»  OU=London
p (9 OU=Manchester

Descript
» (® OU=Scotland =scriptien ‘ |
4 () Message Transfer Agents Presentation Address I |
4 (] 400 headquarters.net
Channel
“ _"ga::,‘;;z Our Calling Presentation Address | ]
% housekeeper =
@ it Their Calling Presentation Address | |
{3 mhsshaper
@ ptfile
3 p3deliver
3 p3server
£ x400gw
€68 x400mt

2 G x400p1
# london.isode.net
b [ Tables
(¥ Routing Nexus
b [ Directory Profiles
b [ Logs
4[] External Message Transfer Agents
5] External ACP 142 MTA
ndon.isade.net
D0Gateway
b (=] scotland.isode.net
4 [ XADD Message Stores
o (5 Main Merrane Store.

3.3

Redirect Filters

Redirect Filters are only supported in Directory-based configurations: the filters are held
as attributes in entries within a Routing Tree. Redirect Filters should be configured using
the Routing Tree entry editor within MConsole's Switch Configuration View.

When you wish to use wildcard routing, use Redirect Filters. These are the same as Routing
Filters, except that instead of using the Routing Information in an arbitrary Routing Tree

node, the addressisredirected to anew ORName. In all other respects Redirect Filtersand
Routing Filters work in the same way.

Routing
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3.4

3.4.1

3.4.2

Multiple Institutions on One MTA

The MTA contains several featuresthat enable asite to behave as multiple mail hubsand/or
as acentral mail gateway between the external world and the internal subdomains. The
featuresin question are:

« thelocal key inthe domai n and/or or tables

 theexternal qudifier intheal i ases tables

» thei nternal andexternal parametersto the MIME header normalisation filter
NOTE: In general, thelocal key should be used symmetrically inthedomai n and or tables

(based ontheor 2r f ¢ andr f c2or mappings). If they are not symmetric, unexpected results
may be obtained.

To explain how these features may be used, this section introduces three possible
configurations. Each one slightly more complex than its predecessor and each oneis built
from its predecessor. These examples consider the situation of two domains, the main site
name, wi dget . co. uk, and a subdomain under that site, admi n. wi dget . co. uk.

The MTA Acting As Two Different, Independent Mail
Hubs

Thisisthe situation where one system is acting as two distinct domains. The main domain
wi dget . co. uk hastheinformation relating to its local usersin the tables named user s
and al i ases, and the subdomain admi n. wi dget . co. uk hasthe information relating to
itslocal usersin the tablesadmi n- user s and adni n- al i ases.

Thereis no intersection between thewi dget . co. uk name space and the
admi n. wi dget . co. uk name space so these tables can be independently maintained.

The MTA hasto be informed that admi n. wi dget . co. uk isalocal domain. Thisis done
viathe relevant entry in the domain table, for example:

adm n. wi dget . co. uk: | ocal =adm n

and/or the or table:

OUsadm n. Cdwi dget . PRVD$wi dget . ADMD$ . C$GB: | ocal admin

The MTA and Multiple Namespaces

Thisisthe situation where the MTA is acting as one complete namespace composed of
two separate realms, and is hiding multiple namespaces behind a single externally-visible
namespace; for example, all users have mail addresses of the form:

user @M dget . co. uk

This section outlines an example where the RFC-822 domain to be used externaly is

wi dget . co. uk, and there is more than one internal domain: adni n. wi dget . co. uk,
sal es. wi dget . co. uk, and so on. These are separate namespaces, so that it is possible
to have:

Routing
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fred@dm n. wi dget . co. uk
fred@al es. wi dget . co. uk

and have these addresses refer to separate people; in this case they must be translated to
different external addresses.

NOTE: It isthis aspect that makes the solution complicated - if your internal domains are
essentially there for routing, and there are no name conflicts, then the local-parts (to the
left of the ‘' @) can be treated as coming from a single nhamespace.

Each namespace needs a name, although one can be used as the default; it is normal for
the external domain to be the default namespace. For convenience the internal namespaces
will be called after the domains, that is, adni n for admi n. wi dget . co. uk and salesfor
sal es. wi dget . co. uk.

Then the system would be tailored with:

| oc_dom site widget.co. uk

In the domain table, you would have:

wi dget . co. uk: | ocal
adm n. wi dget . co. uk: | ocal =adni n
sal es. wi dget . co. uk: | ocal =sal es

and so on.

Thelocal keyword means that the local part of the address is significant, and to be used
for routing. The val ueidentifies the namespace, that is, the tablesthat get used when looking
up thelocal-part. Therewill bethe default al i ases and user s tables, used for the default
namespace; in addition, for each named namespace, you need:

» <namespace>-aliases

* <namespace>-users

* <namespace>-channel

The <namespace>-channel table has the same format as the normal channel table, and

should contain as keys those MTAs that appear in the <namespace>-users table. It could
be alink to the normal channel table.

Consider two users:

Table 3.4. local user table

Internal External
smithj @admin.widget.co.uk | J.A.Smith@widget.co.uk
smithj@sales.widget.co.uk |J.B.Smith@widget.co.uk

These users would need entries as outlined bel ow:

Themain al i ases table:

J.A Snith: alias smithj @dm n.w dget.co.uk 822
J.B.Snmith: alias smithj @al es. w dget.co. uk 822

The function of these two entriesisto direct mail for the external mail address to the
appropriate internal address.

Routing
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No entries are needed in the main user s table.

Theadni n-al i ases table:

smthj: synonym J. A Smth@u dget. co. uk 822 ext ernal

Thesal es-al i ases table:

smthj: synonym J.B. Smit h@\ dget. co. uk 822 ext ernal

The function of these entriesisto trandate the internal addressto the external address. The
external keyword isimportant here. It stopsthelooping that would otherwise occur between
the entriesin the <intdom>* -aliases tables and the main aliasestable. It also illustrateswhy
admi n and sal es need to be in separate namespaces. there are entries with the same key
mapping to different information.

The adni n- user s table:

smthj: sntp intntal.co.uk

Thesal es- user s table:

smthj: sntp intnta2.co.uk

These entries are only illustrative: the users table gives the channel/MTA for delivery for
that user. It is assumed that these users are not actually local to the MTA, therefore the
MTA intheuser'sentry will not bel oc_dom nt a. (Inthis casethe channel isnot relevant,
but it is a useful mnemonic to set the channel to that channel which will be used for the
MTA). The internal domains may be reached by a single gateway, in which case that will
be the MTA name used. There needs to be a suitable entry in adni n- channel for

i ntntal. co. uk and oneinsal es-channel forintnta2. co. uk (or whatever actual
values for the MTA key are used).

The result of these entries will be as follows:

» Mail submitted by smi t hj @dni n. wi dget . co. uk will have the originator (asin the
SMIP MAI L FROM <> command, or - suitably trandated - in X.400 P1 envel ope) changed
to @A. Smit h@m dget . co. uk@

» Mail which arrives at the MTA addressed to J. A. Sni t h@wi dget . co. uk will be sent
toi ntnt al. co. uk addressed (in the envelope) to smi t hj @dni n. wi dget . co. uk.

Note that to change header fields, you must carry out the changes to header normalisation
as described in Internet Message Filters.

Routing
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Chapter 4 Table Based Configuration

This section coversin detail the way MTAs, Channels and Tables can be configured using
tables.

4.1

41.1

MTAS

An M-Switch MTA configuration is accessed by M-Switch components using the
mtatailor.tai file. Thisisusually created by the Queue Manager on startup from information
held inthe Directory. Table-based configuration without the use of the Directory issupported
but is not appropriate for most deployments.

Variables can be one of three types.

 standard mtatailor variables (e.g. "postmaster postmaster @example.com)

* |sodevariables (e.g. "fsync TRUE")

e pp variables (e.g. "set snmp=true")

This section describes the tailoring variables which can appear in Mconsole and the
mtatailor.tai file when generated by the Queue Manager. Each of the variablesis described
with the following information:

» The name of variable as known in the mtatailor.tai file.

* A reference to the Mconsole tab under which the variable appears.

A description of the variable, the M-Switch feature it controls and its syntax.

Whether the variable is mandatory or optional.
Whether the variable is
* Anordinary talor variable.

* An"lsode" variable (overriding any value in the isotailor file).
e A'pp" variable.
« A variable which can only be configured in the Directory.

There are alarge number of tailoring variables that can be referenced in the mtatailor.tai
file. Thesetailoring variables are divided into two types, mandatory variables and optional
variables. They are listed and described in the sections below. For convenience, they are
organized by the Mconsole tab in which they appear.

Main

These variables appear in the Main tab of Mconsole.

Full MTA Domain (Mandatory; Tailor(l oc_dom nt a)): Thisisthe full domain name of
thelocal MTA. It isused for trapping routing loops and so should be globally unique. For

example: our nt a. exanpl e. com

Note that this value is not configured in the directory. If the configuration is downloaded
from the directory by the queue manager, the value of thisis set from the local host's name.

Description (Optional; Directory): A textual description of the MTA.

Table Based Configuration
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4.1.2

Postmaster (Mandatory; Tailor(post mast er)): Thisisthe RFC 822 address of the local
mail system administrator. Typically of the form: Post mast er
<post mast er @xanpl e. con>

Default Domain (Internet) (Mandatory; Tailor(l oc_dom si t e)): Thisisthefull domain
name of thelocal site. Thisis used to reference the site, and may refer to agroup of MTAS
collectively. For example: exanpl e. com

Default Domain (X.400 O/R) (Mandatory; Tailor(l oc_or )): Thisistheloca OR-address
defaults given in X.400 RFC 1327 encoding form. It is used to fill in missing default
components and for tracing fields. It isnot recognised asthe local X.400 domain by default,
and must be marked in the or table.

For example: "/ OU=Sal es/ O=at t | ee/ PRMD=Test PRVMY ADMD= / C=GB/ "
If the name contains spaces or other special characters, it must be quoted as above.

Enable SNM P sub-agent (Optional; PP(set snnp)): Selecting this option makes the
Queue Manager connect to the master SNM P agent, enabling monitoring of M-Switch
using SNMP. For example: set snnp=t r ue

Delivery

These variables appear in the Delivery tab of MConsole. They configure the behaviour of
the M TA when handling messages and determining whether the message should be delivered
or non-delivered.

Some of the variablesin this section are based on the priority of the message, The variables
that can be set vary depending on whether standard X.400 or Military prioritiesarein use.
This can be set using M console, but thisdoes not set a configurable value, merely changing
the options presented as configurable.

The priority of amessage is determined from values in the message envel ope or from
heading fields for an Internet message. In decreasing order of preference:

 Vaue from the message envelope

» Vaue from MMHS-Primary-Precedence heading field

» Vaue from MMHS-Copy-Precedence heading field

 Value from Priority heading field

Timeout From Submission (Optional; Tailor(r et ur nt i ne)): Thisisthetime after which

to expire an undelivered message, probe or report. The timeis calculated from thetime a
message, probe or report is submitted to the MTS, or from the deferred time.

The times may be specified as hours, hours : minutes, or hours: minutes : seconds. For
example, 15 minutesis specified as 0: 15.

Note: Messagesthat passthrough the list channel may havetheir priority changed: Internet
messages are always set to low priority; the behavior for X.400 messages depends on the
Distribution List policy, which allows the existing priority to be preserved or anew priority
level to be substituted.

The CCITT F.410 recommendations for these values are: high priority 2 hours; normal
priority 6 hours; low priority 12 hours.

The Isode defaults for X.400 priorities are: high priority 36 hours; normal priority 3 days;
low priority 6 days. The Isode defaults for military priorities are: override priority 6 hours,
flash priority 36 hours; immediate priority 2 days; priority priority 3 days; routine 4 days,
deferred 6 days. The default for reportsis 36 hours and for probesis 1 day.

The order of the valuesin the configured valueis (with the military priority in parentheses):
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» Message Normal (Priority) : Isode default 72

» Message High (Flash) : Isode default 36

» Message Low (Deferred) : 1sode default 144

* Report : Isode default 36 Probe : 1sode default 24
* Message Override : Isode default 6

* Message Immediate : 1sode default 48

» Message Routine : Isode default 96

These defaults would be configured in the mtatailor.tai file as:
returntime 72 36 144 36 24 6 48 96

If the MTA attempts to timeout a message which is currently active, because atransfer or
delivery attempt isin progress, then the timeout is delayed for a short period. By default
thisis 60 seconds. This may be configured using the internal variable

timeout _retry_interval ;forexample set tinmeout_retry_interval =120

Timeout From Arrival (Optional; Tailor(r et ur nt i meni n)): Thisissimilar to
returntime, except that the time is calculated from the time a message arrives at the
MTA, as opposed to the time amessage is submitted to the MTS. The purpose of this
variable isto permit the local delivery or transfer of messages which have exceeded the
timegiveninr et ur nti me. Thiscould occur if the message hastaken along timeto reach
the MTA, or if an old RFC 822 message has been resent.

The value takes the same form asr et ur nt i ne, that ishours, hour s: i nut es, or
hour s: mi nut es: seconds, and could be set to something like 35 minutes (0:35). Aswith
ret ur nti me, specifying one value sets the time for normal priority, and default values
for high and low priority messages are then automatically set based on the value given.
These defaults can be overridden as described for ther et ur nt i ne variable. The initia
default valueis zero.

Setting r et ur nt i memi n values greater thanr et ur nt i me valuesresultsin only the time
from arrival at the MTA being used. Asaguideline for X.410, the CCITT F.410
recommendations givetarget transfer timesfor 95% of messages as 0:35 for normal priority,
0:10 for high priority and 02:24 for low priority.

The Isode defaults are set to 10 minutes for al priorities which is configured as:
returntimemn "0:10" "0:10" "0:10" "0:10" "0:10" "0:10" "0:10" "0: 10"

Detect L oopsAfter (Traces) (Optional; Tailor(maxhops)): Thisisanumber indicating
the number of trace fields a message may contain. If it has more than this number, the
message will be rejected as looping. The default is 25.

Detect L oopsAfter (Loops) (Optional; Tailor(max! oops)): Thisis anumber indicating
the number of times a message may pass through this MTA before being rejected. The
default is 5.

Warning M essages (Maximum) (Optional; Tailor(nwar ni ngs)): Thisis the maximum
number of warningsto send. The default is 2. When the valueis greater than O, the default
value of the ESMTP parameter includes delay.

Warning M essages (Interval) (Optiona; Tailor(war ni nt er val )): Thisisthetimein
hours after which to send awarning to the sender of the message telling him or her that the
message is stuck in the MTA. The default is 24 hours.
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4.1.3

4.1.4

Routing

Items configured in the Routing tab of M Console configure the way in which M-Switch
components route messages using Directory-based Routing. The information configured
here isheld in the Directory and accessed directly by the M-Switch components.

No mtatailor.tai variables are set asaresult of configuring valuesin the Routing tab.

Lookup

Items configured in the Lookup tab of M Console configure the routing strategy of the
MTA.

Lookup Palicies (Mandatory; Tailor(def aul t _I ookup_pol i cy)): This configures a
sequence of Lookup policies which determine the way in which M-Switch components
such as channels perform routing. The possible options and their effect is described in
Lookup Palicies.

An example of how thisis configured in aMIXER configuration is:
default_| ookup_policy ds table-laser dns

Most of the remaining values all configure Directory access. By definition thereis no need
for table-based ways to configure these values.

Directory Access (Access Method) (Optional; PP(set x500_access)): Thisconfigures
the way in which Directory is accessed by M-Switch components. This be either DAP (the
default) or LDAP. This could be configured by: set x500_access=I dap

Connection Details (Host) (Optional; PP(set | dap_host)): This configuresthe LDAP
host when using LDAP for Directory access. For example: set | dap_host =l ocal host

Connection Details (Port) (Optional; PP(set | dap_port)) : Thisconfiguresthe LDAP
port when using LDAP for Directory access. For example: set | dap_port =19389

Connection Details (Authentication M echanism) (‘ Optional; PP(set
| dap_sasl| _nmech)): configures the SASL mechanism when using LDAP for Directory
access. For example: set | dap_sasl _nmech=CRAM MD5

Connection Details (User) (Optional; PP(set | dap_sasl _user)): configuresthe SASL
userid when using LDAP for Directory access with a SASL authentication mechanism.
For example: set | dap_sasl _user=nyi d

Connection Details (Password) (Optional; PP(set | dap_sasl _pass)): configuresthe
SASL password when using LDAP for Directory access with a SASL authentication
mechanism. For example: set | dap_sasl _pass=pw

Subaddressing (Recipient delimiter) (Optional; PP(set reci pi ent _del i m ter)):
Thisvariable enables a subaddressing separator to be specified so that routing of the RFC822
address can be performed using using only the section of the local-part of the address
preceding the delimiter. Commonly this delimiter is"+" and the technique is known as
"plus-addressing”. For example: set reci pi ent _del i miter=+

The SASL Server Configuration variables are used when configuring the MTA to offer
SASL authentication to SMTP clients viathe SMTPAUTH command.

SASL Configuration Entry (Optional; PP(set sasl _confi g_entry)): Thisvariable
selectswherein the Directory the MTA looks for SASL configuration information. The
information read from the entry is then used by inbound SM TP channelswhen performing
SASL authentication in response to the AUTH command. The SASL Configuration Entry
itself may contain various attributes which control the way in which SASL isused (by the
DSA aswell as by the MTA), and can be edited using SODIUM if necessary.
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4.1.5

4.1.6

4.1.7

41.7.1

4.1.7.2

Authentication M echanism (Optional; PP(set sasl _I| dapdb_nech)): Thisalows
configuration of the SASL mechanism which the MTA will use when binding to the DSA
to perform authentication of clients.

Password (Optional; PP(set sasl _I| dapdb_pw) ): The password to be used when binding
tothe DSA.

ID for SASL Bind (Optional; PP(set sasl _| dapdb_i d)): The SASL ID to be used
when binding to the DSA.

DN for Simple Bind (Optional; PP(set sasl _| dapdb_dn)): The DN to be used when
binding to the DSA using simple (i.e. non-SASL) authentication.

Authorization

The Rules and Groups which can be configured on the Authorization tab of MConsole
control various aspects of the Queue Manager’s handling of incoming connections and

Mmessages.

Full descriptions of Rules, Groups and Rule Filtersare given in_M-Switch Administration
Guide.

Queue Manager

Items configured in the Queue Manager tab of M Console configure the way the Queue
Manager controls many of the activities of the MTA for which it is responsible.

Values are in seconds unless otherwise specified.

Full descriptions of the QM GR Parameters are given in _M-Switch Administration Guide.

Security

These values configure the way in which M-Switch uses supports authentication. This
includes:

* SOM client connections to the Queue Manager
» SMTP client connections the SMTP Server

TLS Configuration

Enable TL Sfor SOM Protocol (Optiona; PP(set qngr _t 1 s)): Setthisto"1" to enable
use of TLS for SOM connections.

Path for TL Sidentity files (Optional; PP(set t1s_pat h)): Path for TLS identity files
containing Digital Identities. Thisis used by both the Queue Manager and SMTP server
processes.

Name of PEM file containing CA certificates (Optional; PP(set tls_cafile)): To
set the location of the PEM file used to hold the list of trusted Certificate Authorities. This
is used by both the Queue Manager and SMTP server processes.

SASL Configuration

Enable SASL for SOM protocol (Optional; PP(set gngr _sasl )): Enable the use of
SASL for SOM connections.

Disable SASL PLAIN and LOGIN: (Optional; PP(set qngr _sasl _nopl ai n)): This
option specifies whether plaintext SASL mechanisms (PLAIN, LOGIN) are allowed for
SOM connections.

Example of SASL and SOM configuration:

Table Based Configuration
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set qngr_tls=1

set tls_path=/opt/tls-id
set tls _cafile=file.pem
set qngr_sasl =1

set qngr_sasl _nopl ai n=1

Advanced (including internal variables)

These are amiscellaneous set of variableswhich configure arange of M-Switch properties
which are either not usually necessary to configure or do not fit into the other sets of
variables.

Admin alt. recipient (Optional;

Tailor(adni ni strati on_assi gned_al t ernat e_r eci pi ent)): Thisvariable allows
an undeliverablelocal addressto be redirected to the user given here, provided the originator
has allowed this. The value should be in RFC 822 format. Possible uses of this feature
might beto deliver al failed messagesto the postmaster for advice, or to deliver to aspecial
program that returns fuzzy matches. It isimportant that the users (or processes) to which
undeliverable messages are redirected ensure that all such message originators are notified
that the message has not been delivered to theintended recipient, asthisredirectionisused
instead of the normal message report indicating delivery failure.

Archive(Optional; PP(set archi ve_di r)): Thedirectory wherethe M TA writesarchived
messages. This can contain H and %M, which are replaced with the date, hour and minute
of thetime of the archiving. Archiving can be used in conjunction with the M essage Audit
Database so that message content can be displayed when using Message Tracking.

Example mtatailor entry:

set archive_dir=/var/isode/archivel/ %D

Channel address(Optional; PP(set qngr _chan_addr ess)): Thisconfiguresthe address,
in <host >: <por t > format, on which the Queue Manager listens for channels.

Example mtatailor entry:

set qngr_chan_address="I| ocal host: 18001"

Configuration reload interval (Optional; PP(set gngr _confi g_ti nme)): Thisisthe
timeinterval use by the Queue Manager to check if the Directory configuration has been
updated and that a new mtatailor file needsto be created. (The Queue Manager reads the
mt_serial attribute to do this).

Discard probes (Optional; PP(set di scar d_pr obes)): This causesall probes (X.400
messages with no content) to be discarded and no report generated.

Example:

set discard_probes=true

DSA address(Optional; Tailor(dsa_addr ess)): This configuresthe Presentation Address
used to connect to the Directory.

Examples:

dsa_address TELEX+00728722+RFC- 1006+03+127. 0. 0. 1+19999
dsa_address /I nternet=127.0.0. 1+19999
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dsaptailor (Optional; Tailor(dsap_t ai | or)): The configures a dsaptailor file to use to
configure Directory access in place of the default.

Example

dsaptail or /etc/isode/dsaptail or

Fsync (Optional; Tailor(f sync)): Thisis aboolean variable which controls the use of the
fsync (2) call for unlocking files which have been locked using the flock , fentl or lockf
lock styles. fsync is normally used when critical files are written before passing back a
handshake over protocol. However, it can be switched off by avalue of no if you consider
that it istoo expensive.

Example:

fsync FALSE

Hard disk spaceto leave free (Optional; Tailor(di skuse)): This parameter is used to
limit the disk space consumed by the MTA, by setting the disk space that should remain
free. It is measured in megabytes. This can be disabled by setting the value to zero.

Hard disk percentageto leave free (Optional; Tailor(di skuse)): This parameter is used
to limit the disk space consumed by the MTA, by setting the percentage of the disk space
that should be free. This can be disabled by setting the value to zero.

The two figures presented by Mconsole are combined into a single tailoring variable. The
disk that is checked is the partition holding the queue ( quedir ).

Example:

di skuse 1024 95

I sode variables (Optional; 1sode()): This allows arbitrary 1sode tailoring variables (i.e.
those found in the isotailor file) to be overridden.

Example:

i sode threads 2

Logdirectory (Optiond; Tailor(l ogdi r)): Thisconfiguresthe directory inwhich M-Switch
isto write log files. This overrides the default value and valuesin isotailor.

Example:

| ogdir /var/isode/ new og

No delete (Optional; PP(set no_del et e)): This variable allows messages with which
M-Switch has completed processing for al recipients to be preserved in the queue. Thisis
usually only of value when attempting to solve a problem with a particular message. If
unset, messages are deleted by whichever channel happens to set the status of the final
recipient to "done".

Example:

set no_del et e=true
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4.1.8.1

Operation ratetime (Optional; PP(set qngr _opr at e_t i me)): This setsthe smoothing
time for calculation of the operation rate - i.e. the period over which the operation rateis
averaged.

Example:

set gngr_oprate_tinme=1.1

Prevent return of contents (Optional; PP(set prevent _roc)): Setting thisto "t r ue"
causes the P3 and x400p1 channel never to return content when generating non-delivery
reports. | t also forces the X.400 value "cont ent - r et ur n-r equest " to "f al se" in
messages, and message being sent of SMTP will have RET=HDRS.

Example:

set prevent_roc=true

PP Internal variables

Values configured here allow arbitrary, extensible values to be configured internally to the
MTA, of which Mconsole is unaware. Possible values, some of which are configured by
Mconsole, are described elsawhere in this section.

Thefollowing isalist of possible values which may be used:

» allow_duplicates: By default duplicate recipients are removed. Setting this variable to
any value allows duplicate recipients to be retained.

» default_plbind_password: If the password is not present in the configured credentials
to be used in a P1 bind, the default of " * (single space) is used. This allows a different
value to be used. Specify " " (i.e. two double quotes and an empty string) to configure
azero length password. Note: M-Switch treats single space and a zero length password
as matching when verifying P1 bind credentials.

« internal_cache size: All M-switch programs which carry out Directory lookups when
performing Directory-based routing have an internal cache of the result of the lookup.
This variable alows the size of this cache to be configured. The default is 10000.

* internal_cache timeout: All M-switch programs which carry out Directory lookups
when performing Directory-based routing have an internal cache of the result of the
lookup. This variable specifies the age limit in seconds of items read from this cache to
be configured. The default is 300 (seconds).

 local_deref_alias: The Directory based routing depends on dereferencing aliasesin the
Directory. Some non-Isode Directories do not dereference the alias. If set to TRUE, this
variable forces the M-Switch lookup code to attempt to dereference the dias itself.

» mixer_space replace: Thefirst character of the value is used to replace spaces when
generating string forms of OR addressesfor use on the Internet side of aMI X ER gateway.

* no_nicepn : Do not use the encoding of personal namein a MIXER gateway which is
defined in RFC 2156 4.1.2.

» nocheckcontent : When the MTA is configured to perform content checking (e.g. for
Viruses or spam), certain content types can be exempted so they are not checked. The
valueisalist of content type for example:

set nocheckcont ent =p2, p22, oi d. 1. 3. 26. 0. 4406.0.4. 1

» PASSWD: On Unix platforms, channels (such as 822-local) which need to read the
passwd file to perform authentication by default use /etc/shadow. The name of the file
can be overridden by this variable.
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* pn_separator: Change the separator used in the RFC 2156 4.1.2 encoding of personal
names.

* RESPATH : Used by the 822-local channel on Windows.
e USRPATH : Used by the 822-local channel on Windows.

Queue depth (Optional; Tailor(queuest r uct )): The level of sub-directoriesto create in
the message queue directory.

Queuefan out (Optiona; Tailor(queuest r uct )): This specifies the fan out of the queue.

The two fields which M Console allows you to set are combined into a single tailoring
variable which is used to control the structure of the queue. Thisis only useful to change
if you are expecting very large queues (>2000 messages in the queue at onetime.) It takes
two numbers. The first number specifies the fan out of the queue. With avalue of 100,
messages will be put in 100 sub-directories of the main queue file. This cuts down the
searching of themain directory but isonly useful for very large queues. The second optional
number isthe level of sub-directoriesto create. By default thisis one, indicating an
indirection of one directory. Again this parameter should not be changed unless extremely
large queues are expected (>50,000.). Example to configure a Queue Fan Out of 1, and a
Queue Depth of 15:

queuestruct 1 15

Queuedirectory (Optional; Tailor(queuedi r)): Override the default location of the
M-Switch Queue Directory where the MTA keeps the messagesiit is holding on disk. It
needs to be an absolute pathname. Example:

quedir /var/isode/switch

Redirect on routing failure (Optional; PP(set redir_routing_fail ure)): Redirect
messages to admin-assigned-alternate recipient on Routing Failure. Example:

set redir_routing failure=true

Set environment variable (Optional; Tailor(set env)): Thisallows setting of environment
variables. The syntax is setenv key = value . Example:

setenv MY_ENV_VAR=ny_val ue

SOM address (Optional; PP(set qmgr _som addr ess)): Thehost and port on which the
Queue Manager listens for requests from SOM clients. Example:

set gngr_som addr ess="somhost . exanpl e. com 8888"

System mailfilter (Optional; Tailor(mai | fi | t er)): Setsthe default name of the system
mailfilter file used by the 822- 1 ocal channel.

Tabledirectory (Optional; Tailor(t bl di r)): This configures where M-Switch searches
for tables which are held in filestore (i.e. those tables which have a flags value of dbmor
| i near). Example:

tbldir /var/isode/table
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4.1.8.2

4.1.9

Trash lifetime (Optional; PP(set trash_I i feti ne)): Non-messagefilesolder than this
lifetime are deleted from the Queue. Expressed as <i nt eger ><uni t s> where units are:
s: seconds; m minutes; h: hours; d: days. Example setting to 30 minutes:

set trash_lifeti ne=30m

Unset environment variable (Optional; Tailor(unset env)): This alows unsetting of
environment variables. The syntax is unsetenv key = value . Example:

unset env. MY_ENV_VAR=ny_val ue

X.400 MTA (Optional: Tailor(x400nt a)): The setsthe MTA name used to represent this
MTA in tracing fields. Example:

x400nt a tracent ananme

Tailor Variables Not Configurable in Mconsole

default_lookup_timeout : The default time in seconds to spend on non-table lookups (i.e.
Directory and DNS). The default is 30 seconds.

lockstyle: Thisisthe style of locking to be used when it is necessary to lock afile. It may
be one of the following:

Table 4.1. lockstyle

Value Meaning
flock Use the flock (2) system call
fentl Use the fentl (2) system call
locknt Windows file locking

The default style on Unix is flock but may be changed if you have doubts about the
interaction of flock (2) and NFS. Thisisarun time configuration variable, and it will
depend on what platform you are running as to whether all the above will be supported.
Thefile locking mechanism will aways be available, though.

timeout_retry_interval: Thisis described under r et ur nt i e in the previous section,
and is expressed in seconds.

Table Entries

This section describes how the tables of aliasing and addressing information, referenced
by the channel programs, are defined in the mtatailor file.

Generally each table's entry is comprised of aline with several key/value pairs. Theline
starts with the keyword t bl which isfollowed by a string setting the default name for the
table and the plain text fileint bl di r . Then come the key/value pairs, described below.

name=<value>: Name this table with the given value (to override the default - see above).
Thisisincluded only for completeness asit is set by first argument; it is not normally used.
The nameisused in all referencesto thetable.

file=<value>: The tables contents are found in the given file (to override the default).

show=<value>: A descriptive string used when printing messages about thistable, mainly
for logging purposes. It defaults to the same as the table name.
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flags=<value>: A set of flags that specifies how thistable operates. It should be one of the
following:

« dbm Thistableis stored in the database for fast access (the default).

* |inear: Thistableis searched with alinear pass through thefileint bl di r (thisis
slow, but does not require rebuilding the database, and changes take immediate effect).
Linearly searched files are still built into the database.

» enpt y: Thisflag which indicates there is no file associated with the table.
override=<value>: Thisalows valuesin the table to be overridden, or indeed if the table
issmall thewholetableto be specified in the mtatailor file. Each occurrence of thiskeyword

adds a new key/value pair to alist. The format should be exactly the same asin afile with
akey, acolon character (:) and avalue.

An example of tabletailoring is shown below:

tbl aliases show="Aliases: mapping -> |local id",

flags=dbm file=l ocal -aliases

tbl domai n show="Mappi ng domai n key -> full domai n/ MTA",

fl ags=dbm overri de="wi dget. co. uk: | ocal "

tbl or show="Mapping O R Address -> MIA", f| ags=dbm

tbl or2rfc show="RFC 987: X 400 -> RFC 822", fl| ags=dbm

tbl rfc2or show=" RFC 987: RFC 822 -> X. 400", fl ags=dbm

tbl channel show="Bi ndi ng MIA -> Channel s", f|l ags=dbm

tbl auth.gmgr show="Queue Manager authori zation",fl ags=li near

4.2

4.2.1

Channels

Channel Tailoring

Channels are perhaps the most complex aspect of tailoring. There are several types of
channels. Input channels carry messages into the system. Output channels carry messages
out of the system. Reformatting channels change the message structure in the queue. Checker
channels scan messages for viruses and spam. Housekeeper channels generate Delivery
Reports, DSNs and warning messages, and carry out other Switch maintenance tasks.

Each channel entry in the mtatailor.tai file consists of the keyword chan followed by a
value which, by default, names the channel and the program associated with it. Thisis
followed by alist of key/value pairs which provide more information on the channel.

A number of the values can be applied to a pair of channels differently depending on
whether the channel is being used in outbound or inbound mode. Where the distinction is
significant, there are separate tailor variables prefixed by i n and out .

Channel configuration is normally performed using MConsole, and for that reason the
descriptions of channel tailoring variables are presented in groups which match the various
tabs on MConsol€e's Channel Properties pane, with the labels used by M Console and the
corresponding mtatailor key name where different from the MConsole label.

Main

Channel Name: the name of the channel. Correspondsto the value after the chan keyword
in the mtatailor.tai file.
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How it appearsin thelogging : ashort phrase describing the channel. If this string starts
with the keywords with or viathen this value isincluded in Received lines generated for
RFC 822 messages.

Description : longer description of channel. Stored in the Directory only and not used by
the MTA.

Channéd Type: correspondsto the type keyword. This parameter ismandatory and indicates
the type of channel thisis. This must be set to one of the values shown below:

Table 4.2. Channel Type

Value Type of Channel
in An incoming channel.
out An outgoing channel.
both Both incoming and outgoing.
check A channel which performs message checking.
housekeeper | A channel which performs general MTA housekeeping.
shaper A channel which performs message conversion.

M Console further restrictsthe available set of choicesfor thisfield, depending on the nature
of the channel being edited.

Access : The type of access this channel requires; the value is either nt a , in which case
the channel must be run by atrusted userID, or else nt s in which case authentication of
messages is enabled. The default isnt a. To explain more fully the implications of the
value set here:

« If the program that isrun for the channel is setuid, and the channel isnot access=nt s,
an error is reported.

» Ifaccess=nt s andtype=out or t ype=bot h, then the owner needsto beroot (otherwise
it needsto be the ppuser).

» Ifaccess=nts andtype=out ortype=bot h, andthe programisnot setuid, awarning
isgiven. Basicaly if the program is setuid root, the channel needsto beaccess=nt s
and vice-versa.

Basically if the program is setuid root, the channel needsto beaccess=nt s and vice-versa.

Outbound Protocols: Thisisalist of application contexts the channel can transfer, and
corresponds to the appcont keyword. Thisfield can only be set for a protocol channel.
Where a protocol channel can only handle one application context, the value is simply
displayed, and cannot be modified. Thisparameter configuresthe waysin which the channel
can connect out to an external MTA

The values which appear in the mtatailor.tai file are the string representations of the Object
I dentifiers defining the application contexts, as follows:

Table 4.3. Outbound Protocols

Value OID Meaning
P1 (normal) 2.6.0.1.6 X.400 P1 1988 transfer
P1(1988) X.410]1.3.6.1.4.1.453.5.5|X.400 P1 1988 X.410 mode transfer
P1 (1984) 1.3.6.1.4.1.453.5.1|X.400 P1 1984 mode transfer
P3 26.011 P3 delivery
SMTP 1.3.6.1.4.1.453.5.2| SMTP message transfer
MTS Gateway |1.3.6.1.4.1.453.5.8|Channel uses MTS Gateway API for message
transfer
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4.2.2

4.2.3

4.2.4

Value OID Meaning
P1 File 1.3.6.1.4.1.453.5.7|Channel uses P1 File convention for message
transfer
ACP142 1.3.6.1.4.1.453.5.9| ACP142 message transfer
Programs

Program to run: The program associated with this channel, i.e. the actual binary to run
(overridesthe default value, which isthe channel name). Correspondsto the pr og keyword.
May include command line arguments to be passed to the channel process.

Key : A list of keys (comma separated) by which this channel is known. This can be used
to map several logical channels onto one. See Section 2.4, “Channel Pairing”. Note that a
key isan equally valid way to refer to achannel. When referencing a channel, the first
match on key or nameistaken. If specifying several keys, the entire value should be
enclosed in quotes. Channel program-specific settings can al so appear on the Program tab:
these are described in the appropriate sections bel ow.

Tables
Intable: A table associated with the inbound part of this channel.

Outtable : A table associated with the outbound part of this channel. Thisis used by the
channel program, in a channel specific way. Not al channels require this.

Inbound

The contents of the Inbound tab will vary depending on thetype of channel being configured,
so some of the fields listed below may not be present for a specific channel instance. The
whol e tab may be absent if there are no fields which are relevant to the channel being
edited.

MTA Name: Used in P1 and P3 Simple Bind requests and responses, when using
Directory-based configuration. If not set, will default to the value configured for the Switch
asawhole. Not stored in the mtatailor.tai file. For SMTP channels, thisvalue is used by
other Isode M TAswhich are reading this Directory entry when working out how to connect
to this SMTP inbound channel: the MTA Name value is subsequently looked up in DNS.

Global Domain Identifier : Thisis used when verifying a Strong Authentication token,
if used.

Command : The executable which provides the inbound component of the channel. If a
relative path (or no path at all) is specified, it is taken to be relative to (EXECDIR). Not
stored in the mtatailor.tai file.

Presentation Address: Thisisthe OSI address on which the inbound component of the
channel (if any) will listen. Required only for P1, P3 and ACP142 channels. Not stored in
the mtatailor.tai file.

Calling Presentation Address: Thisfield alows the Transport, Session and Presentation
selectors which are included in the Transport, Session and Presentation connect packets
when opening an OSI connection to be specified. If a Network Address is specified and
TCP/IPisbeing used asthe Transport layer, then the Initiator will be bound to the specified
IP address - thisisintended to alow a specific interface to be chosen in a situation where
athe Switch system has multiple interfaces. Specification of an invalid Network Address
will thus prevent any outbound connections from being established (asthe ‘bind’ operation
will fail). Thisinformation is not stored in the mtatailor.tai file.

Application Context: Specifies the protocols which this channel provides to external
MTAs. Thisfield is only displayed for X.400 P1 channels, where there is a choice of P1

Table Based Configuration



M-Switch Advanced Administration Guide 29

4.2.5

4.2.6

4.2.7

variants which can be provided. Note that thisinformation is not stored in the mtatailor.tai
file.

Rerouteto another MTA: Thisfield isonly displayed for X.400 P1 channels. It allows
all messages queued on the channel to be rerouted to a specific Peer MTA/Channel
combination. Thisinformation is not stored in the mtatailor.tai file.

Associated Domain : For Internet Routing, gives the hostname to connect to when
attempting to transfer messages to this M TA.

MTA Password : The password used in P3 Bind requests and responses. Not stored in the
mtatailor.tai file.

Auth

The Auth tab isonly present for OSI protocol channels. Its contents vary depending on
whether a P3 or P1 channel is being configured.

P3 Initiator Authentication Requirements: These are the checks which are carried out
by the P3 Initiator on the Responder's credentials. It is possible to specify that the MTA
Name must be present, the Application Entity Title (AET) is present, the AET isvalid, the
Network Addressiscorrect, that Simple Authentication succeeds, that Strong Authentication
succeeds and that a Bilateral Agreement is present for the Initiator/Responder pair. Not
stored in the mtatailor.tai file.

P3 Inititator Authentication Requirements: These are the checks which are carried out
by the P3 Responder on the Initiator's credentials. Not stored in the mtatailor.tai file.

P7 M essage Store : This can be set to be the Distinguished Name of a specific Shared
Message Store, and if set in thisway will prevent the P3 channel from being used to deliver
into other Message Stores. Not stored in the mtatailor.tai file.

P1 Initiator Authentication Requirements: These are the checks which are carried out
by the P1 Initiator on the Responder’s credentials. Not stored in the mtatailor .tai file.

P1 Responder Authentication Requirements: These are the checks which are carried
out by the P1 Responder on the Initiator’s credentials. Not stored in the mtatailor.tai file.

Initiator RTS Credentials: These arethe credentialsto be used in aP1 bind request when
connecting to another MTA. Both the MTA Name and Password can be specified: if the
MTA Nameisnot set, it defaults to the MTA Name configured for the Switch as awhole.
Not stored in the mtatailor.tai file.

Responder RTS Credentials: These are the credentials to be used in a P1 bind response
when this MTA responds to another MTA's bind request. Both the MTA Name and
Password can be specified: if the MTA Nameis not set, it defaultsto the MTA Name
configured for the Switch as awhole. Not stored in the mtatailor.tai file.

RTSE

The RTSE tabisonly present for X400 P1 channels, and allows configuration of parameters
specific to Reliable Transfer. Thisisdescribed in detail in M-Switch Administration Guide.

MTA Links

The MTA Linkstab isonly present for X400 P1 channels.

MTA Name Links: This provides the mapping between the MTA Namein an incoming
Bind Request and the entry in the Directory which holds the configuration information for
the calling MTA. If aBind Request arrives with an MTA Name which is not present in
this table, then the bind will be rejected. After adding a new X.400 MTA to your
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4.2.8

4.2.9

configuration (whether alocal Tailoring MTA or an External MTA), you will need to make
sure that your Links tables are updated.

ACP142 In, Out and Param Tabs

These tabs are present only for ACP142 channels, and are described in _M-Switch
Administration Guide.

Advanced

The Advanced tab is used for general configuration items common to many channels.
Emitted formats: The type of addresses which are generated by this channel. Corresponds
totheadr keyword in the mtatailor.tai file. The value is one of those below:

Value Meaning
X.400 X.400 addressing
822 rfc822 addressing
any either of the above types

Boundary-ACK : For outbound channels, controls acknowledgement generation and
requests.

Bodypartsin : A list of X.400 EITs (up to amaximum of 28) that the channel will accept.
Should be left empty for non-X.400 channels. Corresponds to the bpt i n keyword in the
mtatailor.tai file.

Bodypartsout : A list of X.400 EITs (up to amaximum of 28) that the channel will output.
Should be left empty for non-X.400 channels. Corresponds to the bpt out keyword in the
mtatailor.tai file.

Check for Bad Sender : This can be set to one of the following keysto control the policy
for unroutable or unreplyable sender addresses:

Value Meaning
reject Generate delivery report (default)
accept Artificialy route on failure.

Itisstrongly recommended that the default policy, r ej ect , isused. Thiswill fail messages
that arrive with an unroutable or unreplyable sender specification. If thisis overridden,
messages can easily be lost if any failure occurs.

If theaccept modeisin effect, the MTA will attempt to route failure messages for
unroutable senders either viathe inbound MTA or if that fails to postmaster. This
configuration item corresponds to the bad- sender - pol i cy key in the mtatailor.tai file.

Check for Bad M essage: This setsthe checking mode of the channel. Normally this should
be left as the default, which is strict checking, i.e. r ej ect . However, for unusual casesit
may be required to relax some of the constraints normally imposed. Setting the mode to
accept will reducethe strictness of the checking to some extent. In particular it will allow
RFC 822 messages with no, or multiple Date fields to be accepted. It has no effect for
X.400 messages. Corresponds to the check keyword in the mtatailor.tai file.

Content In: This should only be set for shaper and checker channels, and specifies the
types of content which the channel can handle. Correspondsto thecont ent - i n mtatailor.tai
keyword. Common values are:

Value M eaning

p2 A content of the form X.400 (84) IPM

Table Based Configuration


../swadm/SWADM.pdf#ConnectMilitaryX400MTAs_01_03
../swadm/SWADM.pdf#ConnectMilitaryX400MTAs_01_03

M-Switch Advanced Administration Guide 31

p22 A content of the form X.400 (88) IPM

822 A content suitable for transfer over an RFC-822 protocaol (i.e.
one header and one text bodypart)

Content Out: Content out tailoring only appliesto outbound channels, and liststhe content
types the channel can transfer. Available values are the same as for the Content In field.
If left blank (i.e. set to none) thisindicates that the channel is content independent.
Corresponds to the cont ent - out mtatailor.tai keyword.

Channel Specific Variables: This allows variables with arbitrary names and valuesto be
set for an individual channel.

add- prio-qual i fier :Variableappliestoinbound channels. It isused to add the military
messaging qualifier to the message envelope, with thevalue‘ high'. If the qualifier isaready
present (with either value) then no action istaken. The value for the variable isa
comma-separated list of the names of the priority levels for which this action should be
taken. E.g.

add- pri o-qual i fier=nornmal , non- ur gent

The other variables avail able to each channel executable are documented later in this section
of the manual.

Connection Hold Time : Configures the length of time (in seconds) for which protocol
connections are held open by outbound channels when there are no messages to transfer
or deliver for the connected Peer MTA. Correspondsto the conhol dt i me mtatailor.tai

keyword.

Domain Nor malization: The amount of domain normalization of MTS addresses on
inbound channels. Corresponds to the dormai n- nor mmtatailor.tai keyword. The valueis
one of those below (the default is partial ):

Value Meaning
full all domainsin an MTS address are normalized
partial only the next hop of an MTS addressis normalized

With partial local domains are recognized and skipped, so the first non-local domain will
be normalized.

Subtypein: Thisshould be set for inbound channels only. Correspondsto thesubt ype-i n
keyword. Configures a content subtype which is used to control content conversion.

Subtype out: This should be set for outbound channels only. Corresponds to the
subt ype- out keyword. Configures a content subtype which is used to control content
conversion.

Lookup policy for inbound messages: The lookup policies to use for messages coming
in by thischannel. It can take any of combination of the values specified in Lookup Policies.
Corresponds to the lookup tailoring key.

If the optional prefix is specified in any of the policies, it will be prepended to the standard
tables: domai n, or, channel, aliases andusers. For example, if thepolicy is

t abl e=eg then thetablesthat may referenced when evaluating that policy areeg- donai n,
eg-or, eg-channel, eg-aliases andeg-users.

L ookup timeout: The time in seconds to spend on non-table lookups. Corresponds to the
ti meout tailoring key. The default value is 30 seconds.
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4.2.10
4.2.10.1

Maximum channel processes: This is the maximum number of instances of the channel
the Queue Manager is allowed to run at any time. A value of O (the default) indicates that
there is no maximum. Corresponds to the maxpr oc tailoring key.

MTA: A destination MTA for this channel. If thisis set, all messages will be delivered to
thisMTA regardless of the destination M TA givenin the message. Thisisuseful for relaying
all messages for a given channel viaanother MTA.

Maximum inbound connections: The maximum number of inbound connections to
(instances of) this channel which are to be permitted. Corresponds to the maxi nconn
tailoring variable. The default isto allow unlimited inbound connections.

Maximum outbound connections: The maximum number of outbound connectionsfrom
instances of this channel which are to be permitted. Corresponds to the maxout conn
tailoring variable. The default is to allow unlimited outbound connections.

MTA Report Request: Controls the setting of the mta report request for recipients. If the
value set hereis‘less than the user report request, then the mtareport request isincreased
to match the user request. Valid values are;

* basic: non-delivery reports requested

« confirmed : delivery reports requested

* audit-&-confirmed : delivery reports and subject trace information requested

Sort Key (primary): Sort keysare used to group "like" messagesin order to make message

processing more efficient. The primary sort key must be mta, user or none. The value none
should only be used as a primary sort key for delivery channels.

Sort Key (secondary): Once the Primary Sort Key has been used to group messages, the
Secondary Sort Key can be used to sort within these group. The values for thisfield can
be time, size or none. For an outbound channel, the Primary Sort Key of "" "none" and
"mta" are basically the same. This has been kept for historical reasons.

Within the mtatailor.tai file, the Primary and Secondary sort key values are combined in
asingletailoring entry of

sort="<primary key>[ <secondary key>]"

By default, all outbound channels are sorted by mta only. Local channels should be sorted
by user . Reformatters and other channels are normally sorted by none . However, setting
areformatter to mta or user allows multiple instances of the same channel to run
concurrently.

Channel Specific Configuration

X.400 P1 Channel

The X.400 P1 channel uses the same program, x400p1, for both inbound (responder) and
outbound (initiator) transfers. In addition, two-way alternate mode of operation can be
configured, allowing the channel to operate as both sender and receiver over asingle
association.

The X.400 P1 channel can be started in different ways and with different options depending
on the mode of operation required. These are summarized in the following subsections.
Starting the channel for testing or debugging purposes in covered in Non-standard Use of
the X.400 Channel. An example of an X.400 channel entry in the mtatailor.tai fileis shown
below.

Example of X.400 channdl entry in mtatailor.tai file
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chan X 40088 show="X. 400 (1988)", type=both, adr=X 400,
nane=X. 40088, key=X. 400i n88, i ntabl e=X. 400i n88,
prog="x400pl1 -i -te -fx400pli",

cont ent - out =" p2, p22", hdr out =" p22, p2, i pn",

out t abl e=X. 4000ut 88, pr obe=y,

appcont ="2.6.0. 1. 6", out | ookup="t abl e",

i nl ookup="t abl e",

bpt out ="i a5, g3f ax, external , bi l ateral

undef i ned, tt x, vi deot ex, nati onal ,

encrypted, tifl"

The following fields specific to the X.400 P1 channel appear on MConsol€'s Program tab.

Allow P1 bindswith invalid X.509 Subject DNs: corresponds to the

x509_al | ow_i nv_aet tailoring variable. When performing validation during Strong
Authentication, the AET of the other party is normally checked against the Subject in their
certificate. If this parameter isset to ‘yes’, the check is disabled.

X.509 Parent Directory: corresponds to the x509_i d tailoring variable. Configures the
directory path where the channel looks for its security environment when initializing prior
to the use of Strong Authentication. If unset it defaultsto the same directory asthe Switch's
tables.

Name of PK CS12 file: corresponds to thex509_x400p1_p12_f nane tailoring variable.
Configuresthe full directory path of the channel’'s P12 file.

Name of the passphrasefile (to access the PK CS#12) : corresponds to the x509_pphr
tailoring variable. Configures the passphrase needed to decrypt the PK CS12 file.

Directory in which trusted CA certificates are held: corresponds to the
x509_x400p1_trusted_ca_dir taloring variable.

Configuring the X.400 channel for Initiator mode

The channel is started by the Queue Manager using the values set in the pr og field of the
channel entry in the mtatailor.tai file. The values set may include the following:

x400pl -i [-te|d] [-r]|-s] [-f<Ilognanme>]

-i: Start asinitiator. This value is mandatory.

-t <suboption> : The value of suboption can be either e to enable, or d to disable TWA on
all connections. The value given herewill override the val ue of the mode field in the channel
table for the MTA. If not set the value in the channel tableis used.

-r: Disable use of checkpointing and recovery facilities. If this option is not specified, the
channel will attempt to resume the transfer of a previously aborted message.

-s. Enable saving of checkpoint data asthe message transfer proceeds. The- s flag provides
additional protection in the case of a system crash, as the necessary checkpoint data will
aways be saved.

-f <logname> : use the value logname when logging. If not specified, the program name
x400p1 is used by default.

RTSE Tab in MConsole

MConsole's RTSE tab allows various aspects of the way in which the X.400 channel
connects to other MTAs to be configured.
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Theinitiator settings are used by the channel when initiating a connection to another MTA;
the responder settings are used by the channel when responding to an incoming connection
from another MTA.

Mode: Two-way alternate (TWA) means that messages are sent and received on the same
connection. Monol ogue means that once connected, messages are sent only oneway: from
the Initiator to the Responder.

Window: Thisisthe number of checkpoints to go through before an acknowledgement is
sent. If thereisafailure in sending information across a network, the connection will be
able to resend from the last checkpoint.

Checkpoint: This defines the number of bytesin a‘checkpoint’.

RTSTransfer Timeout: The valueis an integer, whose units are seconds per kilobyte,
i.e. the actual timeout used is based on the size of the message. In this context, message
sizewill include the surrounding layers of protocol information, and does not simply reflect
the size of the message content and envelope. The default setting is zero, which implies
waiting forever for aresponse. If message transfer fails because of the timeout, then the
message will be tried again.

Note that you may alsowishto setthert se_rec_ti mer Isode variable at the sametime.

X.400 Tracing: the style of tracing information to include in the envelope of messages
transferred out by the channel.

Options are;

» ‘All’, meaning that al trace elements are included
» ‘ADMD’, which only includes trace elements relating to transfer between ADMDs

e ‘NIST’, whichisasfor ‘ADMD’, but with the domain identifier set from the
MTSldentifier of the message

* ‘Nointernal’, which meansthat no internal trace elements are included and ‘Local
internal’, which means that only internal trace information elements corresponding to
the global domain of the MTA are included.

OR-Address Downgrade: This causes ORAddresses to be downgraded according to
ISO/IEC DISP 12072—-1 Annex C.

Useof rtse rec_timer Variable

Thertse_rec_timer Isode variable controls the timeout which will be applied when
waiting for thefinal acknowledgement from a X.400 P1 responder when amessagetransfer
has been made. Thisisin addition to any RTS Transfer Timeout value; however the
rtse_rec_timer valuewill only be used if an RTS Transfer Timeout has been set.

X.400 Bilateral Agreements

A Bilateral Agreement describesaset of overridesfor aspecific pair of X.400 MTAswhich
override the default values held in each of their individual entries. They are described in
detail in the M-Switch Administration Guide.

MTA Links

With a Directory-based configuration, ‘M TA Links provide the mapping between the
MTA Name field in an incoming P1 Bind Reguest and the Directory entry which contains
the (local) configuration of information about the remote MTA. Thisis described in detail
in the M-Switch Administration Guide.

X.400 Per manent and Scheduled Associations

These are described in detail in the M-Switch Administration Guide
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X.400 Associations Limited by Priority

Thisis described in detail in the M-Switch Administration Guide.
X.400 Differentiated Service Code Point (DSCP)

Thisis described in detail in the M-Switch Administration Guide.
Strong Authentication

Strong Authentication is used by the X.400 P1 Initiator if the Peer MTA to which connection
is being attempted includes Strong Authentication in its Authentication Requirements.
Simple Authentication and M TA Name Present can also be selected — the P1 Initiator

will attempt strong authentication first if both strong and simple authentication are selected.

You can now configure the security environment for the X.400 P1 channel. Thisis shown
in the diagram below, and described after that.

Figure 4.1. Configuring the X.400 P1 security environment.

I McConsole (Switch Configuration Management)

File Window View Messaging Operations Help
& Welcome to Message Console Switch Operations B Alerts Switch Configuration Management x

~ [ Address Conversion Tables
@ Main Address Conversion Program
- Routing Trees B
» & Main Routing Tree Program to run Program Arguments -i
- Message Transfer Agents
w [=lhardie.isede.net Key
~ [/ Channels
@ 822-local Program Specific Variables
» @acpl27

(@ acp127shaper Security
{Isacp142
{3 corrector Create a new X.509 Identity for x400p1 channels
@ ftbe
{ housekeeper
@ Imtp
:s} mhsshaper
s military-dl
@3 mimecheck
:s} mimeshaper
(s p3deliver

Security DB configuration name

@ Help

There are five variables which can be configured. Some of these are mutually exclusive.
You can configure the security environment by specifying aDigital |dentity and adirectory
which contains trust anchors. Alternatively there is an obsolescent configuration in which
adirectory is specified which contains an X509 subdirectory which contains Digital
Identities and trust anchors. Thefirst Digital Identity found whose subject matchesthe DN
of the channel is used. This latter method of specifying the security environment is
deprecated and will be withdrawn in future releases.

Allow P1 Bindswith Invalid X.509 Subject DNs
The default of No means that Strong Binds using an X.509 Certificate whose Subject
DN does not match the DN in the Bind, are not allowed.

X.509 Parent Directory [Obsolescent and deprecated)]
X509 Security Environment: this must be the name of a directory which contains a
subdirectory named x509. This subdirectory must contain the X.509 PK CS#12 files
which contain the digital identity to be used to generate the credentialsused in astrong
bind.

The Digital Identity used is the first one found which matches the DN of the entry of
the X.400 P1 channel in the Directory which can be opened using the passphrase.

If not set, the default used is:

/etc/isode/swtch
C./isode/etc/swtch
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4.2.10.2

4.2.10.3

These examples givethe default valuesin the absence of this channel specific variable.

Unlessthe Digital Identity contain an unprotected private key you must configure the
X.509 Digital Identity passphrase. The passphrase must bein afilein the samedirectory
as the PK CS#12 file. The name of the file which must contain the passphraseis
<p12fil ename>.pl2.pphr

Warning: You should use the other values to configure the security
environment. Use of this feature will be removed in a future release.

Name of PKCS12 file
Enter the pathname of a Digital Identity (PKCS12 file) to be used for constructing
strong credentials.

Directory in which trusted CA certificatesare held
The name of adirectory which contains DER filesto be used as trust anchors.

Name of the passphrasefile (to access the PK CS#12)
This specifies the file that contains the passphrase needed to access the private key in
the PKCS#12 file. If thisis not configured, a default file path is used.

Allow Invalid DNsin Bind
If you check AET Valid in the Authentication Requirements then the X.400 P1
channel will not only ensure that the AET in the bind is valid (by reading the DN to
retrieve the configuration of the remote MTA) but also check that the subject DN in
the X.509 certificate provided in the bind matches the AET. You can disable the | atter
check by selecting Allow Invalid DNsin Bind on the Program tab.

See section Generating digital identitiesfor detailed instructions on how to create asuitable
certificate for the X.400 P1 channel

Creating a CA Using Sodium CA
See the M-Vault Administration Guide to create the initial CA.
ACP142 Channel

The ACP142 channedl is described in detail in the M-Switch Administration Guide, along
with the contents of the "ACP142 In", "ACP142 Out" and "ACP142 Param" tabsin
MConsole.

The channel uses LDAP to obtain information. It uses the same global LDAP connection
information asis used for routing lookup. The PP variables used are as follows:

Idap_host: Configures the name of the host on which the LDAP server containing the
Switch configuration is running. Thiswill default to ‘I ocal host ’ if not set.

Idap_port: Configures the port on which the LDAP server islistening: defaultsto ‘389’.
Idap_sad_user: Configures the SASL userid to use when binding to the LDAP server
Idap_sadl_pass: Configures the SASL password to use when binding to the LDAP server

Idap_sad_mech: Configures the SASL mechanism to use when binding to the LDAP
server.

If none of the ‘| dap_sasl ' variables are set, the channel will fall back to use of asimple
Bind using the MTA's DAP User and DAP password settings.

SMTP Channel
The SMTP channel, s| nt p , comesin two parts, an inbound and an outbound process.

SMTP Server
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The SMTP server supports the following SMTP extensions:

Table 4.4. SMTP Channel Extensions

HELP Help information [RFC 1869]

EXPN Distribution list expansion (only for X.500 Directory
based lists). [RFC 1869]

SIZE Message size declaration [RFC 1870]

8BITMIME 8hit-MIME transport [RFC 1652]

PIPELINING Client side pipelining [RFC 2197]

DSN Delivery Status Notifications [RFC 1891]

ENHANCEDSTATUSCODES | Enhanced mail system status codes [RFC 1893]

AUTH Authentication [RFC 2554]

The server program for inbound messages makes use of the following channel-specific
tailoring variables:

In Tab

When Return of Contentsisabsent, return: allows you to choose whether an absent
ESMTP RET causes ROC (return of contents) to be set when gatewaying the message to
an X.400 network. This corresponds to theabsent _ret _roc_ful I channel-specific
variable,

Maximum message size: alows configuration of the maximum acceptable message size
(in bytes) for remote submission. It is used in the SMTP dialog with hosts supporting the
SMTP extensions. This field corresponds to the anms channel-specific variable.

Allow binary data: configures the channel to accept binary data. Note that the resulting
message will probably be changed. Such amessage may al so cause problemsin processing.
Corresponds to the bi nar y channel-specific variable.

Block all connection attempts: If set, will cause the channel to alwaysblock connections.
Corresponds to the bl ock channel-specific variable.

Allow | P addresses with invalid hostnames: if set, then any connection will be allowed.
If thisis not the case, connections are only supported from hosts that can be reverse
translated (the | P address, for example, can be converted back to ahost name). Some people
consider that setting noname=f al se isaviolation of RFC 1123 (Internet host requirements).
Corresponds to the nonane channel-specific variable.

Listening address: by default, the SMTP server will listen on all available addresses, but
can be restricted to a specific address via this configuration option; this might be useful in
the case where the MTA is running on a system which has multiple network interfaces, for
example. Correspondsto thel i st en_addr channel-specific variable.

Listening port: specifiesthe port on which the SMTP server isto listen. If not set, defaults
tothe standard SMTP port (25). Correspondstothel i st en_port channel-specific variable.

Note on 8hit and binary data

The MIME specifications[RFC 2045] make aclear distinction between 8bit dataand binary
data. The former can include data with the 8th bit set (byte values 128 to 255). However,
it cannot include the NUL character, nor Carriage Return or Linefeed, except asaCR LF
end of line pair. Also, 8bit dataiis still subject to the SMTP line length restriction of no
more than 998 bytes between CR LF pairs.

This makes 8bit data unsuitable for the transfer of arbitrary binary data.
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The SMTP server prevents the transfer in of binary data, unless the ‘binary’ option is set
(the line length restriction is not applied). As aresult of the way messages are handled
within the M essage Switch, datathat violatesthe 8bit constraints may be changed, and also
cause problems with operation of the Message Switch.

Note that 8bit datais only permitted within MIME body parts. It is not permitted to have
non-ASCII characters within message or body headers. Thisis because thereisno
mechanism for assigning acharacter set to such characters. The same byte value corresponds
to different characters in different character sets. Note that MIME provides a mechanism
for encoding non-ASCI| characters within heading fields [RFC 2047]. The presence of
8hit characters in message headers can cause problems in the operation of the Message
Switch.

Out Tab
LMTP socket: Thisisonly relevant for LM TP channels - see below.

Port number: Set the TCP port to be called (duplicates the -p command line flag). The
corresponding channel-specific variable ispor t =<i nt eger >.

Encode: Control how messages are sent. Values of none and default may result in sending
messageswhich areinvalid. Correspondsto theencode=<val ue> channel-specific variable.
Thetable below describes valid encode val ue and the resulting action be the SMTP sender.

Odfalt | If the body part is mime-unknown and the receiving host indicates support for the
8BITMIME ESMTP extension then the message will be marked as

BODY =8BITMIME, otherwise an attempt will be made to downgrade the content
to a 7-bit transfer encoding if necessary.Any invalid binary datain headers or
content parts will be passed asis. This setting does its best to send only valid
messages but will not refuse to transmit a message which it cannot fix.

none |No conversion of content will occur on transmission. If the body part is
mime-unknown and the receiving host i ndicates support for the8BITMIMEESMTP
extension the message will be marked as BODY =8BITMIME. Any invalid binary
datain headers or content parts will be passed asis. 8-bit MIME content may be
sent to hosts which do not support it. This setting does not alter amessagein transit
but may send messages which are invalid.

strict |If the body part is mime-unknown and the receiving host indicates support for the|
8BITMIME ESMTP extension then the message will be marked as

BODY =8BITMIME, otherwise an attempt will be made to downgrade the content
to a 7-bit transfer encoding if necessary. Any invalid binary data in headers or
content parts will cause non-delivery of the message. This setting will not send
invalid messages. It will attempt to downgrade messages with 8-bit content to a

7-bit transfer encoding.

Maximum line length: Set alimit on the length of line that is sent. SMTP and RFC 1652
state that no more than 998 characters should be sent before aline break. By default there
isno limit on the line length. Correspondsto thel i ne=<i nt eger > channel-specific
variable,

Don't attempt Extended SM TP: do not attempt to use SMTP extensions. Corresponds
to the noesnt p channel-specific variable.

Don't do MX record lookup: Do not use MX records. Corresponds to the nonx
channel-specific variable and duplicates the -m command line flag.

Always generate relay DSN: Generate "relayed" DSN on transfer to DSN aware server.
Evenif aremote system advertisesthe DSN SM TP extension, setting this option will cause
a"relayed" DSN to be generated for a message requesting a SUCCESS DSN on transfer
to that system. Correspondsto ther el aydsn channel-specific variable.
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Errors Tab

The Errorstab configures how theinbound channel behaveswhen invalid recipient addresses
are specified or when avery large number of recipients (often an indicator of unsolicited
email) are specified:

Maximum number of errorson addresscommands: If present, sets amaximum number
of errors which will be allowed on address-related commands (MAIL, RCPT, VRFY)
before the command will no longer be recognized. Corresponds to the maxer r
channel-specific variable.

Initial delay on errors: If present, setsadelay period (in seconds) which will beimposed
after each address-related error. Corresponds to the er r del ay channel-specific variable.

Maximum number of recipients before sendinga[TEMP error]: If present, setsa
maximum number of reci pient addresses which will be accepted for an individual message.
Addresses in excess of this maximum figure will be rejected with atemporary error. The
presence of large numbers of recipient addresses in a message arriving from an external
MTA isoften an indicator of junk mail. Corresponds to the maxr eci ps channel-specific
variable.

Maximum number of recipients before sending a[PERM error]: Asfor maxr eci ps,
but will cause a permanent error to be generated. Correspondsto ther eci pl i mi t
channel-specific variable.

Anti-Spam Tab

TheAnti-Spam tab allows various settings associated with detection of unwanted email to
be configured.

Real time blacklists (RBL): If thisis set, it enables the Realtime Blackhole List (RBL)
feature, see: http://mail-abuse.org/rbl

This corresponds to ther bl channel-specific variable.

A specific domain can be specified, which is used as a suffix to the calling | P address, for
use with local implementation. An alternative target address can also be specified, as some
RBL domains use non-standard addresses. Multiple RBL domains can be specified, in a
semicol on-separated list (they are used by the SMTPinbound channel in the order inwhich
they are specified). The syntax of the switch isthus:

rbl =<r bl _domai n>[ " +" <t ar get _address>] ["; " <r bl _domai n>.]

Don’t refuse connection on a DNSBL match: If thisis set, messages from remote MTAs
which are found on the configured Realtime Blackhole List are not rejected, but instead
have their headers annotated with "X- RBL- FOUND: <nane> ( <addr >) ", where <nanme>
and <addr > are the name and | P address of the sending system. This corresponds to the

r bl header channel-specific variable.

Reject code (SMTP): This selectsthe error code to be used when connections are rejected
(for example, for the RBL or if sl oppy isnott r ue and thereisno domain associated with
the calling I P address). It can be set to 421 for atemporary reject (the default), or 553 for
apermanent reject. It corresponds to ther ej ect channel-specific variable. Additional
information will be added to this, depending on the type of the reject.

SPF: SPF (Sender Policy Framework) is away of checking that the purported sender
address (the argument to the SMTP "MAIL FROM" command) is permitted to send mail
from the calling |P address. It is based on the use of special DNS records. For more
information on SPF, see RFC 4408. The value of the field in MConsole controls the
behaviour for different SPF results. The default behavior isto insert an extra heading field
indicating the result. The value can be acomma separated list of result strings. If the result
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matches one of these, then the command isrejected. Possibleresult valuesaref ai | ,sof t
t enp and per m This control correspondsto the spf channel-specific variable.

Auth Tab

The SMTP inbound channel supports the AUTH keyword [RFC 2554]. This allows
connections to the SMTP server to be authenticated. Various SASL authentication
mechanisms are supported (as detailed below).

The Simple Authentication and Security Layer (SASL) provides a method for adding
authentication support with an optional security layer to connection-based protocols. It
also describes a structure for authentication mechanisms. The result is an abstraction layer
between protocols and authentication mechanisms such that any SASL -compatible
authentication mechanism can be used with any SASL -compatible protocol. See for more
information.

The successful completion of an authentication exchange can cause the SMTP server to
select anew incoming channel can be selected, allowing alternative authorization to occur.
In order to select a new channel, a new mta name is constructed in the form

"<aut hori zati on_i d>. aut h". The SMTP server then reinitializes with thisnew MTA
name, which may cause a different inbound channel to be selected. The simplest
configuration which would allow this can beillustrated by the mtatailor fragment below:

chan snt p-external type=both name=snt p-external

prog=sl mp key=sntp show="with SMIP (external)"

cont ent - out =" 822"

check=sl oppy out adr="822" appcont="1.3.6.1.4.1.453.5.2"
bpt out ="i a5, m me-unknown" hdrout ="822"

The example above assumes that "i sode. cont' isthe MTA’slocal domain. An SMTP
connection attempt coming in from the outside world would initially use the
snt p- ext er nal channel (sinceits hosthameis not listed in thel ocal host s table).

The successful completion of the authentication exchange resultsin the MTA name
associated with the connection being changed. It hastheform<aut hori zati on_i d>. aut h
. Thisname is used for authorization, i.e. in looking up an entry in the aut h. nt a table.
The association of the connection with achannel is also recal culated, through matching
entriesin the associated nt at abl e. The channel choice also affects authorization, and it
affects other configurable behaviour.

A number of authentication-specific options are configurable for the SMTP channel via
MConsole's Auth tab:

DisableAUTH command: Selecting this option preventsthe SM TP server from advertising
the AUTH command in its EHL O response, and causesit to reject AUTH commands with
a"502 5.5.2 command not i npl ement ed” error. Correspondstothedi sabl e_aut h
channel-specific variable.

When the option is not specified, it defaults to true (i.e. AUTH command is supported).
When the option is specified, but no value given - it defaultsto true as well.

Require authentication: This option specifies whether authentication is required before
starting amail transaction. If itsvalueistrue, and the client hasn't authenticated, the server
will reply "530 5.5.1 (Must authenticate first)". Corresponds to the require_auth
channel-specific variable.

When the option is not specified, it defaults to false. When the option is specified, but no
value given, it defaults to true. See also "sof t _noaut h" option.

Soft NoAuth: If thisoption istrue, all SMTP authentication 5XX error codes will be
reported as 4X X error codes instead. Correspondsto the sof t _noaut h channel-specific
variable.
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BURL Command: This option specifies whether the BURL command is enabled on the
server. Thevalue "aut h" saysthat BURL is advertised, but only allowed after successful
authentication. If the client isnot authenticated the server will respond 530 5. 5. 1" (Must
authenticatefirst). Correspondsto the burl channel-specific variable, which can have values

yes", "no" or "aut h".

When the option is not specified, it defaults to true (i.e. BURL command is supported).
When the option is specified, but no value given - it defaults to true as well. See also the
"sof t _noaut h" option.

EXPN Command: This option specifies whether the EXPN command is enabled on the
server. Thevalue "aut h" saysthat EXPN is advertised, but only allowed after successful
authentication. If the client is not authenticated the server will respond 530 5. 5. 1" (Must
authenticate first). Corresponds to the expn channel-specific variable, which can have

values"yes", "no" or "aut h".

When the option is not specified, it defaults to true (i.e. EXPN command is supported).
When the option is specified, but no value given - it defaults to true as well. See also the
"sof t _noaut h" option.

VRFY Command: This option specifies whether the VRFY command is enabled on the
server. Thevalue "aut h" saysthat VRFY is advertised, but only allowed after successful
authentication. If the client isnot authenticated the server will respond 530 5. 5. 1" (Must
authenticate first). Correspondsto the vr f y channel-specific variable, which can have

values"yes", "no" or "aut h".

When the option is not specified, it defaults to true (i.e. VRFY command is supported).
When the option is specified, but no value given, it defaultsto true aswell. See also the
"sof t _noaut h" option.

Allow plaintext SASL : Thisoption specifieswhether plaintext SASL mechanisms (PLAIN,
LOGIN) are alowed. If its value is false, those mechanisms will not be advertised in the
EHL O response. When the option is not specified, it defaults to true. When the option is
specified, but no value given, it defaults to true as well. When the optionisset to "t | s",
plaintext SASL mechanisms are only alowed over a TL S-encrypted connection.
Correspondsto theal | owpl ai nt ext channel-specific variable.

RequireTL S: Thisoption specifieswhether aTL S-encrypted connection isrequired before
starting amail transaction. If its value istrue, and the connection is not encrypted, the
server will reply "530 5.5.1 A TLS-encrypted connection is required".
Correspondsto ther equi re_t | s channel-specific variable.

When the option is not specified, it defaults to false. When the option is specified, but no
value given, it defaultsto true.

SASL Mechanisms advertised: This option alows you to limit which mechanisms are
advertised by the channel in its EHLOresponse. The intersection of the set of available
mechanisms with thislist is returned in the EHLOresponse: e.g. if

"PLAI N; DI GEST- MD5; GSSAPI " are available and the value of this optionis

" SRP; GSSAPI ; DI GEST- MD5", the EHLOresponse will list at most DI GEST- MD5 and
GSSAPI. The corresponding channel-specific variableissasl _nmechs = <";" separated
list of SASL mechanisms>.

"At most", because other optionslike al | owpl ai nt ext affect the final list of available
options as well.

SASL Mechanisms

The Message Switch supports multiple SASL mechanisms via a plugin system. When the
Switch starts up it loads al the pluginsinstalled in (LIBDIR)/sasl2. This makesit simple
to completely disable certain mechanisms (by removing the plugin file and restarting the
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Switch) or to add additional mechanisms (by copying in the new plugin and restarting the
Switch).

Each mechanism supplied has different characteristics that might make it more or less
useful for a given Message Switch.

Table 4.5. -SASL Mechanism Characteristics

Mechanism Approach Security
PLAINLOGIN | Sends plaintext passwords across the network. Very weak
CRAM-MD5 |Basic challenge/response, but vulnerable to server spoofing |Weak

attacks
NTLM Basic challenge/response, using a Microsoft-specific Weak
algorithm
DIGEST-MD5 |Challenge/response Good
OoTP One-time password Good
TLS Tab

TL Ssupport: Configures the outbound use of TLS by the SMTP Client and whether the
inbound SMTP server supports TL S and advertises this support in the response to an EHLO
command. Possible values are;

Value Meaning
OPTIONAL Use TLSif available
SERVER TLSto be advertised by SMTP Server only
YES Same as OPTIONAL

This option correspondsto thet | s channel-specific variable.

I dentity: Configures whereto look for the digital identity to be used by the SMTP server.
Anidentity is contained in afilewhich can be: rsa.p12 (with passphrasefilersa.p12.pphr),
dsa.pl2 (with passphrase file dsa.p12.pphr) or id.p12 (with passphrase file key.pphr). The
id.p12 formisdeprecated. ThisisaPKCS#12 file containing the private key and certificate.
If thisfileis passphrase protected, the passphrase should be held in atext file. Corresponds
tothei dent i t y channel-specific variable.

Some additional channel-specific variables can only be set viathe Advanced Tab in
MConsole at present:

local: More stringent checksto see if MX records point to the local MTA (duplicates the
-| command line flag).

reconnect_retries=<integer>: For SM TP connections only, the number of timesto retry
the complete connection processing. Defaults to no retries.

SMTP Client

The SMTP client program for outbound messages understands various channel-specific
variables, which can be set from MConsole.

-p port: It can be given thisflag to tell it to connect to atcp port other than the default. This
can be set up by setting the tailor entry to something like the following:

chan sntp-odd prog="sntp -p 2001", show="0Cdd sntp"...
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- : Thisflag only makes sense if the DNSis being used. This makes more stringent checks
onthe DNSMX recordsto seeif ahost isactually thelocal host by comparing IP addresses
aswell as domain names.

-m: It can also be given thisflag if compiled with nameser ver support, in which case it
will not resolve addressesusing M X records. Thisisoccasionally useful for internal traffic.

An 8bit message is one which is flagged as 8bit when transferred into the message switch
from another switch, using the 8BITMIME SMTP extension [RFC 1652].

A message will also be flagged as 8bit if, when the mi mef | at t en channel processes a
message, MIME body parts which have the 8bit or binary content transfer encoding are
found.

When an 8bit message is transferred to a host that supports the 8BITMIME extensions, it
is flagged as an 8hit message to that host, and transferred unchanged.

When the receiving host does not support the 8BITMIME extension, or the messageis not
flagged as 8bit, then the transfer method depends on the configuration of the encode option.

Greylist Tab
LMTP Channel

The LMTP channel is an outbound channel which usesthe s| nt p program. It is designed
to enable the integration of the Message Switch with the IMAP Message Store.

It isconfigured in the sameway asthe smtp channel (See SMTP channel), with thefollowing
exceptions:

nane | ntp

show "wi th LMIP"

prog slntp

type out

access nts

I mp <hostnane> | <UNI X socket name>
port <port nunber>

The value of the Imtp and port tailoring variables depends on whether you are using TCP
or UNIX sockets.

Using TCP

When using TCPto deliver, thel nt p variable should be set tothe host nane of the system
to which the channel isto connect. If no host nane is specified, | ocal host will be used
instead. The TCP port to use will need to be configured as well. It should NOT be set to
25. In MConsole, these fields can be set on the Out tab for the channel: the LM TP socket
field should be set to the target host nane.

Notealso for TCP, that if you are delivering to ahost which is not thelocal host, as defined
inloc_dom mta, you must specify the following in the channel configuration:

nmt a <host nane>

I dentity: thisfield of the Out tab allows the directory containing the TLS identity
information to be configured. If not specified, then the value of the tailoring variable
t1s_pat h (set onthe MTA's Security tab) isused. If that is not set, then (TBLDIR)/tls
will be used. It correspondsto thei dent i t y channel-specific variable.

Using UNI X sockets
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When using UNIX sockets, the value of thel nt p variable (the LM TP socket field on the
Out tab in MConsole) should bethe name of aUNI X socket. For example, the UNIX socket
name, for SMS 3.0, is /var/md/store/ipc/Imtpd. The following example shows a typical
configuration for the LM TP channel.

chan I ntp prog=slntp, show="with LMIP", type=out, access=nts
adr =822, content - out =822,

| mt p=<uni x socket nane>, hdrout=822-norm

bpt out ="i a5, m me-unknown, ni nme-nultipart-signed

m nme- mul ti part-encrypt ed"

P3 Channel

The P3 channel provides submission and delivery of X.400 messages using the P3 protocol,
either directly to/from a P3 User Agent, or indirectly viathe P7 Message Store. Message
delivery and report delivery operations take place on associations initiated by either the
MTA or MTS user, while message and probe submission operations are accepted on
associations initiated by the MTS user. These actions implement the nt s- access and

nt s- f or ced- access application contexts for P3.

Channel-specific configuration variables are:

ndr_on_error: Controlsthe behaviour of the P3 Channel when some errors are encountered
during message delivery. If set to any value, the message concerned will be non-delivered:
if unset (the default) atemporary error will be logged and message delivery will be retried
later.

acceptall: Setting thisto "true" switches on the accept al option. In this case the P3 Server
will not reject messages containing a bad address and will instead cause a non delivery
report to be generated. In MConsole, this can be configured using the Accept all recipients
option on the Program tab.

P3 protocol submission and delivery channels are implemented viathe p3ser ver and
p3cl i ent programs. Message delivery and report delivery operations take place on
associationsinitiated by either the MTA or M TS user, while message and probe submission
operations are accepted on associationsinitiated by the M TS user. These actions implement
thent s- access and nt s- f or ced- access application contexts for P3. Asaresult, a
normal MTA configuration will have two P3 channels configured - ap3ser ver channel
which can perform submission and delivery, and ap3del i ver channe which only performs
delivery.

NOTE: If t sapd isto be used, as opposed to i aed, an entry of the following form must
be added to the (SHAREDIR)isoservices file for the P3 submission channel:

tsap/ p3 "403" /opt/isode/libexec/ p3server

The P3 channel processes either use standard table-based methods or X.500 Directory
lookup to obtain the information necessary to deliver messages or accept them for
submission. The tailoring required differs between the two |ookup methods.

If table-based lookup is used, mtatailor.tai file entries similar to the following entries are
required:

tbl p3 show="P3 protocol subm ssion & delivery"

chan p3 show="P3 subni ssion & delivery" type=both, access=nts,
adr =X. 400, key=p3server, prog=p3client,

sort="user priority tine", content-out="p2, p22", outtabl e=p3,
hdr out =" p2, p22, i pn",

bpt out ="i a5, g3f ax, external , bi |l at eral , undefi ned, ttx,
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vi deot ex, nati onal , encrypted, tifl",
i nt abl e=p3

If X.500 Directory lookup is used, mtatailor.tai file entries similar to the following entries
are required:

tbl p3 show="P3 protocol subm ssion & delivery"

chan p3 show="P3 subni ssion & delivery" type=both, access=nts,
adr =X. 400, key=p3server, prog=p3client,

sort="user priority tine", content-out="p2, p22", outtabl e=p3,
hdr out =" p2, p22,i pn",

bpt out ="i a5, g3f ax, ext ernal , bi | at eral , undefi ned, ttx,

vi deot ex, nati onal , encrypted, tifl"

Instead of MTA initiated delivery (using the p3cl i ent process), the P3 channel can be
configured to deliver messages only when the MTS user indicates its presence and
specifically requests delivery. For thisthe pr og field needs to be removed (so that the
Queue Manager does not start any P3 channel instances). When an MTSBind arrives at
the P3 Server process, the requested application contextsin the Bind Argument are checked,
and if the Message Delivery Service Element isindicated, delivery processing isturned
on.

Asmessages may bein the system sometime awaiting delivery, the message timeout value
may need to be atered. Thisvalueis set in the mtatailor.tai file variable, r et ur nt i ne.

Changes to the mtatailor.tai filefor MTS initiated delivery will take effect when the MTA
is restarted.

List Channel

The List channel performs expansion of Distribution Lists. The channel executable can
work in X.400 or Internet mode, but if you want to support both modes of operation on the
same MTA you will need to configure two channel instances.

The Program tab for the List channel in MConsole has a number of controls:

Operational mode: Whether this channel isworking in X.400 or | nternet mode, or Default
mode. In Default mode, the channel will use X.400 mode if the MTA is X.400-only and
will use Internet mode otherwise. This single control setsthe x400 or i nt er net

channel -specific variables as appropriate.

UseDirectory lookup: Whether this channel should use Directory lookup for DL expansion.
Defaultsto " no" , which means that the channel will use table-based expansion instead.
This control setsthedi r | ookup channel-specific variable.

Expand sublistsimmediately: Controls whether entriesin the Distribution List being
expanded which are themsel ves the addresses of other Distribution Lists should be expanded
immediately, or left for processing by another List channel instance after resubmission.
This control setsthe value of the dosubl i st s channel-specific variable.

Allow empty lists: Controlswhether messageswhich are addressed to an empty Distribution
List cause a DR to be generated (empty=false) or marked as successfully processed
(enpt y=t r ue). This control setsthe value of the empty channel-specific variable.

Local DIT Base: Thevauefor thisfield is a string-encoded DN, giving the point in the
DIT under which searches for Distribution List entries should be performed, if Directory
lookup is being used. Setsthe value of thel ocal di t channel-specific variable.

Sear ch depth: Controls how the search for Distribution List entries should be performed,
if Directory lookup is being used. Setsthe sear ch channel-specific variable.
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I gnore dl-expansion-prohibited: Allows the channel to be configured to ignore the

dl - expansi on- pr ohi bi t ed flag which may be present in amessage, and which would
normally cause the List channel to generate a negative DR for the message. Setsthe

i gnor e- dl - exp- pr ohi bi t ed channel-specific variable.

Checker Channel

The Checker channel performs anti-spam and anti-virus checking. Full details of this
channel and how to configureit are provided in the Content Checking chapter of thismanual
and _M-Switch Administration Guide.

Main Tab

Per-user L DAP config: Setting thisto " Yes" will enable the channel to use per-user
configuration read from the Directory. This control setsthe | dap_userconfi g
channel-specific variable.

L DAP config prefix: This allows the a prefix to be added to the name of the Directory
Profile used for per-user configuration. The control sets the value of the
| dap_confi g_prefi x channel-specific variable.

XML configuration file: Specifies an aternative XML configuration file for the channel
(the default is “ <channel-name>-config.xml”. Setsthe value of theconfi gfil e
channel-specific variable.

Tcl script used in init: This specifies athe name of aTcl script which will be executed
during the initialization phase of the Tcl-based component of the Checker channel. Sets
the value of thescri pt channel-specific variable.

Tcl command used in init: This specifiesaTcl command which will be executed during
theinitialization phase of the Tcl-based component of the Checker channel. Setsthe value
of the command channel-specific variable.

Thefollowing channel variables can be overridden by the channel configuration within the
scanconfig setup for the channel:

Anti-virus Tab

virusengine: The name of the Tcl package to load which isthe interface to the Anti-Virus
engine. Not al platforms support al A-V engines. One of:

* VirusNone - no checking performed
¢ VirusClamAV

* VirusNorman

* VirusSophos

repair If true, attempt to repair infected attachments
nocheck If true, disables virus checking
uudecode If true, look for infected uuencoded attachments

maxsize If greater than zero, gives the maximum sizein bytes for attachments which are
checked

tempdir Temporary directory used to create files from attachmentsfor A-V checking. Can
be on aRAM disk for efficiency

nodelete Delays the deleting of temporary files (unless tempdir is used).

Before the checker channel can be used, it will be necessary to set up a minimum set of
checking rules and build the cache file which holds the recompiled version of these rules.
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This minimum set of rulesis contained in the file (SHAREDIR)/msgcheck.zip. You must
copy thefile to (ETCDIR)/switch and unzip it, creating a msgcheck subdirectory. After
doing this, youwill need to runthecachebui | d Tcl script for each checker channel which
you have created:

cachebui | d m mecheck

On Windows you will need to explicitly runthe Tcl interpreter and passin the name of the
Tcl script (cachebui | d) asthe first command line argument.

Notes on AntiVirus Packages
ClamAvV

M-Switch uses ClamAV by communicating with the daemon process included in the
package. When configuring ClamAV (in the clamd.conf file), you will need to check and
modify the following variables:

» TCPSocket: this needs to be uncommented and should be set to the default which
M-Switch assumes of 3310

» User: this should be set to either the ‘pp’ userid or ‘r oot ’, so that the clamd daemon
can accessfilesin the MTA’s queue.

Nor man

M-Switch uses a programmatic interface to the Norman Anti-Virus libraries, so simply
installing the Norman packages should make the functionality available.

Sophos

M-Switch usesthe SophosAV package by interfacing to the SAVDI daemon over a protocol
connection. The SAVDI daemon installs on top of the standard Sophos anti-virus product.
An appropriate SAV Dynani ¢ | nt er f ace installation package for your platform can be
supplied on request by I1sode Support. The daemon is configured via afile named
savdid.conf.

On Unix platforms, the default settings in thisfile are correct, but on Windows it will be
necessary to look for the “channel” section which configures the SSSP protocol and set
theal | owscanfi | e configuration variable to the value FI LE.

On all platforms you will also need to ensure that the daemon process runs with sufficient
privilege to be able to access files which have been created by the MTA processes.

Anti-Spam Controls

prionormal Rule priority level applying for normal level

priomild Rule priority level applying for mild level

prionone Rule priority level applying for no A-S.

scanall Scan al attachments, not just text bodies, for A-S.
no_unknown_char sets Enable a rule which traps unknown charsets
General controls

guarantinedir Directory for quarantined messages. This can contain fieldsin which are
substituted date and time values. See the definition of the archive directory.

sur bl Suffix to be used for anti-spam URL lookup. If set to the empty string, disable SURBL
lookup. Standard rulefiles definethisto benul ti . surbl . org.
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redirect Default address for redirection, if the action for aruleisto redirect.
showwor ds Display matched words in annotated messages.

scanlog If set, causes logging of various scanning events.

scancontext Size of context for matches shown in scanning logging.
Setting Up ClamAv on Windows for use with a Checker Channel
Instructions on how to install and configure ClamAv on Windows.

» Download ClamAV for Windowsfromhttp://oss. netfarmit/cl amav
* Create C:\clamAV\db
» Copy the contents of the downloaded filesinto C: \ cl amav

 Import the registry settings from C:\clamawv\clamav.reg by either double clicking or
using the following command within an elevated command prompt:

regedit /s c:\clamAW cl anav. reg

* Install the Clam Service, running the following from an elevated command prompt (note
the use of two --)

c:\cl amAW cl and. exe --install

» Change the start-up of this service using the following; note the white space after the
equalssign

sc config "danD' start= auto

» Download the latest ClamAV updates from
http://ww. cl amwi n. conml cont ent/ vi ew 58/ 27/, copy these two filesto
C:\clamawdb (Thisis an offline update - you can a so use the FreshClam program to
automate this).

» Start the clam daemon service

Net start "clanD"

CCCP Channel

The Content Checking and Conversion Protocol (CCCP) isameansfor achecking channel
to communicate with a server process which can perform both content checking, and also
change the content. It can cause the message to be non-delivered, or deleted for each
recipient, or the message can be redirected for arecipient. Full details of this channel and
how to configure it are provided in _M-Switch Administration Guide.

Shaper Channel

The Shaper channel is used to perform content conversion. It is documented in the Content
Conversion section of this manual.

822-local Channel

The 822-local channel delivers Internet messages into aUnix maildrop file. There are four
channel -specific variables which can be set from the Program tab in MConsole;
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Mailbox name: Name of mailbox file. It defaultsto ppmai | box. This control setsthe
mboxnane channel-specific variable.

Mail filter: Name of mailfilter file. Defaultsto . nai | fi | t er . Thiscontrol setsthe
mai | filter channel-specific variable.

Mailbox delimiter 1: Delimiter character string for start of message in mailbox. Defaults
to"\\ 1\ V1NV 1V 1V ™. This control setsthe del i L channel-specific variable.

Mailbox delimiter 2: Delimiter character string for end of message in mailbox. Defaults
to"\\ 1\ \ 21\ \ 1\ \ 1\ \ n".This control setsthe del i n2 channel-specific variable.

Housekeeper Channel

The Housekeeper channel performsavariety of functions. Itsprimary purposeisto generate
X.400 Delivery Reports and Internet DSNs when requested by other channels. It isalso
responsible for generating warnings when message delivery or transfer isdelayed (in
MIXER and Internet-only configurations), resubmitting messages when requested, reloading
messages into the Queue Manager when they have been updated, deleting messages from
the queue on command, redirecting messages to alternative recipients, converting X.400
DRsto Internet DSNs and tidying up general ‘trash’ in the MTA's queue.

There are only two channel-specific tailoring variables:

Discar d messages: If amessage for which aDR or DSN is being generated has an empty
originator address, thereisnothing to addressthe DR or DSN to, and the DR or DSN would
normally be discarded. To prevent this, the di scar d channel-specfic variable can either
be set to " no", in which the Postmaster address for the MTA will be used as the recipient
of the DR/DSN, or it can be set to the Internet address of the desired aternative recipient
of the DR/DSN.

Text body templates: This configures atemplate file used to configure the text which is
included in DSNs and MDNSs. If the filename is arelative filename, it isrelative to
(ETCDIR). This control setsthet enpl at e channel-specific variable.

Trash Facility

The trash facility within the Housekeeper channel frees storage which no longer is of
interest to the mail system. It only removes files and directories which it deems suitable
for deletion and whose latest modified times are suitably ancient. Thetime interval after
which afileis suitably ancient may be configured viathe "Trash Lifetime" item on the
"Advanced" tab for the MTA in MConsole, or viaan entry of the form "set
trash_lifetinme=<interval >" inthe mtatailor.tai file.

If not specified, theinterval is set to the default value of three days. If given, the interval
must be specified as a string of the form 4d 2h which represents an interval of four days
and two hours. The time unit abbreviations recognised are:

* sseconds

* mminutes

* hhours

» ddays

* wweeks

dr2dsn Facility

The dr2dsn facility within the Housekeeper channel converts X.400 Delivery Reports into
NOTARY Delivery Status Notifications (DSNs) in the form of MIME RFC 822 messages.
Once constructed these messages are then submitted to the Queue Manager for return to
the sender. The text body generated for the DSN can be configured.
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Report Generation Facility

The Housekeeper channel is responsible for generating X.400 Reports and NOTARY
DSNs. It is scheduled when a channel decides that one or more recipients of a message
require areport. The channel saves the information required to generate the report in the
message queue, and returns an indication to the Queue Manager that areport is required.

An X.400 report may contain adelivery report indicating successful delivery to arecipient,
or anon-delivery report indicating that the message could not be delivered to arecipient.
A single X.400 report may also contain both types of delivery report for messages with
multiple recipients; for example, a message could require an X.400 report that contains a
delivery report for Recipient A, but a non-delivery report for Recipient B.

A NOTARY DSN may similarly indicate successful or unsuccessful delivery. It may also
indicate distribution list expansion, relay to an MTA which does not support NOTARY,
or that the message has been delayed. A single DSN may also contain multiple types of
delivery report for messages with multiple recipients; for example amessage could require
aDSN that contains a delivery report for Recipient A, anon-delivery report for Recipient
B, and a delayed report for Recipient C.

The text body generated for the DSN can be configured.
Discard Address Function

When the Housekeeper channel encounters an unroutable DSN, or amessage with no return
address causes a permanent error, the channel can discard the error or send aDSN to a
chosen address. Thisis configured viathe value of thedi scar d channel-specific variable.

FAPI Channel
NOTE: The FAPI channel is only supported on Windows platforms.

The FAPI channel provides file-based message submission and delivery facilities. The
channel is actually implemented as two independent parts: af api ser ver processwhich
runs as aWindows Service, providing a submission service, and af api channel channel
which provides the delivery service. The channel uses a private format, where elements of
the X.400 P1 envel ope and P22 content (e.g. addressing and some header fields) are
contained in atextual ‘header’ file, with bodyparts supplied as separate files referenced
from the associated header file.

A detailed specification of the FAPI interfaces can be obtained from the relevant ECB
documentation. Information in this manual is confined to the details of how to configure
and run the channel.

FAPI Submission Service

For normal operation, the FAPI submission service should be installed as a Windows
service. Thiscan be done using the Servicestab of the Switch OperationsView in MConsole
(or the standalone I sode Services Manager). Select the “Add” option, and configure fields
as shown below:

Service Name isode.pp.fapi

Description Isode M-Switch FAPI Server
Executable path (SBINDIR)/fapiserver.exe
Service arguments -c fapi

All other parameters can be left empty or with their default values.

Oncethe submission serviceisinstalled, you can start it using the Servicestab of the Switch
Operations View in MConsole (or the standal one I sode Services Manager) . If you wish
to run the submission service as a standard program, you will need to specify the" - d"
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(debug) command line flag, in addition to the mandatory channel name (" - ¢") command
line flag and argument; i.e:

>C:
>cd \ Program Fi |l es\ | sode\ bi n
>f api server -d -c fapi

Once the submission serviceis running, all of the rest of its configuration information is
read from the relevant channel entry in mtatailor.tai and either directory or table-based
configuration. As the configuration information is shared between the submission and
delivery processes, it is described separately (below).

FAPI Delivery Channel
The FAPI channel is a standard delivery channel. Itstailoring is described below.
FAPI Tailoring

Directory-based configuration of the FAPI channel and associated Points of Access (PoAS)
relies on the fact that from a configuration standpoint a PoA |ooks very much like a P7
Message Store. A dummy Shared Message Store can be configured, allowing individual
Message Store Users with associated OR-addresses and Mailbox Roots to be assigned to
it. A ‘real’ P7 Message Store processis never run: instead the FAPI submission server and
delivery channel assume roughly the samerole asthe P7 process's submission and delivery
functions.

Thefollowing discussion assumesthat you have already set up astandard X.400 Messaging
Configuration (without a Message Store), as described in the M-Switch (X.400)
Administration Guide.

Next, use MConsole to create a Message Store object. You can assign any hame to the
Message Store, and give it a Presentation Address of “NS+” (i.e. aNULL address). “Listen
level” and “Invoke level” can both be setto “St at i c”. You will need to associate the
X.400 Routing Tree you should have aready created with the Message Store.

Next, use MConsole to create a new channel, with the name ‘f api ’. This should have the
following settings:

type=bot h

access=nts

no out bound protocol sel ected

pr og=f api channel

key=f api

st ore="<cn=Ms, cn=Messagi ng Configuration....>"
cont ent - out =" p2 p22"hdrout ="p2 p22"sort=user
adr =X. 400 bptout="i a5 undefined bil ateral"

Any fields not mentioned above can be left with their default values. The values entered
for the store key should be the Distinguished Name of the Message Store directory entry
created earlier. This can be discovered by using the Sodium program to examinethe section
of the Directory Information Tree containing the Messaging Configuration - it will probably
besomethinglike: " cn=M5, cn=Messagi ng Confi guration, ou=MHS, o=Exanpl e
Cor p, c=GB". Notethat the DN needsto be enclosed in <> characters, and will need to
be quoted if it contains any spaces.

Next you need to create an ‘ X.400 M essage Store User’ corresponding to each POA which
you wish to support. Configure the MS User's “Mailbox Path” to be the full pathname to
the user's Point of Access. You can select a zero-length password - it will not actually be
used.
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Once you have created an MS User with the EMMA wizard dialog, navigate to the user's
properties, and change their ppchannel attribute value from "p3" to "f api ". Thiswill
cause the MTA to deliver messages to them using the FAPI channel.

You can now start the services which make up the Isode X.400 Message Switch, using the
Isode Service Manager. Remember that the Isode MTA Tailoring Daemon service must
start first.

You are now ready to test submission and delivery.
The complete list of channel-specific variables which may be set for the channel is:

inreadydir: The name of the inbound ‘ready’ subdirectory for a mailbox: defaultsto
“i n/ ready”

inheader dir: The name of the inbound ‘ header’ subdirectory for a mailbox: defaultsto
“i n/ header”

indatadir: The name of the inbound ‘data’ subdirectory for a mailbox: defaults to
“i n/data”

outreadydir: The name of the outbound ‘ ready’ subdirectory for a mailbox: defaults to
“out/ready”

outheaderdir: The name of the outbound ‘ header’ subdirectory for amailbox: defaultsto
“out / header”

outdatadir: The name of the outbound ‘ data’ subdirectory for amailbox: defaultsto
“out/ data”

delrepheaderdir: The name of the delivery-report ‘header’ subdirectory for a mailbox:
defaultsto “del _r ep/ header”

delrepreadydir: The name of the delivery-report ‘ready’ subdirectory for a mailbox:
defaultsto “del _rep/ ready”

subrepheader dir: The name of the submission-report ‘header’ subdirectory for amailbox:
defaultsto “sub_r ep/ header”

subrepreadydir: The name of the submission-report ‘ready’ subdirectory for a mailbox:
defaultsto “sub_r ep/ r eady”

store: The DN of the FAPI Server's own entry in the Directory
password: The userPassword attribute associated with the FAPI Server's Directory entry

sloppy: if sl oppy issetto“t rue” (thedefaultis“f al se”), theinbound FAPI server will
ignore (but log) any unknown keys or malformed linesinitsinput data, instead of reporting
an error and generating a negative submission report (the default behaviour).

forcequote: if f or cequot e isset to “f al se” (the defaultis“t r ue”), data values which
are written to report and message files will only be enclosed in double-quotesiif the data

valuesinclude whitespace. The default behavior isto quote data val ues regardl ess of whether
they need it or not.

P1 File Channel
The pIfile channel comesin two parts: aninbound (P1 File Server) and an outbound process

(P1 File Client). The processes read from and write to binary files containing the BER
encoding of P1 messages. Channel-specific tailoring controls are:
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In Tab

Error Directory: Configures where the inbound channel writes messages which cannot
be submitted for some reason. The default value is /var/isode/pifile/errors on Unix and
C:/Isode/plfilelerrors on Windows. Setsthevalue of theer r di r channel-specific variable.

Input Directory: Configures where theinbound channel expects messages for submission
to be placed. The default value is /var/isode/pifile/inbound on Unix and
C:/Isode/p1filelinbound on Windows. Note that on Unix, this directory must be
readable/writeable by the PP user. Setsthe value of thei ndi r channel-specific variable.

Remote M TA: Configures the MTA name which the channel uses when submitting
messages. This variableis mandatory unlessthe p1fi | e channel program has been
configured to run with the "- m <nt anane>" switch. Setsthe value of ther enot e_nt a
channel-specific variable.

Sleep: The length of time for which the channel will sleep between processing one set of
inbound messages and checking for a new set. Only used on Unix (on Windows a
ChangeNoatification mechanism is used instead). Defaults to 1 second. Sets the value of
the sl eep channel-specific variable.

Prefix: Defines afile prefix which is required for input files (i.e. fileswhich do not have
this prefix will be ignored). Can be either afixed character string (e.g. "nsg. ") or “%”".
In the latter case, thep1fi | e process will expect all message files to start with a priority
indicator character of “h”, “m” or “I”, indicating high, medium or low priority respectively.
Messageswill then be processed in priority order. Thedefaultisfor all filesto be processed.
Setsthe value of the pr ef i x channel-specific variable.

Suffix: Defines afile suffix which is required for input files (i.e. files which do not have
this suffix will beignored). Must be afixed character string (e.g. . nsg"). The default is
for al filesto be processed. Sets the value of the suf f i x channel-specific variable.

Number of open retries: On Windows, the ChangeNoatification which alerts the plserver
process to new fileswill fire when anew file is created in the input directory, but before
the file has been closed by the process which is creating or copying it causing the plserver
to attempt to open the file and discover that it islocked. When num open_retri es isset
non-zero, the plserver will wait for ashort interval and then attempt to open thefile again,
up to the configured limit on the number of attempts. Defaults to O (i.e. no retries). Sets
the value of thenum open_r et ri es channel-specific variable.

Retry timeout: Thetime (in seconds) to wait before retrying after afailed file open. Defaults
to 1 second. Setsthevalue of theret ry_t i meout channel-specific variable.

Accept all recipients: Configures whether the channel should accept al recipients and
subsequently generate negative DRs for any invalid addresses, or should reject a message
which containsinvalid addresses. Setsthevalue of theaccept al | channel-specific variable.

Out Tab

Output Directory: Configures where the outbound channel writes outbound messagesto.
The default value is /var/isode/p1file/outbound on Unix and C:/lsode/plfile/outbound on
Windows. Note that on unix, this directory must be readable/writeable by the PP user. If
“%m” is specified in the path, it will be replaced by the name of the outbound MTA. Sets
the value of the out di r channel-specific variable.

Out File: Configures atemplate for outbound file names. If used this must include “%g”
somewhere - thiswill be replaced with the Queuel dentifier of each message written. The
template may also include “%p“ for standard priority and “%* for military priority
(including use of priority-level-qualifier if present). For standard priority, the lettersn,|
and h are used to indicate normal, low and high priority messages. Reports are indicated
with an uppercase R. Probes are just set to low priority. For the “9" substitution, |etters
i,p,r,d,oandf areusedtoindicateimmediate, priority, routine, deferred, override and
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flash priority levels. With the “ 9" substitution, if the priority-level-qualifier envelope
extension is not present, just p, d or f will be output. If not specified, the default name of
output filesisjust the Queuel dentifier. Setsthe value of the out f i | e channel-specific
variable.

Table Based Configuration

A typical mtatailor.tai entry for thepifi | e channel would look like:

chan pifile type=both nane=pifil e prog=plfil echannel key=plfile

show="P1 file transfer channel" content-out="p2, p22"

outi nfo="outdir=/var/isode/pifil e/ out bound/ %

i ni nfo="renote_nt a=plfile"

bptout="i a5, g3fax, ttx, videotex, national, encrypted, undefined,
voice, tifO, bilateral, odif, is06937, external, tifl1"

hdrout ="p2, p22" inadr="x400" outadr="x400"

contenti n="p2, p22"

cont ent out =" p2, p22"

Note that neither inbound nor outbound tables are required.
P1File Client

The outbound side of the pifile channel acts as a standard transfer-out channel. Messages
and reports are written to output directories. The output directory paths may include a
component which identifies the destination MTA, if required.

P1File Server

The pifile server process pifileserver monitors a specific input directory for new files.
When afile arrivesin the input directory, the process reads the contents of the file and
attemptsto decodeit asaP1 MTSAPDU (i.e. an ASN.1 Sequence of envel ope and content).
If thisis successful the resultant messageis submitted. M essages which cannot be decoded,
or for which submission failsfor some other reason, are moved to an ‘ error’ directory. The
default behavior of the processisto ignorefilesin itsinput directory whose names start
with“.” or “~". Additional configuration allows only files with a particular suffix (e.g.
“.msg”) to be recognized, and can also enable high/medium/low priority sorting. On Unix
platforms the server process simply scans its input directory regularly, looking for new
files (the default is to check once per second). On Windows, use is made of filesystem
notification functions, such that no regular scan is required.

M essages which cannot be submitted for some reason (e.g. failure to decode the contents
of the file) are moved into an ‘error’ directory for manual analysis.

On Unix, plfileserver should be run as a daemon, in the same way as the SMTP inbound
channel. The following command line switches are supported:

» -c <channelname>: The channel aswhich the server process should run (this parameter
is mandatory)

* -m: <mtaname>: (optional) The inbound MTA as which the server process should run.

On Windows the p1fileserver program should be installed as aWindows service. This can
be done using the Services tab of the Switch Operations View in MConsole (or the
standalone | sode Services Manager). Select the“Add” option, and configurefields as shown
below:

Service Name isode.pp.plfile

Description Isode M-Switch P1 File Server
Executable path (SBINDIR)/p1fileserver.exe
Service arguments -c pifile
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All other parameters can be left empty or with their default values.

Oncethe serviceisingtalled, you can start it using the Servicestab of the Switch Operations
View in MConsole (or the standalone | sode Services Manager).

If there is arequirement for multiple plfile serversto read from the same input folder (i.e.
inaclustered MTA setup), the use of file locking needs to be enabled for the channel. This
is done by setting the channel specific variable use_| ockfi | e tothevalueyes ortrue.

P3 Service

The standard p3server channel operates as a process per connection: thei aed OSl listener
processlistensfor anincoming connection on aspecific Transport Selector from aP3 client
application (i.e. aP3 User Agent or aP7 Message Store) and starts anew p3server process,
passing it the connection. When the connection is terminated, the p3server process also
terminates.

When large numbers of P3 client applications wish to connect to an MTA at the sametime,
thismodel has disadvantages, asalarge number of processeswill be started and connection
establishment will be relatively slow and costly.

From R16.3 onwards, an additional P3 Serviceisavailable. Thisisalong-lived
multi-threaded server process, which can handle multiple simultaneous connections. It
implements all of the same functionality asthe existing p3server channel, while providing
better scalability.

This new server is not enabled by default. To useit, a number of configuration changes
are needed.

» Modify the existing p3server channel configuration using MConsole. On the “Inbound”
tab, delete the value in the “ command” field, and change the Presentation Address so
that it uses a non-default port. Thisis needed to prevent conflicts with thei aed OSI
listener process.

» On Unix, rename/etc/isode/pp.rc.sampleto pp.rc, and edit it. Uncomment the“ USE_P3”
variable definition - thiswill cause the p3server processto be started as part of the M TA.

* OnWindows, usethe Isode Service Configuration GUI, or the Servicestabin MConsole,
to perform the “Install 1sode Services’ operation. Select the “M-Switch” service
collection, and then ensure that the | sode M -Switch P3 Server (internally called
isode.pp.p3server) serviceis checked on the name pane before pressing the Finish button.

* On Unix, stop and restart the MTA to run the new server. On Windows simply start the
new service.

Any UAs will need to be reconfigured to use the modified Presentation Address on which
the P3 server islistening. Otherwise no changeis required.

The maxi nconn channel-specific variable control s the maximum number of simultaneous
connections the P3 Service will handle. Thisvalue is used as part of the service's
initialization of its Queue Manager interface, requiring arestart of the P3 Service for any
change to take effect.

4.3

Tables

This chapter describes the purpose and syntax of the various tables used by the message
handling system to configure local users. As discussed earlier, the al i ases table, the
user s table, thedonsi n table, the or table and thechannel table arethe primary tables
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used for routing and message delivery. There are al so a set of tables containing authorization
information, and a family of tables that provide mappings between X.400 OR-names and
RFC 822 domain names. Specific channels may also have their own tables containing the
information they require.

The General Syntax of Table Entries

In genera, entriesin the tables are in the form:

<key> ":"<val ue>

The only special character is: which, if it appears on the left hand side, must be preceded
by a\ to escapeit. All other characters are copied verbatim. However, some tables undergo
further processing and may need other escape sequences. The following sections describe
the purpose and details of the various tables.

Common
aliases auth.channel auth.mta auth.gmgr channel list channel userslocal shell list

The aliases table

The aliases table governs the handling of aiases for user names. It is used for severa
reasons. These include:

* Mapping non-usersto user names. (e.g., postmaster to some userlD)

» Redirecting users who have moved (e.g., fred to fred@foo.edu)

» Rewriting users addresses (e.g., jeato j.austen)

* Mapping aliases. (e.g., list-request to j.austen)

¢ |dentifying ambiguous users

Entries in this table are constructed as follows:

“a.n

<user name> “:”<type> <val ue> <qualifier>

Where
usernameisthe local name for which an aliasis being created.
type describes the user name or address. This may be one of:

* synonym anew address, this name replaces the original value.

 al i as: anew addressisgiven, but in some cases this name does not replace the original
value. Aliases are not expanded for originators of messages whereas synonyms are.
Aliases are also not expanded in the normalisation of addresses in message headers.
Aliases, when expanded, add a redirect history element to the appropriate recipient of
the message.

 redirect:thisissimilar to the alias type with the restriction that if the
reci pi ent - reassi gnnent - pr ohi bi t ed submission extensionisset inthe envelope
of the message, the expansion of the new addressis not permitted and a delivery report
isreturned for that recipient.

» anbi guous: thisindicates that the address is ambiguous and a delivery report should
be sent. In this case the value, if present, is used as additional text for usein the
supplementary information field.
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The <val ue> isan address. It can belocal or remote. The<qual i fi er > givesthe
interpretation of the value. By default this is assumed to be alocal user. However, full
addresses can be specified with the appropriate qualifier. These are:

e 822: aremote RFC 822 user addressis specified.
» X.400: aremote X.400 user address is specified.

 external: If this qualifier is present the name will not be looked up again in the aliases
file. This can be used for complex mappings.

The qualifier and format isbest illustrated by a sample extract of the table as shown bel ow.

Example of Aliases Table

# sanpl e aliases

#

mai | group-request:alias Alice.Carroll
post master:alias Alice.Carroll

pp: al i as post nast er

#

j - aust en: synonym Jane. Aust en

j ane: synonym Jane. Aust en

#

wt h: al i as wt h@v dget . co. uk 822

#

pc:alias “/1=P/ S=Principl e/ =W dget / PRVD=W dget Co/ ADMD= /c=gh/” X. 400
#

f. chopi n: synonym f. chopi n@ oo. bar 822 ext er nal

Thetable includes an entry for alocal aliasmai | gr oup- r equest .

ThevalueAl i ce. Carrol | isused asakey for afurther searchintheal i ases table, but
will not replace the alias in the message header; if no match is found, and since the entry
is of type alias with no qualifiers, the address is assumed to be alocal one and is used for
accessing the user table. Also, if alocal submission arrives from nai | gr oup- r equest
then checking and authorization will be done onthe basisof mai | gr oup- r equest rather
thanAli ce. Carrol | .

The next entriesindicatethat j . aust en and j ane are both synonymsfor Jane. Aust en
. Here, the user's address will be converted to Jane. Aust en , and this value will be used
in future table searches.

An entry is given for aremote RFC 822 user, wt h . The value of
wt h@u dget . co. uk

is parsed as an RFC 822 address. Then follows an entry for aremote X.400 user, pc . The
vaue

“/'1 =P/ S=Pri nci pl e/ O=W dget / PRVMD=W dget Co/ ADMD= / c=gb/”

would be parsed as X .400 address. The quotes (* “) are needed asthe entry contains a space
which isafield separator.

Finally, theentry f . chopi n isan external synonym. The addressf . chopi n will be
replaced by f . chopi n@ oo. bar for the originating address and further lookups of the
aliasestablewill be disabled. It will not be replaced in recipient addressesto which delivery
is being attempted. It may or may not be replaced for addresses in message headers
depending on the tailoring.

Use of the utility al i ases found in tools/tables/aliases may help you generate useful
combinations of valid aliases from input data.
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The users table

The users table determines the local delivery channel for aparticular local user. It has the
following format:

<username> “:” <channel> [ <nta>] [“,” <channel> [ <nta>] .]

username can either be the local name of the user, or the wildcard value, “*”, which will
match any local user. “*” could be useful in several situations. For example:

* |f most of the usersfor alocal domain need to be routed to another MTA. The wildcard
entry would come after the entries for those local users requiring different routing, and
act asacatch dl. Thisislikely to be the most common use of the wildcard entry.

* |If address conversionis reguired for some usersin the domain, and only some of the
addresses that do not require conversion are known.

* Where the X.500 Directory is used to hold P3 delivery information for all local users,
but routing is table based. A wildcard entry in the users table would avoid the need to
add entriesfor all these users.

channel specifies the name of alocal delivery channel on the MTA. This parameter is
mandatory, but isignored if aremote MTA isincluded.

mta istheloca machine on which the mailbox resides. If no MTA is specified, the channel
may be used for delivery to any MTA. If an MTA is present and is not the local machine
(I oc_dom nt a) then the message will be sent to that MTA by an appropriate channel and
the channel parameter is effectively ignored - the normal routing tables will be used to
reach that host. This should only be used for internal shuffling between several MTAs that
are responsible for the same domain.

Example of UsersTable

R extract of ‘users’ tabl e #H#AHHAHHHAHHAHHHAHHHHHE

Al i na. DaCruz: 822-1 ocal ntal. sal es.w dget. co. uk

Cri st opher. Mar| owe: 822-1 ocal nta2. sal es. w dget. co. uk

Jane. Aust en: 822-1 ocal ntal. sal es. wi dget. co. uk, p3 Peter.Principal : 82
X. 400-users: | i st

i nf o-server:shel |

»2-1 ocal

The example above illustrates how the various local users will receive mail, and on which
machines their mailboxes reside. In thisexamplent al. sal es. wi dget . co. uk isthe
name of the local MTA. Mail for Christopher Marlowe is to be sent to the remote MTA,
nt a2. sal es. wi dget . co. uk. The appropriate channel table will define which channel
should be used to reach this MTA. In this entry, therefore, the 822- 1 ocal channel entry
isignored.

A user can have several channelsfor local delivery. For example, Jane. Aust en can have
her RFC 822 mail delivered by the 822-local channel, and her X.400 format mail delivered
by the p3 channel.

An entry for adistribution list is also shown, and the entry for i nf o- ser ver showsthe
shel | channel rather than alocal delivery channel.

Using the wildcard entry for rerouting

#Hit#HHHHHHTHHHHHHHi## extract of ‘users’ tabl e ########A#HHAHHHHH]
Al i na. DaCruz: p3 ntal. sal es. w dget . co. uk

Jane. Aust en: sl ocal ntal. sal es. w dget. co. uk

Peter. Princi pal : p3 ntal. sal es. wi dget . co. uk
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i nf o-server: shel |
*:snmtp nta2. sal es. widget. co. uk

In the example above, Al i na DaCruz and Pet er Princi pal requiretheir mail to be
delivered by the p3 channel. Mail for Jane Aust i n needsto bedelivered usingthesl ocal
channel, and mail for i nf o- ser ver isrouted to theshel I channel. Mail for all other
local usersisrouted to theremote MTA, nt a2. sal es. wi dget . co. uk, by theappropriate
channel. Note that the snt p channel entry is therefore ignored, because

nt a2. sal es. wi dget . co. uk isnot thelocal MTA.

The 822 Local Table

Thelocal table, held inthefilech. | ocal , isan example of atable accessed by different
channels; both 822-local and sl ocal channelsuseit in order to find out where and how
to deliver mail to registered users.

The LHS isthe registered users mail address. The format of the RHS is key=value. The
following table of key/value pairs are allowed:

uid: The numeric userl D used to deliver the message. Thisis set to zero on Windows.
gid: The numeric groupl D used to deliver the message. Thisis set to zero on Windows.

username: A user name found in the password file. If thisentry is set, it sets defaults for
ui d, gi d, shell, home and directory.

directory: The directory to change to before starting delivery. Thisimplies CWD for any
fileswhich use relative path names. If it is not set it defaults to home.

mailbox: The name of the mailbox if default delivery is being done.
shell: The user's shell and the one which is executed to run pipes etc.
home: The user's home directory.

mailformat: The default format to deliver mail in; this can be either pp for MM DF/PP
style mailboxes, Unix for sendnai | compatible style or mai | di r for mai | di r format
delivery (the default is pp).

When using mai | di r format, the mailbox key must be specified aswell, and identifies
theroot of themai | di r directory structure into which to deliver.

Note: mai | di r format delivery is not supported on Windows

restricted: thisisset to trueif the user isrestricted. In restricted mode the user cannot run
arbitrary programs on delivery and cannot change the PATH environment variable.

mailfilter: The mailfilter fileto use. This defaultsto the name of the mailfilter global tailor
variable in the users home directory. A value of none disables this feature.

sysmailfilter: The system default mai | fi | t er file. A keyword of none disables this
facility.

sear chpath: The directory to look for binaries that the user can run in restricted mode.
This variable defaultsto (BINDIR) .

opts: Vauesin thisfield can include:
* options passed via $(opts) to mailfilter processing.

If the restricted mode is in force, then the .mailfilter file processing is reduced in
functionality as follows:
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» Theuserisnot allowed to set the variable PATH to search other directoriesfor programs.
(More accurately, this variable can be set, it isjust ignored.)

» The processes executed by the pipe command must be in the directory named in
searchpath (defaults to (BINDIR)).

» The processes executed by the pipe command must be executable by the system call
exec(2) . (For example; redirection and shell syntax will not be obeyed).

For an entry in thistable to be valid, it must either contain at least aUnix login ID, or have
auserl D/groupl D/directory to deliver to. For example:

Art hur. Kat z: user name=ar t hur hone=/ cs/ users/vsl/ arthur

Jane. Aust en: user nane=j aust en opt =“ poppasswd=kb5GD- yr 18_K2”"
Pet er. Pri nci pl e: user name=pp

bug-filter:ui d=32767 gi d=1001 mmi | box=/ usr/ spool / mai | / bugs
mai | f or mat =uni x

NOTE: For compatibility with earlier releases the following format is allowed:

nane “:” <unix |ID> [<hone directory> [<file>]]

If thereisan entry for default in the table, this can be used to default any of the parameters.
The P3 Table

An example P3 tablefileis:

default: | pass="ntapassword”, |nta="“W dget.co. uk”

/1 =F/ S=Aust en/ O=W dget / ADMD=XX/ C=GB/ : r pass=" x/ XJeZt /| EoZ5s”,
rpsap="“407"/ 1 nternet =193. 63.86. 1",
rmt a="“ cn=Fr ank Aust en, o=W dget, c=gb”

/1 =C/ S=Br ont e/ O=W dget / ADMD=XX/ C- GB/ : r pass="j / Hvct aySpDr g”,
rpsap="“407"/1nternet=193. 63.86. 1",
rmt a=“cn=Char| otte Bronte, o=W dget, c=gb” ||

The key to each entry is the OR-address of the MTS user. The fields used are;

Imta: The name of the MTA which will be provided in bind credentials to authenticate the
MTA to the MTS user.

pass: The MTA password that will be provided in bind credential sto authenticate the M TA
to the MTS user. The password isin plain text.

rpass. The MTS user password which must be provided in bind credential sto authenticate
the MTS user to the MTA.. If thisfield is absent, no credentials need be presented in abind
request or in aresponse to the MTS user. The password is encrypted. You can use
(EXECDIR)/tools/mkpasswd to generate encrypted passwords.

rpsap: The Presentation Address which will be called by the M TS user when establishing
an association to deliver messages. Thisis normally the address of a p7server process.

Ipsap: The Presentation Address that the MTA will use asits calling address when
establishing an association with the MTS user to deliver messages. Thisis an optional
entry, and israrely used.

rmta: The Distinguished Name (DN) of the MTS user, which will be used as the called
application-entity-title when establishing an association with the M TS user. Thisisrequired
when the MTS user is the Message Store.
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4.3.1.5 The List Table
Thech. | i st tableisused by the list channel to expand local distribution lists. Entriesin
this table have the format:
<listname> “:” [<npderator> I
file=<fil ename> <mai| address> L
description
listname: The name of the distribution list, eg., | i st name .
NOTE: In order for thelist to form avalid local address, the local part of the name,
I i st name in the above examples, must have an entry in the local userstable, specifying
that messages addressed to the list should be delivered viathe list channel.
moderator : The UNIX IDs/login names of the moderators of the list. This element of the
table entry is purely for the use of the distribution list management tool, m i st . Anyone
with one of the specified useriIDs may usem i st to modify the contents of the list.
file: The file containing the members of thelist. If <filename> isnot afully qualified
pathname, the required file will be assumed to be under thet bl di r directory structure.
The format of such filesis one member's address per line.
NOTE: Thefilemust exist for m i st to be ableto be used on the corresponding list (i.e.
m i st isunable to create the files only modify them). Any linesin thisfile starting with
the character # are ignored.
mail address: An address of amember of thelist.
NOTE: Because they are specified in the list tableitself, ml i st cannot be used to modify
such members.
description: A short description of the purpose of the list. This description is output by
m i st when requested.
NOTE: In order to form avalid entry in the list table, each entry must be on one line and
must contain two and only two commas.
Comment line in tables start with a# . The list table extends this mechanism further.
Comment lines that are printed by ml i st start with #Comment: . Thisalowsthelist table
to have two levels of comments, one for the editor of the list table and one for the user of
mist.
Exampleof List Table
# extract of ‘list’ table
# Comment: -*- Exanple lists -*-
filelist:jea, file=/crg/pp/mainlist, alist with menbers in a file
strlist:pp|jea, j.austen|p.principlela.nmole, a list with menbers in
m xedl i st:aam a.nole|fil e=m xedlist, another I|ist
If you have alarge sendmai | aliases file to convert, you may find the utility
meke- | i st s(8) of use. make- i sts(8) isfound inthe Toolsdirectory. This utility
attemptsto convert lists of namesinto aformat suitable for usein thel i st channel.
NOTE: It does not convert all aliases table entries, only lists.

4.3.1.6 The Shell Table

Thech. shel | tableisreferenced by the shell channel when converting from the recipient
address to the commands to execute in its place. Entriesin this table have the format:

Table Based Configuration

a line



M-Switch Advanced Administration Guide 62

<address> “:” <user id> “,” [<timeout period>[‘|’<qualifier>]]
" <command |ine to execute>

address: specifies the recipient address, e.g., shellprog .

NOTE: In order for thisto form avalid local address, the local part, shellprog in the
examples, must have an entry in the local users table, specifying that messages sent to the
address should be delivered viathe shell channel. This address can be just the local part of
the address, the whole address, or the special key “*”, which isused if no specific entry
for the address is found. The addresses which are to be delivered to the particular shell
channel, should be configured to route to this channel. Thisis done for Directory based
routing by setting the M TA channel appropriately for the user in EMMA, or for table based
routing by setting the channel in the corresponding user's table entry.

user id: specifies the user to run as when executing the commands. This ID is resolved
using /etc/passwd . Alternatively it may be specified as<ui d>/ <gi d>torunasan arbitrary
user and group.

timeout period: specifies how long, in seconds, the commands should be allowed to run
beforetheshel I channel killsthem off. If thetimeout period is not specified, the commands
are alowed to run for the default period of time, five minutes. If the period is zero then the
shell channel will not enforce atime limit for the commands.

qualifier: qualifiesthe behaviour of theshel | channel. Thisqualifier isoptional appended
to thetimeout period with a"|" separating the two values. If the qualifier is set to the string
solo then the shell channel will restart (fork) the command line for each bodypart.

command line: specifies the command line to execute. If the program name is not a fully
qualified pathname, the program isassumed to be under the directory specified by chandi r .
Arguments of the form $( key) will be expanded as described bel ow.

Shell Channel Expansion M acros

Key Expansion

sender the address of the sender of the message (original
format)

senderdn the distinguished name of the sender

822sender the address of the sender (rfc822 format)

400sender the address of the sender (X.400 format)

recip the address of the recipient of the message (origina
format

recipdn the distinguished name of the recipient

822recip the address of the recipient (rfc822 format)

400recip the address of the recipient (X.400 format)

gid the queue ID of the message (e.g. msg.12345-0001)

uaid the user-agent 1D of the message

pl-id the P1 ID of the message

userid the user name of ID of the delivery process

groupid the group name or 1D of the delivery process

size the size in bytes of the message

channelname the name of the delivery channel

When running, theshel | channel pipesall the message bodyparts, in order, to the program's
standard input. The shel | channel understands an exit code of 0 as success and anything
else asfailure. If failure isreported and output from the process is detected, this text will
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be used for the supplementary information of the delivery report. Additionaly, if the
message starts with the format <NUVBER>/ <NUMBER>: then this will be interpreted as an
X.400 reason and diagnostic code.

Anexample of ashel | tableis shown below.

HEHHHH AR extract of ‘shel |’ tabl e #######RHHHHHH
nul | shel | : pac, 60, sh -c “/bin/cat > /dev/null”

useful shell: jpo, , usefulshellprog $ (ua_id)

I ynx: pp, 0| solo, /usr/ucb/lpr -Plynx

Table Based Configuration
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This chapter coversthe advanced Content Checking features of thelsode M-Switch, giving
detailed descriptions of the Quarantine system and how it fits into the Messaging Audit

Database

5.1

5.1.1

Advanced Message Audit Database
Features

Quarantine

If you are using the content checking features of the M-Switch described in M-Switch
Administration Guide you can enable the M-Switch Quarantine. This feature enables

messages which fail the content checking checks to be placed into quarantine. For more
details on the Message Audit Database (on which the quarantine system depends) see
M-Switch Administration Guide

Messagesin quarantine can be released and resubmitted into the M TA. M-Switch contains
features to alow this by either the recipient or an operator.

An operator wishing to do this must search for the message using the message tracking
feature in the quarantine view shown in Figure 5.1, “Quarantine view”.

Figure 5.1. Quarantine view
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Sane Stock Watch Quarantined 2005-10-07 12:34

Faulkner_yt@tueny rr.com
QKL fi

Big Potential Gains for CDVM,

ARG AT ATIONS

ldv@isode.com
idk isods

2005-10-07 12:24

BNG-1 L7 19.96

SCOREZ score 31.74
1.08

s

Right clicking on the message brings up a similar set of options to the message tracking
view described in M -Switch Administration Guide with the addition of an optionto release
the message from quarantine.
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Acknowledgement tracking

Messages traversing the MTS can result in delivery reports (positive or negative) and /or
read receipts (also positive or negative).

The collective term for delivery reports and read receiptsis'Acknowledgement'.

Using the Acknowledgement Tracking view you can perform correlation of
acknowledgements with subject messages. Thisallowsyou to check if messagesfor which

positive delivery reports have been requested have received a delivery report and/or read
receipt.

The View enables you to search for and display messages based on various combinations
of requests and actual acknowledgements.

Use the Expect ... within and Times start when settings to specify how much timeis
allowed to pass before amissing acknowledgement will betreated asindicative of apossible
problem. These times can vary according to message priority.

Use the M essages to show option to control which messages are shown, based on the state
of their acknowledgement. For example, you can choose to show only messages which
have had successful delivery reports, or all messages which have not yet had an
acknowledgement. Various "preset" values are offered, or you can use the Advanced...
option to generate a filter which is specific to your requirements.

A typical use of thisview isto display all messages for which an acknowledgement is
expected but has not been seen, so that you can take actions such as redirecting or

resubmitting them. See Figure 5.2, “Message acknowledgement view” for an example of
how such adisplay would look.

You can set a certain threshold to configure the time in which the reports or read receipts
are expected. This time can vary according to the priority of the message.

You can sel ect that messagesin particular states such as successfully delivered/read; delivery
failure; etc are displayed.

Figure 5.2. Message acknowledgement view

=] Message Console (on et) =
File Window View Message Help
Switch Configuration 7 Message Tracking 8 Acknowledgement Tracker &2 . [ig Delivery Reports
Subject Message
Queued From \017Apr72012 17:07:26 Change... | To |Now Change...
Priority ALL <
Acknowledgement: Search
Expect delivery reports within : | Custom settings 2 | [ @ | Expect read-Rceipts within : | Don't care ¢ |@]  search(number) [100 7 search|
Times start when : Message was queued & \ @ | Messages to show : Delivery problems | ¢ @
Refresh every | seconds
# Queued Time ~ | Sender Subject Recipient Priority ~ Status
1] 2012-04-02 14:27:21 res, @ Is.ch | Our company is looking for re, greenwood@isode.com [ Delivery failure
21 2012-04-02 19:13:16/ beakerah com.br local representative gvadkifxyuy@ NCUNC Delivery failure
3 2012-04-10 12:28:34 @isode.com My two sets of slides from Th sohail@ .com Normal  Delivery delayed E
4 2012-04-12 16:20:56 @isode.com R15.1v6 now available stead@ com; Normal [ERVELREINE
5! 2012-04-12 16:20:57 @isode.com R15.1v6 now available mhos: @ inc.col Normal EeRIVERRENING
6! 2012-04-12 16:21:26; @isode.com R15.1v6 now available geirsson@t Normal [REIERRENITES
7. 2012-04-13 16:18:09; (@isode.com FW: IFB-CO-13345-AMN2012 | nick. @ uki Normal [EIVEREEINEE
Alert Time Source Message
Info 2012-05-01 16:57:20 | AuditDB Configuration changed to: Own configuration
Info 2012-05-01 16:54:23 | AuditDB connecti; Connected succesfully to Own configuration
Info 2012-05-01 16:54:22 | AuditDB connecti: Trying to connect: Own configuration
Info 2012-05-01 16:53:55 | AuditDB connecti: Connected succesfully to Own configuration
Info 2012-05-01 16:53:54 | AuditDB connecti: Trying to connect: Own configuration

It may be that you know that there are certain addresses which will never generate

acknowledgements (for example if they are addresses outside your organization which do
not reliably generate delivery reports).
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You can configure the Audit DB as shown in M-Switch Administration Guide to set rules
by which messages are selected as being displayed as having missing alerts. You can do
this by specifying addresses which will never be considered as being unacknowledged, or
by specifying messages which will be considered as unacknowledged (unless the message
also matches an exclude).

Figure 5.3. Message acknowledgement config

1l MConsole (Options): messaging.admin@mmbhs-eval.net == -
File Window View Help
& Welcome to Message Console @4 Optiens i3

# Snikeh Operains Audit Database - Rules for Alertable Missing Acknowledgements -

Limits
X400 Message Stores
Switch Configuratien Management

The rules defined here will be used both in MConsole and the Quality of Service Daemon, and can be used to filter which messages are to be
considered as potentially unacknowledged i.e. when missing or delayed acknowledgements for the message are detected.

X400 Mailbox Management -
Internet Mailbox Management Delivery Reports | Read Receipts

Authenticated Entities Management Including

ACP127 Options If any “Included” values are specified, then ONLY messages matching the included rules can be censidered as unacknowledged (unless they
4 Audit Database are specifically "Excluded).
Auditdbaml configuration Type e
Rules for Alertable Missing Acknowledgements
User Agent
Event Viewer
Alets
General

Excluding
Messages matching "Excluded” values will NEVER be considered as unacknowledged.

Type Pattern
Sent by originator noresponder@msn.com.pe

| Reset || save | SaveClose

5.2

5.2.1

5.2.1.1

Content Checking

CCCP Checking Channel

The Content Checking and Conversion Protocol (CCCP) isameansfor achecking channel
to communicate with a server process which can perform both content checking, and also
change the content. It can cause the message to be non-delivered, or deleted for each
recipient, or the message can be redirected for a recipient.

This checking channel can be used in the place of the standard checking channel. They
cannot be used together.

Which channel is selected for checking is configured in exactly the same way as for the
standard checking channel, using information in the aut h. channel , aut h. nt a and

aut h. user tables, and selecting the channel usingthecont ent i n values, and also using
ther eci pi ent addresslooked up in the channel's mtatable (if any).

CCCP Channel tailoring

The channel type should be ‘check’. The program should be cccpchan. The Content in
should specify the content types which this channel checks. The channel may have an
mtatable, which is used to specify the recipient addresses for messages to be checked by
this channel.

Currently, a channel specific variable is used to configure the connection information for
the CCCP server. The variableiscalled ser ver and the value can be host nane[ : port]

Content Checking
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5.2.1.2

5.2.1.3

for aTCP connection to that host. The hostname can be an | P address, and the port number
can be omitted, if the default port of 18003 isto be used. On Unix systems, the connection
can also be made to a Unix socket, which is specified by avalue which isthefull pathname
of the socket (i.e. it must start with ‘/").

Checker Channel Configuration

The standard checking channel has a configuration file which controls how the channel
processes different components of the content being checked, and how changes to that
component can be made, if required as aresult of the action to be taken on checking. The
fileisan XML file which is very similar to that used by content conversion. It islocated
in the same way, except that the default name is channel-name-checker . xm .

Rather than output information for different content types, the checking channel
configuration has check nodes, which are very similar to conver t nodes for the content
conversion. Each check node matches content components using the same features as
convert nodes. The node hasfilters, which are used to extract and convert data, and also
perform specific checks. In addition, a check node can have keeper , r epai rer and
repl acer nodes. These have the same format as shaper channel convert nodes. They are
used to make changes to the component for the resulting content, for the cases where the
component isto be retained, but changed in someway. keeper isused whentheold version
isto be annotated, r epai r er isused when the enclosed datais to be changed for repaired
data, and r epl acer isused to generate a new component from replacement text. If the
component isto be retained, and there is no keeper node, then there is no change. There
are some specific filters provided for this, and standard shaper channel filtersare al so used.

Checker Channel Filters
:bodyscan

Thisisused for anti-virus scanning. The canonical data of the component is extracted and
passed to the anti-virus software. It takes no parameters.

‘textscan

Thisisused for text regular expression matching in the checking channel. It should be
passed text converted to UTF-8, if the canonical datais not already UTF-8. It takes no
parameters.

:wordscan

Thisisused to find words which are checked against the word scores. Theinput datashould
be UTF-8. It takes no parameters.

:htmlscan

Thisappliesthe HTML regular expressions. The input should be UTF-8, and the output is
the data without the HTML markup (e.g. suitable for passing to : wor dscan). It takes no
parameters.

:mimeheader scan

This scans the heading of a MIME body, including multiparts and normal bodies. It takes
no parameters.

:rfcheaderscan

This scans an Internet message heading, looking at fields such as the From:, To: and
Subject:. it takes one parameter out er which if present indicates to the checking process
that thisisthe outer message heading.

:ipmheader scan

Content Checking
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This performs limited scanning of an X.400 IPM heading, e.g. of the subject. It takes no
parameters.

:uudecode

This extracts uuencoded from atext body, and generates a new component from that data,
for checking.

:bodyrepair

This providesto | ater filters the canonical data as repaired by the anti-virus software. It
takes no parameters.

:bodyreplace

Thisprovidesto later filtersthetext to be used to replace the body part. Other filters should
be used to create the correct body part type for the enclosing content type. It takes one
optional parameter, text. If present, thisisthe replacement text. Otherwise the replacement
text from the channel ruleis used.

:rfcheadernotate

Thisannotates an | nternet message heading, using information provided by the action rule.
The subject can be annotated, and additional heading fields added. It takes no parameters.

Virus Checking for AMHS Installations

A common requirement for AMHS installations is that File Transfer bodyparts within
X.400 messages are checked for viruses, while other bodypart types (e.g. IA5Text) are not
checked (to improve performance).

A number of configuration steps are needed to set this up:

* Create and configure asuitable checker channel. Thiswill normally becalled mhscheck
if itisintended for X.400 content checking. It will havecont ent i n valuesof p2, p22.
You will need to ensurethat the channel'sAnt i - Vi r us tab has settingsfor the Anti-Virus
engine which you are using. A suitable Shaper configuration file which causes only File
Transfer Bodyparts to be checked isincluded in the release
((SHAREDI R)/switch/mhscheck-checker-ftbp-only.xml). This must be selected asthe
XML configuration fil e optionfor the channel.

» Create adirectory called (ETCDIR)/switch/msgcheck, and create a file named
standard.rulein this directory. The file should contain the lines:

rul e program VI RUS {pushv virus_notok pushv virus_repl
rule action VIRUS reject

rule priority VIRUS 100

rule status VIRUS 5. 8. 48

The second rule configuresthe action to be taken if avirusisdetected; r ej ect indicates
that a non-delivery report should be generated.

Thefina line configures the X.400 non-delivery report reason and diagnostic codes
which will be used in any non-delivery report which is generated. The string 5. 8. 48
indicates that a reason code of "transfer-failure-security-reason” and diagnostic of
"unable-to-complete-transfer” will be used.

» Optionally configure supplementary information. The supplementary information for
non-delivery reportsis generated in the Tcl script which provides the interface between
the checker channel and the anti-virus package. For example, if you are using the ClamAV
package, the Tcl script is (LIBDIR)/msgcheck/clamav.tcl. By default the string used is

Content Checking
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simply Found $vi r usname (where $vi r usnane is substituted with the virus name
string returned by the anti-virus package. If necessary, this string can be modified; no
further action is needed.

» Run the cachebuild program to build the mhscheck channel's configuration cache. The
program takes a single argument which isthe name of the channel for whichitisto build
the cache.

* Set up an authorization rule which causes messagesto be checked. Thiscan beassimple
asarule of type check with the mhscheck channel selected: this causes all messages
to be checked. If required, filters can be used to restrict checking to messages which
arrive on specific inbound channels or from selected Peer MTAS.

 Configure your anti-virus package so that it can be used by M-Switch.
 Test the configuration using the standard EICAR sample virus.
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Chapter 6 Content Conversion

M-Switch can be configured to modify the contents of messages. This includes the ability
to act as a Gateway between the threee principal protocols of X.400, Internet and ACP127

Messages.

6.1

6.1.1

Content Conversion in M-Switch

Purpose of Content Conversion

Normally, M-Switch passes the message content unchanged and it does not look inside the
message. However, sometimesit is necessary to make changes to the content of amessage.
» Converting between Internet and X.400 contentsin a MIXER gateway.

» Changing addresses within the message heading in a boundary MTA.

» Conversion of one body part type to another type which the recipient will accept.

* Verification of SIMIME signed messages and extraction of the signed body.

» Using SIMIME to sign messages.

» Extraction and insertion of security labels.

Content conversion can al so moveinformation from the message envel opeinto the content,
and move information from the content into the envelope.

* When Content Conversion is done

» Genera Configuration for Content Conversion

* Shaper Channel Operation

* Shaper Channel Configuration

* Specific Conversion Filters

* MIXER conversion features

» Security Configuration

» DKIM Configuration

When Content Conversion is done

The routing calculation (see _M-Switch Administration Guide) results for each recipient
of the message a set of channel and mta pairs. The message has an inbound content type,
an inbound header type (except for some X.400 content types) and, for X.400 messages,
aset of "encoded information types'. These are compared with the content types, header
types and encoded information typeswhich are accepted by the channel, MTA and recipient.
If the message can be accepted for the route by the recipient, then content conversion is
not performed, and the message is passed unchanged. If there is no route which can be
taken by the unchanged content, then content conversion needs to be performed.

M-Switch then looks for a suitable conversion channel. Thisis chosen from the channels
which have the type shaper , and for which the inbound content type of the message has
amatch in the Content In value for the channel. If no suitable shaper channel isfound,
then the message is rejected or non-delivered.

Content Conversion
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A message with more than one recipient may require conversion for some recipients and
no conversion for others. If conversion is required for more than one recipient, then the
conversion can be different for different recipients. Thisis handled by a single channel.

General Configuration for Content Conversion

In order that Content Conversion be performed when required, it isimportant that various
aspects of the overall M-Switch configuration be considered.

Inbound Channel Configuration

Sometimesit is desired to perform different conversions on the same basic content type
depending upon the source of the message. For instance, messages which are newly
submitted might have various updates performed such as inserting a missing Message-ID.

Thisis achieved by separating the sources using different inbound channels. Then the
channels can be configured with a content subtype. This subtype can be used in the selection
of component converters.

Outbound Channel Configuration

When the inbound message is compared with the outbound route, the outbound channel
contributes some items.

Content out
Thisis set to the list of the content types which this channel will accept. If thelistis
empty, however, the channel will accept any content type.

Content subtype out
Thisisan optional value which enables different conversions to be performed for the
same bhasic content type.

Bodyparts out
Thisis set to the list of encoded information types which the channel will accept. If
the list is empty, then any encoded information type is accepted.

Component converters can specify the outbound subtype required, and the encoded
information types they produce. These data are used to select the converters to be used.

Recipient Configuration

For X.400 recipients, it ispossibleto configurein their Directory white pages entry attributes
indicating:

« the content types accepted by the recipient
» the encoded information types which are permitted or forbidden

6.2

6.2.1

Shaper Channel

Shaper Channel Operation

First, the channel will 'explode’ the content to discover the components of the message.
That is the different headings and body part types within the content. For MHS content, it
is possible to suppress this, and the message content is considered as a whole, with no
subdivisions. The message envelopeis also considered as a component of the message, as
the output heading of the converted content can contain some fields from the envel ope.

Content Conversion
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It is possible for the channel to check SIMIME signatures at this stage. If a signed body
contains an encapsulated S'MIME body, then the exploding process will consider that
body, which could itself be a multipart containing other bodies. Also, if the SSMIME
signature contains a security label, thisis made available for use within the message envelope
(if an Internet SMIME message is being converted to X.400, for example).

Each recipient has a set of pairs of channel and MTA to which the message can be
transferred. The shaper channel considers each recipient separately, and considers each
outbound possibility. However, if the message has more than one recipient, and two or
more reci pients need the same conversions, then the recipients can be associated with the
same output content from the conversion process.

Each output route for each recipient is considered in turn. If the route has multiple content
types, then each content type is considered, along with the encoded information types
allowed or excluded for the channel and recipient. The shaper channel has configured a
number of possible output content types, which gives the conversions for different
components in such a content. For each component in the content to be converted, the
appropriate conversion isidentified by matching the properties of the input component.
Also, if the conversion has a set of encoded information types, these are considered to
check if the conversion can be used. For some components there are defaults conversions.
Matching conversions to components can use feature of the parameters of the component,
such asthe body part type. Also, thereisalimited ability to match the datawithin the body
(c.f. the file command found in Unix systems).

It can be that more than one conversion matches the input component. In this case the
lowest cost conversion is used, the cost being a parameter of the conversion. Therefore, if
configuring conversions, more general matches should have a higher cost than more
particular matches. Also, less preferable conversions (e.g. because thereisdataloss) should
have higher cost that more preferable conversions.

It may be that there is no content type accepted by the channel, or no set of conversions
which can be used on the input content to convert it to the proposed output content type.
In that case, the message is non-delivered for that recipient. It is also possible that the
originator of the message may haveindicated that the message cannot be converted, or that
conversion with lossis prohibited. Then the message is also non-delivered. A conversion
can be flagged as lossy for the latter case.

If conversion is possible to the target content type, each conversion to be used has a cost,
which gives an overall cost to the conversion. If there are different possible output content
types, then the output type used is the one with the lowest overall conversion cost.

Having chosen the content type and set of conversions, the shaper channel generates the
output content by using the appropriate ‘flattener’. This considers each input component,
and appliesto it the conversion action. Thiswill often involve taking the information for
the input component, and applying a sequence of filters.

Shaper Channel Configuration

Tailoring Configuration
Channel Type
should be shaper

Program
should be shaper

Configuration file
If omitted, the name of thefile is derived from the name of the channel, by adding
- shaper . xni . You can configure aspecific file by giving itsname or itsfull pathname.

If the configuration file nameisnot afull pathname, then the program looks in two places:

1. subdirectory switch of the ETCDIR
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2. subdirectory switch of the SHAREDIR

So, on Windows it will ook, typicaly, firstin C: \ | sode\ et c\ swi t ch and thenin
C.\ Program Fi | es\ | sode\ share\ sw t ch. For Unix it will look firstin
/etclisode/ switchandthen/opt/isode/ share/sw tch

Default configuration files for single protocol and MIXER configurations are provided in
SHAREDI R/ swi t ch. If you want adefault MIXER setup, you should set the configuration
filesasfollows

mimeshaper
m nmem xer - shaper . xni

mhsshaper
mhsni xer - shaper. xm

If you need to change the configuration file, you are advised to place your edited filein
ETCDIR/switch. The SHAREDIR/switch location is for files provided by Isode.

Tailoring for SIMIME and Security

The channel can verify SIMIME signed messages, and can generate SSMIME signed
messages. It can also process security labels from S'MIME messages, the envel ope of
X.400 messages, and through heading and first line of text (FLOT) text labels.

Currently the configuration for these areasis performed by setting channel specific variables
(in the Advanced tab in EMMA). There are two methods for setting up datafor SMIME.
From R15.2 adatabaseis used. Thiscan be apermanent file, in which case the configuration
uses:

securityDB
File path to security database. If relative, then relative to ETCDIR.

securityDBpass
Passphrase for the security database, if required. The value can be encrypted with the
M-Switch server master key.

signing-id
The URI identifying the private key, or corresponding certificate, used to sign messages.

The use of apermanent databaseisrequired for encryption and decryption. For encryption,
the database should have |oaded suitable certificates to be used for key encipherment or
key wrapping. The encryption code will look for a certificate using a suitable subj ect

al t. name vaue. For arecipient thiswill be either an rfc822 address or X400 address.
For apeer MTA, thiswill bethe DN of the peer'schannel configuration entry, or adnsname
of its hostname. It may be necessary to associate a meta-data value with the certificate in
the database, so that the shaper channel can identify the correct certificate to use when
encrypting for that user or peer MTA.

The older channel variables can be used to configure an ephemeral database for signing
and verification:

x509 p12
The pathname for a PK CS#12 file which contains the private key and certificate for
the digital identity to be used for signing messages.

x509_pphr
A text file containing the passphrase for the PK CS#12 file.

x509 certs
The pathname of a directory which contains certificates which are used as trusted
certificateswhen verifying signed messages. In addition, if aPKCS#12 fileis specified,
any trust anchors within that are used.
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6.2.2.3

6.2.2.4

x509 crlcheck
Should contain the value true or yes to cause the certificate verification procedure to
attempt to obtain certificate revocation lists. LDAP accessfor this usesthe MTA-wide
LDAP access information.

The shaper channel uses configuration files described in_M-Switch Administration Guide)
for label extraction and insertion. These are described in the following sections. The channel
variables can be used to set up the security policy called @ef aul t @

security_policy
The pathname of the security policy file to be used. This should bein XML format

default_label_file
The pathname of afile containing alabel in XML format. The label is used when
generating an S'MIME signed message and there is no other label available.

default_label_policy_id
Object Identifier in numeric oid format which is used when an X.411 label has no
policy ID. Thisisonly used if thereis no security policy.

Configuration File

The configuration fileisan XML file providing information to the channel program about
the desired changes to content. The root node of the XML is‘shaper’, and this defines
the ‘expl oder’ for theinput content. Thisis the action which understands the structure
of the content of the message, and so can deal with the components of this content. Itis
important that the exploder matches the content type presented to the channel. So the
channel's content in setting should match the exploder setting. Internet content should use
ppmi me and X.400 content ppnhs.

At the next level there can be par amnodes, which alter the action of the exploder. There
are output nodes, which have a content type and a flattener. The flattener knows how to
put a message back together from its components.

Each output node has a set of convert nodes. Each of these describes how to handle the
conversion of acomponent of the input content into a component of the output content.
The converter can have some parameters, using par amnode. It can have match sub-nodes,
which specify restrictions on the properties of theinput component which can be processed
by the converter, and data sub-nodes which can give restrictions based on matching the
data within the component. it can have a set of eit sub-nodes, which specify the encoded
information types associated with the component resulting from the conversion (X.400
output content only). The eit values are used to ensure that the resulting content is acceptable
to the channel and recipient. The converter can have a sequence of filter sub-nodes, where
each filter performs some change on the data for the component.

Exploder configuration
There are some parameters which control the exploders.
ppmime exploder

smime-body
A space separated list of MIME body sub-types which are recognized as SSMIME
bodies. Thislist is checked if the MIME typeisappl i cati on. Typically thisis set
to "pkcs7-m me x- pkcs7-m ne".

smime-sig
A space separated list of MIME body sub-types which are recognized as SMIME
signatures, for the preceding MIME body. Thelist is checked if the MIME typeis
appl i cati on. Typicaly, thisissetto"pkcs7- si gnat ure x- pkcs7-signature".

sime-verify-fail
The value gives the action to take on afailure to verify asignature within an SMIME
message. The values resulting in action can be abor t , which will cause the message
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6.2.2.5

6.2.2.6

to be non-delivered, or mar k which will add a heading to the body indicating the
failure. Any other value, or not specifying this parameter will allow signature failures
to pass. However, such afailure is alwayslogged in the audit 1og.

ess-label-priority
The label priority associated with ESS labels in signed messages.

sio-label-priority
The label priority associated with labels found in SIO-Label header fields.

ppmhs exploder

This has parameters based on content types. If thereis a parameter for the specific content
type, then that is used. If there is none, and there is the parameter named any, then that
valueisused. Thevaueisalist of keywords for that content type.

noexplode
Do not explode the content into its components. Theresult isthat only “whole content”
conversion can be done. For instance, conversion to the “ X400 wrap” MIME body.

pct
The content is a Protected Content Type, i.e. an X.400 content using Cryptographic
Message Syntax (CMS) for asigned or an encrypted content. This action makes the
type of the protected content available to the conversion process.

ess-label-priority

The label priority associated with ESS labelsin signed messages.
Output node configuration
The output node has attributes:

type
specifying the output content type. Thereis a special value p2orp22 which isused if
p22isinthelist of acceptable content types. However, if P772 and/or P2 also appear
in that list, then the actual outbound content type may not be P22:

» If P772isinthelist and the message contains any P772 heading extensions, then
the content type is set to P772

» If P2isinthelist and the message contains no el ements which are not permitted in
P2 (e.g. heading extensions), then the content type is set to P2.

» Otherwise the content typeis set to P22.

flattener
Specifies the flattener to use. This must match the resulting output type. Use ppmime
to generate I nternet content, and ppmhs for X.400 content.

Converter Configuration
The main definition can have the following attributes:
type

Indicates the type of component to which the converter applies

cost
A positive integer indicating the cost

action
Indicates the action to be taken by the converter

outtype
Indicates the content sub-type output by this converter

The different types of component are:
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body
A standard data body

header
A heading

message
A message body, i.e. which contains heading and bodies

multipart
A message body containing body parts

envelope
The message envelope

content
The overall message content

The actions which can be taken are:

keep
No change

discard
Discard this component, thisimplies information loss.

convert
Perform conversion using thefilters
implicit
Perform conversion using thefilters, but forbidden if implicit conversion is prohibited
lossy
Perform conversion using thefilters, but the conversion losesinformation, so forbidden
if conversion with lossis prohibited.

ignore
Take no action, this does not imply information loss.

mer ge
Combine the component with the previous component

wrap
Combine the enclosed components into a component of the appropriate type

content
The converted component becomes the whole output content. Thisis used to convert
aMIME "X.400 Wrap" body into an X.400 content.

extract
Used for signed items (nmul ti part/ si gned or appl i cati on/ pkcs7-ni ne) and
replaces the body with the signed body, without the signature.

insert
The component and its children are flattened, and the result is then fed into the filters
for the converter.

sign
Generate an S'MIME signed body. If applied to a heading, then the following body is
signed. If applied to a content, then the signed body is a message/rfc822 containing
that content. This action has converter parameters which control the signing.

encrypt
Generatean SSMIME Enveloped Body (i.e. encrypted). Applied to aheading to encrypt
the following body, to a content to generate a message/rfc822 body which is then
encrypted. For MIME (822) output only. This action has converter parameters which
control the signing.
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triple-wrap
Generate a Triple-wrapped content, i.e. a signed content within an encrypted content
within asigned content. Applies only to a content component, and for X.400 output
only. This action has converter parameters which control the encryption.

failed
Indicate that the conversion has failed

If there is no matching converter for acomponent, then defaults apply. For abody or header,
the default is the equivalent of a‘failed’ converter. For a message, multipart or content,
the default isa“wrap” converter, and for an envelope, an “ignore” converter.

Signing configuration

If the action for a converter is sign, then this can be controlled by a parameter named

Smi meAct i on. If thisis present has the value si gned, then the signing will generate an
appl i cati on/ pkcs7- mi me body part. This embeds the signed body within the data of
the SIMIME body. If the parameter is not present, or is some other value, then the signed
body iscombined withanappl i cat i on/ pkcs7- si gnat ur e inamultipart/signed body.
Here, the signature information is separate from the signed body.

When generating an X.400 signed content, it is necessary to specify the content typeto be
used when generating the content to be signed. Thisis done using thei nput - t ype
parameter. The default valueis"p2or p22".

Encryption configuration

If the action for a converter is encrypt or triple, then there are some parameters for the
converter which control the encryption process.

algorithm
The name of the algorithm to use as the content encryption algorithm. This uses the
OpenSSL algorithm names. If omitted, "aes- 128- cbc" is used.

encrypt-for-peer
If set (to any value), then a suitable public key is sought for the relevant peer-M TAs
as well as the recipients of the message.

verify
If setto "t rue", therecipient or peer MTA certificates are subject to certificate
verification.

When generating an X.400 triple-wrapped content, it is necessary to specify the content
type to be used when generating the content to be signed. Thisis done using the input-type
parameter. The default value is “p2orp22”.

Match configuration

Match items are used to match attributes of the component being considered. Each match
item must match for the converter to be considered. Each match has the name of a
component attribute, and an optional value. If the valueis omitted, then thematchis”t r ue"
if the attribute is present in the component, and "f al se" otherwise. If the valueis present
then it isaregular expression, and the result of the match depends on the match of the
regular expression on the actual value of the component's attribute.

The match element can have an attribute @ hi | d @ which enablesthetest to be on attributes
which belong to acomponent which is adescendant of the component for which the match
isbeing evaluated. Thefirst child of the component is always considered. The value of the
attribute is an integer giving the number of levels to descend. This tests an attribute which
is the immediate child:

<mat ch nane="Type" chil d="1">message</ mat ch>
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6.2.3
6.2.3.1

The attributes available depend upon the exploder, which creates the components.

Data match items are amethod of checking the datawithin anormal body part. They check
the ‘canonical’ data for the body, which is the data with any transfer encoding removed.
A dataitem has attributes:

type
The data type to be matched
offset
The offset of the value within the canonical data
Datatypes can be:
byte
A single byte

short
A two byte integer in little-endian order

long
A four byte integer in little-endian order

beshort
A two byte integer in big-endian order

belong
A four byte integer in big-endian order

string
A string value.

Integer values for the offset and the value to be matched can be expressed as decimal, octal
(leading ‘0’) or hexadecimal (leading ‘0x’).

String values, if they end in“/ ¢” or “/ C’ then the characters before the ‘ar e nat ched
without regard to case. If there is no'inthematchvalue, thenthe string can
contain escapesfor non-printing characters. These are similar to normal * C’ string escapes.

For a converter generating an X.400 body-part, the encoded infor mation types which are
associated with the body-part are specified by eit nodes. The value is either the standard
X.400 name for a basic encoded information type (c.f. X.411) or isthe object identifier
expressed in numeric oid format for extended encoded information types.

Filter configuration

A filter has a command attribute which identifies the filter. The name comprises the name
of thelibrary containing thefilter, acolon, and then the name of thefilter within thelibrary.

A filter may have configuration parameters.
Specific Conversion Filters

Internet Message filters
ppmime:header

Thisfilter performs various actions on an I nternet message heading, including the heading
within a MIME message/rfc822 body.

Thefilter can perform address normalization, which means following address synonyms,
and ensuring that domains are fully qualified. Standard heading fields which contain
addresses are considered, and other fields can be added using a parameter with the name
addr ess and the parameter value the field name.
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The parametersext er nal andi nt er nal control which address synonyms are followed.
This enables one to convert between internal and external versions of an address. These
are normally used in conjunction with suitable header sub-types. If neither of theseis
present, then no address normalization is performed.

If the parameter nor nal i ze-al | is present, if an address has aroute, then all domains
within the route are normalized. Otherwise only the leading domain is normalized.

If the parameters add- dat e or add- nessage- i d are present, then if the heading does
not have a Date field or aMessage-1D field, respectively, then a suitable field is added.
These should only be used when the message has been locally submitted.

The parameter st ri p-trace, if present, causes ‘trace’ fields (e.g. Received fields) to be
removed from the heading. This can be used to suppressinformation about internal networks
at a boundary.

The parameter st ri p- nost , if present, causes most fieldsto be removed, apart from alist
of standard fields. Thislist can be added to by using the keep parameter. Each such
parameter defines another field which is to be retained.

The parameter fold controls the folding of field values. The value should be an integer
between 20 and 200, which definesthetarget length of aline. Folding white spaceisinserted
to keep heading lines within that line length, if possible.

[R15.0 and later] The parameter add- di sposi ti on-noti fi cati on-t o forcesthe
addition of aDi sposi ti on-Notification-To field, if oneisnot already present. If the
parameter name is not one of the above, then it istreated as a heading field name. The
action to be taken depends upon the value of the parameter:

address
The field contains addresses, which will be normalized.

keep
Prevent the field from being removed when strip-most is used.

strip
[R15.0 and later] Strip the field from the heading.

ppmime::char set2utf8

Thisfilter isused to convert the datain aMIME text body from the character set to UTF-8.
Most body part generation filters require text in UTF-8 as input, so thisis a prerequisite
for this.

If the parameter unknown is set, then if the character set for the body is not known, then
the character set which isthe value of the parameter is assumed. If this parameter is not
set, and an unknown character set isfound, then the conversion will fail.

ppmime:encode

Thisfilter is used to generate the MIME encoded data from the canonical datafor a body.
It has one mandatory parameter, Encoding, which should have avalue which isavalid
value for aMIME content transfer encoding (c.f. RFC 2045).

ppmime:text

Thisfilter is used to generate the canonical datafor aMIME text body. If the parameter
char set isspecified, then this gives the output character set, otherwise us-ascii is used.

The parameter St ri ngFi r st PageBr eak can be specified with the value true to remove
any initial page break (the character sequence CR FF).

ppmimesinsertsmimeauth

Content Conversion



M-Switch Advanced Administration Guide 80

6.2.3.2

Thisfilter isused toinsert aheading field Aut hent i cat i on- Resul t s recording theresult
of checking signatures on SIMIME signed data.

The optional parameter aut hor i t y can be set, its value giving the authority field in the
field value. If thisisnot set, then the value of the M TA parameter | oc_dom si t e isused.

X.400 Filters
ppmhs:downgrade

Some X.400 |PM body-parts comein equivalent forms, onethe ‘basic’ form and one using
the extended body part form. Only theformer are permitted in X.400 1984 IPMs (P2). This
filter converts the extended form to the basic form, so that the message can be downgraded
to P2. It has no parameters.

ppmhs:heading-downgrade

Thisfilter removes any features from aP22 heading which are not permitted in a P2 heading.
It has one parameter, downgrade, which controls how OR-addresses are downgraded. It
takes these values:

x419
Follow the downgrading rules as specified in X.419

common
In addition to the X.419 rules, a printableString CommonName attribute is converted
into a DDA with the type ‘common’, and value from the attribute.

rfc1328
Use downgrading as specified in RFC 1328.

ppmhs:gener al-text

Take the canonical text input (in UTF-8), and generate a general -text body part using the
configured character sets. The character sets are configured using

Charsets
Thevalueisaspace or comma separated sequence of integers. Each integer isthe 1SO
registration number of a character set.

Charset
The valueisamnemonic for a set of character sets. It can bei so- 8859- n where the
suffix isan integer in the range 1 to 16, and the character sets used are equivalent to
the given 1SO 8859 character set. It can bei so- 2022-j p which is equivalent to the
character sets used in that encoding. If the value of the parameter is not one of these,
theni so- 8859-1 isassumed.

ppmhs:ftbp

Thisgenerates afile-transfer-body-part. The data part istaken from the canonical datafrom
the input component. The parameters use a variety of attributes from the source for items
like thefilename, asfor ppmni xer : generi cnm me. These value can be overridden by filter
parameters.

application-reference
sets the application reference object identifier. The value should be in numeric OID
format.

single-asnl-type
If present, then the external for the data uses the single-asn1-type CHOICE for the
data external. Otherwise the octet-aligned choiceis used.

no-message-reference
If set, no message reference is set in the parameter, even if the source makes a value
available.
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ppmhs:iab-text

This generates an ia5-text body part from the input canonical text data (in UTF-8). If has
the parameter Al | ow nval i dChar act er s, whichif it hasthe valuetruealowsnon-ASCI|
charactersin the body. If thisis not set, then non-ASCII characters are converted to ‘7.

ppmhs:teletex

This generates a teletex body part from the input canonical text data. Characters which
cannot be represented in one of the character sets allowed in TeletexStrings are converted
to *?. Thereis one parameter, PageBr eakAt St art , whichif settot r ue, will cause a
page break (CR FF) to be inserted at the start of the body.

ppmhs:bilateral

Takes the canonical data, and from it generates a bilaterally-defined body part. Thisfilter
has no parameters.

ppmhs: heading-modify

R15.0 and later] Modifiesan IPM heading. The parameter notifications atersthe notification
requestsin all recipient specifiers. takes a value which is a comma separated list from:

none
remove all notification requests.

nrn
add Non-Receipt Notification requests.

rn
add Receipt Notification requests (implies nrn)

ipm-return
add IPM Return request

ppmhs:p772-heading-upgrade
[R15.0 and later] Upgrades an IPM heading for usein aP772 (Military) message.
IPM identifiers are modified to make them conform to the requirements of STANAG 4406.

The primary-precedence heading extension is added to the heading. The value of the
precedenceisderived from the envel ope priority of the message and any military-messaging
priority qualifier present.

If the heading has copy recipients and/or blind-copy recipients, then the copy-precedence
extension is added to the heading, using the same value as the primary-precedence.

The ext ended- aut hori zat i on-i nf o extension is added. The date/time used for it is
message's submission time taken from the trace information in the envel ope.

MIXER filters
MIXER filter are used when converting between Internet and X.400 content types.
ppmixer:envelope

Used to put heading fields derived from the X.400 message envelope into an Internet
message content. It takes the parameter make822. If thisis present, then the standard,
required, RFC fields are generated from the message envelope. This option is used when
the X.400 content is being wrapped in asingle MIME body, and so there is no X.400
heading to be used for these fields.

ppmixer:ipms2rfc
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Converts an IPM heading to an Internet message heading. It has parameters:

externd
Sets the domain for address normalization

interna
Sets the domain for address normalization

show-notif-req
Add comments to recipient addresses to display the notification requests in the |IPM
heading

charsets
Specify the character sets which can be used with MIME encoded words (RFC 2047)
when converting teletex strings in the subject or free form names.

fold
Specify the line length at which folding will be performed.

convert-notif-req
[R15.0 and later] Generate a Disposition-Notification-To field in the output. If the
valueis @ or ce@, then thefield isalways generated; if thevalueis @ipgr ade- nr n@
then if any recipient specifier contains at least an NRN request, then it is generated.
Otherwiseit is generated if any recipient specifier contains an RN request.

ppmixer:rfc2ipms
Converts an Internet message heading into alPM heading. It has parameters:

externd
Sets the domain for address normalization

internal
Sets the domain for address normalization

use-mixer-ddas
If set, put into the user element of the this-IPM IPM Identifier RFC heading fields
defined by the PP variable mi xer _fi el ds.

make-p772
Ensuresthat those P772 heading extensionswhich arerequired according to STANAG
4406 are present, if not present as a result of mapping MMHS heading fields. Values
are taken from the message's envel ope.

notifications
[R15.0 and later] Control the notification requests generated if there is a suitable
Di sposi tion-Notification-To fieldinthesource heading. Thevaueisacomma
separated list selected from @rn@ @ n@ @ pm r et ur n@ Note that r n implies
@r n@ The defaultisall requests. If thevaluesinclude @ or ce @ then the notification
requests are added even if thereisno Di sposi ti on-Noti fi cati on- To fieldin the
source heading.

ppmixer:multipart2ipms

Convertsa MIME multipart into a forwarded message body. If the parameter p2only is
present, then only elements appropriate for IPMS 1984 (P2) are generated.

ppmixer:genericmime

Generates a standard MIME body from the source canonical data. It can take a number of
parametersto define the attributes of the MIME body. Note that asthe datacan be arbitrary,
thecont ent - t r ansf er - encodi ng isset to binary. Unlessbinary MIME content isbeing
output, this filter should be followed by ppni me: encode.

Parameters:
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Type
Setsthe MIME type

Subtype
Sets the MIME subtype

parameters
Has avalue which is a space separated list of parameter names, which are added to
the Content-type field of the MIME header.

paramname
Gives the value for one of the parameters whose names are listed in par anet er s.

Disposition
Givesthe disposition value for the Content-disposition field. If omitted, and other such
fields are included, then defaultsto at t achment .

filename,si ze,creati on-date,modifi cation-date, read-date
Attachment file values for Content-disposition.

Description
Value for Content-description field

Id
Value for Content-ID field

norfc2231
If set, then RFC 2231 encoding is not used for a filename parameter; MIME
encoded-words are used for non-ASCI| characters, and the value is not wrapped. If
the value is an integer, then this value gives the maximum length of the parameter
value. The default value is 600. Thisis to support interworking with Exchange 2003.

If these parameters are not set, the values can be obtained from the source component. For
instance, Description and the file values can be available from afile-transfer-body-part.

ppmixer:tox400bp

Generates the application/x400-bp MIME body which is used to encapsulate an arbitrary
X.400 body part

ppmixer :fromx400bp
Generates the X.400 body which is found in an application/x400-bp MIME body.
ppmixer:ftbp2mime

Extracts data and parameters from afile-transfer-body-part. These are presented in aform
suitable for ppmixer:genericmime. It takes no parameters.

ppmixer:mime2ftbp

Generates afile-transfer-body-part from MIME data, and generatesthe body part parameters
from the MIME body header fields.

ppmixer:fromhar poon

GeneratesaMIME body from an X.400 body whichisa‘HARPOON’ encoding of aMIME
body (the encoded MIME body within an ia5-text X.400 body-part).

ppmixer:toharpoon

Encapsulates an arbitrary MIME body within an X.400 ia5-text body (‘HARPOON’
encoding).
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6.2.3.4

Textual Security Label Filters

These filters work in conjunction with the security policiesto extract and insert filtersin
components of the message. Note that the filters are invoked when the corresponding
component is processed. So, you cannot insert alabel in a component which is extracted
from another component processed after this component.

Common insertion filter parameters
Theinsertion filters have anumber of common parameters:

security-policy
The name of the security policy to be used. If not specified, then def aul t isused.

verify-label
Verify the label using the policy. If thisfails, and the policy has a default l1abel, then
the default is substituted.

convert-label
Convert alabel in adifferent policy to alabel in the policy. If thisfails, and the policy
has a default label, then the default is substituted.

variant
Specify conversion of the [abel to the named variant within the given policy.
need-policy-id
If set and thelabel hasno policy ID, then the default policy 1D from the security policy
is added to the label.

pplablib:labelinsert
Insert atext label into an Internet message heading. There are these parameters:

xheader-format
Inserts aheading field containing security label information. The value of the parameter
isaformat for the whole field, including the field name.

subject-format
Inserts atext label into the existing subject of the message. The value of the format is
the whole of the field, including the field name. The datafrom the original subject can
be included within the formatted field.

history-fieldname
Insert heading using the given fieldname with text for the original governing label for
themessage. Thisisonly inserted if thelabel has changed. Itisonly usedin conjunction
with xheader - f or mat .

In addition, the filter takes standard parameters for label insertion.

The format can contain format specifiers which are used to include text values within the
output string. The label values are normally from the markup information from the security
policy. The specifiers are:

%b
Generate the whole label as the base64 encoding of the BER encoding of the label

%d
The data from the origina subject (for the subject-format only)

%e
Generate the value of an SIO-Label field using ESS label format for the binary part
%cC

%ox
Generate the value of an SIO-Label field using X.411 label format for the binary part

%l
A text representation of the whole label
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%c
A text representation of the label's classification
%p
The privacy mark from the label
%i
The policy ID from the label
%g
The security categories from the |abel
%%
A percent sign

Thetext is generated from the security policy configured for the filter, if any is available.
If there is no policy, some best effort is made to generate text.

The label field specifiers can be modified with characters between the ‘%’ and the final
character. The modifiers control where the text comes from, and for the case in getting the
text from the security policy in force, which markup location is to be used.

#
Use raw text rather than policy information
$
Use the API rather than policy information (Not Yet Implemented)
<
Use the document start location
>
Use the document end location
Use the page top location
+

Use the page bottom location (the default)

Note: < and > must be escaped when placed in XML asthey are ‘ specia’. Use the entities
& t; and &gt ;

There are *\" escapes which can be used:

\n
adds anewline

\t
adds atab

\\
adds a backlash

newlines and tabsin the format value itself are ignored.
pplablib:labelextract

Extracts alabel from an Internet message heading, and makes it available, for example,
for the X.400 envelope or inclusion as an ESS label in an SIMIME signed message.

Parameters:

regexp
A regular expression. Most Perl regular expression constructs are supported. Named
fields are not supported.

replace

The replacement text. This can use $<n> itemsto refer to the matched string or
substrings of the input.
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field
The name of aheading field. The whole of the field value is used to determine the
label.

base64
Read the base64 encoded BER encoded X.411 |abel.

attempt-base64
First attempt to read thefield asfor base64, if that failsthe string is checked asanormal
text label.

catalog-lookup
Use the value of thefield to find alabel in alabel catalog. The associated
security-pol i cy must have alabel-catal og attribute.

security-policy
The name of the security policy to be used. If not specified, then def aul t is used.

priority
Specifies the priority to be used for the label found. This can be used to override the
“first label found applies’ rule which applies by default.

Oneof base64, fi el d or both of r egexp and r epl ace should be specified. base64
does not need a security policy, but the others do.

The combination of the regular expression and the replacement text functions as the
s/ <re>/ <repl ace>/ operator in Perl, or ther egsub operator in Tcl.

The conversion of text to a security label is atwo-stage process. If thefield as awhole
matchesthe regexp, or the field name matchesthevalueof f i el d, the either the replacement
text or the field value, respectively, is passed to the security policy for conversionto a
label. If thisfails, but apolicy ID and classification can be determined, and the security
policy has an associated label catalogue, then afallback label can be found in this.

Example of label extraction
[Note: this describes R15.2v1 and later]

This example isin the context of MIXER conversion of amessage. It looks for suitable
labelsin:

 within the subject field
» abase64 encoded labdl in aX-X411 field
» within atextual X-header field

Different priorities are applied to these, so the order in the heading is not important.

The converter for the Internet message heading becomes

<convert type="header" action="convert" cost="2">
<filter command="ppl abli b: | abel extract">
<par am nane="r egexp" >
(?i)("subject:.*\[Cassification: ([*]]*)\])
</ par an>
<par am nane="r epl ace" >$2</ par an>
<par am name="security-pol i cy">uk- onl y</ par an»
<par am nanme="priority">3</ par an>
</filter>
<filter command="ppl abli b: | abel extract">
<par am nane="base64" >X- X411</ par an>
<par am nanme="priority">5</ par an>
</filter>
<filter command="ppl abli b: | abel extract">
<par am nane="fi el d">X- cl assi fi cati on</ par an>
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<par am nanme="securi ty- pol i cy" >uk- onl y</ par an>
<par am nanme="pri ori ty">4</ par an>

</filter>

<filter command="ppm xer:rfc2i pns">
<param nanme="not i fi cati ons" >r n</ par an>
<par am nane="use- ni xer - ddas"/ >

</filter>

</ convert >

Thefirst filter extracts textual labels from the subject, from an string like

Subject: This is an inportant nmessage [Cl assification: TOP SECRET]

The second filter extracts the base64 |abel. The third extracts atext label from afield like:

X-Cl assification: Restricted

These haveto processthe heading beforeit is converted to an IPM S heading by the MIXER
filter.

pplablib:flotinsert

Insert a"first line of text” (FLOT) label into the data of atext body. Thisfilter will only
do thisthefirst timeit isinvoked for a message. Parameters:

format
Expanded the first line of text. The format uses the same mechanism as
ppl abli b: | abel i nsert.

dont-duplicate
If the line generated from the format matches the existing first line, then the extraline
is not added. The comparison ignores case, initial and final white space, and internal
white space is treated as a single space.

history-prefix
Insert asecond line of text comprised of the prefix and text for the original governing
label. Thisisonly generated if thelabel has changed.In addition, thefilter takes standard
parameters for label insertion.

For amessage, only the first use of thisfilter will attempt to add a FLOT.
Example of FLOT insertion

The comparison for thefirst line workswith UTF-8, so filters are used to convert character
datato UTF-8, and then the datais re-encoded.

<convert type="body" action="convert" cost="6">
<mat ch nane="Type" >t ext </ mat ch>
<mat ch nane="Subt ype" >pl ai n</ mat ch>
<filter command="ppl ablib:flotinsert">
<par am name="f or mat ">Cl assi fi cati on: % </ par an>
<par am nane="security-policy">uk-onl y</ paran>
<par am name="convert - | abel "/ >
<par am name="dont - dupl i cate"/ >
</filter>
<filter command="ppm nme: encode" >
<par am nane="Encodi ng" >quot ed- pri nt abl e</ par an®
</filter>
</ convert >

pplablib:flotextract
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Extract a FLOT label from the data of a text body. Parameters:

regexp
A regular expression. Most Perl regular expression constructs are supported. Named
fields are not supported.

replace

The replacement text. This can use $<n> itemsto refer to the matched string or
substrings of the input.

prefix
Prefix to the text to be used for recognition.

suffix
Suffix to the text to be used for recognition.

lines
The number of lines at the start of the body which are checked for alabel (i.e. matching
the regexp or the prefix and suffix). The default valueis one, i.e. only thefirst lineis
checked.

security-policy
The name of the security policy to be used. If not specified, then default is used.

priority
Specifies the priority to be used for the label found. This can be used to override the
“first label found applies’ rule which applies by default.

Either r egexp and replace should be specified, or one or both of pref i x and suf fi x.
The regular expression mechanism works in the same way as| abel ext ract . Using
prefix and suf fi x, any white space at the start and end of the lineisignored. Then, if
the line starts with the prefix and ends with the suffix (treated as zero-length strings if not
configured), then the text between them is used for finding the label. The prefix and suffix
are matched without regard to case.

The conversion of the text to the label functions in the sasme way as| abel extract .
Examples of FLOT extraction

The context hereisfor SMTP to SMTP messages. text/plain body parts are inspected. The
filter passesthe canonical data, with thetransfer encoding removed, so it needs re-encoding.
The converter using for them is as follows:

<convert type="body" action="convert" cost="6">
<mat ch nane="Type" >t ext </ mat ch>
<mat ch nane="Subt ype" >pl ai n</ mat ch>
<filter command="ppl ablib:flotextract">
<par am nane="r egexp" >
Classification: (.%*)
</ par an®>
<par am nane="r epl ace" >$1</ par an>
</filter>
<filter command="ppm nme: encode" >
<par am nane="Encodi ng" >quot ed- pri nt abl e</ par an®>
</filter>
</ convert >

This converter does the same, using a prefix:

<convert type="body" action="convert" cost="6">
<mat ch nane="Type" >t ext </ mat ch>
<mat ch nane="Subt ype" >pl ai n</ mat ch>
<filter command="ppl ablib:flotextract">
<par am nane="prefi x">cl assi fi cati on: </ par an>
</filter>

Content Conversion




M-Switch Advanced Administration Guide 89

<filter command="ppm ne: encode" >
<par am nane="Encodi ng" >quot ed- pri nt abl e</ par an®>
</filter>
</ convert >

pplablib:envinsert

Thisfilter inserts the current message label in the message envel ope, for the recipients of
the message which isbeing converted. Thisis used when some check or changeto the label
isrequired. For instance, if label conversion isto be performed.

It takes just the common label insertion filter parameters.
pplablib:conflictfield

Thisfilter addsaheading field to an SM TP heading to record information on label conflicts
found in the message. It has one mandatory parameter, f i el dname, which sets the name
of thefield to insert.

6.3

6.3.1

6.3.2

6.3.3

MIXER Content Conversion

Internet to X.400

Thisconversion basically follows RFC 2156 and RFC 2157, with some additional features:

» Standard messages are converted to X.420 IPMs (Inter-Personal Message).

» DSNs(Delivery Service Natifications) are converted to X.400 Reportsif possible [from
R15.0].

» MDNs(Message Disposition Notifications) are converted to X.420 | PNs (I nter-Personal
Notification) [from R15.0].

X.400 to Internet

» |IPMsare converted to messages
* IPNsare converted to MDNs [from R15.0]
* Reports are converted to DSNs.

MDNs and DSNs carry atext body-part intended to be read by the message originator. The
text body which is generated by M-Switch can be configured.

Correlation

A sender of an X.400 message may wish to correlate received Reports and |PNswith their
sent messages. A sender of an Internet message may wish to correlate received DSNs and
MDNSs with their sent messages.

M-Switch supports the standard means for such message correlation across the MIXER
gateway:

» The MTS Identifier for correlating X.400 Reports with messages.
» ThelPM Identifier for correlating X.400 IPNs with messages.
* The SMTP ENVID extension, used to correlate DSNs with messages.
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6.3.4

6.3.5

» TheInternet Message-ID field, used to correlate MDNs with messages.

The MIXER specification converts these to fields in the other type of message such that
the item (Report, IPN, DSN, MDN) which is returned, when converted will carry the
correlating value in the correct place for the item.

However, there are some issues with this.

* Internet Message-1Ds can be too long to be carried in the user-rel ative-identifier of an
IPM ldentifier.

» Some Internet message senders do not use ENVID.

» Some message correlation software does not use the standard fieldsin DSNs or MDNs
for the correlation.

» To alow for this, M-Switch has some additional features to aid such correlation.

Specifying Internet Heading Fields to be transmitted

If an Internet message has an ENVID, then it is assumed that the sender uses this for
correlation. Thisis encoded in the X.400 message's content-correl ator.

If thereisno ENVID, then some of the Internet message’s heading fiel ds can be included
in the content-correlator. This should be returned in the report, and the Report to DSN
conversion can use the enclosed information.

Itis possible to specify the fields to be copied. Thereis a PP variable (configured viathe
Advanced tab) called mi xer _fi el ds. If set, itsvalue is a spaced-separated list of field
namesto beused. If it iswanted to truncate the field value, then follow the field name with
the maximum length in parentheses. Thisis an example asit will appear in the
ntatailor.tai file

set m xer _fiel ds="Thread-i ndex Message-|D Subj ect (20)"

If thisis not specified, adefault list is used, corresponding to:

set m xer _fiel ds="Subject Message-I|D Date"

Note that the content-correl ator has amaximum length of 512 characters, and the encoding
includes the field names. The field names match ignoring the case of the letters. Thefields
are copied in order until the content-correlator is filled.

On receipt of aReport contai ning areturned content-correl ator which contains such encoded
fields, M-Switch will use thisinformation. It will make it available to the text body
generation. If the information contains aMessage- | Dfield, then the value of thisis used
toadd an| n- Repl y- To field to the outer DSN heading. If the information contains a
Thr ead- | ndex field, then fromits value a child thread-index value is generated and used
asinaThr ead- I ndex field in the outer DSN heading.

Specifying fields for MDN correlation

When an Internet message is converted to alPM, the Message- | Dis used to generate the
IPM Identifier. Thisis returned as the subject-ipm field in an 1PN, and converted back to
Internet form, used for the Or i gi nal - Message- | Dfield in the MDN generated from the
IPN. To work round the problem of long message-ids, and al so to provide other information
used in MDN generation, it is possible to store Internet message heading fieldsin the IPM
Identifier. This storage uses DDA s within the user address part of the IPM Identifier.
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The same PP variable is used to configure which fields are included. Note that as the
information uses a restricted character set, the total amount of information that can be
conveyed is somewhat |ess than in the content-correl ator.

When an IPN is converted into an MDN, the subject-ipm IPM identifier is checked for this
information. It is used in the same way as for DSN generation for the text body and outer
MDN heading, with the additional use of a message-id from thisinformation overriding

any original-message-id value derived from the user-relative-identifier of the subject-ipm.

Thisuse of DDAsis not automatic, it should be configured in the converter which converts
the outer Internet heading into the IPM heading. Thisis done using the parameter
use- mi xer - ddas to the ppni xer : r f c2i pns filter, e.g.

<filter conmand="ppm xer:rfc2i pns">
<par am nane="use- m xer - ddas"/ >
</filter>

6.4

6.4.1

6.4.1.1

MIXER Address Conversion

The conversion between X.400 OR-addresses and I nternet e-mail addresses is normally
performed in accordance with the procedures defined in RFC 2156. These are based on
finding the longest match in the mapping information, and then applying an algorithm to
the unmatched part of the address. The mapping information can be held in the Directory,
in address mapping trees, or in tables (theor 2r f ¢ and r f c2or tables).

There are some enhancements to the standard procedures:

» The string format used supports the universal string addressing attributes.
e The character used as the separator for the mapped personal name can be changed.
» Conversion to and from the mapped personal name form can be suppressed.

» The string representation of the OR-address in the internet address can have spaces
replaced by a non-space character.

» The mapping can be configured to search for individual address conversions.

Individual Address Mapping

Thisuses LASER-like searching in order to find an entry which containsthe addresswhich
needs to be converted, and an attribute within that entry gives the address resulting from
the conversion.

Configuring per-user mapping

The configuration of which addresses are configured for the per-user conversion uses the
same information that is used for the standard address mappings.

For Directory-based information, for anode in an address conversion tree, thereisachoice
of setting the Directory profileto be used. This choice actually setsthe name of the LASER
table to be used, although the term “Directory profile” is used throughout MConsole. A
default Directory profileisaways set up. Any other nameis used as the table name prefix,
andthetablecalled pr ef i x- 1 aser . Thiscan be applied to thetree at theroot for an address
type, which means that the lookup will apply to all addresses of that type.

For table-based information, the table entry has a value which the string for the LASER
table, asin the directory based information.
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6.4.1.2

Configuring LASER tables for per-user address mapping

The table configures LASER lookup in the same way that is used for LASER routing
M-Switch Administration Guide). If there is a conflict between the use for routing and
address mapping, then use two LASER tables, distinguished by using a different prefix.
The lookup uses the same basic L DAP configuration values as routing.

There are additional table entries to control the address mapping lookup:

mixer-internet-atts
Defines the attributes used to construct the search filter when looking up an Internet
address.

mixer-x400-atts
Defines the atttributes used to construct the search filter when looking up an X.400
address.

mixer-filter-internet
Defines an LDAP search filter which is combined with the constructed filter using an
‘AND’ when looking up an Internet address.

mixer-filter-x400
Defines an LDAP search filter which is combined with the constructed filter using an
‘AND’ when looking up an X.400 address.

The filters are used to qualify the filter constructed from the attributes and the address
being looked up.

Thetableentry | aser - at t s isused to specify the attributes to be read from the entry.
Note that this entry is used for al lookup types using this LASER table. The use of each
attribute specified in | aser - at t s needs to be configured using atable entry with a key
which isthe attribute type. The value of the entry specifies the use of the attribute type.
This can be one word or two words separated by a space. Using two words enables the
same attribute type to be used for routing and for address mapping.

There are two attribute meanings for the per-user address mapping:

mixer-internet

The attribute holds the Internet version of the user’s address.
mixer-x400

The attribute holds the X.400 version of the user’s address.

If the table entries are not present, then there are some defaults, equivalent to:

m xer-internet-atts: mail

m xer - x400-atts: mhsORAddr esses
mai | ;. m xer-internet

mhs ORAddr esses: m xer - x400

Note that if you specify | aser - at t s, you must explicitly list all attributes which areto
be looked up for routing and address mapping. And you must have explicit table entries
for each attribute specified in| aser-atts.
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Chapter 7 M-Switch ACP 127 Operating Signals

This Chapter describes M-Switch handling of ACP 127 Operating Signals (OPSIGs).

7.1

M-Switch Architecture and Service
Message Support

M-Switch provides ACP 127 support as an ACP 127 gateway, converting protocol to
STANAG 4406 or SMTP . It isintended to work as a fully automatic system wherever
possible. Signals are often included in ACP 127 messages for automatic control purposes,
including automatically generated service messages. Messageswill be generated by protocol
conversion or ACP 127 relay.

M Console, the management Ul for M-Switch provides the circuit operator with a Ul for
generating a service message and sending it on the selected circuit. This enablesan operator
to generate any service message. A drop down list of commonly used operating signalsis
provided, but any signal may be entered. This allows any operating signal to be sent, and
so any signal can be sent manually.

Figure 7.1. MConsole ACP127 View Manual Send.

N 3 digits. For xample 00122

On an actively monitored ACP 127 circuit, the operator may well observeincoming service
messages on the activity trace Ul. Service messages directed to the local RI, apart from
those handled automatically, are converted to SMTP or STANAG 4406, in a manner that
does not lose information. This enables an operator to view service messages in a standard
mailbox and to handle any signal manually.

7.2

Operating Signals

The following table considers each OPSIG handled by M-Switch. Note that OPSIGs are
handled in three ways.
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Using the OPSI G directly in aservice message. This happenswherethe OPSI G conveys

information or provides an answer.

Using INT OPSIG in aservice message. Thisis aquestion, to which an answer is

expected.

Use of the OPSIG in anon-service message. The descriptions here refer to service
messages, except were explicitly noted otherwise. Where the INT variant is used, this

is explicitly noted

The descriptions here refer to service messages, except where explicitly noted otherwise.
Wherethe INT variant is used, thisis explicitly noted.

Table 7.1. OPSIG: QRT

drop-down notesthat thiswill request
peer disable. Thereisalso Ul to
disable the peer from sending which
will generate a QRT.

Signal Description Generation Reception Notes
QRT |Shall | stop sending?/ |For areceiving system, the OPSIG |On receiving QRT, a | Themessage hasathree
Stop Sending sending Ul the QRT sending sending system will letter channel

automatically disable
outbound transmission.

designator to identify
that circuit that should
be closed or open.

Table 7.2. OPSIG: QRV

Signal Description Generation Reception Notes
QRT |Areyouready/ | am |For areceiving system, the OPSIG |Manua
ready sending Ul the QRV sending
drop-down notesthat thiswill request
peer enable. Thereisalso Ul to
enable the peer from sending which
will generate a QRV.
Table 7.3. OPSIG: ZFX
Signal Description Generation Reception Notes
ZFX |Channel Number is Report that channel number is open. |Node receiving Used for broadcast
Open Receiver of ZFX may retransmit messages will identify
indicated message Thisisareport | missing message and
that a number in the channel number | send service message
sequence has not been seen. (ACP127 |with ZFX.. Node
para433). It is appropriate on a receiving ZFX will
sequenced channel between two retransmits requested
stations. If abroadcast receiver is  |message if configured.
missing a channel number, then it
does not know if the message isfor
it or for other stations. M-Switch can
configure use of ZFX in broadcast
receiver asaternativeto ZDK (ZDK
recommended)
Table 7.4. OPSIG: ZDK
Signal Description Generation Reception Notes
ZDK Will you repeat Requests retransmission Message | Retransmits requested | Recommended for use
message receiver will use INT ZDK asa message Then the in broadcast

reguest for sending again message
identified by channel number.

message whichisresent
has ZDK <channel
number> in FL4. This
isthe default for
broadcast in M-Switch.
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Signal Description Generation Reception Notes
The broadcast message
listings aso include it
in the details of the
message, so that a
station to which the
message is addressed
which has seen the
original but not the
repeat need not request
the resending of the
repest.
Table 7.5. OPSIG: ZFQ
Signal Description Generation Reception Notes
ZFQ Duplicate Detected Optionally generated (configuration |Manual No sensible automatic
choice) action on reception
Table 7.6. OPSIG: ZFG
Signal Description Generation Reception Notes
ZFG |Thismessageisan Optionally used on broadcast to warn| Service message sent to| Anticipated use is
exact duplicateof a  |of duplicates (configuration choice —| operator speciadized Italian

message previously
transmitted and isto be
delivered to all
appropriate addressees
served by the receiving
communications
facility.

default isto discard duplicates)

situation (OTC). It
appearsinFL1and is
used rather than using
ZDK toindicate the
message of which this
is an exact repeat.

Table 7.7. OPSIG: ZFT

number(s) (or station
serial number)
following message
bearing channel number
(or station serial
number) ...Message
released.

(configuration choice)

Signal Description Generation Reception Notes
ZFT |Message...received Optionally generated when message | Service message sent to| No sensible automatic
without channel has no sequence number operator action on reception

Table 7.8. OPSIG: ZES1/ZES2

Signal Description Generation Reception Notes
ZES1/ZES?|Your message...has  |Manual When receiving a ZESsigna will always
been received... ZES2 with achannel |beinitiated manually
number, M-Switch will {in response to operator
1. Incomplete; be extended to detected partial failure
automatically (complete failureswill
2. Garbled. retransmit the not be detectable). This
Request reguested message. is supported !n
retransmission The retransmission  |MConsole with drop
' will have ZFG + down. On many
channel number in the|circuitswhere garbleis|
message instructions |possible, channel
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acceptability of my
signals (or those of ...)?

The printing
acceptability of your
signals (or those of...)
is...

1. Unacceptable -
totally corrupt;

2. Unacceptable - very
corrupt;

3. Unacceptable - partly
corrupt;

4. Acceptable -
occasionaly corrupt;

5. Acceptable - no
corruption.

includes INT ZBZ (request message
printing quality) to make this easy to

select.

Signal Description Generation Reception Notes
and betransmitted with | numbering is not used,
anew channel number | so automatic handing
Other situations on reception is not
handled manually possible.
Table 7.9. OPSIG: ZNO
Signal Description Generation Reception Notes
ZNO |Unableto decrypt Manua Manua No sensible automatic
message... handling
Table 7.10. OPSIG: zZUI
Signal Description Generation Reception Notes
ZUl  |Your attentionisinvited|Manual Manua No sensible automatic
to... handling
Table 7.11. OPSIG: ZBZ
Signal Description Generation Reception Notes
ZBZ |Whatistheprinting |Manual MConsole OPSIG Ul Manual by default ZBZ isgenerally used

Provides an option on
receive circuit (for use
only on reliable
circuits) to
automatically send
ZBZ5 when the
message is identified
(i.e., on acircuit with
channel numbers).

on circuits where
message garbleis
possible. Generation of
ZBZ needs an operator
to assesswhich valueis
needed. ZBZ isalso
used on reliable
channels (TCP, land
line, COSS) to check
message receipt.
Initiation (INT ZBZ2)
will always be operator
driven. For areliable
link, ZBZ5 can be
automatically
generated.

Table 7.12. OPSIG: ZAN

Signal

Description

Generation

Reception

Notes

ZAN

Transmit only messages
of and above
precedence...

Generated at operator request in
M Consol e precedence management

ul

Automatic Precedence
Control following
signal Local operator
aerted. Local operator
requests take priority
over ZAN

M-Switch ACP 127 Operating Signals



M-Switch Advanced Administration Guide 97

Table 7.13. OPSIG: ZIC

Signal Description Generation Reception Notes
ZIC |Whatis (are) station |SentinresponsetoaZlD Discard
serial number(s) or
channel number(s) of See ACP 127(G) para 412 for
last message(s) you  [ZIC/ZID
transmitted to me (or
to...)?
Table 7.14. OPSIG: ZID
Signal Description Generation Reception Notes
ZID |Whatis (are) station | Automatic generation (optional) at  |GenerateaZIC
serial number(s) or configurable time after no traffic has
channel number(s) of |been received
last message(s) received
from me (or from...)?
Table 7.15. OPSIG: CHANNEL CHECK
Signal Description Generation Reception Notes
CHANNEL |Manua channel M Console provides a412e compliant | On peer receipt of 412edefines aspecial
CHECK |Check test message (thisis not aOPSIG) to| CHANNEL CHECK |[CHANNEL CHECK

See ACP127G para
412¢ff

make it straightforward for an

M Console operator to send a correct
CHANNEL CHECK message. On
receipt of the returned message, it
will be delivered to the address
associated with the local operator.

message, thiswill be
routed back to the
sender.

message. Note that
CHANNEL check is
aspecial message and
isnot aservice
message. It is
addressed to the local
address and sent over
thelink sothat it is

echoed back.
Table 7.16. OPSIG: CHANNEL CONTINUITY
Signal Description Generation Reception Notes
CHANNEL |Processdescribed in |Automatic or Manual Automatic or Manual | ZIC/ZID will usually
CONTINUITY |ACP127G para412 be configured to be

Thisuses ZIC/ZID

automatic. ZIC/ZID
can also be used

manually with
MConsole
Table 7.17. OPSIG: R Z
Signal Description Generation Reception Notes
RZ |FlashAck Automatically generated on FLASH |Cease sending repeats | Thisisaprosign, not an
message (configuration choice to do | of messages operating signal
this). Follows ACP127G point 151 b
Table 7.18. OPSIG: INTR Z
Signal Description Generation Reception Notes
INT R Z|Cannot find any Manual Manual
information on this
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message...in present
form

1. Not in prescribed
format;

2. Format
lines...incorrect;

3. No on-line facility
available;

4. Call signs not
encrypted;

5. Text not encrypted).
We file. Transmit

correctly prepared

message to all
addressees (or to...).

Signal Description Generation Reception Notes
OSL |Canyou acknowledge [Manua Manual Automatic handling
receipt? does not seem
appropriate
Table 7.20. OPSIG: ZAH
Signal Description Generation Reception Notes
ZAH |Unableto relay Manual Manual Automatic handling

does not seem
appropriate

M-Switch ACP 127 Operating Signals
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Chapter 8 Security

M-Switch has arich set of Security features. This chapter describes the different features,
what they do and how they are configured.

8.1

Overview

M-Switch has a number of features relating to security:

 Authorization can control the delivery of messages by blocking messages. Thisis done
through Authorization Rules. The rules can include the results of checking the SSMIME
signatures on messages, and for labelled messages, a security policy can be applied with
the clearance of the recipient, peer MTA or channel.

* Internet messages can be signed by the MTA using SIMIME signing.
» X.400 messages can be signed by the MTA in accordance with STANAG 4406 ed 2.
* Internet messages can be signed using DKIM (DomainKeys | dentified Mail, RFC 4871).

* Internet and X.400 messages can be encrypted and decrypted using SMIME
encapsulation.

» There are various ways in which security labels are processed by M-Switch.

Signing and encryption can include messages being converted in aMIX ER gateway. These
are performed as a part of content conversion.

A useful set of examples of signing and encryption configuration are provided in the
signing/encryption examples.

A useful set of examples of label extraction, verification and insertion configuration are
provided here: label extraction, verification and insertion examples.

8.2

8.2.1

Security Labels

Background

Security labels are generically a means for identifying the sensitivity of information and
therefore restricting its distribution. Labels used for computer based information are often
based on those defined in X.411 and ESS labels defined in RFC 2634. These have the
following components (and so are often described as “structured |abels’):

 Policy ID. Thisisan object identifier, which identifies the authority which defineslabels
with thisID. In some cases, the ID represents the ownership of the information.

« Classification. Thisisan integer value, which gives the basic secrecy level. However,
higher numerical values are not necessarily more secret.

» Categories. These are optional, and if included qualify the classification. Each valueis
apair of an object identifier and a value whose type is associated with object identifier.
The valid IDs and values are specified by the authority.

» Privacy Mark. Thisisatext string. It is not often used.
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8.2.2

8.2.2.1

8.2.2.2

Associated with security labels are other dataitems. A Security Policy Information File
(SPIF) is structured data which defines for a given policy ID the valid classifications and
security categories. It also can define strings to be associated with labels, which are used
for mark-up of datafor human reading. It can define equivalent policies, which enables
labels defined by a different authority to be associated with labels defined in this SPIF. It
also defines how the ‘Access Control Decision Function’ (ACDF) isto be applied.

A Clearanceisadataobject very similar to alabel, except that the classificationisreplaced
with a set of classifications. Clearance values are assigned to people and other entities
which may access labelled information. The ACDF takes alabel and a clearance and
establishes whether access should be granted.

Sometimes information is labelled using atext string. This string will often be derived
from the mark-up strings for the label and its components. When the string is at the start
of abody of text, it can be known as a"First Line of Text" (FLOT).

For messages, |abels may be found:

* Inthe envelope of X.400 messages

An ESS label within signature information for an SIMIME (Cryptographic Message
Syntax) message.

A structured message format within an Internet message heading field

» Text in an Internet message heading field, sometimes known as an X-header.

« AFLOT

M-Switch Label Handling
M-Switch can:

 Extract 1abels from the message envelope and content
* |nsert labelsinto the message envel ope and content in various forms

e Uselabelsin authorization in conjunction with a SPIF and clearance associated with a
channel, peer MTA or user.

Label extraction

Label extraction can be done when the message is scanned on arrival and by the shaper
channel when performing content conversion.

X.411 envel ope labels are always found, no configuration is required for this. For message
content scanning on arrival and in the shaper channel, ESS labelsin SIMIME signed
messages are always extracted, as are the labelsin SIO-Label heading fields. To extract
other kinds of label requires explicit configuration of specific shaper filtersfor this purpose.
In the shaper channel, the latter mechanism will extract the labels as the content's
components are processed for conversion. Note that this means some of the content's
components may already have been processed when the label is found.

By default, “the” label for the message is taken to be the first Iabel found. On message
arrival, thisislabel is associated with the message envelope. Thislabel is available for the
shaper channel before any conversion processis performed. It is possible to associate a
priority with a source of 1abels, which will override the “first used” principle.

The conversion of text labelsto aproper structured label requiresthe use of security policy
information.

Label Insertion

When inserting labelsit is possible to:
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8.2.2.3

» Useadefault Iabel if no label is available

» Verify the label against a security policy
 Convert the label using a security policy

» Addapoalicy ID to the label, if it ismissing

If verification or conversion fail, then any default label will be used in place of the failed
label.

When alabel isfound, it can automatically be used as an X.400 envelopelabel. In addition,
there is a shaper channel filter which can be used to establish an envelope label (for the
message being converted) when verification or conversion is required.

When a signed message is generated, any label for the message is automatically included
in the signed attributes of the message.

Other label types are inserted through the use of shaper filters. Text labels are generated
using the markup strings from SPIFs in the security policy.

Use in Authorization
Thelabel found in the message on arrival can be used for authorization. The security policy

used for thisis called "acdf-policy”. If thisis not defined, then the policy called "default”
isused. If neither is available, then the authorization fails.

8.3

Content Scanning

The content of a message may be scanned when the message arrivesin the MTA. Thiscan
be:

 To extract information from an X.400 IPM or IPN for logging in the audit log

» To extract information from an Internet DSN or MDN for logging in the audit log

» To check the signature of a signed message

» To extract labels for use in authorization

If thereis no need for any of these, then normally the content is not scanned. If itisdesired
to force the scanning, then set the PP variableal ways- scan- cont ent tothevaluet r ue.

Configuration

The actions taken on scanning are controlled by an XML configuration file called
submitscanconfig.xml. A default copy is distributed, installed in SHAREDIR/switch. If
modifications are to be made, then this file should be copied to ETCDIR/switch, and the
copy edited. Thiswill avoid changes being lost should the installed software be updated.
However, when upgrading to a new release, check the new installed version for changes.

The configuration changes which you are likely to make relate to:

 Labed extraction, involving the configuration of shaper filters

» The configuration of security policiesfor usein label label extraction and authorization
checking using labels.
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8.4

8.4.1

8.4.2

8.4.3

8.4.4

S/MIME Channel Configuration

The details are given in the relevant sections. Here is an outline.

Verification

* You should configure the channel for verification. A digital identity is not required, but
trust anchors are required.

* The MIME exploder should be configured to ensure that the SMIME bodies are
recognized.

* You should decideif the SSMIME bodies should have the signed data extracted, through
the use of suitable converter actions.

* Verification and extraction of X.400 signed messages requires that the content type
oid.1.2.840.113549.1.9.16. 1. 6 be‘expl oded’. To extract the content within
the signed message, use the ‘ext r act * action for the converter for the content.

Signing

* You should configure the channel for signing. A digital identity is required, but other
trust anchors are not required. This configuration is the same for signing SMIME
messages and for STANAG 4406 ed 2 signing.

» For SMIME signing of Internet messages, you should decide how to sign, by setting
thesi gn action on aconverter for either aheader or content. This converter may require
additional configuration.

e For STANAG 4406 ed 2 signing of X.400 messages, the signing should be done for the
output content type oi d. 1. 2. 840. 113549. 1. 9. 16. 1. 6, which identifies content
which is CM S (Cryptographic Message Syntax). This output should have the same
convertersasfor convertingto P772 (oi d. 1. 3. 26. 0. 4406. 0. 4. 1) with the exception
that the converter for the content component should havetheaction ‘si gn’. The converter
takesaparameter i nput - t ype which hasavalue giving the content typefor the content
type to be signed. This can be the specia value p2or p22.

Encryption/Decryption

* You should configure the channel for encryption and/or decryption. For decryption, a
private key is required, corresponding to the public used by senders of messagesto be
decrypted. For encryption, a certificate containing a suitable public key is needed for
each recipient (or peer MTA).

» When generating atriple-wrapped X.400 message, the output content type should be
oid.1.2.840.113549.1.9.16. 1. 6. If theinner content type isto be P772, the
converters should be suitable, and the *i nput - t ype’ parameter on the converter should
beoi d. 1. 3. 26. 0. 4406. 0. 4. 1.

Label Extraction/Insertion

If an SIMIME message is verified, and it contains an ESS label, then it is automatically
made available for the X.400 message envelope. If amessageis signed, and alabel is
available either from the X.400 envelope or from label extraction, thenitisincluded asan
ESSlabel. If the source label isfrom adifferent security policy from the local policy, then
the label isconverted to thelocal policy, aslong asthelabel's policy isan equivaent policy
within the local security policy.
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Insertion filters can be used to insert text labels into message headings and asfirst line of
text. Extraction filters can be used to look for text |abels and make the label available for
the X.400 envelope or for an ESS label in a message being signed. If using extraction
filters, you will need to configure the channel'si n- t abl e.

If amessage isbeing signed and thereisno label available from the message, then adefault
label can be specified for the shaper channel. Thisensuresthat all signed messagesare also
labelled. If asecurity policy is specified for the channel, then the label must conform to
that policy.

8.5

8.5.1

8.5.2

DKIM Configuration

DKIM signing is performed as part of content conversion. The supplied configuration
already has abasic configuration set up for this. Normally, such signing is only applied to
messages received via certain channels, such as a channel used for authenticated SMTP
submission. The subtype-in for such channelsis set to @dkim-sign@. This selects the
converters required for the signing.

Shaper channel configuration

The signing isinvoked by applying the ‘sign’ action to the ‘envelope’ component of the
message. The converter used for thiswill normally have some match selectorsto restrict
the messages to which it applies.

DKIM configuration

There are anumber of values which can be used to configure the signing. These are either
configured as parameters to the convert within the shaper channel’s XML file, or can be
configured as PP variables. The former take precedence.

dkim_private key
(Mandatory) The name of the file containing the private key to be used for the signing.
This should be a PEM file containing the RSA key. If the filenameisarelative
pathname, then it isrelative to $(ETCDIR).

dkim_key passwd
The password for the private key, if required. This value can be encrypted using the
server password mechanism. If in a PP variable, this happens automatically on creating
the mtatailor.tai file from information in the directory.

dkim_selector
(Mandatory) The selector for the key, which is the name used to construct the DNS
name used to retrieve the key.

dkim_sign_alg
(Mandatory) A string giving the signing algorithm and the hashing agorithm. Only
two values are currently supported: r sa- sha256 and r sa- shal.

dkim_header_fields
A colon-separated list of header fieldsto be used for the signing. If not included, a
default set which includes the recommended fieldsis used.

dkim_signing_domain
The domain deemed to be performing the signing. Thisis the most significant

(right-hand) part of the DNS name containing the public key. If omitted, the local
domain configured for the MTA (1 oc_dom si t e) isused.
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8.5.3

8.5.4

Hereisan XML fragment for a converter for signing, where the mandatory values are
parameters:

<convert type="envel ope" action="sign">
<par am nanme="dki m pri vat e_key" >swi t ch/ dki m pri vat e. penx/ par an>
<par am nane="dki m sel ect or " >sel ect or </ par an>
<par am nanme="dki m si gn_al g" >r sa- sha256</ par an>
<mat ch nane="Cont ent - subt ype" >dki m si gn</ mat ch>
</ convert >

Table-based DKIM configuration

To alow support for multiple signing domains, each with their own DKIM settings, support
for selection of parameters from atable, based on originator addresses, is also available.
Thisis configured as follows:

A special converter parameter "dkim_signing_table" specifies the name of the table
to be used. This can also be set as a PP variable.

An optional converter parameter (or PP variable) "dkim_address fields" alows
selection of the address field from the message being signed which is to be used as
the key for table lookup. Any valid header address field can be selected (e.g. "from",
"return-path"), plusthe special value "rfc822-originator”, which specifiesthe envelope
originator address (i.e. theargument to the"MAIL FROM:" SMTP command. Multiple
address specifications can be provided, as a colon separated list, with matches being
tried in the order specified - e.g. "from:rfc822-originator" would first try amatch on
the From header field, and if that failed would try the envelope originator address. If
no "dkim_address fields" setting is present, the code falls back to use of
rfc822-originator.

Support for exact address match, address domain and domain suffix matching is
provided. Thisis performed automatically during table lookup: for example, alookup
of "tc@isode.com" would first attempt an exact match for "tc@isode.com”, then
"isode.com" and finally "com". If any of these |lookups succeeds, then any absent
parametersfrom the matched table entry will be set from the "default” entry (if present).

Thetable value field allows configuration of all of the existing DKIM parameters, as
detailed below.

A "default" entry which can specify fallback values is supported.

The DKIM tableisset up inthe sameway as existing tablesand is handled with existing
infrastructure, so it can be configured asaDIR, LINEAR, DBM or EMPTY.

The valuefield of atable entry consists of a set of comma-separated key=value pairs,
with keys: K=<signing key file> P=<passphrase for key fileif required> S=<DKIM
selector> D=<signing domain> F=<header field list for DKIM algorithm>A=<signing
algorithm>

If agiven DKIM parameter is not configured via the table, the code will fall back to
use of values from the Shaper configuration file, and if not set there, PP variables.

The default header field list is hard-coded as a colon-seperated list of the following
fields: From, Sender Reply-To, Subject, Date, Message-ID, To, Cc, MIME-Version,
In-Reply-To, References, Content-Type, Content-Transfer-Encoding, Content-1D,
Content-Description

If the Signing Domain is not specified, it defaults to the value of the PP variable
"loc_dom_mta".

The only supported Signing Algorithms are "rsa-shal" and "rsa-sha256".

DNS configuration

For systemsto verify the signatures, you will need to add a suitable TXT record to your
DNS. The name used is<selector> . _domai nkey. <signing-domain>. The contents of

Security




M-Switch Advanced Administration Guide 105

the record are described in RFC 4871. How you do thisis out of the scope of this
documentation.

8.6

8.6.1

Configuration of Cryptographic Services

M-Switch uses cryptographic services in various contexts:

* Signing messages

* Verification of signed messages

» Encryption and decryption of messages

» TLSin various contexts both as server and client
e Useof Strong Authentication

This section describes the use and configuration of the underlying cryptographic services.
These are used in following:

* the use of mechanisms for the Cryptographic Message Syntax (CMS) in
signing/verification and encryption/decryption

 theuse of TLS by the SMTP server and Channel

* theuse of TLS by the Corrector Channel

Other areas such as X400p1 strong Auth will move to use thisin future releases. Even for

CMS signing and verification, the older configuration data can be used, which is used to
configure the new interface in alimited way.

Note: encryption/decryption is a separately activated feature.

Overview

The underlying library has two main aims. Thefirst is to enable the use of different

underlying cryptographic service providers, in particular:

* OpenSSL

* To hardware which uses the PK CS#11 AP

» Microsoft CryptoAPI (CAPI), including accessto hardware such as smart cardsthrough
thisAPI

Currently only the OpenSSL backend is available.

The second aim is to have a Security Database which holds configuration items and other
datafor use by the cryptographic services. The crypto API can also access data in the
Security database held by underlying cryptographic services. These are:

* Specification of trust anchors (TAS)

* Certificates

» Private keys

» Secret keys

» Configuration for certificate verification

There are two kinds of Security Database: ephemeral and permanent. The ephemeral

database is used when the data and configuration information is held in different forms,
and so the database, which is entirely within memory is loaded with the data when the
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8.6.2

8.6.3

8.6.3.1

program starts. The permanent databaseisasimple, local, SQL database. It can be password
protected, in order to keep sensitive information, such as private keys, encrypted. .

The Security Database can be accessed in one of two ways.

» Crypto API. Thisisused by the gmgr which directly manages the permanent Security
Database held in filestore local to the running M-Switch.

In addition thereisacommand-linetool whichisused toload and manipulateinformation
in this database. The use of this command line tool icmanage, is described later in this
chapter.

» The permanent database can a so be configured by MConsole over SOM to the gmgr.

The advantage of the permanent database isthat it provides|ong-term storage. One use for
CMS isthat amessage can carry certificates which are stored for later use in verification
or encryption, or a certificate revocation list, used in the later verification of certificates.

The ephemeral Security Databaseis used by M-Switch components which can be configured
using (for example) PK CS#12 filesto hold certificates. These short lived components read
these files and popul ate the ephemeral Security Database to use until the component has

completed itswork and exits, at which point the ephemeral Security Database disappears.

Thelong term plan isfor all use of the ephemeral Security Database ceases in favour of
using the the permanent Security Database.

Using the Configuration

Generally use of the Security Database should be managed by M Console and access
transparently by components of M-Switch such as SMTP channels. However there may
be a requirement to access the permanent Security Database using icmanage. This section
describes how to use the icmanage to access the Security Database.

If using a permanent database, the application will specify the file used for the database.
There may be adefault filename for the application. Configured trust anchors can belimited
to the context(s) in which they are to be used. It is assumed that the configuration of the
details for certificate verification are common across the application.

When the application needs a private key or permanent secret key, thisis referenced by
they key object's URI.

Security Database Details

This section describes how the security database stores its data and how to access the
database.

Command Line Tool

There isacommand line tool which is used to manage the database. It isinvoked using
the command:

i cmanage -f <dbfil enane> [-p <passphrase>] [-c] [<command>]

The passphrase is given using one of the formats explained below. The -c flag enables the
database to be configured. If acommand on the command lineis not specified, commands
are read from standard input.

Commands

help <command>
gives help on that command, or alist of commandsif <command> is omitted.
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change <old-passphrase> <new-passphrase>
Change the passphrase for the database. If there is no passphrase, use an empty string.

cert <filename>
Load a certificate or certificates from afile. If the filename endsin *.pem’, then the
file should contain one or more certificatesin PEM format. Otherwise thefileis
assumed to contain asingle certificate in DER format.

delete <object>
Remove the object from the database.

pkesl2 <filename> [<passphrase>]
Load a PKCS#12 file. If the file contains a private key and associated certificate they
are created with related URIs, so that the certificate's URI can be used to retrieve the
corresponding private key. Self-signed certificates within the PK CS#12 file are set as
trust-anchors for “any”.

pkcs8 <filename> [<passphrase>]
Load a private key from afile. Thefile should contain a PK CS#8 format private key,
which contains information on the key type.

private <type> <filename>
Load a private key from afile. The file should contain a binary encoded private key
of the type indicated. Possible types are:

rsa
RSA key

dsa
DSA key

ec
Elliptic Curve key

read <object>
Read configuration data from the internal database. If a partial URI is used then all
matching data items are returned.

search [-f] <searchstring>
Search for certificates. The search string is the query part of a certificate search URI,
the part after the*?. - f gives more information.

When searching certificates, you need to omit the"i crypt o cert: ?" portion of the
URI, eg.:

i canage> search -f valid=201308091619517

#1: icrypto:cert:softkey: 1376578855-20129-0 Certificate
subj ect: cn=dsa, c=gb

i ssuer: cn=subca2, c=ca

serial: 04

val i d: 20130809161951Z to 20180808161951Z

set <object> [<value>]
Set configuration data, or object attributes. The object ID should be afull URI. If the
value is omitted, then the attribute or item is removed.

show [-f] <object>
Show datafor an object. If the object is a certificate, then the corresponding public
key isalso displayed. If thereis acorresponding private key in the DB then thisisalso
displayed. - f gives moreinformation.

8.6.3.2 Cryptographic Object URIs

Data objects in the database and their attributes are referenced using URIs. The genera
format is:
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8.6.3.3

8.6.3.4

8.6.3.5

"icrypto:" <type> ":" <provider> ":" [<id>] [ ":" <attribute>]

For instance:

icrypto: cert: soft key: 0000000002: t r ust - anchor

which refers to the attribute of a certificate indicating if it isatrust anchor.

URIType
The <type> field gives the type of the data object, and can be one of:
config

A generic configuration item
cert
An X.509 certificate

prikey
The private key of an asymmetric key-pair

pubkey

The public key of an asymmetric key-pair
seckey

A symmetric, secret key

crl
A certificate revocation list

tls
TLS specific configuration information

Normally, a private key is associated with a certificate loaded at the same time, normally
from aPKCS#12 file. As aresult, the URI for the certificate can be used to refer to the
private key when the latter is heeded for signing.

Provider

The provider indicates with which underlying cryptographic provider the data object is
associated. Currently only the provider softkey is supported, which uses OpenSSL.

The ID portion is specific to the provider.

Attributes

Objects have certain attributeswhich areintrinsic to them. It isalso possible to add meta-data
to objects. Thisismainly done for certificates. In particular:

trust-anchor
Thisisastring which indicates the circumstances in which the public key in the
certificate is trusted - forming the start of a certificate path.

private-key
The URI of the private key which isthe pair of the public key in the certificate.

<type>-<N>
The <type> isthe short form of subject alt. namekey (see below), and <N> isanumber.
This adds what acts as an additional subject alt. name for the certificate. This enables
oneto find the certificate using alocal value, such asthe DN of an entry in the local
Directory server.
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8.6.3.6

Certificate Search URIs

Itispossible to specify aURI which will initiate a search within the database for matching
certificates. The URI must omit the“i crypt o: cert: ?” portion of the URI which are
prepended automatically. See the Command Line Tool section below for an example.

The search terms are introduced by “?”, and the search terms are: akey; “="; and then a
value depending on the key. If there is more than one term, they can be separated by “; ”
or “| ”. If there is more than one term, then all terms must match.

The available keys are:

serial
certificate serial number (hex for the value part of the DER encoding of the serial
number)
issuer
DN string value for the issuer of the certificate
subject
DN string value for the subject of the certificate
path-to-name
DN string value of the path to name
subject-keyid
hex for the OCTET STRING value of the subject key ID
issuer-keyid
hex for the OCTET STRING value of the issuer key ID
key-usage
Key usage - can be hex bit bask, using OpenSSL hit assignments, or aname for a
single bit, one of: di gi t al Si gnat ure, cont ent Conmi t nent,
keyEnci pher nent, dataenci phernent, keyAgreenment, keyCertSign,
cRLSi gn, enci phernmentOnly, deci pherOnly
key-algid
Key agorithm ID expressed as a numeric OID string
valid
Either aUTCTime string or a GeneralizedTime string giving a date/time at which the
certificate should be valid.
pkey-valid
A date/time when the private key should be valid.
subject-alt-name
Test for certificate containing a subject alt. name of the given type. For ot her nanme

type, the value is the numeric OID string for the type. Otherwise the subject alt name
type string, asin the following items:

rfc822name or mail
subject alt name, a email address string

dNSName or dns
subject alt name, a hostname string

x400Address or x400
subject at name, in RFC 2156 string format

directoryNameor dn
subject alt name, a DN string

ediPartyName
subject alt name, not currently supported

uniformResourcel dentifier or uri
subject alt name, astring
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8.6.3.7

8.6.3.8

iPAddress
subject alt name, not currently supported for values

registeredid
subject alt name, not currently supported for values

trust-anchor
matchesthe trust-anchor metadata attribute for acertificate. A presented value of “any”
matches any attribute value. An attribute value of “any” matches any presented value.
Otherwise the presented value must be a substring of the attribute value.

Searching for subject alt. name values, will include both valuesin the certificate itself, and
meta-data values.

All keys and values are matched without regard to case.
Specifying Passphrases

There are saveral ways of specifying passphrases for the database as awhole and for data
files being used for import.

pass.<value>
<val ue> isthe passphrase

file:<name>
<name> isthe name of afile which contains the passphrase in thefirst line

env:<var>
The passphrase is taken from the environment variable called <var >
stdin
The passphrase is read from standard input with a prompt if it isaterminal device

URI Cache

Objectscan bereferred to by their URI, or by the cache number returned from areferencing
command. The cache reference is @ @followed by the number. It is possible to add an
attribute name to the cache reference for an object, e.g.

#5: trust - anchor

8.7

8.7.1

Signing and Encrypting Messages

You can configure M-Switch to sign (or sign and encrypt) messages. The most likely need
for thisis as a message passes through a MIXER gateway, as the changing of the content
will obviously mean that any signatureis lost.

In order to do this, you must first configure your security environment, as described in
ICrypto Config.

Internet to X.400

Once you have done set up the Security Environment, messages going from Internet to
X.400 will automatically be signed.

Further changes can be made by editing the M-Switch Config, or the Internet Message
conversion config file used by the mimeshaper channel i neni xer - shaper . xnl , as
described in S'MIME Channel Configuration.
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8.7.2

X.400 to Internet

S/MIME signatures can be generated so that only the content is signed, or so that headers
and content are signed.

Content Only

To sign just the content, you need a content converter something like this:

<convert type="content" action="extract">
<mat ch nane="Content-type">o0i d\.1\.2\.840\.113549\.1\.9\.16\.1\.6
</ mat ch>

</ convert >

<convert type="header" action="sign">
<par am nane="Sm neAct i on" >m xed- si gned</ par an>
<filter command="ppni xer:ipns2rfc">
<par am nanme="convert-notif-req" />
</filter>
<filter command="ppl ablib: | abelinsert">
<par am nanme="xheader - f or mat " >X- Pr ot ect i ve- Mar ki ng: SEC=%
</ par an>
<par am nane="subj ect - f or mat " >Subj ect: % [ SEC=%] </ par an®>
</filter>
</ convert >

This results in a message that 1ooks like this:

header s
mul ti part/signed
mul tipart/m xed
text/plain
text/plain
appl i cati on/ pkcs7-si gnature

Signing Headers and Content

To cause the headers to be signed also, you need a content converter instead. Something
like thiswill do what you want:

<I-- Converter for generating Signed output from P2, P22 or P772 -->
<I-- generates a nultipart/signed and nessage/rfc822
whi ch includes the headers -->
<convert type="content" action="sign">
<mat ch nane="Cont ent -type" >(p22?| oi d. 1. 3. 26. 0. 4406. 0. 4. 1) </ mat ch>
<par am nane="Sm neAct i on" >m xed- si gned</ par an»>
</ convert >

You still need aheader converter to insert labels:

<convert type="header" action="convert" cost="1">
<filter conmand="ppm xer:ipns2rfc">
<par am nane="convert-notif-req"/>

</filter>

<I-- extract |abel from subject of nessage -->
<filter conmmand="ppl abli b: | abel extract">
<par am nane="regexp">(?i) (~subject:.*\[Classification: ([*]]*)\]
</ par an®>
<par am nane="r epl ace" >$2</ par an>
<par am nanme="securi ty-pol i cy">uk- deno</ par an>
<par am nanme="pri ority">3</ par anr
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</filter>
<I-- various |abel insertions including subject -->
<filter command="ppl ablib: | abelinsert">
<par am nane="xheader - f or mat " >X- | sode- Label : % </ par an>
<par am nane="subj ect - f or mat " >Subj ect : % [ % ] </ par an>
</filter>
<filter command="ppl ablib: | abelinsert">
<par am nane="xheader - f or mat " >X- X411: %</ par an»
<par am nane="need- pol i cy-i d"/>
</filter>
<filter conmmand="ppl ablib: | abelinsert">
<par am nane="xheader - f or mat " >S| O Label : %</ par an»>
</filter>
</ convert >

You aso need to comment out this convertor in the 822 output node

<l--
<convert type="content" action="w ap">
<mat ch nane="Cont ent -type" >(p22?| oi d. 1. 3. 26. 0. 4406. 0. 4. 1) </ mat ch>
</ convert >

-->

You should then end up with a message structured like this:

header s
mul ti part/signed
nmessage/ r f c822
header s
mul tipart/ m xed
text/plain
text/plain

appl i cati on/ pkcs7-si gnature

Note that there are two sets of headers - which will diverge as the message transits the
MTS.

Note that the two configurations above both result in clear SMIME signatures.

By changing the SmimeAction param to “si gned” (whether headers are being signed or
not), an opaque signature will result, i.e. a message structured like this;

appl i cati on/ pkcs7-m me

8.8

8.8.1

Strong Authentication

Channel Configuration

The x400p1 channel can be configured to use strong authentication when performing P1
Bind operations.

To configure strong authentication you should ensure the the Authentication Requirements
for the Remote MTA P1 channel are configured to include Strong Authentication. Simple
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Authentication and M TA Name Present can also be selected —the MTA will attempt
strong authentication first if both strong and simple authentication are selected.

You can now configure the security environment for the X.400 P1 channel. Thisis shown
in the diagram below, and described after that.

Note: The X.400 P1 security environment is now configured using the Security
Database. From R19.1, the use of File Based security environment is no longer
supported. See _M-Switch Administration Guide.

Figure 8.1. Setting the X.400 P1 security environment.

i McConsole (Switch Configuration Management)
File Window View Messaging Operations Help
&l Welcome to Message Console Switch Operations B Alerts Switch Configuration Management x

~ [ Address Conversion Tables
& Main Address Conversion Program
- Routing Trees —
» @ Main Routing Tree Program to run Program Arguments -
- Message Transfer Agents
~ hardie.isede.net Key
~ [l Channels
& 822-local Program S pecific Variables
] 3}3:;:127

{facp127shaper Security
@acp142
:z}corrector Create a new X.509 Identity for x400p1 channels
@ ftbe
{3 housekeeper
:z} Imtp
{3 mhsshaper
@ military-di
:z} mimecheck
{3 mimeshaper
3 p3deliver

Security DB configuration name

© Help

Main Tab

Allow P1 Bindswith Invalid X.509 Subject DNs
The default of No means that Strong Binds using an X.509 Certificate whose Subject
DN does not match the DN in the Bind, are not allowed.

Security Tab

Create a new X.509 | dentity for x400p1 channels
This button starts a wizard which creates a new PK CS#12 Certificate in the Security
Database for use by x400p1 channels. This resultsin a Certificate Signing Request
(CSR) being generated. Thiswill require a Certificate Authority to generate the
PKCS#12 for importing into the Security Database.

The PKCS#12 is added into the Security Database with an index key whichisastring
used when an application such asthe x400p1 channel wishesto reference the Certificate.
By default thisisthe value x400p1. If no value is specified and the a Certificate with
x400p1 already exists, the Certificate is added into The Security Database with the
value x400p1_1 x400pl 2 ... as necessary.

Security Configuration Name
Theindex key into the Security Database to be used by the x400p1 channel. If unset
thisisthe value x400p1. If the index key x400p1 is not in the Security Database the
default default is used by the x400p1 channel.

If you check AET Valid in the Authentication Requirements then the X.400 P1 channel
will not only ensure that the AET in the bind isvalid (by reading the DN to retrieve the
configuration of theremote M TA) but also check that the subject DN in the X.509 certificate
provided in the bind matches the AET. You can disable the latter check by selecting Allow
Invalid DNsin Bind on the Main tab.
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8.8.2

8.8.2.1

8.8.2.2

Generating digital identities to be manually imported

To generate the cryptographic token required to enable Strong Authentication, the X.400
P1 channel must be provided with aDigital Identity. Thismust bein theform of aPKCS12
file including an X.509 certificate and private key.

Generally the wizard described in Section 8.8.1, “Channel Configuration” should be used
to do this. However a PK CS#12 Certificate can be generated outside of M Console and
imported into the Security Database as described in _M-Switch Administrator Guide

Thisis athree stage process:

1. Generating a Certification Signing Request
2. Generating and signing of the PKCS12 Certificaye by a Certification Authority
3. Importing the PK CS#12 file into the security environment of the X.400 P1 channel

The Certification Authority may be a commercial organization such asVerisign, or you
may use the |sode Certification Authority: SodiumCA.

Creating a CA Using Sodium CA
See the M-Vault Administration Guide to create theinitial CA.
Generating a Digital Identity

Thisisdone using the I sode tool SodiumCA. Run SodiumCA and browseto the cn=x400p1
channel of the MTA for which you wish to generate the Digital Identity

Select the channel, and select Generate X.509 | dentity....

Figure 8.2. Generating A Certificate Signing Request: Selecting the Subject
DN

Sodium CA - SodiumCA (cn=John Smith,cn=Users,o=messaging) -

Sodium CA [ Directory View

3 Viewing cn=x400p1,cn=x400.headquarters.net,cn=Messaging Configuration,o=messaging PRI View v

~

=] Generate Identity for "cn=x400p1,cn=x400.headquarters.net,c... l;‘i-

Generated Certificate

The following certificate will be generated for the selected entry

cn=
b @ cn=london.isode.net Subject [ en=x400p1, cn=x400. net cn=Messaging Confi
1 @ cn=Main Message Store
b @ cn=Main Routing Tree

b @ en=MTA Group Valid from

Issuer [ en=John Smith, cn=Users,o=messaging

‘ Tue May 08 13:49:25 BST 2018

N ES d MS Group B e

p @) cn=Tree Group =

b @ cn=X400 Headquarters (HF) Serial [ 30:7E:B6:26:3F-24:67:DC:AC:5B

» @ cn=X400 Headquarters (SATCOM) PublicKeylnfo [Algorithm: RSA, KeySize: 3072
jl c=xd00.hea

SignatureAlgorithm | SHA2SEWITHRSA

|
|
|
[ Wed May 08 13:42:25 BST 2012 |
|
|
|
|

CertificateType | Version v3 (Not a CA Certificate)

o
b @ cn=xd00Gateway v

Generate X.509 Identity... | | Issue Cross Certificate

You can now add a Subject AltName. For P1 entries, there are currently no values you
are likely to want to add (possible future values are Global Domain | dentifier and MTA
Name).
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8.8.2.3

Importing the PKCS#12 Certificate to the x400p1 security
environment

Import the PK CS#12 Certificate generated outside of M Consoleinto the Security Database
as described in _M-Switch Operators Guide

Click on Finish.

You can now configurethe passphrase for the private key. A random passphraseis generated
for you or you can use your own value. In either case you will need to configure this value
in a passphrase file in the directory in which the Digital Identity is being stored.

You need to ensure that you trust the certificate chain for the CA which issued your
certificate. The CA which generated your Digital Identity should tell you what to do (if
anything).

If you are using Sodium CA, you must ensure that each Digital Identity that isto be used
by the local and remote X.400 P1 channels has the certificate of the issuing CA of both
certificates in the security environment.

The CA certificate can be exported from Sodium CA into the Security Environment directory
used by the P1 channel using the CA Componentstab and exporting as DER. You should
savethefileasa.crt filein the directory configured to hold the trust anchors as described
in_M-Switch Administration Guide.

8.9

Table Based Authenticated Entities

Accessto the M-Switch Queue Manager usesthe Simple Authentication and Security Layer
(SASL) to provide authentication for connections which use the SOM (Switch Operational
Management) protocol. Usually the Directory is used to configure these Entities. Thisis
described in _M-Switch Administration Guide

For those Switches using table based configuration rather than the Directory, asimple
XML table can be used for storage of SASL ids, passwords and associated access rights.
This section describes how the Queue Manager is configured and makes use of these other
resources using the XML table to configure the SASL IDs

To enable the use of XMLDB, add the following PP variables:

set sasl _auxprop_pl ugi n=xm db
set sasl_xm db _fil e="sasl db. xm"”

Create the following file in ETCDIR/switch/sasldb.xml.

[?xm version="1.0" standal one="yes"?>
<sasl - dat a>
<user nanme="John. Sni t h@ sode. coni' >
<att name="user Password" servpass:encrypt="true">secret</att>
<att name="somAccessRi ght">FULL</att >
</ user>
</ sasl - dat a>

The standard ser vpass section allows the configuration of the Service Password service
and verifier information. This allows SOM passwords elsewhere in the configuration file
to be encrypted using the spasscr ypt tool: these passwords are then decrypted at the
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point of use. For more information on the Service Password mechanism, see M-Switch
Administration Guide
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Chapter 9 M-Switch Authorization

M-Switch isresponsible for processing messages. This Chapter describes the post routing
Authorization checks which can be configured to take place when the MTA is considering
how to handle a message and its recipients.

9.1

9.1.1

M-Switch Authorization

The M-Switch Authorization features allows the configuration of rules which control the
way in which messages are processed. For example:

 Controlling which routes for a message are permitted or blocked

» Controlling when a message is subject to content checking (e.g. for Viruses or Spam)

» Controlling when amessage is subject to other checking (e.g. for Message size, or
presence of Security Labels)

» Controlling when amessage is archived
 Determining the inbound SMTP channel based on the calling SMTP system
 Controlling when a message is put into the held state on submission

There are two types of configurable items:
» groups:. alow rulesto use single reference to specify a set of entities, e.g. channels, IP

addresses. Wildcards are supported.
* rules: away of permitting or blocking messages and/or recipients.

A rule has the following components:

Description
Thisistext which distinguishes the rule from other rules, and is useful for describing
therule'sintent. When using the Corrector Channel, thetext is used to help the operator
identify the error. See M-Switch Administration Guide. In some cases the text is also
used in logging and other places when the rule is applied.

Type
Thisindicates the action to be taken when the ruleis triggered

Priority
When different rules are triggered, the rule with the highest numerical priority takes
precedence. E.g. A rule of Priority 2 takes precedence over a Rule of Priority 0. This
defaults in the Ul to zero priority.

Filter
Thefilter isalogical test on the properties of a message and recipient (or the SMTP
caler for SMTP channel determination). If thereis no filter, or the filter evaluatesto
true, thentheruleis said to be triggered. Otherwise the rule isignored.

Rule Types

Block, Permit
These rule types work together to control if amessage is allowed through or not. If
thefilter ist r ue for ablock rule and a permit rule with the same priority, then the
block rule "wins" and the message is not permitted. These rules can be used for
outbound channel selection based on different message and routing properties. They
can also be used for other authorization purposes.
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InChan
Used for inbound SMTP channel selection. Each such rule has an associated channel
name. If the supplied channel key matches the key for the channel, and thefilter is
t r ue, then that channel is selected. If no channdl is selected, and there is a channel
whose key value matchesthe key from the server and which does not have an associated
InChan rule, then that channel is used as the default channel.

Archive
If thefilter ist r ue then the message type detailed in the subtype is archived to disk.

If the subtypeis| nbound nmessages, only inbound messages will be archived to
disk.

If the subtypeis Qut bound nessages, only outbound messages will be archived to
disk.

If the subtypeisl nbound messages and gener at e i ndex, only inbound messages
will be archived to disk. It uses the content scanning subsystem, loading an appropriate
indexer (see submitscanconfig.xml). The generated index isjust a CRLF separated list
of the "words" in the iabtext and subject of the message.

Archive by email
An email address has to be associated with the rule (either an RFC822 address or a
string-encoded O/R Address). If thefilter ist r ue then the address is added to the
message as an additional recipient (i.e. an "archive by email" recipient) and the message
is not archived to disk.

Check
If thefilter ist r ue then the message is checked. If there is no associated channel list,
then a checking channel is found which supports the content type of the message. If
achannel list isassociated with therule, then that gives a sequence of checking channels
to use.

Hold
If thefilter ist r ue then the recipients of the message are set to the held state. This
means that no further processing of the message will occur until either the message is
manually released (i.e. recipients set back to their normal state, allowing processing
to continue), manually non-delivered or times out.

9.2

9.2.1

Authorization Groups

Authorization Groups provide ameansfor identifying set of entitieswhich belong together
and can be referenced collectively in Authorization Rules.

Groups: Can specify a set of

* Internet Address

X.400 O/R Addresses

Internet MTA names

X.400 MTA Names (iethe DN)
TCPAddresses (IPV4 or IPV6)

Creating An Authorization Group

To create an Authorization Group, Select MTA -> Authorization -> Add and enter suitable
values into the Popup.
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Figure 9.1. Creating an Authorization Group

2 Edit MTA Group (=]

Enter the information necessary to build a new MTA Group

k

Group Name [ba-groups

Match Type | hostdn-match =]
Exact match of a DN (MTA name in DIT)

Value - - X - ;
[cn=x400p1,cn=tmm l.isode.net,cn=Messaging Configuration,o=Isode,o=messaging ]

Cancel | | oK |

Group Name
Enter the name of Authorization which wil be used in the Authorization Rule to refer
to this Group.

Match Type
Enter the type of match to be used when comparing the the Value passed into the Rule
during checking, with the value in the Group.
Possible Match Types are;
¢ email-match
» email-suffix
* email-pattern
* string-match
e string-suffix
¢ string-pattern
e oraddress-match
* oraddress-suffix
* oraddress-pattern
* hostname-match
¢ hostname-suffix
¢ hosthame-pattern
¢ hostdn-match
* hostdn-suffix
* hostdn-pattern
* ipv4-match
* ipv4-pattern
¢ ipv6-match
¢ ipv6-pattern

Value
The value against which the Value passed into the Rule is checked. NB only asingle
valueis permitted here which can include regular expression valuesif the Match Type
is one of the "-pattern” types. To configure multiple Values when wildcards are not
appropriate, each value requires a new Group, but with the group name duplicated.
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9.2.2 Authorisation: Testing Group Entries and Matching

A command line utility isavailable to test if avalueisinagroup: C: \ Pr ogr am
Fi | es\ | sode\ bi n\ groupt est .

The usage for thisis:

C:\ Program Fi | es\ | sode\ bi n\ groupt est <tag> <dat at ype> <val ue>
[ <gr oupnane>]

Example invocations:

C:\Program Fi | es\ | sode\ bi n\ grouptest -help

C:\ Program Fi | es\ | sode\ bi n\ grouptest testTag d
"cn=x400p1, cn=t M. i sode. net, cn=Messagi ng

Confi guration, o=l sode, o=nessagi ng"

Output:

# grouptest testTag d "cn=x400pl, cn=t mml. i sode. net, cn=Messagi ng Confli gurati or
test Tag: groups: ba-groups

NB thet ag is an arbitrary value which is simply repeated in the output, but has no other
function.

The above output shows that the DN is in the group ba-groups

9.3 Rule Filters

A rulefilter is used to express the conditions under which aruleistriggered. Itisalogical
expression built up of basic components, combined by logical and, or and not operators.
The basic components are tests on the properties of a message, a recipient of a message,
or the SMTP caller for the case of a SMTP channel selection rule.

9.3.1 Basic Components

These have the form:

( item operator value )

for instance:

(i nchan=snt p- ext er nal )

Thetype of the value depends upon the item and the operator. Itemswith valueswhich are
I P addresses, MTA names and Email addresses can be members of M-Switch Groups.

Within afilter special characters can be escaped by use of "\".
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9.3.2

9.3.3
9.3.3.1

9.3.3.2

Building Filters

Filters can be built up from basic components combined with compound operators. Below,
afilter is either abasic component or one of the constructs below, and afilter-list isthe
concatenation of one or morefilters.

Negation Operator Formed by:

(! filter )

Negates the sense of the enclosed filter.

Boolean AND Operator Formed by:

(& filter-list )

Givest rue if al thefiltersinthelist givet r ue.

Boolean OR Operator Formed by:

(] filter-list )

Givest r ue if at least one of thefiltersin thelist givetr ue.
ltems

SMTP Caller Items
These are the only itemswhich should be used in the SMTP channel rules INCHAN rules).

inmta
The hostname of the SMTP caller, found by reverse lookup of the calling IP address.

inip
The |P address of the SMTP cdller.

authid
The authorization ID of the message (SMTP AUTHID), the empty string if not
authorized.

Standard Message Iltems

Notethat, for theinmta and outmtaitems, the correct form for the MTA nameisthat which
appears in ckadr output. For non-SMTP using directory routing thisis the DN of the AE,
not that of the AP,

If you are using mtain auth rules, the best way of doing thisisto use agroup and asuitably
defined group member entry.

For authorization checks to be made the -i -m -s options and values must be specified.
inchan

The Switch channel on which the message arrived

inmta
The MTA from which the message was transferred

sender
The address of the sender of the message
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9.3.3.3

authid
The authorization ID of the message (SMTP AUTHID) the empty string if not
authorized.

recip
The recipient address

outmta
The (proposed) outbound MTA

outchan
The (proposed) outbound channel

type
The message type, one of message, report, probe

subtype
The message subtype. For X.400 messages, an I nterpersonal Notification has asubtype
of i pn, whileastandard Interpersonal M essage does not have a subtype value set. For
Internet messages, the subtype field will be set for MIME messages of type
multipart/report, fromther epor t - t ype qualifier, so Message Disposition Notifications
will match afilter of subt ype=di sposi ti on-notifi cati on and Delivery Status
Notifications will match afilter of subt ype=del i very- st at us. Other Internet
messages do not have a subtype set.

content
The content type of the message, the value being the standard M-Switch string
representation.

size
The size of the message in bytes
priority
The message priority
The message priority is one of these values, ordered from high to low:

» override

« flash or urgent

* immediate

* priority or normal

* routine

* deferred or non-urgent
e bulk

e junk
Message Security Items

These rule items cause various security items to be checked. The clearance items use any
security label in the message, and check that against the corresponding clearance using the
configured security policy with the Access Control Decision Function. Further configuration
isrequired for theseitems.

 signature Check any signature on the message. The possible values are (in increasing
order): fail, warning, absent (i.e. no signature to check), ok

* userclearance Check label against recipient's clearance

» mtaclearance Check label against outbound MTA's clearance

» chanclearance Check label against outbound channel's clearance. The possible clearance
values are, in increasing order: denied, absent, granted

* numsics The number of Subject Information Codes in the message.
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9.34

9.3.5

» classification The classification of the message. The possible clearance values are
no-label, unmarked, unclassified, restricted, confidential, secret or top-secret. An
integer value in the range 0 (no-1abel) to 6 (top-secret) can also be used.

* |abel-errors The number of errors which occurred during Security Label processing.

Operators

The available operators are:

Givestrueif the item matches the value. The value is an appropriate literal value.

Givestrueif theitemisin the named group. The value is the name of a group.

+
Givestrue if the items have a group in common. The value is ancther item.
<<=>>=
Comparison operators. Valid for itemswhose values are ordered. Thevalueisasuitable
value.

Thefirst three operators can be preceded by !  which negates the sense of the operator.

Example Filter
(| (out chan=x400p1) ( out chan=x400-ba))
Thisexampleis Trueif one of the following is True:

e Theoutchannel is x400pl
» The outchanndl is x400-ba

If Ruleisablock Rule, that means message will be routed using this channel UNLESS a
higher priority Permit Ruleis present.

9.4

94.1

Authorization Rules

Block Rules

The following Rule is an example of a Block rule.

M-Switch Authorization



M-Switch Advanced Administration Guide 124

9.4.2

Figure 9.2. Example Block Rule

Enter the information necessary to build a new MTA authorization rule

Description [block-ba ]

Type [ block | ¢ ] |

Filter [(|(outchan=x400p1}(0utchan=x400—ba)) ]

Priority If two rules are triggered, the higher priority rule will take precedence

[ Cancel ] [ oK l

This Rule prevents and message being routed using the x400p1 channel or the x400-ba
channel. The Priority is zero, which means that higher Priority rules can be used to allow
the channelsto be allowed under specific conditions (see Permit Rule section Section 9.4.2
“Permit Rules”).

1

Permit Rules

The following Rule is an example of a Permit rule.

Figure 9.3. Example Permit Rule

Enter the information necessary to build a new MTA authorization rule

Description [ba-perml ]

Type [ permit | < ] |

Filter [(&(outmta:ba—groups)(0utchan=x400—ba)) ]

k
Priority If two rules are triggered, the higher priority rule will take precedence

[ Cancel ] [ oK l

This Permit Rule has a Filter which is True if both the following are True:

¢ The outbound MTA is not in ba-groups
¢ Outchan is x400p1

|.e. this overrides the previous Block Rule so that messages to MTAS not in the ba-groups
Group are transferred using the x400p1 channel.

The following Rule is a second example of a Permit rule.
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9.4.3

Figure 9.4. Example Permit Rule 2

2 Edit/ MTA'Rule

Enter the information necessary to build a new MTA authorization rule

Description [ba—permz . ]
Type permit | <

Filter [{&{outmta! :ba-groups)(outchan=x400p1)) ]
Priority | If two rules are triggered, the higher priority rule will take precedence

Cancel | OK

This Permit Rule has a Filter which is True if both the following are True:

» The outbound MTA isin ba-groups
* Outchan is x400-ba

this overrides the previous Block Rule so that messages to MTAs in the ba-groups Group
are transferred using the x400-ba channel.

Combining Block Rules and Permit Rules

The above examples demonstrate an important principle often needed when configuring
Authorization Rules. You need to combine Permit Rules at a higher priority than a block
rule. The necessity of the Block Rule exists because configuring a Permit Rule on its own
doesnot imply that a Permit rule bing Fal se causes Routing to be bl ocked - rather a specific
Block Rule must be configured.

9.5

951

Testing Authorization

Testing Authorization is carried out using the ckadr utility. By default ckadr isused to
check Routing configuration prior to the application of Authorization Rules. Thisis
described in multiple placesin the M-Switch Manuals, including M -Switch Administration
Guide.

Testing Authorization: ckadr Usage

This section describes ckadr invocation to report Routing results which include
Authorization checks=.

usage: ckadr [options] [address...]

options:
-a Nor mal i ze all donai ns
-d DN submi ssi on
-n Not responsible (originator)
-0 Set origi nator nunber
-p (R X Address parse only (as Internet or X 400)
-r Check as Internet address
-V Ver bose node

M-Switch Authorization



../swadm/SWADM.pdf#RoutingInformation
../swadm/SWADM.pdf#RoutingInformation

M-Switch Advanced Administration Guide 126

9.5.2

- X Check as X. 400 address
-z Don't allow redirection

Aut hori zati on checki ng opti ons:

-Cc <type> Content type

-e <eits> Encoded | nfo. Types
-i <chan> I nbound channel

-l <size> Message size

-m <nt a> | nbound MTA

-s <address> Sender address
-t (mMr|p) Message/ Report/ Pr obe
-u <prio> Message priority

For authorisation checks to be made the -i -m -s options and values must be specified.

Testing Authorization: ckadr examples

Thefollowing showsthat messagesto MTAs hot in ba-groups are transferred using x400p1.

# ckadr -v -x -s foo@xanple.com-i x400pl
-m " cn=x400p1, cn=bevan. i sode. net ,
cn=Messagi ng Confi guration, o=l sode, o=nessagi ng"
"/ CN=P7User 1/ O=t 2/ ADND= / C=gb/ "

/ CN=P7User 1/ O=t mm2/ ADMD= / C=gb/
-> (x400) /CN=P7User 1/ O=t 2/ ADMD= / C=gh/
/ CN=P7User 1/ O=t mm2/ ADMD= / C=gb/
-> (rfc822) "/ CN=P7User 1/ O=t mm2/ ADVD= / C=gb/ " @evan. i sode. net

Del i vered to cn=x400pl, cn=t m®. i sode. net, cn=Messagi ng Confi gurati on,
o=| sode, o=nmessagi ng by x400p1 (weight: 5)
Aut h: S-MIA- Aut hPernitted Route permitted: ba-pern®

Ar chi vi ng

9.6

9.6.1

Closed User Groups

Groups are a mechanism which enables a Rule to refer to a set of entitieswith asingle
reference.

Groups are al so used in conjunction with closed user group val uesto specify which entities
can send to recipients which are within a closed user group.

A group isidentified by a simple name, which can be anything. It isagood ideato use
names which relate to the purpose of the group.

User Membership of Groups

Users (i.e. addresses) can be members of groups by the use of Directory attributes. The
entry to which the attributes can be added depends upon the user type. For X.400 users,
the entry isthe “white pages’ entry, unlessthereis no such entry, in which case therouting
tree entry is used. For Internet users, it isthe entry which is found using LASER routing
lookup.
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9.6.2

9.6.3

9.6.4

There are two attributes:

» mhsUser Group for normal group members
» mhsClosedUser Group for restricting senders to this address
The attributes are multi-valued, so the address can be a member of more than one group,

and can be anormal group member, and a closed user group member. The auxiliary object
classmhsAut hUser isused to enable the adding of these attributes to an entry.

Making the membership of agroup or set of groups an attribute of a user entry in thisway
means that any Isode MTA which accesses the user entry in the course of routing or
delivering a message can use the group membership(s) in Rule processing.

MTA-specific groups

The Directory attributes described in the preceding section are shared by all MTAs using
that information. There can also be per-MTA group membership definitions. These can
specify groups based on addresses and other types of value.

For a Directory-based configuration of the M-Switch system, the group membership
information is held in the Directory, and then downloaded into an internal cached format.

For an M-Switch system which is not using the Directory to hold theinformation, the group
information isdefined in atext file, which is converted to the internal cached format using
acommand linetool.

The group membership information is a set of triples, each of which defines away some
values can be associated with a group. The three values are;

» group name The name of the group. You can have many items with the same group
name

» key type The datatype of the value.

* key value The value used in matching.

When arulefilter is checking if an item isamember of agroup (or not) then only group

membership rules of the appropriate datatype are used. For instance, a sender address will

only be checked against either Internet address items, or X.400 address items, depending
onitsvalue.

For anon-Directory based configuration, the text file is a sequence of lines, each of which
has one triple, with the three values separated by colon characters. The table is built by
running the program gr oupbui | d. It takes one optional command line argument, which
istheinput file name. If thisis not specified, then the input file is grouptable.dat in the
configured table directory.

For aDirectory-based configuration, group membership is configured in the Authorization
tab for the MTA in question.

Special groups
There are a couple of groups for which there is automatic group membership.

empty The sender is a member of this group if it isabsent, e.g. for an X.400 Report or an
Internet DSN.

redirected A recipient isamember of thisgroup if the address has been redirected locally.

Closed User Group Operation

If arecipient isamember of one or more closed user groups, by virtue of having one or
more mhsCl osedUser Gr oup attribute values, then the authorization system restricts the
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senderswho are all owed to send to that reci pient. The sender must be amember of anormal
group which has the same name as one of the closed user groups to which the recipient
belongs.

The group membership of the sender can be derived by any of the group membership
mechanisms.

To create atrue closed user group, i.e. aset of userswho can only send to each other,
choose a unique group name, and set that name for both the mhsUser G- oup and
nmhsCd osedUser Gr oup attributes.

However, different kinds of group membership can be used to give access control to recipient
addresses (e.g. mailing lists) based on other criteria. For instance, membership of the normal
group corresponding to the closed user group could be specified as a partial address, which
matches all internal addresses for an organization.
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Chapter 10 Boundary MTA

Using M-Switch at the Boundary between Domains M-Switch has features which make it
very suitable for use at the boundary between different domains.

10.1

Features

Address Conversion

Content Conversion. (See Chapter 6, Content Conversion).

Modification of Acknowledgement Requests
» Generation of Acknowledgements at the Boundary

* Route dependent processing

10.2

10.2.1

Acknowledgements in a Boundary MTA

[This sections applies to R15.0 and | ater]

Acknowledgements

In this context, the term ‘Acknowledgement’ is used as a general term for these different
messaging objects:

» X.400 Reports, both delivery reports and non-delivery reports

» X.400 Inter-Personal Notifications (IPNs)

* Internet Delivery Service Notifications (DSNSs)

* Internet Message Disposition Notifications (MDNS)

M essages request these acknowledgements in different ways:

» Reports are requested through per-recipient user requests and mta requests

» IPNsare requested through per-recipient notification requests in the message heading
» DSNsare requested through a per-recipient SMTP extension (NOTIFY)

» MDNs are reguested through a per-message heading field

When M-Switch acts as a MIXER gateway, converting between X.400 and Internet
messages, it:

» Converts between X.400 Reports and Internet DSNs

» Converts between X.400 IPNs and Internet MDNs

In addition, the requests are converted, if possible:

» The X.400 user report requests are converted to/from the SMTP NOTIFY extension

» TheIPN requests are converted to/from the Di sposi ti on-notification-to field
in the Internet message heading
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10.2.2

10.2.3

The latter in particular is subject to some configuration.
As aresult of these equivalences, we will refer generically to:

* Reports, i.e. either X.400 Report or Internet DSN

* Receipts, i.e. either X.400 IPN or Internet MDN (thisterm is derived from the common
usage for MDNs as ‘ Read Receipts')

Reference is made to report requests, and receipt requests generically.

When M-Switch generates areport or areceipt, the type depends upon the content type of
the subject message. E.g. when generating areport, if the subject is X.400, then an X.400
Report isgenerated, if the subject isan | nternet message, then an Internet DSN is generated.

Adding Acknowledgement Requests

M-Switch can change the acknowledgement requeststo ensure the message requests reports
and/or receipts. Thiswould be used when it is known the target domain does generate
acknowledgements, and you desire to ensure that it does even if the sender of the message
had not requested them. Note that this can result in the sender receiving unexpected
acknowledgements.

» Toensurethat reports are requested, set the outbound channel'sboundar y- ack variable
(set in the Advanced Tab of the channel's properties) to "add- r equest ".

* To ensure the message content has a receipt request, set the channel's"subt ype out"
tothe string "add- ack-r eq".

The latter will cause the relevant shaper channel to be used. The default configurations
already have the converters for the outer heading which will set the required request. For
the details, see the relevant content conversion filters.

Generation of Acknowledgements on Transfer or
Delivery

M-Switch can generate reports and receipts when a message is successfully transferred or
delivered. Thisfeature is used when it is suspected or known that the receiving domain
does not generate acknowledgements, and that it is desired to ensurethat they are generated.

Thefeatureis configured by setting the "boundar y- ack" value for the outbound channel
(configured in the Advanced tab of the channel's properties). These values are used for
this feature:

gen-report
Generate areport for the message'srecipients, if requested by the message's originator.

force-report
Generate areport, even if not requested by the originator.

gen-receipt
Generate areport for the message's recipients, and areceipt for each recipient if
requested by the originator. Note that isit possible in this case to get receipts but not
areport.

force-receipt
Generate areport and receipts, even if not requested.

Itisalso appropriate to suppress recei pt requests within the content when using this option.
If thisis not done, the originator might be confused by multiple read receipts. To configure
the outbound channel such that these requests are removed, set the channel'ssubt ype- out
to"renove- ack-req". Thiswill cause to be used conversions with this effect, which are
aready set up in the standard shaper channel configuration XML files.
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10.2.4

InaMIXER gateway, the type of the report or receipt is determined by the type of the
message When it arrived, rather than by the type of the message when transferred or
delivered, which can be different.

For an X.400 message, the mta requests control the optional generation of areport. If the
originator has not requested the report, it will discarded rather than delivered to the
originator. For the forcing cases, however, the user requests are altered so that the report
will be delivered.

For an X.400 message, when receipts are not being forced, it is necessary to determine the
originator's requests by matching the envel ope recipient with the recipient specifier in the
heading of the message, which is where the notification-requests are to be found. It is
possible that thereis no such match, e.g. following list expansion. In that case no IPN will
be generated. This matches the correct behaviour of an X.400 UA.

For generated MDNSs, there is a specific MDN type used for the generated text body and
subject. These can be configured.

When these options are set, the envel ope report requests are automatically changed, so that
requests for positive reports are not sent to the receiving MTA. This suppresses the
generation of positive reports later on. However, it is possible that a non-delivery report
will be generated at some later point for the message. Any correlation of reports with
messages should allow for this possibility.

Use of Multiple Outbound Channels

Itispossiblein aboundary MTA that you need to send messages to different domainswith
different characteristics. As the configuration of the featuresis controlled through the
properties of the outbound channel, you may need to configure multiple outbound channels
for sending to these different domains.

10.3

Use of Multiple Outbound Channels

Thereare occasionswhen it is necessary to have multiple channels of the same basic transfer
protocol type (e.g. X.400 P1, or SMTP). The core reason isthat isis necessary to have
different values for items which are configured on a per-channel basis. For instance:

* content-out lists the content types which can be transferred over the channel.

* content subtype-out sets a subtype which controls aspects of content conversion.

* bodypart-out lists the X.400 exclusively acceptable encoded information types for the
channel.

* protocol specific aspects of the way the channel connectsto apeer MTA, e.g. the use of
the nonx flag.
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Chapter 11 Troubleshooting

Some of the troubleshooting tool s and techniques described in this chapter can be followed
routinely as preventative measures, as well as being used when a problem is encountered.

11.1

Checking the configuration

The ckconfig tool, which can be found in ( SBI NDI R) , performs various checks on the
configuration of an MTA including:

» Checking that all the required directories arein place and have appropriate permissions.

» Checking that all the channels and filters, which are described in the MTA tailoring,
exist and reference programsin (LI BEXECDI R) .

» Checking that any tables described in the MTA tailoring exist and reference filesin the
appropriate directory (as defined in the Table directory field on the Advanced page of
the MTA's propertiesin MConsol€).

ckconfig should be run on the system on which the MTA resides. Where there are several
MTAs in a configuration, you should run ckconfig on each MTA host system. Although
it is advisable to check the configuration with ckconfig before starting the MTA, the tool
can equally be used while the MTA is running.

The command line for running thistool is:

ckconfi g <options>

where options can be one or more of the following:

-f
(force) ckconfig will attempt to automatically correct configuration errors. The default
action isthat ckconfig will prompt for correction of any configuration errors it
identifies.

(verbose) ckconfig will display correct configuration information aswell asdisplaying
configuration errors.

(no execution) ckconfig will perform all its checks and report back the results. No
automatic correction will take place and the user will not be prompted for corrections.

-t <fil enanme>
Usethefileidentified by filename asthe mtatailor fileinstead of the default, ()mtatailor.

It is worth running this program at intervals and after you make changes to the MTA
configuration.

If you are not using Directory based routing and tailoring, you may also need to rebuild
the MTA tables database after reconfiguration of the MTA. See M-Switch Administration
Guide.
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11.2

11.2.1

Checking addresses

The address checking tools, ckadr and praobe, can be found in the directory ( SBI NDI R) .
ckadr can be used with or without the MTA running.

Praobe can only be used with X.400 addresses, and the messaging system needs to be
running. In a configuration with severa MTAS, the tools should be run on each system on
which an MTA resides, to check the address handling configuration of that MTA.

ckadr

The ckadr tool checks whether an address is acceptable to the MTA. Thetool can either
be run from acommand line or interactively. In both modes command options allow you
to tailor its behaviour. The command line takes the form:

ckadr [ <options>] <address> [<address>...]

where <addr ess> is the address you want to check. If an address contains white space it
should be quoted to avoid being split up into separate arguments. <opt i ons> can be one
or more of the following:

-a
Normalise al the domains specified in the address.

DN Submission

Not responsible (route as originator)

Set Originator number

Treat all addresses as RFC 822 format addresses. Thisis the default behaviour unless
the system is configured as a pure X.400 system.

(RIX) Address parse only (as Internet or X.400)

(verbose) Extrainformation about the address is displayed, for example, redirection
history.

Treat all addresses as X.400 format addresses.

Do not allow redirection
Authorization Options:

-C <type>
Content type

-e <eits>

Encoded Info types

-i <inbound channel >
Sets all addressing characteristics based on the specified inbound channel

Troubleshooting




M-Switch Advanced Administration Guide 134

-1 <size>
Message size

-m <nt a>
Inbound MTA

-S <address>

Sender address

-t <nfr|p>

M essage/Report/Probe
-U <priority>

Message Priority

In most cases, ckadr will correctly parse an X.400 address even if you say it isan RFC
822 address and vice versa. However, there are some cases where thisis not so. You should
therefore be careful when using ckadr and different address formats.

To run ckadr interactively, enter:

ckadr [ <options>]

It will then attempt to read the address(es) to be checked from standard input, parsing each
line of input as though it were an address. Any address containing white space should be
guoted. To exit pressthe Control and c keys.

If ckadr isinvoked with command line arguments other than those described above, it will
attempt to parse these arguments as addresses.

No authorization checks are performed. An address may be acceptable to ckadr but the
MTA may reject it later, when it is submitted for delivery, because of authorization
restrictions. Configuring authorization is covered in _M-Switch Administration Guide.

If the addressis acceptable, ckadr will display how the address was parsed and how the
MTA will route this address. For example, the command line:

ckadr njf@v dget.comir @ dget.com

might return:

nj f @v dget.com -> (rfc822) J.Ford@i dget.com
nj f @v dget.com -> (X 400) /I=J/S=Ford/ PRVD=W DGET/ ADMD=GOLD 400/ C=GB/

Del i vered to sal es.w dget.com by 822-1 ocal

ir@idget.com-> (rfc822) |.Ritchie@i dget.com
ir@sode.com-> (X 400) /1=I/S=Ritchi e/ PRVD=W DGET/ ADVMD=GOLD 400/ C=GB/

Del i vered to sal es.w dget.com by 822-1 ocal

Thefirst linesfor both the above addresses show that the addressesnj f @v dget . comand
i r @vi dget . comhave the aliases (or synonyms) J. For d@i dget . comand

I . Ri tchi e@i dget. comrespectively. If you do not want ckadr to expand aliases, then
include the - n option.

The second line shows the X.400 address that would be tried if the MTA was unable to
locate the recipient using RFC 822.

The third line shows the MTA to which the message would be sent,
sal es. wi dget . comand the channel it would use, 822- | ocal .
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11.2.2

11.2.2.1

11.2.2.2

InaMIXER system, thefollowing test could be used to check that incoming X.400 messages
to this recipient would be delivered as RFC 822 messages:

ckadr -x "l=j; S=ford; P=wi dget; A=gold 400; C=gb"

A successful parse of the address would then be returned as:

I=j; S=ford; P=widget; A=gold 400; C=gb -> (X 400) /I=j/S=ford/ PRVD
=wi dget / ADVD=gol d 400/ C=gb/

I=j; S=ford; P=widget; A=gold 400; C=gb -> (rfc822)

j.ford@m dget.com

Del i vered to sal es.w dget.com by 822-1 ocal

If the addressis not acceptable, ckadr will display how far it went in parsing the address,
and why it failed to find the address acceptable. For example:

ckadr -x "l=j; S=fort; P=wi dget; A=gold 400; C=gb"

might return the result:

Addr ess parsing failed:
Reason: Unknown | ocal user
Par si ng gave this:

I=j; S=fort; P=wi dget; A=gold 400; C=gb ->

(X.400) /1=j/S=fort/PRVD=wi dget/ ADMD=gol d 400/ C=gb/
I=j; S=fort; P=widget; A=gold 400; C=gb -> (rfc822)
j.fort@u dget.com

j.fort

Probes

The probe tool checks whether or not a message would be acceptable either locally or to
aremote mail system.

A message probe attempts to cross the Message Transfer System (MTS) network to its
destination. On arrival at its destination, or at a place where it can no longer be delivered,
adelivery report will always be returned. A message may be stopped before the required
destination because of errors or because it has reached a gateway to a network which does
not support probes. No message is ever delivered to arecipient as aresult of a message
probe.

The returned delivery report informs on the future successful or unsuccessful delivery of
amessage with the same parameters as those specified in the message probe. The report
can be generated locally or at the remote end, depending on how the channelsare configured
inthe MTA.

Configuring X.400 channels to support probe messages

Thereisno option to configure this. Channels either support probes or not. X.400 channels
all support probes.

Running the probe tool

probe can be called with the command line options described below or interactively. With
command line options, it will attempt to parse the specified options before generating a
message probe. In interactive mode, it will prompt for the options on standard output and
read on standard input until all the information has been received, before generating a

message probe.

The command line takes the form:
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11.2.2.3

probe -t <recipients> <options>

The options are:

-t <recipients>
probe interprets the arguments up to the next switch as To:  <reci pi ent s>.

-S <n>
This checksif amessage of size n bytes can be delivered to the recipient.

-e <body types>
Thischecksif the specified body part type(s) can be delivered. Thelist of types should
be comma separated.

Prohibitsimplicit conversion.

Allows aternate recipients.

-U <UA identifier>
The UA identifier is a printable string, up to a maximum of 16 characters, which
identifies the probe in subsequent delivery reports.

Note: The probe utility cannot be used in a pure X.400 MTA.

Configuring the MTA to reject probe messages

Thedi scard probes optioninthe MTA tailoring allows you to configure an MTA to
reject probe messages. In the MTA PropertiesyAdvanced window of MConsole, select
the discard probes option and tick the box.

11.3

11.3.1

Other checking tools

There areanumber of small utility programs provided with the M TA that may be of interest
to end users. These are described here.

A /bin/mail replacement

In (BI NDI R) /mail thereis avery simple user interface for submitting messages. It has
approximately the functionality normally assumed by /bin/mail, except that reading mail
is not supported, only submission. That is, it takesalist of addresses on the command line
and reads the body of the message on the standard input. By default all the addresses are
marked as To: recipients. The command has afew options; each option staysin force until
overridden.

-f
The following argument gives the Fr om address.

-t
The following arguments, up to the next flag, are To: addresses.

-C
The following arguments are Cc: addresses.
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11.3.2

11.3.3

-S
The following arguments are text for the Subj ect : line.

Thisprogram ismost useful in scripts and programs as asimple way of sending amessage.

A /bin/sendmail replacement

In ( EXECDI R) /sendmail thereis avery simple user interface for submitting messages. It
has approximately the functionality normally assumed by /bin/sendmail on unix systems,
except that only message submission is supported.

Messaging Configuration Integrity Checking

The ( BI NDI R) /IntegrityCheck script allows a set of integrity checks to be performed on
an X.400 Messaging Configuration to detect inconsi stencies which may have arisenin the
course of configuration modifications. The following checks are performed:

» Scan all routedUA entries in the Routing Trees.

If the routedUA entry represents a P7 Message Store user:

» Check for the presence of an mhsMessageStoreDN attribute.

¢ Check that the referenced icM essageStore entry exists

* Check that theicMessageStore entry has an mhsORA ddress attri bute which corresponds
to the routedUA entry.

For all types of routedUA entry, if the routedUA has a White Pages DN:

« Check that the referenced entry exists.

 Check that thereferenced entry has an mhsORA ddresses attribute with avalueswhich
corresponds to the routedUA entry.

 Scan all White Pages entries, looking for entrieswhich do not have an mhsORA ddresses
attribute value, or for any with a value which does not correspond to a configured
routedUA entry.

» Scan all icMessageStore entries, looking for any "orphan" entry which does not have a
routedUA pointing to it.

» Scanadll Distribution List entries. For each Distribution List, obtain the set of list members
(ORNames). If the ORName only contains a Distinguished Name, check that the entry
given by the DN existsin the Directory. Otherwise, use the Queue Manager's "ckadr"
functionality to check that the ORAddress component of the ORName can be routed
successfully. This check isintended to identify the situation where an ORAddress has
becomeinvalid (e.g. alocal mailbox has been deleted), but the address has not been
removed from one or more Distribution Lists.

The script takes a number of arguments, some of which are mandatory:

-W <password>
Specifies the password to use to decrypt the Bind Profile file

-b <bind profile nanme>
Specifies the Bind Profile to use

-C <configuration DN>
Specifies the Messaging Configuration to check
List the available the Bind Profiles
Enable verbose logging

-h <queue manager host nanme>
Hostname of Queue Manager to contact for routing check (defaults to localhost)
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-P <port>
Port on which to contact Queue Manager for routing check (defaults to 18001)

-U <userid>
The SASL |d to use when connecting to the Queue Manager

-p <password>
The password to use when connecting to the Queue Manager

- m <mechani sm nanme>
The SASL mechanism to use when connecting to the Queue Manager

An example of running the command is shown below:

IntegrityCheck -b | ocal host -c "cn=M xer Messagi ng Confi gurati on,
o=nessagi ng" -w secret -u mtaadnm n@adger.isode.net -p secret

War ni ng: White Pages entry <cn=TESTUSER, cn=Wi te Pages,
o=nessagi ng> has no mhsORAddresses attribute val ue of
/ CNETESTUSER3/ O=i sode | i m t ed/ PRVD=| SODE/ ADMD= / C=GB/

Error: routedUA <nmHSConmonNane=new est 2,

mHSOr gani zat i onal Uni t Name=sal es, nHSOr gani zat i onNane=i sode |imted,
pRVDNane=| SODE, aDVMDNane=\ , c=GB, cn=Mai n Routi ng Tree,

cn=M xer Messagi ng Confi guration, o=messagi ng> has invalid Wite
Pages DN <cn=newt est 2, cn=Wi t e Pages, o=nessagi ng>

War ni ng: White Pages entry <cn=David W/ son, cn=Wite Pages,
o=nessagi ng> has no nmhsORAddr esses attribute val ue

War ni ng: Wiite Pages entry <cn=newp3, cn=Wite Pages,
o=nessagi ng> has no nmhsORAddr esses attribute val ue

Error: Wite Pages entry <cn=test2, cn=Wite Pages,
o=nessagi ng> has an nmhsORAddresses attribute val ue of
/ CN=bogus/ C=dk/ whi ch does not exist as a RoutedUA

Error: Wiite Pages entry <cn=zzzz, cn=Wite Pages,
o=nessagi ng> has an nmhsORAddresses attribute val ue of
[ S=zzzz/ C=l sode Li m ted/ PRVD=I SODE/ ADNMD= / C=GB/

whi ch does not exist as a RoutedUA

11.4

X.400 connection troubleshooting

Configuration of X.400 connections between MTAsusing P1 isdocumented in_M-Switch
Administration Guide.

Connection failure or success will be recorded in the MTA logs. The event logs records
provideinformation concerning the channel’s view of the problem. The Audit log contains
complete, if rather terse, information on the nature of the error and detail s of the connection
attempt made. Explanation of the values and how to change the logging is provided in
M-Switch Administration Guide.

If the connection fails, the following reasons may be given:

Troubleshooting



../swadm/SWADM.pdf#ConnectOtherX400MTAs
../swadm/SWADM.pdf#ConnectOtherX400MTAs
../swadm/SWADM.pdf#ManagingSystem_02
../swadm/SWADM.pdf#ManagingSystem_02

M-Switch Advanced Administration Guide 139

Val i dation Failure
The remote site has either got an erroneous MTA entry in their tables, or they have no
entry for your MTA.

Unaccept abl e di al ogue node
Thisrefersto the mode of RTS connection. Either the remote site does not support
monologue or the RTSASN.1 encoding is not working.

Connect request refused on this network connection
The remote site is either down or its network listener is not running.

Busy
The remote site is busy, try again later.

Protocol Error
Protocol problems.

Renot e system probl em
The process at the remote site has terminated abruptly.

Ti mer expired
The process at the remote system is looping.

Connections are normally attempted when messages are queued for aremote X,.400 MTA.
Alternatively you can cause a connection to be attempted for test purposes using the ping
facility.

There are three ways you can do this:
* using the x400p1 command with the - p switch (see below)

 using MConsole, right-clicking on the remote x400p1 channel and selecting Test
Connection. See Section 11.5, “ Testing remote X.400 connections with MConsole”.

* using the MConsole feature of opening a connection to a permanent MTA by right
clicking on apermanent MTA. Permanent MTAs are present in MConsolefor any MTA
with whom the MTA has a peer connection configured. See_M-Switch Administration
Guide.

If the ping was successful, then try transmitting a proper message using an X.400 User
Agent, such as XUXA, or the example X.400 API programs supplied with the product.
Thebinariesarein $( Bl NDI R) and the source codeisin $( SHAREDI R) /x400sdk/example.
If during transmission aprotocol error isreceived then this needsto be resolved. To analyse
this problem, it may be necessary to obtain the required X.400 information by turning up
the RTS, session, and transport logging. How to do this using MConsole is described in
M-Switch Administration Guide. If you are not using MConsole to set up the MTA
configuration, follow the procedure described in the M-Switch Advanced Administration
Guide to modify the logging configuration.

Don't forget to reset the logging levels after the problem has been investigated.

In addition, or aternatively, the x400p1 channel can be run in debug mode. In this mode
the user has to act as the gmgr in the protocol exchanges. The form of the command line
is:

x400pl debug [-c <channel >]

where

debug
Starts the channel in debug mode.

The other options are as described in the M-Switch Advanced Administration Guide. The
channel would normally be started with a command line like:
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x400pl debug -c x400p1

You then need to interact with the channel acting as a proxy for the gmgr. In order to send
amessage, the following sequence interchange occurs:

{
channel St art
}
{
channel "x400p1",
maxi nst 1,
appl type 2,
flags 7,
st at us 2000000
}

Qper ati ons:
Message Success Ti meout Protocol Error AuthenticationError
Congested Start Connect Di sconnect Abort
Accept ed Rej ected Pause Resune Cl osedown

Qperation (unique prefix): success

Dat a:

I nstance [1]:

Request [0]:

{
channel Request

}

{
i nstance 1,
request 1,
tinmelimt -1,
priolimt 8

}

Qper ati ons:
Message Success Ti neout Protocol Error AuthenticationError
Congested Start Connect Di sconnect Abort
Accept ed Rej ected Pause Resune Cl osedown
Qperation (unique prefix): connect
Dat a: cn=x400p1, cn=attl ee-si nkl, cn=Messagi ng Confi gurati on, ou=VHS, c*
I nstance [1]:
Request [0]:
Pi ngi ng cn=x400p1, cn=att| ee-si nkl, cn=Messagi ng Confi gurati on, ou=VHS,
c=G
Connect ed Successfully to cn=x400p1, cn=attl ee-si nkl, cn=Messagi ng
Confi gur ati on, ou=VHS, c=CB

{
channel St at us
}
{
i nstance 1,
request 2,
context 1,
st at us 2000000
}

Qper ati ons:
Message Success Ti neout Protocol Error AuthenticationError
Congested Start Connect Di sconnect Abort
Accept ed Rej ected Pause Resune Cl osedown
Qper ation (unique prefix): nmessage
Messagel D: nsg. 11965-0
Enter recipient nunber, one per line:
> 1
>

messagesSt at us
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1141

i nst ance 1,
request 1,
rdone 1,
sdone 839,
recips {
Reci pl nfo {
rno 1,
opstatus 1,
status O
}
},
new equest 3,
tinelimt -1,
priolimt 7
}
Qper at i ons:
Message Success Ti neout Protocol Error AuthenticationError
Congested Start Connect Di sconnect Abort
Accept ed Rej ected Pause Resune C osedown
Qper ation (unique prefix): disconnect
Dat a:
I nstance [1]:
Request [0]:
Qper at i ons:
Message Success Ti neout Protocol Error AuthenticationError
Congested Start Connect Di sconnect Abort
Accept ed Rej ected Pause Resune C osedown
Qperation (unique prefix): closedown

Dat a:
I nstance [1]:
Request [0]:

The commands entered by the operator are in bold. They are

success
connect

dat a <nt anane>
nmessage

<nmsgi d>

<r eci pnun»
di sconnnect
cl osedown

How to test an X.400 connection

Use the x400p1 channel in ping modeto attempt to connect to aremote MTA. The command
line would take the form:

x400pl ping|-p -a<addr>| - nknt aname> [ - c<channel >]

Either - a or - mshould be used to specify the connection to be tried. The option meanings
are asfollows:

-p
Start the channel in ping mode, which means attempt to connect to aremote MTA and
exit, reporting on success or failure. ping or -p may be specified.

- a<addr >

The value specified should be an OR-address. The channel connects to the MTA to
which a message addressed to this recipient would be relayed.
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- c<channel >
Claim to be the given channel name, <channel>, on input. If this option is not set, the
channel used isthat found by alookup of the program name as a channel.

- knt anane>
If you have configured Directory based routing, thisis the Distinguished Name of the
MTA which is read to obtain the connection information. If you are using table based
routing, it is the name used as key into the outbound channel table.

The following command line examples starts the x400p1 channel in ping mode to test that
aremote MTA can be reached.

If the addressing information is held in the Directory, the channel can be started in ping
mode specifying either the Distinguished Name of the M TA entry asthe value of <nt anane>,
asin

x400pl -p - <cn=Renote MIA, ou=server, o=Myorg Corp, c=US>" -cx400p1

or the OR-address to be used for routing to the remote MTA as the value of <addr > in the
-aoption, asin the example

x400pl -p -a "/I1=D/ S=Smi t h/ O=Myor g/ ADMD=Spri nt/ C=US/" -cx400p1

11.5

1151

Testing remote X.400 connections with
MConsole

Theeasiest way to check X.400 connections, isusing the Test Connection from thisM TA
feature of MConsole.

To dothis, select the remote MTA you want to test the connection to (the responder MTA),
expand the Channel folder, and select the x400p1 channel. Right click, and select Test
Connection from thisM TA. A window is displayed, giving you the choice of selecting
the MTA you are going to test the connection from (theinitiator MTA). In order to perform
thistest, you will need to contact the SOM daemon of the initiator MTA, so you'll need
the user name and password. Thisis the same that you use for MConsole. After you have
authenticated successfully, you can click the Test button at the bottom of the window.

Note: The M-Switch event log records the information reported below. The
M-Switch audit logs also record all attempted connections.

Below are some common connection errors, their likely cause and how to fix them.

Cannot connect to remote MTA

This error message means that it wasn't possible to establish a connection to the remote
MTA.

Connecti on from voshod. i sode. net to sunp.isode. net failed: Conmand
failed (connect request refused on this network connecti on)

This could be because:
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11.5.2

» Theremote MTA isnot running. If you can, check that the processis running normally,
and if itsalsode MTA, that IAED isrunning. If it is not under your control, ask the
administrator of the other MTA to check it for you.

e Theremote MTA isrunning, but there's afirewall that prevents connecting to port 102
(the default OSI port).

* You haveincorrectly configured the remote MTA Presentation Address

A simple way to establish that there is network connectivity isto use the telnet program.
To check that you can connect from host . exanpl e. comto port 102 on
renot e. exanpl e. com YOu can use:

tel net renote.exanpl e.com 102

If you get this message:

telnet: Unable to connect to renpte host: Connection refused

then either IAED is not running on the remote host, or thereis afirewall blocking access
to port 102. In Linux, check that IPtablesis correctly configured in the remote host. Similar
checks applies for Windows firewalls.

If it works, you should see a message similar to this:

Connect ed to renote. exanpl e. com

Incoming X.400 Connections
The first thing you should check is that you have connectivity.

Start the Isode MTA software, check that logging is being written in SLOGDIR
(/varlisode/logs or C:\Isode\log) and then ask the administrator of the remote MTA to run
the telnet command:

tel net <your-| P-address> 102

If thereis | P connectivity, no firewalls stopping connectionsto port 102, and your software
isrunning and correctly configured, then the administrator of the remote MTA should see
something like this:

Trying 192. 168. 0. 20. ..
Connect ed to spec.isode. net.
Escape character is '"]"'.

Ask the administrator to type theword "t est " and then close the connection with Ctrl-D.

Astheword "t est " isan invalid command to issue, you should see thisin the mta-event.log
(or iaed.log in case you have split logging).

i aed 14015 (root) F-Tsap-Badl TOTversi on Bad | TOT version nunber 116

If thisis not happening, then check that they can, for example, ping or ssh to your machine.

You may also want to check that isode.iaed islistening on the TSAP port (TSAP == 102).
Try
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11.5.3

11.5.4

netstat -a | grep tsap

you should see something like this:

tcp O O spec.isode.net:iso-tsap 0.0.0.0:* LI STEN

Authentication errors

The MTA that initiates the connection is being rejected by the responding MTA. Thiserror
message could mean two things:

Testing connection to sunp.isode. net. ...
Connection from voshod. i sode. net to sunp.isode.net failed: Command
failed (validation failure)

A connection to the remote MTA was established, but they rejected our authentication
information.

» A connection to the remote MTA was established, but we rejected their authentication
information.

To find out which one is the case, you can examine the mta-event log and mta-audit logs:

* If wergject their authentication information, the mta-event log will explain the error in
more detail.

« If they reject our authentication information, the mta-event log will simply report
aut hentication error.

Remote MTA not found in our configuration

A responding MTA relies on the MTA Name supplied in the P1 bind to look up the remote
Initiator and check the authentication information. An incoming connection is rejected if
it cannot find it in its configuration.

Check that the MTA that istrying to connect is correctly configured in your system. Then
generate the MTA Links of your MTA's x400p1 channel in MConsole by right clicking
on the M essage Transfer Agents folder then selecting Create MTA Links.

11.6

Troubleshooting P3 connections

When you create an X.400 P7 Message Store user with MConsole, by default it sets the
PP Channel to p3del i ver. Thisis because the MTA will deliver the message to the
Message Store via P3. As message is delivered, then its no longer on the Queue, itsin the
Message Store.

Now, if you don't want to use an X.400 P7 Message Store, what you do is to create X.400
P3 usersin MConsole that have the PP Channel set to p3ser ver . This means that when
amessage arrivesto this user, it will be put in the p3ser ver channel. You can then see it
in the Queue using Mconsole. Until you connect to the p3ser ver channel asthe user, the
message won't be delivered to you.

The XUXA X.400 User Agent program, when correctly configured to use X.400 P3, will
read (i.e. deliver) al the messages that are ready to be delivered to the X.400 P3 user.
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You should to note that our sample command line User Agent programs (both the Tcl and
C sample receive programs) connect to read just one message.

This means that when they finished reading one message, they just quit. If the MTA has
more than one message in the p3ser ver channel for that user, it will try to deliver the
second message, but the UAs are not prepared to receive it, and so the delivery of the
second message fails. Because of thisfailure, the MTA putsadelay onthep3ser ver
channel. So that's why you connect again to read messages, and they are not delivered to
your UA, even though they are on the queue.

If this happens, you can do three things:

1. Make surethat your P3 User Agent programs always check to seeif there are more
messages waiting before quitting or closing the p3server channel connection. (Thisis
the preferred option, long time)

2. Clear the delay inthe p3ser ver channel with MConsole (with Clear Delay or
Downwar ds for ce attempt). Thisis good for testing only.

3. Restart the server, asthiswill clear the delay. Thisisfar too drastic, no need to do it
this way.

If you open the connectiontothep3ser ver channel, the M TA will issue amessage delivery
operation. If you quit without reading the message, the delivery fill fail.

If you look at the Queue using MConsole, you will find that the message is not gone. This
is because the MTA Delivery to the UA fails, the message is marked not available asit is
delayed. So when you connect again, there's one message less available for reading. When
the delay is cleared, it will be available again.

11.7

Basic Message Tracking

This section gives some tips to evaluators on what to do if you sent a message but cannot
seeit arrive.

1. In genera, the best pleaseto start isto look inthelogs: (/ var /i sode/ | og or
C:\I sode\ | og). Themost likely files that will show useful information are
nt a- event . | ogand xns- event . | og. If the message was indeed received it should
be showninnt a- audi t. | og and xms- audi t . | og.

2. Themessage may have been sent, but not delivered, for example, because of the sample
latest delivery time was exceeded. Check if you set the latest delivery time value in the
example. In any case, the sender should have received a delivery report.

3. Themessageisstuck in the queue, for whatever reason. Inthiscase, you'll find adirectory
caledmsg. XXXXX- Nunder/ var /i sode/ swi t ch (C:\ | sode\ swi t ch).Youcanalso
see this message and under which channel it is with the M Console tool
(/opt / i sode/ bi n/ ntonsol e or the MConsole Windows shortcut).

4. Finally, the message may have been delivered, but you cannot seeit. In this case, you'll
see new messages being delivered with either M Console X.400 M essage Store Operations
View, or by looking at the recipient user's mailbox, which is usually under
/var/isode/ mai | boxes/ or C:\1sode\ bi n.

If you still cannot find what happened to your message, send the log files, together with a
short description of who you are sending from and to to support @ sode. com
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Of course, if you have already set up the Message Audit Database, it would be much easier
to track the message by using any of the M Console views under Audit Information (M essage
History, M essage Tracking and M essage TransfersHistory).

11.8

Preventing messages from being deleted

You can prevent messages from being deleted from the M-Switch queue by setting the No
delete option of the MTA. You can do this by using MConsole.

Select your local MTA in the Switch Configurations View, select the Advanced tab. In
it you'll find the option No delete, with a check box that can be set.

Then the messagewill beinthe queue/var/isode/switch or C: / | sode/ swi t ch inadirectory
called something like msg. 12345-0

Bear in mind that, as with other settings configured by MConsole, it may take some time
for the QMGR to spot the change, and to writeitinthent at ai | or. t ai file.

11.9

M-Switch X.400 Logging

To increase the logging generated when you test an X.400 connection from MConsole, for
ayou should do this:

1. InMConsole, expand your local MTA, and the L ogsfolder under it. Select the Eventlog,
right click and choose New Program-specific Stream. Select x400p1 and click on OK.
Expand the Eventlog node.

2. Select the x400p1 entry, enter x400pl.log in the L og file Name field, select the Audit
and Event logging tab. In the Events section click on the Advanced... button. Select
the M TA_X400 row and click on the Edit button, and then check all the Facility L evels
boxes except PDU, click on OK and then on Apply.

3. Restart the QM GR. On Windows:. using |sode Service Manager, stop and start
isode.pp.gmgr. On Unix, use the pp startup script (usualy /etc/init.d/pp) to stop and
start the whole MTA.

4. Try testing the connection again, using the Test Connection from thisM TA option
on your MTA'sx400p1 channel.

5. You should seeanew log file called x400p1.log under your log directory (/var/isode/log
or C:\Isode\log).

11.10

11.10.1

Messaging System Checks

Overview

M Console provides away to run some checks that report on the DNS configuration of
Internet domains, which can be your own domain or an external domain.
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11.10.2

11.10.3

Thistool can be useful to establish if the locally configured SMTP server has been set up
to use al of the security settings that 1sode M-Switch supports.

Thetool isnot able to modify your |sode M-Switch configuration or the DNS settings, but
it can be useful in determining which features are configured and what are the DNS values.

It can also be useful to determine what isthe configuration of an external MTA, by looking
at the information available in DNS about a third-party domain.

Running the DNS System Check

To run the System Check, open the Switch Configuration View then select the menu
Messaging —» System Check.

To report on the configuration of a domain you have two options. you can select one of
your local domains from the Check local domains combo, or you can manually enter a
domain in the Check this domain box.

Once adomain has been provided (either selected from the Combo box or manually typed),
the Check button will be enabled. To run the report, click on the Check button. The action
will make M Console perform anumber of DNS searches and report theresultinthe HTML
browser shown below.

The figure below shows a sample report generated for the domaini sode. com

There are currently five areas that are reported: MX Records, SPF, DKIM, STS and
DMARC.

If afeatureis configured in DNS, the information available will be shown. For example,
in the image above, the SPF feature is configured, and the valueisv=spf 1 nx -~al | .

If afeatureisnot configured in DNS, for example, there are no records for STS, then the
report will include theline: >>> Doesn't have STS Records

M-Switch does use A records if the M X lookup for adomain returns no values. In this
case, if the lookup of the domain asaA record is successful, the returned value is used to
connect. The DNS system check feature does not currently check the A records for the
domain.

References

« MX
Summary: The MX (mail exchange) records
RFC Reference: RFC 1912
RFC Link: https://tools.ietf.org/html/rfc1912

Example: i sode. com 86400 IN MX 1 wal dorf.isode.com
« SPF

Summary: Sender Policy Framework (SPF) for Authorizing Use of Domains in Email
RFC Reference: RFC 7208
RFC Link: https://datatracker.ietf.org/doc/rfc7208/

Example: v=spf 1 i ncl ude: _spf. googl e. com ~al |
* DKIM

Summary: DomainKeys Identified Mail (DKIM) Signatures
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RFC Reference: RFC 6376

RFC Link: https://datatracker.ietf.org/doc/rfc6376/
» SIS

Summary: SMTP MTA Strict Transport Security / SMTP TLS Reporting
RFC Reference: RFC 8460, RFC 8461

RFC Link 1: https://datatracker.ietf.org/doc/rfc8461/

RFC Link 2: https://datatracker.ietf.org/doc/rfc8460/

Example: v=STSv1; id=20171114T070707;
» DMARC

Summary: Domain-based M essage A uthentication, Reporting, and Conformance
RFC Reference: RFC 7489
RFC Link: https://datatracker.ietf.org/doc/rfc7489/

Example: v=DMARC1; p=reject; rua=nmilto: mail aut h-reports@oogl e. com
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Chapter 12 Tips

This sections provides tips on how to configure M-Switch in unusual ways.

12.1

Installing the software on non-standard
paths

OnWindows, it is possible to select the path where the software isinstalled by changing
the default value suggested by the Windows installer.

On Unix, the easiest way to make the servers use non-standard pathsis to use symbolic
links. So install the packages and accept the default locations.

Say that you want to use /mnt/isode instead of /var/isode for all the usual directories. Then
you should:

 Stop all the services (if they are already running)

servi ce pum ce stop; service pp stop ; service dsa stop

» Copy the existing directories

cp -pr /var/isode/* /mt/isode *

» Move the /var/isode directory out of the way

mv /var/isode /var/isode-old

 Set up the symbolic links

In -s /mt/isode/archive /var/isode/archive

In -s /mt/isode/ dsa-db /var/i sode/ dsa-db

In -s /mt/isode/log /var/isode/l og

In -s /mt/isode/ mai | boxes /var/i sode/ mai | boxes
In -s /mt/isode/switch /var/isode/swtch

In -s /mmt /i sode/tnp /var/isode/tnp

» Make surethat everything is OK, and then start the services

service dsa start; service pp start; service pumice start

» When everything is working fine, remove the /var/isode-old directory

rm-fr /var/isode-old
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12.2

12.2.1

12.2.2

12.2.3

How can set a limit on the size of a
message”?

There are several waysto set alimit to a message size.

Setting a per-channel maximum message size

You can configure amaximum message size by using the M TA Authorization mechanism.
You canimposeasizelimit onachannd, (let'ssay p3del i ver or x400p1), and all messages
that exceed that size will get aDR (Delivery Report).

In MConsole, edit your local MTA and select the Authorization tab. To add anew Rule,
click on the Add button. Give the new Rule a description, for example "P3 nessage
size linmt". Select the Type asblock and in the Filter value enter, for example:

(&(si ze>1000000) (out chan=p3server))

Click on OK and then Apply.

Setting a per-user maximum message size

You can also set the size on a per user basis, again using authorization, but even though
thisisvery flexible, it requires you to keep it up to date manually, that is, after creating a
user with MConsole, you need to enter it's authorization entry in the table (again using
MConsole).

Preventing the submission of large messages

The other option would be to limit the submission of the message from the UA size. The
X.400 Demo User Agent (XUXA) uses a Directory based Address Book, and one of the
optional attributes that usersin the DSA can haveisnhsDel i ver abl eCont ent Lengt h.
If that attribute is present, and the message size the UA tries to submit is bigger, it won't
do it and inform the user.

Of course, thisisonly half of the story, as messages can come to the MTA viasay P1. You
can put alimit there (using channel authorization).

In the future we will make the MTA check the user's DSA entry, and read the
mhsDel i ver abl eCont ent Lengt h, but thiswork hasn't been planned yet.

12.3

Use of iaed in Table-based Configurations

Inbound X.400 P1 and P3 connections (for message transfer in or submission) areinitially
handled by iaed. Thisthen startsthe appropriate responder channel for the called Presentation
Address (e.g. x400p1 for incoming X.400 P1 connections).

Inanormal M-Switch installation, iaed obtains information about the set of Presentation
Addressesto listen on, and the corresponding responder channels by searching the Directory.
In atable-based configuration, iaed instead obtains this information from the
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(ETCDIR)/isoservicesfile. In this case it is referred to as running in tsapd mode (this was
the original name of a separate application which ran in table-only mode).

A suitable entry for X.400 P1 connections might be:

"tsap/pl" "591" /opt/isode/libexec/x400pl

In this example, the service nameist sap/ p1, the transport selector is" 591" and

/ opt /i sode/ | i bexec/ x400p1 indicates the location of the X.400 P1 channel program
(and any arguments). If inbound X.400(84) messages are expected, useanumeric IA5form
for the transport selector.

Note: Normally, isode.iaed operatesin "iaed mode" (i.e. using the Directory)
when thereisal oc_nt adnnane key in the mtatailor file, and in "tsapd mode"
when there is no such key present. You may override this behaviour, and force
isode.iaed to operate in tsapd mode by starting it with the - F command line
argument.

12.4

12.4.1

Non-standard Use of the X.400 Channel

The X.400 P1 channel can be run in a number of non-standard ways from the command
line to perform specific functions, as described bel ow.

Starting the X.400 Channel from the command line to
pull messages

This option might be used to retrieve messages from aremote MTA that can only be
contacted intermittently.

The following options may be included on the command line, and will override any
corresponding values specified in the channel configuration:

x400pl -Ip -nkntanane> [-te|ld] [-r|-s] [-f<logname>] [-n]
[ - c<channel >]

- p
Start asinitiator to pull messages. This value is mandatory.

-m <nt anane>
This value is mandatory. In a Directory based configuration, nt anane will be the

Distinguished Name of the MTA which is read to obtain the connection information.
In table based configurations, it is the name used as a key into the channel table.

-t <suboption>
Thevalue of subopt i on can be either e, to enable or d, to disable two way alternate
mode on all connections. In table based configurations, if avalueis given hereit will
override the value of the mode field in the channel table.

Disable use of checkpointing and recovery facilities. If thisoption is not specified, the
channel will attempt to resume the transfer of a previously aborted message.
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12.4.2

12.4.3

Enable saving of checkpoint data asthe messagetransfer proceeds. The- s flag provides
additional protection in the case of a system crash, as the necessary checkpoint data
will always be saved.

Caution: Associations which fail while theinitiator is receiving a message
cannot be recovered.

-f <l ogname>
Send logging to thefile specified by | ognane. By default, the program name x400p1
isused.

Use 1988 stack (default).

-C <channel >
Claim to be the channel, channel . By default the channel is assumed to be the name
of the program itself.

The following command line might be used to start the X.400 channel in aDirectory based
configuration to pull messages:

x400pl -Ip -c x400pl -m"cn=garfield, o=widget |Itd, c=gb"

cn=garfield, o=widget |td, c=gb isthe Distinguished Name of the MTA which
is read to obtain the connection information.

The following exampleillustrates a command line for atable based configuration, where
the channel table holds the information required to connect to the MTA called
x400.headquarters.net:

x400pl -Ip -c x400pl - m x400. headquart ers. net

Starting the X.400 channel from the command line to
recover a failed message

Note: This option isnot currently supported.

The channél can be invoked from command line to recover from a failure which occurred
when the initiator was receiving a message. The following command line options can be
Set:

x400p1 -Ir -mkntaname> [-te|d] [-r|-s] [-f<logname>] [-n]
[ - c<channel >]

-lr
Start asinitiator to recover inbound failures. Thisvalue is mandatory. The other options
are as described in Section 12.4.1, “ Starting the X.400 Channel from the command
lineto pull messages’.

Starting the X.400 channel as a static responder

The X.400 channel can be run as a static responder, which may be useful for test purposes.
In this mode, the x400p1 channel program takes note of thei ni nf o field of the channel
configuration. Thisfield can befound in thex400p1 Channel Properties/Program window.
If thisis set to the value sl oppy, no checking of MTA name and password is done for any
inbound connection on that channel.
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The following options can be included in the startup command:

x400pl [-R] [-te|d] [-r|-s] [-f<logname>] [-0|-n] [-c<channel>]
[ -1 <addr>]
-R
Start as a responder (the default).
-0

-C

Use the old 1984 compatible stack.

<channel >

Claim to be the given channel name on input. You may have a number of X.400
channels, selected initially by T-Selector or network address. If you wish to split up
trafficinthisway, possibly for authorization reasons, you should set the channel name
intheisoservicesfile. By default the channel is assumed to be the name of the program
itself.

A better way to split traffic would be to use channel pairing, i.e. separate channels
could be configured to handle inbound and outbound traffic. The channel key field
could be used to identify the inbound or outbound channel. For example, the inbound
channel for communicating with a specific MTA (site3) could be configured with the
following values:

nanme=X. 400si t e3
pr ogr anm=x400p1x400p1
key=X. 400i n88

while the outbound channel could be configured with the values:

name=X. 400si t e3
pr ogr anFx400p1
key=X. 4000ut 88

<addr >

Use the presentation address, <addr >, to listen for incoming connections, and spawn
achild process to handle the connection. Note, this option can only be used when the
channel is started from the command line, i.e. not being run from the tsapd or iaed.

The other options are as described in Section 12.4.1, “ Starting the X.400 Channel from the
command line to pull messages’.

Tips
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Chapter 13 Audit Database

This section coversin detail the Audit Database, in particular the Audit Records and Keys
that appear in the Audit Logs, and whether they are used in the Audit Database Schema.
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13.1

13.1.1
13.1.1.1

Audit Database Records

Generic Message Logging

Audit DB Record: Msgin

Msgin records hold per-message information on submission or transfer-in.

Table 13.1. Audit DB Record: Msgin

Key Description DB
chan The channel associated with the action. Y
content-type The message content type. Y
deferred-time The deferred delivery time set in the message. Y
disp-notif-to The value of the Disposition-Notification-To field in an Internet | 'Y

message.

dtg Date Time Group string in ACP 121 format.
envid The SMTP ENVID extension associated with the message.
expires MMHS Expiry Date Indication.
mmhs-type MMHS Content Type.
msgid Internet message ID.
mta Associated MTA information.
nrecip Number of envelope recipient.
nreprecip Number of reported recipient.

originator-error

Y
Y
Y
Y
Y
Y
Y
Y
N
orig-sender Original sender address. Y
plmsgid X.400 MTS Identifier. Y
priority Message priority (asinternal value). Y
qid ID for message in queue. Y
gueued-time Time the message was entered in the local queue. Y
sender Sender (originator) address. Y
sics List of Subject Information Codes. Y
size Size of message content. Y
subject Subject string Y
subjectmsgid MTS identifier of subject message. Y
subjecttrace Subject-trace-information from report content. Y
submit-time Date/time message was submitted. Y
subtype Message subtype: report type for multipart/report. Y
trace Trace information from envel ope. Y
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Key Description DB
type Message Type. Y
unid Unique Identifier. Y
Audit DB Record: ok, resubmit, redirect
 ok: Indicates acceptance of arecipient on submission or transfer in.
» Resubmit: Results of recalculating the routing for a recipient.
* Redirect: An operator initiated redirection for arecipient.
Table 13.2. Audit DB Record: ok, resubmit, redirect
Key Description DB
auth A string giving information from the authorization process. Y
chan The channel associated with the action. Y
dn The recipient’s Directory Name. Y
hold N
in-recip The recipient address as received in protocol. Y
mreq MTA report requests. Y
mta Associated MTA information. Y
nreq Notification requests. Y
orig-recip Original recipient address. Y
gid ID for message in queue. Y
recip Recipient address. Y
rno Internal recipient number. Y
unid Unique I dentifier. Y
ureq User specified report requests. Y
XNo Envel ope recipient number. Y

Audit DB Record: rrecip-pos, rrecip-neg

These records contain delivery or non-delivery information for a reported-recipient from

an X.400 Report.

Table 13.3. Audit DB Record: rrecip-pos, rrecip-neg

Key Description DB
arrival-time The time of subject message arrival. Y
del-time (pos The delivery time reported in an X.400 Report for the subject Y
only) message.
del-type (pos The type of user for an X.400 Reported recipient Y
only)
diag (neg only) |A string reporting the diagnostic for non-delivery. Y
origintrecip Originally intended recipient address. Y
qid ID for message in queue. Y
reason (neg only) |Non delivery reason. Y
recip Recipient address. Y
suppinfo Supplementary information for acknowledgements. Y
unid Unique I dentifier. Y
XNo Envel ope recipient number. Y
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Recordsafailurewhen checking alabel against aclearance. Occurswhen clearance checks
are used in authorization.

Table 13.4. Audit DB Record: ACDFfalil

Key Description DB
chan The channel associated with the action. Y
error Y
mta Associated MTA information. Y
gid ID for message in queue. N
type Message Type. Y
unid Unique I dentifier. Y
Audit DB Record: Error
An error condition resulting in non-delivery for the recipient.
Table 13.5. Audit DB Record: Error

Key Description DB
chan The channel associated with the action. Y
diag A string reporting the diagnostic for non-delivery. Y
info Additional information. Y
mta Associated MTA information. Y
qid ID for message in queue. N
reason Y
recip Recipient address. Y
rno Internal recipient number. Y
status Status of operation. Y
unid Unique I dentifier. Y
Audit DB Record: Archive
Records the archive file used to archive a message.
Table 13.6. Audit DB Record: Archive

Key Description DB
file Name of the archivefile. Y
index Y
gid ID for message in queue. N
tid Transaction ID. Y
unid Unique I dentifier. Y

Audit DB Record: Label, Outlabel

Label and Outlabel records hold onformation about Security Label on oncoming messages
(Label) and Outgoing messages (Outlabel). NB Outlabel records are only generated if
specifically enabled.
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Table 13.7. Audit DB Record: Label, Outlabel

Key Description DB
chan The channel associated with the action. Y
classif Security Label CLssification. Y
error Y
qid ID for message in queue. N
textlabel String of ACP127 form of Classification. N
tid (Outlabel Transaction ID. N
only)
unid Unique I dentifier. Y
where Where the security label was located. Y
xmllabel Value of security label expressed in XML. Y

Audit DB Record: SignVerifyOK, SignVerifyNOTOK,
SignVerifyUnknown, SignVerifyWarn

Sign records report information of message signatures.

» SignVerifyNOTOK: A failurewhen checking amessage signature. Occurswhen signature
checking is enabled in authorization.

» SignVerifyOK: A success when checking a message signature.
» SignVerifyUnknown: TBS.
» SignVerifyWarn; A warning condition when checking a message signature.

Table 13.8. Audit DB Record: Sign

Key Description DB
==at-name== Y
chan The channel associated with the action. Y
issuer Theissuer DN from the signing certificate. Y
gid ID for message in queue. N
seria Signing Certificate's serial number. Y
signing-time Time message was signed. Y
status Status of operation. Y
subject Subject string Y
unid Unique I dentifier. Y
Audit DB Record: DSN-msg
Per-message information from a DSN.

Table 13.9. Audit DB Record: DSN-msg

Key Description DB
arrival-time The time of subject message arrival in areport or DSN. Y
envid The SMTP ENVID extension associated with the message. Y
from-mta The MTA from which the subject message was received as Y

reported in aDSN.
gateway The gateway MTA generating a DSN. Y
msgid Internet message ID. Y
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Key Description DB
mta Associated MTA information. Y
nreprecip Number of reported recipient. Y
gid ID for message in queue. Y
unid Unique I dentifier. Y
Audit DB Record: DSN-recip
Per-recipient information from a DSN.
Table 13.10. Audit DB Record: DSN-recip
Key Description DB
action The event which led to the DSN being created. One of "failed” | Y
/"delayed” / "delivered" / "relayed” / "expanded.
attempt The time of the last attempt (from aWarning DSN only). Y
diag A string reporting the diagnostic for non-delivery. Y
logid Value of final-log-id. Y
mta Associated MTA information. Y
orig-recip Origina recipient address. Y
qid ID for message in queue. N
recip Recipient address. Y
retry Time at which attempts will stop. Y
status Status of operation. Y
unid Unique Identifier. Y
Audit DB Record: MDN
Disposition information from a MDN.
Table 13.11. Audit DB Record: MDN
Key Description DB
action Y
gateway The gateway MTA generating an MDN. Y
msgid Internet message ID. Y
orig-recip Original recipient address. Y
qid ID for message in queue. N
recip Recipient address. Y
status Status of operation. Y
suppinfo Supplementary information for acknowledgements. Y
ua User Agent identification. Y
unid Unique Identifier. Y
Audit DB Record: IPM
Information from within an X.400 IPM.
Table 13.12. Audit DB Record: IPM
Key Description DB
dtg Date Time Group string in ACP 121 format. Y
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Key Description DB
Y
expires MMHS Expiry Date Indication. Y
ipmid-dn The DN from the IPM identifier. Y
ipmid-ora The OR-address from the IPM identifier. Y
ipmid-str The string from the IPM identifier. Y
mmhs-type MMHS Content Type. Y
qid ID for message in queue. N
subject Subject string Y
unid Unique Identifier. Y
13.1.1.13 Audit DB Record: IPN
Receipt or non-receipt information from an X.400 IPN.
Table 13.13. Audit DB Record: IPN
Key Description DB
discard The discard reason in an X.400 IPN. Y
intend-dn The DN for the intended recipient field . Y
intend-ora The OR-address for the intended recipient. Y
ipmid-dn The DN from the subject IPM identifier. Y
ipmid-ora The OR-address from the subject IPM identifier . Y
ipmid-str The string from the subject IPM identifier. Y
mode Receipt mode. Y
orig-dn Originator DN. Y
orig-ora Originator OR Address Y
gid ID for message in queue. N
reason Non-delivery reason. Y
receipt-time Time message was received. Y
returned-ipm IPN contains returned IPM. Y
suppinfo Supplementary information for acknowledgements. Y
unid Unique I dentifier. Y
13.1.1.14 Audit DB Record: Trans, Deliv, Done, Quarantine, Discard
M essage procecssing.
e Trans: Message transferred for recipient to another MTA.
» Deliv: Message delivered for recipient.
» Done: Recipient finished, following report/DSN generation.
* Quarantine: Message for recipient quarantined, specifying the quarantinefile.
 Discard: Message discarded for recipient. No non-delivery generated.
Table 13.14. Audit DB Record: Trans, Deliv, Done, Quarantine, Discard
Key Description DB
action-time The time of a message transfer. Y
chan The channel associated with the action. Y
delivery-time The time the message was delivered. Y
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Key Description DB
discard-reason | Thelocal reason for discarding a message. Y
(Discard only)
gfile (Quarantine |Quarantine filename. Y
only)
gid ID for message in queue. N
gtime Date/time message was in queue for recipient. Y
recip Recipient address. Y
in-recip The recipient address as received in protocol. Y
orig-recip Origina recipient address. Y
report Indicates positive report or DSN to be generated. Y
rno Internal recipient number. Y
tid Transaction ID. Y
unid Unique I dentifier. Y

13.1.1.15 Audit DB Record: Msgout
Message transfer-out or delivery.
Table 13.15. Audit DB Record: Msgout

Key Description DB
acpl2rtid Y
chan The channel associated with the action. Y
mta Associated MTA information. Y
nrecip Number of envelope recipient. Y
qid ID for message in queue. N
sender Sender (originator) address. Y
size Size of message content. Y
subject Subject string Y
tid Transaction ID. Y
ttime Time taken for transfer. Y
unid Unique Identifier. Y

13.1.2 Message Release
13.1.2.1 Audit DB Record: Release
Records the release of a message from quarantine.
Thisrecord is not recorded in the audit database.
Table 13.16. Audit DB Record: Release

Key Description DB
gid ID for message in queue.
recip Recipient address.
rno Internal recipient number.
unid Unique Identifier.
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13.1.3 Badmsg from ACP127, ACP142, P1
13.1.3.1 Audit DB Record: Badmsg

Indicates that data was received by the inbound channel which could not be interpreted as
amessage.

Thisrecord is not recorded in the audit database.

Table 13.17. Audit DB Record: Badmsg

Key Description DB
acpl27circ ACP127 circuit name
chan The channel associated with the action.
file Name of the dead letter file.
mta Associated MTA information.
reason String giving the reason the message was regarded as bad.
type Message Type.
13.1.4 P1 Connections

13.1.4.1 Audit DB Record: P1InitConnOK, P1lInitConnFail,
P1RespConnOK, P1RespConnFail

P1 connections records, initiator and responder, inbound and outbound, successes and
failures.

Table 13.18. Audit DB Record: P1InitConnOK, P1InitConnFail, PLRespConnOK,

P1RespConnFail

Key Description DB
actid Activity 1D of previous association. Y
actno Activity number. Y
appcon Application context (0 = 84; 1 = X.410; 2 = Normal). Y
auth req Their authentication requirements. Y
bindtype strong or simple. Y
chan The channel in use. Y
ckpoint RTSE checkpoint size. Y
dialogmode TWA or monologue. Y
fail_reason Reason for a P1 connection failure. Y
our_auth req Our authentication requirements. Y
ourissuer Theissuer DN of the local signing certificate. Y
ourmtaname The local MTA's MTAname used in the bind. Y
ourpa Thelocal channel’s presentation address. Y
oursangdi Local globa domain identifier. Y
oursanmta Local MTAname. Y
ourseriad_num  |Issuer of local signing certificate. Y
oursubject Subject of local signing certificate. Y
recov Association being recovered. Y
res_ msgkey Key for message on recovery. Y
res pllen Length of message being transferred on recovery. Y
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Key Description DB
res priority Message priority on recovery. Y
rtse_type The RTSE type for the connection. Y
rts flags Internal RTS flags. Y
rtsid RTS identifier. Y
theiraet The peer’'s DN from the AET. Y
their_calling_addr | The peer’s address used for the connection. Y
theirissuer The issuer DN of peer's signing certificate. Y
theirmtaname The peer’'s MTAname. Y
theirpa The peer’s presentation address. Y
theirsangdi Peer’s global domain identifier. Y
theirsanmta Peer’s MTAname. Y
theirserial_num |Serial number of peer’s signing certificate. Y
theirsubject Subject of peer’s signing certificate. Y
tokengdi GDI in token. Y
tokenmta MTAname in token. Y
window RTSE window size. Y

Audit DB Record: P1InitDiscOK, P1lInitAbort, P1lInitReject,
P1Unknown, P1RespDiscOK, P1RespAbort

P1 disconnection records, initiator and responder, inbound and outbound, successes and

failures.

Table 13.19. Audit DB Record: P1InitDiscOK, P1InitAbort, P1linitReject,
P1lUnknown, P1RespDiscOK, P1RespAbort

Key Description DB
bindtype strong or simple. Y
chan The channel in use. Y
datatrans Datatransfer amount. Y
discstatus Disconnect status. Y
fail_reason Reason for a P1 connection failure. Y
ourissuer Theissuer DN of the local signing certificate. Y
ourmtaname The local MTA's MTAname used in the bind. Y
ourpa Thelocal channel’s presentation address. Y
oursangdi Local global domain identifier. Y
oursanmta Local MTAname. Y
ourseriad_num  |Issuer of local signing certificate. Y
oursubject Subject of local signing certificate. Y
rta_reason Disconnect reason from RTSE. Y
sa fail _reason |Strong authentication failure reason. Y
sn_ack RTS ack number. Y
sn_sent RTS session serial number. Y
theirissuer Theissuer DN of peer's signing certificate. Y
theirmtaname The peer’'s MTAname. Y
theirpa The peer’s presentation address. Y
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Key Description DB
theirsangdi Peer’s global domain identifier. Y
theirsanmta Peer’s MTAname. Y
theirserial_num | Serial number of peer’s signing certificate. Y
theirsubject Subject of peer’s signing certificate. Y
tokengdi GDI in token. Y
tokenmta MTAname in token. Y
13.1.5 P3 Connections
13.1.5.1 Audit DB Record: P3InitConnOK, P3InitConnFail,
P3RespConnOK, P3RespConnFail
P3 connection records, initiator and responder, inbound and outbound, successes and
failures.
Table 13.20. Audit DB Record: P3InitConnOK, P3InitConnFail, P3RespConnOK,
P3RespConnFail
Key Description DB
addr Calling O/R address. Y
admin N
chan The channel in use. Y
dn Calling Directory Name. Y
fail_reason Reason for a P3 connection failure. Y
twa Bi-directional connection. Y
type Message Type. Y
13.1.5.2 Audit DB Record: P3InitDiscOK, P3InitAbort, P3RespDiskOK,
P3RespAbort
P3 disconnection records, initiator and responder, inbound and outbound, successes and
failures.
Table 13.21. Audit DB Record: P30Other
Key Description DB
addr Cdling O/R address. Y
chan The channel in use. Y
discstatus Disconnect status. Y
dn Calling Directory Name. Y
type Message Type. Y
13.1.5.3 Audit DB Record: P3ConnectFrom
Reports when an inbound P3 protocol connection is received.
Thisrecord is not recorded in the audit database.
Table 13.22. Audit DB Record: P3ConnectFrom
Key Description DB
chan Channel name.
calling_addr The calling Presentation Address.
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Key Description DB
ourpa The Presentation Address of the channel.
ACP127
Audit DB Record: ACP127addrMapFail
Thisrecord is not recorded in the audit database
Table 13.23. Audit DB Record: ACP127addrMapFail
Key Description DB
acpl27chan Thisisthe channel designator associated with the peer
acpl27id Station serial Number
acpl27tsn ACP127 Transmission Sequence Number
chan The channel associated with the action.
origPla Originating PLA
origRi Originating Routing Indicator
replacement Replacement Address
Audit DB Record: ACP127Fill
Thisrecord is not recorded in the audit database
Table 13.24. Audit DB Record: ACP127Fill
Key Description DB
acpl27chan Thisisthe channel designator associated with the peer
acpl27circ ACP127 circuit name
action Action string (e.g. fillsend)
chan The channel associated with the action.
station Station RI
Audit DB Record: ACP127Recap
Thisrecord is not recorded in the audit database
Table 13.25. Audit DB Record: ACP127Recap
Key Description DB
acpl27chan Thisisthe channel designator associated with the peer
acpl27circ ACP127 circuit name
action action string (e.g. recapsend)
chan The channel associated with the action.
count
from Date Time from
mta Associated MTA information.
rno Internal recipient number.
station RI of the station
to Date Timeto
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Audit DB Record: ACP127Silence
Thisrecord is not recorded in the audit database
Table 13.26. Audit DB Record: ACP127Silence
Key Description DB
acpl27chan Thisisthe channel designator associated with the peer
acpl27circ ACP127 circuit name
chan The channel associated with the action.
station Station RI
Audit DB Record: ACP1270out
Table 13.27. Audit DB Record: ACP1270out
Key Description DB
acpl27chan Thisisthe channel designator associated with the peer Y
acpl27circ ACP127 circuit name N
acpl27id Station serial Number Y
acpl27rerunid  |Retransmission ID of the message Y
acpl27segno Thisisthe segment id to identify a message segment when a N
long message is segmented
acpl27tid Thisis used to correlate acpl27out records with msgout records| Y
acpl27totalseg | Thetotal number of message segments of original message N
acpl27tsn ACP127 Transmission Sequence Number Y
action The addresses the message is actioned to Y
chan The channel associated with the message. Y
dtg Date Time Group string in ACP 121 format. Y
info The addresses the message is sent as an information Y
mmhs-type MMHS Content Type. Y
mta Associated MTA information. Y
opparam Paramaters associated with operating signal Y
opsig Operating signal code Y
orig-pla Originating PLA Y
service Determines if the record belongs to a service message Y
subject Subject string Y
unid Unique I dentifier. Y
Audit DB Record: ACP127Rejected
Thisrecord is not recorded in the audit database
Table 13.28. Audit DB Record: ACP127Rejected
Key Description DB
acpl27id Station serial Number
action The addresses the message is actioned to

chan The channel associated with the message.
dtg Date Time Group string in ACP 121 format.
info The addresses the message is sent as an information
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Key Description DB
mmhs-type MMHS Content Type.
opsig Operating Signal Code
orig-pla Originating PLA
qid ID for message in queue.
reason Non-delivery reason, or reason message bad.
service Identify a service message
subject Subject string
unid Unique Identifier of messagein the MTA
Zpw Expiry time
Audit DB Record: ACP127in
Table 13.29. Audit DB Record: ACP127in
Key Description DB
acpl27chan Thisisthe channel designator associated with the peer Y
acpl27circ ACP127 circuit name N
acpl27id Station serial Number Y
acpl27rerunid  |Retransmission ID of the message Y
acpl27segno Thisisthe segment id to identify a message segment when a Y
long message is segmented
acpl27totalseg | The total number of message segments of original message Y
acpl27tsn ACP127 Transmission Sequence Number Y
action The addresses the message is actioned to Y
chan The channel associated with the action. Y
dtg Date Time Group string in ACP 121 format. Y
info The addresses the message is sent as an information Y
mmhs-type MMHS Content Type. Y
mta Associated MTA information. Y
opparam Paramaters associated with operating signal Y
opsig Operating signal code Y
orig-pla Originating PLA Y
qid ID for message in queue. N
service Determines if the record belongs to a service message Y
subject Subject string Y
submissionMsg | String associated with message submission(e.g. discarded Y
duplicate)
submissionType |String associated with message submission type(e.g. duplicate) | Y
submissionUser |User id who submitted the message N
unid Unique I dentifier. Y

Audit DB Record: ACP127QueueDelete

Thisrecord is not recorded in the audit database

Audit Database



13.1.6.9

13.1.6.10

M-Switch Advanced Administration Guide

167
Table 13.30. Audit DB Record: ACP127QueueDelete
Key Description DB
acpl27circ ACP127 circuit name
action The addresses the message is actioned to
chan The channel associated with the action.
entry | dentifier number in the queue on which operation was performed
mta Associated MTA information.
gueue The name of the queue
user User if of the person performing the action
Audit DB Record: ACP127QueueAddition
Thisrecord is not recorded in the audit database
Table 13.31. Audit DB Record: ACP127QueueAddition
Key Description DB
acpl27chan Thisisthe channel designator associated with the peer
acpl27circ ACP127 circuit name
acpl27id Station serial Number
acpl27tsn ACP127 Transmission Sequence Number
action The addresses the message is actioned to
chan The channel associated with the action.
dtg Date Time Group string in ACP 121 format.
entry I dentifier number in the queue on which operation was performed
error Error string
info Information string
mmhs-type MMHS Content Type.
mta Associated MTA information.
opsig Operating signal code
orig-pla Originating PLA
gueue Name of the queue
service Determinesiif the record belongs to a service message
size Size of message content.
subject Subject string
Audit DB Record: ACP127AuditEvent
Thisrecord is not recorded in the audit database
Table 13.32. Audit DB Record: ACP127AuditEvent
Key Description DB
acpl27circ ACP127 circuit name
action The addresses the message is actioned to
chan The channel associated with the action.
mta Associated MTA information.
unid Unique I dentifier.
user Identifier of the user associated with the operation
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Audit DB Record: ACP127Conn
Thisrecord is not recorded in the audit database
Table 13.33. Audit DB Record: ACP127Conn
Key Description DB
acpl27chan Thisisthe channel designator associated with the peer
acpl27circ ACP127 circuit name
addr
chan The channel associated with the action.
direction connection direction(in/out)
error Error string
mta Associated MTA information.
reason Reason string
station Station RI
status Status of operation (e.g.connectFailed)
Audit DB Record: ACP127FlashAck
Thisrecord is not recorded in the audit database
Table 13.34. Audit DB Record: ACP127FlashAck
Key Description DB
acpl27chan Thisisthe channel designator associated with the peer
acpl27circ ACP127 circuit name
chan The channel associated with the action.
direction
expected
got
mta Associated MTA information.
station
status Status of operation.
Audit DB Record: ACP127SM
Thisrecord is not recorded in the audit database
Table 13.35. Audit DB Record: ACP127SM
Key Description DB
acpl27circ ACP127 circuit name
chan The channel associated with the action.
mta Associated MTA information.
params parameters
station Station RI
type Message Type.
user User ID

Audit Database



13.1.6.14

13.1.6.15

13.1.6.16

13.1.7

13.1.7.1

M-Switch Advanced Administration Guide

169
Audit DB Record: ACP127Config
Thisrecord is not recorded in the audit database
Table 13.36. Audit DB Record: ACP127Config
Key Description DB
acpl27chan Thisisthe channel designator associated with the peer
acpl27circ ACP127 circuit name
chan The channel associated with the action.
change String describing the modification
mta Associated MTA information.
station Station RI
user User ID
Audit DB Record: ACP127ManualOp
Thisrecord is not recorded in the audit database
Table 13.37. Audit DB Record: ACP127ManualOp
Key Description DB
acpl27chan Thisisthe channel designator associated with the peer
acpl27circ ACP127 circuit name
chan Associated channel
mta Associated MTA information.
operation String describing the operation
station Station RI
unid Unique Identifier.
user User Identifier performing the operation
Audit DB Record: ACP127Monitor
Thisrecord is not recorded in the audit database
Table 13.38. Audit DB Record: ACP127Monitor
Key Description DB
authorisation String describing the authorisation (e.g. full)
chan associated channel
monitor
peeraddr address of peer
type Message Type.
username User Identifier
OTAM

Audit DB Record: OTAMConn

Thisrecord is not recorded in the audit database
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Table 13.39. Audit DB Record: OTAMConn

Key Description DB
acpl27circ ACP127 circuit name
chan
config
device
driver
mta Associated MTA information.
reason
status Status of operation.
SMTP
Audit DB Record: ConnectFrom
Incoming SMTP connection.
Table 13.40. Audit DB Record: ConnectFrom

Key Description DB
chan Channel being used. Y
host hostname of peer. Y
ip | P address of peer. Y
Audit DB Record: Disconnect, Reject, BadSyntax
SMTP connection errors.
Table 13.41. Audit DB Record: Disconnect, Reject, BadSyntax

Key Description DB
chan Channel being used. Y
helo Value sent in HELO/EHLO. Y
host hostname of peer. Y
ip | P address of peer. Y
reason reason for failure. Y
Audit DB Record: BadSender, BadRecip, BadData
SMTP protocol errors.
» BadSender: Invalid sender addressin MAIL command.
» BadRecip: Invalid recipient addressis RCPT command.
» BadData: Invalid message content.
» BadVerify: Invalid address in VRFY command.
Table 13.42. Audit DB Record: BadSender, BadRecip, BadData

Key Description DB
addr Address received. Y
chan Channel being used. Y
helo Value sent in HELO/EHLO. Y
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Key Description DB
host hostname of peer. Y
ip I P address of peer. Y
reason Reason for failure. Y
sender MAIL command address. Y
Audit DB Record: AuthFail
SMTP Authentication errors SMTP AUTH failed.
Table 13.43. Audit DB Record: AuthFail
Key Description DB
chan Channel being used. Y
helo Value sent in HELO/EHLO. Y
host hostname of peer. Y
ip | P address of peer. Y
reason Reason for failure Y
user Userid in AUTH command. Y
Audit DB Record: AuthOK
SMTP Authentication: SMTP AUTH succeeded.
Table 13.44. Audit DB Record: AuthOK
Key Description DB
addr Address received. Y
chan Channel being used. Y
helo Value sent in HELO/EHLO. Y
host hostname of peer. Y
ip | P address of peer. Y
mech Mechanism used for SMTPAUTH. Y
user Userid in AUTH command. Y
Audit DB Record: StartTLSOK, StartTL SFail
SMTP TLS Authentication: STARTTLS failed/succeeded.
Table 13.45. Audit DB Record: StartTLSFail
Key Description DB
chan Channel being used. Y
fips Set to “yes’ if FIPS140 mode enabled. Y
helo Value sent in HELO/EHLO. Y
host hostname of peer. Y
ip | P address of peer. Y
peer Name of TLS peer. Y

Audit DB Record: Unknown

Thisrecord is not recorded in the audit database
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P1Unknown: Unknown connection termination.
Table 13.46. Audit DB Record: Unknown
Key Description DB
chan
helo Value sent in HELO/EHLO.
host
ip | P address of peer.
ACP142
Audit DB Record: ACP1420ut
A message has been transferred out over ACP142.
Table 13.47. Audit DB Record: ACP142out
Key Description DB
chan Y
co Y
msid Y
ndest Y
percent Y
qid ID for message in queue. Y
unid Unique I dentifier. Y
Audit DB Record: ACP142in
A message has been transferred in over ACP142.
Table 13.48. Audit DB Record: ACP142in
Key Description DB
chan Y
co Y
msid Y
qid Y
source Y
unid Unique I dentifier. Y
Checking and CCCP
Audit DB Record: Check
Records the results of checking a message. There isarecord for each recipient.
Table 13.49. Audit DB Record: Check
Key Description DB
action Y
chan Y
info String containg additional information. Y
notify Indicates change in NOTIFY parameter in checking. Y
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Key Description DB
aid N
rno Internal recipient number. Y
rule Checking rule which applied. Y
score Checking score. Y
unid Unique I dentifier. Y
Generic Service start/stop
Audit DB Record: Service
Reports a service status change.
Thisrecord is not recorded in the audit database.
Table 13.50. Audit DB Record: Service
Key Description DB
name
state
version
Qmgr SOM
Audit DB Record: Login, Logfail, Logout
Reports login attempts on a SOM server.
Thisrecord is not recorded in the audit database.
Table 13.51. Audit DB Record: Login, Logfail, Logout
Key Description DB
addr Address received.
authzid
connid
context
mech Mechanism used for SMTPAUTH.
reason Reason for failure
user Userid in AUTH command.
Audit DB Record: UserEvent
Reports SOM server events from alogged in client.
Thisrecord is not recorded in the audit database.
Table 13.52. Audit DB Record: UserEvent
Key Description DB
connid
context
info
type Message Type.
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Key Description DB
user Userid in AUTH command.
Profiler
Audit DB Record: ProfilerMatch
Reports profiler rules that a message matched with and the action, info and recipient
addresses for the message.
Thisrecord is not recorded in the audit database.
Table 13.53. Audit DB Record: ProfilerMatch
Key Description DB
unid Unique I dentifier.
gid ID for message in queue.
chan Channel being used.
tid Transaction ID.
rule Profiler rules the message matched with.
recip Recipient addresses.
action Action addresses.
info Info addresses.

Audit DB Record: ManualAction

Reports when an action was taken by the operator of the Manual Profiler and includes a

string describing the action.
Thisrecord is not recorded in the audit database.

Table 13.54. Audit DB Record: ManualAction

Key Description DB
unid Unique I dentifier.
gid ID for message in queue.
chan Channel being used.
tid Transaction ID.
operator L ogin name of operator who took the action.
action String describing action taken by operator.

Audit Database
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