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Isode and Isode are trade and service marks of Isode Limited.

All products and services mentioned in this document are identified by the trademarks or
service marks of their respective companies or organizations, and I sode Limited disclaims
any responsibility for specifying which marks are owned by which companies or
organizations.

I sode software is © copyright Isode Limited 2002-2026, all rights reserved.

Isode software is a compilation of software of which Isode Limited is either the copyright
holder or licensee.

Acquisition and use of this software and related materialsfor any purposerequiresawritten
licence agreement from Isode Limited, or a written licence from an organization licensed
by Isode Limited to grant such alicence.

This manual is© copyright Isode Limited 2026.

Copyright



M-Vault Administration Guide Vi

1 Software version

Thisguideis published in support of 1sode M-Vault R19.1. It may also be pertinent to later
releases. Please consult the release notes for further details.

2 Readership

This guide isintended for administrators who plan to configure and manage Directory
Services using the M-Vault Server.

3 How to use this guide

You are advised to read through Chapter 1, Overview, before you start to set up your
Directory Service. If you are not familiar with X.500 Directories, you should also read
Appendix A, Introduction to Directories.

4 Typographical conventions

Thetext of this manual uses different typefacesto identify different types of objects, such
as file names and input to the system. The typeface conventions are shown in the table

bel ow.

Object Example

File and directory names isoentities

Program and macro names mkpasswd

Input to the system cd newdir

Cross references see Section 5, “File system place holders”
Additional information to note, or awarning|Notes are additional information; cautions
that the system could be damaged by certain|are warnings.

actions.
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File system place holders

Where directory names are given in the text, they are often place holders for the names of
actual directorieswhere particular files are stored. The actual directory names used depend
on how the software is built and installed. All of these directories can be changed by
configuration.

Certain configuration files are searched for firstin (ETCDI R) and then ( SHAREDI R) , SO
local copies can override shared information.

The actual directories vary, depending on whether the platform is Windows or UNIX.

Name Place holder for the Windows (default) UNIX
directory used to store...
(ETCDI R) System-specific configuration | C:\l sode\etc /etclisode
files.
( SHAREDI R) Configuration files that may |C:\ProgramFiles\Isode\share|/opt/isode/share
be shared between systems.
(BI NDI R) Programs run by users. C:\Program Files\Isode\bin |/opt/isode/bin
('SBI NDI R) Programs run by the system |C:\Program Files\Isode\bin |/opt/isode/sbin
administrators.
( EXECDI R) Programs run by other C:\Program Files\Isode\bin |/opt/isode/libexec
programs; for example,
M-Switch channel programs.
(LIBDIR) Libraries. C:\Program Files\Isode\bin |/opt/isode/lib
( DATADI R) Storing local data. C:\Isode Ivarlisode
(LOGDI R) Logfiles. C:\Isodellog Ivar/isode/log
( CONFPDUSPQOOLDI R) Large PDUs on disk. C:\Isode\tmp Ivar/isode/tmp
(QUEDI R) The M-Switch queue. C:\Isode\switch Ivar/isode/switch
(DSADI R) The Directory Server's C:\Isode\d3-db Ivar/isode/d3-db
configuration.

Support queries and bug reporting

A number of email addresses are available for contacting I sode. Please use the address
relevant to the content of your message.

* For al account-related inquiries and issues: customer-service@isode.com. If customers
are unsure of which list to use then they should send to thislist. Thelist is monitored
daily, and all messages will be responded to.

 For all licensing related issues: license@isode.com.

* For all technical inquiries and problem reports, including documentation issues from
customerswith support contracts: support@isode.com. Customers should includerelevant
contact detailsininitial calls to speed processing. Messages which are continuations of
an existing call should includethe call 1D in the subject line. Customers without support
contracts should not use this address.
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* For all salesinquiries and similar communication: sales@isode.com.

Bug reports on software releases are welcomed. These may be sent by any means, but
electronic mail to the support address listed above is preferred. Please send proposed fixes
with the reportsif possible. Any reports will be acknowledged, but further action is not
guaranteed. Any changes resulting from bug reports may be included in future rel eases.

I sode sends release announcements and other information to the Isode News email list,
which can be subscribed to from the address: http://www.isode.com/company/contact.php

Export controls

Many Isode products use TLS (Transport Layer Security) to encrypt datain transit. This
means that these products are subject to UK Export Controls.

For some countries (at the time of shipping this release, these comprise al EU countries,
United States of America, Canada, Australia, New Zealand, Switzerland, Norway, Japan),
these Export Controls can be handled by administrative process as part of evaluation or
purchase. For other countries, aspecia Export Licenseisrequired. This can be applied for
only in context of a purchase order for those |sode products.

You must ensure that you comply with these Export Controls where applicable, i.e. if you
arelicensing or re-selling Isode products.

The TLS feature of Isode productsis enabled by a TL S Product Activation feature. This
feature may be turned off, and | sode products without this TL S feature are not export
controlled. This can be helpful to support evaluation of Isode products in countries that
need a special export license.

Isode products are used to administer sensitive data and so Isode strongly recommends
that all operational deployments of |sode products use the export-controlled TLS feature.

All Isode Softwareis subject to alicense agreement and your attention isalso called to the
export terms of your Isode license.
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Chapter 1 Overview

The M-Vault Server has been designed and implemented to provide a foundation for a
manageable, scalable and high-performance LDAP or X.500 (2008) Directory Service.
The Directory can be accessed using a Directory User Agent (DUA), using either the
Directory Access Protocol (DAP) or the Lightweight Directory Access Protocol (LDAP).

Note: If you need some background information about LDAP and X.500
directoriesin general, see Appendix A, Introduction to Directories.

1.1 Roles

Directory Services are often administered by people with different functions or roles. Two
roles are referred to throughout this manual :

» Server Managers

Someone with thisroleisresponsiblefor managing the configuration and administrative
tasks associated with the Directory Service (for example starting and stopping the server).

Someone in this role may not need access to confidential information stored in user
entries.
» Data Managers

Someone in thisrole is responsible for the data content held within the Directory and is
likely to have rights to access confidential information within that data.

Note: The roles may, in some organisations, be performed by the same people -
but the responsibilities of each role are quite different.

1.2 Planning and preparing for the Directory

The areas to be considered when you are preparing to set up a Directory Service include:

» Thelogical structure of the contents of the Directory (and its associated schema)

e Theinitial naming context of your Directory Server (or of the first Directory Server, if
you have more than one)

» WheretheDirectory fitsin the overall hierarchy: are you only concerned with information
within your own organization, or do you need awider or deeper hierarchy, perhaps
including country level

» How and whether the Directory is going to be distributed: is the information going to
be shared across several Directories

Overview
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This planning and preparation is carried out by the Server Manager, in consultation with
the Data Manager.

Caution: If you are upgrading from an earlier version of M-Vault, you must read
the release notes provided in case there are changes to the structure of the database
between the versions. Failure to take appropriate action may result in loss of data.

The logical structure of the Directory
The way the dataiis structured is dictated by its intended use. Some broad example are:

» White Pages, which may be used to support address books or PKI.
» XMPP configuration (for M-Link).
IMAP configuration (for M-Box).

» Messaging configuration (for M-Switch).

» Address book for AMHS.

A Directory is hierarchically structured, in the shape of atree known as the Directory
Information Tree (DIT). The width and depth of that tree are determined by your choices
in structuring that hierarchy. For exampleif your Directory Server isnot part of any bigger

Directory infrastructure— perhapsit isjust being used as arepository for user accounts for
M-Link or M-Box — then you would typically create a very flat and wide structure.

Figure 1.1. Hypothetical local Directory Information Tree

ROOT

Entry of object class

o=Acme Limited S
organization

Entry of object class

ch=DSA ou=Staff . .
organizationalUnit

Entry of object class
applicationEntity

cn=Bill Smith ch=Secretary
Entry of object class Entry of object class
organizationalPerson organizationalRole

The Directory can be distributed over several Directory Servers, each one holding a subset
of the information (see Chapter 7, Connecting Directories), and each server can use a
different sub-structure. When you set up your Directory, you should consider the overall
structure and where your Directory Server fits within it.

In a(hypothetical) world-wide Directory (asshownin Figure 1.2, “ Hypothetical world-wide
Directory Information Tree”), entries for countries, international administrative regions
(such as Europe), and international organizations are listed just below the root of the tree.
Below country entries are entries for localities (states and provinces) and organi zations of
national significance, such as government departments. Entries for other kinds of
organizations aretypicaly listed under thelocality in which they are situated. At theleaves
of the tree are entries for individuals, pieces of equipment (such as printers) and other
simple objects (such as roles and applications).

Overview
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1.2.2

You are alowed a considerabl e degree of flexibility with regard to the depth and contents
of the DIT. Some levels may be omitted, while others, such as organizational unit, can also
be used at one or several levels.

Figure 1.2. Hypothetical world-wide Directory Information Tree

ROOT

c=US Entries of object class c=GB
country

Entries of object class

L o=Acme Limited
organization

o=Acme Limited

Entry of object class

cn=DSA ou=Staff . .
organizationalUnit

Entry of object class
applicationEntity

cn=Bill Smith cn=Secretary
Entry of object class Entry of object class
organizationalPerson organizationalRole

What sort of structure do you need?

Many Directories are used for White Pages queries— searching for people in organizations
using their names or other attributes. If thisisthe purpose of your Directory, keep the
number of levelsto aminimum. A flat tree meansthat Directory names (see Glossary) will
be relatively short: adeep DIT leadsto long Distinguished Names. (See Section A.2.4,
“Naming objects’, for an explanation of Distinguished Names.)

Two things determine the depth of the DIT:

* How far downtheoveral (international) DIT an organization is placed. Your organization
will be placed in the locality in which it is situated in reality; for example, a country.

» The structure of the DIT within that organization.

Do not sub-divide your organization more than is necessary: two levels of organizational
unit should be enough even for large organizations, and organizations with only afew tens
or hundreds of employees should consider not using organizational units at all.

Aspart of creating the Directory Service, you may have specified theinitial naming context
(the top of your portion of the DIT) which the Directory Server will master. If you did not
do thisthen, you will have to specify the initial naming context before you can start to
place datain the Directory.

The initial naming context

The Distinguished Names of the object entriesin the Directory will be determined not only
by the schema, but also by theinitial naming context selected for the Directory Server (see
the section called “ The naming context” for a definition of a naming context). When you
set up a Directory Server you specify the Distinguished Name of the entry at the top of its
initial naming context.

Overview
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1.2.4

The Directory Server will master all entries from that point down the DIT hierarchy. All
object entries to be mastered by this Directory Server are held within thisinitial context.

General guidelineson naming user information objectsaregivenin SectionA.2.4, “Naming
objects’.

Administration of the Directory

Administration of the Directory is mainly concerned with access control and the control
of collective (shared) attributes.

After the Directory Server has been created, you will be ableto connect to it using Sodium
(see Section 3.3.1, “Browsing the Directory”) to create roles, define access points and
control, and popul ate the Directory with data.

Genera guidelines on how to manage security in the Directory are given in Chapter 5,
Authentication and Chapter 6, Controlling Access.

Distribution of the Directory

The Directory can be distributed widely over many computer systems.

Note: If aregquest cannot be answered by a Directory Server, it may be passed
to another using available references, with any answer being passed back along
the same chain. Thisisthe way the Directory Server operates when it isfirst set
up. You may prefer to change this, so that the request is sent back with areferral
to another Directory server that the requester should contact directly. Instructions
for creating references and switching between ‘chaining’ and ‘referral’ are given
in Chapter 7, Connecting Directories.

« If you are sure that the information in your Directory is going to be held and updated
onasingle Directory Server and you are not going to need to changethislater, theissues
of distribution and communication with other Directory Servers are largely irrelevant.

* If you think you may want to distribute your Directory or connect to other Directories
in the future, you need to consider this when locating your Directory Server within the
DIT.

« If you know that you need to distribute your Directory across several Directory Servers,
possibly on different machinesin different locations, you need to consider how to divide
your information among them.

1.3

1.3.1

Directory management tools

The management tools provided by Isode can be divided into tools used for:

* Setting up and managing the Directory Service: maintaining the operational information
in the Directory.

» Accessing the Directory Information Base: maintaining the user information in the
Directory.

» Monitoring the Directory Service.

Managing the Directory Service

Two tools are available for managing the Directory Service:

Overview
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* M-Vault Console

» Dmish, which isa scripting interface that can manage the same operational information
and that is useful for batched or repetitive tasks.

M-Vault Console

M-Vault Consoleis agraphical user interface for managing the M-Vault Server, and can
be used for the following tasks:

» Creating and managing new Directory Servers.

« Starting and stopping local Directory Servers.

» Maintaining a manager’s list of Directory Servers.

 Setting up and maintaining controls for authentication.

» Managing naming contexts.

» Maintaining referencesto Directory databases (GDAMS).

» Adding a superior reference to another Directory Server.

» Managing shadowing agreements between Directory Servers.
» Managing attribute indexes.

An overview of theinterface isgiven in Section 4.4, “ Overview of M-Vault Console”, and
detailson how to usethetool to perform varioustasks are given where thetask is described.

Dmish

The Dmish command line scripting interface enables you to carry out many of the same
tasks as are possible using M-Vault Console. Thisisa Tcl (Tool Command Language)
application and is particularly useful for carrying out repetitive or regularly-run tasks, as
it can be used in batch mode and has all the features of the Tcl interpreter available for
writing scripts.

Dmish can be used to:

» Create aDirectory Server.
 Start aDirectory Server.

» Stop aDirectory Server.

» Maintain managed objects.

Details on how to use the interface are given in Appendix H, Dmish Scripting Interface.

Maintaining information in the Directory

The information in the Directory can be maintained using a Directory User Agent (DUA).
Isode provides two tools:

» Sodium (Secure Open Data, Identity and User Manager), which has a graphical user
interface.

 Tcldish, which has acommand line scripting interface.

Sodium (Secure Open Data, Identity and User Manager)

Sodium is designed to handle complex data management tasks across multiple Directory
Servers, using a graphical user interface. It allows you to:

» Manage information on multiple Directory Servers across the network from asingle,
remote client, using DAP or LDAP to access the Directory.

 Connect to (and disconnect from) individual Directory Servers.

Overview
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1.3.3

» BrowsetheDIT.

» Display the entries using different views.

 Search for entries using filters.

» Add and modify entries using templates.

» Check the integrity of any Distinguished Name references.

» Manage complex datain the Directory.

» Manage administrative points and access controls.

» Import and export multiple entries (bulkload and dump) using LDIF files.

An overview of the Sodium interface is given in Section 3.3.1, “Browsing the Directory”.

Tcldish

The general term, Tcldish, is used to refer to the DAP and LDAP Directory management
DUASs Tcldish and Ltcldish.

* Tcldish uses DAP to access the Directory

* Ltcldish uses LDAP to access the Directory.

Tcldishisnot intended asageneral DUA. Its purposeisto provide acommand lineinterface
to the Directory. The commands, based on Tcl (Tool Command Language) allow you to

move around, view and modify parts of the DIT, write and execute scripts and manage
DSAs.

Specifically, you can:

» Connect to (and disconnect from) a Directory Server.
 Display the attributes of entries.

» Compare the attributes of entries.

» Search for entries matching given criteria.

» Add, delete and modify entries.

You can a'so use Tcldish to bulk load, delete and backup sections of the DIT, using LDIF
files. You can bulk load from CSV files, if you require.

Details on how to use the interface are given in Appendix G, Tcldish —the Tcldish and
Ltcldish DUAs.

Monitoring the Directory Service

Variouslog files are available for monitoring the Directory service. By default, these files
arelocated in (LOGDI R) and have the names:

* dsa-audit.t i mest anp.log, the Directory Server Audit Log

» dsa-event.ti mest anp.log, the Directory Server Event log

 dua-event.ti mest anp.log, the Directory User Agent Event Log

Thelocations of theselog files, aswell asthe types of eventslogged and the level of detail

contained in log messages can al betailored to suit the needs of a specific installation. For
details, see Chapter 11, Monitoring the Directory.

Facilities are provided within M-Vault Console for monitoring:

« the Directory Server and connectionsto it (successful and unsuccessful, and analysed
by type of operation)

» shadowing agreement status

Overview
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* attribute indexes.
Remote monitoring can also be carried out over SNMP.

More details on monitoring the Directory Service are given in Chapter 11, Monitoring the
Directory.

Overview
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Chapter 2 Setting up the Directory Service

This chapter defines the tasks involved in setting up a Directory and the service to support
it. It explains the information you need to correctly create a Directory Server.

Note: Thischapter assumesyou have already downloaded and installed M-Vaullt.

Setting up theinitial Directory Service involves, in sequence:

1. Initia planning and preparation (see Section 1.2, “Planning and preparing for the
Directory”).

Setting up the first Directory Server.

Starting this Directory Server and opening a management connection to it.
Checking theinitial configuration.

Setting up theinitial Directory Information Base.

o g &~ w D

Setting up administration and security.

Note: This chapter describes the process using M-Vault Console, which uses a
creation wizard to guide you. If you need, or prefer, to carry out the same tasks
using the scripting interface, see Appendix H, Dmish Scripting Interface.

2.1 Information required for setup

Before you can set up thefirst Directory Server (or any Directory Server) you need to have
the following information:

» Where the information held by the Directory Server fitsin the overall hierarchy — see
Section 1.2.1, “Thelogica structure of the Directory” for guidance.

* What information the Directory Server isto master —the information it is going to
contain.

» TheAccess Point for the Directory Server, so that it can be contacted by Directory User
Agents (DUAS) and, possibly, other Directory Servers. This means you need to know
or determine the following:

» Thelocation of the Directory Server's entry within the Directory Information Tree
(DIT) —in other words, the Distinguished Name (DN) of the Directory Server.

« Thelocation of the Directory Server on the network — its Presentation Address.

» Where the configuration files for the new Directory Server are to be stored. You need
the name of an empty filestore directory.

A password for the Server Manager.

2.1.1 The Directory Server’s role in the administration

Directory Servers are providers of a Directory Service within an administration. An
individual Directory Server provides user information for aparticular type of administration.
It isthus said to represent that administration.

When you install a Directory Server, you need to give the server aDN —itslocation within
the DIT. For example:

Setting up the Directory Service
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« If your Directory is going to hold information for an organization that is either an
international organization (crossing country boundaries) or it does not need to specify
the country in which it is located, the DN of the DSA could be something similar to:
cn=DSA,o=International Herald Tribune.

« If your Directory isanationa organization and you want to locate it within a country,
you can include the country in its DN. For example, cn=DSA,0=Singapore Straights
Times,c=SG.

« If you want to define the relationship between your Directory’s entries and those held
in another Directory more precisely, you may choose to add a location between the
country and the organization. For example: cn=DSA,0=0xford Times,|=Oxford,c=GB.

The DN of the server must begin with the cn= portion, but what you add after that depends
on your particular implementation.

The information the Directory Server is to master

When a Directory Server isresponsible for aset of user information entries, the Directory
Server is said to master that information. The Directory Server may be used to master a
complete Directory Information Tree (DIT), or only part of it. The part of the Directory
which is mastered by a single Directory Server istermed a naming context. The entries
within that naming context cannot be updated by any other Directory Server (see

Section A.3.2.1, “Directory Servers’ for afuller explanation).

The Distinguished Name (DN) of the top entry of the naming context inthe DIT istermed
the context prefix. Thisis used to identify wherein the DIT the naming context starts. The
Directory Server masters user information from that point.

A single Directory Server can master more than one naming context. The one specified
when the Directory Server isfirst set up iscalled the initial naming context, but you can
add further naming contexts|later. See Section 3.5, “Adding single entriesto the Directory”.

Note: A Directory Server may be used to hold only replicated information
mastered by another Directory Server, and may not be responsible for any
information of its own. In this case, you will not have to specify the naming
context. If the Directory Server is used to master information, you must specify
acontext prefix; theinitial naming context cannot commence at the root, although
it can beimmediately subordinateto it.

Using bind profiles

To make a connection to a server, you typically need to provide at least some of the
following information:

* server address (for example, hostname and port number)

* authentication type (for example, anonynous or si npl e)

» extraauthentication information (for example, username and password)

* extra connection options (for example, whether to impose atime limit on searches).
In some cases it may be appropriate to specify thisinformation at the point of making a
once-only connection to a server. But more often it is useful to specify this information

once, and then re-use the same set of information whenever you want to refer to the same
type of connection to the same server.

I sode tools provide a mechanism to do this, by wrapping up the collection of parameters
inaBind Profile. Bind Profiles are stored in afile on disk so that they are available whenever
you run an Isode application which uses them. When you create a Bind Profile, you assign
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it a name, which makesit easier to recognise. For example, you might have Bind Profiles
called “UK Server” or “Management connection to backup server”.

Note: A bind profileis created automatically for any new Directory Serversyou
create using M-Vault Console.

Because Bind Profiles have user-defined names, they are also used as away of making
display of information more convenient. For example, when M-Vault Console shows
information about a shadowing agreement, it may show aBind Profile name (for example,
uk server) in addition to displaying the presentation address of the peer Directory Server.
Inthiscase, it isnot necessary for the Bind Profile to contain any authentication information.

A Bind Profile may contain sensitive data (such as passwords, which saves you having to
enter them every time you establish anew connection). When saved on disk, any such data
are protected by being encrypted. The whole set of Bind Profiles will be encrypted and
protected by a single Bind Profile Passphrase, which you must provide before being able
to use them.

2.2

221

2.2.2

Creating a Directory Server

Setting up thefirst (or any) Directory Server involves the following steps:

1. Creating the Directory Server system account on the network (see Section 2.2.1,
“Creating the Directory Server system account”).

2. Starting M-Vault Console.

3. Creating the Directory Server.

Creating the Directory Server system account

Thefirst step in creating a Directory Server configuration isto establish a system account
for it on the host computer. Ideally, each Directory Server on the system should be assigned
aspecial, non-privileged user identifier. Where there is only one Directory Server on the
system, the user identifier could bedsa, for example. The user with thisidentifier isregarded
as the owner of the Directory Server database.

On UNIX systems, you could create this account by editing /etc/passwd, unlessthereisan
administration command on your system to create hew accounts.

On aWindows system, the User Manager administrative tool should be used to create the
account. You need administrator privileges to create this account. You also need to assign
administrator privileges to the new account.

The directory (LOGDI R) must be writeable by this account. Other directories of the
Directory Server installation, including ( SHAREDI R) , (ETCDI R) and ( LI BDI R) and their
files, must be readable by the account.

The Directory Server is created using M-Vault Console.

The same process is followed whether you are creating a new or a subsequent Directory
Servers.

Starting M-Vault Console

On Unix, run /opt/isode/shin/mvc
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On Windows systems, select M -Vault Console from within the | sode group on the Start
menu.

Setting a passphrase

At start up, awindow is displayed asking for a passphrase that will be used to encrypt the
bind profile information for the currently logged-on user (see Section 2.1.3, “Using bind
profiles”).

1. Type the passphrase you want to use to access the bind profile you are about to create.
=\ | Profile passphrase required (=3

The bind profile file does not exist. M-Vault Console needs to create a new bind profile
file, which will be encrypted with a passphrase.

If you press Cancel, then M-Vault Console will exit without creating a bind profile file.

Passphrase: [TITTT

Verify Passphrase:  ssssssl

[ 0K l | Cancel |

You will be asked for this passphrase every time you start M-Vault Console.

Caution: This passphrase does not prevent another user from using toolsto
view or modify the Directory Server configuration files directly on disk.

2. Click OK. You will be prompted to create a DSA (Directory Server) or aprofile for an
existing DSA.

3. Click OK. The M-Vault Console window is displayed.

Creating a Directory Server

A wizard isused to create the Directory Server, prompting you for the required information:

» Click Next to store - and validate - your information and display the next page.

* Click Back to show the previous page so that you can check and amend the information,
if necessary.

 Click Cancel to abandon the process.

Step-by-step instructions are provided for creating a Directory Server with the default
configuration, with an overview of the variations available in subsequent sections.

1. Click Createonthetool bar and select New Directory Server from the options shown.
[ = Mevautt Console = |

File Help

oh Create.. v Q Scan ~

@ Directory Servers Shado’ Directary Server w
Shadow Directory Server
Profile | Hostname(s)

Multimaster Replica Server

Mew Bind Profile

Abort | Automatic scans disabled. Last scan: 20 March 2015 09:36:54 GMT

Setting up the Directory Service



M-Vault Administration Guide 12

2. The DSA creation template selection page opens.

Select the template that corresponds to the type of Directory Server you want to create:

» Default DSA Configuration createsaDSA containing asingle user account, which
you will specify. This account isamember of both the Server Manager and Data
Manager groups, whose members have permissions relevant for their roles.

» Simple DSA setup for Messaging Evaluations creates a DSA with the structure
necessary for an evaluation of a messaging solution - asimplified version of DSA
for Messaging Only. See Section 2.2.3.1, “Creating a simple DSA for messaging
evaluations’ for an overview of this option.

» Standard DSA with Super User createsa DSA similar to the first (Default DSA
Configuration) option, but with an additional user role outside of the Directory
hierarchy. Select this option if you need to alter the structure of your Directory,
removing the automatically created structure and replacing it with one of your own.
See Section 2.2.3.2, “Creating a DSA with super user account” for an overview of
this option.

=, | Create New Directory Server = @

DSA creation template selection

Select the ternplate for the server you want to create

Default DSA Configuration
Simple D5SA setup for Messaging Evaluations
Standard DSA with Super User (Not Usually Recommended)

< Back MNext = Finish Cancel

Note: Theremainder of these instructions assume you have selected Default
DSA Configuration.

Click Next.

3. Set up theinitial structure of your Directory, replacing any xx values with your own.
If you change the Base DN, the change is carried down through the rest of the template.
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=|| Create New Directory Server = |[-=

DIT structure configuration

Adjust the DNs provided by the template to suit your requirements

Base DN, for example: Country (c=gb), International Organization (o=isede), Organization
(o=isode,c=ghb), or Internet Domain (dc=isode dc=com)

=i
DSA DN: This identifies the DSA when working with several DSAs. It must be unique within the

group of DSAs that you plan to interact with using M-Vault Console. For a standalone DSA, you
may simply call it cn=DSA. It is not necessary for there to be a real entry with this DN,

cn=D5SA, c=xx
Users subtree location: This can be put either under the base DM (as below), or if you prefer, at
the root (o=users)

0= USErS, C=XX

Groups subtree location: This can be put either under the base DN (as below), or if you prefer, at
the root (o=groups)

0=groups,c=ix
Initial Directory User: This user is put into all the initial roles, and the bind profile created will

bind as this user. Afterwards you can create more users and change which users are put in
which roles, You should change the common name field to a suitable value for a real person.

cn=Thomas Atkins,o=users, c=xx |:|

[ < Back “ MNext > | Finish

O Changethe name of thisInitial Directory User to be areal person.

Click Next.

4. Depending on thetemplate you have sel ected, you may be prompted with a page showing
you aset of pre-defined access control rulesthat can be configured in the new Directory.
Any rulesyou choose to configure will subsequently be visible when you use Sodium'’s
Global Access Control View. See Section 6.2, “Global access control”.

Click Next.

5. Select the groups that you want to be created. CRL Writers Group, Certificate
Writers Group and CA Managers Group al relate to the use of certificatesto
authenticate users. If you are not using certificates, you do not need these groups.

Click Next.

6. The Passwor ds configuration window is shown, with a system-generated password
for the I nitial Directory User. You can change thisif you want to, but need to keep a
copy of whatever it is, asyou will need it to connect to the Directory.

Select Show to show the contents of the password field in plain text.

Click Next.
7. The Bind Profile Names and Filesystem L ocation window opens.
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Bind Profile Names and Filesystem Location

Use the suggested values, or enter your own

Management bind profile name: Used to manage the D5SA in M-Vault Console
cn=D5A, 0=My Org,c=GB / John Brown

The folder which will contain the directory server's database and configuration (this folder will be
created in order to initialize the DSA):

C\lsode\d3-db-3 | Browse|

| < Back || Next » Einish Cancel

=, | Create Mew Directory Server = @

14

You can use any value for the bind profile name. The default isthe DN of the Directory

Server followed by the name of the person managing it.

Specify the location to store the Directory database (the DSA folder). The installation
process creates the final directory in the path, and so requires write access to the parent
folder. For example, if you specify a path of J:\Isode\d3-db, then J:\Isode must already

exist and be writable: d3-db must not exist in that location and will be created.
. The Address Configuration page opens.

You can specify basic connection information using this page, and enable both DAP

and LDAP connections.

Address Configuration

Enter the server hostname / IP address and ports to listen on

Hostname:  dsa

Enable:
V| LDAP [¥]DAP

Port numbers:
Standards, no messaging: 389 /102
Standards with messaging: 389 /19999
@ Isode default: 19389 /19999

Alternate 2: 29389 / 29999

Alternate 3: 39389 / 39999

Alternate 4: 49389 / 49999

Alternate 5: 59389 / 59999

Advanced Editor Recheck Ports

| < Back ” Next =

Cancel

=\ | Create New Directory Server = @
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A selection of Port number s are available: the Alternate... options will normally only
used if the Standar ds-based or | sode default port numbers are already in use.

Click Full Presentation Address Editor to specify more details or aternative ports:
instructions are given in Section 2.2.3.3, “ Specifying a presentation address” .
Click Next.

9. The Confirm Details page is shown. Check that all the information it showsis correct.
If anythings needs to be changed, click Back to step back through the wizard.
Click Finish.

The wizard will then create and start the Directory Server. When the process is complete,
you will be asked whether you want to connect to it now. If you click Yes, the M-Vault
Consol e application opens, showing configuration information for the Directory Server on
several tabbed pages. Theinterfaceisdescribed in general termsin Section 4.4, “Overview
of M-Vault Console”.

Creating a simple DSA for messaging evaluations

The creation of aDSA for this purpose follows the basi ¢ wizard described above, but skips
irrelevant pages.

The mgjority of the structure created with the option is predefined. You can specify your
own Base DN and the I nitial Directory User (highlighted below).

=\ | Create New Directory Server = @

DIT structure configuration

Adjust the DMs provided by the template to suit your requirements

Base DN
o=messaging
Initial Directory User: This user is put into all the initial roles, and the bind profile created will

bind as this user. Afterwards you can create more users and change which users are put in
which roles. You should change the common name field to a suitable value for a real person.

cn=Hermann Baumann,o=users,o=messaging

| < Back ” Mext = FEinish Cancel

Creating a DSA with super user account

Thisoption creates an account with asuper user (cn=DSA Manager,cn=config) in addition
tothelnitial Directory User. Thesuper user isableto create acomplete Directory structure
after the DSA has been created.

Two passwords are created, one for each user, and two profiles. This enables you to bind

to the Directory either as the named person who isthe I nitial Directory User or asthe
DSA Manager.
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Specifying a presentation address

A presentation address is one component of the Access Point for a Directory Server (the
other being its Distinguished Name). In most cases, you will only need to provide the
hostname (or |P address) of the server and the port number on which the application will
be listening when either creating a Directory Server or connecting to one.

To help when specifying more complex presentation addresses, M-Vault Console includes
afacility that splits them down into their component parts.

Note: Presentation address components are only briefly summarized here. See
Section C.2.28, “PresentationAddress’ and the M-Switch Administration Guide
for afuller description of string format presentation addresses.

The string representation of a presentation address can consist of transport, session and
presentation selectors (up to three selectors), network addresses (up to eight), including an
LDAP address. However, the only mandatory component is a single network address.

The detailed version of the Presentation Address Configuration page is available when
you are asked to supply a presentation address, including:

» Aspart of thewizard when creating anew Directory Server (see Section 2.2.3, “ Creating
aDirectory Server”)

» AstheDirectory Server Address page when completing Advanced details (see
Section 3.2.2.2, “ Creating or modifying a bind profile”).

» Asthe Server Addresspage displayed in the Configuration section of M-Vault Console
(see Figure 4.1, “The M-Vault Console Managing window”).

If the advanced version has been accessed from the Simple Hosthame / Port Editor, it
will contain details that were entered on that simpler page.

=|| Create New Directory Server = @

Address Configuration

Enter the server hostname / IP address and ports to listen on

Type Hostname or network address Port number Add...
X500 dsa.example.com 19999
LDAP dsa.example.com 19389
Selectors...
Advanced...

Selectors : (none)

Simple Hostname / Port Editor |

| < Back ” Mext = ] Finish Cancel

* Click Add... to add other types of address information to those already shown (if any).
e Select an entry and click Edit... or double-click it to make changes.
» Select an entry and click Remove to delete it.
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Click Selectors... to specify individual selectors. The selectors are Presentation, Session

and Transport.
=11 Selectors ==
Presentation: (145 ~| "
Session: \M "
Transport : \M "
o J[ o ]

The selectors can be entered as |A5 (text) or hexadecimal:
* |A5meansan A5 (ASCII text) string. For example, X500 may beavalid text Transport
selector.

» Hexadecimal means a string of an even number of hexadecimal digits, for example,
001af f . The length of the selector is half the number of digitsin the string. Thisisthe
most general form and can be used to represent any selector value.

Click Advanced to see a string representation of the address that can be edited directly.

=\ Presentation Address string representation @

Edit, copy or paste the string representation of the presentation address:

URI+0000+URL+itot://dsa.example.com:19999|URI+ 0001+ URL+Idap://dsa.example.c

[ oK ] | Cancel

Note: Any changeto any part of the Directory Server’s presentation address only
takes effect after the Directory Server has been stopped and restarted.

2.3 What's next?

Depending on the role of the Directory Server, you may need to:

» Decide on the structure of the DIT it will master if this has not already been done — see
Section 1.2.1, “Thelogical structure of the Directory”.

 Delegate responsibility for management of the information stored within the Directory
(see Chapter 6, Controlling Access).

 Specify security settings:. the level of authentication required by Directory User Agents
and secure connections (see Section 5.3, “ Configuring authentication for specific
protocols’).

» Prepareandload any existing data, either in bulk or asindividual entries—see Section 3.8,
“Importing and exporting entries’ for guidance on preparing and uploading multiple
entries, or Section 3.5, “Adding single entriesto the Directory” for instructions on adding
single entries.

» Connect to other Directories — see Chapter 7, Connecting Directories. Determine
shadowing (replication) requirements and create appropriate agreements between the
Directoriesinvolved — see Chapter 8, Shadowing.
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Chapter 3 Managing the Data

Thischapter describes how to add, modify and del ete data using Sodium, either asindividual
entries or in bulk. This chapter should be read by the Data Manager, although the Server
Manager will find some of the background information useful.

In particular, this chapter covers:

» Deciding where to store the information: choosing an appropriate location within the
Directory structure enables you to control accessto it more easily. Thisis covered in
Section 1.2.1, “The logical structure of the Directory”.

* Classifying the data you want to store: this determines what you must and what you can
record about each entry. Thisis covered in Section 3.1, “Classifying the data’.

» Using Sodium to add, modify and delete Directory entries.
» Customising Sodium to meet your organization’'s needs.

Appendix A, Introduction to Directories, contains useful background information about
Directories that will help you to make appropriate decisions.

Note: When aDirectory Serviceis created, only the Data Manager is allowed to
add, modify or delete user information entriesin the Directory. This management
responsibility can be delegated using one of the management tools provided by
Isode. See Chapter 6, Controlling Access, for more information.

3.1 Classifying the data

Before you start adding data to the Directory, you need to know what sort of datait is. In
Directory terms, thisis defined by the object classes of that entry, which determine what
information can be stored about it.

When adding an entry to the Directory, you need to specify astructural object class (person,
organization, organizationalUnit and so on) and can optionally add multiple auxiliary
object classes to enable additional information to be recorded.

Sodium simplifiesthisfor you: you choose thetype of entry you want to add, which specifies
the structural object class, and then select from alist of pre-defined templates to enable
additional information to be recorded (see Section 3.4, “Modifying entries’, for information
on modifying entries, and Section 3.5, “Adding single entries to the Directory”, for
instructions on adding entries).

Note: The number of available object classesislarge. We suggest sometimeis
spent familiarising yourself with the classes you might want to use for your
organization’s data. Some of the object classes contain more attributes than are
currently displayed on Sodium’stemplate pages. To view all the available attributes
within an object class, select the Schema view (see Figure 3.2, “ Sodium’s Browse

page’).
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What information can be stored?

The object classes selected for an entry define the set of attributes that the entry must (are
mandatory) and may (are optional) contain.Appendix B, Attributes, gives some examples
of structural object classes and their associated attributes.

Note: Whileit is possible to define your own set of additional attributes and
object classes (see Section B.2, “ Extending the schema”), this should only be done
when thereis no aternative. Locally defined attributes may not be understood by
remote systems.

Standard attributes

Many attributes avail able for usein White Pages and other applications are self explanatory
—such as Surname. Thelist below gives more detail for those that require some explanation
(these attributes are defined by the X.521 (2008) standard).

Note: It isimportant to use attributes to record the type of information they were
intended to record. You should not, for example, use Description to hold a
telephone number, as this will affect searching capabilities.

Note: The attributes below are listed as they are labelled in Sodium. The actual
attribute name is the same, without the spaces, unless otherwise specified:
variations are shown in square brackets.

SeeAlso
Used to specify the DNs of other closely related objects. For example, when used as
an attribute of aroom object, See Also could be used to indicate the room'’s usual
occupant(s).

Postal Address L abel
[postalAddress] Should be the full postal name and address, although it islimited to
six lines of thirty characters each, whichisto be used for the physical delivery of paper
mail and parcels.

Phone
[telephoneNumber] Should be stored using the full international format defined in
E.123, for example +44 123 456789. Extensions can be indicated by appending the
letter “x” and the extension number to the telephone number.

Fax
[facsimileTelephoneNumber] Should be stored, like Phone, using thefull international
format, but can have additional parameters for controlling fax machines that normal
phone numbers do not have.

Description
Can be used for arbitrary descriptive text about the object.

Title
Should be used to describe ajob title or function within an organization.
City/L ocality
[localityName] Used to identify the geographical areas of locality in which the object
is physically located.
State/Province
[stateOrProvinceName] Describes the state in which the locality is found.

Aliased Object’'sDN
[aliasedObjectName] The full Distinguished Name of an aliased object.
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Group Members
[member] Specifiesthe DN of amember of a Group of Names[groupOfNames].

Owner
The DN of the person responsible for the associated object.

Role Occupant
The DN of the person who fills an organizational role.

Internet attributes

More contact and personal details can be added by selecting the Internet Or ganizational
Per son object class from the template. This makes a number of other attributes available,
such as E-mail [mail], Mobile, Pager and Home Phone.

Collective attributes

Many entries within a subtree may share the same values. For example, all people within
asmall organisation might share the same tel ephone number and postal address. To manage
thiseasily and avoid duplication of datathereisaspecia kind of attribute called acollective
attribute.

Collective attributes are stored in a subentry of an Administrative Point (see SectionA.3.1,
“Administration of the Directory”), but they appear in al the entries within the
Administrative Area. Many of the standard attributes have a collective attribute subtype,
which meansthat any querieswill retrieve valuesfrom both theindividual and the collective
attributes. For example, collectiveTelephoneNumber is defined as a subtype of
telephoneNumber.

Sodium provides a special view that allows you to manage collective attributes (see
Section 3.7, “Collective Attributes”).

Unknown attributes

The M-Vault Server is configured with the most current, and commonly used attribute
types, together with attributes defined for its own use. However, other Directory Servers
may define their own local attribute types, and new standard attributes will continue to be
published, all of which will have to be handled by the M-Vault Server. In most cases, the
M-Vault Server will handle these attributes transparently by storing the attribute OID and
the ASN.1 along with its value. This unknown attribute subsequently can be returned in
future requests (hence a DUA/Directory Server which is configured with the attribute will
be ableto handleit correctly). All unknown attributes are treated as user-attributesin order
for them to be handled appropriately by the M-Vault Server.

3.2

Data management using Sodium

SodiumisaDirectory User Agent (DUA). It enables you to add, modify and delete Directory
entries. Creating and modifying entries using Sodium ensures that they contain all the
information required for the Directory to function correctly. You will not be able to create
an entry without specifying values for any mandatory attributes.

There are two basic methods for getting data into a Directory:

» Add the data entriesindividually.
 Get the datainto an acceptable form, and bulk load it.
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Obvioudly, if you have large amounts of data and can get it into an acceptable form, it is
much more efficient to bulk load it. See Section 3.8, “Importing and exporting entries’,
for more information. However you are going to add the data, you need to connect (bind)
to the Directory Server using a user who has permissions to do so (see Section 3.2.2,
“Binding to the Directory using Sodium™).

Profile passphrase

Bind profiles hold connection information for Directories. They can be protected by
encrypting them using a passphrase (see Section 2.1.3, “Using bind profiles’). When you
start Sodium, it will prompt you for this passphrase if your Bind Profile file is encrypted.

You can use Sodium without specifying a passphrase; however, you will be unable to
perform any of the functions related to the management of identities (X.509 functions —
see Section 3.10, “Managing identities”), and you will be unableto save passwordsin your
bind profiles (see Section 3.2.2, “Binding to the Directory using Sodium”). If you have not
already created a passphrase for your bind profiles, you will be prompted to create one
when you start Sodium.

If you want to set a passphrase at alater time or change your existing passphrase, select
the X.509 menu and then select Set Sodium Passphrase.... If you are changing an existing
passphrase, you will be prompted to enter it for verification. If you change your profile
passphrase, then encrypted bind profile dataand any deferred identities (see Section 3.10.2,
“Continuing to create adeferred identity”) will be re-encrypted using the new one.

Note: You use the samefile containing bind profiles whether you are connecting
through Sodium or M-Vault Console. In Sodium you only see profilesfor servers
that you manage and profiles that you create in Sodium. You cannot see profiles
that were created in M-Vault Console for ‘known’ servers (those you do not
manage).

Binding to the Directory using Sodium

To connect to a Directory, Sodium uses a bind profile (see Section 2.1.3, “Using bind
profiles’). Once a bind profile has been created, you can use it to create new connections
to that Directory Server (DSA) whenever you want.

Note: For aone-off quick connection to aDSA, select Session - Bind -
Connect... from the menusto create atemporary bind profile which will be used
just to perform a single bind.

To see thelist of available bind profiles at any time, open the Bind Profile Management
window by selecting Session - Bind — Manager... from the menu.
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Figure 3.1. Sodium’s bind profile manager

. Bind Profile Managerment (=3

Configured Binds (encrypted)

=D =My Org,c=GE / John B
cn=D5A0=My Org,c / John Brown New..

[ Connect l | Close |

A bind profile always includes the location of the server, the protocol (DAP or LDAP) it
isusing, and detail s about how to authenticate (for example, simple or strong authentication),
along with any necessary credentials. Other information may also be held in abind profile,
such as the service controls to be used, or options which determine how Sodium displays
information once a connection has been made.

You can create as many bind profiles as you want, and they are saved when you quit the
application so that they will be available when you next run Sodium.

When bind profiles are saved to disk, Sodium will omit any sensitive data (such as
passwords) unless the bind profiles are encrypted.

If your bind profiles are not already encrypted, an Encrypt button is shown on the Bind
Profile Management window. If you click Encrypt, Sodium will prompt you for a
passphrase, which it will use to encrypt your bind profiles. You will then have to give this
passphrase whenever you run Sodium.

From the Bind Profile M anagement window, you can:

» Connect to a Directory using abind profile
» Create anew profile or modify an existing one
» Delete profilesthat are no longer required.

3.2.2.1 Connecting to the Directory

Select aprofilefrom thelist and click Connect. Once aconnection has been made, Sodium
displays a Browse tab in the main window.

Note: When you make a new connection, any previous connections will remain
open (on separate tabbed pages). This means you may have simultaneous
connections to multiple Directories (or to the same Directory).

Disconnect from aDirectory using the Session — Unbind menu option. A connection will
also be unbound if you close all the windows that were showing it.

3.2.2.2 Creating or modifying a bind profile
To create a bind profile, either click New... or Copy. Which you choose depends on how

much of the information you need isin an existing profile. For example, if you are creating
a second bind profile to connect to the same Directory but at a different access point or
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using adifferent identity, choosing Copy will reduce the amount of information you need
to enter manually. You can them modify the copy to make any necessary changes.

To make changesto a bind profile, select it and click Rename or M odify. If the only thing
you need to change is the display name to make it more easily identified, select Rename.
If you need to change other information as well, click M odify.

Note: The steps are the same whether you are creating a new bind profile or
modifying an existing one.

1. Specify how the Directory will be contacted on the Directory Server Address page.
Use this page to specify the location of the Directory Server and the protocol used to
connect to it.

%7 Bind Profile Details = ===

Directory Server Address

Use this page to specify the display name and address of the Directory Server

Address: |DAP ¥ | Hostname: Port: 19999

Display Name :

A base DN may optionally be specified to limit the view of the directory to the subtree below the
given DN.

Base DN :

Jext > Finish Cancel

e The protocol you choose (DAP, LDAP or LDAPS) will change the Port number
displayed to the default for that protocol, unlessit has already been edited.

» The background of the Hostname box will change from red (invalid) to orange to
clear as the hosthname is entered, assuming it isavalid value that is reachable.
A hostname can be:
« A fully qualified domain name (for example, ser ver 1. myor g. co. uk)
e AnIP address
* localhost.
» TheHostnameis shown as the default Display Name, but this can be changed.
» Specify aBase DN if you want to connect to the Directory at a certain point in the
tree.
If you chose Advanced in thefirst drop-down list, you can specify all the elements of
the presentation address individually.
» TheDirectory Server Address pageis shown in Advanced mode.
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%7 Bind Profile Details = @

Directory Server Address
Use this page to specify the display name and address of the Directory Server

Address: |Advanced - =

The addresses below will be used to make a DAP connection to the DSA:

Type Hostname or network address Port number Add...

Selectors... £
Advanced...

Selectors: (none)

Display Name :

A base DN may ocptionally be specified to limit the view of the directory to the subtree below

the given DN.
Base DN : N
< Back Mext = Finish Cancel
» Click Add... or select an existing entry and click Edit... to open the Networ k Address
window.
% Network Address @
Type: | K500 | Hostname: Port: 19999

[ oK ] | Cancel |

* Click Selector sto open awindow for specifying Presentation, Session and Transport
details. See Section 2.2.3.3, “ Specifying a presentation address’, for moreinformation
on specifying the different selectors.

Click Next to move on to the Authentication Type page.

2. Choose the type of authentication you want to use when connecting to the Directory
using this profile. Access to the Directory depends on the correct credentials being
supplied when an attempt is made to bind.

Note: Authentication isthe means by which the client and server prove their
identities to one another once a connection has been established. Descriptions
of the different levels of of security are given in Chapter 5, Authentication.

The available options are:

» Anonymous: No logon credentials (username or password) are required.
Click Next to go to the Anonymous Bind page, where the only option isto Start
TL S and then (optionally) to select an identity to use if the LDAP Server requires a

client certificate for TLS. See Section 5.7, “TLS configuration”, for information on
TLS.

» Simple: A DN isrequired, together with an optional password.

Click Next to go to the Simple Bind page. Select aBind DN from the Directory and
enter the password if you do not want to be prompted for it when binding. You aso
have the option to Start TL S (as with an anonymous bind).
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» Strong: A strong bind uses a DN and a secure private key. For more information, see
Section 5.2.1, “Establishing identity”.

Click Next to go to the Strong Bind page. Start TL Sis selected automatically, and
you must provide an identity. You can also provide an optional SASL Authorization
ID (see Section 5.5, “SASL authentication™).

» Kerberos: Thistypeof bind usesaticket issued by atrusted third party to authenticate
youl.

Click Next to go to the Ker beros Bind page. You need to specify thelevel of security
(Security Layer) you require, whether Active Directory compatibility isrequired
and whether you are going to use Single sign-on (the same credential s as used when
logging on to the operating system) or will provide a Username and Password. See
Section 5.5.4, “SASL GSSAPI configuration”, for more information.

When you have set the bind credentials you require, click Next to go to the Session
settings page.

. This page containsfive separate pages, accessed by tabs. You only need to make changes

here if you want something other than the default settings.
%7 Bind Profile Details o |[-=- =]

Session settings

Use these tabs if you want to adjust any session settings

Chaining |Limits |Advanced Managerl Sodium|
[¥] Prefer Chaining

[T] Prohibit Chaining

[C]Limit to Local Scope

[[]Don't Use Copy

Copy Shall Do

Mext > [ Finish ] ’ Cancel ]

Specify how you want to manage operations when results cannot be returned from the
local Directory on the Chaining page.

» Prefer Chaining - if the objectsare not onthelocal Directory Server, chain to another
oneif thisis possible. Chaining passes the request to the other Directory Server and
then passes the result back to the requester.

Note: Thisoptionisarequest, and isirrelevant if Prohibit Chaining (see
below) is selected.

 Prohibit Chaining - if the objects are not on the local Directory Server, do not chain
to other servers.

» Limit to Local Scope - only use data stored on Directory Servers considered to be
‘local’.

» Don't Use Copy - if thisoption is selected, the Directory Server will only consider
master copies of information and will ignore shadow (replicated) information.
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» Copy Shall Do - if this option is selected, a copy of information that may not be
completeisacceptable. Thismay be sufficient to answer some end-user queries (such
asobtaining an email address) and may be quicker than insisting only complete copies
are acceptable.

Note: Thisoptionisirrelevant if Don’t Use Copy is selected.

You can control the impact of operations using this bind profile using the L imits page.

 Priority - thisis anumeric value that corresponds to a priority level associated with
any operation started by binding using this profile. 0 = low priority, 1= medium
priority, 2 = high priority.

» Size Limit - specify the maximum number of entriesthat are returned in alist or
following a search. The server will enforce an upper limit regardiess.

» TimeLimit - the maximum time, in seconds, that aresults from a search or arequest
to list entries can take. Any results that are not returned in this time are shown as
errors.

Advanced options enable you to access and view the information in different ways.

» Don't DereferenceAliasesis selected by default, which means that aliases that are
either the starting point of an operation (e.g. the search base of a search, the parent
of an add, or the object itself for other operations) are not automatically dereferenced.
If this option is not selected, then the real entry referenced by the aliasis used.

» Request Password Policy I nformation - see Section 3.2.2.3, “Password policy”.

» Search Aliases - if selected, any aliases found in the search scope will automatically
be dereferenced, and those entries searched instead.

» UseAliason Update- if selected and Don’t Dereference Aliasesis also selected,
updates made to an alias entry will be applied to the alias and not to the entry it
references.

» Subentriesonly - when this option is selected, searches will only look at subentries
(entriesheld immediately below administrative pointsthat hold access control, schema
or collective attribute details).

* ManageDsalT - if not selected (the default), operations carried out during thissession
will apply to normal entries. Select this option to direct operations to other levels
using knowledge references.

TheManager tab alowsyou to specify whether Sodium should present extrainformation
that is useful when performing management operations. Of special noteisthe Enable
Directory Server Manager GUI Features option: when thisis selected, the View
menu is updated to include options which allow the creation of viewsto allow the
viewing and configuration of global and local access control (Section 6.2, “Global access
control” and Section 6.3, “Local Access Control Information (ACI)"), knowledge
references (Section 7.3.2, “ Subordinate and cross references’) and collective attributes
(Section 3.7, “Collective Attributes”).

Use the Sodium page to specify

» Which views should be enabled (template, full, schema, raw)

» Whether the default view should be Full or Template

» Whether to issue a Confirm prompt before deleting any entries

» Whether to fill in member of fields. By default, when displaying an entry whose
template hasaMember of attribute, Sodium will perform a search of theentire DIT
in order to find groupsthat contain the entry’s DN. This allows Sodium to show which
groups contain the entry. For large directories where there are many groups, these
searches can be slow and so this option allows you to disable this functionality.
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» Whether DN verification is performed. When an entry contains attributes that are
themselves distinguished names, DN verification means that Sodium will verify the
attribute values and highlight any that do not correspond to actual entriesin the
directory. For entries where there are many attribute values of this type, you may
want to limit the number of values which Sodium verifies, or disable verification
atogether.

» Specify the entry in the DSA that contains security policy and catalogs that are to be
used when Sodium displays and edits SIO information.

4. Click Finish to complete the bind profile.
Password policy

Sodium is able to request password policy information when performing abind to a
Directory Server. You can set this option using the Session Settings window, availablein
in the Session menu, and also as the final stage of creating or modifying a bind profile).
Directory Servers may respond to thisrequest with information about password expiration,
in which case Sodium will prompt the user to change his or her password.

% Password Policy Response from Server @

WARNING
Password Policy Status : CHANGE_AFTER_RESET

You must change your password (2 extra grace authentications remaining)

Enter a new password, or use CANCEL to leave it unchanged

Password:

Verify Password:

| Cancel |

A Directory Server may operate a password policy that imposes constraints on legitimate
values for passwords (such as minimum length); errors caused by the entering of illegal
passwordsfor the policy will result in Sodium requesting the user to try adifferent password.
See Section 5.6, “ Password management”, for information on M-Vault's implementation
of password policy.

Changing your password

In the case of simple authentication, the Directory Server maintainsacopy of your password
(possibly in ahashed format; see Section 5.6.3, “ Storing passwordsin the GDAM”) which
it uses to validate bind operations. When you are bound using simple authentication, the
Session - Change my Password... menu option will be enabled, which lets you change
your password on the Directory Server (any hew password you supply will be subjected
to whatever password policy checks are enabled on the Directory Server). If you change
your password using a session which is associated with a bind profile, then Sodium will
also update the bind profile to reflect the updated password, which means that the bind
profile will continue to work with the new password.

3.3

Finding Directory entries

You can find Directory entries to check the values they contain or to make changes either
by browsing the Directory (described below) or by searching for them (see Section 3.3.2,
“Searching the Directory”).
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Browsing the Directory

A Browse page (identified by atab that islabelled Browse: followed by the name of the
currently selected object) is opened when you connect to a Directory server. You can
expand the tree (described in step 3, below) to see the contents of the Directory.

The different sections of the page have been numbered in Figure 3.2, “ Sodium’s Browse

p

age”, for ease of reference: a description follows the image.

Figure 3.2. Sodium’s Browse page

% cn=DSA,0=MyOrg / Jane Smith - Sodium == |@
Session Edit Operations X509 View Help

Browse: MyOrg 52 [

,| "en=DSA,0=MyOrg / Jane Smith": LDAP bind to 'dsa’ on port 19389 [ 0 |Temp|ateview v| |E|
& World Organization | Address
cn=config .
& o=MyQOrg Organization Name MyQrg ’+ |
& o=Groups o
5% o=Users Description |+ |
B cn=Jane Smith =
See Also ’Pick| ’T|
U -
Phone ’4- |
Fax |T|
g

Add another... | | Clone... | | Object classes...

| Viewing: o=MyOrg [

Key to numbers:

1.

Thetab itself. This displays both the type of tab and the name of the entry currently
being viewed.

Click the ‘X’ on the right of the tab to close that page.

. The name and authentication level of the current connection are displayed at the top of
the page, immediately below the tab.

. Over to theright of thisareaisadrop-down list which changes the view of the contents
on the right-hand side of the page, and alock button that allows the current view and
tab to be maintained whilst browsing between entries.

. Theleft-hand side of the page shows a hierarchical tree view of the Directory.

Initially there will be only one entry in the view labelled Wor |d which represents the
root entry of the connected Directory Server.

You expand each entry in the view to reveal the entriesimmediately below itinthe DIT.
Entries retrieved from the Directory will be named with their RDNs; for example,
o=Acme Limited or cn=DSA Manager. Some entries will have no child entries and
S0 cannot be expanded or contracted.

Right-click on an entry in this area to show a menu that mirrors the options available
in the Oper ations menu.
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5. Theright-hand side of the page shows information related to the entry selected on the
left-hand sidein a series of tabbed pages. Theway inwhich thisinformation is displayed
is determined by the option selected from the drop-down list at the top of the page.

Template — attributes are only displayed when they are defined in an appropriate
template.

Full —thisisthe same as the Template view, except that any attributes returned that
are omitted from the templates are displayed in an extraMisc tab.

Schema — this shows one tab per object class, and shows each attribute permitted in
each object class using an appropriate editor. It does not use templates.

Raw — this shows a single tab, and shows each attribute using an appropriate editor.
It does not use templ ates.

Custom —this shows a single tab listing each attribute that has failed Sodium's
referential integrity checking.

6. Thefull DN of the entry read is displayed at the bottom of the main window next to the
Abort button.

The Abort button is used to cancel any currently active operations. This can be useful
if aDirectory Server is slow to respond.

Note: You can open multiple Browse pages: right-click on an object and select

Browse or select Operations — Browse from the menu. The new page will open
in anew window, but you can drag it to form a new tab in your existing window
if you prefer.

Searching the Directory

In a Directory containing alarge number of entries, it may be easier to find an entry by
searching than by browsing.

Note: A search will start from whichever object you have selected. So, for
example, if you start a search when you first bind to the Directory without doing
anything else, you will be searching the whole Directory (from World level). If
you know, for example, that the entry you want isinside a particular organization
or organizational unit, select it before you start the search.

To start the search:

 Right-click on an object and select Sear ch.
» Select Operations - Search from the menu.

You can choose either:

» Simple Search —type the text you are searching for into atext field and then click OK.

This option searches for entries containing your text in attributes commonly used for
names (such ascommonName, surname, €tc.).

» Advanced Search, which alowsyou to build an LDAP-style search filter (see Figure 3.3,
“Sodium’s search window”).

1
2.
3.

4,

Select the Attribute Name you want to search from the list.
Select the M atching Rule you want to use.
Type the value you are searching for.

The search filter will be created by Sodium and will be displayed in the bottom field.
Click OK.

Managing the Data



M-Vault Administration Guide

3.3.2.1

Figure 3.3. Sodium’s search window

% Search in Subtree: 0=MyOrg

Simple Search | Advanced Search
Use the matching rules below to create an LDAP search filter or manually type it.

Select or type in an attribute name; a tooltip will display possible completions as you type.
You can use the space key for auto-completion of attribute names.

Attribute Name Matching Rule Value

surname * |equals w | Brown

Enter a valid LDAP search filter

(surname=Brown)

OK | | Cancel

Viewing search results

30

Results from the search are displayed on a Sear ch tabbed page, identified by the word
Search: followed by search filter you used; for example, Search: (surname=Bro*).

Theresults are displayed in the same kind of tree view as used in the Browse page (see
Section 3.3.1, “Browsing the Directory” for an explanation of the page display), except

that only the entries matching the search filter are displayed.

Figure 3.4, “Results of asearch” shows the results of asearch. Theitalicized entriesin the
tree view are not search results; they are present so that thereal search results are displayed

within the appropriate hierarchy.

Click an entry in the tree to display information about that object it in the right-hand side
of the page. Selecting Refresh Search fromthe DIT context menu or from the Oper ations
menu requests fresh results from the Directory Server to refresh the view.
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Figure 3.4. Results of a search

%, cn=DSA,0=My Org / Jane Smith - Sodium == |@

Session Edit Operations X509 View Help

Browse: John Brown, ... Search: (surname=Br... I

o| "en=D5A,0=My Crg / Jane Smith": LDAP bind to 'dsa’ on port 19389 Template view v| |i'|
& en=John Brown Personal | Group | Contact | Other | Address | Photo | Employee
.

Full Name John Brown |+ |
Surname Brown

User Password

m

Password: <Mo value available> |£| |z|

&)

E-mail

User Certificate

Add another... | | Clone... | | Object classes...

Viewing: cn=John Brown,o=Users,o=My Org

Note: You can have the results from several searches open at once. Use the
information on the tabs to identify them.

Comparing attributes

To compare the value of an attribute with one you provide, right-click on an object in the
tree on the left side of the Search page and select Compare. The Compare option isalso
availablefrom the Oper ations menu. Enter an attribute name and valuein the box displayed.
Sodium will ask the Directory whether the entry contains the specified value for that
attribute.

Thisisuseful for checking attributes such as passwordsin configurations where the attributes
may not be read, but may be compared as a means of verification.

Note: The attribute value being compared is only visibleif you select the Show
option.

¥ Compare Operation on Entry "cn=John Brown,o=Users,o=MyQrg" @

Enter the name and value of the attribute to be compared. The attribute value will be
obscured unless you check the "Show" box.

Attribute Mame | userPassword|

Attribute Value  P3deBgkj | Show

OK | | Cancel

Security policy

An M-Vault server may be configured with a Security Policy (Section 6.5, “ Security labels
and clearance”), in which case Sodium will be subject to whatever constraints the policy
specifies: for example, when you are browsing the Directory tree, the Directory Server will
only return information about entries that your security clearance permits you to see.
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For any entry that has a security label, Sodium attempts to validate the label against the
DSA's security policy. Depending on the policy, this can result in Sodium displaying extra
marking data above and/or below the entry’s contents, as shown in Figure 3.5, “ Security
policy warning message’. The Security Policy determines the value of the text, its colour,
and itstooltip (in the example shown, “DEMO-UK UNCLASSIFIED", green, and
“DEMO-UK UNCLASSIFIED”, respectively). Should Sodium encounter an error when
processing Security Policy information (for example, if an entry contains a Security Label
which refers to a Policy other than that for which the DSA is configured), then awarning
will be displayed before the entry is shown, and awarning label will be shown above and
below the entry itself.

Figure 3.5. Security policy warning message

DEMO-UK UNCLASSIFIED

Personal Contact | DEMO-UK UNCLASSIFIED | | Employee | Other || €]

E |

Full Name Jane Smith

Description B
See Also \ﬂ/ T :
Surname Smith

Title

) E

Given Name

DEMO-UK UNCLASSIFIED

3.4

3.4.1

3411

Modifying entries

Select an object in the tree on the | eft of the page to see display the values of its attributes
inthe areaon theright. Theway in which theinformation is displayed depends on the view
that has been selected.

If an entry is successfully changed in some way (modified, renamed, or moved), Sodium
will automatically update al the other views that also show that entry.

Changing the value of an attribute

Most of the attributes displayed in the right-hand part of the Browse page are editable. If
Sodium determines (using the schema) that a particular attribute may not be changed by
users, it will prevent it from being edited.

» The Apply button is disabled until a change is made to any of the values. If you click
Apply, Sodium will to attempt to modify the Directory entry with the changes.

» TheCancel button will discard all the changes madeto an entry, and will re-read it from
the Directory server.

Highlighting errors

Youwill not be ableto apply changes (the Apply button will remain disabled) if mandatory
attributes in the entry are empty, or if avalue entered for an attribute isinvalid. To enable
you to identify the problem attribute(s) ared icon is displayed:

» Onthetab of any page containing an affected attribute
» Alongside the attribute
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» Alongside the Apply button.

% cn=DSA,0=My Org / Jane Smith - Sodium = |- @

Session  Edit  Operations X509 View Help

\j_? Browse: Jane Smith,... i1
.| "en=D5A,0=My Org / Jane Smith": LDAP bind to 'dsa’ on port 19389 Template view v| |i‘|

Personal | Group | Contact| &% Other | Address | Photo | Employee

Description |Z|
See Also Angela Smith |E| |I|
cn=John Brown Title |Z|

m

Given Name +

Initials [+]
Display Name

%.500 Unique Identifier |T|

Object classes... rY | Cancel |

8 Medifying: cn=Jane Smith,o=Users,o=My Org

Note: Sodium can perform additional checks on the contents of certain attribute
values, and will draw yellow warning icons as well as change the background of
any fields which fail these checks to yellow.

3.4.1.2 Undoing changes

You can undo changesto an attribute val ue by selecting one of the following from the Edit
menu:

» Revert attribute, then Revert attributeto last valid values

» Revert attribute, then Revert attributeto original values

You can also see these options by right-clicking on the field.

3.4.2 Changing an entry’s object class

To modify the object classes associated with an entry, click Object classes... below the
entry’s attribute values.

The editor used to modify object classes can display two columns: alist of templates and
alist of object classes.

 Both columns are shown in when you are using the Full view (see Figure 3.6, “Object
class editor showing both the templates and the object classes”).
* Only the templates column is displayed in Template view.

* Only thelist of object classesis displayed in all other views.
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Figure 3.6. Object class editor showing both the templates and the object
classes

% Object Class Editor (=]
"Person” template: Object classes: -
v Organizational Person
v Internet Crganizational Person v person
Isode M-Box User v organizationalPerson
Isode M-Box Gateway User v inetOrgPerson
X.400 Messaging accountlockableObject
ATN AMHS User mhsUser
PKI User atn-amhsUser
PKICA certificationAuthonity
Certification Authority clearanceObject
Entrust CA entrustCA
(NIS) POSIX Account isodelmalUser

(MIS) POSIX Shadow Password

Password Policy Exclusion

isodeMboxGatewayUser
inetUser

Account Lock inetl ocalMailRecipient

Clearance mboxUser
v SI0 Clearance pkiCA
Isode IMA User prillser
posixAccount

pwdExcludableObject -

0K l | Cancel

A template or object class currently being used in the entry isindicated by atick in the box
to the left of itsicon and name.

» Toadd an unused template or object class, click it. A*+" will appear on theicon, indicating
it will be added when you apply the changes.

» Toremove acurrently used template or object class, click it. A‘— will appear on the
icon, indicating it will be removed when you apply the changes.

Object classes are often related — for example theinetOrgPerson object classisasubclass
of the organizationalPerson object class. Sodium is aware of these relationships and will
automatically add any required object classes when necessary.

To see which object classes are related to one you want to use, hover the mouse over it:

» Required object classes are shown with a blue icon.
» Optional object classes are shown with agreenicon.

In the Full view (as shown in Figure 3.6, “Object class editor showing both the templates
and the object classes’) alist of object classesis shown on theright. In thislist, structural
object classes are displayed in bold type and auxiliary object classes are displayed initalic
type. Selecting object classes will automatically cause the appropriate templates to be
selected.

Entering data containing line breaks

Most string entry fields in the entry editor start off asasingle-linefield, but many of them
can be switched to amultiple-line mode. To do this, either:

e Paste multi-line text into the field.
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» Select Switch to multiple-linefield from the Edit menu, or from the menu shown when
you right-click on the field.

Note: To enter aline-break in amulti-line field, use the Return key on your
keyboard.

Multi-line mode is also used if the existing field contents contains unprintable characters
or line breaks. In the multiple-line mode, escape sequences are used: “\\” for backslash,
“\r” for carriage-return, “\n” for line-feed, and “\” plustwo hex digitsfor undecoded UTF-8
bytes. The hex form may be used both for invalid UTF-8 fragments and also for valid
UTF-8 characters that are unprintable.

Buttonsto the right of the field allow switching between UNIX (LF) and DOS (CR-LF)
line-ending views and also conversion of line-endings between the two systems. (DOS is
the convention used on Windows systems.)

Note: Switching the view does not change the underlying datain any way; it only
determines which control sequence is shown asaline-bresk in the field. Any
remaining control sequences are shown using escapes. Conversion does modify
the underlying data, mapping LF to CR-LF or CR-LF to LF depending on the
direction of conversion.

3.44 Moving and renaming

When you rename an entry, you change its RDN — the name that uniquely identifiesit in
its current location. When you move an entry, you changeits DN — the name that uniquely
identifies it within the tree. This means you cannot:

» Move an entry to alocation where there is already another entry with the same name.

» Rename an entry if thereis aready an entry in the same location with that name.

Caution: If you move or rename an entry, you may invalidate the values of some
attributesif they are based on aDN that included the RDN of that entry. Renaming
or moving anything other than aleaf entry —one that does not have any subordinate
entries—islikely to affect anumber of other entries. You can identify which
values have been affected by checking referential integrity (see Section 3.9,
“Checking the referential integrity of attributes”).

3441 Moving an entry
To move an entry to anew location in the tree:

1. Select the entry (either from the Browse page or following a search).
2. Drag and drop it into its new location.

Note: If you are moving an object in alarge well-populated Directory, you may
find it easier to drag and drop the entry you are moving between two different
Browse pages in different windows.

3.44.2 Renaming an entry
To rename an entry, either:

* Right-click on the entry and select Rename from the menu displayed
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» Select Operations — Rename from the menu.

Note: If you rename an entry from a Search page, you will see ared warning
triangle telling you that the entry cannot be found — that is because that search
page was based on the object’s old name.

3.5 Adding single entries to the Directory

There are three ways to add new entries using Sodium;

» The Add another... button will create a new entry as a sibling of the current one, using
the same template and options as the current entry. This conveniently allows multiple
similar entries to be created.

» TheClone... buttonwill create anew entry asasibling of the current one, using the same
template and options, with al the attributes (except the naming attribute) initially set to
values copied over from the current entry.

» The Add below... menu option (displayed by right-clicking on an object) invokes a
wizard which lists all the templates configured in Sodium, which generally represent
the structural object class of the desired entry. Some templates have some related
(optional) parts which can also be selected; these optional parts generally represent the
auxiliary object classes of the desired entry and are shown when you click Next.

% Add entry under: o=MyOrg = @

Select template to add

Choose the template suitable for the entry you wish to add

£ Person -
&t} Group of Names
4 Organizational Role
& Organizational Unit
& Organization
%0 City/Locality
%% Country
() Domain Component
& Device
€A Alias
[ Container
) Extensible Object
'._ Isode Internet File Transfer By Email User
'T_ Isode Internet File Transfer By Email Peer
%] MHS Distribution List
~ Certification Authority
M Entrust CA
[&| CRL Distribution Point
| | D5SA
- . . .

Mext = | Cancel |

Sodium prompts for the value(s) to use as the name for the new entry.

Sodium can check for some dataentry errorsand will not allow you to save your new entry
until you have corrected them: see Section 3.4.1.1, “Highlighting errors’, for details.

If you need to enter information containing line breaks, see Section 3.4.3, “Entering data
containing line breaks”, for instructions.
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You can undo changes: see Section 3.4.1.2, “Undoing changes’, for details).

Note: If the entry you are adding is to be a context prefix, you must select the
Create as a context prefix option: you cannot change an existing entry to make
it a context prefix.

3.6 Deleting entries

You can either delete asingle entry or awhole section of the Directory tree.

3.6.1 Deleting a single entry
To delete entries that do not contain any other entries:

1. Select theentry in either a Search or a Browse window.
2. Either right-click and select Delete or select Operations — Delete from the menu.

Note: You will be asked to confirm that you want to delete the selected entry.
You cannot delete entries that have subordinate entriesin this way. You would
have to either delete all the subordinate entries or move them to another location
first.

3.6.2 Deleting an entire subtree
To delete an entire subtree (an entry and all the entries it contains):

1. Select the entry in either a Search or a Browse window.
2. Either right-click and select Bulk tools - Delete subtreeor select Operations - Bulk
tools - Delete subtree from the menu.

A window is displayed enabling you to delete the selected entry and al its subordinate
entries.

A warning message is shown, which also gives you the option of deleting the selected entry
and any subordinate entries or just deleting its subordinate entries.

3.7 Collective Attributes

Sodium provides a Collective Attributes VView which can be used to view or modify
collective attributes. Thisview is enabled for any session where you have enabled Sodium
with GUI Management Features enabled (see Manager tab of Session settings).

Collective Attributes View is associated with Administrative Points, and so the Collective
Attributes View highlights existing Administrative Points in the DIT. An Administrative
Point may have an arbitrary number of Collective Attribute subentries, each of which has
aunique name. It is also possible to exclude collective attributes from appearing in a
particular entry through use of the collectiveExclusions operational attribute using the
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User View in Sodium. Such entries with exclusions are also highlighted in the Collective
AttributesView.

Each Collective Attribute subentry has a subtree specification, which determines the scope
of the collective attribute subentry within the Administrative Area, and user attributes of
the subentry which define the collective attributes of the entry collection.

B cn=D5A,0=My Org / Jane Smith - Sodium | = ” (=] |
Session  Edit  Operations X509 View Help

Browse Collective: My Org 22

D .| "en=D5A,0=MyOrg / Jane Smith": LDAP bind to 'dsa’ on port 19389
World Collective Attribute
A cn=config
- An Autonomous Administrative Area is implicitly a collective attribute specific
A o=MyOrg plicitly P

administrative area. You can make it explicit by checking the box below

Collective Attribute Administrative Point

Since this entry represents an Autonomous Administrative Area, it
cannct be used as an inner collective attribute area

Collective Attribute Subentries:

5 cn=ou-subentry,o=My Org Browse Delete

Add Collective Attribute Subentry
Add another... | | Clone... |

Viewing: o=My Org

Existing Collective Attribute subentries are shown on the right-hand side of the window.
Each existing subentry isidentified by the subentry name, and you can view, modify, delete
or add new Collective Attribute subentries by clicking on the appropriate options.

Finding a suitable Administrative Point

An Autonomous Administrative Point may define collective attributes without explicitly
making it a Collective Attribute Administrative Point. It can be partitioned in order to
deploy and administer collective attributes by defining Collective Attribute Specific and
Inner areas. This can be done by selecting the Collective Attribute Administr ative Point
option. Note that a Specific Administrative Area defined for the purpose of collective
attribute administration may befurther divided into nested inner areasfor the same purpose.

If you want to set up collective attributes at alocation in the DIT which isnot currently an
Administrative Point, then you can select the appropriate entry in the DIT and use the
Createan Admin Point at thisentry option. Note though that you may be able to achieve
asimilar effect by creating a Collective Attribute subentry on an Administrative Point at
ahigher level in the DIT, and using a subtree specification to specify that it should affect
only entriesin aportion of the subtree.

Managing Collective Attribute Subentries

Once a suitable Administrative Point has been selected (see Section 3.7.1, “Finding a
suitable Administrative Point”), Collective Attribute subentries can be created.

To create anew subentry, click onthe Add Collective Attribute Subentry link. Once you
have provided the name of the new subentry, Sodium will display a subentry view that
allows you to configure its subtree specification and attributes.
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% en=DSA,0=My Org / Jane Smith - Sodium =nne @

Session Edit Operations X509 View Help

Browse Collective: My Org Collective Attribut... 2

,| "en=D5A0=My0Org / Jane Smith": LDAP bind to 'dsa’ on port 19389 Template view v| |i'|
o=My Org Collective Attribute Subentry | Attributes
cn=ca-subentry
cn=ou-subentry MName ca-subentry

Subtree Spec Applies to subtree with DN: o=My Org

Edit Subtree Specification

Viewing: cn=ca-subentry,o=My Org

By default, the subtree specification will be set to include all entriesin in the subtree, but
you are able to edit the subtree specification to restrict which parts of the subtree, or which
types of entry in the subtree are affected.

% Subtree Specification Editor @
Base DMN:
o=My Org |Pick|

Minimum Depth:

Maxirmum Depth:

Objectclass Filter, for example "person AND NOT mhsUser” or "erganization |
organizationalunit | (person & !mhsUser)™:

organizationaIUniﬂ

Exclusions:

Add new chop-point

oK | | Cancel |

Theright-hand side of thewindow for the subentry view showsalist of collective attributes
and their values. You can add new attributes and values; Sodium will check that that any
new attributesyou add are collective attributes (for example, you may add c-TelexNumber,
but not telexNumber, since the latter is not a collective attribute).
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%, en=DSA,0=My Org / Jane Smith - Sodium =nRe @

Session Edit Operations X509 View Help

Browse Collective: My Org Collective Attribut... 2

D , "en=D5A,0=My0Org / Jane Smith": LDAP bind to 'dsa’ on port 19383 Template view v| |F|
4 o=My Org Collective Attribute Subentry | Attributes
cn=ca-subentry -
cn=cu-subentry c-TelephoneMumber +44 123 45678 | + |
c-PostalAddress 123 Oak Road
My City

United Kingdom |

Add new attribute type... |

Viewing: cn=ca-subentry,o=My Org

Use Apply to commit changes and create the new collective attribute.

An existing Collective Attribute subentry may be modified by using the Browselink, which
opens the subentry view where you can remove or modify existing attributes, add new
ones, or edit the subtree specification.

3.8

3.8.1

Importing and exporting entries

Sodium provides a number of toolsthat operate on apotentially large number of Directory
entries, that is, in bulk.

Note: This section only covers the use of Sodium to update or retrieve data over
protocol from running DSAs. Other tools exist for importing and exporting data
directly to and from the on-disk databases. Those tools are described in

Section 4.8.2, “Exporting and Importing Data’.

You can populate your Directory with data extracted from another system, or export data
for backup purposes or to provide information to another system using these tools.

Note: Thetools may result in large numbers of entries being sent to or from the
Directory Server, and so may be constrained by server-defined limits. In thisevent,
Sodium will attempt to complete the requested operation and will also log an
appropriate warning message in a L og tab.

Sodium imports data from and saves data to the LDIF format.

LDIF files

This section gives you a brief overview of the format of LDIF files, so you can view and
understand afile's contents. For a detailed description of the format, consult RFC 2849.
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Contents of an LDIF file

An LDIFfile consists of a series of records separated by carriage return/linefeed, and a
record consists of a sequence of lines describing a Directory entry. These may take one of
the following forms:

attribute nane:[ val ue]

attribute nane::[ base64-encoded val ue]

attribute nane: <[ url]

attribute nane; bi nary:: <[ base64-encoded ASN. 1- encodi ng]

Note: A spaceis required before the value. For details of the permitted format
of LDAP attribute names, consult RFC 4512.

Comment linesmust start with #, and lineswhich continue from the previousline (wrapped
lines) must begin with aspace. A line can be wrapped by inserting carriage return/linefeed.

Sample of an LDIF file

The example below isasimple LDIF file which adds two entriesto the DIT. The entry for
Adam Alexander isadded at thelevel o=widget Ltd, c=GB and the entry for Harry Hanson
isadded at the level ou=Accounting, o=Widget Ltd, c=GB.

This example startswith acomment line and includes awrapped line in the second record.

#New entries for July 2007

dn: cn=Adam Al exander, o=Wdget Ltd, c=CB
obj ectcl ass: top

obj ectcl ass: person

obj ectcl ass: organi zati onal Per son

obj ectcl ass: i net OrgPerson

cn: Adam Al exander

sn: Al exander

userid: aa

t el ephonenunber: 555- 0442

rfc822Mai | box: aa@V dget. com

dn: cn=Harry Hanson, ou=Accounting, o=Wdget Ltd, c=GB

obj ectcl ass: top

obj ectcl ass: person

obj ectcl ass: organi zati onal Per son

obj ectcl ass: i net OrgPerson

cn: Harry Hanson

sn: Hanson

userid: hh

t el ephonenunber: 444-6053

rfc822Mai | box: hh@V dget . com

description: Harry joined the LMproject in July 1997. H s
manager is J. Johnson

The following is an example of aline which contains a base64-encoded value.

description:: SGFycnkgandpbnvkl HRoZSBMTSBwem@qZzWNOI G ul EplbHkg
MIk5Ny49SdA zI GLhbnFnzXl gaXMySi 4gSnBobnNvbi 4=

Thefollowing illustrate lineswhich include a URL to an external file. URLsin LDIF files
are expected to bef i | e: URLswithout specifying a host.

External file referencesin LDIF files on Unix
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j pegphoto: < file:///filelpath/to/harry.|pg

External file referencesin LDIF files on Windows

j pegphoto: < file:///Program Fil es/ | sode/ myphot o. j pg

Exporting entries to an LDIF file

Note: You should back up the datain the Directory regularly. A simple way of
doing thisisto export al of the datato LDIF files. More sophisticated backup
techniques are described in Section 4.8, “Backup and recovery procedures’. You
must connect (bind) to the Directory Server as Data Manager in order to havethe
permissions required to backup the data, unless authority has been delegated.

1. Ineither aBrowse or a Sear ch page, select the entry in the DIT that contains all of the

information you want to export.

. Either:

 Right-click object and select Bulk tools — LDIF dump... from the menu displayed
» Select Operations — Bulk Tools » LDIF dump... from the menu.

The LDIF Bulk Dump Settings window is displayed.
= LDIF Bulk Dump Settings (==3a]

Starting point: o=MyQOrg

LDIF file: C:\Users\John'Desktophdump.Idif | Browse...|

@ Whole subtree Subtree to a depth of:

¥|Include selected entry
V| Include collective types

Include operational types

| OK | | Cancel |

3. Specify the location to save the LDIF file containing the information.
4. Choose whether to export the whole subtree or whether to limit it to a certain depth. If

the Subtree to a depth of option is selected, Sodium will limit the dump to just
immediate children of the selected entry (depth is 1) or grandchildren (depthis 2), and
so on. Otherwise al subordinate entries are included.

* If the Directory supports paged results, then thereisno limit on the size of the subtree
that may be dumped.

* If the Directory does not support paged results, then the operation may be limited by
administrative limits imposed by the Directory Server. A warning will be generated
if an administrative limit has been hit.

5. Specify the types of entry to be included.
6. Click OK.

Caution: Theresulting LDIF file may contain readable passwords. You need to
ensure the LDIF file is given adequate file system protection.

Importing entries from an LDIF file

Entries must be in the correct format in the file — any errors will be displayed on a L ogs
page at the end of the process.
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1. Ineither aBrowse or a Search page, select theentry inthe DIT that you want to contain

the information you want to import.

2. Either:

 Right-click object and select Bulk tools —» LDIF load... from the menu displayed
» Select Operations — Bulk Tools - LDIF load... from the menu.

3. Click Browse... and locate the L DIF file containing the entries you want to upload.

Examples of the DNs of the entries in the file are shown.

4. You have the option of modifying the structure of the subtree(s) containing the data

being imported.

a Select Load to alternative location in tree and choose to substitute some of the
RDNs with alternative values.

b. Select the number of levels you want to change.

c. Typethe new values.

d. Select Correct loaded DN attribute values to convert any values referencing the
original DNs to the new DNs within the LDIF file.

The effect of your substitutions is shown immediately below this section.

Note: The area containing the fields for you to specify substitution valuesis
not visible unless L oad to alter native location in tree has been selected.

5. Decide how you want errors to be handled.
6. Click OK to begin importing the data.

7 LDIF Bulk Load Settings (===

LDIF file:  C\Users\John'\Desktopdump.ldif | Browse... |

(file not found)

Load to alternative location in tree

On error: Abort Prompt @ Continue

/| 5trip operational and collective attributes

OK | | Cancel |

Loading files into specific attributes

You can load files into specific attributes within entries. These may be certificates, CRLS,
JPEG images, text files, or any file you wish to load. For example, you may add new photos
to alarge number of existing person entries, or bulk-load certificates into the Directory,
creating entries automatically if they do not already exist.

Sodium needs to be able to determine which entry each file should be associated with. For
example, if you are uploading photographs of your staff, ensure the filenames match the
common name (the identify value) of the person.

Thereis specia support for extracting information from certificates and CRLs.

To specify the settings to be used, select Operations — Bulk Tools — Bulk fileload...
from the menu.
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. Bulk File Load Settings (=3

Load file contents into this attribute:

User Certificate -

Treat file as BER v

From this folden

ChUsers\John\Desktop', | Browse.. |

/| Search sub-folders, recursively

With these extensions: (leave blank to match all)

crt,cer,der,ber

Generate DN as:

sn=<sefial> + cn=<issuer-dn> -

Create entry if necessary, with key objectclass(es):
inetOrgPerson

Merging:
Multi-value add: Add to existing values if not already there
@ Single-value add: Add value if not present. Warn if different.
Single-value replace: Replace if different

Single-value newest: Replace if newer

|- OK | | Cancel |

1. To specify which attribute will contain the file after import, either select it from the

preset list or type the LDAP attribute name directly into the field.

2. Specify the type of dataheld in thefile. Thismay be BER or binary data, or text in one

of anumber of different character sets. In the case of text, the characterswill be converted
to UTF-8, as used in the Directory.

3. InFrom thisfolder, browseto the folder containing thefiles. You can optionally choose

to include sub-foldersif the files are organized in that way.

4. List the file extensions of files that contain the data you want to upload.

If no file extensions are specified, then all fileswill be read, and any that contain avalid
value for the selected attribute type will be loaded.

5. Specify how the DN of the entry whose attribute will be loaded with the datawill be

identified or created by selecting an option from the list. Choose a method that is
appropriate for the type of datayou are uploading.

6. If an entry with the generated DN does not exist, one will be created. Specify the object

classto use for this newly-created entry.

7. Select the preferred merging behaviour to be used when there are already valuesfor the

attribute in the entry.

Single value newest is only applicable when loading certificates or CRLs. It determines
whether the existing or imported version is newer by comparing issue issue dates on
certificates or CRLs. It does not work for other types of data.

8. Click OK to upload thefiles.
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3.9

Checking the referential integrity of
attributes

Some attribute values may contain DN, referencing another Directory entry. For example,
an entry representing a person that is using the I nternet Organizational Person template
may have values for Manager and Secretary, which will be DNs of other entriesin the
Directory.

When entries are added individually, these DNs are selected from those available so are
valid, but when entries are added in bulk these DNs are written directly to the attribute
value. To check that DNs held in attribute values actually exist in the Directory:

1. Ineither aBrowse or a Sear ch page, select the entry inthe DIT that is at the top of the
subtree you want to check.
2. Either:
* Right-click object and select Bulk tools —» Referential integrity... from the menu
displayed
e Select Operations — Bulk Tools - Referential integrity... from the menu.
3. Specify how you want the results to be presented.
4. Specify how much of the Directory you want to check, starting from the selected entry.
5. Click OK to start the integrity check.

% Referential Integrity Check (=3
Starting point: o=MyOrg

| Display results in a new view

Qutput results to a report file

Report file:  C:\Users\John'\Desktophintegrity_check.txt
@ Whole subtree Subtree to a depth of:

¥|Include selected entry

Include operational types

| | Cancel |

If the Subtreeto adepth of button is selected, Sodium will limit the check to just immediate
children of the selected entry (depth is 1) or grandchildren (depth is 2), etc. Otherwise all
subordinate entries are checked.

3.10

Managing identities

An X.509 certificate and the corresponding key are required to perform strong authentication
using Sodium and other applications. This combination of certificate and private key is
called an“identity” by Sodium. Identities are stored on disk in astandard file format called
PKCS#12, which is encrypted.

Managing the Data



M-Vault Administration Guide

3.10.1

46

Generating a certificate request

X.509 certificates are issued by a Certificate Authority (CA) in response to a Certificate
Signing Request (CSR). Sodium provides a convenient way to generate CSRs and keys,
and to create identities from certificates that are returned from a CA.

To generate a certificate signing request:

1. Select an entry in the tree view.
2. Select X.509 —» New X.509 I dentity from the menu.

% Create Identity for cn=John Brown,o=Users,o=MyOrg = ||=E] @

Set the Key parameters and edit Subject DN
Set the parameters for generating the key and edit subject DN if required

Subject DM cn=John Brown,o=Users,o=MyOrg

Algorithm for the Key
@ RSA DSA ECDSA

Key Size
Key Size [1024 ~ |

Mext » | Cancel |

The starts a Create | dentity wizard. The wizard provides default values for the key
parameters and CSR subject name, based on the selected entry. The subject nameis
derived from the selected Directory entry, although you can change thisto any legal
DN.

3. Depending on what attributes are found in the entry, various subjectAltName values

may be suggested.
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% Create Identity for cn=John Brown,o=Users,0=MyOrg =N @

Setthe CSR contents
Specify the subjectAltNames to be used in the Certificate Request for this identity

The following values have been derived from the Attributes in the Directory Entry and can
be used as subject alternative names:

KMPP Address: john.brown@myorg.co.uk

E-mail: john.brown@myorg.co.uk

Create other subject alternative names

| < Back |[ Mext = ] Cancel |

You may also add arbitrary subjectAltName values as appropriate.
a. Select Create other subjectAltNames.

47

A new areaisdisplayed, with Add..., Edit... and Remove buttonsto the right of it.
If there are no entries in the area, the Edit... and Remove buttons are disabled.

b. Click Add...
= SubjectAltNames Editor (=3
SubjectAltMame Type |Director}r MName v|
OtherMame Type {MPP Ad

SubjectAltName Value

| Cancel |

c. Select the SubjectAltName Type you want to add from the list.

If you select Other Name, the Other Name Type list is enabled for you to choose

which other name.
d. Type avalue for the chosen attribute. Click OK.

The subjectAltName you have created is now displayed and you can edit or remove it

if necessary.
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£ Create Identity for cn=John Brown,o=Users,o=MyOrg =] | =] |@

Setthe CSR contents
Specify the subjectAltNames to be used in the Certificate Request for this identity

The following values have been derived from the Attributes in the Directory Entry and can
be used as subject alternative names:

KMPP Address: john.brown@myorg.co.uk

E-mail: john.brown@myorg.co.uk
/| Create other subject alternative names

E-mail: john.brown@us-office.myorg.co.uk | Add...

| Edit.. |

| Remove |

| Reset to Defaults |

< Back || Mext = | Cancel |

4. Click Next.

5. You are now shown the Certificate Request Contents. Click Details to make sure
everything is as required.
Click Next.

6. Thecertificate request now needsto be passed to a Certificate Authority (CA) for signing.
You have three options:

 Click Desktop to savethe request as afile on your desktop, which can then be passed

toaCA.

Click Saveto savetherequest asa PK CS#10 format file in alocation of your choice.
Thisisuseful if you are using Isode Sodium CA to issue certificates and have created
adefault location for the CA to collect CSRs and return certificates (see Section 13.3,
“Issuing certificates”).

Click Copy to copy therequest to the clipboard. This can then be pasted into an email
message.

Click Next.
7. You now have two options:
» The CA hasprovided a certificate: choose this option if the CA isableto issuethe

certificate while you are waiting.

Click Next. The wizard will continue as described in Section 3.10.3, “Linking a
certificate to a Directory entry”.

I will completethisoperation later: choose this option to save the information you
have recorded as a“ deferred identity” . Deferred identity information is protected by
your passphrase (see Section 3.2.1, “Profile passphrase”) and preserved between
Sodium sessions. You will be able to link the certificate to the appropriate Directory
entry when it isavailable.

Click Finish to close the wizard and complete the operation later (see Section 3.10.2,
“Continuing to create a deferred identity”). Click OK to acknowledge the message.
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3.10.2 Continuing to create a deferred identity

To collect certificates that were requested earlier, select X.509 — Deferred I dentities
from the menu. Any outstanding certificate requests are shown.

% Resume deferred identity creation = | [=] |@

Choose Pending Identity

Select a Pending Identity for which you now have a certificate
The following are the pending identities

¢f cn=John Brown,o=Users,o=MyQrg

¢f cn=Jane Smith, o=Users,o=MyOrg

| Cancel |

Select the identity that is awaiting a certificate. The filename containing the certificate
request and the date and time it was generated are shown at the bottom of the window. You
can choose to View more details, or to click Next to continue.

You will then begin the process of linking the generated certificate to the entry as described
in Section 3.10.3, “Linking a certificate to a Directory entry”.

3.10.3 Linking a certificate to a Directory entry

After either creating the certificate signing request or locating the deferred identity, you
can link the generated certificate to an identity.

1. Sodium will look for the certificate on your desktop. Click the Change button to ook
in another location.

If acertificate is found that matches the request, Sodium will display details of it.
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% Resume deferred identity creation = | =] |@

User Certificate

The following certificate matches the certificate request for this identity

Subject cn=Jane Smith,o=Users,o=MyOrg
Issuer cn=CA,0=MyOrg

Valid from Tue May 17 11:09:56 BST 2011
Valid to Thu May 17 11:09:56 BST 2012
Serial 68:1FBA2O 1 ATRFEBS:52:3E
PublicKeylInfo Algorithm: RS54, KeySize: 1024

SignatureAlgorithm  SHAIWithRSAEncryption

CertificateType Version v3 (Mot a CA Certificate)

Display Detailed Information |

| < Back || Mext = | | Cancel |

2. To complete the creation of an identity, two certificates are required: the one issued by
the CA in response to the CSR, and the CA's own certificate. If the wizard is unable to
find these certificates, then you will be prompted for their [ocations. If multiple (non-CA)
certificates are found, you will be prompted to select which one you want to use.

* If you are using Isode Sodium CA then its default behaviour isto write issued
certificates (and a copy of its own certificate) to the same disk directory where it
found the CSR.

* If you are using athird-party CA, or a CA on adifferent system, you need to copy
the certificates to a disk directory which you then direct Sodium to read.

3. Once both certificates have been found, the wizard will be ready to create the PK CS#12
file representing the identity. How this is done depends on who the identity is for.

« If theidentity isonethat you (the currently logged in user on thissystem) aregoing
to use yourself (for example, to bind using strong authentication to aDSA), then the
PKCS#12 file will be saved in your X509 directory, and protected using your

passphrase.

« If theidentity is one which you are creating on behalf of another user, then you are
prompted for the location and name of the PK CS#12 file to be created, aswell asthe
passphrase to be used to encrypt it. The wizard will prompt you with a suggested
passphrase, which will be displayed on the screen. You will need to give this to the
user whose identity you are creating asit is needed to use the identity after you have
sent or stored the PK CS#12 file.

Creating an ldentity for the local DSA

To create an identity for a Directory Server, you should use M-Vault Console. See
Section 5.4, “ Configuring the Directory for X.509”.

Managing identities

Sodium alowsyou to view and deleteidentities by selecting X.509 — M anage | dentities...
from the menu.

A list of identities associated with bind profilesis displayed, enabling you to view details
of an entry or export it to a PK CS#12 file. When exporting an identity, you must provide
a passphrase that will be used to encrypt the PKCS#12 file.
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%, Manage Identities @
Identities in Bind Profiles
Subject DN Bind Profile | Export Identity, |
¢«f cn=Jane Smith,o=Users,o=M... cn=D5A0=My0Org / Jane Smith...
| View Identity... |

[ Browse PKCS#12 files |

PKC5#12 Identity "cn=Jane Smith,o=Users,o=MyOrg" for Bind Profile "cn=D5A,0=MyOrg / Jane
Smith (Strong)”

| Close

You can a'so Browse PK CS#12 files anywhere on the file system, which may be useful
to examine files which you have previously exported, or to re-encrypt existing PK CS#12
files with a different passphrase.

When browsing PKCS#12 files, you can view the contents of any file by providing its
passphrase (unlessit is protected by the current Sodium passphrase, in which case it will
automatically be viewable). An icon is shown next to each file to indicate whether it is
valid or invalid, or that it contains an expired certificate.

Managing PKI attributes

Sodium provides aspecial view that allowsyou to manage PK1 (Public Key Infrastructure)
attributes. Thisview is enabled for any session where you have enabled Sodium with GUI
Management Features enabled (see Manager tab of Session settings).

The PKI view highlights the entries with certificates, or that represent Certification
Authorities. Theright-hand side of the window displaysthe PKI attributes (userCertificate
and userSMIMECertificate for an entry; and caCertificate, certificateRevocationList,
authorityRevocationList and crossCertificatePair for aCA entry). These editors provide
the option for loading, saving and removing the PKI1 attributes.

Note that these editors and the corresponding functionality is also available in the User
View of Sodium, but the PKI View makesiit easy to manage the PK1 information by
allowing you quickly to locate and view just the relevant entries and attributes.
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% cn=DSA,0=My Org / Jane Smith - Sodium == |@
Session Edit Operations X509 View Help
Browse: Jane Smith, ... PKI: Jane Smith, Us.., &2
4 0, | "en=D5A,0=My Org / Jane Smith": LDAP bind to 'xmpp’ on port 29389
World
o ) User Certificate -
cn=config
o=My Org
/- cn=Sodium CA Subject cn=Jane Smith,o=Users,o=My Org
o=Groups Issuer cn=5odium CA 0=My Org
o=Users
0 cn=Jane Smith OtherMame XMPP Address: jane.smith@examiple.com E

cn=John Brown
Valid from Mon Nov 14 14:56:40 GMT 2011

Valid to Wed Nov 14 14:56:40 GMT 2012
Serial 53:5D:CA:30:B5:5B:E8:25:7TE: 76
PublicKeylnfo Algorithm: RS54, KeySize: 1024

| Details |

Create Identity |

a8 Viewing: cn=Jane Smith,o=Users,o=My Org

The Create | dentity button starts a " Create |dentity” wizard which facilitates generation
of X.509 Identity for the selected user entry (see Section 3.10.1, “Generating a certificate
request”).

3.11

3.11.1

Security Information Objects

You can use Sodium to display, create and edit Security Information Objects (SIO): Security
labels and clearances, and the corresponding catal ogs.

Setting up a Security Policy

The security policy isrepresented as an SDN.801c SPIF in the Open XML SPIF format.
Sodium needs to know the name of the Directory entry containing the policy. This entry
will also hold additional security information, such as catalogs of labels and clearances.

The default value for the entry is cn=core,cn=config, which is the M-Vault Directory
Server’s core configuration entry. Although using this entry allows an appropriately
authorized Sodium user to display and edit security information used by the Directory
Server, it isnot generally accessible by users: you may therefore choose to use a different
and more accessible, entry.

Note: Policy information for Directory applications, such asM-Link, will typically
be stored in separately entries, such as the main M-Link configuration entry.

The name of the entry holding the SIO Information is configured on by either:

» Specifying it on the Session settings screen (on the Sodium page) when creating or
modifying a bind profile
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» Modifying the settings for the current session when bound to Sodium. Open Session
Settingsby selecting Session — Session settings.... Theentry is specified on the Sodium

page.

If you are not using the default entry, you will need to create an appropriate entry to hold
the SIO information; for example, an M-Link Server entry is a suitable entry for holding
SIO information associated with the M-Link Server. To create the entry, right-click a
suitable entry in Sodium and choose Add Below from the menu displayed, then select
Isode M-Link Server from the list of templates. Follow the steps in the wizard to create
an M-Link Server whose DN can be used as the alternate entry for SIO objects.

To configure the security policy, select the entry that is being used to hold the SIO
information and click the SI O tab. Load the security policy XML file using the L oad
button. 1sode provides sample security policies which are called policy.xml. These can be
found in /opt/isode/share/security-label/example-data (on Unix systems) and C:\Program
Files\Isode\share\security-label\example-data (on Windows systems, by default).

Click Apply to save the security policy in the entry. You will now be ableto create Security
Labels and clearances. The above folders also contain sample clearance and label XML
files.

Note: Until you have configured the security policy and clicked Apply to apply
your changes to the entry, the New buttons are disabled.

Setting up catalogs

Security Label and Clearance catal ogs are collections of security labels and clearances.
Sodium enables you to create and manage catal ogs using the catalog editors on the SIO
tab. If acatalogisavailableasan XML file, it canloaded using the L oad Catalog... button.
Once loaded the editor displays the catalog as a collection of labels or clearances, each of
which can be displayed and edited.

SIO Label Catalog

QName:DEMO-UK UMNCLASSIFIED e

T
@ Name=DEMO-UK PROTECT MANAG
@ Name=DEMO-UK PROTECT POLICY | | | Copy |
@ Name=DEMO-UK RESTRICTED o | -~ |
@ Narme=DEMO-UK RESTRICTED COWI
@ Name=DEMO-UKRESTRICTEDEXER( | [ Remove |
@ Name=DEMO-UK RESTRICTED MEDI S ——
@ Nome=DEMO-UK RESTRICTED ReLes | | SetDefault |
@ Name=DEMO-UK CONFIDENTIAL | S |
@ Name=DEMO-UK CONFIDENTIAL UK
@ Name=DEMO-UK CONFIDENTIALRE | | Moveuwp |
@ Name=DEMO-UK SECRET [ Movedown |
@ Name=DEMO-UK SECRET BRONCO
@ Name=DEMO-UK SECRET UK EVES D; _ | || Restricted

4 T 3

| Load Catalog... | | Save Catalog... | | Remove Catalog

Icons to the left of each catalog name indicate its status:

 Labelsand clearancesissued under the configured policy are shown with green discsto
theleft of their names. If anissued |abel or clearance contains obsol ete elements, awhite
crossis displayed inside the green disc.

 Labelsand clearances that are issued under a different policy are displayed with an
orange disc to the left of their names.

» Anyinvalid labels or clearances are marked with ayellow warning triangle.
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Editing catalogs

Once alabel or clearance catalog is stored into a suitable entry, it can be edited. Click
New... to add a new label or clearance to the catalog, or Edit... to edit an existing label or
clearance in the catal og.

% Edit Security Label Catalog ftem @

Security Label Item Name DEMO-UK CONFIDENTIAL

Selector | Edit... |

Display Marking DEMO-UK CONFIDENTIAL
Classification  |UK CONFIDENTIAL | cClear |

General View | Policy View | Markings | ACDF | Edit...

Following are the categories in the security label and its XML representation
Security Label Categories Security Label XML

Q UK Mo Foreign Transmission, No Forei <Securitylabel xmlns="http://isode.com/sio/0">
<securityPolicyld id="1.2.826.0.1310.1.2.0.666" />
<securityClassification lacv="3"/>
<securityCategory id="216.8401101.21.83.0">

<natoCategory id="1.2.826.0.1310.1.2.0 42"
type="restrictive">
<attributeFlags=
<bit>0</bit>
</attributeFlags>
</natoCategory>
</securityCategory>
</SecuritylLabel>

OK | [ Cancel

Applying a label to an entry

Once a security policy has been configured, alabel can be applied to an entry. Labels are
normally held in an operational attribute, so it will normally be necessary to modify the
Sodium session settings to show operational attributesin the Op-Attrstab. Click Load...
to load anew label from afile (XML or BER formats), New... to create a new label using
the configured security policy or Catalog... to select alabel from the label catalog. The
following editor will appear when either the New... or Edit... button is selected:
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Editor | Markings

Display Marking ]l DEMO-UK PROTECT APPOINTMENTS

Edit Obsolete elements

Select a classification |UK PROTECT -

Required Categories

QRequlred Categories with Operation=>5elect One or Mo UK Informational Descriptors

/| APPOINTMENTS
BUDGET
COMMERCIAL
COMTRACTS
, ' COMTROL -

Optional Categories

QUK Mo Foreign Transmission -
QUK Enurnerated Permissive Mational Identifiers
QUKInformational Descriptors

QUKInformationaI Markings

OUK Enurnerated Permissive Markings
QUKInformational Codewords

Mo Foreign Transmission

QUK Restrictive Codewords -
Added Categories Security Label
1K Infrrmatinnal Necerintnre. APPOTMTRMENTS <Securitul abel wmlins="httn:/fisnde.com/sin/"> -

% Create a new security label for "cn=Jane Smith,o=Users, o=MyOrg" @

| QK | [ Cancel

First select a classification from the drop-down list. Selecting a classification may or may
not requireinclusion of certain categories. Therequired categoriesif any will be displayed
asalistinthe Required Categories pane. The Optional Categories panelistsall the
categoriesin the configured policy from which the user can select certain categoriesto be
added to the label. The categories which are disallowed based on the selection of acertain
category or the classification will be disabled automatically on the editor. The obsolete
categorieswill be allowed for editing based on whether Edit obsolete elementsis selected
or not.

Selection rules of a category group determine whether it allows selection of single or
multiple categoriesin the group. For single category selection, the categories are displayed
using radio buttons and for multiple category selection they are displayed as check-boxes.

The markings get updated on the M ar kings tab when a valid combination of categories
has been selected.

Note: Rulesfor label editing are based on SDN.801c and are configured in the
security policy.

Applying a clearance to an entry

Once a security policy has been configured, a clearance can be applied to an entry.
Clearancesarenormally held in an attribute that is part of the sioClearance auxiliary object
class, so it will normally be necessary to add that object class to the entry using Sodium'’s
Object classes... button. Then click L oad... to load a new clearance from afile (XML or
BER formats), New... to create a new clearance using the configured security policy or
Catalog... to select a clearance from the clearance catal og. The following clearance editor
will appear when either the New... or Edit... button is selected:
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% Create a new clearance for "cn=Jane Smith,o=Users,o=MyOrg" @
Editor | Markings
Display Marking ]I DEMO-UK UNCLASSIFIED UK EYES ONLY
Security Classifications Security Categories
[ | 0 UK UMCLASSIFIED QUK Mo Foreign Transmission AUS
[ 0 UK PROTECT Q UK Enumerated Permissive MNati CAM
[ 0 UK RESTRICTED 8UK Enurr?er.ated Permissive Marl NZL
@ UK CONFIDENTIAL QEE EE“”“"': E;der’_D;_ds coud | UK
numerate: ESIrciive Love
[ | 0 K e Q UK Enumerated Restrictive 5 Ma UsA
I | @ UK TOP SECRET
4 m 13
Added Categories Security Clearance
UK Enumerated Permissive Markings, UK <Clearance xmins="http://isode.com/sio/0"> -
<securityPolicyld id="1.2.5626.0.1310.1.2.0.666"/>
<securityCategory id="216.8401101.21.8.31">
<natoCategory id="1.2.826.01310.1.2.0.3" type="e
<attributes> =
<int> 21835+ /int=>
</attributes>
</natoCategory>
</securityCateqory>
</Clearance> -
4 m L3
| oK | [ Cancel ]

One or more classifications can be selected from the Security Classifications paneto be
added to the clearance. The Security Categories pane lists al the categoriesin the
configured policy from which the user can select certain categories to be added to the
clearance. The markings get updated on the M arkings tab as and when the clearanceis

edited.

3.12

Displaying warnings and errors

Sodium will display warnings and details of errorsit finds on a special L og page (shown
in the same area as the Browse and Sear ch pages). If there are no warnings or errorsto

show, the L og tab is not be displayed.

Sodium will also append any warnings or errors to the configured log stream(s), which by
default will include the file (LOGDI R) /dua-event.t i mest anp.log. See Section 11.1,
“Logging” for details on configuring this.

3.13

Customizing Sodium

You can make changes to the way Sodium operates and displays information, and to the
templates that Sodium uses when adding or modifying entries.
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Changing settings

You determine how Sodium operates — how it searches for entries, whether or not some
entries are displayed and the views that are available — as part of abind profile.

You can modify any of these options on atemporary basis by editing them within asession.
Select Session - Session Settings from the menu, make any changes, and click OK. The
next time you start Sodium, your settings will be back to the way they were.

If you want your changes to become the new defaults, you have to make them to the bind
profile. You can do this when starting Sodium or you can select Session - Bind -
Manager from the menu, then select and modify the profile. The steps are the same as
those shown in Section 3.2.2, “Binding to the Directory using Sodium”.

Creating and modifying templates

When installed, Sodium provides all the templates that you will need for most Directory
applications. You may decide that you need to modify or supplement these, especialy if
you have defined your own object types or attributes. Full instructions for configuring
Sodium templates are provided in Appendix D, Customising Sodium.
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Chapter 4 System Management

This chapter explains how to use M-Vault Console to check and change the configuration
of aDirectory Service. It also covers standard operational tasks and performance tuning.

Note: If you prefer, you can use the Dmish scripting interface to carry out the
tasks described in this chapter (see Appendix H, Dmish Scripting Interface). This
may be useful if you have alot of repetitive work to do. However, if you are new
to the M-Vault Server you are advised to read this chapter first, asit gives you
genera advice on maintaining the Directory Service and refers at specific points
to other relevant chapters.

4.1 Starting M-Vault Console

To carry out any of the changes, you must first:

1. Loginto thelocal Directory Server account.
2. Start M-Vault Console.

3. Connect to the Directory Server to which the changes should be applied, as described
in Section 4.3, “ Opening amanagement connection”, giving the Server Manager’ sname
and password.

Note: If the Directory Server isnot already started, you can start it using M-Vault
Console (see below).

4.1.1 M-Vault Console’s use of Bind Profiles

M-Vault Console maintains aset of Bind Profiles (see Section 2.1.3, “Using bind profiles’)
corresponding to all the DSAsthat it knows about. These fall into two categories:

* Managed DSAs - these are servers which M-Vault Consoleis involved in managing,
and knows how to connect to.

A bind profile for amanaged DSA will contain its address as well asinformation about
on how to connect and authenticate to it. Bind profiles for managed DSAs arevisiblein
Sodium’slist of bind profiles because Sodium can use the same information to connect
to the DSA.

* Known DSAs - these are servers which M-Vault Console doesn’t manage but needs to
know about because they are referred to by one or more managed servers.

A bind profile for aknown DSA contains the DSA's address, but does not contain
information on how to connect and authenticateto it. Known DSAs are not visible when
running Sodium.

M-Vault Console always assumes that you are managing at least one DSA, so you must
encrypt your Bind Profile file (because the bind profiles for managed DSASs contain
authentication information). This meansthat whenever you run M-Vault Console, you have
to give the passphrase you used to encrypt the Bind Profilefile.

When performing tasks that require you to specify the address of a Directory Server,
M-Vault Console displays a drop-down box that |ets you choose from alist of all bind
profiles (both managed and known) that might be appropriate for the operation in question.
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For example, when creating a new shadowing agreement, you will be asked to choose
which DSA the shadow agreement is with.

For situations where there is no bind profile for the DSA in question, choosing the option
<Other directory server...> opensthe Add known Directory Server dialog box, which
allows you to create anew “known” bind profile.

% Add known Directory Server @

Address: |X.500 v|H05tname: Port: 19999
Display Name:
DSA DN :

Mo connection can be made to the Directory Server

OK | | Cancel

4.2

4.2.1

4.2.2

Starting the Directory Server

Platform Specific Service Management

M-Vault services are managed using systemd on Linux and the platform system service
management tools on Windows. See Appendix F, Running as an OS Service for details.

Isode Management Tools

You can start or stop alocal Directory Server, that is a Directory Server which is resident
on the same host as M-Vault Console, using:

» M-Vault Console—select the server you want to start and click the Start (or Stop) button
on the toolbar.

» Thelsode Services Manager (Windows only).
From the Start menu, open the | sode program group and select | sode Services M anager .

You will have to run this option as an administrator. Select the server you want to start
and click Start.

4.3

Opening a management connection

Before you can perform operations (management or otherwise) on a Directory Server, you
must connect to it.

1. From the M-Vault Console window, select the profile name associated with the server
you want to manage and click Connect.

2. The<ProfileName>—M -Vault Consolewindow opens (see Figure4.1, “ The M-Vault
Console Managing window™), showing the name of the profile in thetitle bar.
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=,] M-Vault Console o &R
File Help
Cj Connect [ Stop ok Create.. + @ Scan ~
(& Directory Servers ‘ Shadowing Agreements‘ 7 Failuver‘ 2 Multimaster
Profile Server Hostnamel(s)
(& cn=DSA,0=MyOrg / Jane Smith cn=DSA,0=MyOrg dsa
1.
2. | =1 en=DSA,0=MyOrg / Jane Smith - M-Vault Console
File Help
db Create ~ (:) Refresh
{95 Configuration ‘@ ShadowAgr::m:nts‘ § Databases E PeerC
Address erver A
t| Automatic scans disabled. ’9{" Operation E:
&P R The address(es) that the directory
% Superior Knowledae

Note: To close the connection to a Directory Server, you select Close from the
File menu.

4.3.1 Creating a new management connection
If the Directory Server you want exists but is not listed, you can create a profile for it.
1. Click Create... and then select New Bind Profile from the menu. The Bind Profile

Detailswindow opens and awizard will guide you through creating anew bind profile.
2. Choose whether thisa M anaged server (you want to be able to configure it using
M-Vault Console) or aKnown server (your Directory Server needs to connect to it,
but you do not manage it).
Click Next.
3. Asyou work through the wizard, you need to specify:
e The Hostname of the Directory Server

The default ports used for X.500 (DAP) and L DAP connections are shown — these
can be edited if necessary.

If you need to specify the full presentation address, see Section 2.2.3.3, “ Specifying
a presentation address’.
e TheDirectory Server DN (see Section 2.2.3, “ Creating a Directory Server”)
» A Display Name to enable you to recognise this profile.
4. Click Finish.

4.4 Overview of M-Vault Console

Note: This section contains ageneral overview of M-Vault Console. | nstructions
for carrying out specific tasks using it are given in the appropriate sections.

The <Profile Name> — M -Vault Console window opens when you connect to a Directory
Server. The full name of the window includes the name of the profile; for example, if the
profileiscalled“MyProfile”, then thewindow will be called MyPr ofile- M -Vault Console.

System Management



M-Vault Administration Guide

61

A typical view of M-Vault Consoleis shown below. The humbersare used in the explanation

that follows.

Figure 4.1. The M-Vault Console Managing window

= cn=DSA,0=MyOrg / Jane Smith - M-Vault Console 1.

File Help

ob Create

f’() Refresh 2.,

E=mEen |

{5} Cenfiguration ||;|'| Shadow Agreements E Databases I % Peer DSAsI Logging | QCsSp Services| 3

@ Address

{Sf Operation
ﬁ Superior Knowledge

[#] sAsL

D TLs

X.509

@/r" Password Policy
@ Shadowing

[ Failover

@ Multimaster

[E, LDAP Changelog
@ HTTP

0CsP

il SnmP

[ Security Labels

4.

The address(es) that the directory server listens on and that it advertises in the root

Type Hostname or network address
X.500 dsa
LDAP dsa

Port number

19939
19389

Selectors : (none)

Apply

Add...

Edit...

Remove

Cancel

Abort | 5, Session is bound for "en=DSA,0=MyOrg". Last data refresh: 19 March 2015 16:25:42 GMT

1. Thetitlebar at thetop of thewindow tellsyou which profileis currently being managed.

2. Thethree optionsin the tool bar are:

 Create - this contains six options, each of which launches awizard or opens a box
to create the appropriate item:

* Supplier Agreement — see Chapter 8, Shadowing.

e Consumer Agreement — see Chapter 8, Shadowing.

« Failover Configuration - see Chapter 9, High Availability.

» Failover Mirror - see Chapter 9, High Availability.
» Database — see Section 4.6, “ Database configuration”.

» Peer Configuration — see Section 7.4, “ Securing connections between Directory

Servers’.

* Log Stream — see Chapter 11, Monitoring the Directory.

* Remove - enables you to delete a configuration item that is no longer required.

» Refresh — repopul ates the pages with the most recent details from the Directory

Server.

3. Themain areas for which configuration information is displayed, corresponding to the
Create optionslisted above plus Configuration (general configuration of this Directory

Server).

4. Theindividual configuration itemsin the selected area.

5. Detailsof aselected individua configuration item. Depending on theitem selected, this
areamay contain a set of tabbed pages.
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4.5 General configuration of the Directory
Server

The Configuration page holds general configuration information about the Directory. The
only configuration items described in this section are Address and Oper ation. All others
are described in relevant chapters as listed below:

» Superior Knowledgeisdescribed in Chapter 7, Connecting Directories.

» SASL, TLS, X.509 and Password Policy are described in Chapter 5, Authentication.

» Shadowing is described in Chapter 8, Shadowing.

* Failover isdescribed in Chapter 9, High Availability.

45.1 Changing address information

Current address information for the Directory Server is displayed on a page very similar
to that used when creating a Directory Server or creating a bind profile to connect to one.

The hostname or |P address of the server holding the Directory is shown, along with the
port numbersit islistening on.

« Existing connection details can be changed by selecting them and clicking Edit... or by
double-clicking them.

» Connection details for other protocols can be added by clicking Add... and completing
relevant details.

» Unwanted connection details can be removed by selecting them and clicking Remove.

» Presentation, Session and Transport selectors can be specified by selecting an address
type and clicking Selectors... (see Section 2.2.3.3, “ Specifying a presentation address’
for details).

» Advanced... enables you to view or edit the presentation address as a string.

Caution: Changing thisinformation is changing the details of the actual Directory
Server. Modifying port numbers, for example, will mean that any bind profiles
using previous numbers will no longer function.

Note: Changes made to the Directory Server’s address will only take effect after
the Directory Server has been stopped and re-started.

4.5.2 Operation configuration

The configuration in this section defines some of the operational parametersfor the Directory
Service.
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= cn=D5A,0=MyOrg / Jane Smith - M-Vault Console

File Help

op Create - (:) Refresh
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(=N EoR =5

Coenfiguration ||;|'| Shadow Agreements | £ Databases Q Peer DSAsl Logging | OCSP Services

9 Address
Operation
ﬁ Superior Knowledge

Configuration of system-wide policy that controls the handling of client operations.

[¥] sAsL General | LDAP Controls
) TLs
%500 Administrative Limits

({f Password Policy Size limit:
Shadowing

@ Failover

Lock through limit:

Multimaster Time limit:

[, LDAP Changelog Search

@ HTTP B

acsp Minimum depth to start a search:
il SMmP Chaining

'-\_@ Security Labels

Protocols used for chaining:

200

5000

2 minutes
0

DSP then LDAP -

Abort | &%,

Session is bound for "cn=D5%A, 0=MyOrg". Last data refresh: 19 March 2015 16:22:28 GMT

The following options can be viewed and changed using this page:

o Administrative limits

« Sizelimit: the maximum number of entriesto returninresponsetoal ist or aSearch
request, if the requesting Directory does not specify alimit.

* Look through limit: the maximum number of entries to be considered for List or
Sear ch requests. Use thisto balance time against how comprehensive a search should

be.

* Timelimit: the maximum elapsed time (in seconds) within which theresultsof aList
or a Search request must be returned. Set this to a value that will prevent an
unreasonable amount of time being spent on one operation.

» Search

The minimum depth at which a search may be started defaults to O (the root of the
Directory). It may be set to alower level if you know that DUAs are unlikely to require
information from the higher levels: thiswill save search time.

e Chaining

You can prohibit chaining at all (No chaining), can specify that it is only to be carried
out using either the LDAP or DSP protocols, or that either protocol can be used but there

isapreferred order.

4.6

Database configuration

Entries held by the server are stored in one or more databases. Datbases are al so referred
to as GDAMSs, where GDAM stands for Generic Database Access Module. A Directory
instance can contain entries in more than one naming context. Multiple locally mastered
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naming contexts can be stored in asingle database. However, thisis not true of shadowing
where a shadowed naming context must make exclusive use of the storing database.

M-Vault's current implementationis| M GDAM, anin-memory approach whereall directory
information isloaded into memory at start up. Theinformation consists of aset of snapshots
of the data, together with alog of changes made. The server can create new snapshots at
configurabletimes (periodically, when acertain number of changes have been made and/or
at server shutdown time).

The Databases page shows details of all databases currently configured for this Directory
Server. A list of databases is shown on the left side of the page, and the configuration
information for the selected database is shown on the right.

Creating a database
To create a new database:

1. Click Create and select Database from the menu displayed.
2. Give the database a name and then click OK.

You can subsequently modify the database configuration, and the options available are
described next.

Configuring the in-memory database (IMGDAM)

ThisGDAM holdsall datain main memory. Datais persisted on disk by holding a number
of recent snapshots of the dataand a set of transaction logs. Snapshots consists of anumber
of datafiles, each comprising some number of directory entries. At startup each datafile
isloaded to build up the full in-memory representation. The changesheld in thetransaction
log are then applied to the in-memory snapshot to bring the data up to date. Dueto this
there may be some delay between the server being invoked and becoming available, though
there are configuration options that permit the manager to optimize initial 1oading for the
systemin use.

Configuration of thisdatabasetypeisheld on three sub-pages: File handling, Housekeeping
and I ndexes.

Figure 4.2, “Configuring the in-memory database” shows the in-memory database
configuration screen.
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Figure 4.2. Configuring the in-memory database
=y cn=D05A,0=MyCOrg / Jane Smith - M-Vault Console EI@
File Help
o Create - (:J Refresh

| Configuration | @ ShadowAgreements| £ Databases I@ Peer DSAsl Legging | OCSP Services

gdaml m

Configuration of the database properties and indexes.

File Handling | Housekeeping | Indexes

Preload threads
Maximum number of threads to use to load data at startup.

Threads

Entries per file

Maxirmum number of entries to store in each snapshot LDIF file.

Entries

Abort | ) Session is bound for "cn=DSA,0=MyOrg". Last data refresh: 19 March 2015 15:56:03 GMT

The File handling page is used to specify how datais stored in a snapshot and also how
itisloaded at startup.

* Preload threads enables you to specify the number of threads used to perform data
loading at startup. If thefull data consists of multiple datafile then parallelisation will
reduce the time it takes the server to load the data to memory and so the time it takes
to come online. If thisvalue is not set the server will use a number corresponding to
the number of online CPUs.

« Entriesper file option specifies the number of entries stored in each datafile. The
fewer entries stored in each file the greater the scope for initial 1oad parallelisation.

The Housekeeping is used to specify how often database snapshots are written to disk.
The process of creating new snapshots is known as checkpointing. Checkpointing can
be configured to take place periodically, at specific times or when the server is shutting
down. Notethat if acheckpoint interval is provided then the specific scheduleisignored.
Checkpointing is explained in more detail in Section 4.6.3, “ Checkpointing”

The Indexes page lets you manage the way that the dataisindexed. By default, asingle
index is created on the Attribute Type of mail (email address). Indexing is explained
in more detail in Section 4.6.4, “Database indexes”.

Checkpointing

Careful consideration should be given to how often snapshots will be generated
(checkpointing). Important factors are:

The checkpoint operation places additional |oad on the server and this can be significant
if the number of entries stored in the directory islarge and/or the datais subject to large
numbers of changes. Thuswhere server performanceisa priority checkpoints should be
configured to take place at times of least load.

Large numbers of outstanding changes will cause adelay in server restart, as the DSA
hasto process all changes beforeit can start serving the up-to-date data. Checkpointing
more often will alleviate this.
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The default configuration is for changes to be incorporated into a new snapshot at 1 am.
local time. Backup scheduling should also take the regularity of snapshot generation into
account, i.e. it would make sense to back the server up soon after a new snapshot has been
generated.

Database indexes

The Directory uses indexes managed by M-Vault Console (or Dmish — see the section
called “Adding one or more index objects’) to make single-level and subtree searches
faster. Anindex holdsalist of entries which match each possible valuefor agiven attribute
and search type. Without indexes, for each search request the Directory Server needs to
check each entry in the search scope to determine whether it matches the search criteria.

Thevalue of indexes should be weighed against the cost of maintaining them. In the current
in-memory GDAM implementation all indexes must also be held in memory, and so there
is atrade off between the additional search speed that an index might provide against the

overal process size.

Index search types

You can configure one or more attributes to be indexed for equality, approximate and
substring matches. Thetype of attribute index and the algorithms used to search the database
restrict the filters that can be used to make the search operation more efficient. Using
non-indexed filters means that a search hasto look through all of the entries.

» Equality —theseindexes match the unique values of an attributeto theidentifier of every
entry with that particular value stored in that attribute.

For example, if the database contains four entries with the following valuesin the
surname attribute: Emmit, Smith, Smith and Jones, then the corresponding index file
will contain Emmit, Smith and Jones, with the Smith index entry mapping to both
Directory entries with an attribute value of Smith.

» Substring — these indexes match substrings to the identifier of entries where the value
of the specified attribute contains that substring. The files named with at t r .sub. (e.g.
sn.sub.db) contain mappings for substrings of al values of that attribute used in entries
in the GDAM onto the entry identifiers of the entries which hold those values.

Thisindex isonly created if the attribute being indexed has a string syntax
(CaselgnoreString, IA5String and so on—see Appendix C, Attribute Syntaxes, for more
details).

Initial and final substrings are two characters long; all others are 3 characters long.

» Approximate — these indexes contain unique Soundex mappings of the values of the
specified attribute and match them to the entry identifiers of entries whose values match
the same Soundex code.

* Presence-—theseindexes map any valuesfor an attribute. Thefilesnamed withat t r .pres.
(e.g. sn.pres.db) contain mappings for any values of that attribute used in entriesin the
GDAM onto the entry identifiers of the entries which hold those attributes

Adding an index
To add an index:

1. If you are not aready connected, connect to the appropriate Directory Server.
2. Click the Databases tab.

3. Select the database to be indexed, then click the Indexes tab.

4. Click Add. The New index window opens.
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=/ New index (=23
Attribute type -
Match type |Equa|it}r v|

| Cancel |

5. Enter the Attribute type that you want to index.
6. Select the Match type you want to use (see Section 4.6.1, “Creating a database”).
7. Click OK.

Note: Theindex must be built before it can be used. To build the indexes for the
database, click Build indexes.

4.7

Managing configuration files

The operation of the Directory Server isaffected in part by anumber of configuration files.
This section describes how to maintain these files in away that enables simpler upgrades
to later releases.

The Directory Server readsin anumber of configuration fileswhen starting up. Thismeans
that for changes in these files to take effect, the Directory Server must be stopped and
restarted.

1. The Directory Server initially attempts to read each file from the (ETCDI R) directory.

2. If afileisnot found in (ETCDI R) the Directory server next looks in the ( SHAREDI R)
for thefile.

3. If thefileisstill not found, the Directory Server will use built-in defaultsif appropriate.
This use of two directories permits multiple machines to share common configurations by
sharing the ( SHAREDI R) directory, and yet to have local configuration files for each
machinein its{ ETCDI R) directory. For example:

» Alicencefileislocal to the machinesoisin (ETCDI R) .

 Schema shared between machines can be stored in ( SHAREDI R) .

To avoid problemswith M-Vault upgrades overwriting configuration file changes, no actual
configuration files areinstalled. Instead samplefiles are installed, which you can copy and

rename to replace the actual configuration file in the appropriate directory. The sample
files all have a.sample extension.

4.8

Backup and recovery procedures

A Directory Server may have one or more database GDAMSs. Each of theseisheld ina
subdirectory of the filestore directory (configuration path) which was specified when the
Directory Server was created (see Section 2.2.3, “ Creating a Directory Server”, for how
thisis specified in M-Vault Console and Section E.4.1, “GDAM Files’, for details of the
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files). These database GDAMss should be backed up for security purposes and so that
recovery can be carried out if there is a problem with the Directory.

Backup and recovery of the in-memory GDAM database

Thein-memory database produces snapshots of the data at times configured by the server
manager and the server will retain a number of the most recent snapshots generated. The
backup strategy is to copy the most recent snapshot of the data as well as the index
configuration, which isread prior to the user data at startup. Recovery involves rebuilding
the GDAM from the backed up snapshot(s) and configuration files.

Backup procedure

Snapshots are held in sub-directories of the snapshots directory and are identified by a
64-bit change sequence number. The snapshot directories are named using the hexadecimal
encoding of that number, e.g. 0000000000006d78. The most recent snapshot is the one
identified by the greatest change sequence number (the filesystem timestamps on the
snapshot directories are also a place to [00ok).

The user data backup procedure isto copy at least the latest snapshot to the backup area.
Thesimplest strategy isjust to copy all available snapshots by performing arecursive copy
of the snapshots sub-directory to the backup area.

It isalso necessary to backup theindex configuration. Thisisheld in the config sub-directory
of the GDAM directory. Again this should be backed up by performing arecursive copy
of the sub-directory to the backup area.

Recovery procedure
First recreate the GDAM directory structure, which is the following directories:

o gdam-dir.

» gdam-dir/config.

e gdam-dir/snapshots.
» gdam-dir/changel og.

The contents of the snapshots and config sub-directories should be copied from the backup
areato the reconstructed GDAM tree. The server can then be restarted.

Exporting and Importing Data

Sometimes it may be necessary to make copies of or load data into the directory using the
LDIF exchange format (see RFC 2849). The following tools exist for importing and/or
importing LDIF data:

* dbulk - Dump or load L DIF datato adatabase. Single entries or subtrees can be dumped.
Thetool cannot currently process L DIF change records.

* dsnapdump - Dump LDIF data from a database snapshot (as found in the
<gdam-dir>/snapshots) directory.

 dlogdump - Dump the GDAM database changelog. The database changel og consists of
the recent changes changes made to the database. The dlogdump tool can dump the
sequence of changed to afile using an Isode specific format or as a sequence of LDIF
change records.

Using dbulk to Import and Export Data
The direct to disk bulk data handling facility (dbulk) has three operating modes:

* | oad Load entriesfrom an LDIF file into a Directory Server’s database.
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* dunp - Dump aportion of DSA database into an LDIF file.
* cl ean - Remove a subtree from a DSA database.

Caution: Note that dbulk modifying modes (I oad and cl ean) - must not be
used while the DSA isrunning. The exporting mode (dunp) can be used while
the server isrunning.

General limitations to note;

* Any LDIF data used as a source of bulk loading must conform to the schema as dbulk
does not check for schema errors.

» The database GDAM must already exist before bulk loading can be carried out.

» Thereisno support for file URLS.

» All RDN values are assumed to be present as attributesin LDIF records.

 Only the binary option is supported in LDAP attribute descriptions.

Logging, including errors, goes to the dbulk-event.log log file.
48.2.1.1 Using dbulk load

Theload option loads L DIF content (noting that change records aren't currently supported)
into the database. To load data enter the following command:

dbul k load -db_directory pathnane -1dif filename -user DN
[-maxfail n] [-skip n] [-count n] [-overwite]

The meanings of the parameters are as follows:

-db_directory pathname
Thisgivesthelocation of the GDAM database, for example: /var/isode/dsa-db/gdaml

-ldif filename
This gives the name of the LDIFfile.

-user DN
This gives the Distinguished Name assigned to creator and modifier attributesin the
database. It isrecommended that this be the name of an account with appropriate write
permissions for the entries being loaded, although any syntactically valid DN is
accepted.

-maxfail n
This specifies the maximum number of failed records which should betolerated. When
this number is exceeded the program aborts. The default is 9. Use 0 to abort on the
first error.

-skip n
This tells the program to skip the specified number of records at the beginning of the
LDIFfile.

-count n
Thistells the program to process only the specified number of records from the LDIF
file.

Note: The-ski p and - count options can be used to process an LDIFfilein
chunks, or to process part of an LDIF file which previously failed.
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-overwite
This option allows existing entries to be replaced. By default, existing entriesin the
database are not overwritten. Youwill getanerrorentry exi sts (nooverwite):
<dn> for each entry that existsif - overwri t e isnot set.

Caution: It ispossible to overwrite Directory Server configuration entries using
thisoption. Care must be taken not to overwrite essential configuration datafound
inthecn=confi g subtree.

Using dbulk clean

The dbulk tool can be used in clean mode to del ete entire subtrees. To remove a subtree
from the database, enter the following command line:

dbul k cl ean baseDN -db_directory pathname [-maxfail n]
[ - descendant s]

The meanings of the parameters are as follows:

baseDN
Thisidentifiesthe subtree to be removed (cleaned). Theroot entry may not be removed,
hencethebasemay be" " toindicatetheroot, only in conjunctionwith - descendant s.

-db_directory pathname
This specifies the location of the GDAM database, for example,
/var/isode/dsa-db/gdaml

-maxfail n
This gives the maximum number of failed records which should be tolerated. When
thisis exceeded the program aborts. The default is 9. Use 0 to abort on the first error.

- descendant s
Thisremoves al the subordinates of the base entry down to the bottom of the tree, but
does not remove the base entry itself.

Using dbulk dump

Thedunp modeisused to export single entries or subtrees of entriesto L DIF. The command
lineis:

dbul k dunp baseDN -db_directory pathname [-nmaxfail n]
[-descendants] [-operational] [-subentries] [-ignore
attribute-type] [-maxthreads n]

The meanings of the parameters are as follows:

baseDN
Thisidentifies the subtree to be dumped (exported). The empty string (") can be used
to direct dbulk to dump all entries in the database.

-db_directory pathname
This specifies the location of the GDAM database, for example,
/var/isode/dsa-db/gdaml

-maxfail n
This gives the maximum number of failed records which should be tolerated. When
thisis exceeded the program aborts. The default is 9. Use 0 to abort on the first error.

- descendant s
Thisdumpsall subordinates of the base entry down to the bottom of thetree, excluding
the base entry.
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- oper at i onal
Whether to include operational attributes in the output LDIF.

-subentries
Whether to include subentries, e.g. access control subentries, in the output LDIF.

- maxt hr eads
The maximum number of threads to use when processing the in-memory database. By
default dbulk will use all available processors.

Using dsnapdump to Export Historical Snapshots

While dbulk is used to retrieve the current data, dsnapdump is used to dump one of the
historical snapshotsstored in adirectory database (see Section 4.6, “ Database configuration”
for details of the GDAM database structure). The command line for dsnapdump is:

dsnapdunp -S| --snapshot pathnane [-I|--1dif filenane]

The meanings of the parameters are as follows:

-s | --snapshot pathnanme
This specifies the location of the snapshot within a GDAM database, for example,
/var/isode/dsa-db/gdaml/snapshots/00000000001f381b.

-1 ] --1dif filenane
The filename to output LDIF to. If this argument is not provided then dsnapdump
will output to the terminal.

Using dlogdump to export changes

While dbulk and dsnapdump export the directory content asis, dlogdump exports recent
changes as stored in a directory database changel og (see Section 4.6, “ Database
configuration” for details of the GDAM database structure). The command line for
dlogdump is:

dl ogdunp -c|--changel og pathname [-1]|--1dif filenane]

The meanings of the parameters are as follows:

-¢c | --changel og pathname
This specifies the location of the changlog within a GDAM database, for example,
Ivar/isode/dsa-db/gdaml/changel og.

-1 --1dif
Output in LDIF format to the terminal.

-f | --full
Output raw changesto the terminal. This outputs a full diagnostic dump of the
changelog. Note that the output is not in LDIF format.
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Chapter 5 Authentication

This aim of this chapter isto explain the authentication mechanisms that can be used with
M-Vault Server.

Note: These mechanisms do not by themselves provide any guarantees of
Directory security but rely on security of the operating systems and hosts on which
the Directory Server(s) and any Directory User Agents (DUAS) run, and in some
cases also on the networks connecting them.

5.1 Security in the Directory

The M-Vault Server provides two kinds of security services associated with network
applications:

 authentication: determining the identity of a communications partner

M-Vault enables authentication of:

* A Directory User Agent (DUA) to the Directory Server, and of the Directory Server
to aDUA, when a DAP or LDAP association is made

» Peer Directory Serversto each other when a DSP or DISP association is made.
 authorization/access control: once the identity has been established, determining what

data and operations may be accessed by that identity.

Thisisdiscussed in Chapter 6, Controlling Access.

Authentication level, which relates authentication to access control, is discussed in
Section 5.8, “Authentication levels’.

51.1 General security issues

Asthe Directory Server can be started automatically (i.e. without an operator), there are
certain issues regarding security which you need to consider; for example, it is generally
not possible to request a passphrase at startup, or to obtain random number data from
operator input.

Asaresult, decisions about the following issues need to be made carefully:

* account selection
« file system access control
* server keys.

The security of the Directory Server relies on file system access controls. This means that
the Directory Server security isonly as strong as the login security of the system (which
isusually password-based), including the ease with which auser can acquire the privileges
of another user.

As the data managed by the Directory Server is held unencrypted in the file system, there
islittle paint in protecting the cryptographic keys any more securely, as asuccessful attempt
to obtain the cryptographic keys by subverting the file system access control mechanisms
would also alow access directly to the data protected by the cryptographic keys. However,
it isimportant that the cryptographic keys are not used for any other purpose.
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5.2

5.2.1

Introduction to authentication

Authentication isabout proving who you are: verifying the credential s of both partieswhen
establishing a connection between them.

All Directory protocols have a similar binding phase when establishing an association:

1. Theinitiator (aDUA in DAP and LDAR, or a Directory Server in DSP or DISP) opens
an association and sends its credentials.

2. Theresponder (always a Directory Server) detects a new incoming association and
receives these credentials.

* If the credentials are invalid, the responder returns an error code and may close the
connection. The only exception isfor a DSP initiation, in which case areferral is
returned.

« If thecredentialsarevalid, theresponder may send its own credentialsto theinitiator.
Theinitiator may wish to check these credentials to ensure it is communicating with
the correct Directory Server.

3. Once the authentication process is complete, an authentication level is assigned (see
Section 5.8, “Authentication levels’).

Note: Authentication provides an assurance at time of use only. Attackers will
be able to subvert an authenti cation mechanism if they have accessto the network
and are able to insert packets which appear to be from the DUA or Directory
Server.

Establishing identity

One of seven kinds of credentials may be used to establish identity, each useful under
different circumstances. Thefive supported typesform the basis of the authentication modes
that can be configured in M-Vault (the authentication mode val ue associated with each one
is given below).

anonymous
(Authentication mode 0) No information is provided, which meansthe Directory Server
will not be able to identify the DUA at all. This kind would typically be used when
connecting to a Directory Server which provides public information such as awhite
pages service, where modification or access to sensitive datais not possible.

name only
(Authentication mode 1) The Distinguished Name (DN) of the person or service
requesting connection is sent, but without any proof (no password). Thiskind of
authentication has limited application, but may be useful for providing a nameto the
Directory Server.

simple unprotected
(Authentication mode 2) The DN and a password string are sent in cleartext; for
exceptions refer to Section 5.6.3, “ Storing passwords in the GDAM”. This method is
widely implemented in DUA and Directory Server products, and provides alevel of
security similar to that in FTP and other Internet protocols. It is most suited for
authentication inside a single enterprise, where the Directory Server holds a copy of
all users’ passwords and the network istrusted or isinaccessible to attackers.
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simple protected
[Not currently supported by M-Vault.] The DN is sent in cleartext, but the password
issent in an encrypted form.

strong
(Authentication mode 4) A digitally signed request and response, using X.509
certificates, is exchanged. X.509 certificates are digitally signed with the private key
of aCertificate Authority (CA), which the responder should be able to verify with the
CA'spublic key. A token is transmitted with the certificate that contains a timestamp
and arandom number, in order to prevent reuse of the transmission. The responder
must be configured to trust the CA that has signed the certificate.

Configuration of X.509 is discussed in Section 5.4, “Configuring the Directory for
X.509". The advantage of strong credentialsis that the initiator does not reveal any
sensitive information by signing, and the certificate can be verified by any Directory
server which has knowledge of the certificate hierarchy. The disadvantage of strong
credentialsisthat they rely on algorithms which are patented or export controlled in
many countries, and thus are not widely implemented.

external
[Not currently supported by M-Vault.] The credentialsare transmitted viasome external
protocol.

SASL
Multiple mechanisms are permitted, and some of these mechanisms use a
challenge-response system to avoid passing credentials over the network in the clear.
SASL uses useridsinstead of DNs, and these must be mapped to DNs using a number
of configurable mapping rules.

SASL isonly supported for LDAPv3 DUAS, and provides multiple mechanisms that
can be used to authenticate. Some mechanismsare very weak (e.g. PLAI Nand LOG N)
while others are considered strong (e.g. DI GEST- MD5). Users SASL credentias
(“secrets’) arenormally held intheir Directory entries, but can also be held in external
databases.

Note: Thesecredentialsmay be carried over an underlying confidentiality transport
layer (for example, TLS) which may affect their treatment. In particular, LDAP
simple credentials over aTL S confidentiality connection may betreated differently
from LDAP simple credentials over a connection without an underlying
confidentiality transport layer.

5.3 Configuring authentication for specific
protocols

Different protocols have different requirements. Many of these attributes can be set using
Sodium by modifying the specified attributesin cn=core,cn=config. Moreinformationis
provided in Section E.1.6, “Chaining”, and Section E.1.5, “ Shadowing”.

For strong authentication (and signed operations) six more attributes are rel evant
(isodeDAPIncludeCertificationPath, isodeDSPIncludeCertificationPath,
isodeDISPIncludeCertificationPath, isodeDAPStrongTokenExpiry,
isodeDSPStrongTokenExpiry, isodeDISPStrongTokenExpiry) which may appear either
incn=core,cn=config or (for DSP and DISP) in peer-specific entries. These are described
in Section E.1.3, “ X.509 Strong Authentication”.
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DAP (as responder)

The Directory Server supports anonymous, name only, simple, and (when configured)
strong authentication. To disable some modes, change the isodeDAPAuthModesIExpect
attribute in cn=core,cn=config.

Authentication levels may be degraded from strong to simple by setting
isodeDAPDegradeStrong attribute, and from simple to none by setting
isodeDAPDegradeStrong in cn=core,cn=config.

Passwords are compared against userPassword attributes, possibly in conjunction with
password policy, see Section 5.6, “Password management”.

If strong authentication is configured, the Directory Server can require that all modification
operations be signed using the isodeDSPSignModify attributein cn=core,cn=config.

LDAP v3 (as initiator)

The Directory Server sends only anonymous binds when initiating LDAP chained
connections.

LDAP v3 (as responder)

The Directory Server supports anonymous, name only, simple, and (when configured)
SASL authentication. To disable some modes, change theisodeL DAPAuthModeslExpect
attributein cn=core,cn=config. Passwords are compared against userPassword attributes,
possibly in conjunction with password policy, see Section 5.6, “Password management”.

DSP (as initiator or responder)

The Directory Server supports anonymous, name only, simpleand (when configured) strong
authentication. To disable some modes, change the isodeDSPAuthModelSend and
isodeDSPAuthModeslExpect attributesin cn=core,cn=config.

Two passwords are used in simple authentication. By default the other Directory Server’'s
password is compared against the isodeDSPPasswordIExpect attribute in the
cn=core,cn=config entry. By default the password sent to the other DSA isthe
isodeDSPPasswordISend attribute in cn=core,cn=config.

If strong authentication is used, signed operations can be required by setting the
isodeDSPSignArg attribute in the cn=core,cn=config entry, and signed results can be
required by setting theisodeDSPSignRes attribute in the cn=core,cn=config entry.

In addition, chained operation authentication level s can be degraded (reduced) from simple
to none by setting theisodeDSPDegradeSimple attributeinthecn=core,cn=config entry,
and from strong to simple by setting theisodeDSPDegradeStrong attribute in the
cn=core,cn=config entry.

Chained operations will aso be degraded by analysing the DSP trace information. Peers
can be marked as trusted by setting the isodeDSPTrusted attribute in the peer entry;
provided all peersin the trace are so trusted this degrading will not happen.

If a peer-specific entry for the other Directory Server is present under cn=config the
attributes are read from there instead.

Note: A Directory Server can receive chained operations even if itisaDSP
initiator. Initiator and responder just indicate which Directory Server created the
connection, not which sends the operations.
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DISP (as initiator or responder)

The Directory Server supports name-only (only asinitiator), simple and (when configured)
strong authentication. To disable some modes, change theisodeDISPAuthModelSend and
isodeDISPAuthModeslExpect attributesin cn=core,cn=config.

Two passwords are used in simple authentication. By default the other Directory Server’'s
password is compared against the isodeDISPPasswordIExpect attributein the
cn=core,cn=config entry. By default the password sent to the other Directory Server is
theisodeDISPPasswordISend attribute in cn=core,cn=config.

If strong authentication is used, shadow coordinate operations can be signed by setting
isodeDISPSignCoShaUp, shadow update operations can be signed by setting
isodeDISPSignShaUp and shadow update requests can be signed by setting
isodeDISPSignSrShaUp.

If apeer-specific entry for the other Directory Server is present under cn=config the attribute
are read from there instead.

5.4

5.4.1

Configuring the Directory for X.509

For aM-Vault Server to be able to make use of X.509 based strong authentication for DAP,
DISP and DSP operations, it must be configured to have accessto at least:

* Itsown X.509 certificate, representing the Directory Server itself

» One or more certificates that can be used to form achain to a“trust anchor” certificate,
which will be that of atrusted Certificate Authority.

When initiating a strong bind (DSP or DISP), the Directory Server includesits certificate
as part of the bind request. The response to that request will include a certificate from the
other Directory Server. In order for authentication to succeed, both Servers must validate
each other’s certificate, using their own trust anchors.

When responding to astrong bind (DSP, DISP or DAP), the certificate received in the bind
request must be validated against the Directory Server’strust anchor. The bind response
sent by the Directory Server includes its own certificate.

The Directory Server’s own certificate

You use M-Vault Console to create an identity for a Directory Server. The certificate from
the identity does not contain sensitive data, and will be published by the Directory Server.
But an identity also contains a private key, which must not be disclosed. |dentities for the
Directory Server are stored in encrypted form on the system where the server is running.
M-Vault Consol e therefore needs to be running on the same system asthe Directory Server
when creating an identity for it, and will not offer the option of creating an identity for any
remote Directory Server that you are connected to.

1. Start M-Vault Console and bind to the Directory Server.
2. Select X.509 from the list of options on the left.
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3. Click Createto create an identity for this Directory Server.

Note: You can also click Pick to select an identity that already exists and

associate it with this DSA.

4. Follow the steps outlined in Section 3.10.1, “Generating a certificate request”.

You cannot change the subject DN but all other steps are the same.

5. At the end of the wizard, you are asked if you want to use thisidentity for TLS aswell.

6. Click Finish.

Additional X.509 configuration

The Trust Anchor page automatically shows the trust anchor derived from the Directory
Server'sidentity, which cannot be removed. You can, however, add further trust anchors
by clicking the Add button and selecting certificates from the file system. You can also

use Pick to select identities from within the Directory.
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Any other certificates that may be used during the certificate verification process are entered
on the Other CA Certificates page, using the same Add or Pick options as before.

Finally, the details of any LDAP Server used to look up certificates and revocation lists
during verification should be listed on the LDAP Server page. You can choose to use the
local server'sdetailsand also whether you want to use the same valuesfor X.509 and TLS.

5.5

SASL authentication

SASL isan Internet standard (RFC 4422) which defines a Simple A uthentication and
Security Layer and it is used in several Internet protocols such as SMTPR, IMAP, BEEP,
and LDAP. It provides a means of supporting different authentication mechanismsin an
easily extensible fashion.

SASL distinguishes authentication from authorization. This means that it is possible for
some intermediate system to authenticate as one user, but act as some other entity. Thisis
often called “ proxy authentication”.

SASL does not generally use DNs to identify usersto the Directory Server. Because DNs
arevital for the Directory Server in the processing of access controls, the use of SASL with
the Directory requires some additional configuration to map SASL useridsinto DNs. The
M-Vault server supports several different mapping schemes.

In general then, binding using SASL involves the following logical steps:
1. Authentication

The LDAPv3 client specifies a SASL mechanism, some credentials and optionally a
SASL userid, to the M-Vault server. Some mechanisms may require further information
from the client.
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If the authentication is successful the connection is associated with a SASL userid.

2. Authorization
The LDAPv3 client may specify that it wants to act as another entity. Thisis known as
proxy authentication. M-Vault verifies that the authenticated entity is allowed to act as
the other entity.

Normally the authorization identity is the same as the authentication identity.
3. Userid mapping

The authorization identity is then mapped algorithmically into an authorization DN.
4. Verification

The Directory Server verifies that the entry described by the authorization DN exists.

Configuring SASL

Instructionsfor configuring SASL are given in this section. Referenceis made to subsequent
sections for background explanation.

SASL isconfigured using M-Vault Console.

1. Bind to the Directory using M-Vault Console.
2. Onthe Configuration page, select SASL from the list of options on the left.

The SASL Configuration paneis displayed, which contains three pages. General,
Generic Mapping and GSSAPI Mapping.

Z7] cn=DSA, 0=MyOrg / Jane Smith - M-Vault Console =3 ch ==
File Help
dk Creste ~ @) Refresh
& Configuration |[J] Shadow Agreements | 5 Databases | & Peer DSas | [ Logging OCSP Services
@ Address
gf Operation

Management of configuration related to SASL.

£} Superior Knowledge
(4] sast General || Generic Mapping | GSSAPI Mapping
s

X500

f Password Policy
dowing Allow Anonymous [No ']

Enabled Mechanisms ~ ANONYMOUS EXTERNAL NTLM SCRAM-SHA-1

Mu;‘:‘;m Allow Plaintext [Confidential connections only -]
[@ LDAP Changelog
@ HTTP

ocsp

(il SNMP

(& Security Labels

abort| B, Session is bound for *cn=DSA,0=MyOrg". Last data refresh: 20 March 2015 09:43:54 GMT

3. M-Vault supports multiple SASL mechanisms, athough noneisenabled when aDirectory

isfirst installed. To specify which of the available mechanisms are to be enabled and
disabled:

a Click Edit...
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=, SASL Mechanisms @

Choose which SASL mechanisms should be enabled.
Enabled SASL Mechanisms Disabled SASL Mechanisms

ANONYMOUS
CRAM-MD5
DIGEST-MD5
EXTERMNAL
GS5-SPNEGO
GSSAPT

NTLM

PLAIN
SCRAM-5HA-1

[

QK l | Cancel

The SASL M echanisms window opens.

b. Select at least one mechanism from one of the boxes (NTLM is selected in the
Enabled SASL M echanisms box) and the appropriate arrow button between the
boxes is enabled. See Section 5.5.2, “SASL mechanisms’ for information on the
strengths of the different mechanisms.

c. Click thearrow button between the boxesto transfer the sel ected mechanisms between
the enabled and disabled lists. Click OK.

. Choose whether anonymous and plaintext SASL connections are allowed or not.

Note: These options only apply to non-TL S connections.

. Click the Generic M apping tabif you are going to use generic mapping rulesto generate

aSASL user id (see Section 5.5.3, “SASL userid mapping”) or the GSSAPI Mapping
tab if you are going to use those mapping rules (see Section 5.5.4, “SASL GSSAPI
configuration”).

The Generic Mapping page is shown below. Onthe GSSAPI Mapping page, thefirst
option iscalled GSSAPI Rule.

=] en=DSA, 0=My0Org / Jane Smith - M-Vault Consale EI@
File Help
db Create (:) Refresh

Configuration | Shadow Agreements | £ Databases | L1 peer DSAsl Lagging | OCSP Services

9 Address

{éf OpErE.tIDI"I Management of configuration related to SASL.

ﬁ Superior Knowledge

m SASL - Generic Mapping | GSSAPI Mapping

O TLS SASL userids have the form: username@domain, represented in the mapping rules
X509 below as <sasluser> @<sasldomain:.

(:f Password Policy
Shadowing

@ Failover Search Base DN

Multimaster
@, LDAP Changelog Username Attribute mail
& HTTP
0Csp
il SMMP
[ Security Labels

Mapping Rule ’Single search v]

Apph Cancel

Abort | 5] Session is bound for "en=D54,0=MyOrg". Last data refresh: 20 March 2015 09:49:54 GMT
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6. Select the mapping rule you want to use.

« Information on the generic mapping rules can be found in Section 5.5.3.1, “Generic
mapping rule —Active Directory compatible”; Section 5.5.3.2, “ Generic mapping
rule —domain part search”; Section 5.5.3.3, “ Generic mapping rule — two searches’;
and Section 5.5.3.4, “ Generic mapping rule — single search”.

* Information on the GSSAPI mapping rulescan befoundin Section 5.5.4.1, “ GSSAPI
mapping rule - Active Directory Compatible’; Section 5.5.4.2, “GSSAPI mapping
rules- Domain Part and Two Searches”; and Section 5.5.4.3, “GSSAPI mapping rule
- Single search”.

7. Select aDN from the Directory to use as the Search Base DN when mapping user 1Ds
to Directory entries (see Section 5.5.3, “SASL userid mapping”, and Section 5.5.4,
“SASL GSSAPI configuration”). For Generic Mapping, thisis stored in the
isodeGenericBase attribute, and for GSSAPI Mapping, it is stored in the
isodeSASLGSSAPIBase attribute.

8. Type the name of the attribute that holds the value that you are going to use to look for
amatch to the user part of the SASL id (see Section 5.5.3, “SASL userid mapping”, and
Section 5.5.4, “SASL GSSAPI configuration”). For Generic M apping, thisis stored
in theisodeSASLGenericFullMatchAttr attribute, and for GSSAPI Mapping, itis
stored in theisodeSASLGSSAPIFullMatchAttr attribute.

9. Click Apply to save your changes.

SASL mechanisms

M-Vault supports multiple SASL mechanisms viaa plugin system. When the Directory
Server starts up it loads all the pluginsinstaled in (LI BDI R) /sasl2. This makes it smple
to disable certain mechanisms completely (by removing the plugin file and restarting the
Directory Server), or to add additional mechanisms (by copying in the new plugin and
restarting the Directory Server). The mechanisms may be enabled from the Directory server
properties screen using M-Vault Console, as described in Section 5.5.1, “Configuring
SASL".

Each mechanism supplied has different characteristics that might make it more or less
useful for agiven Directory Server.

Table 5.1. SASL mechanisms

Mechanism Approach Security
PLAIN Sends plaintext passwords | Very weak
Loa N across the network.
CRAM MD5 Basic challenge/response, but | Weak
vulnerableto server spoofing
attacks.
NTLM Basic challenge/response,  |Wesak
using a Microsoft-specific
algorithm.
DI GEST- MD5 Challenge/response. Good
SCRAM SHA- 1 Challenge/response. Stronger
SCRAM SHA- 256 Challenge/response. Stronger
SCRAM: SHA- 512 Challenge/response. Stronger
GSSAPI Trusted third party (for Stronger
example, Kerberos)
TLS + EXTERNAL Client uses an X.509 Best
certificate
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SASL userid mapping

The SASL hind operation passes a DN, which is always ignored, to the Directory Server:
instead, a userid is used by many of the mechanisms. SASL userids have the form:

user name@onai n, which are represented in the mapping rules below as

<sasl| user >@sasl| domai n>.

The Directory Server then mapsthe SASL userid to a DN using the mapping rule specified
by the Directory Server Manager. The following sections describe the parameters shown
by M-Vault Console for each of the different mapping rules.

Note: If asearch returns either no results or more than one result, or the entry
corresponding to the constructed DN does not exist, the mapping fails.

Note: The GSSAPI and EXTERNAL mechanisms do not use SASL userids; for
more information see Section 5.5.4, “SASL GSSAPI configuration” and
Section 5.5.5, “SASL EXTERNAL configuration”.

Generic mapping rule — Active Directory compatible

Thisrule can be used to construct aDN that iscompatible with DNsused in Active Directory
(AD). The DN is constructed as follows:

<attr>=<sasluser>, <ADglue>, dc=<subdomain>, dc=<subdomain>, <suffix>

where:

» <attr > isthe naming attribute used to identify entriesin the Directory (for example,
uid) and is specified in Username Attribute

» <sasl user > isthe original user portion of the SASL userid

» <sasl domai n> isthe domain portion of the SASL userid

» <ADgl ue>isaglueentry (such ascn=Users) to bridge the gap between the information
provided inthe <sas| donai n>and where AD storesthe relevant entries - it is specified
in Container.

» <subdonai n>isasub-domain of the <sasl domai n> (the element dc=<subdonai n>
is repeated as often as necessary to incorporate all sub-domains)

» <suf fi x> isoptional and provides the remainder of the DN if the sub-domains are not
sufficient on their own to construct an appropriate DN - it is specified in AD DN Suffix
attribute.

For example, if your system is configured so that:

» UsernameAttributeis set to uid
» Container isset tocn=Users
» AD DN Suffix isset to o=MyCorp, c=US

then the SASL userid of barabash@example.net will map to uid=barabash, cn=Users,
dc=example, dc=net, o=MyCorp, c=US

Generic mapping rule —domain part search

This mapping supports holding users with multiple SASL domainsin multiple separate
subtrees.

* |f <sasl domai n> isabsent or isthe same value as Default Domain, form the DN as
follows:
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<attr>=<sasluser>, <search base>

where
e <sasl domai n> isthe domain portion of the SASL userid

e <attr>isgpecifiedin Usernameattributeand isthe naming attribute used to identify
entriesin the Directory (for example, uid)

» <sasl user > isthe original user portion of the SASL userid
* <search base> isspecifiedin Search base DN
* If <sasl domai n> isnot the default domain:

1. Searchfrom <sear ch base> for adomain entry (<sear ch resul t >) wherethe
valueof the<donai n match attri but e> (specifiedin Domain attribute) matches
<sasl| domai n>

2. Usethetemplate <attr>=<sasluser>, <search result>
For example, if your system is configured so that:

e Usernameattributeissettocn
» Search base DN is set to o=My Corp, c=US
» Default Domain is set to example.net

then the SASL userid of bar abash@xanpl e. net will map to cn=barabash, o=My
Corp, c=US

5.5.3.3 Generic mapping rule —two searches

Thismapping ruleissimilar to the domain part mapping rule, except that instead of forcing
all user entriesto be directly below the domain suffix, the second option performsasubtree
search under the domain suffix for the user.

* If <sasl domai n>isabsent or isthe default domain, then search from <sear ch base>
for auser entry with <user match attribute>=<sasluser>
where
e <search base> isspecifiedin Search base DN

e <user match attribute> istheattribute used when searching for matchesin the
values of <at t r>

e <attr>, specified in UsernameAttribute) is the naming attribute being used to
identify entriesin the Directory (for example, uid)

» <sasl user > isthe original user portion of the SASL userid
* If <sasl domai n> isnot the default domain:

1. Search from <sear ch base> for adomain entry (<sear ch resul t >) wherethe
value of the<domai n mat ch attri but e> matches<sasl domai n>

2. Search from <sear ch base> for auser entry where <user match
attribute>=<sasluser>

The resulting match is used as the DN.
5.5.34 Generic mapping rule — single search

Thismapping ruleisthe most flexible, asit allows usersin the same subtree to have different
SASL domains. It does this by searching for the complete SASL userid.

* If <sasl domai n> isabsent, search from <sear ch base> for auser entry with <f ul |
user match attri bute> matching <sasluser>@<default domain>
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* If <sasl domai n>ispresent, search from <sear ch base> for auser entry with <f ul |
user match attri bute> matching <sasluser>@<sasldomain>

where:

* <sasl domai n> isthe domain portion of the SASL userid
» <search base> isspecified in Search base DN attribute
e <full user match attribute>isthevalueof isodeSASLGenericFullMatchAttr

The resulting match is used as the DN.
For example, if your system is configured so that:

o <full user match attribute>isspecifiedin Username attribute
* the default domain is set to exanpl e. net

then the Directory Server will:

* search<full user match attribute>forasingleentry matching
ui d=bar abash@xanpl e. net if the provided SASL id isbar abash

* search<ful |l user match attribute>forasingleentry matching
ui d=bar abash@ryor g. co. uk if the provided SASL userid is
bar abash@ryorg. co. uk

SASL GSSAPI configuration

RFC 1964 definesthe Kerberosvb GSSAPI (Generic Security Service Application Program
Interface). Thisis used by the SASL GSSAPI mechanism.

SASL useridsfor GSSAPI are therefore Kerberos principal s, which take the form:

user nane@ eal mwherer eal misakKerberos v5 realm (normally written in uppercase.)
The realm is somewhat anal ogous to the domain used in other SASL mechanisms. The
default Kerberos realm must be specified in the Directory Server's
isodeSASLGSSAPIRealm attribute.

In order to use the GSSAPI mechanism, an administrator first has to:

1. Configure Kerberos v5 on each machine running M-Vault

2. Create the LDAP service Kerberos principal for each Directory server, of the form:
| dap/ host name@ eal m

The hostname is the fully qualified hostname of the machine, and the realm isthe
Kerberos realm. GSSAPI implementations vary in this area so for full details consult
your GSSAPI vendor’s documentation; but generally you would generate a random
password and you should also define that the principal is a service as opposed to a user.

Although the realm often looks like a network domain name, it may not be. In this
example the server isrunning on denmol. exanpl e. net yet isamember of the
EXAMPLE. ORGream: | dap/ denpl. exanpl e. net @XAMPLE. ORG

3. Export the principal’s key created in step 2 on each machine running M-Vault into a
keytabfile. Again, different GSSAPI implementationsvary in thisareaso for full details
consult your GSSAPI vendor’'s documentation.

The GSSAPI configuration in M-Vault usesthe Kerberos schemadefined for MIT Kerberos
5 (see Kerberos: The Network Authentication Protocol [392]). The main difference from
the non-GSSAPI mapping rulesis that by default searches for the full Kerberos principal
name will use the krbPrincipalName attribute.

These rules are defined in the following sections.
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GSSAPI mapping rule - Active Directory Compatible

Thisrule can be used to construct a DN that is compatible with DNs used in Active
Directory. The DN is constructed as follows:

<attr>=<k-user>, <ADglue>, dc=<subrealm>, dc=<subrealm>, <suffix>

where:

» <attr > isthe naming attribute used to identify entriesin the Directory and is specified
in UsernameAttribute

» <k-user > istheoriginal user portion of the provided userid

» <ADgl ue> isaglue entry (such ascn=Users) that bridges the gap between the
information provided in <r eal m» and where AD stores user entries - the value of this
issetis Container

* <subr eal > isasub-realm of <r eal > (the element dc=<subrealm> is repeated as
often as necessary, once for each sub-realm)

» <real n istherealm portion of the provided userid

» <suf fi x> isoptiona and provides the remainder of the DN if the sub-realms are not
sufficient on their own to construct an appropriate DN - the value of thisisset in AD
DN Suffix.

For example, if your system is configured so that:

» UsernameAttributeisset toui d
e Container issettocn=users
» AD DN Suffix is set to o=My Corp, c=US

then the Kerberos principal of barabash@EXAMPLE>NET will map to uid=barabash,
cn=Users, dc=EXAMPLE, dc=NET, o=My Corp, c=US

GSSAPI mapping rules - Domain Part and Two Searches

These mappings support holding users with multiple Kerberos realmsin multiple separate
subtrees, and is a two-stage process.

1. Searchfrom<sear ch base> for entrieswherethevalue of <r eal m mat ch>. TheDN
of the matching entry is used asthe value of <r eal m suf f i x>, the starting point for
stage 2. krb5RealmName=realm.

» The attribute represented by <r eal m mat ch> is specified in UsernameAttribute.
» The attribute represented by <sear ch base> is specified in Search base DN.

2. Perform asubtree search from <r eal m suf f i x> for entrieswhere <user mat ch>
match the provided Kerberos principal . The resulting match of this second search is
used asthe DN.

» <real msuf fi x> istheresult of thefirst part of the search.

e <user match> isspecifiedin Username attribute
For example, if your system is configured so that <sear ch base> isset to o=My Corp,
¢=US and the provided Kerberos principal is barbash@EXAMPLE.NET, the Directory
Server will:
1. Searchfrom<sear ch base> for anentry where<r eal m mat ch>=EXAMPLE.NET

2. Usethe DN of that entry (for example, o=My Corp, c=US) asthe value of <r eal m
suf fix>.

3. Search from <r eal m suf f i x> for an entry where the value of <user match>isa
match for the provided Kerberos principal.
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4. Usethe DN of the entry containing the match as the matching DN. For example, cn=R
Barabash, ou=R&D, o=My Corp, c=US

GSSAPI mapping rule - Single search

Thismapping ruleisthe most flexible, asit allows usersin the same subtreeto have different
Kerberos realms. It does this by searching for the complete Kerberos principal .

It searches from <sear ch base>, checking thevaluesof <ful | match attribute>
for amatch to the Kerberos principal, where:

e <search base> isspecified in Search Base DN
o <full match attri bute> isspecified inthe Username attribute.

SASL EXTERNAL configuration

If the LDAPv3 DUA has previously set up a confidential connection using SSL or TLS,
and presented the Directory Server with aclient X.509 certificate, then a SASL bind using
the EXTERNAL mechanism can be attempted.

X.509 certificates contain a subject name, which is a DN. Certificates purchased from
commercial CAs such asVerisign usually contain non-useful subject nameswhich include
information like email addresses, and the vendor’s context prefix. Because the Directory
Server usesthe subject namedirectly from the certificate, and since the namesin commercia
certificates are unlikely to exist in your DIT, this means that commercially obtained
certificates typically cannot be used with the SASL EXTERNAL mechanism. The only
practical way to use SASL EXTERNAL iswhen thereisalocally controlled CA that can
issue certificates with locally valid DNs.

Before using the subject name the Directory Server must make additional checks on the
certificate to ensure that the subject name should be trusted.

To configure these extra checks, configure TLS as described in Section 5.7, “TLS
configuration”. Set the tisVerifyClient attribute to either optional or required and set the
list of trusted CAstoincludethe CA that signsthe certificatesissued to SASL EXTERNAL
users.

5.6

5.6.1

Password management

This section describes how passwords are used, transmitted and stored.

Password policy

Normally M-Vault allows DAP and L DAP hinds using simple authentication to succeed
based on the equivalence of a stored password and the presented password. Thisis not
always appropriate, and it is sometimes required to impose some additional constraints on
how users are able to authenticate to their accounts in the Directory.

M-Vault can be configured to enforce a password policy, based on
draft-behera-1dap-password-policy-09. Entries containing userPassword attributes are
all subject to this policy, with the sole exception of the DSA Manager account.

The policy controls:

« if and when passwords expire
» whether failed attempts to bind cause the account to be “locked”, and for how long
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« if and how users are able to change their passwords.

To enable a password policy, connect to a Directory Server using M-Vault Console.
Password Palicy isan option in the Configuration group.

Figure 5.1. Password Policy page

=] cn=DSA,e=My0Org / Jane Smith - M-Vault Console El@

File Help

on Create (:) Refresh

Cenfiguration |@ Shadow Agreements | £ Databases % Peer DSAsl Lagging | OCSP Services

0 Address
{éf Operation
ﬁ Superior Knowledge

Configuration governing the usage and modification of user passwords.

|I| SASL Enable Password Policy

) TLs -

Y500 Usage Policy | Modification Policy | Hash Scheme Deprecated|

(‘j; Eavsword|Bolicy Maximum password age: 4 weeks

@ Shadowing

Failover Time before warning for password expiry: Mot specified

@ Multimaster o

[, LDAP Changelog Murmber of grace authentications:

@ HTTP Time before locking unused account: 2 months

OCsP

lllll. SNMP Time to delay response to failure: Mot specified

\Z» Security Label

@ Security Labels Maxirmum time to delay response to failure: Mot specified
Grace authentications validity period: Mot specified

Apply Cancel

Abort | T, Session is bound for "cn=D5A,0=MyOrg", Last data refresh: 19 March 2015 16:25:42 GMT

Before you can specify any other options, you must select Enable Password Policy.
There are four separate pages in the Passwor d Policy section:

» Usage Palicy: This pageis used to specify general information about passwords, most
of them time-based.

=|| Edit maximum password age @

Days: “|Hourss 0 = Minutess 0 = Seconds: 0

[ OK l | Cancel |

You can specify times using whichever units are most appropriate and they will be
converted to seconds for storing as part of the password policy.

» Modification Policy: Thispageisused to specify detailsabout who isallowed to change
passwords, and what restrictions should be imposed on any password values.

¢ Hash Scheme: For an installation where password val ues are hashed (determined by
whether Enable Passwor d Hash Scheme Palicy is selected), the parameters on this
page determine what kind of hash scheme to use (see Section 5.6.3, “ Storing passwords
inthe GDAM™).

» Deprecated: Thispageisprovided for backward-compatibility. If thisisanew installation
that is not using previous configuration files, nothing on this pageis required.
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Changing passwords

Passwords may be changed using the normal DAP/LDAP M odify operation, and also using
the LDAPv3 extended Passwor d M odify operation defined in RFC 3062.

Successful attemptsto modify apassword will causethe entry’spwdChangedTime attribute
to be updated, and potentially its pwdHistory and pwdFailureTime attributes.

The Directory Server can be configured to check the quality of new passwords. The
Directory Server first has to be configured with Enable Password Policy. The Check
Passwor d Quality option then determines what kind of checking is performed:

* Never Do not perform any checking. Thisis aso the default if password policy is not
enabled.

» If Possi bl e Check passwordsif possible. If acheck isnot possible (for example, the
new password has been hashed by the DUA) allow the modification.

* Al ways Always check passwords. If a password cannot be checked, prevent the
maodification.

Userswith LDAP clients can use a special control defined by
draft-behera-1dap-password-policy-09 when modifying their own entry, which will cause
additional details of any password quality check failures to be returned.

Thefollowing checks are made on the presented password (some of the related parameters
here appear on the Deprecated tab):

Minimum length
If the Directory Server’'sMinimum passwor d length is set and non-zero, the presented
password must be at least that length.

Invalid reuse
If the Directory Server’'s Maximum number of passwordsin history is set, the
presented password must not bein the list of historical passwordsin the entry. The
list of historical passwords is maintained in each entry’s pwdHistory operational
attribute.

Too recently changed
If set, the Minimum passwor d age prevents users from changing their passwords too
quickly.

Insufficiently mixed
The password must use charactersfrom at least 3 of the 4 sets. upper-case, lower-case,
digits, and other characters.

Insufficient entropy
If the Minimum Password Entropy valueisset, it enforces acheck on entropy, rather
than the insufficiently mixed criteria. Password entropy is a function of the password
length and the size of the symbol space used. e.g. A single-case, 18 character password
has an entropy of 84 hits, asimilar entropy is achieved with a 13 character password
using amix of uppercase, lowercase, numbers and symboals.

If an administrative user with appropriate access control permission - such asauser in the
Password Manager group - changes another user’s password, that password is said to have
been reset. If Force user password changeis set to YES in the M odification Policy page,
thiswill automatically set the modified entry’s pwdReset operationa attribute to TRUE.
The user will be allowed to authenticate using the password set by the administrator, but
will then beforced to change the password immediately. When the user successfully changes
their password the pwdReset operational attribute will be automatically removed.
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5.6.3 Storing passwords in the GDAM

Passwords are normally held in the GDAM as-is, i.e. as unprotected plaintext. This mode

allows the use of simple binds and all password-based SASL mechanisms such as

DIGEST-MDS5.

However if an attacker is able to obtain a copy of the database files, they will be able to

steal all of the passwords held in the Directory.

To protect against thiskind of attack, the server can be configured to hash passwords before

storing them. To enable this, use M-Vault Console’s Password Policy section (see

Section 5.6.1, “Password policy”). The choice of the hashing algorithm used for storage

affects what kinds of binds will subsequently work:

Value Algorithm Simple [SASL

(none) Plaintext Yes All mechanisms

MD5 MD5 Digest Yes No mechanisms

SHA SHA-1 Digest Yes No mechanisms

SHA2 SHA-2(256) Digest Yes No mechanisms

CRYPT Traditional UNIX crypt Yes No mechanisms

SMD5 Salted MD5 Digest Yes No mechanisms

SSHA Salted SHA-1 Digest Yes No mechanisms

SSHA2 Salted SHA-2(256) Digest |Yes No mechanisms

SCRAM SHA- 1 Iteratively salted SHA-1 Yes SCRAM-SHA-1, PLAIN and
Hash LOGIN only

SCRAM SHA- 256 |lteratively salted SHA-256 |Yes SCRAM-SHA-256, PLAIN
Hash and LOGIN only

SCRAM SHA-512 |lteratively salted SHA-512 |Yes SCRAM-SHA-512, PLAIN
Hash and LOGIN only

If passwords are hashed in the GDAMs, a DUA using simple binds must provide the

equivalent plaintext password. The server will refuse attemptsto compare a hashed password

from a DUA with a hashed password in the GDAM, regardless of the hashing algorithms

being used.

Asaconsequence, hashing passwords does not protect against attackers ableto read arbitrary

packets from the network (e.g. the public Internet, or awirel ess network). To protect against

that kind of attack the use of SASL security layers, or TLS, or some other network-level

confidentiality mechanism is recommended.

5.7 TLS configuration

The M-Vault Server supports LDAP and LDAPS over TLS/SSL. Your specific functionality
may a so vary depending on the sorts of algorithmsthat your Directory clients can support.

This section explains the security issuesto consider before implementing TLS, and then
describes how to configure the following in M-Vault Console:

« common TLS parameters, including cipher suites accepted by the Directory Server,
personal key information, and other options
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» TLS configuration when using LDAP.

Caution: If LDAPS support is configured, but the TLS functionality is
unavailable, any new connections on the LDAPS port will be closed. This happens
if TLSis misconfigured or disabled.

5.7.1 Configuring TLS

TLSisconfigured using M-Vault Console.

1. Bind to the Directory using M-Vault Console.
2. Onthe Configuration page, select TL S from the list of options on the left.

TheTL SConfiguration paneisdisplayed, which containsthe pagesidentified by tabs:
I dentities, Attributes, Trust Anchors, Other Certificates and L DAP Server .

=] en=DSA, 0=My0Org / Jane Smith - M-Vault Consale EI@
bl
db Create (:) Refresh

Configuration | Shadow Agreements | £ Databases | L1 peer DSAsl Lagging | OCSP Services

9 Address m
{§§' Operation

Superior Knowledge
{t sup g

Management of identities and other configuration related to TLS.

[¥] sasL Identities |Attributes Trust Anchors I Other CA Certificates | LDAP Server
I B Mo identities have been configured for TLS, so any connections that require
#5309 non-anonymous ciphers will be rejected

(::l? Password Policy
Shadowing

Multimaster
@], LDAP Changelog Resume...
@ HTTP :
0Csp
il SMMP
Remove...

[ Security Labels
View

Generate CSR...

Update...

TLS Client Authentication optional

Trust CA certificates in identities | YES

Appl Cancel

Abort | 11, Session is bound for "cn=DSA,0=MyOrg". Last data refresh: 20 March 2015 10:19:42 GMT

3. Ontheldentities page, you need to create or select at |east one identity to be used when
connections are made that are not anonymous:

» Create... starts awizard to create a new identity. This invokes the same wizard used
when anew identity is created in Sodium (see Section 3.10.1, “ Generating acertificate
request”) and initialises the wizard using the DN of the Directory Server itself. Once
an identity has been created, you will be given the option to use it for both X.509 and
TLSif you want.

¢ Resume...isenabled if you have aready generated a certificate request and now need
to finish creating theidentity (see Section 3.10.3, “Linking acertificateto aDirectory
entry”).

¢ Pick... enables you to browse the filesystem for an identity which has been created
previoudly.

* Remove... enables you to remove an existing identity so it will no longer be used by
the server.
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* View... enables you to see details about the identity, to be sure it is the one that you
want to use.

For more information on identities, see Section 3.10, “Managing identities’.

. TLSClient Authentication and Trust CA certificatesin identities are enabled once

anidentity has been selected. See Section 5.7.2.1, “ I dentity information” for more details.

. Click the Attributes tab.

Identities | Attributes | Trust Anchors | Other CA Certificates | LDAP Server

TLS Key Info Paths

DH parameters Path

Random seed path seed.dat
Session Cache Timeout 300
Client Authentication Verify Depth 5

TLS Support Flags TLS Support Flags configured |Edit... |

TLS Configured Cipher Suites 8 Cipher Suites Configured [ Edit... |

On the Attributes page, you can either set all the values yourself, or you can click Set
Defaults (as has been done in the example above).

Both TLS Support Flagsand TL S Configured Cipher Suites are set using the
associated Edit... buttons. For more information on supported cipher suites, see
Section 5.7.3, “ Supported TL S cipher suites’.

. The Trust Anchors and Other Certificates page are used to specify certificates that

are used during certificate verification.

Identities | Attributes | Trust Anchors | Other CA Certificates | LDAP Server

The list shows certificates that are configured as trust anchors.
Trust anchors derived from the directory server's identity may not be removed.

[E=] en=CA, 0=MyOrg |W|

| Pick... |

. The LDAP Server pageis used to specify the address of an LDAP server. The LDAP

server may be used as asource of certificates (if atrust chain refersto certificateswhich
are not otherwise available). Additionally, if Check CRL sis specified, then all
certificates will be checked to make sure that they have not been revoked. You can
check Usethisdirectory server's LDAP addressto have the certificate verification
process read this information from the local directory.

Server keys

TLS can operate without either the server or client having akey (using the DH_anon_*
sui t es). However, generally you will want at least the server to have akey, since the
anonymous suites offer no authentication.

The public key algorithm key types which may be used are:

* RSA key pairs
* DSA key pairs (DSA is sometimes referred to as DSS)
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» ECDSA key pairs

Client support for the RSA algorithm isfar more widespread than for DSA, ECDSA or the
anonymous DH suites. It is also difficult to obtain acommercially signed certificate using
the DSA or ECDSA algorithms, so if in doubt install an RSA key pair.

Identity information

Identity Information refersto theinformation used to identify the server cryptographically
to the client (usualy by digital signature).

To support apublic key algorithm suite (for example, RSA_wi t h_DES CBC_SHA), the
information comprises a private key (used for signature but never divulged to the client),
a certificate containing the corresponding public key bound to the server’s name, plus any
additional certificates which form a certificate path to a well-known trust point.

The Directory Server expects the Identity Information to be held on its own filesystem.
Note that the Identity Information is not stored or exposed inside a Directory entry, and so
it is never visible to clients.

Updating or viewing the Identity Information therefore requires access to the file system
used by the Directory Server, and so when using M-Vault Console to configure identities,
you must be running M-Vault Console on the same system as the Directory Server itself.

It is possible to use the same identity for both TLS and X.500 strong authentication, either
by selecting this option when creating it, or by using the Pick... button to choose the same
identity from both in both TLS and X.509 tabs.

Client authentication

TL S also supports authenticating clients using certificates installed on the clients. There
are three choices:

none
No client certificate is requested, and if one is presented then verification failure will
have no effect.

optional
A client certificate isrequested and if one is presented it must verify, otherwise the
connection is aborted. If no certificate is presented, then the connection succeeds.

require
A client certificate is requested and if one is not presented or fails to verify, the
connection is aborted.

The certificate that aclient presentsisverified against alist of trusted CA certificates. This
listisprovided to M-Vault asasingle PEM encoded file containing one or more certificates.
The name of thisfile is configurable (it is a pathname relative to the server’s filestore
directory.)

TLS also permits clients to present chains of certificates, with these connecting the end
client certificate to a CA that the server trusts. The length (the depth of verification) of
such chains which will be permitted is configurable. The default length is 1, which means
that the certificate is signed by asingle CA (which has a self-signed certificate). If
certificates are being used from a commercial CA alarger value will probably need to be
Set.

Mandating TLS in LDAP
If the Require TLSin LDAP configuration option is set the server will enforce use of

encrypted communication over LDAP access points by aborting any connection where
communication is attempted when no previous successful StartTL S operation has taken
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place. Note that this configuration option does not affect LDAPS access points, as LDAPS
enforces encryption implicitly and by definition.

Supported TLS cipher suites

Note: Isode does its best to ensure that regulations governing use and export of
cryptographic algorithms are not broken, but ultimately it isthe licensee’s
responsibility to ensure that the appropriate regulations are obeyed with respect
to the use of cryptography.

The Directory Server supportsanumber of TLS cipher suites. Some of the suites are defined
by Internet standards (RFC 2246 and RFC 3268), while othersare only defined by OpenSSL
(and therefore primarily only useful with OpenSSL clients). It supports RSA, DSA, and
ECDSA private keys.

Presuming an RSA key isbeing used, TLS_ECDHE RSA W TH_AES 256_GCM SHA384
from RFC 5289 is a good choice. (When more than one cipher suite is enabled, the server
will select what OpenSSL considers to be the strongest from those that are enabled and
which are offered by the client.)

Revocation checking

Certification Authorities (CAs) occasionally wish to revoke a certificate, for example to
indicate that the certificate owner has reported that the private key has been compromised.
There are two common ways for a CA to communicate this: OCSP and CRLs.

OCSP (Online Certificate Status Protocol) provides a protocol for requesting the status of
specific certificates. A CRL (Certificate Revocation List) isasigned list of serial numbers
of revoked certificates.

Ordinarily, the CA indicatesthelocation of CRLsand OCSP by adding extensionsto issued
certificates. For CRLS, they usetheid-ce-cRLDistributionPoints extension, and for OCSP
id-pe-authorityInfoAccess, with id-ad-ocsp.

When *CheckCRLs is set (either dsaStrongAuthCheckCRLs or tisCheckCRLs) then
URLSs in such extensions may be used to retrieve CRLSs. If the OCSP choice in the
AuthorityInfoAccessSyntax extension (as above) is set then OCSP will be used to
determine status (and CRLs may not be retrieved). Similarly, if *OCSPuri is set then that
provides a URI which will be used for checking all certificates.

Notice that these happen regardless of whether the relevant LDAP options are set. Those
options enable lookups when distribution points contain directoryName, and for lookups
of certificate entries even when no suitable extensions are set. Similarly, M-Vault itself
will use native lookup, so if it holds the relevant CRL s then they can be used.

OCSP requests are always sent unsigned. When *OCSPnonce is set the requests will have
the nonce extension, otherwise no extensionswill be present. The response must normally
be signed by either the certificate's issuer or by a CA Designated Responder (with a
certificate issued by the certificate issuer specifically for OCSP). If it issigned by a
designated responder then that certificate must have the id-pkix-ocsp-nocheck extension
(indicating that that certificate's revocation status need not be checked). *OCSPresponder
can be set to indicate an alternative certificate that will be accepted as an OCSP response
signer; ordinarily that would be used along with *OCSPuri. If status checking with OCSP
fails (because the server failsto respond or the above constraints aren't satisfied) then CRLs
will be used instead. Ordinarily, short requests are made using HTTP GET (as alowed in
Appendix A of RFC 2560); this can be prevented (forcing use of HTTP POST) by setting
*LookupAvoidOCSPHTTPGET to TRUE.

There are also *CheckLeaf attributes which just check the revocation status of the leaf
certificate rather than the whole chain. In some environments this may be desirable (it may
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bethat the CAsare carefully managed and do not have revocation information, for example),
but usually the more general checking should be preferred. These attributes only have effect
when the relevant *CheckCRLs attribute is not TRUE.

Various kinds of retrieval can be disabled using *LookupAvoid* attributes. (This affects
both certificate retrieval and revocation checking.)

5.8 Authentication levels

To facilitate access control decisions, al Directory operations on the server take placein
the context of an assigned access control Authentication Level; thisis normally (but not
always) derived from the form of credentials used to authenticate the originator of the
requested operation. This authentication level is aso passed between Directory Servers
when the operation is chained over DSP.

5.8.1 Levels supported

The Directory Server supportsthe three basic authentication levelsof X.501: None, Si npl e
and St r ong. These represent increasing levels of authentication of the originator of the
operation, and are used by access control to decide whether the originator is sufficiently
authenticated to perform part or all of the operation.

Table 5.2. Authentication levels

Authentication required by Access Control
None Simple Strong
Originator’s None Y N N
authentication -
level Simple Y Y N
Strong Y Y Y

Authentication level isjust one of the inputs into the access control decision function;
access may be denied on other grounds even when permitted by authentication level. See
Chapter 6, Controlling Access for further details.

5.8.2 Derivation of authentication level

The authentication level of an operation is usually derived from the form of credentials
(authentication mode) used by the last Bind operation on the association. However, any
Directory Server may chooseto lower the authentication level associated with an operation,
especially one passed to it by aremote Directory server it knows little about. This section
describes how the authentication level of a Directory operation (originated by a DAP or
LDAP user, not necessarily connected to the local Directory Server) is affected by the
authentication mode of the association over which the operation arrives in the server.

5.8.2.1 DAP

The authentication level of incoming DAP operationsis derived directly from the
authentication mode used in the most recent DAP Bind operation on the association.

Bind Mode Authentication Level
Anonymous None

Nameonly None

Simple Simple
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Bind Mode Authentication Level
Strong Strong
LDAP

The authentication level of incoming LDAP operationsis derived directly from the
authentication mode used in the most recent LDAP Bind operation. You may configure
the local Directory Server to modify this authentication level, to distinguish between a
Bind in simple mode and aBind in simple over TLS mode.

LDAPv3 may request operations without binding. Such requests are treated as if they had
used an anonymous mode Bind on the first operation received.

Bind Mode Authentication Level
Anonymous None

Nameonly None

Simple Simple

Simpleover TLS Simple

SASL Simple

SASL over TLS Strong

DSP

Operations chained to the local Directory Server over DSP arrive with an authentication
level assigned by aremote Directory Server. Thelocal Directory Server may (and usually
does) choose to modify this authentication level for the purposes of local processing of the
operation, depending on various criteria, both of implementation and policy.

There are anumber of factors affecting the local authentication level:

» Theauthentication level of the DSP association over which it arrived.
» Whether all the Directory Serversit has passed through are “trusted”.
» DSP operation configuration.

Whether the original DAP operation was signed.
These are described in more detail below.

The DSP-association authentication level isnormally derived directly from the authentication
mode used in the most recent DSP Bind. However if the DAP operation is signed and the
signature can be verified, then the authentication level will always be St r ong, eveniif the
operation was chained over an anonymous DSP association.

Bind Mode Authentication Level
Anonymous None

Nameonly None

Simple Simple

Strong Strong

Thelocal authentication level of an incoming operation may never be greater than the
authentication level of the DSP association, except if the operation is signed. Signed
operations have their signature verified by each Directory Server and (on successful
verification) the authentication level for such operationsis St r ong.

Thelocal Directory Server may choose which of itspeersto trust to assign an authentication
level appropriate to the authentication mode used. Since any intervening peer may modify
an authentication level in achained request, it is unsafe to trust any authentication level
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higher than None if it has come from or passed through a peer which is not trusted by the
local Directory Server. Thelocal Directory Server therefore modifiesthelocal authentication
level of the operation to None if an untrusted peer has been involved.

Absent or adverse DSP operation configuration may also result in the local authentication
level being lower than the incoming authentication level. By default, if no DSP operation
configuration information is supplied, all incoming operations are assigned alocal
authentication level of None. See Section 5.3.3, “LDAP v3 (as responder)” for further
details.

Chained operations which pass through the local Directory Server (that is, incoming
operationswhich are chained on to another peer) keep the authentication level they arrived
with. The local authentication level is only used if the operation is processed locally.

Authentication level is not significant to DISP operations. LDAP chaining The M-Vault
Server has the ability to “LDAP chain” incoming LDAP operations onto other LDAP
Servers. When it does this, the Directory Server is acting as an LDAP client using
anonymous authentication; consequently the authentication level of the original LDAP
request is not passed on to the new server. Incoming L DAP-chained requests are treated
asif they come from an LDAP client; see Section 5.8.2.2, “LDAP’. Note also that LDAP
operations may also be chained using DSP, depending on the type of knowledge reference
configured for the chained-to peer; in this case normal DSP chaining considerations apply.

DISP

Authentication level is not significant to DISP operations.
LDAP chaining

The M-Vault Server has the ability to “LDAP chain” incoming L DAP operations onto
other LDAP Servers. When it does this, the Directory Server is acting as an LDAP client
using anonymous authentication; consequently the authentication level of the original
LDAP request is not passed on to the new server.

Incoming L DAP-chained requests are treated asif they come from an LDAP client; see
Section 5.8.2.2, “LDAP".

Note: LDAP operations may also be chained using DSP, depending on the type
of knowledge reference configured for the chained-to peer; in this case normal
DSP chaining considerations apply.

5.9

59.1

Headless configuration of X.509 Identities

The X.509 configuration functions in M-Vault Console require MV C to be installed and
run on the same server as M-Vault. Thisis not possible for a headless server. An AP
allowing configuration of X.509 Identities over protocol (DAP or LDAP) has been
implemented using a custom objectClassisodeCSRContext.

The isodeCSRContext objectClass

TheisodeCSRContext objectClass contains three attributes:

cn commonName of entry. Defines an entry's
RDN. This attribute is also used asa
directory name for files associated with the
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reguest and should avoid using path control
characterssuchas: /\.

isodeConfigureTLSRequest A string value. Configuration is managed by
writing a JSON string to this attribute.
isodeCertificateSigningRequest A read-only binary value. If a pending

certificate signing request has been generated
it will be stored here.

isodeCSRContext entries should bewrittento thecn=conf i g areaof the Directory Server.
It isrecommended that acontainer entry, using theisodeConfigRoot object classis created
incn=confi g and the CSR Contexts are stored beneath that.

Storage of keys and certificates

Private Keysand PK CS#12 certificate bundles are stored on the server beneath the Directory
Server root Directory. The relative path will be derived from the commonName.

E.g. anisodeCSRContext with cormonNane=TLS_Request in aDirectory Server with
alocal path of ( DATADI R) / exanpl e- db will store any associated filesin a directory
( DATADI R) exanpl e-db/i dentities/ TLS_Request.

Any files associated with an isodeCSRContext will be deleted when the object is deleted
from the Directory Server.

JSON API for isodeConfigureTLSRequest

TheAPI istriggered by writing aJSON string to theisodeConfigureTLSRequest attribute.
This may occur on entry creation or as an update. The JSON is never stored in the DSA
but iswritten to the changelog. It MUST contain the following entries:

{
"version" : 1,
"act" : "pkey" or "csr" or "load"
}
version 1
act TheAPI action. Must be pkey or csr or
| oad.

Create Private Key

Generates a private key and storesit in a PK CS#8 file named <cn>.pem (where cnisthe
commonName of the entry). A passphrase is generated randomly and stored in
<cn>.pem.pphr The pphr filewill be encrypted with servpass (c.f. Section E.1.2, “ Encrypting
pphr files”) if configured.

{

"version" : 1,

"act" : "pkey",

"alg" : "RSA" or "ECDSA',

"len" : "4096",

"curve" : "prinme256v1l" or "secp384rl1l" or "secp521lr1"
}
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ag Encryption algorithm. Allowed values are
RSA or ECDSA. If not specified, defaultsto
RSA.

len Key length. Only required with RSA keys. If
not specified, defaultsto 4096.

curve ECDSA curve function. Only required with
ECDSA keys. Allowed values are
prime256vlorsecp384rlorsecp521r 1.
If not specified, defaultsto pri ne256v1.

A new key will be created. Thiswill overwrite any existing keys.
If key creation is unsuccessful, any old keys are retained.
Create Certificate Signing Request

Generates a Certificate Signing Request and storesit intheisodeCertificateSigningRequest
attribute.

{
"version" : 1,
"act" : "csr",
"subj ect" : "cn=DSA, c=XX",
"usage" : "server" or "nmesh" or "ocsp",
"extensions" : list of extensions follow ng the openssl format,
"directory_names" : list of directory nanes, as DNs
}
subject The required subject DN for the certificate.
usage Optional definition of a standard set of
Certificate attributes and extensions. Allowed
valuesareser ver or nesh or ocsp.
extensions An optiona list of additional extensions.
These should follow the OpenSSL format,
c.f. X509 V3 certificate extension
configuration format [https./
docs.opensdl.org/3.4/man5/x509v3_config].
SubjectAlternateNames of type x400 O/R
Address are not supported.
directory_names Anoptional list of directory names (as DN).
These will beincluded in the CSR as
subjectAlternateNames. Do not attempt to
add Directory Name SAN valuesto the
extensions parameter.

All CSRswill contain the subj ect Keyl denti fer.

All CSRswill include basi cConst rai nts=critical , CA: FALSE unless explicitly
over-ridden in the ext ensi ons parameter.

server CSRswill contain the extensions.

» keyUsage=critical, digital Signature, nonRepudiation, keyEncipherment
» extendedKeyUsage=serverAuth
* subjectAltName=DNS:<server hosthame>
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mesh CSRswill contain the extensions.

» keyUsage=critical, digital Signature, nonRepudiation, keyEncipherment
 extendedKeyUsage=serverAuth,clientAuth
* subjectAltName=DNS:<server hosthame>

ocsp CSRswill contain the extensions.

» keyUsage=critical, digital Signature, nonRepudiation, keyEncipherment

* extendedKeyUsage=OCSPSigning

» OCSPNoCheck

If additional subj ect Al t er nat eNane entries are required, they should be specified in

theext ensi ons parameter, except for Directory Names, which should be specified in the
di rect ory_nanes parameter.

The following SAN entries have been tested:

* DNS (domain name)

* |P(ip address - IPv4 or IPv6)

* RID (registered id - specify as OID)

* email

* URI

e OtherName - XMPP Address

» OtherName - Service Name

» OtherName - User Principal Name

» OtherName - Global Domain Identifier
* OtherName - MTA Name

Directory Names are supported but must be specified with the di r ect or y_nanes
parameter.

x400 O/R Addresses are not supported.

The JSON may also include pkey parameters, in which case a new private key for those
parameters will be created (overwriting any existing key).

If the request does not include pkey parameters, the existing key will be used. If thereis
no existing key, a default key (RSA:4096) will be created.

Load Certificate

Once a CSR has been generated, it should be extracted from the
isodeCertificateSigningRequest attribute and passed to a Certificate Authority.

The returned certificate(s) should be passed to the DSA with JSON:

{

"version" : 1,

"act" : "l oad",

"cert" : pemencoding of certificate,

"cas" : [ pemencoding of ca certificates ]
}
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cert Required. The PEM encoding of the returned
certificate

cas Optional. An array of PEM encoded
Certificate Authority or intermediate
certificates.

A .pl2 file, named either rsa.p12 or ecdsa.pl2 (depending on the Key Algorithm of the
private key of the CSRContext) will be created and written to the context directory. This
will includethe private key and the certificate. If Certificate Authorities have been specified,
they will aso beincluded.

If thereisan existing .p12 file for this context, it will be overwritten without warning.

The .p12 will be encrypted with arandomly generated password, which will be written to
a.pphr file. If servpassisconfigured for the Directory Server, the password will be servpass
encrypted.

If p12 creation is successful, any CSR in theisodeCertificateSigningRequest attribute
will be removed. The separate private key file will also be removed.

If p12 creation is unsuccessful, any existing isodeCertificateSigningRequest and private
keys are retained.

Oncea.pl2file hasbeen created, it may be used asaTL S Identity by creating aTL SContext
entry (or modifying the default TLSContext in cn=cor e, cn=conf i g) by setting the
tisKeyInfoPaths path to identities/<cn>/<alg>.p12

E.qg. if certificates have been loaded for an isodeCSRContext with
comonNane=TLS_Request the appropriate tiskeyInfoPaths path would be
identities/TLS Request.

Thisrequires a separate update - it is not triggered automatically by the API.
Sodium interface for isodeCSRContexts
Sodium has been extended to support isodeCSRContext

Viewer

A simple form has been created for isodeCSRContext entries.

Name The name (commonName) of the context.

Generate Request A button to open awizard to create an
isodeConfigureTL SRequest. The text box
above the button will show the generated
JSON.

Certificate Signing Request If a CSR has been created, it will be
displayed here. This control includes Save
and Save as PEM buttons to alow the CSR
to be exported for signing.

Wizard
Clicking the Gener ate Request button will open the Wizard.

When the wizard is complete (the Finish button is enabled), clicking the Finish button
will enter the generated JSON in the text box above the Generate Request button. Click
Apply on the entry form to send the request to the server.
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TLS Request Action
The Request Action page allows the action to be chosen. Available actions are:

* New Private Key (pkey).
* New Certificate Signing Request (csr).
* Load Certificate (load).

TLS Request Private Key
The TLS Request Private Key page allowsthe key algorithm and size or curveto be chosen.
Certificate Signing Request Type

The Certificate Signing Request Type page allowsthe csr usage and subj ect parameters
to be chosen. If anew key isrequired, it may also be specified here.

Certificate Signing Request Subject Alternate Name

The Certificate Signing Request Subject Alternate Name page allows the Subject Alternate
Names to be chosen. This uses the standard Sodium SAN control, however it should be
noted that OR Addr ess is not supported. Any configured OR Addr ess SANswill be
discarded (and awarning written to the log).

TLS Request Load Certificates

The TLS Request L oad Certificates page allows signed certificates, certificate authorities
and other certificates to be loaded and included in the server p12 bundle.

Once certificates have been loaded to p12 bundle, they can be used asa TL S Identity by
creating a TL SContext entry (or modifying the default TL SContext in
cn=cor e, cn=conf i g) by setting the tiskeyInfoPaths path to identities/<cn>/<alg>.p12

E.qg. if certificates have been loaded for an isodeCSRContext with
comonNane=TLS_Request the appropriate tiskeyInfoPaths path would be
identities/TLS Request.

Thisrequires a separate update - it is not triggered automatically by the wizard.

If the Certificate Authority or intermediate certificates are defined using the
tlsCaCertificateFile or tlsTrustAnchor attributes, they do not need to be included in the
p12 bundle.

Access Controls for isodeCSRContexts

AsisodeCSRContext entries are stored underneath cn=conf i g any user that has access
to this areamay create, modify or delete these entries.

For a Directory Server using the default Global Access Control rules (c.f. Section 6.2,
“Global access control™) thiswould include al users who are members of the DSA
Manager s group.

New rules have been added to Sodium to allow more granular access.

Deny accessto CSR Context attributes
Denies access to entries using the isodeCSRContext object class or the
isodeConfigureTLSRequest or isodeCertificateSigningRequest attributes.

Has full accessto CSR Context and TLS Context attributes
Allows full accessto entries using the isodeConfigRoot, isodeDSAConfiguration,
isodeCSRContext or isodeTLSContext object classes and attributes of
isodeCSRContext or TLS attributes (c.f Section E.1.4, “TLS").
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The default DSA template has been extended to implement these rules and include a new
role PKI Managers.

Only PKI Manager s have accessto isodeCSRContext entries.
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Chapter 6 Controlling Access

This aim of this chapter is to explain how to define access to objectsin the Directory. The
M-Vault Server includesanumber of security featuresto control accessto and modification
of Directory information.

Note: These services do not by themselves provide any guarantees of Directory
security but rely on security of the operating systems and hosts on which the
Directory Server(s) and any DUAS run, and in some cases a so on the networks
connecting them.

6.1 Overview of access control

Access control protects entries, attributes and their val ues against disclosure or modification.
Access control regulates what type of operation can be performed on an entry and on an
attribute or value. Access control is supported by authentication (see Chapter 5,
Authentication), as access control itself is not concerned with proving identity.

Before performing any Directory operation, access controls are checked by the Directory
Server to ensure the requesting DUA has permission to perform the operation. If not, the
Directory Server may be permitted to perform only part of the operation (for example,
some attributes may be excluded from being returned in a Read), or a security error may
be returned, or, in some cases, the existence of the target of the operation may be denied.

There isaspecia setting that causes all modifications to require signed operations,
isodeRequireSignedModify. If that is set, then all modifications require signed DAP
operations.

A Directory Server may be configured to use a security policy, which in which case
operations must also satisfy the checks imposed by that policy in order to succeed (see
Section 6.5, “ Security labels and clearance”). It is also possible to require that all write
(add, remove, modify, rename) operations must be signed by the DUA, and this requirement
takes precedence over the normal access control mechanism.

Access to entriesin the Directory can be controlled using either Global Access or Local
Access. These are configured separately in Sodium: see Section 6.2, “ Global access control”
and Section 6.3, “Local Access Control Information (ACI)”.

 Global Access Control usesthe Simplified Access Control scheme.

» Local Access Control can use either of the two available access control schemes: Basic
Access Control or Simplified Access Control.

They both operate in the same way but the information is stored differently.

Access Control Information (ACI) settings are found in several placesin the DIT.
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6.2

6.2.1

6.2.2

Global access control

Caution: Asthe DataManager and Server Manager are just other users, changes
made here can prevent them from binding to the Directory Server, and so can also
prevent the Data Manager from undoing erroneous access control changes.
Complex access control changes should not normally be attempted on alive
production Directory Server. You would have to enable a‘ super user’ mode to
resolve thisissue.

Configuring Simplified Access Control can be quite complex. The* Global Access Control”
mode provided by Sodium abstracts much of this complexity into a view which makesiit
easier to manage which users are permitted access to which parts of the directory tree.
Changes made using the Global Access Control view are translated by Sodium into
Simplified Access Control.

Roles, Rules, Items and Precedence
Global Access Control isbased on roles and rules.

Roles are used to specify a set of users and the authentication level that they have. For
example, you may have arolewhichiscalled “ System Manager” which appliesto asingle
specific user when bound using strong authentication, or arole called “France” which
appliesto all the users below o=Acme,c=FR regardless of what authentication they have
used.

Rules define a set of access controls which either permit or deny accessto certain entries
or attributesin the directory. So you might have arule called “ Can modify own telephone
number” which permits modification of the telephoneNumber attribute by the owner of
the entry (but not in entries owned by other people), or arule “Cannot see devices’ which
prevents the reading of any entries that have the device object class.

Any role may be combined with any rule, and the combination applied to aparticular area
of the directory tree. This combination appears as asingle item line in the Global Access
Control editor. For example, you might create an item consisting of the role “France” and
the rule “Cannot see devices’, and apply thisto al entries below o=Acme.

Therewill be many items combining roles and rules, and each one has a precedence, where
higher precedence items override lower precedence ones. For example, alow precedence
item which denies access to anyone trying to read atelephoneNumber attribute will be
overridden by a higher precedence item which allows a specific user to read
telephoneNumber attributes. The standard installation includes predefined rolesand rules
which can be copied and/or modified to suit your own needs.

Sodium'’s Global Access Control View

Global access control is set in Sodium, using the Global Access Control View from the
View menu.

Thisview showsalist of itemsin order of precedence, each one containing arole/rule pair.
The default behaviour for the directory isto allow only accesswhen specifically permitted,
and to reflect this, aspecial fallback item marked “DENY” will always appear at the bottom
of thelist (below precedence 0). In the lower half of the window, a schematic display of
the directory tree is displayed, which reflects the scope of whichever item is sel ected.
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Colours are used to indicate which areathe selected item affects, and whether it denies
(red) or grants (green) access.

Guidance on using the interface to set access levelsis available from the integrated help,
displayed by clicking the Help button.

Figure 6.1. The Global Access Control view

% en=DSA,0=MyOrg / Jane Smith - Sodium =@ |@
Session Edit Operations X509 View Help
Browse Global Access Control 22
, "cn=D5A o=MyOrg / Jane Smith": LDAP bind to 'dsa’ on port 19389 {b | Refresh View
155  DENY Block read of password attributes -
150  ACIManagers Group Has full access to all entries/subentries and all attributes
150  DSA Managers Group Has full access to all normal entries and their attributes =
150  DSA Operators Group Can read all entries, subentries and all attributes
150  Data Managers Group Has full access to all normal entries and their attributes
150  Password Managers Group Can access password related attributes in any entry
150 User Managers Group Has full access to all normal entries and their attributes -
|Add | | Edit| | Delete| | Menu... | Configuration

AREA MAP: Left-click to select/chop-after/chop-before, Right-click for context menu,

[He]

Note: At the top-right of the window isasmall clock icon. Hover your mouse
over this clock icon to see how long it has been since the information displayed
in this window was refreshed.

Using predefined roles and rules

Figure 6.1, “The Global Access Control view” shows the default values for global access
control: these can be modified as required. The upper half of the window shows the roles
and rules currently in use. Click aroleto seeitsareaof application. Figure 6.1, “The Global
Access Control view” shows the effect of thefirst rulein the list: Block read of password
attributes.

» Add enables you to add more items using the roles and rules available.

» Select anitem and click Edit to change itsrole, rule or precedence, or click Delete to
remove it altogether.

» Select an item and click Menu for arange of options appropriate for your selection.
Item Notes displays information about the roles and rules referenced in the selected
item. You can also (where appropriate) chooseto view therole entriesin aBrowse view.

When you have made your changes, click Apply.
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Creating and modifying roles

To create anew role, open the Global Access Control View from the View menu and
click the Configuration button.

Click New Role, or select arole and click M odify to change an existing one.

When you create arole, you have to specify the name of the role and the minimum level
of authentication required. The next steps are the same whether you are creating arole or
modifying one. The interface guides you through the process, and the following example
isshown to help you to understand the stepsinvolved. The numbersin theimages correspond
to the steps in the example.

%7 Global Access Control Role Editor 3

AQBE 'y “Supervisors™ Edit  []

Forthese users: Change [

none Edit |:|
Notes: Edit []|* Change user filter @
(none)
Select the user-classes to apply to:
All users

V| List of specificusers [
List of specific groups

List of specific subtrees

| 0K | | Cancel |

| OK | | Cancel |

1. A new roleiscreated called Supervisor s.The name can be changed if necessary by
clicking the Edit link to itsright.

Thisrolerequires at least simple binds, shown by the APSSicons. A green background
means that level applies:

* A represents anonymous binds

» P represents password protected (simple)

* Srepresents strong binds but unsigned operations

» S (Swith aprime sign) represents strong binds with signed operations.

Asthelevel isset to at least simple binds, P, Sand S' are all green.

2. By default, therole appliesto al users. For this example, the role will incorporate
specified individuals: click Change.

3. TheChange user filter box isshown. You can choose to apply the role to users, groups
or subtrees. For this example, select List of specific users.

Note: The next step isthe same for all options other than All user s, which
was the defaullt.

4. The Global Access Control Role Editor now showsthat the role will apply to specific
Users.

* To return to the previous step and select another option, click Change.
 To specify the users, click Edit. The DN List Editor opens.
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%7 DN List Editor B

% Select the Distinguished Names @ | Pick Al |
ic

4 @ <World> | Edit Al |
cn=config
4 & o=MyOrg
o en=CA
. & o=Groups
4 ﬁ o=Users
£ cn=Jane Smith
= g
& cn=John Brown

() ()

| Cancel |

Entries selected 2 | Clear Selection |

| QK | | Cancel |

5. Click either Pick All or Pick to open aview of the Directory tree.

» Pick All enables you to select several names at the same time using the standard
keyboard options (Ctrl and click on Windows).

* If you choose Pick, you have to select the entries one at atime.
Alternatively, typethe DN of an entry into thefield at the bottom of the DN List Editor
and click Add to add this DN to thelist of those selected.

6. When you have chosen your entries, click OK to closethe selection box. Inthisexample,
two person entries have been selected.

Figure 6.2. Creating notes for the new role

=7 Edit Role Motes (23]

Explain the purpose and intended use of this role, or any other relevant details:

OK | | Cancel

7. The selected users are shown. Click the Edit link to make changes.

8. Click Edit to the right of Notes. The Edit Role Notes box opens, in which you should
provide information that would be helpful to anyone reviewing the purpose of thisrole
in the future.

The new roleisdisplayed in thelist of roles and can be used to configure access.
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% Global Access Control Configuration
Configured Roles and Rules

£ Role: ACI Managers Group
ﬁ Role: Authenticated Users

£ Role: DsA Managers Group
4 Role: DSA Operators Group

-

4 Role: Data Managers Group |ﬁ|
ﬁ Role: Everyone

oo e | Copy |
b Role: Password Managers Group —
\ﬁ{RoIe: Supervisors | Rename... |
& Role: User Managers Group

M Rule: Block access to password, password-pelicy and authorisation attributes = | Delete.., |

Close |

=)

| Mew Role... |

| Mew Rule... |

6.2.3.2 Creating and modifying rules

Create and modify rules following the guidance on screen in asimilar way to the way that

roles are created and modified.

1. Whenfirst creating arule, it must be given a name and you must specify whether the
ruleis going to grant or deny access. All other information is specified once the rule

exists. You can change its name later.

2. Thedetails of the rule are specified by adding restrictions one line at atime, clicking
Add new lineto do so. Detail ed guidance can be obtained by clicking the question mark

icon.

% Global Access Control Rule Editor

m \::/ "Change passwords for contractors” Edit O

Notes: Edit
(none)

Add new line] ©@
0

=)

Lo ]

Cancel

6.2.3.3 Making library roles and rules available

Before starting to create your own roles or rules, it isworth seeing if any of the rulesin the
library are suitable. Some of the standard roles and rules may have been removed if Cleanup

has been run in the past. To reinstate them:

1. Click Library.

2. Select any roles or rules you want to add to thelist of those available.

3. Click OK.

6.2.3.4 Importing and exporting roles and rules

Roles and rules can be imported from and exported to xml files. You can only export your
entire global access control configuration, but when importing you can specify that you
only want to import roles and rulesfor a subtree specified by aDN. This providesyou with
asimple mechanism for backing-up your global access configuration before making changes
and, if necessary, reverting just a single subtree back to its original state.

6.2.3.5 Removing unused roles and rules

The Cleanup option streamlinesthe display by telling you which rolesand rules are unused

and letting you remove them.
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Modifying the area map

The area map shows the structure of the DIT rotated through 90 degrees, with the root on
the left and leaf entries (where shown) on theright.

The coloured background of the map indicates the area where the currently selected rule
applies. For example, when the Global Access Control view isfirst opened, the rule at the
top of the default list (a DENY rule, preventing password attributes from being read) is
selected and the whole of the map is red.

If you select the 4th rule from the top - the rule that grants permission to members of the
DSA Operators Group to read all entries and all attributes - you will see that it appliesto
the cn=changelog and cn=config branches of the DIT (shown in green below).

% cn=D5A,0=MyCrg / Jane Smith - Sodium o ===
Session Edit Operations X509 View Help
Browse Global Access Control &2
4 "en=D5A 0=MyOrg / Jane Smith": LDAP bind to 'dsa’ on port 19389 Refresh View
155  DENY Block read of password attributes -
150  ACIManagers Group Has full access to all entries/subentries and all attributes
150  DSA Managers Group Has full access to all normal entries and their attributes C
150  DSA Operators Group Can read all entries, subentries and all attributes
150 Data Managers Group Has full access to all normal entries and their attributes
150 Password Managers Group Can access password related attributes in any entry
150 User Managers Group Has full access to all normal entries and their attributes -
|Add| | Editl | Dele*te| | Menu,,,| Coenfiguration

AREA MAP: Left-click to select/chop-after/chop-before, Right-click for context menu,

o0=MyOrg o=Groups *
o=Users ¥

*

(faeg) [ 20r

Note: It ispossibleto add DNsto the diagram that do not yet exist.

To apply arule to ancther part of the DIT, click the section of the map representing it. You
can also reduce the scope of arule by clicking on a coloured block to de-select it. Clicking
on an entry in the map toggles through three possihilities: selection, chop after and chop
before.

To limit the complexity of the display, the wildcard character (*) represents al entriesin
aportion of the DIT - you can, however, add a specific entry if you want to include it in
or excludeit fromarule. A yellow start to theleft of aruleindicates that its scope has been
changed - and you can revert to the previous setting by right-clicking on arule and selecting
that option from the menu.

Detailed instructions on the navigating the map are provided in the online help, asprevioudy
described.
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6.3 Local Access Control Information (ACI)

M-Vault supports Basic Access Control (BAC) as defined in X.501, and Sodium allows
the Access Control Information (ACI) rules for BAC to be viewed and edited.

For convenient reference, a‘ quick guide’ help-text is available within Sodium by clicking
on the help icon.

ACI information can be displayed for each entry using a separate ACI page. To open an
ACI page, first select the entry in the tree, then select New L ocal ACI view from the View
menu.

The example below shows the ACI information for a organization entry, o=MyOrg.

7 cn=D5A0=MyOrg / Jane Smith - Sodium | = || =l |@
Session Edit Operations X509 View Help

Browse: MyOrg ACE MyOrg &2

1, "cn=D5A,0=MyOrg / Jane Smith": LDAP bind to 'dsa’ on port 19389
World ACT
@ cn=config
‘:’\ = This is an ACSA administrative entry controlling a Simplified Access Control area. &
@ o=MyQrg Edit Prescriptive ACI Browse subentries
cn=CA
o=Groups ACI that applies to this entry:
o=Users ') Prescriptive ACI from this entry Edit All

Subentry ACL: &
/& 150: manager modify subentries 2B918F39D2A4DAFI1E Edit Delete
/& 150: manager reads and modifies subentry attrs #B918F39D=A4D4F91E Edit Delete
/& 000: all read and search subentry attributes #E9BCTAA4#14A9058B Edit Delete
/% 000: all read subentry with disclose on error #E9BCTAA4214A0058B Edit Delete
& 000: GlobalAccessControl: true Edit Delete
Add new rule

Admin Options:

Remove the "Administrative Point” and all related ACI from this entry

Add another... | | Clone... |

Viewing: o=MyQOrg

Note: TheACI shown in the example above has been created by the GAC editor.
The GAC editor detects when the local ACI editor has been used to manipulate
ACI and appends hex values to the information.

An ACI page has two purposes:

» To show thelist of sources of ACI rulesthat affect operations on this entry, and provide
navigation to the entries containing those rules to view or edit them.

» To dlow editing of the ACI rules contained within this entry. These will typically have
an effect on entries elsawhere, except in the case of Entry ACI.

In the case of Prescriptive ACI, the ACI rules are stored in subentries of the administrative
entry (see Section A.3.1.2, “ Security” for an explanation of administrative entries), but
they are considered to be logically associated with the administrative entry. To view
Prescriptive ACI rules, open aL ocal ACI View of the administrative entry, then click the
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Edit Prescriptive ACI link at the top of the page. This shows all the Prescriptive ACI
rules together, along with their subtree specifications. This dialog also provides away to
add new access control subentries, viathe Add new subentry link.

=, Prescriptive ACI Editor @
Prescriptive ACI for subtree: Q -
() 0=MyOrg
Prescriptive ACI from ac-subentry-1 Delete Entry
Applies to subtree with DM: o=MyCOrg Edit Spec
excluding immediate subentries
5 155: deny read of user/authPassword #3AA120CA Edit Delete
5 150: grant access to userPasswordResetCode for DSI #18FAASTEF0966644A Edit Delete
5 150: manager modify entries #26968EDCFF0999093 Edit Delete
5 150: manager modify entries #B918F39D#A4 DAFI1E Edit Delete £
5 150: manager reads and modifies entry attrs #28968EDC#F0993093 Edit Delete
5 150: manager reads and modifies entry attrs #B918F390=A404FI1E Edit Delete
15 150: update user/authPassword #18FAASTEZ0066644A Edit Delete
5 150: write any entry F18FAASTE#0966644A Edit Delete
{5 082: self write entry #5CDC4835#2FCFOEST Edit Delete
15 082: self write user/authPassword #5CDC483522FCFOEST Edit Delete
/5 080: grant compare of user/authPassword #6D6ETAFS#14 490588 Edit Delete
{5 075: deny all access to DSI related password attrs #35EB3027 Edit Delete
5 075: deny all access to password policy attrs #35EB3D27 Edit Delete
{5 075: deny all access to user/authPassword and pwdHistory #35EB3D27 Edit Delete
{5 075: deny modification of authorisation attrs #35EB3027 Edit Delete
15 012: self write attributes #D13ADFB0#2FCFOEST Edit Delete
5 012: self write entry #D13ADFE0#2FCFOEST Edit Delete
/5 000: all read and search attributes #E9BCTAAF14A8058B Edit Delete
15 000: all read entry with disclose on error #E9BCTAA4=14 AD058E Edit Delete
Add new rule
Prescriptive ACI from ac-subentry-2 Delete Entry
Applies to subtree with DN: o=Groups,0=MyOrg Edit Spec
excluding immediate subentries -
| Cancel |

The ACI Rule Editor window iswhere the actual editing takes place. The header line of
each rule shows its precedence, the levels of authentication that it applies to, whether it
grants or denies access, its scope (attribute or entry), and the specific permissions that are
granted or denied. A green color is used to indicate aspects that have been granted, and a
red color for aspectsthat have been denied. All of these buttons havetooltipsto help explain
their meaning in context. Below the header are additional restrictions or limitations that
apply to thisrule. All link text can be clicked to make immediate changes or to pop up
editor dialogs for those aspects.

= ACIRule Editor (=23
B 150] A|GJE] Grant| Attribute [Add|Del jod -

“manager reads and modifies entry attrs #B918F39D#A4D4F91E" Edit Copy Delete
Applies to subtree with DN: o=MyOrg
excluding immediate subentries
For these groups: Change
ACI Managers Edit
For all user attributes, Change
and for these attributes: Change
50 types Show Edit

= @ ﬂﬂ Grant| Attribute| Read| Comp| Match| Do O
"update user/authPassword #18FAASTE#0966644A" Edit Copy Delete
Applies to subtree with DM: o=MyOrg

excluding immediate subentries
For these groups: Change
Password Managers Edit
For these attributes: Change
authPassword, userPassword Edit

= 150| AFJEE Grant| Entry| Read|Brow|RetDN|Dek| Add|Del|JIEE] Ren|Explimp| ©
“write any entry #18FAAB7E#0966644A" Edit Copy Delete
Applies to subtree with DN: o=MyOrg
excluding immediate subentries
For these groups: Change
Password Managers Edit

= 022| AFEE Grant| Entry| Read|Brow|RetDN|DoE| Add|Del|[[EE] Ren|Exp|imp| @
“self write entry #5CDC4835%2FCFOEY7" Edit Copy Delete
Applies to subtree with DN: o=MyOrg
excluding immediate subentries
For user with the same DN as the entry. Change

m

OK | | Cancel
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Thewhole list of rules may be expanded or shrunk by using the plus/minusicons or by
clicking on the background of the currently-selected rule. Thelist may be sorted by Scope
(entry or attribute), Precedence and Name using controls at the top of thelist.

Access control held in the entries

In Basic Access Control, access control items can be stored as values of the entryACI
operationa attribute in the entries themselves. Each value is asingle item, and there may
be multiple values to this attribute. Access controls held in this attribute only affect the
individual entry itself and its attributes, and have no effect on other entries.

However, the AddEntry operation checks that Add permission has been granted to the
DUA to add theentry and all its attributes. Asthe entry does not already exist, theentryACI
attribute cannot be used, nor can asupplied entryACI attribute be used, asthat would allow
anyone to add entries.

Access control held in subentries

Access control subentries solve this problem. Subentries are specia entries located
immediately subordinate to an access control Administrative Point, and are not visible to
normal operations. They have an attribute subtreeSpecification which defines the subset
of entries over which they are effective, typically to the leaf entries or to a subordinate
naming context or another administrative point. The access control subentry has an attribute
prescriptiveACl whose values are used in the access control decision function for all entries
in that subtree. Thus, itemsin prescriptiveACI must grant the manager Add permission if
new entries are to be added to the subtree.

Access control subentries can also be used to reduce the problem of managing entryAcCI
in alarge number of entries. If all entriesin a subtree have the same access control, then
the common items can be placed as values of the prescriptiveACI attribute in an access
control subentry, and those values can be removed from the entryACI attributesin al the
entries.

Thisistaken further by the Simplified Access Control variant of Basic Access Contral. In
this scheme, entryACI isignored, the only access control used isthat in prescriptiveAClI
or subentryACI.

In order for a subentry to be used, the parent entry must be an Administrative Point with
an administrative role of Autonomous Administrative Area, Access Control Specific Area,
or Access Control Inner Area.

Access control held in the administrative point

Items from the prescriptiveAClI attribute do not affect subentries themselves. In order to
add a new subentry via protocol, an Add permission must be granted in asubentryACI
attribute in the administrative point itself.

6.4

6.4.1

How access control is determined from ACI

The mechanism used to determine access control from local access control information is
known as the Access Control Decision Function (ACDF).

Access Control Decision Function inputs

Theinputs to the Access Control Decision Function are:
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» Theidentity of the requester: its Distinguished Name (DN)

» The authentication level associated with the requester, either None, Simple or Strong
(see Section 5.2.1, “Establishing identity”), and whether the operation is signed

e Thetarget entry: the Distinguished Name (DN) of the entry to which the requester is
trying to gain access

» The set of Access Control Information (ACI) items which affect that entry (see
Section 6.3, “Loca Access Control Information (ACI)”)

» Optionally, a specific type or value in the entry
» Thetype of permission requested.

For an entry the type of permission can be one of the following:

Disclose on error Read Remove
Return DN Add Import
Browse Modify Export

For an attribute or value it can be one of the following:

Disclose on error Compare Add
Filter match Read Remove

Access Control Information ACI items

Access Control Information (ACI) items define the access control policy for an entry. They
arelocated either in the entry itself (Section 6.3.1, “Access control held inthe entries’), in
a parent administrative point (Section 6.3.3, “Access control held in the administrative
point”) or in a subentry (Section 6.3.2, “Access control held in subentries”).

The most useful fields are:
* The ltem name, which identifies thisACI item to the administrator

Thisisignored by the Access Control Decision Function.

» The Precedence level (0-255) of thisitem. If there are multiple items, some of which
grant permission and some deny, the higher level will override.

» The minimum Authentication Level to be considered as part of the User Class (see
below), either None (anonymous), Simple or Strong.

» The User Classto which thisitem grants or denies access. all users. the user with the
same name as the implied entry. explicitly named users. members of a group. users
within a subtree of the DIT.

» Protected items, which can be:

» Theentry itself (theidentity of the entry isimplied by the location of this Access
Control Item in the Directory, see Section 6.3, “Local Access Control Information
(ACI)").

 All user attribute types and their values.
« Explicitly listed types and values.

< A vaue of a DN-valued attribute which is the same name as the requester (so that a
requester can add or remove their own name from a membership list without being
able to affect the names of any other members on that list).

» Grantsor denials of Permissions (see Section 6.4.1, “Access Control Decision Function
inputs’ above for the permission types).
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A typical set of items are created automatically when M-Vault isinstalled. Before making
changes, we suggest you familiarise yourself with these and make sure you understand
their effects and how they have been configured.

Access control decision function (ACDF) rules

The ACDF processestheinformation itemsand arrives at an answer: either grant permission
or deny permission. In doing so, it makes use of a number of rules:

» Permissions must be explicitly granted; if there are no items which grant access,
permission will always be denied.

» Only theitem with the highest precedence relevant for this type of permission is used.

* Items which specify the most specific user class or protected value are preferred. For
example, there could be two itemswith the same precedence, one of which deniesModify
permission of an entry for all users, the other which grants Modification permission of
the entry for a specific named user. The latter will be honoured for that particular user

« If anitem requires signed and the operation is not signed, the item does not apply.

« If aconflict remains that cannot be resolved by following the above rules, permission

is denied.

To prevent unexpected grants or denials, it isrecommended that itemswhich could conflict
be given different precedences, and that explicitly denying permission be avoided, except
in certain cases (for example, allow reads of all attributes except the userPassword).

The effects of ACl on operations

Table 6.1, “Permissions required for various operations’ summarizeswhat permissionsare
required in order for operations to be performed.

Table 6.1. Permissions required for various operations

Operation Required permission: entry |Required permission:
attributes

Bind Read Conpar e userPassword,
unlessa SASL bind is being
attempted

SASL bind Read Read userPassword
attribute.

Read Read and Ret ur nDN Read for each requested type
and its values

Compare Read Conpar e of thetypeand a
matching value

List Br owse and Ret ur nDNof  |None required

each matching entry
Search Br owse and Ret ur nDNof |Fi | t er Mat ch for typesand
each matching entry values used to match the

filter, Read for types and
values returned in the result

AddEntry Add Add for each type and value
supplied

RemoveEntry Renove None required

ModifyEntry Modi fy Add or Renove for each
value specified in the entry
modification

ModifyDN (same parent) |Modify Add or Renove for each

value in the RDN
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Operation Required permission: entry |Required permission:
attributes

M odifyDN (new parent) Export ontheoriginal entry,|Add or Renove for each

and | nport onthe new value in the RDN, otherwise
parent none required
Modify passwords Modi fy Add and Renove for the

userPassword attribute

6.5

6.5.1

6.5.2

6.5.3

Security labels and clearance

This section covers access and admini strative control s based upon security |abels, clearances,
and associated security policy.

Introduction to security labels and clearances

Security labels and clearances may be used, in conjunction with a security policy, to
determine whether a user’s access to an object isto be granted or denied.

The determination ismade based upon alabel (or lack thereof) which indicatesthe sensitivity
of the object (e.g., object is*SECRET") and a user’s clearance to access sensitive
information (e.g., user holds “SECRET” clearance).

Interaction with simplified and basic access controls

Security Label/Clearance Access Controls complement Simplified and Basic Access
Controls (see Section 6.4.3, “Access control decision function (ACDF) rules’). Both
subsystems’ access control decision functions (ACDF) must yield “grant” for accessto be
granted.

Figure 6.3. Security label/clearance Access Control Decision Function

Clearance Label

Policy ACDF

Grant or Deny
If the Security Label/Clearance ACDF yields “deny”, then accessis denied regardless of
the outcome of the Simplified or Basic ACDF. Likewise, if the Simplified or Basic ACDF

yields “deny”, then access is denied regardless of the outcome of the Security
Label/Clearance ACDF.

Security policy configuration

The security policy governing security label and clearance access and other administrative
controlsisheld in the rbacSecurityPolicy attribute in the Directory Server’s entry. This
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attribute holds an XML representation of a Security Policy Information File (SPIF), as
defined by SDN 801c.

The XML representation may be created through the use of an XML editor or text editor,
or by BER to XML conversion tools which are available by request from Isode.

Changesto the rbacSecurityPolicy attribute do not become effective until the Directory
Server isrestarted.

In the absence of avalid security policy at startup, Security Label/Clearance access and
administrative controls are disabled.

User clearances and object security labels

A user’s clearance may be specified by the clearance attribute held in the user’s entry.
TheclearanceObject auxiliary object classisprovided to allow user entriesto be augmented
by this attribute. A change to a user’s clearance becomes effective upon their subsequent
Bind to the Directory Service. Sodium may be used to add clearance attributes to users,
see Section 3.11.5, “Applying a clearance to an entry”.

A default clearance (for users whose clearance is not specified in the clearance attribute)
may be specified via policy using the default security policy data mechanism. Commonly,
the default clearance is either ‘Unclassified’ or none (all accessis denied).

An object’s security label is specified with the unsignedSecurityLabelinfo attribute of
the object. This attribute is operational. A change to an object’s security label becomes
effective immediately. Sodium may be used to add security labels to objects, and displays
relevant marking data when entries are shown. See Section 3.11.4, “Applying alabel to an
entry”.

A default security label (for objects whose security label is not specified in the
unsignedSecurityLabellnfo attribute) may be specified viapolicy using the default security
policy data mechanism. Commonly, the default security label is either ‘Unclassified’ or
none (all accessis denied).

Note: The DSA Manager is exempt from these access controls.

Directory Server clearance and security labels
configuration

The Directory Server may be configured to restrict how objects may belabeled. For instance,
aDirectory Server may be configured such that al objects must have “SECRET” |abels.
Thisis accomplished by adding aclearance attribute to the Directory Server entry. In
addition to other access control checks, the ACDF must return “grant” for the Directory
Server clearance and the object’s label for access to be granted. Changes to this attribute
are effective upon restart of the Directory Server.

The Directory Server may also be configured to require that users hold a suitable clearance
to utilize the Directory Service. For instance, a Directory Server may be configured such
that all users must have clearance granting accessto “ SECRET” data. Thisisaccomplished
by adding asecurityLabels attribute to the Directory Server's entry, specifying one or
more security labels. If the user clearance fails to grant access to at least one of these
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security labels, the user’ s Bind request will be rejected. Changesto this attribute are effective
upon restart of the Directory Server.

Note: The Security Label mechanism does not preclude anonymous access. If
anonymous accessisnot desired, it may be disabled viaBasic or Simplified Access
Controls.

Note: The DataManager isexempt from these access and administrative controls.
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Chapter 7 Connecting Directories

You may need more than one Directory Server to provide the Directory Service. This
chapter cover creating additional servers, creating knowledge references (superior,
subordinate and cross references) and specifying the authentication levels for connection.

7.1 Overview

Communication between Directory Serversisrequired for:

» Chaining and/or referral of operations (for background information, see SectionA.3.3.1,
“Interactions between Directories and DUAS”).

+ Shadowing (for background information, see Section A.3.4, “ Shadowing”).

In both cases, you have to make changes for each Directory Server involved in
communication with other Directory Server(s).

When a Directory Server handles an operation, it needs to resolve where the target entry
(for example, the start of a search, the entry being modified or the parent of an entry being
added) islocated. It does this using knowledge of the naming contexts that it holds.

The Directory Server can also have references to remote naming contexts that are
subordinate to ones that it holds (subordinate references) and to remote naming contexts
that are not directly subordinate to onesthat it holds (cross references).

If subordinate and cross references are present that can be used to progress an operation,

the Directory Server will chain using information in those references. To create asubordinate

or cross reference you need to know:

 the DN of the naming context held on the remote Directory Server

» the DN of the remote Directory Server, and its presentation address

» whether the remote Directory Server masters the naming context being referenced, or
simply holds a copy.

If the Directory Server does not have the target entry in alocal naming context, and does
not have any relevant subordinate or cross references, the Directory Server will chain to
the Directory Server using information held in its superior reference.

Directory Servers mastering naming contexts directly below the root are called first level
Directory Servers, and have no superior reference. Other Directory Servers do.

References are not bi-directional: a Directory Server used as atarget for a subordinate
reference may not have any direct knowledge of the naming contexts held on the Directory
Server chaining to it.

You can make references to Directory Servers that you do not manage.
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7.2

Connection details for Directory Servers

Before you can connect to another Directory Server, whether it is one you are managing
or not, your Directory Server needs to know connection details: the presentation address
of the other server, its DN and other connection information. Thisinformation is recorded
using M-Vault Console. For servers you have created using M-Vault Console and are
managing, thisinformation is aready stored in abind profile.

For servers you have not created and are not managing:

1. Start M-Vault Console and click Create on the tool bar.
2. Select New Bind Profile from thelist.
I =11 M-Vault Console EI@

File Help

ﬂj Connect [ Stop ok Create.. v Q Scan ~

(& Directory Servers Shado Bliczctoniees l'”ESter

Shadow Directory Server
Profile . i | Hostname(s)
Multimaster Replica Server

Managed Directory Servers
& cn=D5A,0=My0Org / Jane Sm Mew Bind Profile dsm-win7-64
(& cn=DSA1,0=My0Org / Jane Smith cn=D05A1,0=MyOrg " dsm-win7-64

Abort | Automatic scans enabled. Last scan: 19 March 2015 16:15:31 GMT

3. Select:
» Managed Server if you want to create a new access point for a server you manage.
» Known Server if you want to record details of a server that you do not manage.
For the remainder of this section, the instructions assume you have selected Known

Server. For information relating specifically to aManaged Server, see Section 2.2.3,
“Creating a Directory Server”.

4. Enter the Hostname of the Directory Server and click Next.
5. Check that the port numbers are correct. If they are not, select them and click Edit.

See Section 2.2.3.3, “ Specifying a presentation address’ for information on specifying
afull presentation address, including selectors.

Click Next.
6. Typethe DN of the Directory Server.

Click Next.

7. Givethe profile aname so it can be recognised in a subsection of thelist of Directory
Servers.

Click Finish. A new bind profile will now be shown in the list of Known Directory
Servers.
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;u M-Vault Conscle EI@

File Help

ok Create.. v Q@ Scan ~

@ Directory Servers Shadowing Agreements I @ Failover | 7 Multimaster|

Profile Server Hostname(s)

Managed Directory Servers

& cn=D5A1,0=My0Org / lane Smith cn=D5A1, o=MyOrg dsm-win7-64

& cn=DSA,0=MyOrg / Jane Smith cn=D05A4,0=MyCrg dsm-win7-64
Known Directory Servers

(&) cn=DSA, o=TheirOrg en=DSAI c=wr stinky

Abort | Automatic scans enabled. Last scan: 19 March 2015 15:59:11 GMT

7.3

7.3.1

Configuring knowledge references

Once you have bind profiles for more than one Directory Server, you have to configure
the references between them so that they can communicate with one another.

Superior reference

A superior referenceis used to search other Directory Servers, higher in the hierarchy, for
information that cannot be found in the area covered by your Directory Server. (See
SectionA.3.3.1, “Interactions between Directoriesand DUAS’ for an explanation of superior
references.)

You can create a superior reference within M-Vault Console.

1. Bind to aDirectory that you are managing using an appropriate level of access.

2. Select Superior Knowledgein thelist of options on the |eft side of the Configuration
page.
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= cn=D05A,0=MyCOrg / Jane Smith - M-Vault Console EI@
File Help
o Create - (:J Refresh

Configuration |@ Shadow Agreements | £ Databases Q Peer DSAsl Logging |E OCSP Services

0 Address m

{éf Opera.tlon Configuration of superior knowledge reference.
ﬁ Superior Knowledge

lI‘ SASL DSA: ’<none> -
) TLs

[E] x.509

({f Password Policy
Shadowing

@ Failover
Multimaster

@, LDAP Changelog
@ HTTP

[E] ocsp

il SMmP
% Security Labels

Apph Cancel

Abort | 71, Session is bound for "ecn=D5A,0=MyOrg". Last data refresh: 20 March 2015 10:19:42 GMT

. Select the DSA that holds information at a higher level in the tree than this Directory

Server.

A bind profile must exist for the Directory Server (either asaManaged or aKnown
server) for it to be shown in thislist. See Section 7.2, “ Connection details for Directory
Servers’ for information on creating bind profiles for Known servers.

Click Apply to save the changes.

Subordinate and cross references

Subordinate and cross references are created within Sodium: Sodium automatically
determines whether a reference should be a cross-reference or a subordinate reference
depending on the naming context of the data on the remote server. Aswith a superior
reference, bind profileinformation must be recorded for the Directory Server you aregoing
to reference.

1

g~ w D

Open Sodium and bind to the Directory Server from which you are going to create a
reference.

Switch to Admin view using View — New Knowledge Reference view.
Select the root of the Directory tree (Wor Id).
Right-click and select Add reference... from the menu shown.

Select the DSA holding theinformation you want to reference. The address of that DSA
is displayed automatically.
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Specify the directory server this reference directs to

% Add cross reference under root = @

DSA: | cn=D54, 0=TheirOrg =cn=D5SA, 0=TheirOrg # remote>

The presentation address in the access point is shown below.

Type Hostname or network address Port number
X500 remote 19093

Advanced...

Selectors : (none)

Enter the context prefix for the naming context of the reference, or use the drop-down button to
select an existing naming context that Sodium has found on the remote directory server.

Maming Context: o=TheirOrg

| nNet> || Finsh || Ccancel
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Select or enter the Naming Context of theinformation on the remote server. The naming
context chosen does not have to be directly below the root of the Directory.

Click Next.

6. Select the database that will hold the reference information. Click Finish.

Sodium now shows the existence of the new cross reference or subordinate reference. The
example below shows a subordinate reference to ou=Sales,0=MyOrg.

# en=DSA,0=MyOrg / Jane Smith - Sodium
Session Edit Operations X509 View Help

Browse knowledge Reference... &2
", "cn=D5A,0=MyOrg / Jane Smith": LDAP bind to 'dsa’ on port 19389
4 @ World Subordinate Ref
e cn=config Master and Shadow Access Points:
4 @ o=MyCrg =
o=Groups :
o=Users cn=D5A, ou=5ales,o=Myorg
ﬁ‘) ou=Sales Presentation Address:
. p TELEX+00728722+RFC-1006+03+172.16.0.138+39999
[ 0=TheirOrg
Category:
master

Viewing: ou=5ales,0=MyOrg

=N | B =
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Cross references, such as the one to o=TheirOrg, are shown with a pink icon.

7.3.2.1 Viewing and changing reference properties

1. In Sodium, open an Knowledge Reference view and select the reference.

2. Theright hand pane contains summary information about the reference. Note that this
paneis read-only. To change these values, you can use Dmish - see Section H.7.6,
“Modify managed object”.

7.3.2.2 Deleting a reference

To delete areference, view the reference (using K nowledge Reference view). Right-click
on it and select Delete from the menu. You are asked to confirm the deletion.

7.4 Securing connections between Directory
Servers

When one Directory Server connects with another Directory Server, it does using either
DSP (for chaining) or DISP (for shadowing).

To specify authentication information for two Directory Servers that are communicating
with each other, you need to create a Peer Configuration.

1. Start M-Vault Console and connect to the M anaged server for which you want to specify
connection details.
2. Choose Create - Peer Configuration from the toolbar.

3. The Create new peer entry window opens.

=, Create new peer entry @

Create a peer entry in this D5A for one of the known D5As from your
bind profile list.

Known DSAs which are already configured as peers are not shown.

DSA: | <none> -

Cancel
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Select the Directory Server that you want to create a peer entry for from the list and
click OK.

Note: Only Directory Serversfor which you have created abind profile (either
Managed or Known) that are not already configured as peers are shown in
thislist.

4. The selected Directory Server is now shown on the left side of the Peer DSAs page. If
several peer DSAs configurations have been created, they will be listed here: make sure
that the DSA you are providing details for is selected.

=] cn=DSA,0=MyOrg,c=GB / Jane Smith - M-Vault Console @ I

File Help

i
i

gp Create ¥ = Remove (:) Refresh

LS = EEEE
| Configuration ||;I'| Shadow Agreements | =] Databases| Peer D5As Legging ||E OCSP Services

cn=D5A, 0=TheirOrg,c=GB m

How the local directory server binds to and authenticates with the selected remote
directory server (cn=D54,0=TheirOrg,c=GB).

Server Address | Shadowing | Chaining | X.509 Verification |

The presentation address in the access point is shown below.

Type Hostname or network address Port number Add...
X500 remote 19939 Edit
Remove

Selectors...

Advanced...

Update

Selectors : (none)

Apply Cancel

Abort | &F ', Session is bound for "cn=D5A,0=MyOrg,c=GB". Last data refresh: 19 March 2015 16:39:05 GMT

The Server Address of the Directory Server isshown in the list on theright. It can be
changed hereif necessary.

7.4.1 DISP authentication

The DISP protocol is used when shadowing, and you can specify the authentication mode
that the server you are managing will use when it initiates or responds to a bind request
from aremote DSA. See Section 5.3.4, “DSP (asinitiator or responder)” for information
on the effects of choosing modes of authentication for the DISP protocol.

1. From the M -Vault Console window, click Peer DSAs. Select the peer that you are
configuring from the list on the | eft.

2. Click DI SP to configurethe authentication level for DI SP connections (when shadowing)
between the two Directory Servers.
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;u cn=D5A,0=MyOrg,c=GB / Jane S5mith - M-Vault Console EI@

File Help

g Create ~ = Remove (:J Refresh

| Configuration | @ Shadow Agreements = Databases| Q Peer D5As Legging | OCSP Services

cn=DSA, o= TheirOrg,c=GB cn-Ds

How the local directory server binds to and authenticates with the selected remote
directory server (cn=D5A, 0=TheirOrg,c=GE).

Server Address | Shadowing | Chaining | X.509 Verification

Authentication when shadowing (DISP).

Use the same authentication in both directions
@ MName only

) Simple

m

_) Strong

Password: Show | Generate

Advanced mode

Keep the authentication data of the peerin sync

Abort | T, | Session is bound for "cn=D05A, 0=MyOrg,c=GB". Last data refresh: 19 March 2015 16:39:05 GMT

3. The default is to use the same authentication mode for initiating and responding. You
can chooseto specify them individually using the Advanced mode button. The available
modes are;

» Name only — no other details are required.

» Simple—you must specify apassword. Either type oneinto thefield or click Generate
to create one automatically. To see the characters of the password, select Show.

» Strong —the Directory Server must have an X.500 identity (a certificate).

Note: M-Vault only accepts Si npl e or St r ong bind requests, so do not
choose Narme onl y if the peer DSA is another Isode DSA.

7.4.2 DSP authentication

The DSP protocol is used when chaining or referring. You configure the authentication
mode to use in exactly the same way as you do for the DISP protocol (see Section 7.4.1,
“DISP authentication™”), using the DSP page. See Section 5.3.4, “DSP (as initiator or
responder)” for information on the effects of choosing modes of authentication for the DSP
protocol.

You have an extra option when choosing authentication mode:

» Anonymous— no identifying information is passed between the Directory Servers.

7.5 Distributive changes

To distribute the Directory Service over more than one Directory Server, you must:
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Set up anew Directory Server following the stepsin Section 2.2, “ Creating a Directory
Server”. If the naming context mastered by thisnew Directory Server isnot immediately
beneath theroot, you will need to supply a superior reference to another Directory Server
(see Section 7.3.1, “Superior reference”).

Note: Itispossibleto set up Directory Server which will only hold a copy of
anaming context mastered by another Directory server.

Check the new Directory Server'sinitial configuration. See Section 4.5, “General
configuration of the Directory Server” for how to check the default settingsin M-Vault
Console. For example, you may wish to change:

* Policies with regard to searching, chaining or referral and shadowing.
 The authentication requirements when communicating between Directory Servers.

Section 5.2.1, “ Establishing identity” gives background information on authentication.
Configure the references between servers:

* Set up subordinate references to the naming context(s) of the new Directory Server.
Thishasto be done on all the Directory servers with naming contexts superior to that
of the new Directory server. Set up any required cross references between servers.
See Section 7.3.2, “ Subordinate and cross references’.

» Set up any required shadowing agreements. See Chapter 8, Shadowing.

L oad the Directory user information for the new Directory server, if this has not yet
been done. See Section 3.8, “Importing and exporting entries’.

7.6

Using a Directory Server as a connection

You can cregte a Directory Server to use as a connector between two other Directory
Servers. To do this:

1

Create a Directory Server, choosing the option that incorporates a superuser account
(see Section 2.2, “Creating a Directory Server”.).

. Create bind profiles for the Directories you are going to connect (as known servers)

using M-Vault Console (see Section 7.2, “Connection details for Directory Servers’).

3. Connect to the Directory using Sodium. Delete all existing entries.

4. Create cross-references to the two servers you are connecting (see Section 7.3.2,

“Subordinate and cross references’).

7.7

DSP Subtree Filtering

DSP filter s are used to exclude parts of the DIT from DSP (chaining) requests. Filter
configuration is stored in the entry that constitutes the base of the subtree that isto be
filtered. Filtering exceptions can be added through the use of a peer DSA alow list. Note
that such peer DSAs are identified by the name (DN) of the DSA included in the DSP bind
credentials, thus above anonymous bind methods are required.

DSP filters are configured using the Sodium DSP Filter view. To create anew DSP filter:
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1. Open Sodium and bind to the Directory Server that masters the entry to be filtered.
2. Select View — New DSP Filter view from the toolbar.

3. Select the entry to filter from the browser. Note that only entries directly mastered by
the DSA are available.

4. Setting Allow Anonymous DSP connectionsto view thisentry to TRUE will ignore
the filter for any anonymous DSP queries.

5. Adding an existing peer entry to Allow DSP connectionsfrom Peersto view thisentry
will ignorethe filter for DSP queries from that peer. Peers must use DSP authentication
of Name Only or Si npl e.

An active DSPfilter requires at least one of these attributes to be set. To setup a DSP filter
with no exceptions, set Allow Anonymous DSP connectionsto view thisentry to FALSE.

Asthe configuration for DSP filtering is stored in operational attributes on the entry, they
may also be modified from the Op-Attrstab if this has been enabled.

Note that the DSP filter operational attributes are not passed through DSP reguests or
visible to users without the required access control permissions. The attributes will still
appear in the DSP Filter View and may appear in the Op-Attrstab (if explicitly added)
but will be displayed as unset, whatever their actual value. Any attempt to modify the
values will fail with an accessrights error.

It is recommended to view and edit the attributes on the DSP Filter View, using abind
with administrator rights.

Effects of DSP Filtering on Shadowing
Consider three DSAS, each mastering a part of the o=Test i ng, c=UKDIT

* DSA A masterso=Test i ng, c=UK.
* DSA B mastersou=Unit 01, o=Test i ng, c=UK.
e DSA C mastersou=Sub-unit 01, ou=Unit 01, o=Testi ng, c=UK.

Each DSA has two container objects cn=Per i t t ed and cn=For bi dden.

» DSA A hasasub-reference to DSA B.
» DSA B has asuperior reference to DSA A and a sub-reference to DSA C.
» DSA Chasasuperior reference to DSA B.

» Mutual named peers are defined for DSA B <=>DSA C

» A DSP Filter isdefined on cn=For bi dden, ou=Unit 01, o=Test i ng, c=UK with
i sodeDSPFi | t er Al | omUnknown = FALSE andi sodeDSPFi | ter Al | owPeers =
<cn=DSA C, ou=Sub-unit 01, ou=Unit 01, o=Testi ng, c=UK>.

* A DSP Filter isalso defined on cn=For bi dden, ou=Sub-unit 01, ou=Uni t
01, o=Test i ng, c=UKwithi sodeDSPFi | t er Al | owUnknown = FALSE and
i sodeDSPFi | t er Al | owPeers = <cn=DSA B, ou=Unit 01, o=Testi ng, c=UK>

In this configuration, connections to any DSA will be able to view

cn=For bi dden, ou=Sub-unit 01, ou=Unit 01, o=Test i ng, c=UK (as connections
from DSA A chain through DSA B, which has permission to ignore the filter) but only
connections from DSA B or DSA C will be ableto view cn=For bi dden, ou=Uni t

01, o=Test i ng, c=UK.

A Shadow of DSA A will be able to see the o=Test i ng, c=UK DIT, except for
cn=For bi dden, ou=Unit 01, o=Testi ng, c=UK.

A Shadow of DSA B will be ableto seetheou=Uni t 01, o=Testi ng, c=UK DIT, except
for cn=For bi dden, ou=Sub-unit 01, ou=Unit 01, o=Testi ng, c=UK.
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A Shadow of DSA B will be able to see the entire ou=Sub- unit 01, ou=Uni t
01, o=Test i ng, c=UK DIT.

Shadows may not modify DSP Filters for entries they are shadowing.

Effects of DSP Filtering on Failover
Using the same example DSAsasin Section 7.7.1, “ Effects of DSP Filtering on Shadowing”

A Failover shadow of DSA A will be able to seethe o=Test i ng, c=UK DIT, except for
cn=For bi dden, ou=Unit 01, o=Test i ng, c=UK.

A Failover shadow of DSA B will see only theou=Unit 01, o=Testi ng, c=UK DIT.

A reference will be returned for ou=Sub-unit 01, ou=Unit 01, o=Testi ng, c=UK as
Failover B will inherit the Peer entry for DSA C but DSA C will have no Peer Entry for
Failover B.

If aPeer Configuration for Failover B is added to DSA C (using the same authentication
as the Peer for DSA B) Failover B will be ableto view ou=Sub- unit 01, ou=Uni t
01, o=Test i ng, c=UK, except for cn=For bi dden, ou=Sub-unit 01, ou=Uni t

01, o=Test i ng, c=UK.

The Peer for Failover B will need to be added toi sodeDSPFi | t er Al | owPeer s on
ou=Sub-unit 01, ou=Unit 01, o=Testi ng, c=UK beforethe Failover shadow canview
cn=For bi dden, ou=Sub-unit 01, ou=Unit 01, o=Testi ng, c=UK.

A Failover shadow of DSA C will be able to see the entire ou=Sub- uni t 01, ou=Uni t
01, o=Test i ng, c=UK DIT.

Failover shadows may not modify DSP Filters for entries they are shadowing.

Effects of DSP Filtering on Multimaster
Using the same example DSAsasin Section 7.7.1, “ Effects of DSP Filtering on Shadowing”

A Multimaster replicaof DSA A will be able to seethe o=Test i ng, c=UK DIT, except
for cn=For bi dden, ou=Uni t 01, o=Testi ng, c=UK.

A Multimaster replicaof DSA B will see only theou=Unit 01, o=Testi ng, c=UKDIT.

A reference will be returned for ou=Sub-unit 01, ou=Unit 01, o=Testi ng, c=UK as
Multimaster B will inherit the Peer entry for DSA C but DSA C will have no Peer Entry
for Multimaster B.

If aPeer Configuration for Multimaster B isadded to DSA C (using the same authentication
as the Peer for DSA B) Multimaster B will be ableto view ou=Sub- uni t 01, ou=Uni t
01, o=Test i ng, c=UK, except for cn=For bi dden, ou=Sub-unit 01, ou=Uni t

01, o=Test i ng, c=UK.

The Peer for Multimaster B will need to be added toi sodeDSPFi | t er Al | owPeer s on
ou=Sub-unit 01, ou=Unit 01, o=Testi ng, c=UK before the replica can view
cn=For bi dden, ou=Sub-unit 01, ou=Unit 01, o=Testi ng, c=UK.

A Multimaster replicaof DSA Cwill beableto seetheentireou=Sub- unit 01, ou=Uni t
01, o=Test i ng, c=UK DIT.

Multimaster replicas may modify DSP Filters for any entries they are replicating.
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Chapter 8 Shadowing

Making sure that Directory information is close to those who need it minimises access
times. Thisis achieved by shadowing — or replicating —information so that more than one
Directory Server holds a copy of the same information.

8.1 Overview

Replication of Directory information is called shadowing. Two Directory Servers establish
a shadowing agreement with each other, where one Directory agrees to supply a copy of
some or all of theinformation it holds.

A single Directory Server may act in the role of a shadow supplier, a shadow consumer,
or both, depending on the shadowing agreements between it and other Directory Servers.

Many copies of apart of the DIT (anaming context or part of it) may be held by anumber
of different Directory Servers; however, only oneis considered to be the master copy.
When information changes, it is the master copy which is updated, and then the changes
are propagated to the shadow copies, following theruleslaid down in the various shadowing
agreements.

Depending on the shadowing agreement, a Directory Server in a shadow consumer role
may request an update from asupplier Directory Server, or the shadow supplier may initiate
the update. The update can take place at a defined frequency or on demand, and the actual
update can be either incremental or total. An incremental update includes only those
modifications since thelast update. In both cases, atimestamp uniquely identifiesthe update
transaction.

The protocol used for replicationisthe Directory Information Shadowing Protocol (DISP).

8.1.1 Replicating parts of the Directory

To set up a shadowing agreement between two Directory servers:

1. Thetwo Server Managers must agree:

» Thecontext prefix identifying the naming context to be shadowed under the agreement.
You can limit the replication to a certain number of levels below the context prefix,
you can prevent certain subtrees from being included (see Section 8.1.1.1, “Chop
shadowing”, and you can exclude certain attributes from the shadowed information
(see Section 8.1.1.2, “Attribute filtering”.

» Whether the shadowing is to be initiated by the supplier or the consume.
» The agreement identifier and version number.

 The frequency with which to supply or request updates, depending on whether the
agreement is supplier or consumer initiated, and when the updates should occur.

2. Each Server Manager needsto have thefollowing information about the other Directory
Server:

* Itsaccess point; that is, the Distinguished Name and Presentation Address.
» The security credentials.

Note: Both Directory Serversinvolved in a shadow agreement need to have
bind profilesin M-Vault Console.
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3. If secondary shadowing isto take place — neither the supplier nor the consumer masters
the specified naming context — the Distinguished Name of the mastering Directory
Server and the security credentials associated with it must be known.

4. If an Administrative Point for the naming context to be shadowed does not exist, the
supplier Server Manager should set one up. Configure it as an access control specific
area and a collective attribute specific area. How to do thisis described in Chapter 6,
Controlling Access.

Note: An Administrative Point for this naming context must not exist in the
consumer Directory Server.

5. You may wish to decide the authentication details for the initiating and responding
Directory Servers.

6. Set up the responder end of the agreement on the Directory server that will respond to
arequest. This could be the shadow supplier or consumer.

7. Set up theinitiator end of the agreement on the Directory server that will initiate the
request. This could be the shadow consumer or supplier.

Detailson how to set up ashadowing agreement are given in Section 8.3, “ Creating shadow
agreements’.

Chop shadowing

M-Vault Console permits the configuration of shadowing agreements which either cover
full naming contexts, or a specified number of levelsin the DIT below the context prefix,
or which excludes particular subtrees. This section describes two ways in which subtrees
can be used to control the information which is shadowed. These methods are called:

* Chop before: information bel ow a subordinate naming context is excluded from a shadow
update of a superior naming context.

» Chop after: the context prefix of a subordinate naming context is replicated, but
information below the context prefix is excluded from a shadow update of a superior
naming context.

In both methods, the subtrees are not shadowed. In the case of chop after, the top of the
subtree is shadowed.

This section uses the example in Figure 8.1, “Example Directory Information Treg” to
explain these methods.

Figure 8.1. Example Directory Information Tree

o=Acme Limited

I=Europe I=North America

ou=Sales ou=R&D ou=Sales ou=Finance

cn=Pat Smith cn=Barry Jones cn=...

Using the example in Figure 8.1, “Example Directory Information Tree”, chop after
shadowing would be useful when a user performs a single-level search on all departments
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in the locality of Europe (I=Europe). If the department represented by ou=R&D has been
excluded as per chop before shadowing, a one-level search for all departments below
I=Europe involves chaining to the Directory Server holding the context prefix ou=R&D.
However, if you have used chop after shadowing, this context prefix could be included in
the shadow update on the consumer Directory Server. A one-level search on al departments
in the Europe locality would then not require chaining, as all of the required information
would be shadowed on the consumer Directory Server.

Note: The consumer Directory Server in a shadow agreement knows that entries
are missing from its copy of the naming context, and it may chain back to the
supplier Directory Server to locate information if required.

If you want to exclude a subtree from a shadow update (for example, ou=R&D), you need
to modify the shadowing agreement on the supplier, and add the subtrees to the list of
specific exclusions.

If this agreement has already sent an update to the consumer Directory Server, you must
then force the supplier Directory Server to send atotal update. Thisisthe only way to force
the consumer Directory Server to remove the subtree.

Attribute filtering

In certain environmentsit may be useful to restrict the contents of entriesthat are replicated.
Thismay be donefor reasons of privacy (excluding sensitive personal information), security
(excluding passwords), or to conserve network bandwidth (excluding large attributes).

The attributes being filtered from the replication may be selected on the basis of the object
class of each entry in the replicated area. For example, telephone number attributes could
be excluded from al entries using the person object class, but included in organization
entries.

Consumer Directory Servers have knowledge about which entries are incomplete, but have
no knowledge regarding which attributes are missing from these entries. As aconsequence,
if aDUA requests attributes (this includes searching on those attributes) that are not present
from an incompl ete entry, the consumer Directory Server will attempt to chain the operation
back to the supplier Directory Server. Thisis often inappropriate, so X.500 defines the
copyShal | Do service control to disable this behaviour.

Thereis no meansin LDAP to specify the copyShal | Do service control. Because not
setting this service control causes surprising behaviour, M-Vault treats requests from LDAP
DUAs as dways having the copy Shal | Do service control set.

The agreement contains a number of rules defining which attributes should be included,
and which attributes should be excluded. By default, an agreement will have arule specifying
that all attributes are included from all object classes.

If this agreement has already sent an update to the consumer Directory Server, you must
then force the supplier Directory Server to send atotal update. Thisisthe only way to force
the consumer Directory Server to remove thefiltered attributes (see Section 8.4.1, “Viewing
the status of shadow agreements’).
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8.2

System-wide shadowing settings

Some shadowing settings apply to al agreements across the whole system. These are
specified using the Shadowing option on the main Configur ation page when managing
the Directory Server using M-Vault Console.

Eql cn=D5A,0=MyOrg / Jane Smith - M-Vault Console EI@
File Help
gp Create - (:J Refresh

Coenfiguration | Shadow Agreements £ Databases Q Peer DSAsl Logging | OCSP Services

9 Address m

o3 i s - - - -
Y Opera.tlon Configuration of system-wide policy that controls shadowing operation.
ﬁ Superior Knowledge

m SASL Connection Management

D TLS /| Keep associations open between 'on change' updates

X500 Retry Delays

e d Poli e
S;::,::ingo o Min, interval between successful updates Mot specified Edit...
@ Failover Min. interval between retry of failed updates 5 minutes Edit...
Multimaster Cha Databas

[ LDAP Changelog ngelog Database

@ HTTP Time to keep unnecessary changes in the database 24 hours Edit...
0CsP

il sMmP

I-% Security Labels

Abort| B, | Session is bound for "cn=DSA,0=MyQrg". Last data refresh: 20 March 2015 09:49:54 GMT

The Shadowing page allows you to specify:

» Whether you want to keep connections open when performing ‘ on change’ updates.

e Theminimum interval between successful updates, in seconds. If you do not specify a
vaue, adefault of 600 is used.

» Theminimum delay before retrieving unsuccessful updates, in seconds. If you do not
specify avalue, a default of 1800 is used.

» How long to keep unnecessary changes in the database. Unnecessary changes are those
that are earlier than the last time that all the agreements (from this GDAM) were last
updated, so they are not required for any incremental updates.

Click Apply to save your changes. Changes you make here apply to every shadowing
agreement.

8.3

Creating shadow agreements

A shadowing agreement must be set up on both the supplier and the consumer Directory
Servers.
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Make sure that a bind profile exists for both the consumer and supplier Directory Servers:
if you do not manage both servers, one of the profileswill be for a‘known’ server. See
Section 7.2, “Connection details for Directory Servers’.

Note: The Directory Server initiating the shadowing should be set up last,
regardless of whether thisis the supplier or the consumer.

The supplier’s end of a shadowing agreement

A supplier’s shadow agreement is set up using M-Vault Console. A bind profile for the
consumer Directory Server must exist in M-Vault Console (see Section 7.2, “ Connection
details for Directory Servers’).

1. Using M-Vault Console, connect to the Directory Server that will be supplying the data.

Note: If this Directory will be initiating the shadow request, make sure the
responder has already been configured.

2. Select Create — Supplier Agreement from the toolbar. The Create Supplier
Agreement window opens.

3. Select the Naming context that forms the top of the tree to be replicated.

Click Next.
4. Select the Directory Server that will be the consumer.

Note: If you cannot see the consumer Directory Server, create a bind profile
for it. See Section 7.2, “Connection details for Directory Servers’.

Click Next.

5. If you are managing the consumer, and it isonline, you will be asked to specify adatabase
to hold the supplied data. This pageis not shown if the consumer database is not online,
or if you are not managing it.

6. Specify the authentication requirements for the initiating and responding Directory
Servers.

Note: If you have created a peer entry for consumer Directory and have
specified authenti cation detail sthere (see Section 7.4.1, “ DISP authentication™),
this page is skipped.
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=, | Create Supplier Agreement =NE= @

Peer authentication

Specify how to authenticate with the peer DSA

Configure peer authentication
MName only

@ Simple
Strong

Password: sessss Show |Generate|

| < Back ” Mext = | | Finish | | Cancel

The options are;
» Nameonly: the Directory Server's DN is passed for identification purposes

» Simple: apassword isrequired — select Show to see the charactersin the password
and click Generate if you want the system to create arandom password for you

 Strong: the server must have an X.509 identity (a certificate)
Your choice must match that on the consumer Directory Server. Thiswill happen
automatically if the consumer Directory Server isonline and is managed by you;
otherwise, you will have to share connection details with the manager of the other
Directory server.
Click Next.

7. The Summary page is displayed.

* If the consumer Directory Server isonline and is managed by you, the consumer
version of the agreement is created automatically in that Directory Server’'s
configuration.

« If theconsumer Directory Server isnot online or is not managed by you, the consumer
version of the agreement must be created manually.

Click Finish.
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=/ en=DSA,0=MyOrg / Jane Smith - M-Vault Console EI@
File Help
op Create - (:) Refresh
Configuration Shadow Agreements IE Databases Q Peer DSAsl Legging | OCSP Services
|& Supplying (2)  Suppli
Censuming (0) List of supplier agreements configured on the directory server,
1D Shadow Prefix Consumer
1 o=MyCOrg cn=D5A, 0=TheirOrg
0 dec=com cn=D5A, 0=TheirOrg
View |By peer DSA x| | Select Apph Cance

Abort | 7, | Session is bound for "ecn=D5A,0=MyOrg". Last data refresh: 20 March 2015 10:19:42 GMT

The consumer’s end of a shadow agreement

The wizard pages for creating the consumer end of a shadow agreement are very similar
to those for creating the supplier end, with the following differences:

» You will have to select the server that is supplying the information. If the server is not
listed, you must create a bind profile for it. See Section 7.2, “Connection details for
Directory Servers’ for more information.

« If the supplier cannot be contacted, or is not advertising its naming contexts, you may
have to enter the context prefix manualy.

* You will always be asked to specify a database for storing the shadowed entries.

» Thesupplier end of the agreement will be created automatically if the supplying Directory
Server is managed by you and is online.

8.4

Configuring shadow agreements

The shadow agreements that exist for a Directory Server are shown on the Shadow
Agreements page of M-Vault Console. Details for consumer and supplier agreements are
very similar, so asupplier agreement is shown as an example.

1. Using M-Vault Console, connect to the Directory that is the supplier for an agreement
and select the Shadow Agreements page.

2. Select Supplying in thelist on theleft. A list of shadow agreements is shown on the
right.
The Supplying entry on the left can be expanded to show the individual shadow
agreements.

3. Toview details of a shadow agreement, either:
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« Expand the list on the left and click the agreement you want to view.

« Select the agreement in the list on the right and click Select.

Help

b Create

- = Re

= n=D5A,0=MyOrg / Jane Smith - M-Vault Console

4 (@ Supplying (2)

& 1, 0=MyOrg
& 0, de=com
Consuming (0)

4 |l cn=DSA,0=TheirOrg

1.

View [B)r peer DSA

-

(1) Refresh

== o)

fr) Configuration (] Shadow Agreements = Databases | L Peer DSAsl Logging |@ OCSP Services

List of supplier agreements configured on the directory server.

D Shadow Prefix Consumer

1 o=MyOrg cn=DSA,0=TheirOrg 2.

0 dc=com cn=D5A,0=TheirOrg

Select Apply Cancel

Abort 4', Session is bound for "en=D5SA, 0=MyOrg". Last data refresh: 20 March 2015 10:19:42 GMT

The Supplier Agreement List isreplaced by a set of pages relating to the selected

agreement.

Viewing the status of shadow agreements

136

The Status page shows statistical information relating to the agreement. In the example
below, the last shadow update took place on 25 Nov 2010. Details of the most recently
reported error are also displayed. This page is aso used to initiate an update.

;! cn=D05A,0=MyCOrg / Jane Smith - M-Vault Console

File Help

ogp Create

* = Remove (’() Refresh

Configuration Shadow Agreements E Databases | % Peer DSAsl Legging | [=] ocsP services

4 @ Supplying (2)
4 (@ cn=DSA,0=TheirOrg
& 1, 0=MyOrg
& 0, de=com
Consuming (0)

View [ By peer DSA

7

(=N B =50

.to cn=D5A,0=TheirOrg

Status | General | Update Mode

Last Shadow Update

Last successfully updated at 20 March 2015 10:13:41 GMT.
Timestamp of Last Change

Last change timestamp is 20 March 2015 10:13:40 GMT.
Last Reported Error

Mo errors have been reported.

Time of Last Error

Mo errors have been reported.

@ Now () At specific time [] Total update

Apply

Cancel

Abort _}‘, Session is bound for "cn=D5%A 0=MyOrg". Last data refresh: 20 March 2015 10:1%:42 GMT
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» Refresh updates information on this page. For example, if you force an update to take
place instantly, you have to refresh the page to show the success of that update and any
errors that resulted.

» Forceupdate... initiates a shadow update, either immediately (Now) or at a set time.

Choose when you want the update to happen before you click Force update...:
« Now isthe default: an update will take place as soon as For ce update... is clicked.

* If you choose At specific time, a calendar is shown when For ce update... isclicked,
enabling you to select a date and time.

Enabling agreements

You can enable and disable agreements using an option on the General page. You may
need to do thisif, for example, you are making changes on the Directory Server at one end
of the supplier—consumer chain and do not want updates to take place during the change
process.

=1 cn=D5A,0=MyCrg / Jane Smith - M-Vault Console EI@

File Help

dh Create ¥ = Remove ﬁ) Refresh
Configuration @ Shadow Agreements ’E Databases | Q Peer DSAsl Loegging ||E OCSP Services
4 (@ Supplying (2) m

4 @ cn=DsA,0=TheirOrg .to cn=D5A 0=TheirOrg

& 1, 0=MyOrg
& 0, de=com | Status | General | Update Mode

Consuming (0) .
Agreement version 0

Begin time Mot set

[#] Enable agreement
[T Forbid auto total

View | By peer DSA - Apply Cancel

Abort | 11, Session is bound for "cn=D5A,0=MyOrg". Last data refresh: 20 March 2015 10:19:42 GMT

Specifying update mode

You can choose to update information — send it from supplier to consumer — at regular
intervals or when there is a change in the data. Thisis specified using the Update M ode

page.

The default is to update information whenever a change is made: all other options on this
page are disabled. If thisis not a suitable option for your environment, you can change the
Update mode to Periodic, and specify related details.
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=/ en=DSA,0=MyOrg / Jane Smith - M-Vault Console EI@
File Help
g Create ¥ = Remove (:) Refresh
Configuration Shadow Agreements IE Databases | Q Peer DSAsl Legging | OCSP Services
4 @ Supplying (2) m
¥ F_rj:DSA,o:ThewOrg wto cn=D5A,0=TheirOrg
= 1, 0=MyOrg
Consuming (0)
Update mode IOn change -
Updates are initiated by the | Supplier
Update interval Mot specified Edit
Update window size Mot specified Ec
Enable updates at other times
View |By peer DSA - Apph Cance

Abort f', Session is bound for "cn=D5%A, 0=MyOrg". Last data refresh: 20 March 2015 10:1%:42 GMT

For periodic updates, you need to specify:

» Whether the update will be initiated by the Supplier or the Consumer.

» How frequently the update will take place (Update interval)

» How long the update can last before the connection isterminated (Update window size)
» Whether you will allow updates to take place outside of the specified time period.

Monitoring shadow agreements

When shadowing is configured, both Directory Servers (supplier and consumer) maintain
information about the state of each agreement that they know about.

Typicaly aDirectory Server will log errorsif an agreement is not working correctly, but
there may be situations where even though the agreement is not working properly, one or
both serverswill not report an error. For example, if the supplier initiates an update which
never reaches the consumer, then the consumer may not report any error. If supplier and
consumer each believethat it isthe other Directory Server'sresponsibility toinitiate updates,
then neither of them will report an error, even though the agreement will never be updated.

M-Vault Console’'s Shadow Agreements view isintended to make it easy to keep track
of the status of shadowing agreements. It does this by combining information from both
supplier and consumer of an agreement, and displaying it in adynamic view that allows
an operator to see at a glance whether things are working properly, and where there may
be problems that require investigation.

M-Vault Console gathers information about shadowing agreements from each managed
Directory Server, combining information from both sides of the agreement where possible,
and using this information to present a view that summarises the status of all known
agreements.
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File Help

db Create.. v Q Scan ~ O Agreements.. ~

(& Directory Servers & Shadowing Agreements | 3 Failoverl 7 Multimaster
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Shadow Area  From To Last Shadow Update  Status
¢ o=MyOrg cn=D5A,0=MyOrg cn=D5A o=TheirOrg 20 March 2015 10:13...  Agreement is up to date
& dec=com cn=D5A, 0=MyOrg cn=D5A, 0=TheirOrg 20 March 2015 10:13...  Agreement is up to date
e m "

Abort | Automatic scans disabled. Last scan: 20 March 2015 09:36:54 GMT

Initialy, the Shadowing Agreementstab displaysone row per shadowing agreement: each
row contains an agreement status summary. The tab will only display information about

agreementswhen there is a management connection to at |east one of the Directory Servers
(either supplier, consumer, or both).

If M-Vault Console has a management connection to only one of the Directory Servers

(for example, you are managing a server that is consuming a shadow agreement which is
supplied by anon-managed Directory Server in aseparate organisation), then theinformation
shown in the summary row is derived solely from the managed server: i.e., in the absence
of information from one of the peers, M-Vault Consol e assumes that whatever information
it can seeis authoritative.

Each of the summary rows may be expanded or collapsed by using the Agreements...
menu (or by double-clicking on the triangle in the table) to show or hide information
reported from supplier and consumer. When expanded, the individual rows for supplier
and consumer contain information from the Directory Server in question.

;| M-Vault Console EI@
File Help
db Create.. = Q Scan ~ [ Agreements.. ~
(&4 Directory Servers & Shadowing Agreements | 7 Failoverl 2 Multimaster
Shadow Area  From To Last Shadow Update Status
Y & o=MyOrg cn=D5A 0=MyOrg cn=D5A, 0=TheirOrg 20 March 201510:13:41 GMT  Agreement is up to date
& Supplier.. cn=D5A0=MyOrg/ lan... 20 March 201510:13:41 GMT  Agreement is up to date
& Consum... cn=D5A,0=TheirOrg /J... 20 March 201510:13:41 GMT Agreement is up to date
Y & de=com cn=D5A, 0=MyOrg cn=D5A, 0=TheirOrg 20 March 2015 10:13:41 GMT  Agreement is up to date
& Supplier.. cn=DSA,0=MyOrg/ Jan... 20 March 2015 10:13:41 GMT  Agreement is up to date
& Consum... cn=D5A,0=TheirOrg /J... 20 March 201510:13:41 GMT Agreement is up to date
< 1 ¢

Abort | Automatic scans disabled. Last scan: 20 March 2015 09:36:54 GMT

Information displayed in each column of the table is as follows:

» Anicon represents the state of the agreement, as determined by M-Vault Console.

A greenicon is used to show that no errors are present; ared icon shows that errors are
being reported. An agreement is considered to be in an error status if it has reported an

error since the last successful shadow update.

In situations where M-Vault Console detects inconsi stencies between the supplier and

consumer view of the agreement, an orangeicon is used.
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If M-Vault Console has a connection to only one of the Directory Servers, then the
"expanded” view of the agreement will display agrey iconto indicate that no management
connection is active to the non-managed server.

» The name of the shadow areais displayed in the summary row. When the summary
row is expanded, this column contains whether the information in each row comesfrom
the supplier or consumer Directory Server.

» From and To columns show theidentities of the supplier and consumer Directory Server,
respectively. In the summary row, the Directory Server DNs are shown. When supplier
and consumer rows are displayed, the display name of the Directory Server (if available)
isused.

If the supplier isamember of afailover group, then the summary row will contain a
failover icon, and the From column will show the DN of the failover group.

» TheLast Shadow Update column displays the last time when the shadow agreement
was last updated successfully. The information shown is that which was reported by
supplier and consumer, and so there may be differences in the timestampsiif the clocks
for both servers are not exactly synchronized.

» The Status column contains a brief description of the agreement state
To see more information on any of the agreementsin the table, use the View Agreement...

option in the Agreements menu. Thiswill invoke a dialog that provides more detail about
the selected agreement.

=\ Shadow Agreement Details @
Shadow area : b=My0rg
Supplier
DSA DN : cn=D5A, 0=MyOrg
Bind profile of DSA: cn=D5A,0=MyOrg / Jane Smith
Consumer
DSA DN : cn=D54, 0=TheirOrg

Bind profile of DSA: cn=D5A,0=TheirCrg / John Brown

Summary Supplier Consurmer

Supplier and consurner both report that the agreement is operating correctly.

Current Error : <MNo error since last successful update>
Error Time: <No error since last successful update>
Last shadow update: 17-Nov-2011 14:59:49

Update mode: On change

Agreement ID/ver: 0,0

OK

The Shadow Agreement Details dialog contains tabs which show summary, supplier and
consumer information. Any inconsistencies between supplier and consumer will be listed
on the Summary tab.
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=/ Shadow Agreement Details @
Shadow area : Hc:com
Supplier
DSA DN : cn=D5A, 0=MyOrg

Bind profile of DSA:  cn=D5A,0=MyOrg / Jane Smith
Consumer
DSA DN : cn=D54, 0=TheirCrg

Bind profile of DSA:  cn=D5A, 0=TheirCrg / John Brown

2 Summary Supplier Consurmer

Supplier and consumer agreement are inconsistent

onChange Supplier reports cnChange = "true”, but consumer reports "false”

updatelnterval Supplier reports updatelnterval = "null”, but consumer reports "20"

The supplier and consumer tabs contain a Go to agreement... button which will be enabled
for any agreement on amanaged Directory Server. Clicking this button will cause M-Vault
Consol e to open the management window that allows you to make changes to the
configuration of the agreement.
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Chapter 9 High Availability

M-Vault provides three means of adding service resilience to system failure:
 Failover. Hot standby mode where a single master is active amongst a group of miror
servers.

» Multimaster. All serversin areplication group accept changes and replicate them to all
other members of the group.

* Clustering. Hot standby mode where shared disks are used to support multiple nodes.

» PROXY. ThisalowsLDAP (and LDAPS) accessthrough aproxy server which supports
the PROXY protocol.

9.1 Failover

Failover is a hot-standby approach where there is a single master DSA and a number of
read only mirror DSAS, where any of the mirror servers can be promoted to become the
master as required. Each mirror server holds copies of all user data held in the master as
well as the configuration required to provide regular shadow consumers with shadow
updates. In the event of required operational downtime or catastrophic failure the system
can fail over to one of the mirror servers. When failover is complete the nominated mirror
server becomes the new master and can accept updates to the data and then supply any
changes to the other mirror servers and also to any regular shadow consumers.

The unit of replication in failover serversisthe GDAM. This means that thereis one
replication agreement per GDAM that is held in the master DSA. As GDAMs are created
on the master DSA replication of the configuration will mean that an equivalent GDAM
isautomatically created on each failover mirror. As GDAMSs are popul ated with entries,
or when any changes are made to them, thisinformation isautomatically replicated to each
of the mirrors. This means that once a set of failover serversis created and configured all
data stored on the master server (and changesto that data) will be automatically replicated
to each mirror.

9.1.1 Fundamentals and limitations

The server that currently accepts update operations and distributes changes is referred to
asthefailover (or current) master. The full set of serverswithin the failover configuration
isreferred to as the failover group. Serversin the group which are receiving updates from
the master are referred to as mirrors. Mirror servers will rgject any client update requests
as these can only be directly handled by the current master. Servers receiving standard
shadow updates are simply referred to as shadows.

The failover mechanism uses an extended form of X.500 DISP to replicate data between
mirrors. The extensions allow shadowing to recover better from loss of synchronization
between servers - in particular if amirror server has gone offline for along period of time.
Thereisone failover shadowing agreement per-GDAM stored in the master server and the
agreement covers al dataheld in that GDAM database.

There are some important points and limitations that should be noted prior to deploying a
failover configuration:

» Thefailover implementation doesnot currently allow failover serversto contain consumer
agreements, i.e. they must not receive shadow information from any external server.

High Availability



M-Vault Administration Guide

9.1.11

9.1.111

9.1.11.2

9.1.2

143

* Failover mirrors do not contain copies of al configuration. For example, SASL, TLS
and X.509 configuration is not copied to mirror servers. Thus, if the master server isto
provide awider directory service, then this configuration must be created manually on
each server.

* When failing over it is always possible that the failover master will deem it necessary
to send atotal update to mirror or shadow servers. This can happen if the level of
synchronization between servers cannot be established. Thus, if avery large amount of
dataisinvolved then there may be some delay in resynchronizing servers, i.e. thelength
of time it takesto perform atotal update of all data.

Failover modes

There are two modes of master failover; normal and forced. In the normal mode the master
DSA istill running and M-Vault Console notifiesit, upon operator request, of failover
initiation. Forced mode is used when the current master has suffered afailureor is
unreachable, and in this case M-Vault Console notifies each of the mirror servers which
should act as the master. These modes are described in detail in the following sections.

Normal failover mode

In this mode the master server must be running and be available. M-Vault Consoleinforms
the current master of the server to fail over to. The current master then performs the
following steps:

1. Themaster waitsfor any outstanding user update operationsto complete. Further update
operations are then rejected until failover has completed.

2. Thecurrent master sendsthe latest data changes to the nominated master until itisfully
synchronized.

3. The current master passes master status to the nominated master, which will then begin
to accept updates.

4. The current master notifies other mirror servers that master status has passed to the
nominated server.

Forced failover mode

Inthismode at least one server in thefailover group must be running. Here M-Vault Console
updates each running mirror with the value of the new master. The new master will then
update each of the mirror servers. Total updates will be pushed to any mirror that cannot
be updated with an incremental update. This may occur if, for example, amirror server
contains changes that are not present on the new, and now current, master.

Creating a failover configuration

To create afailover configuration open a management window to the base directory server,
i.e. that youwishto mirror. Mirror serverswill copy all datafrom this server and the selected
base server will be the initial master. Next, select Create — Failover Configuration via
the tool bar.

Note: The base directory server must not contain any consumer agreements.

You will then be required to enter aDN used to indicate the failover identity, or the failover
group hame. When replicating data to shadow consumers, a supplier DSA must provide
anidentity. Thisidentity iscommonly the DN of thebase DSA. Inthefailover case different
DSAs can supply to a given shadow consumer at different times (depending on which is
the master at any given point in time). In order for thisto work the failover servers must
establish a common identity when communicating with shadow consumers, i.e. with
Directory Serversthat are not part of the failover group. Thisis alwaysthe DN of the first
DSA that was created in the failover group.
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=, Create a new Failover Group @

You are about to promote this Directory Server ("cn=D5A 0=MyOrg") to be the master
of a new Failover Group.

A Failover Group is identified by a distinguished name which will be the same as that of
the directory server.

Failover Group Name  |n=DSA,0=MyOrg

| OK | | Cancel |

Oncethefailover configuration has been created you can go and create one or morefailover
mirror servers.

Managing the failover group

Thefailover group isthe set of Directory Servers comprising the current master server and
the set of mirror servers. It is possible to remove mirror servers from afailover group as
well as creating new failover group members. To view afailover group go to the Failover
tab of the M-Vault Console main window and select the group (or amember of the failover
group). The current master is displayed in bold. Servers are indicated as being up or down
asinthe main Directory Serverstab.

=/ M-Vault Console EI@

File Help

ok Create.. v Q@ Scan ~ @Failover... -

“ Directory Servers Shadowing Agreements & Failover | (7) Multimaster
MName State Master
4 @ Group: cn=DSA.0=MyOrg (& No errors detected
% cn=DSA,0=MyOrg / Jane '\g?" Online cn=D54,0=MyCOrg
) cn=DSA1,0=MyOrg / Jane & Online cn=D5A,0=MyCOrg

Abort | Automatic scans enabled. Last scan: 19 March 2015 15:55:19 GMT

Adding failover mirrors

To add afailover mirror open a management window to the current master server. Next,
select Create — Failover Mirror from the toolbar.

Note: When creating anew failover server, as with creating any new server,
M-Vault Console must be running on the same system as the server that isto be
created.

You will then be presented with awizard which asks the following:

1. The unique server name, the Distinguished Name, of the new Directory Server. Thisis
the DN used by the server to identify itself to other members of the failover group.

2. The password of the new manager. There are two cases here:

a. If the manager bind profile of the master is not cn=DSA Manager,cn=config, the
password stored in the bind profile is used for the mirror bind profile.

b. Otherwise, a password is requested which does not have to be the password of the
current manager.
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3. The bind profile name, where the bind profile will connect to the new failover mirror
using the manager’s credentials.

4. Thefile-system directory in which the new server will be created.
5. The presentation address that the server will listen on.
After the server has been created and started M-Vault Console will ask the current master

to add the new mirror to the failover group. The master will then go on to send initial
updates (of the configuration and all mastered information) to the mirror.

Removing failover mirrors
To remove amirror from afailover group:

1. Open the M-Vault Console main window.

2. Click on the Failover tab.

3. Highlight the mirror server that you wish to remove.

4. Select Failover - Remove DN from the group...

Once amirror has been removed from the group it is not possible to add it back in to the

group. To add amirror of the same hame back in to the group you should remove the old
instance and create a new server from scratch.

Failing over to a new master

Failover isinitiated from the M-Vault Console main window. To nominate a Directory
Server as the new master go to the Failover tab, highlight the target Directory Server and
then select Failover... -~ Make DSA the master ... . You will then be presented with a
dialog offering a choice of failover modes.

=, | Change Failover Master @

A "Normal” failover involves informing the current master (cn=DSA,0=MyOrg) to
complete any outstanding operations before gracefully failing over to the new master
(cn=D5A1, o=MyOrg).

A "Forced" failover involves telling all current contactable members of the group who
the master of the group should be.

A forced failover should be used when the existing master is not contactable, or if the
group is reporting multiple masters.

Which type of failover should be perfformed?
@ Normal

Forced

| OK | | Cancel |

If the current master is running and contactable then the default choice, Normal, should
be made. This mode would be used when the master server isto be later brought down,
perhaps for an upgrade.

For ced mode should be chosen in the following cases:

* The current master is not running.
» The current master is not reachable.

» The current master cannot, for some reason, make contact with the proposed master.

Errors and recovery

If afailover group member is unavailable at the time failover is performed then it islikely
tobein an error state when brought back online asthat server’s understanding of the current
master may be inconsistent with the other serversin the failover group. To illustrate this

consider ascenario in which there are three servers (DSA1, DSA2 and DSA3) in afailover
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group. If DSAlistheinitial master and it goes down, the operator may theninitiate aforced
failover to DSA2. At this point DSA2 and DSA3 believe that DSA2 is the master. When
DSA1isbrought back onlneit will till believe that it, DSA1, isthe master. Asa
conseguence it will reject any changes sent to it by the current and actual master (DSA2
in this example). To recover from this the following steps should be performed:

1. Bring DSA1 back online.

2. Initiate aforced failover, selecting again the current master (DSA2 in the example
scenario). Thiswill mean that DSA1 will start accepting updates from DSAZ2. If atotal
update is required then this may take a non-trivial period of time.

3. To make DSA1 the master again initiate a normal failover from DSA2to DSA1. DSA1
will not be made the current master until it has fully resynchronized with DSA2.

9.2

9.2.1

Multimaster

Multimaster replication allows writes to happen on any node at anytime. Changes are
propagated to all other members of the group in synchronous fashion. Servers that lose
synchronization or lose connectivty with other members of the group are regarded as
degraded until such time as that server can reconnect and resynchronize with the other
members of the group.

The unit of replication in multimaster isthe GDAM. GDAM configuration is replicated
between group members. Thusif a GDAM is created on one server, the corresponding
configuration is replicated and an identically configured GDAM is created on the other
servers. The contents of GDAM database are then replicated once areplication agreement
has been created for it.

Fundamentals and limitations

In the multimaster model employed by M-Vault the server processing a client update
operation will not send a positive notification to the client until all multimaster group
members have accepted the update. Thusreplication is synchronous. The advantageto this
isthat at any given time all serverswill return the same result to a query for information.
If a password change happens on one server, then all other servers should report the same
password value immediately. This contrasts with other multimaster models, such as eventual
convergence, where the server processing an update can return a positive response to the
client before any of the other replica servers have been updated. The downsideisthat update
throughput is reduced, due to the network overhead of the additional synchronization
protocol and by being limited to the speed of the slowest processing server. The upside of
M-Vault's approach is that, in contrast to the eventual convergence model, inconsistent
changes cannot be applied simlutaneously to different serversin the network, and so the
view of the datais consistent across the service.

Limitations to the use of multimaster are as follows:

» Multimaster servers cannot share shadow supplier duties. A single multimaster can
provide X.500 DI SP updates to shadow consumers, but no other server in the multimaster
network can. Thisis dueto DISP's requirement for asingle logical and sequence of
changes being the basis of the synchronization algorithm. This property is not present
acrossreplicasin amultimaster asthe order of stored changes can vary between servers.

* Security related configuration, e.g. password hashing, SASL and TLS configuration is
copied into new replica DSAs by MV C at creation time. However, this configuration is
not subsequently replicated between servers and so any changes made to the core
configuration on one server should be made manually on al other servers as necessary.
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Notethat password hashing configuration, in particul ar, must always be consistent across
all replicas. Failureto do so may result in password based authentication failing on some
servers (due to different treatement of passwords in line with the local configuration).

» Changesaredistributed if quorum isachieved. Specifically thismeans changeswill only
be replicated if a given number of replica servers signal that they are able to accept a
change. By default the quorum level is set to 0, meaning any server will process an
update irrespective of the ability of other serversto receive and process the change. This
confers the highest level of service resilience, though means that network partitioning
may result in the possibility of inconsistent changes being applied to different replicas
servers. In general it isrecommended that the quorum level be set to half the number of
replicaservers, which ensuresthat inconsi stencies cannot enter the system. If the number
of available serversisreduced to alevel below this then the configured quorum level
can be reduced as necessary.

Creating a multimaster configuration

To create a multimaster configuration open a management window to the server that you
wish to create areplicaof. Next, select Create — Multimaster Configuration from the
toolbar.

Note: The source directory server cannot contain any consumer agreements or
be configured for failover.

You will first berequired to enter alabel for the multimaster replication group. Thisisthen
used to label the group in M-Vault Console's main window. The next piece of information
you must provided is the port number used to listen on for multimaster protocol.

Note: The multimaster protocol (named MESH) is propietary, and so must listen
on adistinct and specific port. The default port is 20000, though you are free to
select any other available port for this purpose.

= o [0l
Multimaster Listen Address

Enter the address that this server will listen on for multimaster requests

The address entered will be used to listen for and respond to multimaster requests. Thus the

address provided should be resolvable and reachable by other servers in the multimaster

configuration.

Hostname:  dsa| Port: 20000

< Back lext > Cancel

Managing the multimaster group

A multimaster group isaset of Directory Serversthat are replicating directory information
between them. Any information that is replicated between any two members of this group
must be replicated between all members of the group, i.e. thereis no support for partial
replication within agroup. Individual servers may master data, in aparticular GDAM, that
isnot shared between the group. Such locally mastered may be added to the set of replication
agreements at alater date.
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The status of the set of known multimaster groups can be seen by selecting the M ultimaster
tab of the main window, as shown in figure Figure 9.1, “Multimaster group status’ bel ow.

Figure 9.1. Multimaster group status

=71 M-Vault Console =R ===

File Help

dh Create.. > Q Sean -

@ Directory Servers | Shadowing Agresments | (2 Failover| & Multimaster
Name D State Last Update Time
. [[] Group: Multimaster Group
4 L cn=D5A1,c=GB/ Thomas Atkins 1 & Online
£ gdaml 11 @ Synchronized [2,3] Mon Mar 23 18:41:08 GMT 2015
4 B cn=D5A2,c=GB/ Thomas Atkins 2 @ Online
= gdaml 21 @ Synchronized [1,3] Mon Mar 23 18:41:08 GMT 2015
4 E, cn=D5A3,c=GB / Thomas Atkins 3 \Q Online

£ gdaml 31 ‘Q Synchronized [1,2] Mon Mar 23 18:41:08 GMT 2015

| Automatic scans disabled. Last scan: 23 March 2015 18:41:30 GMT

The view provides the status information below:

1. Per-server state, specifically whether the server is on or offline. Servers are listed by
their DN (in the Name column), as well as by an integer server identifier (in the ID
column.

2. Per-agreement state. Whether the agreement is synchronized with any other server. The
State column for agreements a so shows which other servers have been synchronized
for aparticular agreement by listing the set of synchronized server identifiers. In addition
thetime of thelast change received is reported. Notethat if the last update received was
atotal update then Unknown is reported.

Adding multimaster replica servers

To add a multimaster replica select a source DSA from the main window and then select
Create - Multimaster Replica Server. The server that is selected in the main window
will betheinitial sourcefor thenew replica, i.e. it will configureand provideinitial updates
to the new replica

Note: When creating a new multimaster replica server, as with creating any new
server, M-Vault Console must be running on the same system as the server that
isto be created.

You will then be presented with awizard which asks the following:

1. The unique server name, the Distinguished Name, of the new Directory Server. Thisis
the DN used by the server to identify itself to other members of the multimaster group.

2. The password of the new manager. There are two cases here:

a. If themanager bind profile of the source server isnot cn=DSA Manager,cn=config,
the password stored in the bind profile is used for the mirror bind profile.

b. Otherwise, apassword is requested which does not have to be the password of the
current manager.

3. The bind profile name, where the bind profile will connect to the new failover mirror
using the manager’s credentials.

4. Thefile-system directory in which the new server will be created.

5. The presentation address, including MESH address component, that the server will listen
on.
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Once the new server has been created it will connect to the source server to get the
multimaster configuration and the body of replicated data. Once thisis compl ete the server
will be ready for operation.

Removing multimaster replica servers

Itisnot currently possibleto remove servers from amultimaster group, though thisfeature
will be implemented shortly.

9.3

9.3.1

Hot-standby clusters

This section describes how to configure a Directory Server in ahot-standby cluster, which
isamode where the Directory Server databases are on a disk shared between all the nodes
in the cluster, and where the clustering software arranges for only a single instance of the
Directory server to be running at any one time. When the clustering software detects a
hardware or software failure on the active node, it fails over the active node and activates
the Directory Server on another node.

When configuring acluster, it isimportant to note that there are multiple network addresses
being used, and it iscritical to use particular network addresses at particular points. Mistakes
here will cause DSP and DISP connections from other Directory Serversto fail.

On Unix systems

1. On each node in the cluster-to-be, install M-Vault on the node’s local disks.
2. On the node which has the shared disk mounted:

a. Movethe/etc/isode and /var/isode directories onto the shared disk, and make symbolic
links from /etc/isode and /var/isode to the new locations.

Copy /etcl/isode/dsa.rc.sample to /etc/isode/dsa.rc.
Configure the DSADIR value, pointing at the shared disk.
. Configure the DSACHECK value, using the localhost address.

Use M-Vault Console to create a new Directory Server on the shared disk. Make
sure the presentation address uses the service's network address, not the node’slocal
network address.

® 2 o T

Note: You will not be ableto connect to the Directory Server using M-Vault
Console until the clustering service has been created

f. Verify that the Directory Server can be started, stopped, and its status checked using
the normal startup scripts (make sure the server is stopped at the end):

/etc/re.d/init.d/dsa start
/etc/re.d/init.d/dsa status

/etc/rc.d/init.d/dsa stop
g. Change the DSACHECK variable to the service's shared network address.
h. Unmount the shared disk.

3. On every other node, replace the /etc/isode and /var/isode directories with symbolic
links to the locations on the unmounted shared disk.
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4. Now use the Red Hat clustering software to set up anew service (the Directory Server)
on the shared disk. The controlling script for the serviceis/etc/rc.d/init.d/dsa. Assign
aname to the clustered service, for example M-Vault.

5. The cluster should now be operational with one node. Enable the Directory Server
service. You should be able to connect to the Directory Server using M-Vault Console.

Caution: Do not attempt to start and stop the Directory Server using M-Vault
Console, asthiswill confuse the clustering software.

6. Exit from M-Vault Console, and disable the Directory Server cluster service (i.e.
M-Vault).

7. Now enable clustering on each node. Finally start the Directory Server service (i.e.
M-Vault) using the cluster manager software.

On Windows systems

On Windows systems, each node in the Windows cluster must be a member of the same
Windows networking Domain. The cluster has a name, and a shared | P address.
1. Install the clustering service on each node in the cluster-to-be:

a. Open Start — Settings — Control Panel - Add/Remove Programs —
Add/Remove Windows Components . Select the Clustering Service box.

b. Follow theinstructions, specifying the cluster name and the shared cluster | P address
when prompted.

c. If thisisthefirst node in the cluster-to-be, reboot the machine and start the cluster
service. Repest steps 1 and 2 for the other nodes.

2. Install the M-Vault software on each node. Ensure the other nodes are disabled, and
that the node being installed has the shared disk mounted. Halt each node beforeinstalling
the next node. If prompted, you should overwrite the installation files on the shared
disk.

On the node with the shared disk mounted:

a. Use M-Vault Consoleto create a new Directory Server on the shared disk. Make
surethe presentation address uses the cluster’s shared network address, not the node's
local network address. Do not start the Directory Server at this point.

b. Open Start — Programs — Administrator Tools — Cluster Manager .
c¢. Right-click on Resour ces, select New and Resour ce.

d. Chooseanamefor thisresource, e.g. 1 sode Virtual Server.Select|P Address
from the pull down menu. Click Next.

e. Make all of the nodes possible owners. Click Next.
f. Add the shared disk as a dependency. Click Next.

g. Enter the cluster’s shared | P address and netmask. Choose a name for this resource,
e.g. M Vaul t . Click Next.

h. Make the service available to al nodes. Click Next.
i. Add the shared resource (e.g. Isode Virtual Server) as adependency. Click Next.

j- Enteri sode. x500dsa asthe service nameand in the other field typein the Directory
Server's configuration pathintheform-D confi gurati on path . Click Next.

k. Click Next again (you don’t need to add any shared registry keys.)
I. Right-click on the shared service (e.g. Isode Virtual Server) and bring it online.

The Directory Server should now be operational, and you should be able to connect to it
from any machine, and from M-Vault Console.
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Test manually failing over the service by right-clicking on the shared drive within the
Cluster Manager, selecting Advanced and the Do not restart option. Click OK, right-click
on the shared disk again, and select I nitiate failure.

9.3.3 PROXY Protocol

M-Vault servers may be configured with PLDAP (and PLDAPS) ports for use behind a
proxy which supportsthe PROXY protocol, proxy-protocol.txt [https://github.com/haproxy/
haproxy/blob/master/doc/proxy-protocol.txt]. (One such server is HAProxy [https.//
www.haproxy.org].)

When thisis used, the initial connection to such a port islogged using the IP address and
port of the PROXY server itself, but subsequent logging uses the information provided by
the PROXY protocol.

Note: To avoid easy faking of LDAP/LDAPS client addresses, access to PLDAP
and PLDAPS ports should be restricted to known proxy servers.
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Chapter 10 HTTP And OCSP Services

M-Vault incorporates a Web server that can be used to serve the following:
» PKI information - HTTP serving of PKI and CA related directory entry attributes (e.g.
certificateRevocationList).

» Web applications - There are currently two web applications - Password Modify and
Product Activation Status.

» OCSP service - provision of OCSP (Online Certificate Status Protocol) services on the
basis of stored CRLs.

This chapter describes how to configure these services using M-Vault Console and Sodium.

10.1 Configuring HTTP Services

This section covers configuration of the HTTP listener, particularly for the serving of Web
applications (e.g. the password modify APl and Web application) and PKI information as
stored in entry attributes (for example user cross certificate pairs and CRLS).

To enable the HTTP service first connect to the directory server using M-Vault Console,
then navigate to the HT TP page of the Configuration group. Set the Service Enabled
checkbox and then specify the listen address by supplying a hostname (or select All
Interfacesto listen on all network interfaces) and a set of port numbers for provision of
Web servicesover HTTP or HTTPS.
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= cn=dsa,o=XMPP /Initial Operator - M-Vault Console EI@
File Help
on Create (:) Refresh

° Cenfiguration |E| Shadow Agreements | E Databases Q Peer DSAs Legging OCSP Services

O Address E

gof Operation

Configuration of the HTTP service. This service can be used to provide Web based

{} Superior Knowledge distribution of certificates and CRLs.

[¥] sasL .

0 TS Operation

%500 | Enable HTTP service

T Password Policy Address

|;|'| Shadowing Host: | All interfaces
|;|'| Failover

Multimaster Port(s): 8080

[l LDAP Changelog Password Modify Application

ggg [#] Enable [C]HTTPS only {recommended)
lllll SNMP URL path prefix:

& Security Labels

Abort | 1, Session is bound for "cn=dsa,0=XMPP", Last data refresh: March 16, 2015 9:1%:30 AM GMT

Note: The HTTPS service will only function correctly if asuitable TLS identity
has been configured (see Section 3.10.1, “Generating a certificate request”).

Note: .

10.1.1 Configuring the Password Modify Web Application

To enable the Password Modify Web Application, first enable the HTTP responder (see
Section 10.1, “Configuring HTTP Services’), and then check the Enable HT T PS and/or
the Enable HT TP boxesin the Password M odify entry of the HT TP page of M-Vault
Console. Unless TLS is not available, it is recommended to only select Enable HTTPS
as passwords sent over HTTP are not encrypted. A suitable port range must be defined to
enable the checkboxes.

Note: A valid SASL configuration must be present before the password change
Web application can function correctly, as the user 1D requested in the user
interfaceisthe SASL ID.

The Password Modify Web Application has arel ative path of pwd-mod, e.g. asample URL
would be;

https://ww. exanpl e. com 8443/ pwd- nod

The Web application is compeatible with recent versions of Microsoft Edge, Chrome and
Firefox.

Note: Thefixed relative path pwd-mod replacesthe configurable URL path prefix.
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Configuring the Product Activation Status Web
Application

To enable the Product Activation Statu Web Application, first enable the HTTP responder
(see Section 10.1, “Configuring HTTP Services’), and then check the Enable HTTPS
and/or the Enable HT TP boxes in the Activation Status entry of the HT TP page of
M-Vault Console. Unless TLS is not available, it is recommended to only select Enable
HTTPS asdata sent over HTTPis not encrypted. A suitable port range must be defined
to enable the checkboxes.

The Product Activation Status Application has arelative path of dsa-activation, e.g. a
sample URL would be:

https://ww. exanpl e. com 8443/ dsa-activation

The Web application is compatible with recent versions of Microsoft Edge, Chrome and
Firefox.

Publishing PKI Information Over HTTP

PKI information served by the Web server is configured on a per-entry basis, through use
of theisodeHTTPDirective attribute. Note that theisodeHTTPDirective attributeisan
optional member of theisodeHTTPResource object class and the object class of any entry
providing an HTTP served resource needs to be updated to include this value first. Values
of isodeHTTPDirective consist of a set of fields that control how information is served.
Some of these fields are common and some are specific to the resource type. The sections
below describe how each served type is configured.

Revocation List

The directive consists of aset of fields separated by a$ character (the string representation
of aCaselgnoreList). Each field consists of akey and value pair of theform key=val ue.
Thefields are asfollows:

* type - Theattribute type. For revocation lists this can be certificateRevocationList or
authorityRevocationList.
» resour ce - The path of the resource, as expected in the right side of the HTTP URL.

* fil enanme - Thevaue of the filenamefield to be in the returned HTTP header.

An example of avalid value is below:

type=certificateRevocationLi st $resource=crl/ca.crl $fil ename=ca. crl

The HTTP header returned with requests for revocation lists contain a number of fields
and values that are specific to the list being returned. An example HT TP response header
is:

HTTP/ 1.1 200 K

Cont ent - Type: appli cati on/ pki x-crl

Cont ent - Lengt h: 538

Cont ent - di sposi tion: attachnent; filename="ca.crl"
Et ag: "ddf a3bd3d0da544b079b581e5505a37b047371al"
Last - Modi fied: Thu, 24 Cct 2013 08: 34: 05 GV
Expires: Fri, 25 Oct 2013 02: 33: 05 GMI

Cache- Control : max- age=3600

Server: MVault/16.1

Date: Fri, 29 Nov 2013 12:22:29 GV
Accept - Ranges: none

Connecti on: cl ose
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Fields specific to revocation lists are:

e Content-Type: Valueawaysappl i cati on/ pki x-crl .
e Etag: SHA-1 hash of the CRL.

* Last-Mdified: Thetimethe CRL was updated. Derived from the value of
t hi sUpdat e inthe revocation list.

* Expires: Thetime at which the CRL isdue for renewal. Derived from the value of
next Updat e in the revocation list.

e Cache- Control : max- age= The number of seconds until the next time CRL isdue
to be updated.

Cross Certificate Pair

The directive consists of aset of fields separated by a$ character (the string representation
of aCaselgnoreList). Each field consists of akey and value pair of theform key=val ue.
Thefields are asfollows:

* type - Theattribute type. This must take the value crossCertificatePair.

» resour ce - The path of the resource, as expected in the right side of the HTTP URL.
» fil enane - Thevaue of thefilename field to be in the returned HTTP header.

» scope - Optional field which can be used to limit the set of certificates included in the
output bundle to those issued by this CA (i ssued_by) or those issued to this CA
(i ssued_t o).

Examples (omitting thet ype=cr ossCerti fi cat ePai r field for the sake of brevity):

resour ce=i ssuedBy. p7c$scope=i ssued_by$fi | enane=i ssuedBy. p7c
resour ce=i ssuedTo. p7c$scope=i ssued_t o$f i | enane=i ssuedTo. p7c
resource=al | . p7c$fi | ename=i ssuedTo. p7c

10.2

Configuring OCSP

To enable the OCSP service first connect to the Directory Server using M-Vault Console,
then navigateto OCSP page of the Configuration group. Set the Service Enabled checkbox
and then specify the listen address by supplying a hostname (or select All I nterfacesto
listen on all network interfaces) and a set of port numbers (which must not overlap with
any ports used to serve HTTP). Note that the Directory Server will not start serving OCSP
until it has been restarted.
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; cn=dsa,o=XMPP /Initial Operator - M-Vault Console EI@
File Help
db Create v (:) Refresh

Configuration |@ Shadow Agreements | % Databases Q Peer DSAs | Logging | E OCSP Services

0 Address m

{éf Opera.tlon Configuration of the OCSP service. This is used to ascertain the revocation status of
ﬁ Superior Knowledge certificates, when the relevant CRL is stored in this directory server

l%‘it;l- Operation

E X500 [¥] Enable OCSP service

(gfr? Password Policy Address

Shadowing Host: [¥] All interfaces
|;|'| Failover

@ Multimaster Port(s): 9080

& LDAP Changelog

@ HTTP

[E] ocsp

[ sMmPp

[ Security Labels

Apply Cancel

Abort | &F '* Seszion is bound for "cn=dsa,o=XMPP". Last data refresh: March 16, 2015 9:19:30 AM GMT

Once the OCSP listener has been enabled one or more logical services need to be set up,
where each logical service correspondsto asingle CA.

Configuring a Logical OCSP Service

A logical OCSP service corresponds to the OCSP provision for asingle given CA, and
multiple logical OCSP services can be configured for provision by M-Vault. To support
OCSP for a CA the M-Vault instance must contain the CA or CRL DP (CRL Distribution
Point) directory entry that contains the relevant CRL. To configure a service on that basis
navigate to the OCSP Servicestab of the DSA's properties window.

In order to setup an OCSP service for a CA, select Create . OCSP Service from the
toolbar. A dialog will appear to provide the following details.

» Service NameAn informal string value used to identify the OCSP service.

» CA Certificate The CA's certificate. Thisisused to derive hashes of the CA's name and
public key, asthese arerequired in the OCSP protocol. Note that the Distinguished Name
(DN) of the CA entry is derived from this certificate and this is where the OCSP
implementation will look for the relevant CRL.

; Create OCSP Service = @
The service name identifies this OCSP service

Service Name  myCA

CA Certificate

This is the certificate of the CA for which this OCS5P responder service is
being set up

CA Certificate cn=myCA,o=XMPP

[ ok || Cancel |

Thefollowing figureillustrates the MV C window after an OCSP service has been created
as afirst step:
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=\ cn=dsa,0=XMPP / Initial Operator - M-Vault Console EI@

File | Help
odb Create ¥ = Rermove (:) Refresh
| Configuration |@ Shadow Agreements | % Databases | % Peer D5As | Logging| OCSP Services

This entry contains the configuration details of the OCSP service for the CA
"cn=myCA,o=XMPP",

General | Signing Identity x
CA Certificate
This is the certificate of the CA for which this OCSP responder service is being
set up
CA Certificate  cn=myCA, 0=XMPP

OCSP Mext Update

Specify the time at or before which newer information will be available about the
status of the certificate in the OCSP response.

() Use the CRL's next update value
@ Do not set next update

m

(7) Use an explicit configured value

0 seconds Edit...

Apply Cancel

Abort | B ', Seszion is bound for "cn=dsa,o=XMPP". Last data refresh: March 16, 2015 9:37:25 AM GMT

Once aserviceis created, the next step is to create a Response Signing Key which isthe
identity used to sign OCSP responses. This can be the CA's identity or, more likely, an
identity certified by the CA for the specific purpose of signing OCSP responses. An OCSP
signing identity will most likely be conferred thei d- pki x- ocsp- nocheck identity, as
thistellsthe OCSP client not to perform full path checking of the response signature. This
identity should be provided in a PK CS#12 file and associated passphrase as held on the
server. The PK CS#12 file should contain the signing key and, at aminimum, the certificate
of the signing identity.

The Ul on selecting the Signing | dentity tab will guide you with the process of generating
asigning Identity for the OCSP service if one does not exist. The steps for generating an
Identity are similar to the ones as described in Section 3.10.1, “ Generating a certificate
request”. Alternately, you can pick an existing PKCS#12 file if a signing identity exists
for the CA.
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=7 cn=dsa,o=XMPP / Initial Operator - M-Vault Console
File Help

b Create ¥ = Remove (’() Refresh
| Confi ti ||E| Shadow Agr t |§ Datat |% Peer DSAs | Logging| OCSP Services

=

This entry contains the configuration details of the OCSP service for the CA
"cn=myCA,c=XMPP",

Signing Identity |-

Response Signing Key
This identity contains the key and corresponding certificate for signing OCSP
responses

Resume...

Remove...

»

m

View

Generate C5R.. e

Update...

Apply | | Cancel

Abort ‘P, Seszion is bound for "cn=dsa,o=XMPP". Last data refresh: March 16, 2015 9:37:25 AM GMT

Existing logical OCSP services can later be removed or modified in order to change the
CA certificate or response signing identity by selecting the service on the OCSP Services

tab.
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Chapter 11 Monitoring the Directory

The Directory Service can be monitored in several ways. Logs can beinspected, and certain
status information and statistics are kept by the system which can be displayed.

11.1 Logging

This section beginswith the use of M-Vault Consoleto configure logging. Thisisfollowed
by an overview of the general structure of the I sode logging subsystem.

Note: Sincein most casesyou will be using M-Vault Consoleto view and update
logging configuration, it is not necessary to be familiar with the details of the
logging implementation, but it may be useful to have an understanding of some
of the concepts involved.

11.1.1 How logging works

This section contains information to help you understand the content and configuration of
log filesin more detail.

11.1.1.1 Record types

All Isode applications generate two types of log records during normal execution: audit
records and event records.

» Audit records are used to record “auditable events’ — Directory Server startup and
shutdown, for example. Audit records do not have a severity level associated with them,
and have awell-defined format, so that they can be easily parsed.

» Event records are used to record errors, normal program operation, or to provide
debugging information. They are associated with a particular severity level, and contain
free-form text with substituted data items. The free-form text is contained in a separate
dynamically-loaded library (on Windows) or amessage catalog (on UNIX), which makes
it possible to replace the standard set of English messages with equivalent text in other
languages simply by substituting a suitable message file.

No output mechanism isdirectly associated with log records. When an event or audit record
is generated by an application, then whether or not it islogged, where it islogged to, and
what the output of thelog lookslike, depends on what output streams have been configured.

11.1.1.2 Output streams

An output stream is a description of how a particular set of event and audit records should
be recorded or displayed. Multiple output streams may be configured for an application,
and whenever an event or audit record is generated, the logging subsystem checks to see
which, if any, of the available output streamsis eligible to processit.

Aswell as defining which records are eligible to be logged, the configuration of an output
stream also determines the format of the messages that are produced by the stream.

This means that a single event or audit record may be processed by one or more separate
streams (or by no stream at al), and that, in the case of multiple streams, the messages
output by the streams may be of differing formats, containing more or less detail. For
example, it would be possible to configure one output stream to generate a brief message
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about all “warning” level events, and another to generate a detailed message about a specific
“warning” event which is of particular interest.

Five stream types are currently available;

» thefil e type, where the records are output to afile

* thenpp type, which sends logging over the network to Isode’s server watch daemon,
which enables further processing and/or consolidation.

 thesyst emtype, where the records are passed to the system event log (syslog on
UNIX-type systems and the Application Event L og on Windows)

» thetty type, whichisidentical tofile type, except that the records are written to either
stdout orstderr

It is possible to access log files remotely. If M-Switch is co-located, the Queue Manager
provides remote access to authenticated clients. If M-Switch is not being used, Isode’s
eventd server can be used instead. See Section 11.1.5, “ Remote monitoring of log files’
for more details.

11.1.1.3 Format of messages in output streams

When a given audit or event is generated, then for each output stream that is configured to
process records of that type, the settings for the output stream determine the format of the
message that isoutput. Inthecaseof fi | e andt t y streams, the stream may be configured
to contain any combination (including none) of the following fields:

» dateand time: the format of date and time is configurable on a per-stream basis.

» program name: the name of the program generating the message. Any “isode” prefix
will have been removed, and the program name will be truncated to 8 characters.

* processid
* thread id: thisfield may be useful to distinguish separate threads in the same process.

» username: the username of the process which generated the record. Thisfield is only
meaningful on Unix systems. If the username cannot be established, then anumeric UID
islogged.

 severity: audit records have no associated severity, but event records aways have a
severity, which, if displayed, is represented using one of the following single |etters, as

follows:

I —Info N— Notice S — Success D— Detall
W-Warning E —Error F — Fata C— Criticd
L —AuthOK A —Authfall X —Debug P-PDU

+ facility code: the name of the facility which generated the message. Audit records are
not associated with a particular facility.

» message identifier: an identifier representing the event. Audit records do not have a
message identifier.
* text: the formatted text describing this event. Audit records do not have atext field.

» supplementary audit record parameters

For certain types of audit records, extrainformation may be associated with the record,
and if the stream is suitably configured, thiswill beincluded asasequence of “key:value”
pairs on the end of the message.

As an example, consider that a Directory Server generates both an audit record and an
event record when it is shut down. Assuming audit and event streams have been created
to capture such records, and that the streams are configured to display all possiblefields,
then the resultant message from the audit output stream will ook like this:
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2019- 08- 08 15: 22: 56 x500dsa 12068 (root ) St opped

while the corresponding event record will look like this:

2019- 08- 08 15: 22: 54 x500dsa 12068 (root ) N DSA- Servi ceSt at e
st at e: St oppi ng nanme: " cn=DSAl, c=xx"
dir:"/var/isode/ nmast er - dsa- db"

2019- 08- 08 15: 22: 56 x500dsa 12068 (root ) N DSA- Servi ceSt at e
st at e: St opped nane: "cn=DSA1, c=xx"
dir:"/var/isode/ nmast er - dsa- db"

In both cases, the date, program name (x500dsa), process and thread id (00464. 00150)
and username (r oot ) are included.

The event record contains severity (N, for “Notice”), facility (DSA) and identifier
(Ser vi ceSt at e) of the event, aswell as anumber of event specific fields, e.g. nane (the
DN of the DSA that stopedd).

The audit record aboveisidentified by the fixed string St opped. Thistype of audit record
has no associated supplementary parameters. For audit records which contain supplementary
information, thiswill (assuming the stream is configured to display them) be shown in the
log as a sequence of key: val ue pairs, for example:

2019- 08- 08 13:47: 33 x500dsa 12068 (root ) Search-res-out
id:16 assoc:21 hits:1

In this case, the Sear ch- r es- out operation (search result sent out to client) islogged
with three supplementary parameters, assoc (the network connection ID), i d (the operation
invocation ID) and hi t s (the number of matches found).

Logging configuration

Information about output stream configuration isstored as XML data. All Isode applications
will load the XML contained in the file logtailor.xml, if it exists, at startup. The search
path for logtailor.xml isfirst (ETCDI R) , and then ( SHAREDI R) . Thefilename and location
can be overridden if required by defining the environment variable LOGTAI LORto be an
alternate filename or filepath.

An application may then load a private stream configuration. For Isode DUAS (such as
M-Vault Console, Tcldish, and Sodium), thisis contained in the dual ogging.xml file, located
in either (ETCDI R) or ( SHAREDI R) . In the case of M-Vault Directory Servers, the
corresponding d3logging.xml file contains configuration used for the period when the
Directory Server is being started, but in normal operation, the logging configuration is
maintained as part of an entry inside the Directory itself.

Whileit ispossibleto edit the XML filesusing anormal text editor, the managing of logging
streamsistypically performed using aGUI, which isrun either as a standalonetool (in the
case of individual XML files, see Section 11.1.3, “Using the standal one logconfig tool”),
or within M-Vault Console (to manage Directory Server logging configuration, see
Section 11.1.2, “Changing Directory Server logging using M-Vault Consol€”).

Changing Directory Server logging using M-Vault
Console

You can use M-Vault Console to configure logging for your Directory Server.

Connect to the Directory for which you want to configure logging and click the L ogging
tab.
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Figure 11.1. Configuring logging in M-Vault Console

-

=] en=DSA,0=MyOrg / Jane Smith - M-Vault Console | [=(E] @
File Help

g Create ~ = Remove (") Refresh

[ (ogging || [5] OCSP Services

|$ Configuration | [h Shadow Agreements | &5 Databases | L Peer DSAs |;

Audit ],
Events

Log Stream "Audit” for configuration of directory server's logging

File Logging | Audit Logging

>

Log File Path s
Log file Directory Use Default
2. Log file Name dsa-audit.log
Rollover Log File 3.
4. |Advanced..| |=
Preview
Example Log File:  dsa-audit.2@15-83-19-80-88.1log
Example Audit Log:  2015-83-19 15:59:35 MVC Be943 (%0

5. |Edit Formats...| -

Apply Cancel

Abort | B Session is bound for "en=DSA, 0=MyOrg". Last data refresh: 19 March 2015 15:58:35 GMT

1. Two different record types (see Section 11.1.4, “What is written to the log files?’) are
shown on the left (Audit and Events):

« If you select Audit (as shown above), the information on the two pages on the right
relates to the audit record type and the second page on theright is called Audit
L ogging.

« |If you select Events, the information relates to the event record type and the second
page is called Event L ogging.

2. Either Browseto find a suitable directory in which to store thelog files, or click Use
Default.

The Log file Name is shown by default. For the Audit log it is dsa-audit.log and for
the Event log it is dsa-event.log.

3. You can chooseto create anew log file at regular intervals. The default isfor anew file
to be created daily, but you can change thisto hourly or weekly if you prefer. The name
of the log file contains the date and time at which it was created; for example,
dsa-event.2010-06-13-00-00.log

Click Advanced to specify more details.
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=/ | Advanced Log File Properties @

File Settings
Log File Path

Log file Directory | | Browse |

Log file Mame dsa-audit.log

Set File Permissions, e.g, 644"

Log to Open File descriptor number
Close file after a message is written
Sync log messages to disk

(Windows enly) Lock the file prior to writing the message
Rollover Settings for the File
Interval after which a new log file will be created 1 3 |da)rs v|

Rollover Offset from Standard Time Division [ |hour5 v|

| QK | | Cancel

» Log FilePath information is as on the basic page.
» Set File PermissionsYou can set read, write and execute file permissions.
» LogtoOpen Filedescriptor number Enter the integer that identifies the file.

» Closefile after amessageiswritten Thefileis opened to write the message and
closed again immediately afterwards. This helpsto ensure security of the data but
thereis a significant performance overhead.

» Sync log messages to disk asks the operating system to ensure that messages are
written to disk. The helps to ensure security of the data but there is a significant
performance overhead.

» (Windowsonly) Lock thefileprior towriting the message ensuresthat if multiple
processes are logging to the same file, the messages are not mixed.

» Rollover Settingsfor the File setsarollover interval for the file and enables you to
specify an offset from the default start point of the specified period. For example, the
default start time for adaily roll-over is midnight, and the default start point for a
weekly roll-over is 00:00 hours on a Sunday.

. Click Edit Formatsto change the content of the log file. Examples are shown of the

current format in the Preview area— you may need to enlarge the window to see them.
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=\ Edit Log Record format settings

Date Format for a log record
|Defau|t date format -

Configure additions to the basic timestamp format of HH:MM:55
Add microseconds to timestamp
Provide timestamp in UTC
Separate date and time by character T
Choices for fields to include in Records logged
Include time in log record
Include process ID
Include the thread ID

Include the program name

Only log the first message in the set

(Unix) Include the username from the environment or numeric UID

Include a single letter indicating the severity level of the event

Cancel |

» Select your preferred date format from the options available. The default is

YYYY- MM DD HH: MM SS.

» Select any additions you want to make to the timestamp.

» Select any fields you want to be included or excluded from the records. This option
is: agreen tick specifiesthat afield will beincluded, ared cross specifiesthat it will

not. Leave the option blank if you do not want to specify.

Audit logging

=\ Set values for Audit Logging

Record Types “  DataKeys
All All
Abandon-err-in E agreement
Abandon-err-out assoc
Abandon-op-in authlevel
Abandon-op-out by
Abandon-res-in context
Abandon-res-out dn
Add-err-in dsa
Add-err-out error
Add-op-in iaddr
Add-op-out id
Add-res-in info
Add-res-out paddr
Bind-err-in param
Bind-err-out peer
Bind-op-in requestor
Bind-op-out Version
Bind-res-in _

OK | | Cancel

Choose whether to record no audit information, al audit information or specific audit
information. If you chose Specific Audits, click Edit to select the ones to include.

=

The example above shows that all Record Typesand al Data Keyswill be included.
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* Click anitem to includeit.

e Click aincluded item to excludeit.
11.1.2.2 Event logging

First choose the level of event logging you want to include in the log files.
File Logging | Event Lagging

Turn off logging
Log errors and warnings
Detailed Logging
Debug Logging
@ Custom Events
Facilities
Al |Advancedm|

| Edit. |

If you chose Custom Events, click Edit... to specify them.

Note: To seewhat isincluded and excluded at each level, select the level and
click Edit.... The example below shows what is included when Log errorsand
warningsis selected.

=/ Global Logging levels @

critical
fatal
Error
warning
authfail
authok
notice
information
detail
success
pdu
debug

oK | | Cancel

Click Advanced... to specify in more detail exactly what you want to log.

Note: A tool tipisdisplayed if you hover your mouse over an entry giving details
of the type of event referenced by that entry. For example, Address displays
Messages relating to OS| address handling.
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=\ Event Logging Facilities Editor @

OAddress
Qosa_pap
Qpsa_pisp
Qposa_Dsp
Qpsa_GDAM
(QDsa_GEN
QosanT
Qopsa_LDap
Qosa_sasL
QDsa_sEC
0 Dsap
QLpap

0 ROsap

O xs09

| Global... |

[ OK l | Cancel |

» Global... takes you to the Global L ogging L evels window (above).
* To specify more details about a particular event type, select it and click Edit....

=, | Facility Editor for "Address" @

Facility: Address (Messages relating to 051 address handling)

Facility Levels Specific Events
Select All Select All
Error Error (error)
fatal Errors (error)
notice Fatal (fatal)
debug Fatal% (fatal)

InvalidEncoding (error)
Mamelookup (error)
Motice (notice)

MoticeS (notice)

oK | | Cancel

Creating a new logging stream

You can create anew logging stream for information of a particular type or from a specific
tool or program. To create the new log stream:

Click Create on the tool bar and select L og Stream from the options displayed. Follow
theinstructions given in Section 11.1.3, “ Using the standal one logconfig tool”, except that
you will not need to specify the Application Type.
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Using the standalone logconfig tool

This section describes the use of the standalone logconfig tool, and as an example shows
how you can create new log streamsin the logtailor.xml file. Thisfile, if it exists, isloaded
by all Isode applications, although in most cases the application will go on to define and
use application-specific streams. This section assumes that no previous version of
logtailor.xml existsin (ETCDI R) .

On UNIX systems, run /opt/isode/shin/logconfig

OnWindows, a shortcut to the L og Configuration Tool will have been set up in the | sode
folder on your Start menu.

If no logs have been configured, the tool opens displaying awindow ready to create a new
logging configuration.

¢ Create a new logging configuration @

Create a new logging configuration and add a logging stream to it

Application Type | Other v|

Log Stream Properties

MName fileAuditsMNevents

Program

Logging Type |ERROR v|
Type |FLLE -
Stream Subtype | AUDITS_AND_EVENTS -

oK | [ Cancel ]

1. Select M-Vault from thelist in Application Type (assuming you are creating a
configuration for the Directory Server).

2. Thedefault Namewill changeto anew nameif you changethe Typeor Stream Subtype
(final options).

3. If you want to associate this particular logging stream with a program or utility, type
itsnamein Program. For example, if you want to create alogging stream for the dbulk
utility, type dbul k here. If you do not specify anything here, this stream will be used
for al programs and utilities.

4. Select the Logging Type: ALL, DETAIL, ERROR, NONE or WARNING.

5. Select the Type of output (see Section 11.1.1.2, “Output streams” for an explanation of
the options available).

6. Select the Stream Subtype. Thisoptionisonly availableif FILE or TTY was selected
in Type. You can choose from AUDITS, EVENTSor AUDITS AND_EVENTS.

Once the stream has been created, it should be set to output to a suitable log file, and will
be used by any application which uses logtailor.xml. The stream may be configured using
the various availabl e tabs.

Monitoring the Directory



M-Vault Administration Guide

11.1.4

11141

168

Sincelogtailor.xml is potentially used by multiple |sode programs, you may wish to create
several program-specific streams. To create anew stream, select Stream — Add from the
menu.

¢ Isode LogConfig Browser | = || =] |@
File Stream Help
o fileAudits File Logging | Audit Logging
Log File Path
Leg file Directory | Brow5e|
Leg file Mame isodelog.log
Rollover Log File | daily =
Advanced...
Preview
Example Log File2 isodelog.2011-05-19-00-00.1log
Example Audit Log: 2011-05-19 16:16:54 logconf 01352 (#0 ) a
Edit Formats...
Restore Defaults

All of the other configuration options availablein the standal one logconfig tool areidentical
tothosewithin M-Vault Console, and are described in Section 11.1.2, “ Changing Directory
Server logging using M-Vault Console”.

What is written to the log files?

The default configuration for an M-Vault Directory Server providestwo file output streams:

» The Events stream captures all event records with severity of Notice (N), Warning (W,
Error (E), Fatal (F), Critical (C), or AuthFail (A). These are output to dsa-event.log in
(LOGDI R) .

If you are reporting a potential bug to bug-report@isode.com, then it may be useful to
configurethe Events stream (or to create another output stream), so that whilereproducing
the problem, all levels of event records are logged. The resulting output should then be
included in your report.

Note: Operational Directory Servers should not be run with full logging, as
this can significantly impact performance (and use up large amounts of disk
space).

e The Audit stream captures all audit records, with the exception of those relating to
“internal” events, and outputs them to the dsa-audit.log in (LOGDI R) .

Thefollowing sections describe logging behaviour when these default settingsarein effect.
However, since the streams are fully configurable, and streams may be added or removed,
it may be that the filenames and file contents will be different on a given system.

Events stream

Note: Thefiledsa-event.log, in (LOGDI R) , isroughly analogous to the dsap.log
file which was used in pre-11.0 releases of M-Vaullt.
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A new record is appended to it whenever the Directory Server generates an event with a
severity level of N, WE, F, Cor A (see Section 11.1.1.3, “Format of messages in output
streams”). Problems that prevent the Directory server from operating correctly have a
severity level of E, F or C. Possible problems that may be worthy of investigation have N,
W or A severity codes.

For an example of what the contents of dsa-event.log look like, see Section 11.1.1.3,
“Format of messages in output streams”.

Audit stream

Note: Thefile dsa-audit.log, in (LOGDI R) , isroughly analogous to the dsa.log
file which was used in pre-11.0 releases of M-Vault.

A new record is appended to this file whenever an auditable event, such as an incoming
connection, or a Directory Server shutdown, is generated by the Directory Server.

Each audit record may include supplementary information which is shown as a sequence
of key: val ue pairs. Thetypesof audit recordsthat may belogged, with their corresponding
supplementary parameters, are described in the following sections. Bear in mind that it is
possible to configure a stream so that audit message parameters are omitted from the log
file; the examples below assume that al parameters are being logged.

Process start and termination

When the Directory Server has read its configuration files and initialized the GDAMS, a
Started(dsa, version, info) messageislogged. For example:

2019- 08-07 13:57: 50 x500dsa 12068 (root ) Started
dsa: cn=DSA, c=xx version: R18.0.0.0
i nfo:"Copyright (c), Isode Limted, London, England."

When the Directory Server shutsdown, it logsa St opped message (which has no associated
parameters):

2011- 03-15 15: 39: 40 x500dsa 13120 (root ) Stopped

Association management

The start of an incoming association to the Directory Server islogged withaBi nd- op-i n,
eg.

2019- 08-08 16:01: 32 x500dsa 01819 (root) Bind-op-in
id: 0 assoc: 21 context: DAP type: Anon
addr: Internet=127.0.0.1

The possible values of cont ext are:

* DAP
* DSP
* LDAP
e DI SP

When the association is terminated by the client Unbi nd- op-i n(assoc) islogged. The
dn parameter may be empty, in which case it will not be logged:
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2011- 03-16 12:44: 18 x500dsa 13120 (root ) Unbi nd-op-in assoc: 48

Outbound associations may also be made, for example when the server is chaining client
operations or when replicating (DISP or multimaster). The example below shows an
outbound shadowing (DI1SP) bind request:

2019- 08- 08 16: 30: 45 x500dsa 01819 (root) Bi nd-op-out
assoc: 22 context: DI SP
addr : " URI +0000+URL+i t ot : // shadow. i sode. net : 19999"

Incoming and outbound operations

Audit records are logged for the following operations Read, Compare, Abandon, List,
Search, Add, Remove, M odify, ModifyDN and PasswdM odify. Common parameters
for each of theserecords are (assoc, i d, dn, par am r equest or, si g). Search also
supports afilter parameter. For example:

2019- 08-08 16: 15: 07 x500dsa 01819 (dsm ) Search-op-in
id:1 assoc: 21 dn: <enpty> scope: Subtree
filter:sn=snmith user:* oper:* vals:1

Each operation audit record comprises three components in the record name:

» Operation, e.g. Sear ch
» PDU type, which isone of op (invocation), r es (result) or er r (error).
 Direction, whichisoneof i n (inbound PDU) or out (outbound PDU).

Remote monitoring of log files

Accesstothelog files can be provided to clients running the | sode Event Viewer application.
Thiscan monitor specificfiles, or al log files, andisalso ableto provide details on specific
error messages. For more details on the Event Viewer application, see the M-Switch
Administration Guide.

The Event Viewer application connects to, and authenticates with, an instance of the Isode
eventd server.

To configure the authenti cation parameters, edit the (ETCDI R) /isotailor file (asamplefile
isprovided) and set the valuefor theevent d_aut h key to thedesired user I D and password.

To enable the server on Windows, start it using the Isode Service Manager as described in
Section F.1, “Linux services’.

To enable the server on other platforms, edit ( ETCDI R) /dsa.rc and set the USE_EVENTD
variableto “yes” .

11.2

Getting operation statistics using SNMP

An M-Vault Server can be configured to act as an SNMP AgentX subagent. SNMP
management stations may then query an SNM P master agent for the following information
from thedsAppl | f OpsTabl e structure (as defined in the RFC 2605), per protocol:

* Number of anonymous binds to this Directory Server from DUAS.
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* Number of un-authenticated binds to this Directory server.

» Number of binds to this Directory Server that were authenticated using simple
authentication procedures.

» Number of bind operations that have been regjected by this Directory Server dueto
inappropriate authentication or invalid credentials.

 Total number of operations forwarded to this Directory Server from DUAS or other
Directory Servers.

» Number of Read, Compare, List, AddEntry, RemoveEntry, M odifyEntry and
ModifyRDN operations serviced by this Directory server.

* Number of base object, one level and whole subtree Search operations serviced by this
Directory server.

* Number of referrals returned by this Directory Server.
» Number of security and other errors returned by this Directory server.

Note: Countersare aso kept for aninternal protocol used by various authentication
mechanisms.

The following information from the RFC 2788, is also provided over SNMP;

» The Directory Server’s Distinguished Name in Internet format.
» The Directory Server’s software version string.

» Thetime when the Directory Server was last started.

» A count of the total incoming and outgoing associations.

A list of the names of al currently connected DUAs and Directory Servers, and thetime
they have been connected, in hundredths of a second.

Configuring the SNMP master agent

Modern Linux distributions do not include Net-SNMP by default and will need to be
installed through the package manager.

For Ubuntu:

apt install snnmp snnp snnp-ni bs- downl oader

After installation, check the /etc/snmp/snmpd.conf file. If necessary, add the line:

mast er agent x

A section configuring an “isode” community should then be added:

# security name source conmuni ty
conksec | ocal | ocal host i sode
con2sec exanpl enet exanpl e. net isode

# group nmodel security name
group isodeRO v2c | ocal
group isodeRW v2c exanpl enet

# Networ k Services
view isode-v included
# Directory Server

.1.3.6.1.2.1. 27
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view isode-v included .1.3.6.1.2.1.66
# Gant access to the READ WRI TE/ NOTI FY views for a context
# group context type |evel prefix READ VWRI TE N(
access isodeRwW "" v2c noaut h exact i sode-v isode-v g
access isodeRO "" v2c noaut h exact i sode-v none ng

DTl FY
ode-v
ne

If /etc/snmp/snmpd.conf ends with the line

# include all *.conf files in a directory
i ncludeDir /etc/snnmp/snnpd. conf.d

then the isode community definition can be placed in thefile
[etc/snmp/snmpd.conf.d/i sode.conf

The master agent should now be restarted using the norma OS Tools. This should cause
the creation of a UNIX-domain socket with appropriate permissions:

# |s -1 [var/agent x/ nast er
Srwxr-xr-x 1 root root O Nov 29 10:56 /var/agent x/ mast er

To verify the operation of the master agent, the snmpwalk command can be used to request
the public managed objects from the master agent:

snmpwal k -v1 -c public localhost 1.3.6.1.2.1.1
SNVMPv2- M B: : sysDescr.0 = STRING Li nux exanpl e- host nane 6.5. 0-41-ge
SNWMPv2- M B: : sysChjectID.O = O D: SNWPv2-SM::enterprises.8072. 3. 2. 1(

Note: The example above configures the isode community using SNMPv2c,
therefore an snmpwalk command to view the configured attributes would be:

snnmpwal k -v2c -c isode | ocal host
NETWORK- SERVI CES- M B: : appl I ndex. 1 = I NTEGER 1

Goto Section Section 11.2.2, “ Enabling SNM P suppoort” to continue with the configuration.

Microsoft supply an SNMP agent on Windows which isincompatible with AgentX, so

I sode recommends that Microsoft’s agent be disabled and a Net-SNMP agent be installed
instead. Theinstructions below will result in aconfiguration supporting (insecure) SNM Pv2;
inorder to get secure SNM Pv3 support the Net-SNM P documentation should be consulted.

The Net-SNMP project supplies source only packages at http://www.net-snmp.org/

download.html. These can built on Windows, using Visual Studio; a Perl installation is
also required.
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After compiling and installing Net-SNMP, stopp and disable Microsoft's SNMP agent
using the Windows Services control panel.

If the Net-SNMP installation has not created an etc\snmp\snmpd.conf file (relative to the
directory that Net-SNMP was installed in) it will need to be created or modified. The
contents should include:

nmast er agent x
agent xsocket tcp: | ocal host: 705

# rocomunity Views

view systemonly included .1.3.6.1.2.1.1
view systemonly included .1.3.6.1.2.1.25.1

# Read-only access to everyone to the systenonly view

rocommunity public default -V systenonly

# include a all *.conf files in a directory
includeDir /etc/snnmp/snnpd. conf.d

The isode.conf file should then be copied to etc\snmp\snmpd.conf.d.

Enabling SNMP suppoort

SNM P support cannot be enabled using M-Vault Console. It can be enabled using Sodium
to configure the relevant attributes - see Section E.1.8, “SNMP”
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Chapter 12 Synchronising Directories (using
Sodium Sync)

This chapter explains how to use Sodium Sync for synchronizing data between directories,
LDIFfiles, CSV filesand SQL databases.

12.1 Overview

Sodium Sync provides a mechanism to copy a set of data from a source Directory Server
to atarget Directory Server, and to ensure that the target remains up to date by performing
regular updates to take account of any subsequent changes in the source Directory Server.

Synchronization occursin onedirection only: whilst changes, additions and del etions made
to data held on the source Directory Server will be copied to the target, any local changes
made to data in the target Directory Server will not be copied back to the source, and will
normally be lost when the next synchronization operation takes place.

In particular Sodium Sync isdesigned to be able to handl e synchronization from non-1sode
DSAs (for example Active Directory) to Isode’'s M-Vault. Sodium Sync has a number of
features to make it easier to deal with translation between directories which are not
completely compatible with one another.

When configuring the synchronization operation, Sodium requires that you specify:

* the base of a subtree in the source Directory from which entries will be copied
* thelocation of the entry in the target Directory that will form the base of the copied
subtree; any existing entries under this base entry on the target will be deleted

Sodium Sync will automatically rename entries if the source and target base DNs are
different, and it is possible to synchronize between two separate subtrees on the same
Directory.

In more advanced use, Sodium Sync a so allows the specification of:

» constraints which limit the area beneath the subtree which will be copied

» asearch filter which can be used to determine which entriesfrom the subtree are included
in the copy operation

* rules which determine which attributes within an entry are copied

* rules which determine how particular attribute values are copied or translated between
different systems

* ruleswhich may result in new attributes and values being added to the data on the target
Directory

* ruleswhich modify the RDN of entries as they are moved
* how to handle orphan entries: by reparenting them (flattening the tree), or by replacing
the missing parents

In addition, it is possible to perform synchronizations that operate partially or completely
on LDIF or CSV filesor SQL databases instead of directories. For example:

» compare source and target trees on directories and generate a change-LDIF (an LDIF
containing change records) instead of applying the changes to the target
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» apply apreviously generated change-L DIF to atarget Directory

» compare asubtree from LDIF, CSV or SQL with asubtree from a Directory to generate
changes (i.e. synchronize from LDIF)

» comparetwo LDIF subtrees (from the same or different L DIF files) to generate changes.

In more recent releases, the Sync has been extended with features to handle additional
variations on the basic synchronization process. For example:

» A ‘cached’ sync mode which does not require access to the target DSA in order to
generate changes. Thisis suitable for ‘air gap’ synchronization, or sync-over-Email, or
when the remote server is on a slow network connection.

» Queuesand hook support, to handle situations where external scripts or executables must
transmit, receive or otherwise processthe input or output of the sync. Thisalso integrates
with the M-Switch FTBE (File Transfer by E-mail) functionality to enable synchronization
over E-mail.

» Correlated ‘merge’ syncs (Section 12.8, “Correlated syncs’ and Section 12.4, “ Setting
up amerge-sync”), where two sourceswith different information structures are correlated
by exact or inexact matches on a certain key piece of information that they havein
common (for example an ID number, or auser’s full name). When those correlations
are approved, selected pieces of data may be synchronized from one side to the other,
merging them into the existing data.

* Replication Workflow with Checks (Section 12.7, “ Sync groups and replication
workflow™), where a number of syncsrunin sequence, and the sequence can be aborted
if any sync fails, or if any configured check fails.

The following sections provide more detailed information on how Sodium Sync is
configured. There is also adiscussion of an example set of mapping rules which can be
used to synchronize between Active Directory and M-Vaullt.

12.2

Setting up a simple sync from Active
Directory

In this example we will configure a simple synchronization between Active Directory and
M-Vault, using the default mapping rules.

Sodium Sync is configured and controlled from the Sync Profile Manager. Thisis started
from within a Sodium session by selecting Session — Sync — Manager from the menus.
The Sync Profile Management window shows all configured sync profiles and the next
synchronization time for scheduled profiles.
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Figure 12.1. Sync Profile Manager dialog
% Sync Profile Management @
Configured Sync Profiles
[ Sync AD personnel to head office & Failed (0/0:01) | New... |
[ Syne remote group A to M-Vault Success (0/0:01)
| Modify... |
| Copy |
| Rename... |
| Delete... |
| Menu... |
|Ser\rer Connected v| [ Run Sync ] | Close |

To set up asimple synchronization from Active Directory to M-Vaullt:

1. Click New...

The New Sync Profile box is shown.

. Mew Sync Profile
Enter name of new sync profile:
Example sync profile

Select type to configure as:

Group of syncs

@ Sync Active Directory to M-Yault (or to generic LDAP server)
Sync M-Vault to M-Vault
Sync LDAP to LDAP (or between M-Vault and generic LDAP)
Sync from LDIF to M-Vault (or to generic LDAP server)
Compare two D3A subtrees and generate a change-LDIF
Compare two LDIF files and generate a change-LDIF
Apply a change-LDIF to a directory

Advanced view: flexible configuration of a sync or check process

QK

] | Cancel

2. Givethe profile aname.

3. Select Sync Active Directory to M-Vault (or to generic LDAP Server).

4. Click OK.

The Sync Profile Editor isdisplayed, in simple view.
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% Sync Profile Editor: Exarmnple sync profile @

Profile | Source and Target | Scheduling
Sync Profile name:

Example sync profile

Source
DsA —= Mapping —> éldd
ue
subtree —|_)
Compute Apply to
changes — Target
’—) required DSA
Target
DSA
subtree
| Advanced View | g-M'G‘C-D 0K | | Cancel |

The flow diagram shown in the editor illustrates the flow of data during the
synchronization process: in this case, source DSA subtree entries are read, then mapped
using the Active Directory mapping rules, glue entries are added if required, and then
thisis compared to the target DSA subtreeto find what changes need to be made, which
arefinally applied to the target DSA.

. Click the Source and Target tab.

Enter the source and target bind-profileinformation and starting-point DNs. For example,
the starting-point DN for Active Directory might be cn=Users,dc=acme,dc=com, and
the starting-point DN on M-Vault might be cn=AD-Users,c=US, which isa container
entry you should create separately.

Finally , and then on OK to save the profile.

6. Click the Scheduling tab to enter scheduling details, if required.
7. Click OK.

Note: Unattended synchronization will only happen if the bind profiles have
associated passwords. This meansyou must encrypt your bind profiles (by clicking
Encrypt... inthe Bind Profile Manager window) and enter passwords for the
bind profilesif this has not already been done.

Caution: Any existing entries under the target starting-point DN will be deleted
by the synchronization operation. These entries will be replaced with the subtree
synchronized from the source Directory. Thisis the reason why a container entry
isnormally used, rather than synchronizing directly to atop-level DN like c=US.

Modifying a profile

To modify a profile, go to the Sync Profile Management window, select the profile you
want to change and click M odify...
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12.2.2 Running a sync

» Torun async manualy, go to the Sync Profile M anagement window and click Run

Sync.

Note: Any errorsare shown on al og pagethat will be available fromthemain
window.

 Scheduled syncswill only runif the Sync Server is running (see Section 12.10,
“Configuring Sodium Sync Server”). You may close the Sync Profile M anagement
window, unbind from any DSA, close Sodium and log off your session without affecting
the operation of scheduled syncs.

The status information shown in the Sync Profile M anagement window is updated
when a sync occurs, and a message is added to the DUA event logs to record the event.

If errors occur, then the first few messages may be displayed by double-clicking on the
sync name or by selecting Show Status either from the right-click menu or by clicking
Menu... and selecting from there. The full list of errorswill be written to the DUA event
log stream, which by default means that they will be found in the DUA event log files.

12.3 More advanced use of Sodium Sync

The advanced view in the Sync Profile Editor exposes the full current functionality of
Sodium Sync, with some future planned functionality shown greyed-out.

Figure 12.2. Advanced view of the Sync Profile Editor

% Sync Profile Editor: Example sync profile @

Profile | Mode | Source | Target | Entries | Attributes| Mapping | Glue Checks | Output | Scheduling | Hooks | Trace
Attribute-value conversions:

/| Relocate DN attribute-value references pointing within the source subtree to point correctly within the target subtree.
(DM-references pointing outside the subtree are left unchanged.)

/| Active Directory to M-Vault standard mappings
Force entry to conform to local schema by stripping out unknown objectclasses and attributes not permitted by the schema
Force entry to conform to lecal schema by inserting 'unset’ values for missing required attributes

Mormalize all attribute values to the preferred representation

Simple View o™i ok || Concel

A few parts need explanation:

» The Sour ce page has an option for Optimised data pre-fetch. When thisoption is
selected, all the data from the source directory is fetched in one pass, using as few
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directory operations as possible. It istemporarily cached to disk, and then the main part
of the sync proceeds using the cached data as source. Thisis useful when the source
directory isremote with alarge round-trip-time which makes requests slow. Thisrequires
that the source directory support page results or large searches, so it will not work with
all directories.

If possible, the datais fetched using a single LDAP search. However in the case of
chop-pointsin the Entries tab, the search must descend one level at atime down to the
level of the chops-pointsin order to exclude them. In addition if Also apply filter to
parent entriesis enabled, then much of the optimisationislost asit is necessary to
search level by level. However using an entry selection filter without Also apply filter
to parent entrieswill work efficiently with this optimisation; it is possible to fetch an
entire subtree with an entry selection filter using a single LDAP paged search.

The page-size specification below Optimised data pre-fetch allows page-sizesto be
tuned. Thefirst number isthe page-size used when requesting just DNs from the remote
directory, and the second is the page-size used when requesting whol e entries from the
remote directory. Larger numbers may make things slightly faster, but only if the remote
directory supports those larger page-sizes.

The Entries page allows you to control which entries are synchronized. An arbitrary
LDAP filter may be used to select the entriesto include. LDAP filters may be used with
al source types, even CSV, SQL or LDIF files.

The LDAP filter may be applied in two ways, either globally, like an LDAP search,
where child entries are included whether or not the parent matches (which may resultin
gapsin the hierarchy), or top-down where the filter must match al parents aswell as
the target child entry for that child to be included in the sync. For example, if you want
toinclude all person entries, but they are found in a subtree reached via OU entries,
then with Also apply filter to parent entries selected, you would need afilter of
“(|(objectclass=organi zational Unit) (objectclass=person))”, not simply
“(objectclass=person)”. If Also apply filter to parent entriesis not selected,
“(objectclass=person)” would work, but all the OU entries would be missing and would
have to be replaced with glue (see the Glue tab) for the sync to be successful.

A maximum depth to sync in the subtree may be specified, and “chop-points’ may be
placed at particular DNs to exclude whole subtrees, chopping either before or after the
configured DN.

TheAttributes page alowsyou to control which attributes are synchronized. Thefiltering
rules are selected by objectclass using the same keyclass scoring rules as are used for
Sodium templates. For any given keyclass, alist of attributes and objectclasses may be
included or excluded. For any given entry, the rule with the highest priority whose
keyclass matches the entry’s objectclasses will be used. The default is to pass through
al attributes.

For example, we may wish to exclude the userPassword attribute from the
synchronization when copying person entries. To do this:

Click Add arule

Click Change next to the objectclass

Enter per son, then click OK.

Click Change next to Allow all attributes and select Delete these attributes.
Click Change next to (none).

© o W DN P

Select user Passwor d, then click OK.

By default both entry and attribute filtering are applied only to the source subtree before
comparison to the (unfiltered) target subtree. Thisis good when you want the target to
be a precise copy of thefiltered version of the source subtree. However, by using filters
on the target subtree as well, you can choose which entries (or even attributes) in the
target subtree are affected by the sync, therefore allowing merging or selective copying
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of data. In this case the entry and/or attributefilters should be applied to both source and
target subtrees. For example you could have two syncs with the same target subtree, one
filtering on * (mail=* company1.com)”, and the other on “(mail=* company2.com)”, and
one sync would leave untouched the entries belonging to the other. Merges like this
reguire some care in setting up. See Section 12.4, “ Setting up amerge-sync” for details
on setting up an attribute-based merge.

The M apping page allows selection of various preset mapping rule-sets. These are
defined in the mapping-rul esets.xml file shipped with Sodium, and may be reconfigured
if necessary (see Section 12.11.1, “Configuring mapping rule-sets’).

The Glue page can be used to handle the situation where the mapping or filtering has
left achild without parents. This may happen especially asaresult of theforce-conformity
options on the M apping page (which may be implied by other rule-sets as well) when
the source DSA contains parent entries with completely unknown schema.

* Add glueentriesfor missing parents creates synthesized entries, which have an
objectclass of untypedObject and appear in Sodium’s main window as Container
entries, in the place of the missing parents.

» Reparent orphan entriesto nearest ancestor reparents the stranded children up to
the nearest known ancestor. This can be used to intentionally flatten trees.

The Checks page allows checks to be configured as part of the sync (see Section 12.6,
“Checking syncs”).

» The Trace page contains options that may aid in debugging problem configurations.

* Generateadebugging traceto thefile: saves atrace of the entire sync operation to
the specified file. With all the options enabled, detailed information on the processing
of entries through all the parts of the flow-graph is saved

« For output over DAP or LDAP, save all failed changesto an LDIF file: saves
failed changes with comments that show the resulting error to the specified file.

< Archive and date-stamp old trace and failed-changes files enables you to keep of
filesinstead of overwriting them.

Limits

Sodium Sync uses astreaming model, so thereareno limits on thetotal size of the subtree
which may be synchronized.

If the Directory supports paged results, then the fan-out at any level of thetreeislimited
only by available memory (required to sort the list of DNSs). If the Directory does not
support paged results, then the fan-out is limited by the administrative size limit
configured in the DSA. Sodium Sync will warn if an administrative limit has been hit.

The size of the entries that can be synchronized is limited only by available memory.

For Optimised data pre-fetch, there must be enough disk space to store the temporary
copy of the source sub-tree.

12.4

Setting up a merge-sync

A merge-sync isone in which individual attributes are synchronized between directories
rather than whole entries. Thisisaspecial case which requires some care to set up, and so
is described below.

Asan example, you may have two source directories on different systems, each a‘ master’
for different attributes. One will be used to synchronize the entries and the bulk of their
attributes to the target, and then the other will be used as amerge-sync to fill in just afew
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additional attributes. The merge-sync relies on the entries already being present on the
target server from the first sync.

Thefirst sync is configured as a standard basic sync, with the following addition:

» OntheAttributetab, afilter is set up that excludesthe ‘merge’ attributes that will come
from the second Directory. This needs to be set to apply to both source and target. This
filter stopsthe first sync from trying to delete the attributes merged in by the second

sync.

The second sync (the merge-sync) is configured as follows:

» Onthe Entriestab, the entry filter uses an LDAP search to match just those entries
which have attributes that need synchronizing. This usually means leaving Also apply
filter to parent entries unselected.

» Onthe Attribute tab, the attribute filter is set up to include only the naming attribute
(e.g. cn), objectclass, and the ‘merge’ attributes that need merging in.

» Both entry and attribute filters are set to apply to both source and target.

» On the Output tab, the Safeguar d merge-sync: block entry additionsor deletionsis
selected.

Theresult of thefilters on the merge-sync isthat the comparison processing node only sees
the differences between the specified ‘ merge’ attributes on the source and target, and so
only generates changes which correct those particular values on the target. Theresult is
that only the ‘merge’ attributes are synchronized from source to target.

However, this works only when the entries exist on both source and target. If they are out
of sync dueto adelay between setting up anew entry on one master compared to the other,
then the merge-sync might think that it should try to add or delete an entry. Thisis not
what is desired, so the Safeguar d merge-sync option is used to block add-entry and
delete-entry operations, generating awarning instead. This makes a merge-sync safe even
when there may be temporary discrepancies between the master servers.

With the syncs configured as described, both can be scheduled to run regularly, and the
target will be maintained as a stable merge of the configured data from the two source
directories.

12.5

Synchronizing to Active Directory

Active Directory (AD) can be achallenging sync target for anumber of reasonsand various
techniques may be used in Sodium Sync to handle the problems that come up. This section
documents the problems and work-arounds available when synchronizing from atypical
LDAP or X.500 Directory to AD.

The following issues need to be considered:

* The source data has to be manipulated either to strip out attributes that AD will not
accept or to convert their values to attribute types that AD will accept. The conversions
required depend on the source data to be synchronized, and may be handled with entry
and attribute filters. For complex translations, the conversion may require a custom
ruleset to be created in the mapping rulesets file (see Section 12.11.1, “ Configuring
mapping rule-sets”).

» AD addsanumber of internal attributesto entries, but does not treat them as operational
attributes. For this reason, the Sync must be manually configured to filter these
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pseudo-operational attributes out of the incoming data. To do this, on the Attributes
page:

1. Click Change alongside Apply filtersto source, before processing and change it
to Apply filtersto source and target, before processing.

2. Click Usebase AD list (the final option on the page).

It may be necessary to add attributes to this base list if AD sends back additional
pseudo-operational attributes.

» AD adds automatic objectclassesin some cases, for example adding user to
inetOrgPerson entries. The sync would normally see this as a difference that needs
correcting, o it isnecessary to also filter out these specia objectclassesto avoid problems.
Thisis achieved by adding a specific rule to the Attributes page, for example: “Match
on objectclass person; Allow al attributes; Delete these objectclasses: user.”

» AD usesan old pre-LDAP representation of O/R addresses, referred to as F.401. This
may be converted usingt o_synt ax="ad_or addr"’ and
“from synt ax="ad_or addr" inthe mapping rules. AD insiststhat all DN values
refer to an existing entry. This causes severe problems for loading up a set of entriesthat
have DN references within the set. Any forward references cause the entry addition to
be rejected. This could be solved with a two-pass ‘apply’ (writing entries on the first
pass, and DN values on the second), but this has not yet been implemented. For now,
DN references to entries existing outside of the synchronized set of entries are fine, but
anything else may give problems.

 Password synchronization to AD requires use of a special operation on AD that is not
currently supported.

12.6

Checking syncs

Various checks may be configured as part of a sync. The checks may be used simply to
give warnings, or may be used to stop the sync from applying changes until all the checks
have passed. It is possible to run a sync simply for the checks and make it throw away its
results, either by running a Source Only sync (set on the M ode page), or by selecting
Discar d changes on the Output page.

Most of the checks are configured on the Checks page:
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Figure 12.3. Configuring checks

% Sync Profile Editor: Example sync profile @

Profile | Mode | Source | Target | Entries | Attributes | Mapping | Glue Checks | Qutput | Scheduling | Hooks | Trace
Checking mode:
@ Checks that generate warnings will be reported without aborting the sync.

Abort if checks generate warnings. Do not apply any changes until checks are complete.

Checks:
/| DN referential integrity check: warn if DN attribute-values point to non-existent entries
@ Ignore DNs pointing outside of subtree
Check DNs pointing outside of subtree
Reject DMs pointing outside of subtree
/| Check size of update: warn if the number of changed entries exceeds the specified percentage
Maxirnum %eage change: 10
/| Duplicates check: warn if there are any duplicate values for specified attributes across the whole sync

Strip any duplicate values if they are found, instead of causing a check failure

Attributes to check: proxyaddresses | Select|

D-M-G-C-C I |
D fc-D | oK | | Cancel

The following checks are available:

* DN referential integrity: checksthat all DNs point to entries that actually exist within
the set of data being synchronized. It is aso possible to check DNs that point outside
the subtreeif required.

» Check size of update: If used with the “Abort if checksfail” setting, then all changes
will be held until it is certain that the size of the update does not exceed the specified
percentage. This can be used to protect downstream servers from accidental or
catastrophic large-scal e changes on upstream servers.

» Duplicates check: This checks for duplicate values across the whole of the data set
being synchronized. This can be important for some systems, like Exchange, which do
not tolerate duplicate valuesin certain attributes. Duplicate values can cause a check
failure, or alternatively can be dropped from the sync with awarning.

* Mappingrulebased checks: Checksmay be configured in the mapping rulesets. These
aretypically regex-based checks on attribute val ues, or checks on the numbers of attribute
values. However, using scripting it is possible to do much more complex forms of
checking, for example entry-wide or even sync-wide checks. See Section 12.11.1,
“Configuring mapping rule-sets’” for more details.

12.7 Sync groups and replication workflow

Using Sync Groups, a number of syncs may be grouped together into a sequence. When
the group of syncsruns, the syncswithinit are executed in sequence until a* stop’ condition
isreached. The group can be configured to stop on error, or failure, or not to stop at all.

Sync Groups enable setting up a Replication Workflow. A typical replication workflow
might consist of several syncswhich copy in data from various different sources onto a
staging server, followed by a number of checking syncs to verify that all the data on the
staging server is sound (e.g. DN referential integrity, valid data values, no duplicates, and
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so on). The final sync in the sequence copies the data from the staging server onto the
downstream server and makesit ‘live’. Thisfinal sync will only berun onceal the previous
syncs and checks have passed, so this ensuresthat the live downstream server aways shows
valid, fully checked data.

To create agroup of syncs:

1. Click New... in the Sync Profile Managment window.
2. Select Group of Syncsand click OK.

Figure 12.4. The Sync Profile Editor

% Sync Profile Editor: Aggregate and Publish User Data @

Group | Scheduling
Group name:

Aggregate and Publish User Data

Drag and drop normal syncs in the Sync Profile Manager dialog to put them into the group, orto
rearrange their order within the group. Drag them inte empty space or off the list to remove them from
the group.

Scheduling of the group is controlled by the Scheduling tab in this profile. Syncs within the group run
in sequence from the top one downwards, until one of the syncs triggers a 'stop’ condition, at which
point the group run stops.
Stop condition:
@ Stop on any error or failure

Stop on failure, but continue on error

Ignore problems and run all of the syncs

OK | | Cancel |

The Scheduling page configures scheduling for the whole group. Individual members
cannot be scheduled independently.

Syncs may be added to the group using drag and drop, or by clicking New... with the group
profile selected in the Sync Profile M anagement window.

12.8

Correlated syncs

A correlated sync isdesigned for caseswherethereis no simple DN-based correspondence
between the entriesin two directories or databases. In general the DN of the corresponding
entry on one database cannot be algorithmically derived from the DN on the other, and
must be searched for by examining data within the records or entries on both sides.

Correlation in Sodium Sync is based on extracting key values from both source and target
databases, and then comparing those key values and matching them up into pairs, forming
alist of correlated pairsand alist of “rogues’ (unmatched entries). Key value matches may
be an exact match, which is preferable, but could aso be an inexact match based on the
smallest edit distance (a modified Levenshtein Distance).

Example 12.1. Example 1

An LDAP Directory contains user details and login names, organized by DN. An SQL
Directory contains user addresses, contact details and social security numbers, indexed by
payroll number. The correlation key could be formed from the user’s name, normalized to
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the form “ <surname>, <firstname> <initials>” and lowercased. Where there are missing
initials or typing errors, inexact matching would help match things up.

Key value generation is scripted, which meansthat the val ues can be normalized or flattened
to improve matching between two databases maintained to different conventions.

Example 12.2. Example 2

The same department may be known by different codesin different parts of an organization,
and in this case the values would have to be mapped to one single set of codes for the
purpose of matching. Let’s say that we are correlating with a key formatted as
“<department> <surname> <firsthame>" and lowercased. Fred Bloggs worksin Acme
Technical Support. Thisdepartment isreferred to as“ SUPP” on the payroll SQL database,
but as“ATS" in the login LDAP database. We choose to convert the SQL code “ SUPP’
to the LDAP code “ATS” whilst forming the correlation key from the SQL database, so
this means that the final correlation key value would be “ats bloggs fred” on both sides,
allowing the records to be matched up successfully.

A correlated sync proceeds through a number of phases:

» Thecorrelation profileiswritten and undergoes testing. Once the profile isworking, no
further changesto it should be required, except perhaps for tweaking the key generation
to improve the numbers of exact matchesin a complex correlation scenario. See
Section 12.11.4, “Correlation profile” for details on creating a correlation profile.

» The correlation pass runs. This generates keys from the two databases, then indexes
them and extracts exact matches, then inexact matches, then rogues. If there are
correlations that have previously been approved, then these are taken into account, and
they are checked to see that they are till valid.

» The administrator enters the approval GUI (by clicking View Report) and checks the
correlations that have been generated. If correlations have previously been approved,
then the administrator would only need to attend to the things that have changed. The
correlation and approval phases might be run weekly to daily, depending on how quickly
newly-added entries should propagate through the system.

Normally, exact correlationswill be approved in bulk, inexact correlationswill be checked
by eyefor errors before approval, and rogues may be set to beignored or may be matched
up by hand. Typically, the aim isfor all matchesto be exact matches. To achieve this
may require adjustmentsto the key generation and normalization in the script code (first
step), or changes to be submitted to the upstream database maintainersiif the data held
in them isincorrect.

» The correlated sync now runs, using the approved list of correlationsasabasis. Attributes
are synchronized between the correlated entries. This might be run daily, hourly, or
perhaps more often, depending on how quickly data within entries should propagate
through the system.

A simple worked example

We have an LDAP Directory containing information on toaster spare parts. We have a
CSV file containing a dump from the warehouse database system containing information
on the bin numbers for these parts. We wish to load the new bin numbers into the main
LDAP spare part Directory. The CSV file and the LDAP Directory both contain the toaster
part numbers, so we can use the part number as the key for correlation.

The warehouse system is indexed by inventory number. Here is small part of the CSV
dump:

I NUM BI N, PART, DESC
000178432, CP- 43- D, 483- 4732, PT- 2000 baseplt hold clip
000178433, CK-82- A, 744- 2583, PT- 2000 depr knob orange

Synchronising Directories (using Sodium Sync)




M-Vault Administration Guide

12.8.2

186

Here are the equivalent entries in the LDAP Directory, cut-down:

dn: cn=483-4132, cn=PT- 2000, ou=TQAST, ou=KW5, 0=ACME

obj ectcl ass: part

obj ectcl ass: top

cn: 483-4132

description: Acnme Prem um Toaster baseplate holding clip

dn: cn=744- 2583, cn=PT- 2000, ou=TQAST, ou=KW5, 0=ACME

obj ectcl ass: part

obj ectcl ass: top

cn: 744-2583

description: Acnme Prem um Toaster depression knob orange

From the CSV file acorrelation key is generated for each record:

000178432: 483-4732
000178433: 744-2583

From the LDAP Directory, a correlation key is generated for each entry:

cn=483- 4132, cn=PT- 2000, ou=TOAST, ou=KWG, 0=ACMVE: 483-4132
cn=744- 2583, cn=PT- 2000, ou=TOAST, ou=KWG, 0=ACMVE: 744- 2583

Now we run the correlation to try to match things up. The exact match pass runs through
and finds the following correlation:

000178433 = cn=744-2583, cn=PT- 2000, ou=TCAST, ou=KWG, 0=ACVE

It continues onto the inexact match pass which finds the following correlation:

000178432 = cn=483-4132, cn=PT- 2000, ou=TQOAST, ou=KWG, 0=ACME

It appears that there was a data entry error with the part number on one of the systems,
which iswhy one of them came up as an inexact match. We go to the correlation approval
GUI, and check and approve both the exact and inexact correlations. Thislist of mappings
is now saved.

When the correlation sync runs, it will go through the approved correlationsin pairs, looking
up the record in the CSV file using the inventory number (e.g. 000178432), and the entry
in the LDAP Directory using the DN (e.g. cn=483-4132,cn=PT-2000...). The loaded data
goes through normal sync mapping, filtering and difference-comparison to synchronize
the bin number across from the CSV record into the LDAP Directory as intended.

Now that we have established a correlation between inventory number and LDAP DN for
those spare parts, we don’t need to correlate them again. Next time we get a CSV dump to
synchronize, the correlation will only need to check to seeif parts have been deleted on
either side, and correlate any new parts that have been added since the last correlation.

Setting up a correlated sync

Once the correlation profile has been created (see Section 12.11.4, “ Correlation profile”),
async profile may be created, using the Advanced View.

1. Onthe Mode page, select Correlated.
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. Onthe Correlation page:

a. Select the correlation Profile that you have already defined.

b. In Parameter, find the file containing the correlations (or type the name of thefile
that will contain them)

The correlations are written in atext form, so .txt would be a suitable extension.

. Still onthe Correlation page, the next two fields enabl e you to fine-tune the processing

of inexact correlations.

 Setting alimit on the number of inexact entries to process lets you control runaway
correlations.

Thetimeto run the inexact correlations requires O(N.M) time (i.e. twice as many on
each side takes four times as long to process)

* Inexact matcheswork on the basis of finding the pairs with the smallest edit distance
between their keys. The Inexact maximum distancefield letsyou control the maximum
difference (expressed as a count of character insertions and deletions) that should be
considered for an inexact match.

. Source and Target pages are completed as normal.
5. Onthe Attributes page:

Note: Since normally acorrelated sync isused to merge afew attributes from
the source into the target, this needs to be set up as a merge sync.

» Change the attribute selection filters to Apply filter sto source and target, after
processing.

» Add arule corresponding to the objectclass you want to sync. Change Allow all
attributesto Allow only theseattributes, and set it to passthrough just the attributes
that you wish to merge.

. You may also need to filter out entries that you don’t want to see, either using another

rule on the Attributes page, or by using afilter on the Entry tab.

7. Onthe Output page, select Safeguard merge-sync.
8. Check the other pages for settings that may be required.

The sync should now be ready to run.

Note: On the Scheduling page you will see two sets of parameters because
the correlation passis scheduled independently from the sync pass.

. Return to the Sync Management Profile window.

A Correlate button now appears alongside the Run Sync button. Click it to run the
first correlation.

12.9

Approving correlations

After running acorrelation pass, agreen star isdisplayed alongside the profile name. Click
View Report to enter the correlation report editor.
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Figure 12.5. Correlation report editor: linked mode

% Sync Correlation Report Editor @

Source View <= Linked =» Target View | Categor_\,.r|

g‘} Existing approved correlations (0)
vﬁ' Existing ignored entries (0)
6 Broken approved correlations (0)
G Broken ignored entries (0)

= Exact correlations pending approval (10)
o Inexact correlations pending approval (0)
I Rogue entries pending ignore (0]

A New approved correlations ()

I Mewignored entries (0)

| Apply | | Save | | Cancel
This editor works in two modes: Linked (above) and Unlinked (below):
Figure 12.6. Correlation report editor: unlinked mode
# Sync Correlation Report Editor @
Source View | <= Unlinked =>» | Target View
6 Broken ignored entries (0) - -.") Existing approved correlations (0} -
a (=) Exact correlations pending approval (10) -a Existing ignored entries (0)
= cn=Aurlie Kamiyama,cu=5taff,o=0ld0rg @ Broken approved correlations (0)
) cn=Erkan Loperena,ou=5taff,0=0ldCrg @ Broken ignored entries (0)
cn=Livwyy Ali,ou=5taff,o=01d0rg =) Exact correlations pending approval (10) =
cn=Lurline Cadzow,ou=5taff,o=0ldOrg = cn=Aurlie Kamiyama,ou=5taff,o=MyOrg

m

cn=Mevein Farnham,ou=5taff,o=0ld0rg
cn=Meville Gorfine,ou=5taff,0=01d0rg
cn=Rizwan Yeo,ou=5taff,o=0ldOrg
cn=5ask Hudecek, ou=5taff, 0=01dOrg
cn=Tai-Jen Briard, ou=5taff,0=0ldOrg
= cn=Tobye Awadia,ou=5taff,o=0ld0rg

cn=Erkan Loperena,ou=5taff,o=MyOrg
cn=Livvyy Ali,ou=5taff,o=MyOrg
cn=Lurline Cadzow,ou=5taff,o=MyOrg
cn=Mevein Farnham, ou=>5taff,o=MyOrg
cn=MNeville Gorfine, ou=5taff,o=MyOrg
cn=Rizwan Yeo,ou=5taff,o=MyOrg

= Inexact correlations pending approval (0] < cn=5ask Hudecek, ou=5taff, o=MyOrg S
| Discard | |Appro\re| | Discard | |Appro\re|
| Apply | | Save | | Cancel |

Thelinked mode shows source and target DNs bound together, whereas the unlinked mode
allows source and target DNs to be selected independently. The unlinked view has
independent Discar d, Approve and | gnor e buttons for source and target, and aMatch +
Approve button which is used for manually matching up entries from the two sides.

In general, it is possible to do Discard, Approve and | gnor e operations either on single
items or on itemsin bulk. To operate in bulk, then a category or group item in the display
should be selected instead of one of the individual items before clicking on the button for
the required operation.

The normal workflow in this editor isto start from the top and work downwards:

» Existing approved correlations and Existing ignored correlations do not normally
need to be reviewed, but if necessary you can navigateinto these and Discar d individual
items, which sends the DNs into the Rogues pending ignor e category.
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* If thereareitemsin Broken approved correlations or Broken ignored entries, then
you need to see what the problem is. The choice isto Discard the correlation/ignore
item, which sends the DNs into the Rogues pending ignor e category, or Approve the
item once again, which forcesit to be included (although it will probably cause afailure
on the next Sync run).

» Exact correlationspending approval can normally be approved in bulk without review.
Select the category line, then press Approve and click OK.

 Inexact correlations pending approval will probably need reviewing. If you spot a
bad correlation, you can send the DN to the Rogues pending ignor e section by clicking
Discard.

Alternatively you could switch to the Unlinked view and try and match it up manually
with another DN. Once all the problems have been identified and eliminated, you can
approve the rest in bulk by selecting the category line and clicking Approve.

* Rogues pending i gnor e will contain all the odd DNs found by the correlation pass,
and also any other odd DNs that have been moved there by clicking Discard in the
previous steps.

If you have moved anumber of DNs here, it may be worth clicking Recor relate Rogues
to seeif there are any new exact or inexact matches to be found amongst the rogues.
Thisrunsamini correlation pass just for the rogue DNs. Thisis often helpful if entries
have been renamed on one of the sources.

For therogue DNsthat remain, your optionsare: to try and match them up by hand using
the Unlinked view and the Match + Approve button, or to mark them as entries to
ignore by clicking the I gnor e button.

» New approved correlations and New ignored entries will contain al the correlations
that you have set to be approved and entriesthat you have set to beignored in this session.
You can check through them and Discard any that are incorrect, if you wish.

Once you have reviewed and approved the correlations, click Apply to make the new
correlation list live.

To save your work to complete the process | ater, click Save. Re-enter the editor |ater using
the View Report button. If you want to discard all your changes, click Cancel.

As soon as they have been applied, the changes will be picked up by the next correlated
syncto run. A correlated sync isthe same as anormal sync, except that it only works with
the pairs of entriesthat have previously been approved. Mapping and attribute filtering all
work just the same as for any other sync.

12.10

Configuring Sodium Sync Server

To run syncs automatically at regular scheduled intervals, you must start the Sync Server.
Thisis abackground process that runs continuously, even over system reboots, and which
runs the scheduled syncs without needing to have the Sodium GUI application running.

When the Sync Server is not running, scheduled syncs are displayed in the Sync Prafile
Management window with an error triangle to warn that the server is not running. When
the server is running, the status of the last sync and the time of the next sync are shown. If
asyncisin progress, then aprogressindication is also displayed.
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Figure 12.7. Sync Profile Management window showing scheduled syncs

% Sync Profile Management @
Configured Sync Profiles
Sync AD personnel to head office A Failed (0/0:01). Next at11:14:28 | New... |
Sync remote group A to M-Vault Success (0/0:01). Mext at 06:00:00
| Modify... |
| Copy |
| Rename... |
| Delete... |
| Menu |
|Ser\rerC0nnected v| Run Sync | | Close

You may enable or disable the scheduling of async by selecting or clearing the checkboxes.
A complete update for cached syncs may be forced using the Force Complete Update
option (from the right-click menu or from the menu displayed when you click Menu...).
The way that the Sync Server is managed depends on the operating system, but on both
Windows and UNIX the server status control that appears in the bottom-left corner of the
Sync Profile M anagement window is used to control it.

On Windows, the Sync Server currently runs as a Windows Service.

» “Home" editions of Windows 2000 and Windows XP are not supported as they do not
alow Servicesto run as a user.

» There may be only one Sync Server running on a given machine, and the user who
controlsit and setsit up must be an administrative user.

* On Vistaand Windows 7, you must start Sodium with Administrator privilegesto
successfully install and start the Sync Server service from Sodium. To do this, right-click
on the shortcut to start Sodium and select Run as administrator.

Select Install and Start Server... from the server status control to install and start the
service as the currently logged-in user. A box is displayed asking for the user’s password
and the port number to use: the password may either be provided here or directly in the
Windows Services control panel (Control Panel - Administrative Tools - Services
- |'sode Sodium Sync then Properties — Log On), leaving the password field blank in
Sodium.

Note: Sodium does not need this password and does not store it permanently, but
if itis provided, Sodium passesit on to Windows Service Management as a
convenience to the user.

Thefirst time the Sodium Sync serviceisinstalled, there may be alog-on failure when
starting it because the user has not been giventhe Logon as a Ser vi ce right. Thismay
be solved by going to the Ser vices control panel, and re-entering the password as described
above. After that point, it should start without problem, either from Sodium or from the
Windows Services control panel directly.

Once the Windows Service isinstalled, it may be started and stopped quickly using the
server status control. To remove the Windows Service, select either Stop and Uninstall
server or Uninstall server.
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On UNIX, the Sync Server runs as a detached user background process, and is restarted
using cron. Dueto this, each user may have their own Sync Server running, although they
would have to each select different port numbersin this case.

Start the Sync Server using Start Server from the server status control. Accepting the
defaults installs a user crontab entry, and starts the server. Stop the server using the Stop
Server selection. This removes the crontab entry to prevent the server from starting up
again in afew minutestime. The installed crontab entry can be checked with cr ont ab
-1

The Sync Server process runs detached from the terminal and the user may close Sodium
and log out without affecting it.

Configuring Shared Sodium Sync Server (Windows
Only)

Sodium Sync isinstalled as a service designed to run for a specific user due to its use of
user-specific profiles. However, on Windows, to enable Sync asaservice that can be shared
across users and permits running without being tied to a specific user (similar to M-Vault
DSA), a speciaized system mode must be used when executing Sodium to establish sync
profiles.

To achieve this, Sodium should be invoked with the "-system" parameter in administrator
mode. Thistriggers Sodium to operate in adistinct system mode, whereit defaultsto using
( ETCDI R) /system for storing and loading profiles, including bind profiles, sync profiles,
trust stores, and identity configurations. All bind profiles and sync setups created in this
mode become accessible to any admin user.

12.11

12.11.1

12.11.11

Configuration files

There are two files which contain configuration of profiles used by the Sync. These are
used for mapping rule-sets, correlation profiles, SQL profilesand CSV profiles.

They are searched for first in ( ETCDI R) /sodium and then in ( SHAREDI R) /sodium. If you
modify afile found under ( SHAREDI R) /sodium, save it back under ( ETCDI R) /sodium, or
otherwise your changes will be lost if you upgrade to a new version of Sodium. The two
files are mapping-rulesets.xml and config-profiles.xml, documented bel ow.

Configuring mapping rule-sets

The mapping rule-sets may be configured by someone proficient in Perl-compatible regul ar
expressions and XML. The shipped mapping rule-sets are stored in
( SHAREDI R) /sodiumymapping-rulesets.xml.

Mapping rule-set file syntax reference

Thetop level element is <mappi ng> which contains an optional <scri pt > tag followed
by a number of <r ul eset > child elements.

Theoptional <scri pt >tagisused if the JavaScript scripting languageisto be used within
the mapping file. Thistag is used to define functions and initialise global variablesfor use
in script fragments later on. All of the script code within one mapping file runsin the same
global-variable context, independent from any other scripting in the application. The

contents of the<scr i pt > tag isthe scripting code to run. You may use the XML construct
<I[CDATA[ ... ]]>toenclosethecode, toavoid havingto quote XML specia characters.
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The <r ul eset > element has parameters nane (auniqueinternal reference-name for the
ruleset) and | abel (the visible name of the rule-set to show on the M apping page). This
contains a number of <r ul e> child elements.

The<r ul e> element hasthe parameter keycl ass (optional, containing zero, one or more
space-separated key objectclassesto test on). Out of all the rules, the one that best matches
the target entry is used, with scoring rules the same as for the form templates. A rule with
no keyclasses will act as the default if nothing else matches. The rule contains a number
of action elements listed in the order that they should be executed. Action elements are;
<del et e>, <copy>, <nobve>, <map>, <add>, <add_opt _oc>, <set _mi ssi ng>,

<bui | d_post al _addr ess>, <conf or n>, <nor mal i ze>, <nop>, <check>,<scri pt >.

The action element parameters follow a pattern and are as follows:

» attr selectsthe destination attribute type.
» val ue givesavaueto writeif that is required.

 fr omselects one or more attribute types which are the source of the data, asa
space-separated list.

» mat ch includes a Java regex (similar to a Perl regex) which makes the operation
conditional on amatch of the value to that regex.

* not mat ch includes a Java regex which makes the operation conditional on the value
not matching that regex.

» s_mat ch includes a script fragment that checks whether a value should be included in
the operation. The global ‘val’ in the scripting context is set to the string value to check,
and the return value of the script expression should be a boolean, with ‘true’ indicating
that the value should be included.

» subst includes a Perl-like substitution command, used to make modifications to the
values.

* s_subst includesascript fragment to convert avalue. The global ‘val’ in the scripting
context is set to the string value to convert, and the return value should be a string of the
replacement value, or null to leave the same.

 rdn indicates that the value or valuesinvolved in this action should add to (rdn="add")
or replace (rdn="set") the current list of RDNs for the entry.

» check may be used to disable syntax checkswhen it isknown that avalueisin aforeign
syntax (i.e. incorrect according to the local schema) that needs to be handled unchecked.
Thedefaultischeck="yes" which doesthe checks; check="no" may beused to disable
syntax checks.

» from syntax andt o_synt ax may be used to convert to/from an externa syntax when
va ues are passed through the action. The only supported syntax currently is" ad_or addr "
for conversion to/from Active Directory format O/R addresses. If thisis combined with
substitution (subst ors_subst ) then substitutionis performed after thef r om synt ax
conversion, and beforethet o_synt ax conversion. If t o_synt ax is used, then the
default for check changesto check="no", athough this may be overridden.

The regular expression handling is done with Java's regex package, which is very similar
to Perl’s regex handling. For the syntax of <pat t er n>, see the Java documentation for
java.util.regex.Pattern.

For mat ch and not mat ch, case-insensitive matching can be turned on using ( ?i ) inthe
regex, and other flags may be similarly controlled (see the Javaregex documentation). Just
asin Perl, ~ and/or $ must be used if you want your match to be anchored to the start and/or
end of the value, otherwise the pattern matches anywhere within the string.

The substitution command for subst takes the form:

"s/ <pattern>/ <repl acenent >/ <f| ags>"
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The <r epl acenent > text uses $1, $2, etc. to insert matched sub-sequences from the

<pat t er n>. The <f | ags> supported are zero or more of the set: i for case-insensitive, s
for single-line (Pattern.DOTALL), mfor multi-line (Pattern.MULTILINE), and g for global
(i.e. replace-all). Some character other than/ may be used for the command separator, as
in Perl, but Perl’s brace-pair forms are not handled.

Note: Ingeneral itispermissibleto create duplicate valuesfor any given attribute
using the actions bel ow, and those duplicates will always be reduced to asingle
value,

The <del et e> action hasan at t r parameter to select the attribute to delete. If amat ch,
not mat ch or s_nat ch parameter is specified, only values matching/not-matching are
deleted. For example, to delete all non-Acme email addresses:

<delete attr="mmil|" notmat ch="acne\.con'/>

The <copy> action hasat t r and f r omparameters. Values from al the f r omattributes
arecopiedtotheat t r attribute. If “mat ch”, “not mat ch” or“s_mat ch” isspecified, then
only values matching/not-matching are copied.If “subst ” or “s_subst " isspecified, then
the values are modified with the given substitution whilst being copied. If “r dn” is specified,
then the copied values will replace or add to the RDN. For example, to add al the other
telephone numbers to those aready present in one attribute (perhaps for the benefit of a
limited client):

<copy attr="tel ephoneNunber" from="nobil e honePhone"/>

Or to copy the display name to the cn and make it the entry’s RDN:

<copy attr="cn" from="di spl aynane" rdn="set"/>

The <nove> action hasat t r and f r omparameters. Values from al the f r omattributes
aremovedtotheat t r attribute (i.e. they are deleted from the source attributes). If mat ch,
not mat ch or s_mat ch is specified, then only values matching/not-matching are moved.
If subst ors_subst isspecified, then the values are modified with the given substitution.
If r dn is specified, then the moved values will replace or add to the RDN. For example,
to transfer a web-address from one schema to another:

<nmove attr="|abel edURI " frone" wW¥\HonePage"/ >

The<map> actionhasat t r and subst parameters. Valuesinat t r are modified in place.
If mat ch, not mat ch or s_mat ch is specified, then only values matching/not-matching
are modified. If r dn is specified, then the mapped values will replace or add to the RDN.
For example, to internationalize a UK phone number:

<map attr="tel ephoneNunber" match="~ *0[1-9]"
subst="s/” *0/+44 ["]>

The <add> action hasat t r and val ue parameters. A new attribute-value is added to the
existing values of the given attribute. If f r omand nat ch/s_mat ch (or not mat ch) arealso
supplied, then the action is only performed if one of the valuesin the f r omlist matches
(or does not match in the case of not mat ch), which makes the <add> action conditional.
If r dn is specified, then the new values will replace or add to the RDN. For example, to
add a particular organizational unit conditional on a match on the E-mail address:
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<add attr="ou" val ue="Sal es" fron="nmil"
mat ch="sal es\. acne\. coni'/ >

The <add_opt _oc> action hasaval ue parameter which specifies an objectclass name.
If the named objectclassis required according to the local schema, then it is added to the
entry along with any other objectclassesthat it depends on. * Required’ means that there
are attributes handled by the named objectclass which are not currently handled by any
other objectclass.

The<set _ni ssi ng>hasat tr andval ue parameters. If the attribute has no values, then
the given value is added. For example, to set the preferred language for anyone who has
not already set it:

<set _m ssing attr="preferredLanguage" val ue="English"/>

The<bui | d_post al _addr ess> action hasat t r and f r omparameters. The values of
thef r omattributes are used in order to build an addressto put in the postal -address syntax
attribute at t r (i.e. up to 6 lines of up to 30 characters, separated by “$"). For example:

<bui | d_post al _address attr="post al Addr ess"
from="street postOfficeBox | st postal code c"/>

The <conf or n» action imposes conformance of the entry to the loaded schema. The
optiond st ri p parameter if present should havea“true’ or “fase” value, and if true causes
all unknown objectclasses and all attributes not belonging to the objectclassesin the entry
to be stripped out of the entry. The optional i nsert parameter if present should have a
“true” or “false” value, and if true causes "unset" valuesto be inserted (if possible) for all
attributes required according to the schemafor the objectclasses. This ensuresthat the entry
isvalid to be sent to M-Vault, assuming that the Directory Server isrunning with the same
schemaas Sodium. If, asaresult of the strip operation, the distinguished value (for the
RDN) is deleted, then the entire entry is considered unviable and is skipped. For example:

<conform strip="true" insert="fal se"/>

The<nor mal i ze> action normalizes attribute valuesto the default printable representation
if there are different representations. By default all attributes in the entry are normalized
by this action. The optional at t r parameter if present limits the operation to just the
specified attribute. This action converts some alternative syntax representations into the
preferred syntax, e.g. for OR address, which means that strings that represent the same
value but appear different in printable form do not cause the sync to generate unnecessary
changes. For example:

<normal i ze attr="objectclass"/>

The <nop> action does nothing (no-operation), but can be used with the r dn parameter
for its side-effects. With r dn="set " and no other parameters, it clearsthe RDN list. With
rdn="set" orrdn="add", anattr parameter, and optionally amat ch, not nat ch or
s_mat ch parameter, values from that attribute are used to replace or add-to the existing
RDN values. For example, to set the RDN to the single cn value which has aformat of
"name.name" in lowercase:

<nop rdn="set" attr="cn" match=""[a-z] +\.[a-z] +$"/>

(For example, if thereweretwo CNs: cn=Fred Smith and cn=fred.smith, thisaction would
match on only the second one and would make it the RDN of the entry; if more than one
cn matches, an error would result.)
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The <check> action checks that values match or do not match the given regexes or
conditions. If acheck fails, then this causes a check failure to be flagged, which may cause
either an abort or awarning according to the top-level checkingmode. Theat t r parameter
gives the attribute to check. The optional mat ch or s_nat ch parameter gives atest that
the values must match to pass the check. The optional not mat ch parameter gives aregex
that the values must not match to pass the check. The optional count parameter checks
the number of values present; the parameter isalist of commarseparated integers or ranges,
for example"1-" or"0, 1" or"0- 1" or"1-5" etc. Remember to use” and $ anchorsin
regexes if you want to check the whole value. For example, to check for valid phone
numbers and for at least one certificate:

<check attr="tel ephonenunber” match="~[0-9 ]*$"/>
<check attr="usercertificate" count="1-"/>

The<scri pt > tag encloses some scripting code which can do arbitrary checks and
modifications on the datain the entry. The optional checks parameter should be set to
“true” ifthescriptmay call entry. fail (), eg. duetodoing validity checks. Theoptional
rename parameter should be set to “t r ue” if the script does any modification of RDNs
or DNs. If either of these flagsis unset when it should have been set, then attempting a
fail () orrenane() operationwill result in afatal abort of the sync.

Within the scripting context, the global variableent ry isset to aSi Ent ry value which
represents the entry to modify. See Section 12.11.6, “ Scripting interface to Directory entries’
for details of the Si Ent ry interface. Note that JavaScript allows providing interface
callbacks with a simple inline function definition, for example:

<script checks="true"><![ CDATA[
entry. foreach("phone fax", function(attr, enc, val) {
if (enc || !/~[0-9 ]*$/.test(val)) {
entry.fail("lInvalid " + attr + " value: " + val);
}
1)

11></script>

Annotated example of mapping rule-sets

Thisexample mapping-rulesets.xml fileillustrates a set of mapping rules designed to handle
conversion of attributes from Active Directory to Isode M-Vault. Active Directory usesits
own custom schema, and our task isto convert just those attributes that are of interest, and
to leave the rest. This example considers only person entries. Similar rules could be set
up for other types of entry.

The particular attributes we handle in this example are:

* Theproxyaddresses attributewhichiscreated by Exchange, which may contain E-mail
addresses, O/R addresses and various other types, according to a prefix on the value.
We must split these different types into different attributes, removing the prefix.

* The wW\HonePage attribute, which may contain a web-page link.

» Various ‘other-’ attributes which are used in Active Directory to store a second phone
number, pager number, fax number, etc, which we add to the set of values for the base
attribute.

» ThepostalAddress attribute, which hasto befilled in from anumber of other individual
Active Directory attributes.

» Thestreet attribute, which on Active Directory may contain newlines which can cause
problemsin other environments and must betrandated. The objectClass attribute, which
has to be manipulated to include the correct structural and auxiliary objectclasses for
the attributes we wish to pass through.

Synchronising Directories (using Sodium Sync)




M-Vault Administration Guide

196

Hereisthefile:

<mappi ng>
<rul eset nanme="ad- mappi ngs"
| abel ="Active Directory to MVault standard mappi ngs">

Define aruleset internally known as* ad-mappings’ with the given label which will appear
on the M apping pagein the Sync Profile Editor with that label for usersto turn on or off.

<rul e keycl ass="person">

Specify arule that applies when the person objectclassis present, so long as there is not
amore specific objectclass match later on.

<add attr="objectclass" val ue="i net Or gPerson"/>

Always add theinetOrgPerson objectclass (and all superclasses), enabling use of various
extra attributes that we may need. If thereis already that objectclass present, no changeis
made (duplicates are always del eted).

<rmove attr="mail" from="proxyaddresses"
mat ch="(?i )~sntp:" subst="s/~smp://i"/>

<rmove attr="mhsORAddr esses" fron¥"proxyaddresses"
mat ch="(?i )~x[45]00: " from syntax="ad_oraddr"/>

Move addressesfrom an Active Directory-specific proxyaddresses attributeinto standard
mail and mhsORAddresses attributes. The operations use mat ch to move only certain
matching values. For examplethefirst nove only operates on valuesthat start withsnt p: ,
matched case-insensitively: ( ?i ) means case-insensitive, ~ matchesthe start of the string,
and snt p: matchesitself. It is also necessary to removethe snt p: prefix as the values
aretransferred, so thisis done with a Perl-style subst command: in thisexamples/ means
substitute, ~snt p: matchestheinitial string, / introducesthe replacement string (an empty
string), and / i ends the command, specifying a case-insensitive match.

The second example is much the same, except that x[ 45] 00 specifies either the string
“x400" or “x500", and the syntax is converted from AD format to LDAP format using a
built-in ruleinstead of a substitution. For example, “ snt p: xxx@yy. cont will match the
first rule, and get stored as a mail attribute with value “ xxx@yy. conft ; however,

“x400: c=us; o=acne; cn=j oe” will match the second rule and get stored as an
mhsORAddresses attribute with avalue of “/ cn=j oe/ o=acne/ c=us/”.

<add attr="objectclass" val ue="nhsUser"
from" mhsORAddr esses" match="."/>

Thisisan example of aconditional <add> operator. The mhsUser objectclassis added
only if thereis avalue for the mhsORAddresses attribute present. The match isfor «. ”
which means “any character”. <add_opt _oc> could aso be used here.

<nmove frone"wW\HonePage" attr="I| abel edURI "
mat ch="~http://"/>
<nmove frone" wW\HonePage" attr="I| abel edURI "
mat ch=""~https://"/>
<nmove frone"wW\HonePage" attr="I| abel edURI "
subst="s|~(.+)| http://$1|"/>

Here we move values from wwWHomePage to the standard labeledURI attribute. Ones
which aready havethe“http:” or “https.” prefix are passed unchanged, and the othershave
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“http:” prefixed: s| meanssubstitute, using| asthe delimiter for the command, » matches
the start of the string, (. +) matches one or more characters and remembers them, |
introduces the replacement string, “ht t p: / /7 isinserted directly, $1 inserts the string
remembered previously, and | completes the command.

<nmove fronmF"othertel ephone” attr="tel ephonenunber"/>

<nmove fronmF"ot her honephone" attr="honephone"/>

<nmove from"ot hernobile" attr="nobile"/>

<nmove fronF"ot herpager" attr="pager"/>

<nmove fromF"ot herfacsiniletel ephonenunber”
attr="facsi m | et el ephonenunber"/ >

Here values are moved from Active Directory other- attributes to similar standard base
ones.

<bui | d_post al _address attr="post al Addr ess"
fronF"street postOfficeBox | st postal code c"/>

Here the specia postalAddress attribute isfilled from a set of other attributes.

<map attr="street" subst="s/ *\r?\n */, /gs"/>

This handles newline characters in the street address. Active Directory permits newlines
in this attribute, but thisis not always well-supported elsewhere. This mapping operation
replaces each newline and its surrounding white space with commarspace: s/ means
substitute, * (a space followed by an asterisk) matches 0 or more spaces, \ r ? optionally
matches a carriage-return, \ n matches alinefeed, * (aspace followed by an asterisk)
matches 0 or more spaces, / introduces the replacement text,, (comma-space) isthe
replacement text, and/ gs terminatesthe command, giving flagsg for global (i.e. replace-all)
and s (treat asasingleline, i.e. allow matching on newline characters).

<conform strip="true" insert="true"/>

Now all substitutions and mapping have been done, strip out unknown objectclasses and
any attributes not bel onging to the remaining objectclasses, according to thelocal schema.

</rul e>
<rul e>

<conform strip="true" insert="true"/>
</rul e>

Also create afall-back rule to be used for non-person entries, which just strips the entry
back to what is understood by the local schema. Note that if none of the objectclasses are
known to the local schema, the attribute holding the DN value may be deleted, in which
case the entry is dropped from the sync due to being unviable in the local schema.

</rul eset >
</ mappi ng>

Close the ruleset and the top-level mapping element.

12.11.2 Using CSV files as input or output
Thereisno GUI for configuring CSV file formats, and this must be done by setting up an

XML profilein the (ETCDI R) /sodium/config-profiles.xml file. Thereis an examplefilein
( SHAREDI R) /sodium. Each mapping of CSV columns to attribute names must be given
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itsown profile. A CSV profile must also include scripting to generate a DN on import, and
optionally to convert values on export or import, if necessary.

<csvprofil e | abel ="Personal |nfo">
<format header="true" charset="utf-8"/>
<col ums> cn, sn, givenNane, tel ephoneNunber,
honePhone, uid, nmail </colums>
<header _check> CN, SN, d VEN, PHONE,
HOVEPHONE, U D, MAI L </ header_check>

<script>
<export name="mapi n" cal | =" mapin()"/>
<export nanme="mapout" cal | =" mapout ()"/>
<! [ CDATA[

function mapin() {
var cn_value = entry. getVal ue("cn");
entry.setDNArr(["cn", cn_val ue]);
entry. set OC("i net or gper son");

}

functi on mapout () {}

11>
</script>
</ csvprofil e>

The above example demonstrates the format of asimple CSV profile. This profile descibes
aCsV file that has aheader line and is stored as UTF-8 characters on disk. The columns
are associated with the attribute names aslisted in <col urms>. A sanity check is made on
import that the CSV file hasthe expected header field names, aslistedin <header _check>.
The script tag sets up mapping which in this casefillsin the DN and objectclasses after
the attributes have been imported.

Hereisan example CSV file for the above profile containing two entries (the lines have
been wrapped to fit):

CN, SN, G VEN, PHONE, HOVEPHONE, Ul D, MAI L

Fred Bl oggs, Bl oggs, Fred, 01234 567 890, 07987 654 321,
f. bl oggs, f. bl oggs@cne. com

John Smith, Smith, John, 01432 543 654, 01531 642 753,
j.smth,j.smth@cne.com

Here isthe entry data that will be output from the script:

dn: cn=Fred Bl oggs

obj ectcl ass: top

obj ectcl ass: person

obj ect cl ass: organi zati onal Per son
obj ectcl ass: i net OrgPerson

cn: Fred Bl oggs

sn: Bl oggs

gi venNane: Fred

t el ephoneNunber: 01234 567 890
honmePhone: 07987 654 321

uid: f.Dbloggs

mai |l : f.bl oggs@cne. com

dn: cn=John Snith

obj ectcl ass: top

obj ectcl ass: person

obj ect cl ass: organi zati onal Per son
obj ectcl ass: i net O gPerson

cn: John Smith

sn: Smith

gi venName: John
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t el ephoneNunber: 01432 543 654
honmePhone: 01531 642 753

uid: j.smth

mail: j.smith@cnre.com

CSV profile syntax reference

The<csvprofil e>taghasal abel parameter which gives the name that will appear in
the configuration GUI. It containsan optional <f or mat > tag, a<col unms> tag, an optional
<header _check> tag, and a<scri pt > tag.

The <f or mat > tag has optional parameter header which specifies whether the CSV files
have aheader line. It isnot possible in general to detect whether thefirst line of aCSV file
isaheader line or not, so this must be specified in the profile. The header parameter’s
value must be “true” or “false”. The default is“false” if unspecified. The <f or mat > tag
has an optional parameter char set which specifiesthe character set used by the CSV file.
Example valuesinclude “us-ascii”, “utf-8", “iso-8859-1", “windows-1252" and
“MacRoman”. If unspecified, then the Java default character set isused, which will usually
be one that istypical for the OS environment.

The <col umms> tag contains alist of attribute types which correspond to the columnsin
the CSV file. The attributes type names should appear as a space- or comma-separated list.
On reading, the columns are read into attributes with these names. On writing, valuesin
these attributes will be written into the CSV columns. Multiple values give awarning, and
missing values are written as an empty string. If aheader lineis enabled, then the attribute
names are used in the header, unless <header _check> is also specified.

The<header _check> tag can be used to make sure that the headers on an incoming CSV
file exactly match the specified list of names. This may be useful to make sure that the
correct CSV filehasbeen provided, and that nothing has changed in the upstream database.
The names should appear as a space- or commarseparated list, and they are compared
case-insensitively. If <header _check> isincluded, then these names are used on the
header line when the CSV iswritten, instead of the attribute names.

The<scri pt > tag (see Section 12.11.5, “ Script tag with exports’) must export two calls:
mapi n and mapout :

» mapi n iscalled when reading an entry from the CSV file. It should extract a DN from
the values that have been loaded, and set that DN on the entry. It may also change the
objectclasses and do any other required mapping or fixup of incoming values. The global
variableent ry isan Si Ent ry (see Section 12.11.6, “ Scripting interface to Directory
entries”) which initially contains the values read from the CSV row in the attributes
specified in <col ums>, plus untypedobject and extensibleobject objectclasses and
afallback DN. Note that the base-DN of a scan isthe root DN, so the DNs of entries
read from a CSV file should normally have the root as their parent, or be in a hierarchy
starting at the root.

* mapout iscalled when writing an entry to the CSV file. There is no specific action
reguired on writing, but the script may map or transform values ready for writing if
necessary. The global variableent ry isaSi Ent ry containing the data which will be
output.

Using an SQL database as source or target

For maximum flexibility, the interface between Sodium Sync and SQL databasesrelieson
glue code written in a scripting language. This allows the interface to be adapted to any
database interface which has Java bindings. The example code works with JDBC (which
gives access to all the major SQL databases), but the script could equally well interface
with any other database classes.
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The supplied demonstration code interfaces with SQLite over JIDBC. SQLiteis shipped
with Sodium, so testing with this demo profile does not require any other packages to be
installed. The glue code for other SQL databasesis likely to be very similar to this code.

To interface with another JIDBC-supported database, you will need the JDBC driver for
that database as a JAR file, the IDBC driver class-name and the driver URL prefix. This
JAR file should be installed somewhere where Javawill find it. This may be the lib/ext
folder within the JRE installation directory, or else the common Java extension folder
which is %SystemRoot%\Sun\Javallib\ext on Windows and /usr/java/packages/lib/ext on
Linux. The class-name of the driver should appear inthej dbc parameter of the<scri pt >
tag, and the driver URL prefix should then be used in the JDBC get Connecti on() call
intheconnect () function.

SQL profiles are stored in the sodium/config-profiles.xml file, which is found within
(ETCDI R) or ( SHAREDI R) . See the example file provided under ( SHAREDI R) . Hereis
the outer form of a SQL profile:

<sql profile | abel ="Exanple SQ. profile">
<script jdbc="org.sqlite.JDBC'>
<export nane="connect" call="connect()"/>
...other exports...
<! [ CDATA]
...script code..
11>
</script>
</sql profil e>

For the <scr i pt > tag specification, see Section 12.11.5, “ Script tag with exports’. The
| abel parameter onthe <sql profi | e> tag gives the name which will be presented in
the configuration GUI for the user to select.

Not all of the possible exports need to be implemented and exported. For example, if you
do not want to support a“ delete everything” operation, then do not export r enove_al |,

and if asyncisrun which triesto do that operation, it will smply report an error and fail

the sync.

Note: To write the glue code, you must select some key or keys from the SQL
database that can be translated to/from a DN. It should be possible to uniquely
identify and access a SQL record using this DN as akey. DNs should be assigned
based on the root DN as parent, i.e. with all the entries placed immediately under
root, or in ahierarchy starting at root.

Entries are manipulated viaa global variable ent ry which pointsto aSi Ent ry instance
initialised for the call (see Section 12.11.6, “ Scripting interface to Directory entries’). SQL
fields should be mapped to entry attributes, and it isusually convenient to add objectclasses
so that the entry can be processed like any other Directory entry. The glue code must take
care of this mapping in both directions.

Here are the exports making up the SQL interface:

connect
This routine should set up the connection to the SQL database.

connect_write
If thisroutine is provided, then it will be used instead of ‘ connect’ when a read-write
connection is required to the SQL database. If it is not provided, then ‘ connect’ will
be used in both read-only and read-write cases. This allows alow-privileged or
anonymous connection to be made for ‘ connect’, using a higher-privileged connection
only when necessary.
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close
This routine should close the connection to the SQL database.
search
This routine should start a DN-ordered search of the whole dataset that this profileis
designed to access.
next

Get the next DN from the search. The global variable ‘entry’ isablank SiEntry whose
DN should be set. The routine should return ‘true’ if the DN has been set, or ‘false’ if
thereareno moreentries. The DN will be used asakey to fetchtherecord using ‘read’.

read
Read asingleentry using itsDN. The global variable‘entry’ isa SEEntry which contains
the DN to read. The entry should befilled in with the dataread from the SQL database.
The routine should return ‘true’ if the read was successful, else ‘false’.

remaove
Deleteasinglerecord from the SQL database usingitsDN. The global variable‘ entry’
contains the DN of the record to delete. The routine should return ‘true’ if the delete
completed successfully, else ‘false'.

remove al
Delete all the records in this dataset. This may be called if the SQL database isthe
target of a‘recreate’ or ‘cached’ sync. The routine should return ‘true’ if the delete
completed successfully, else ‘false’.

add
Add asinglerecord to the SQL database. The global variable‘entry’ containsthe entry
to add. The routine should return ‘true’ if the record was added successfully, else
‘false’.

update
Apply amodification to arecord in the SQL database. The global variableent ry
contains the DN and the attributes to update. Attributes to change or update will have
avalue, and all other attributes will be missing. Attributes to delete will have an
empty-string value. The driving code for thisinterface assumes that all attributes will
be single-valued. Warnings are given if that is not the case. This routine should return
‘true’ if the update completed successfully, else ‘false’.

As noted above, you may implement any subset of these calls:

* If you only need read access, then ‘ connect’, ‘close’, ‘search’, ‘next’ and ‘read’ would
be sufficient.
» ‘remove_all’ isonly necessary for recreate/cached syncs.

» ‘update’ isonly necessary when incremental changes will be made to a SQL database.

Correlation profile

Correlation profiles are stored in the sodiunvconfig-profiles.xml file, which is searched for
in (ETCDI R) and ( SHAREDI R) . Hereis an example of a simple correlation profile:

<correlprofile label="File correl ation" type="file">
<script>

<export nane="get_source_key" call="getkey()"/>
<export nane="get _target_ key" call="getkey()"/>
<! [ CDATA]

function getkey() {
return entry. getVal ue("cn").tolLower Case();
}

11>
</ script>
</correl profil e>
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This correlation is afile-based correlation, which means that the correlations are stored as
listsin normal files. It uses the same function get key() for both source and target key
generation, which generates a key from the lower-cased CN.

The<correl profil e>taghasal abel parameter which gives the name which is used
in the configuration GUI, and an optional t ype parameter which specifies where the
correlations are stored. At the moment, the only valid valuefor t ype is"fi | e", athough
in afuture version, it may be possible to store correlationsin the Directory. The

<correl profil e>tagcontainsa<scri pt > tag which should provide two exports:
"get _source_key" and"get _target _key". See Section 12.11.5, “ Script tag with
exports’ for details of the format of the script tag.

Thetwo calls are used to generate a correlation key value from an entry. Oneis used for
the ‘source’ Directory or database, and the other for the ‘target’. Two different
key-generation calls are provided because it may be necessary to do different normalization
or mapping, or even to generate the key out of different attributes, depending on whether
the entry comes from the source or target. However, in some cases the key generation will
be the same, in which case the sameroutine can be putinthecal | expression, aswas done
in the example above.

Both of the exports pass in the entry viathe ent ry global variable, asa SIEntry (see
Section 12.11.6, “ Scripting interface to Directory entries’), and should return the key as a
string.

Script tag with exports

Thistag acts as a module of the JavaScript scripting code and allows exports from that
scripting code to be defined. The exports are the only call interface between Sodium and
the code within that module. All the code within thistag isloaded into its own independent
global variable context. It isused in CSV, SQL and correlation profiles.

Here is a short exampletag:

<script jdbc="org.sqlite.JDBC'>

<export nane="get_source_key" call="getkey()"/>
<export nane="get _target_ key" call="getkey()"/>
<! [ CDATA[

function getkey() {
return entry. getVal ue("cn").tolLower Case();
}

11>

</scri pt>

This defines a JavaScript module which loads the SQLite JDBC driver, and which hastwo
exports: get _sour ce_key and get _t ar get _key. Inthis case, the codethat isrunin
both casesisthe same: thefunction call get key() . Thefunction definitionitself isdefined
in the CDATA block. In this case, it reads the global variable ent ry, and returns avalue to
the caller. Typically input parameters will be passed in global variables, and output results
could bereturned in globa variables or function return values. Any exception thrown within
the script will be passed back to the caller and reported as an error.

The <scri pt > tag uses the JavaScript scripting language, and optional parameter j dbc
which specifies the Java class to load to enable a particular JDBC driver. The<scri pt >
tag contains one or more <expor t > tags followed by the script code, which is usually
enclosed in a CDATA tag.

The <expor t > tag has two parameters: nane is the name of the exported symbol, and
cal | isascripting language expression which will be evaluated when that export is being
called. This expression will normally be a call to a function defined in the main body of
the<scri pt > tag.
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Scripting interface to Directory entries

The SiEntry class provides an interface between the JavaScript scripting language and the
entry being handled. It is used in mapping rulesets, CSV profiles, SQL profiles and
correlation profiles. It provides facilities to read and modify the entry, convert values, and
report failures and warnings. In the reference bel ow, the specification of each call is given
first, followed by examples written in JavaScript.

Note that when using the JavaScript implementation, you may come across unexpected
problems when calling methods on strings. Thisis because there are two types of stringin
this implementation: Java String and JavaScript String. Strings passed from Sodium Sync
into JavaScript may be Java strings which won't work with JavaScript methods (e.g. replace
with aregex). The solution is to use the JavaScript expression St ri ng( val ) to convert
to a JavaScript string first.

Reading values

oj ect getVal ue(String nane);

var value = entry. getVal ue("sn");

Get the value of asingle-valued attribute. An exception is thrown if the value is missing
or if there is more than one value, or if the valueis BER and ; bi nar y was not specified
as a suffix to the attribute name. The return value is normally a String, or otherwiseit isa
byte[] if thereisno string value (e.g. JPEG) or if BER wasrequested with a; bi nar y suffix
on the attribute name.

hj ect getVal ue(String name, Object def);

var value = entry. get Val ue("phone", null);
str = "City is: " + entry.getValue("l", "(unspecified)");

Get the value of asingle-valued attribute, or return the provided default value “def” if the
attribute is missing. Apart from the special handling of missing values, this call works the
same as the single-argument get Val ue() cal.

oj ect[] getVal ues(String names);

var arr = entry. getVal ues("honephone nobil e pager");

Get the values of a multi-valued attribute or list of attributes as an array. Throws an
exception if avalueto bereturned is BER and ; bi nar y was not specified in the attribute
name. Thenames argument is a space-separated list of attribute namesto read. The objects
in the returned array are normally Strings, but may include byte] valuesif the attribute
value does not have a string value, or if BER values were requested.

Modifying values

voi d add(String nane, Object val ue);

voi d add(String nane, Object... values);
voi d set(String nane, Object val ue);

voi d set(String nane, Object... values);
voi d renove(String nanme, Object val ue);

voi d renove(String nane, Object... values);

entry. add("-obj ectcl ass", "user");
entry.set("nobile", "07890 567 890", "07890 123 456");
entry.renove("ou", "test");
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Set, add or remove the given value or values to/from the given attribute. In the case of set ,
previousvalues are deleted, whereasfor add new values are added to the old ones. Duplicate
valuesare alwayseliminated. A prefix of “- 7 on the attribute name disables syntax checking
of the values, which is done even for r enove. A suffix of ; bi nary on the attribute name
causes values to be treated as BER. Each value may be a String, or a byte[] for types that

contain raw data (e.g. JPEG). If ; bi nary is specified, then the value must be a byte[].

voi d renove(String nane);

Remove al valuesfrom the given attribute, which isthe same asdoing set with no values.

void setOC(String oc_list);
voi d addOC(String oc_list);
bool ean i sOCReqd(String oc);

entry. set OC("i net or gper son nboxUser");
if (entry.isOCReqd("nmhsuser")) entry.addOC("mhsuser");

Add the given space-separated list of objectclasses to the entry, and also add all the
objectclasses that they depend on according to the local schema. In the case of set , the
existing objectclasses are cleared first. If the objectclass is unknown to the schema, then
it isadded anyway, but no dependent objectclasseswill be added in that case. For example,
inetOrgPerson would also add organizationalPerson, person and top.

Thei sOCReqd() call tests whether there are attributes present in the entry that require
the given objectclass to be present, but which are not already handled by any of the current
set of objectclasses.

DN and RDN manipulation

DNs can be handled either as strings (for a brief description of the format, see

Section C.2.10, “DN”"), or asan array of strings containing aDN unescaped and decomposed
into parts. The advantage of using the decomposed form is that you do not have to worry
about escaping mechanisms . For example, the DN of “cn=fred+sn=bloggs,o=at\+t,c=us’
would berepresented asthearray [ "cn", "fred", "+", "sn", "bl oggs", ",",
"o", "at+t", ",", "c", "us"].Notethatthe"at+t" valueisunescapedinthe
array, but must be escaped in the string form.

string get DNStr();
void setDNStr(String dn);

entry.setDNStr("cn=test," + entry.getDNStr());

Get and set the entry’s DN using strings.

string[] getDNArr();
void setDNArr(String[] arr);

var arr = entry.getDNArr();
entry. set DNArr (
["cn", value, ",", "ou", my_ou, ",", "c", "us"]):

Get and set the entry’s DN using DNsin the array format, containing attribute names and
valuesin pairs, separated by “, " and “ +" strings.

voi d setRDON(String nanme, String val ue);
voi d addRDN(String nanme, String val ue);
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entry.setRDN("cn", "fred");
entry. addRDN("sn", "bl oggs");

Set the RDN, or add values to the existing RDN. These modify the RDN of the entry, but
leave the parent DN unchanged.

Iterators

interface Si ForeachAttrCB {
void run(String attr);

}
voi d foreachAttr (Si ForeachAttrCB ch);

entry.foreachAttr(function(attr) {
java.lang. System out.println(attr);

1)

Iterate through all the attributes present in the entry, calling the given callback handler for
each attribute name. The set of values are cached before the iteration, which means that it
is possible to make changes to the entry from the callback without upsetting the iterator.

interface Si ForeachCB {
void run(String attr, String enc, bject val);
}

voi d foreach(Si ForeachCB cb);
voi d foreach(String nanes, SiForeachCB cb);

entry. foreach("pager nobile", function(attr, enc,val) {
entry. add("t el ephonenunber”, val);

1)

Iterate through all values of all attributes (first call) or al values of the named attributes
(second call), calling the given callback handler for each value. Thelist of attribute names
is a space-separated string. The set of values is cached before the iteration, which means
that it is possible to modify the entry from the callback without upsetting the iteration.
Callback argument at t r isthe attribute name, enc isthe encoding of the value: null for
String, “data” for byte]] (e.g. JPEG), or “ber” for BER byte]] (e.g. certificate), and val is
the value: either String or byte]].

interface Si Mapper {
Qoj ect run(String attr, String enc, Object val);
}

voi d map( Si Mapper cb);
voi d map(String nanes, SiMapper cb);

entry. map(" pager mobile", function(attr, enc, val) {
/1l Make sure it is a JavaScript string
val = String(val);
/1 Discard non-07 nunbers
if (!/707/.test(val)) return null;
/1 Add international code
return val .replace(/"0/, "+44 ");

Iterate through all the values of al the attributesin the entry (first call) or all the values of
the named attributes (second call), calling the callback handler for each value, allowing it
the opportunity to delete the value (return null), modify it (return anew value), or leave it
unchanged (return the original value). The arguments to the callback routine are the same
asfor thef or each() method.
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External conversions and conformance

bool ean testSyntax(String nanme, Object val ue);
bool ean testSyntax(String nane, Object... values);

if ('entry.testSyntax("tel ephoneNunber", val ue))
entry.fail ("lInvalid tel ephone nunber: " + val ue);

Test that one or more values have the correct syntax for the given attribute type. Does not
make any change to the entry, and does not record checking errors against the entry in case
the test fails. Returns ‘true’ if all values have valid syntax, and ‘false’ otherwise.

String convFrom(String syntax, String val ue);
String convTo(String syntax, String val ue);

entry. map(" mhsor addr esses”, function(attr,env,val) {
return entry. convFron("ad_oraddr", val);

1)

Convert an attribute value to or from a known external syntax. The only external syntax
supported isad_or addr for Active Directory O/R Addresses. The return valueis ‘null’ if
the conversion is not possible.

voi d nornalize(String nanes);

entry. normal i ze(" mhsor addr esses") ;

Normalize al the values in the given attributes (a space-separated list) to the preferred
printable representation, if thereis one.

voi d conforn(bool ean strip, bool ean insert);

entry.conforn(true, true);

Force the entry to conform to the local schema. If st ri p istrue, then al unknown
objectclasses and all attributes not belonging to an objectclass are stripped from the entry.
If i nsert istrue, then ‘unset’ values are inserted for all attributes which are missing but
required by the objectclasses present.

voi d | oadResul t Set (Resul t Set rs);
voi d | oadResul t Set (ResultSet rs, String... attr_nanes);

entry.l oadResul tSet(rs, ["cn", null, "sn", "title"]);

Load al the attribute values from the given JDBC ResultSet into the entry. The objectclasses
aresettountypedobject and extensibleobject. All the columnsintheresult set areloaded
up as strings using their SQL column names as unchecked attribute names (first form), or
using the attribute names provided (second form). A SQL NULL value causes the
corresponding attribute to be omitted. In the second form, anull attribute name indicates
that the corresponding column should be skipped.

Reported warnings and failures

voi d warn(String nsg);
void fail (String nsg);

entry.warn("This is a warning");
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if ('/707/.test(entry. getVal ue("nobile")))
entry.fail ("Check failed: bad nobile nunber");

Report awarning (first call) or a check failure (second call). A check failure may cause a
completefailure of the sync or may betreated aswarning, depending on the overall checking
mode set in the sync profile.

12.12

12.12.1

12.12.2

Fixing broken sync states

The basic sync operations are statel ess, and may be interrupted and restarted without any
difficulty. However, certain sync configurations do maintain their own state locally or
modify external state, and so may be left in a condition that requires operator intervention
in certain cases of unexpected error, of server shutdown or of user abort whilst a sync was
in progress. Normally the Sodium Sync will attempt to correct the situations by ‘rolling
back’ to aprevious safe state, but there are caseswherethisis not possible, especially when
changes are being applied directly toaDSA. Inthese cases, it is necessary that the operator
examine the situation and the contents of the files left behind to decide what is the best
course of action.

In each case below, the simplest option is described first, and the following options only
need to be considered if the implications of the first option are unacceptable.

Cached sync

If acached syncisinterrupted and cannot recover, there may be atreefile with the extension
Jdif NEW still present in the cache folder. Thisisthe partial new tree file created by the
sync. There are three options to fix things up:

» Deéetethe.ldif. NEWfile, which will cause any changes already generated and committed
by the previous sync to be duplicated on the next one, probably causing very many
warnings when these duplicate changes come to be applied.

* Forcethe cached sync to do acompl ete update on the next sync, for example by deleting
al the TREE* .|dif files or by setting up a complete update in the GUI.

» Mergethe .Idif. NEW with the remainder of the previoustree LDIF file (spliced in at the
point in the DN order where the incompl ete file | eft off) to create a new tree file with
the .Idif extension. This avoids duplicating changes as far as possible, although there
may be afew entries missing from the end of the incomplete treefile.

Explanation: The Cached Sync works by storing a‘tree’ LDIF file of the complete contents
of the target subtree immediately after each sync (assuming that all the changes generated
by that sync have been applied correctly on the target.) Several previoustree files are kept,
but only the last oneis used to generate changes during the following sync. If thesyncis
interrupted, a partial tree file may be left behind. In this situation only a part of the source
and target subtrees have been scanned to generate changes, and changes have not yet been
generated for the part of the subtree not yet reached in the partial tree LDIF file. However,
looking at the DN reached in the partia file, and searching the previous tree file for that
same DN, the partial treefile can be reconstructed with the correct contents of the remainder
of the target subtree which can be copied from the previous treefile. Thisisvalid because
this data is unchanged since the last sync as the scan had not reached that point.

Queue out

If aprevious sync wasinterrupted, there may be a part-written change filewith the extension
Jdif. NEW in the queue directory. There are two options to fix things up:
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» Deletethefile and discard any changes that might beinit. Note that if thisfile contains
changes for aremote DSA, doing so will cause those changes to be missing from the
remote DSA until the next complete update is made.

» Rename it with aplain .Idif extension and update the serial number in the
output_next_serial.txt file so that the changes will be processed by whatever reads the
queue. Note that it may be necessary to edit the file and clean up the last entry in the
LDIF which may be incomplete.

Explanation: The queue output works by creating a‘new’ LDIF file to write to, renaming
it to the correct extension only when it is complete. If the sync was interrupted, the last
few changes written to the L DIF may be cut short due to output buffering, so this needsto
be checked and corrected before the file can be sent on.

Queuein

If the previous sync was interrupted, there may be a part-processed input change-file with
the extension .Idif. PROCESI NG in the queue directory. There are three options to fix
things up:

* Rename the file back to the plain .Idif extension. The file will be processed again from
the start at the next sync. This might cause alarge number of changes to be repeated,
probably giving many warnings.

» Deletethefile, discarding al the changesin the later part of the file that have not been
processed. Theinput_next_serial.txt file will have to be updated with the next expected
serial number.

» Look to see what changes have actually been applied to the final destination, and edit
the file to remove those changes, before renaming the file back to aplain .Idif extension
so that it will be processed again.

Explanation: The queue input works by processing the input LDIF from the beginning to
the end. If the sync wasinterrupted and afileisleft in a part-processed state, then only the
first part of the file will have been processed, and the rest will be unprocessed. The choice
iswhether to repeat thefirst part, or discard the second part, or attempt to removetheinitial
part that has already been processed.
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Chapter 13 Managing Certificate Authorities
(using Sodium CA)

This chapter describes the Sodium CA application, and explains how to useit to help
configure and manage a PK| (Public Key Infrastructure) for Isode products.

13.1 Introduction

Sodium CA isaGUI utility that allowsyou to create and administer one or more Certificate
Authorities (CAS). The primary purpose of Sodium CA isto make it easy to configure and
manage X.509 PKI for Isode servers and clients without having to rely on athird-party
CA. It isnot necessary to use Sodium CA in order to be able to use X.509 functionality in
Isode products, but in many cases it may prove to be the simplest or most cost-effective
means of doing so.

Each CA that is managed using Sodium CA maintains a private database (CADB) which
includes the following information:

 the CA's own certificate and private key
« alist of certificatesissued by the CA and revoked certificates
 anup to date Certificate Revocation List (CRL).

Thisinformation is shown in Sodium CA’s CA Components tab.

Figure 13.1. Sodium CA’s CA Components

£ Sodium CA - SodiumCA (cn=Sodium CA,0=MyOrg) == ==

SodiumCa Operations  Session View Help

Sodium CA 2 . Sodium CA Logs
", | Browse | Connected to "URI+0000+URL+itot://dsa:19999" as "cn=Jane Smith,o=Users,o=MyOrg"
CA Components | Certificates | Certificate Requests

PP RSA Key with PKCS28 Format
2-| Certificate for cn=5odiurm CA o=MyOrg
= CRL from cn=Sedium CA 0=MyOrg

Generate CRL...

The CADB aso contains a copy of all certificates that have been issued, and provides a
simple interface that allows you to locate and examine any certificate (see Figure 13.7,
“Sodium CA'’s certificate view”).
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Sodium CA shares many capabilitieswith Sodium, and is designed to allow you to associate
a CA with a specific Directory Server. Once this has been done, the CA can publish data
directly into the Directory, where client applications typically expect to find it.

Having an associated Directory also means that Sodium CA is able to browse inside the
Directory and issue certificates and identities corresponding to entriesinside the Directory
without requiring that users submit CSRs.

You can use Sodium CA to create an arbitrary number of separate CAs. For any CA that
Sodium CA creates, you can:

» Generate a Certificate Signing Request (CSR) for the CA itself

» View information about Certificates, CSRs, etc., that the CA knows about

* |Issue certificatesin responseto a CSR

* Revoke a previously issued certificate

* Renew or rekey previoudly issued certificates

» Generate and publish Certificate Revocation Lists (CRLS)

» Generate and publish cross-certificates for other CAs.

The following sections will describe these functions in more detail.

13.2

Creating a CA

Sodium CA allows you to configure and manage multiple CAs, each of which is described
in aseparate CA “profile” (rather like Sodium’slist of bind profiles).

When Sodium CA is started, it will display adialog box listing the profiles corresponding
to CAsthat have previously been configured, or will prompt for the password to be used
to decrypt the file containing CA profiles.

Thefirst timeyou start Sodium CA, an empty list will be displayed, and the Encrypt button
is enabled.

Figure 13.2. Empty list of CA profiles

E?Sodium CA Profile Manager @
Configured CAs

(e ]

Encrypt...

Close
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I sode recommends that you encrypt the CA profilesfile, which will mean that Sodium CA
will be able to save sensitive information (such as passwords) in the file. You can encrypt
the profile at any stage, but until you do, passwords will not be stored in it, and Sodium
CA will prompt you for passwords and passphrases every time they are required.

To create an operational CA, Sodium CA will:

* create a CA database on the local file system
* generate a private key for the CA

* create aself-signed certificate for the CA, or generate a CSR to be signed by another
CA

* (optionally) create an entry in a Directory where the CA is configured to publish PKI
information.

A CA has a distinguished name (DN) which will appear asthe “issuer” field of any
certificate which it issues. |sode recommends that any CA you create be associated with a
Directory, in which case the DN that you choose for your CA will reflect the structure of
the Directory being used.

For example, if your Directory is structured with a single top-level entry of c=US, then
your CA’'sDN might becn=Sodium CA, c=US. Thewizard used to createanew CA allows
you to browse a Directory tree and select a suitable location for the CA's entry. If you do
not wish to associate the CA with a Directory, then you will be able to use any legal DN
for the name of your CA.

So when creating anew CA, you need to choose:

» a“display name” to identify this CA in thelist of those managed by Sodium CA

» where on the file system the CA's database (CADB) should be located

» whether the CA isto be associated with a Directory

» asuitable DN for the CA (which may be depend on Directory structure)

* various options relating to the CA’s own private key and certificate content

» whether the CA isaroot CA (i.e. it has a self-signed certificate).

To invoke the wizard to create anew CA, either use SodiumCa > Create menu option, or

click on the New button in the Profile M anager window. A series of pages will prompt
for the required information, and will provide suitable default values where appropriate.
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Figure 13.3. Creating a new CA

Lo New CA o &[]
Set Properties of the Certificate Authority
Use this page to set the display name, key passphrase and CADB directory for the CA

Sodium CA Profile Name  BodiumCA
CADB Directory
Chlsode\cadb-SodiumCA Change... | | Createl

Passphrase (Optional) : Show

/| Set the CA to work with the Directory

| Cancel |

The CA's private key is used whenever the CA issues certificates or CRLS, and must be
considered as a particularly sensitive piece of information. The CA'skey is stored in the
CADB, and so Isode recommends that the CADB be located on asystem which is suitably
secure (i.e. such that unauthorized users have no accessto it).

For extra security, the CA’s private key may be encrypted. A passphraseisused in this
case to encrypt the CA’'skey, and will be required whenever the CA is operated. If you opt
to encrypt the CA's private key, then the passphrase will be stored in the CA profile,
provided the profileitself has been encrypted. In thisway, you can use asingle passphrase
(the Sodium CA profile passphrase) to protect a set of separate CAs.

By default, Sodium CA assumesthat any CA you create will be associated with aDirectory.
If you leave this option checked, then you will be prompted to enter suitable bind information
for the Directory (again, any passphrase you specify will be saved in the Sodium CA profile
file, provided it has been encrypted). Please ensure that the chosen bind DN has access to
create and modify the contents of CA entry and is able to write certificates (attribute type
userCertificate) to other entries. You will then be able to browse the Directory to find a
suitable location for the CA itself. If an entry in the DSA already exists corresponding to
your CA, you may choose to “promote” the entry into the CA’s entry; alternatively you
may create a new entry in the Directory beneath an existing entry.
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2 New CA ==

Select an Entry for the CA
Use this page to select an Entry for the Certificate Authority

Choose a suitable location for the CA. Use "Add" to create a new entry below the selected
entry, or "Promote” to add the "pkiCA" objectClass to the selected entry.

Existing "pkiCA" objects are shown with the icon: =

W <World> | 1 Promote |
cn=config —
o=MyOrg | +Add.. |

o=Groups -
o=Users
Ei Enter RDN for the new CA entry @
Enter RDM for the CA
2 en= Sodium CA| ,0=MyCQrg
This & ) i
prom oK | | Cancel |
| < Back | | Cancel
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If the CA is not associated with a Directory, then you will be prompted to enter a DN of

your own choice.

Various options relating to key generation may be specified, as well as specific certificate

extensions that should appear in the CA's own certificate. Refer to RFC 5280 for details

on these values.

(2 New CA o [ ==

Set Key type. Subject and Subject Alternative Names
Use this page to set Key type, Subject and Subject Alternative Mames for the CA

Subject DN cn=5odium CA,o=MyOrg

Algorithm for the Key
@ RSA DSA ECDSA

Key Size
Key Size 1024 ~ |

Add SubjectAltNames for the CA

| Add... |

| < Back || Next > | Cancel

On clicking Next button, you can choose to select protocol(s) for sharing certificate status.

The options provided are shown in the figure below. Selecting one or more options will

have an impact on the CRL Distribution Point and Authority Key Identifier extensions that

the CA will usein the extensions of the issued cetificates (Refer RFC 5280).
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[ New CA = & s
Certificate Status Sharing

Use this page to select the mechanism of sharing certificate status

Certificate Status Sharing

/| Certificate Revocation List distributed by LDAP
Certificate Revocation List distributed by HTTP
Usze Online Certificate Status Protocol (OCSF)

| < Back H Mext » ] Finish Cancel

If HTTP was chosen as one of the optionsto share CRLs, the next page will let you configure
HTTP directives provided the CA was configured to work with an M-Vault Directory
Server.

(= New CA =[5 ]ms]

Set HTTP directives for retrieving CRL and Certificate Pairs

Use this page to create http directives to be used for the HTTP URI for retrieving CRL
and Certificate Pairs for this CA

Attribute Type Certificate Revocation List -

Certificate Pair Scope | all
Resource myCA

File name

E ‘
o
o

Remove

[ <Back [ MNet> || Finisn - Cancel

The next two pageswill let you configure CRL Distribution point and Authority Information
Access extensions. Default values will be offered based on the Directory Server details
and options chosen for certificate status sharing.
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Set the CRL Distribution Point for the CA
Use this page to set the CRL Distribution Point (Optional) for the CA

CRL Distribution Point

URL http://gbwinG4:8080, myCA Add DN...
URL Idap://gbwin64:19389/cn=myca2, o= XMPP?certificateRevocationl

E

Add HTTP URL..

Add FTP URL..

Add LDAP URL..

Edit...

4 1 | [ Remove

Remove

Update the hostname and port in the HTTP URI as per the directory server's HTTP
configuration

I

Set Default

<Back || MNed> Finish

) New CA

J
@

Set the Access Description List for the CA
Use this page to set the Access Description List (Optional) for the CA

The authority information access extension indicates how to access information and services for
the CA when it appears in certificates. When it appears in CRLs, it is used to provide information
that can be used to verify the signature on the CRL.

CRL Distribution Point

Access Method Type Access Location Add CA Issuers...

OCA Issuers LDAP URI URE Idap://gbwin64:19...
OCSP Responder  HTTP URI URL http://gbwinG4:80...

Add OCSP...

Edit...

Remove...

Ik

The OCSP URI should be modified as per the OCSP configuration in the directory server

Set Default

[ <Back |[ Net> | Far

On pressing Next, the wizard page |ets you set the Key Usage and Basics Constraints
extension (RFC 5280) for the CA.
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(2] New CA = | -E- ==

Set Basic Constraints and KeyUsage Extension
Use this page to set the Basic Constraints and KeyUsage extensions for CA

Key Usage
Digital Signature MNon Repudiation Key Encipherment
Data Encipherment Key Agreement  [¥] Key Cert Sign

| CRL Sign Encipher Only Decipher Only

Basic Constraints

V| Unlimited Path Length Path Length | 1

[ < Back ][ Next > ] Finish ﬁ

Once the extensions have been configured, the wizard will offer the choice of whether it
isaroot CA or asubordinate CA. If the CA isto be aroot CA, then you should create a
self-signed certificate. In this case, a CA certificate will be created and installed in the CA
database. Additionally, if you have established an association with a Directory server, the
Directory entry will be updated so that it containsthe CA'’s certificate and (initially empty)
CRL.

If the new CA isto be a subordinate CA, then you should generate a Certificate Signing
Request (CSR) for the CA itself. The CSR will be stored in the CADB, where it can be
viewed or exported (from the CA Components page). Once a corresponding certificate
has been obtained from a suitable CA, you can “import” the certificate into the CADB,
and the CA will then be operational.

13.3 Issuing certificates

In most cases, certificates areissued in response to a Certificate Signing Request (CSR).
Use the Certificate Requests page to view pending CSRs. This window allows you to
browse all CSRsin agiven Directory.

Managing Certificate Authorities (using Sodium
CA)



M-Vault Administration Guide 217

Figure 13.5. Displaying certificate signing requests

- sodium CA - SadiumCA (cn=Sodium CA,o=MyOrg) o= ==

SodiumCa Operations  Session View Help

Sodium CA % ™ Sodium CA Logs
E . | Browse| Connected to "URI+0000+URL+itot://dsa:19999" as "cn=Jane Smith,o=Users,o=MyOrg"

CA Components | Certificates | Certificate Requests

Directory to search for CSR

Ch\Users\Chris\Desktoph, | Change... |

@CertificateRequest for cn=Jane 5Smith,o0=Users,o=MyCQrg (1305832820.p10 created on Fri May 20 13:00:47 BST 2011 )

(View| Export PEM...| [Export DER...| [Issue Certficate.| [Delete.]

Sodium CA will display any filesin the selected Directory which have an extension of
either .p10, .pem, .csr or .req provided they contain avalid CSR. You can view, copy, or
delete any CSR using this page. If appropriate, you can issue a certificate in response to a
CSR, by clicking I ssue Certificate.

A CSRisareguest for a certificate, and contains information which the requestor would
liketo have appearing in the certificate. However, when issuing a certificate, you may wish
to disallow or modify certain information supplied in the request. Specifically, Sodium CA
allows you to override the following information which would otherwise be copied from
the CSR into the certificate:

* the subject DN for the certificate
* any subjectAltNames
* supported extensions.

Once you have confirmed the information required, Sodium CA displaysinformation about
the certificate that will be issued.

Managing Certificate Authorities (using Sodium
CA)



M-Vault Administration Guide 218

Figure 13.6. Issuing a certificate

L_:Issue Certificate for a C5R = ||==] @

Generated Certificate

The following certificate will be generated.

Subject cn=Jane Smith, o=Users,o=MyOrg
Issuer cn=5%odium CA,o=MyOrg

Valid from Fri May 20 13:02:00 BST 2011

Valid to Sun May 20 13:02:00 BST 2012
Serial 1E:1B:F3:2E:0A:58: BE:6F:05:20
PublicKeyInfo Algorithm: RSA, KeySize: 1024

SignatureAlgorithm  SHATWithRSAEncryption

CertificateType Version v3 (Mot a CA Certificate)

Display Detailed Information |

Wite this Certificate to disk

You can also load this certificate into the directory by checking the box below:
/| Load this certificate into the directory entry for cn=Jane 5mith, o=Users,o=MyOrg

| < Back | Finish | | Cancel |

The certificate, once issued, will be added to the CADB and can optionally be written to
an external file. Additionally, if the CA is associated with a Directory, and the subject DN
of the certificate matches an entry in the Directory, you also have the option of updating
the Directory entry so that it contains a copy of the certificate. Once a certificate has been
issued, it is not possible to change any of the fieldsinside it. However, if you do realise
that you have used the wrong values, then you may be able to use the Renew Certificate
option (see below).

13.4 Managing certificates

The Certificates pagein Sodium CA alowsyou to view al the certificates that have been
issued by the CA.
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Figure 13.7. Sodium CA's certificate view

) Sodium CA - SadiumCA (cn=Sodium CA,0=MyOrg) o= ==

SodiumCa Operations  Session  View Help

Sodium CA 2
r | Browse| Connected to "URI+0000+URL+itot://dsa:19999" as "cn=Jane Smith,o=Users,o=MyOrg"

CA Components | Certificates | Certificate Requests

Certificate Status |AII ¥ | Certificate Type | All Certificates -
Subject Valid From Valid To Status Revocation D...  Reason Ser
an:Jane Smith,o=Users,...| 20 May 2011 ... 20 May2012... ACTIVE SFE
) cn=John Brown,o=Users... 20 May 2011 .. 20 May 2012.. REVOKED 20 May 2011 ...  unspecified 45F
cn=James Watson,o=Us... 20 May 2011 .. 20 May2011.. EXPIRED 314

|E| | Export PEM... | | Export DER... | | Revoke... | | Renew... | | Rekey... |

» A summary lineis shown for each certificate in the CADB, including a coloured icon
to indicate whether the certificateis active (green), expired (yellow) or revoked (orange).
Theicon aso containsa“+” sign for any certificate which isitself a CA certificate.

* You can customizetheview to show only certain types of certificates (e.g. just the active
ones), and you can examine a specific certificate in detail by using the View button.

13.5 Revoking a certificate

A certificate can be revoked using the Revoke option. The consequences of revoking a
certificate are:

* thecertificate is marked as revoked in the CADB
» anew CRL is generated, which will include the revoked certificate.

Revoking a certificate has no effect on users unless certificate validation makes use of the
newly generated CRL. It is therefore important to publish the updated CRL as soon as it
is created, to minimize the risk of arevoked certificate being used.

If the CA is associated with a Directory, then Sodium CA will automatically update the
CA's Directory entry to contain the newly generated CRL. Otherwise, you should use the
CA Components page to export a copy of the CRL and publish it in accordance with
whatever local policy is appropriate
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13.6

Renewing a certificate

A previously issued certificate may be “renewed”, which means that a new certificateis
issued, based on information in an existing certificate. It may be useful to do this when,
for example, a previously issued certificate has, or is about to, expire. Alternatively, you
might do thisif you made a mistake and forgot to include a certain subjectAltName in the
original certificate.

The new certificate will contain the same public key asthe original certificate. To issue a
replacement certificate that uses a different key, use the “ Rekey” option (see below).

The Renew Certificate option will invoke a set of pages similar to those displayed for
Issue Certificate (in some waysit is equivalent to responding to the initial CSR again).
However, since a*“renewed” certificate is replacing an existing one, you have the option
to revoke the old certificate. Should you choose to revoke the old certificate, then a CRL
will be produced and should be published. (See Section 13.5, “Revoking a certificate”).

13.7

Rekeying a certificate

When acertificate isissued in response to a CSR (or “renewed”), the public key in the
certificate will be taken from the CSR. In this case, the corresponding private key isknown
only to the originator of the CSR (and not to Sodium CA).

The Rekey option will generate a new public/private key pair, and use the new public key
to issue a new certificate which isin al other respects (apart from validity dates) a copy
of onethat has previously been issued.

Rekeying a certificate may be appropriate in cases where, for example, auser haslost his
original private key (or forgotten the passphrase which protectsit): rather than requiring
that the user create anew key pair and CSR which contains all the same options as the
original, it may be easier to “rekey” his certificate.

Note: Since the rekey operation means that Sodium CA will itself have access
to the user’s private key, it may not be an appropriate mechanismin all
environments (depending on what security policy is defined). Additionally, once
a certificate has been rekeyed, the user will not be able to use it until he has been
told what the private key is.

When you invoke the option to “rekey” a certificate, a series of screenswill take you
through the process of choosing key parameters and validity dates for the new certificate,
aswell as providing you with the option of revoking the original certificate (in which case
a CRL will be generated, and you should ensure that it is published).

Thefinal stepinrekeying acertificateisthe generation of a passphrase-protected PK CS#12
file containing the certificate and private key (aswell as copy of the CA’s own certificate).
The PKCS#12 file can be supplied to the user (e.g. viaemail), who will also require the
passphrase in order to make use of it (the passphrase should be communicated by some
mechanism other than the email message containing the PK CS#12 file).
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Once in receipt of the PK CS#12 file and passphrase, the user will be able to make use of
the new certificate. It isprobably appropriate for the user to change the PK CS#12 passphrase,
which can be done using Sodium (see Section 3.10, “Managing identities”).

13.8

Updating the CRL Distribution Point

The CRL Distribution Point appears in the I ssuing Distribution Point and the CRL
Distribution Point extension of the CRL (Certificate Revocation List) and the issued
Certificates respectively. These extensionsidentify how CRL information is obtained. The
CRL Distribution Point for the CA can be updated by selecting Operations - CA -
Update CRL Distribution Point menu option.

Figure 13.8. Sodium CA’s CRL Distribution Point Editor

(. Set CRL Distribution Point (==

CRL Distribution Point
Directory Name: cn=5odium CA,e=My Org
| Add HTTP URL. |
| Add FTP URL.. |

| Add LDAP URL.. |

Remowve

| Cancel |

One or more distribution point names which describe a different mechanism to obtain the
same CRL can be added to the distribution point.

The Add DN... button is used to specify the name of adirectory entry that contains CRL
information in either the certificateRevocationList or authorityRevocationList attribute.
Thisvalue will be used only if the application has alocally configured directory server.

The Add LDAP URI... button should be used to point to the relevant attribute type
(certificateRevocationList or authorityRevocationList) in aspecified directory entry on
agiven LDAP host and port that holds the CRL.

The Add HTTP URI... and Add FTP URI... buttons can be used to specify HTTP and
FTP URIsfor fetching the CRL.

Thedistribution point names can be subsequently edited and removed using the Edit... and
Remove buttons. The Remove button provided at the bottom should be used for removing
the distribution point of the CA.

Once the distribution point has been updated, subsequently issued certificates and CRLs
will contain the updated distribution point in the relevant extension. Note that the CRL
Distribution Point and Issuing Distribution Point extension in the CRL and Certificatesis
optional and will only be added if the option to include the extension has been selected
while generating them.
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13.9

Updating the Access Description List

The Access Description List appearsin the Authority Information Access extension of the
CRL (Certificate Revocation List) and the issued Certificates. This extensions indicates
how to access information and services for the issuer of the certificate or CRL in which
the extension appears. The Access Description List for the CA can be updated by selecting
Operations - CA - UpdateAccess Description List menu option.

Figure 13.9. Sodium CA'’s Access Description List Editor

E Authority Information Access Description List @
Specify locations for accessing information and services of the CA to be used in the Authority Information
Access extension of the issued certificates and CRLs

Access Method Type Access Location Add CAIssuers...
@ CALssuers LDAP URI URE Idap://gbwin64:19383/c... Add OCSP
Edit...
] = P Remove...
[ 0K ] | Cancel ‘

One or more locations to obtain the information and services of the CA can be added to
the access description list.

The Add CA Issuers... button is used to specify means to access additional information
that lists certificates that were issued to the CA to aid in certificate path generation.

The Add OCSP... button isto specify thelocation of the OCSP responder and is used when
revocation information for the certificate containing the Authority Information Access
extension is available using the Online Certificate Status Protocol (OCSP).

The authority information access description list contents can be subsequently edited and
removed using the Edit... and Remove buttons.

Once the access description list has been updated, subsequently issued certificates and
CRLswill contain the updated list in the relevant extension. Note that the Authority
information Acess extension in the CRL and Certificatesis optional and will only be added
if the option to include the extension has been sel ected while generating them.

13.10

Directory operations

Associating a CA with a Directory provides a number of benefits:

* When Sodium CA connectsto the Directory, it checks PKI information inside the CA’'s
own entry, and automatically updates any stale information (such as CRLS).

Additionally, Sodium CA will look for any new information in the Directory which may
have been written by another CA. Specificaly, it will attempt to complete any outstanding
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cross-certificate pairs (see below), and, for a CA which is a subordinate CA, Sodium
CA will check to see whether the CA’s own certificate has been published by another

CA.

* When anew certificateisissued, then Sodium CA will ook in the Directory for an entry
matching the subject DN of the certificate. If thereisamatching entry, Sodium CA will
provide the option of updating the entry so that it contains the new certificate.

» Whenever acertificate is revoked, the new CRL is automatically published to the CA's

entry.

» A “Directory browse” view is enabled, which gives a PKI-oriented view of information
insidethe Directory, and allowsthe creation of new X.509 identities and cross-certificates

for existing entries inside the Directory.

Browsing the Directory

To browse the Directory with which a CA has been associated, use the View — New

Directory Browse View menu option.

Figure 13.10. Browsing the Directory inside Sodium CA

L_: Sodium CA - SodiumCA (cn=5odium CA,0=MyOrg)

SodiumCa Operations Session  Wiew Help

Sodium CA Directory View &2

(= Viewing cn=5odium CA,0=MyOrg

& <World>
g en=config cACertificate
o=MyCrg
4> cn=Sodium CA
Q 0=Groups Subject cn=>5edium CA o=MyOrg
Q o=lUsers Issuer cn=>5edium CA o=MyOrg

Valid from Fri May 20 12:54:11 BST 2011

Valid to Thu May 20 12:54:11 BST 2021
Serial 4C:EB:23:1B:F6:B0:DE:6A:F2:66
PublicKeylnfo  Algorithm: R5A, KeySize: 1024

| Details |

i
@
A

PKIView -

m

Browsing a Directory using Sodium CA worksin a similar way to Sodium, allowing you
to navigate the Directory tree to locate and examine individual entries. However, the view
differsfrom Sodium in that it displays only information that islikely to be useful for a CA
administrator; specifically, when you select an entry inthetree, the entry viewer will display

asingle page containing PK| related attributes.

In the case of an entry corresponding to a CA, the attributes shown include:

» any user or CA certificates
« any Certificate Revocation Lists or Authority Revocation Lists

* any cross-certificates.

For anon CA entry, the viewer will show only certificate attributes.
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Creating an X.509 identity

Sodium CA uses PKCS#12 files to store identities. An identity contains a certificate and
aprivate key, and is protected by a passphrase.

Typicaly, it is not appropriate for anyone other than the certificate owner to have access
to the private key, and thisis the model followed when using Sodium to create an identity:
when auser usesthe New X.509 | dentity option in Sodium (see Section 3.10, “Managing
identities”), aprivate key and CSR are generated, but only the CSR is sent to the CA. Once
the certificate has been issued, Sodium combines the certificate with the private key to
build the PK CS#12 file which may then be used as an identity.

Sodium CA also provides the meansto create an identity in asingle step, obviating the
need for aclient to generate a CSR and “request” an identity. In this case, Sodium CA takes
responsibility for generating akey pair, and then issues a certificate and builds a PK CS#12
file which can be given to the user.

An advantage of having Sodium CA be able to create identitiesis that it can simplify the
process so far as the user is concerned — rather than having to “request an identity” and
to specify various certificate options, heisjust given afile and told “use this”.

A disadvantage of this mechanism isthat the private key and PK CS#12 file do not remain
in the exclusive possession of the user. When Sodium CA is used to generate an identity,
then it would be possible for the CA administrator to keep hold of a copy of the identity
and pretend to be the user by “borrowing” the identity. Such “borrowing” would not be
possible when the private key is unavailable to the CA. The sameissue appliesin the case
of “rekeying” acertificate (see above). However, depending on what security policy isin
effect, you may decide that it makes sense to use Sodium CA to generate identities.

Sodium CA can generate an X.509 identity corresponding to any entry in the Directory
(with the exception of CA entries). Usethe Gener ate X.509 | dentity button to initiate the
process; a series of pages are displayed which allow you to specify the properties of the
certificate to be created.

Once the identity has been created, the issued certificate will be added to the CADB, and
the identity will be written to disk in a passphrase-protected PK CS#12 file. You also have
the option of updating the user’s Directory entry so that it contains the newly issued
certificate.

Issuing cross-certificates

In a PKI where more than one CA isbeing used, it may be convenient to indicate the level
of trust between two CAs. A cross-certificate is a certificate that isissued by one CA to
another.

Typicaly (but not necessarily), when CA1 trusts CA2, then CA2 will also trust CAL. In
this situation, there will be two cross-certificates: one issued by CA1to CA2, and one
issued by CA2 to CA1. Because cross-certificates are often paired in this way, they are
stored in the Directory inside “cross-certificate pair” values.

When browsing the Directory, if you select an entry which represents a CA, Sodium CA
will enable the “Issue Cross Certificate” option if it is possible to issue a cross-certificate
for the CA in question.

When CA1 issues a cross-certificate to CA2, the new certificate will be added to CA1's
database, and it will also be storedin CA1’sDirectory entry asone half of a“cross-certificate
pair” attribute.
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Figure 13.11. A partially completed cross-certificate pair

Cross Certificate Pairs

}cn:Sodium CA 0=MyOrg < incomplete >

The picture above shows what has happened after the CA hasissued a cross-certificate for
another “ Sodium CA”, but there was no corresponding cross-certificate that had been issued
by “Sodium CA”.

Whenever Sodium CA is used to manage the other CA, it will check in the Directory entry
for that CA to seeif areciprocal certificate has beenissued. If it finds one, then it will copy
it and complete the cross-certificate pair.

Figure 13.12. Completed cross-certificate pair

Cross Certificate Pairs

Q cn=5odium CAZ,o0=MyCrg
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Chapter 14 OAuth2 Capabilities

OAuth2 is a Web based framework that provides secure authorization services for Web
based applications. The system is based on a set of HTTP and token exchanges between
the Web service, Web browser and OAuth2 server. M-Vault includes an OAuth2 server
component that provides authentication and authorization services to | sode Web-based
applications, a current example being Red/Black.

Part of the OAuth2 configuration isintended to be managed by the Cobalt user and account
provisioning application and the Cobalt manual should be consulted for this purpose. This
chapter provides alower level and more detailed view of the M-Vault OAuth2 service
configuration, including instructions for how to view and manage the configuration using
Sodium.

Sodium may be configured to bind to M-Vault using OAuth2. The client configuration for
Sodium binding should be configured directly in Sodium, rather than through Cobalt.

14.1 Overview

In order to authenticate a user to an Isode application (the OAuth2 client) the application
first requests a session token from the OAuth2 service. At this point the OAuth2 service
presents alogin screen to the user (through their browser). Credential s are checked against
the credential s stored in the user's entry. Once successfully authenticated the OAuth2 server
returns session and refresh tokens to the Isode application (OAuth2 client) and redirects
the user back to that service. Client tokens have alifetime (duration) and must be refreshed
periodically by the client service. If the session token expires and cannot be refreshed due
to refresh token expiry then the user must re-authenticate. Note a so that before the OAuth2
server will accept requests from an OAuth2 client trust has to be configured, where trust
is established by way of a shared secret. Once a user has been authenticated the Web
application can then also request what application specific permissions have been granted
to the user.

Since version R19.0, it is also possible to leverage Single Sign-On mechanism instead of
using alogin form (Windows only, see Section 14.6, “Single Sign-On (SSO)”).

The OAuth2 serviceis part of M-Vault and is activated when it is configured and enabled.
The configuration stored in and read from M-Vault includes:

* Server network configuration (listen address, TLS configuration).

» OAuth2 client configuration. An OAuth2 client is aWeb service or application. The
client configuration consists of the credential s that establish trust between the client and
the OAuth2 server (aclient identifier and a shared secret or TL S based authentication)
and the address of the OAuth2 client (in theform of aURI). Other configuration includes
per-client customization of Web pages (specifically alogin page) that the OAuth2 server
presents to users.

» OAuth2 client specific permissions. Clients can configure permissions relevant to the
Web service they provide. These are configured in the directory.

* Per-user permissions. Web service permissions are in the user's entry in the directory.

In the following sections we detail the steps required to get the OAuth2 service up and
running.
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14.2 OAuth2 Server Configuration

This configuration object holds the operational parameters of the OAuth server.

14.2.1 OAuth Startup

On M-Vaullt's startup, theweb API will start up if the OAuth Server configuration is present
and oauthEnable issettotr ue.

14.2.2 Location in the Directory

The OAuth2 server configuration is stored in cn=oauth, cn=config and is managed by
Sodium and MV C.

14.2.3 Configuring With M-Vault Console

To view or edit the OAuth Service configuration in MV C select the OAuth2 page of the
Configuration group.
» The Enable OAuth2 Service checkbox enables or disables the OAuth2 Service.

» Specify theListen addressby entering an IPAddress (1P6 or | P4) or select All I nterfaces
to listen on al network interfaces.

» Authorizeendpoint port specifiesthe port the OAuth2 service will listen on for browser
regquests.

» Token endpoint port specifies the port the OAuth2 service will listen on for OAuth2
Client requests.

» Accesstoken lifetime specifies how long an access token is valid for, in seconds.
» Refresh token lifetime specifies how long arefresh token is valid for, in seconds.

* RequireTLSclient authentication specifies if the OAuth2 Server uses TLS to
authenticate OAuth Clients. Trust anchors must be availablein M-Vault for thisto work.
If operational, the OAuth2 Client's oauthClientSecret attribute isignored.

14.2.4 Configuring with Sodium

The creation of the server configuration can be done by using Sodium "Add below..."
feature on cn=config entry and choosing "OAuth2 Config". Keep in mind that this subtree
requires specific access rights.

Thefields (with corresponding attribute types) shown in Sodium for the server configuration
entry are:

» Server Address (oauthServerAddress) The address the OAuth2 servicewill listen on.
Optional, default value: 0. 0. 0. 0, i.e. al network interfaces.

» Authorize Port (oauthServerPort) Specifies the port the OAuth2 service will listen on
for browser requests. Optional, default value: 19443.

» Token Port (oauthTokenPort) Specifies the port the OAuth2 service will listen on for
OAuth2 Client requests. Optional, default value: 19543.

e Token Duration (oauthTokenDuration) Specifies how long an access token isvalid
for, in seconds. Optional, default value: 3600.

» Refresh Token Duration (oauthRefreshTokenDuration) Specifies how long arefresh
token isvalid for, in seconds. Optional, default value: 28800 (8 hours).
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* UseTLS Strong Client Authentication (oauthUseClientStrongAuth) Specifiesif the
OAuth2 Server uses TL Sto authenticate OAuth Clients. Trust anchors must be available
in M-Vault for thisto work. If operational, the OAuth2 Client's oauthClientSecret
attribute isignored. Optional, default value: FALSE.

» Enable OAuth2 (oauthEnable) Turn on or off OAuth2 feature. Note that it will
dynamically turn on/off the OAuth server without the need to restart M-Vault. Optional,
default value: TRUE.

Example LDIF

An aternative way to create the OAuth2 server configuration directory entry isto LDIF
load a configuration. Thisis advanced usage and you should not use thisif you're not sure
of what you aredoing. Again, MV Cisthe preferred application for configuring the OAuth2
service.

Example LDIF:

version: 1

dn: cn=oaut h, cn=confi g

obj ect Cl ass: oaut hConfi g

cn: oauth

oaut hServer Address: 0.0.0.0

oaut hServer Port: 19443

oaut hTokenPort: 19543

oaut hTokenDur ati on: 3600

oaut hRef reshTokenDur ati on: 28800
oaut hEnabl e: TRUE

TLS configuration

TLSismandatory in order to protect the issued tokens. The OAuth service won't start
otherwise. You need a suitable TL S identity configured in the DSA (see Section 3.10.1,
“Generating a certificate request”).

14.3

14.3.1

OAuth2 Service Configuration

The OAuth2 service configuration holds aspects that are domain dependant.

In general OAuth2 service configuration should be performed using the Isode Cobalt
product, and configuration of the OAuth2 serviceis described in the Cobalt manual. The
following sections go through the configuration schemain detail, and show how it can be
viewed and modified directly using Sodium. Again, please note that Cobalt isthe preferred
method of configuring the OAuth2 service.

Configuring With Sodium

Thefidds (with corresponding attribute types) shown in Sodium for the service configuration
entry are:

» User Base (cauthUserBase) The base of the subtree in the directory the OAuth service
will search for user entries to be authenticated. The user must have auserPassword
attribute, and an attribute with aunique value across usersto identify it. Optional, default
value: cn=Users, c=xx.
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o User Attribute (oauthUserAttribute) This field specifies which attribute to use as an
identifier for the user. It is optional and its default value is mail.

* Require PKCE (oauthRequirePKCE) Thisfield allows to enforce the usage of PKCE
for OAuth Client on thisdomain. It can be overriden at OAuth Client'slevel. It isoptional
and its default valueis unset.

Such service configuration can be created by right clicking on the domain entry, selecting
"Add below..." and choosing "OAuth2 Service".

14.4 OAuth2 Client Registration

The client isan | sode application that uses the OAuth2 service asits means of authentication
and authorization. In order to permit clients to access the service they must be configured
(or pre-registered) in the the directory. The per-client configuration consists of asingle
entry in the directory.

Thisregistration is usually taken care of by Cobalt.

14.4.1 OAuth2 Client Object

Available configuration fields (as shown in Sodium):

« Application name (oauthClientAppName) A descriptive name for the OAuth Client.
e Client ID (oauthClientID) A unique identifier for the OAuth Client.

» Client Secret (oauthClientSecret) The password sent by the OAuth2 client to
authenticate with the OAuth2 server. In the case of strong client authentication using
TLS, thisvalueisignored.

* Redirect URI (oauthRedirectURI) The URI the client listens on as part of the OAuth2
flow.

» ServiceDomain (oauthServiceDomain) Thedomain whereto find the OAuth2 Service
Configuration (see Section 14.3, “OAuth2 Service Configuration”) to use.

» Server Type (oauthServerType) Thetype of product this OAuth Client is. Thisisa
free form string used by Cobalt to associate a particular application type with an
appropriate set of configuration options (particularly with respect to the permissions
provided by that application).

e Token Duration (oauthTokenDuration) Thelifetime of the accesstoken. Thisoverrides
the value set in the OAuth2 server configuration entry, so each OAuth2 client instances
can be configured with specific session lengths. The OAuth2 client will maintains sessions
for aslong as the access token is valid.

» Refresh Token Duration (oauthRefreshTokenDuration) A refresh token is used by
the client to refresh an expired access token. This value controls the lifetime of refresh
tokens supplied to this client. This overrides the global value set in the server
configuration entry so that each client can be configured with its own session length.
The OAuth Client uses thisto get a new access token without having the user to enter
its credentials again.

» Use SSO (oauthUseSSO) Windows only (see Section 14.6, “ Single Sign-On (SSO)”).
Thisfield specifies that by default, OAuth Client will use SSO to authenticate the user.
It isoptional and its default valueisf al se.

* Require PKCE (oauthRequirePKCE) Thisfield allows to enforce the usage of PKCE
for this OAuth Client. If set, it overrides the value of the domain service. It is optional
and its default valueisunset .
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Example LDIF

An alternative way to create the OAuth2 client configuration directory entry isto LDIF
load a configuration. Thisis advanced usage and you should not use thisif you're not sure
of what you are doing. Again, Cobalt isthe preferred method to configure OAuth2 clients.

Example LDIF containing an OAuth2 client registration entry:

version: 1

dn: oaut hd i ent | d=i sode- dumy- 1, cn=0QAut hConfi g, c=xx
obj ect C ass: oaut hd i ent

oauthdientld: isode-dunmy-1

oaut hd i ent Secret: password

oaut hRedirect Uri: https://|ocal host: 19444/ cal | back
oaut hServer Type: dummy_exanpl e

oaut hTokenDur ati on: 3600

oaut hRef reshTokenDur ati on: 28800

Edit the valuesto suit your needs then use Sodium to load the file. Please refer to Sodium's
manual for theinstructions. Refer to Cobalt's manual for valid oaut hSer ver Type values.

14.5

14.5.1

Binding Sodium with OAuth?2

Sodium may be configured as an OAuth client.

A Sodium bind profile may be created to usethisclient to bind an LDAP or LDAPS session
with the OAuth service.

The OAuth Server Section 14.2, “OAuth2 Server Configuration” and a suitable OAuth
Service Section 14.3, “OAuth2 Service Configuration” should already have been configured.

Sodium OAuth2 Client Configuration

An OAuth Client Configuration should be added to the DSA by right-clicking on the
OAuthService entry, selecting Add Below... and selecting QAut h2 C i ent from the
template list.

An OAuth Client for Sodium requires the following attributes

Client ID A uniqueclientid. Thisvalueisalsorequired
in the Bind profile. Values must match
exactly

Client Secret Theclient/server password. Thisvalueisaso
required in the Bind profile. Values must
match exactly

Redirect URI A URI of theform

http://1 ocal host: 19444/ cal | back.
The port value in the URI must be entered
in the Bind profile Client Redirect URI's
port.

OAuth Service Domain The Domain for the configured OAuth
Service. e.g. if the OAuthService has been
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added below o=I sodeTest i ng thedomain
should be entered as| sodeTest i ng.

Server Type java-app

The Application Name, Token Duration and Token Dur ation values are optional .

TheLogin Form HTML File, Enable SSO and Require PK CE values should not be set.

Sodium OAuth2 Bind Profile Configuration

Once an OAuth2 Client Configuration has been setup, anew Bind Profile should be added
to Sodium.

This should bind to the DSA using LDAP or LDAPS; LDAP/StartTLS is not currently
supported.

The Authentication Type should be CAut h2.

The Oath2 Bind parameters should be defined:

Base OAuth2 URI The base URI for the DSA's OAuth2 Server.
e.g. https://<server-hostname>, where
server-hostname is the DNS name for the
interface the server islistening on.

Authorize port Thisshould bethe Authorize endpoint port
of the OAuth2 Server

Token port This should be the Token endpoint port of
the OAuth2 Server

Clientid This should be the value of the Client 1D
from the Client Configuration

Client Secret Thisshould bethe value of the Client Secret
from the Client Configuration

Client Redirect URI's port This should match the port number included
in the Client Configuration Redirect URI.

Security Layer It isrecommended to usethe Use nost

secure option avail abl e.

14.6

14.6.1

Single Sign-On (SSO)

Since version 19.0, SSO is supported on Windows only. This allows users to authenticate
without the need of alogin form, streamlining the usage of application that uses OAuth2.

Overview

On aWindows workstation which is part of a Windows Domain managed by an
ActiveDirectory, auser using an | sode web application supporting OAuth2 (e.g. Red/Black)
should be able to be authenticated without the need for entering a password.

The browser trying to access an | sode application (e.g. Red/Black) which has been
configured to use SSO will be challenged by the OAuth2 server to get a Kerberos token
from the ActiveDirectory service managing the domain. Once the negotiation is finished,
the OAuth2 process will resume normally.
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To enable SSO, you need:

» A Windows network using ActiveDirectory Domain Service (AD DS). This manual will
not cover this part.

» M-Vault fully configured for OAuth2 and SSO activated (see above)
 Properly configured browser to alow them to speak with AD (see below)

Mozilla Firefox Configuration

e Typeabout: confi g inthe address bar
» Searchfortrusted-uris

* Putinboth net wor k. aut onatic-ntl mauth.trusted-uris and
net wor k. negot i at e- aut h. t rust ed- uri s, https://your_network_domain (e.g.
https://kdc.local)

Internet Explorer Configuration

» Open "Control Panel" -> "Network and Internet" -> "Internet Option"
 Inthedialog, go to "Security" tab

» Select "Local Intranet” and click "Sites" button

» Add https://your_network_domain (e.g. https://kdc.local)

Google Chrome Configuration

Follow the same instructions as for Internet Explorer.
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Chapter 15 SPIF Editor

This chapter describes the SPIF Editor application and explains how to useit to create, edit
and view a SPIF (Security Policy Information File) and various utility functions.

Theterm SPIF referesto Security Policy Information File. A Security Policy isrepresented
asan SDN.801c SPIF in the Open XML SPIF format. A SPIF is structured data which
defines for agiven policy ID the valid classifications and security categories. It also can
define strings to be associated with labels, which are used for mark-up of data for human
reading. It can define equivalent policies, which enables |abels defined by a different
authority to be associated with labels defined in this SPIF. It also defines how the ‘Access
Control Decision Function' (ACDF) isto be applied.

15.1 SPIF Editor Overview

SPIF Editor isa GUI that allows you to create, edit and view SPIFs. The primary purpose
of the editor isto make it easy to create and manage security labeling for Isode servers and
clients. It is not necessary to use the SPIF Editor in order to use security labeling in Isode
products, but in many cases it may prove to be the simplest means of doing so.

15.1.1 Getting started

On launching the SPIF editor, adialog will appear that provides options to create a new
SPIF, load an existing SPIF XML file or load one of the samples provided as part of its
installation.

Figure 15.1. SPIF Editor Launch Screen

E SPIF Editor
SPIF  Operations  Utilities View Help

£ Manage SPIF =] @

You can use the "Create SPIF..." option to create a new SPIF, or "Load SPIF..." to load an
existing SPIF from an XML file, or "Lead Sample..." to load one of the sample SPIFs.

These optiens are also available on the SPIF menu.

Create SPIF.. | | Load SPIF.. | [Load Sample..| [ Cancel
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15.2 Creating New SPIF

A new SPIF can be created by choosing the” Create SPIF..." button on the launch dialog.
The option isalso available on the SPIF - Create... menu. The wizard for creating a new
SPIF is shown in the figure below.

Provide the policy model, name and ID for the SPIF on the first page.

Figure 15.2. Create SPIF

& Create New SPIF = @

General SPIF Details
Specify the SPIF model, Policy Mame and ID

Policy Model | NATO (AC 322-D) -

Mame isode

Policy ID 136141453.288511

Generate Policy ID

< Bac Mext » Finish Cancel

On pressing Next button, list of standard classifications will be offered as a defaullt.
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Figure 15.3. Create SPIF Classifications

T Create New SPIF o [ -E-] -

Add Classifications

r

Provide a list of classifications starting from a given base hierarchy and
LACY

LACY Base 1

Hierarchy Base 1

Classifications Add
popeert [ Remove |

Remowve
o | Remove |
Canfidential
Restricted

M u
Unclassified

Move Down

1 1 | »

Use this as the default label classification

Next > Finish | [ Cancel

The list can be modified to add or remove classifications. The name of the classifications
can be modified using Edit... button. The LACV value stands for the classification value
whereas the hierarchy governs the ordering of the classifications in the SPIF.

On pressing Finish, the SPIF will appear on the SPIF editor as shown below.

Figure 15.4. Created SPIF

T lsode [E=N BoR =)
SPIF  Operations  LUtilities  View Help
Isode 3
4 a Isode e ==
Leode Unclassified Classification: [sode Unclassified
Isode Restricted General | Equivalences | Required categories | Advanced ‘

Isode Confidential
Isode Secret
Isode TopSecret

| »

Mame Isode Unclassified

Foreground Color

Background Color
Marking Data

Marking data identifies the marking information attached to the data object.
Marking codes specify where the marking phrase is physically applied.

m

Marking Codes Marking Phrase Add...
Edit...
Remove...
L] 1 | » bl

Confirm Revert | | Revert to last valid policy

X Remove
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15.3

Managing Existing SPIF

Anexisting SPIF XML filecan beloaded in a SPIF editor usingthe SPIF - Load... menu.

Once a SPIF has been created or |loaded from an XML file, it can be viewed or edited using
the SPIF editor. The left hand side presents the classifications and categories of the SPIF
in atree format. The classifications are listed on top of the tree followed by categories.

Classifications are displayed using their background color icon and categories are displayed
using green circleicons. Note that categories are optional and may not exist in most SPIFs.

On selecting a classification or a category, the right hand side pane will display the details
of selected classification or category.

When the selected classification or category is edited, the Confirm and Revert buttons
will get enabled to let you apply the current set of changes or cancel them. Note that the
Confirm button will not get enabled until the current set of changes made are complete
and valid.

Figure 15.5. Category Edit

F lsode == s

SPIF  Operations Utilities View Help
Isode

‘ [-Dd[j:tls Unclassified Tag Category: Sensitive
Isode Restricted General Equivalences Allowed elassifications Excluded categories
Isode Confidential
Isode Secret Name Sensitive

Isode TopSecret Marking Data
4 @ Information Marking data identifies the marking information attached to the data object. Marking

Sensitive codes specify where the marking phrase is physically applied.

Marking Codes Marking Phrase Add...

Canfirm Rewvert | | Revert to last valid policy

The editor allows you to modify only one classification or category in one operation. For
complex policies, achange in more than one classification or category may be required to
create avalid policy. If an edit makes the policy invalid Revert to last valid policy will
get enabled to allow you to revert to last valid state to undo the changes that lead to the
invalid policy.
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15.4

15.4.1

SPIF Classifications

Select aclassification on theleft hand side sidein order to edit it. After making the required

changes, click the Confirm button.

The following figure displays the SPIF after adding a marking code and changing the

background color of the classification.

Figure 15.6. Classification Edit

T Lode

foli= |
SPIF  Operations Utilities View Help
Isode &2
Isod
“ o Classification: Isode Unclassified

Isode Unclassified

Isode Restricted General | Equivalences | Required categories | Advanced

Isode Confidential

Isode Secret Name Isode Unclassified

lsode TopSecret Foreground Color Edit...)| | C

Background Color [l green Edit... | | Clear

Marking Data

Marking data identifies the marking information attached to the data object.
Marking codes specify where the marking phrase is physically applied.

Marking Codes Marking Phrase Add...
O MarkPageTopBottom Unclassified
] m
Confirm Revert | | Revert to last valid polic

The General tab lists the most commonly used attributes. Rest of the tabs define advanced

parameters that are required for complex SPIFs.

Adding Classifications

Select the topmost tree item for the policy and click Add Classification button to add a
new classification. Provide the details of the new classification to be added on the right
hand side pane. The tabs that require mandatory parameters for completing classification

creation will display ared icon on the top.
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Figure 15.7. Add Classification
E ode EEEE
SPIF  Operations  Utilities  View Help
Isode &
4 sode

. Classification
Isode Unclassified

Isode Restricted 4 General Equivalences Required categories | Advanced|
Isode Confidential
[sode Secret Name
lsode TopSecret Foreground Color Edit... | | Cles
Backgreund Color Edit...| | Clea
Marking Data
Marking data identifies the marking information attached to the data object.
Marking codes specify where the marking phrase is physically applied.
Marking Codes Marking Phrase Add...
] T 3
firm Revert | | Revert to last valid polic

Once the details of the new classification have been provided, press the Confirm button
to create the new classification. By default, the editor will fill in default values and in
simple cases you will only need to provide the classification name. Colors and markings
can be added to suit the requirements.

Removing Classifications

Select a classification and click Remove button and confirm to remove the selected
classification from the policy. Errors will be reported if removal of a classification
invalidates the security policy.

15.5

1551

SPIF Categories

Adding Category

In order to add a new category group, select the topmost tree item for the policy and click
Add Category button. A wizard to add a new category will be displayed.
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Figure 15.8. Adding Category

4 Create Category Wizard |'= '@

Category Details
Provide the details of the new category to be added

General Advanced

Category Name Information

First Category Mame  sesitive

First Category value 0|
Category Type and Encoding

Category Type lInformative = | Encoding Type | Enumerated -

Finizh l [ Cancel

The wizard page will ask you to provide the details of the new category group and first
value in the group. For simple case, category name and type will have to be provided. See
the tooltips on the widgets for more information on the parameters.

On pressing the Finish button the editor will display the category to be added on the editor.
You can make further changes to the values for this category. Press Confirm button to add
the category to the SPIF.
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Figure 15.9. New Category

T lsode
SPIF  Operations  Utilities  View
Isode =

4 Isode

Isode Unclassified
Isode Restricted
Isode Confidential
Isode Secret
Isode TopSecret

4 () Information
J Sensitive

Help

Tag Category: Sensitive

240

E=dbeEs

General Equivalences

Allowed classifications

Excluded categories | | * | *

Name Sensitive

Marking Data

Marking data identifies the marking information attached to the data object. Marking
codes specify where the marking phrase is physically applied.

Marking Codes

Marking Phrase

Add...
Edit...

Remove...

.

Revert to last valid policy

Adding Category Value

To add a new category value to an existing category group, select the category group and
click the Add Category Value button. The right hand side pane will change to amode for
adding anew category. Provide the name of the category value and other detailsif required
and press the Confirm button. The new value will be added to the SPIF as shown below.

Figure 15.10. Adding Category Value

T Isode
SPIF  Operations  Utilities View Help

Isode 2%

4 (@ ode
. Isode Unclassified
Izode Restricted
Isode Confidential
Isode Secret
Isode TopSecret
4 @ Information
Q Sensitive
O Restrictive

Tag Category: Restrictive

=l

General EquwalEn(EiI

Allowed classifications

Excluded categories | | 1| *

Mame Restrictive

Marking Data

Marking data identifies the marking information attached ta the data object. Marking
codes specify where the marking phrase is physically applied.

Marking Codes

Marking Phrase

Add...

Edit...

Remove...

Confirm Revert

Revert to last valid policy

gk Add Category Value

X Remove § MoveUp
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Removing Category

Select the category value and click Remove button to confirm removal of the category
value. Similarly, select a category group and click Remove button to remove the selected
category group and al its values from the policy. Errors will be reported if removal of a
category invalidates the security policy.

Moving Categories

Select a category group or value and click on Move Up or M ove Down button to move
it up or down the hierarchy. Press Confirm to apply the changes to the SPIF.

15.6

15.6.1

SPIF Utilities

The SPIF editor provides commonly used functions that are available viathe Utilities
menul.

Generate Catalog

Security label and clearance catal ogs are collections of security |abelsand clearances. Click
the Utilities — Generate Catalog... menu to launch awizard to auto generate label and
clearance catalogs.

First select the type of catalog to be generated.
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Figure 15.11. Select Catalog Type

& Generate Automated Catalog

Select Catalog Type
Select the type of cataleg to be generated

Catalog Type
Generate Security Label Catalog

@ Generate Security Clearance Catalog

242

Cancel

If the policy is ssimple with few classifications and categories (optional), the wizard will
generate a catalog with all possible combinations of classifications and categories. The
generated catalog will appear as shown in the figure below that displays a sample auto

generated label catal og.
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Figure 15.12. Label Catalog

-}

# Generate Automated Catalog

Generated Label Catalog

Following is the generated security label catalog

»

g
£l

° Mame=UnclassifiedUnclassified

o Mame=UnclassifiedUnclassified Sensitive
o Mame=UnclassifiedUnclassified Restricted
o Mame=UnclassifiedUnclassified Sensitive/Restricted Copy
o Mame=Restricted

o Mame=Restricted Sensitive
°Name= Restricted Restricted Remove
° Mame=Restricted Sensitive/Restricted
° Mame=Confidential

o Mame=Confidential Sensitive

o Mame=Confidential Restricted

o Mame=Confidential Sensitive/Restricted Maove up
o Mame=>5ecret

o Mame="5ecret Sensitive

° Mame="5ecret Restricted

° Mame=>5ecret Sensitive/Restricted
° Mame=Top5Secret

[ TN e R SR

Edit...

m

Set Default

Save..

IMowve down

-

[] Restricted

Going back on the wizard page will lose any changes made to the catalog on this page

<Back | Net> | B

However, for apolicy which haslarge number of classifications and categories, the wizard
will present a page to choose a set of classifications and categoriesto be included in the
catalog.
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Figure 15.13. Selected Classifications and Categories

i Generate Automated Catalog =] @

Select Classifications and Categories for Catalog generation

A catalog will be generated from all possible valid combinations of
selected classifications and categories

Selected Categories

UK Restrictive Codewords : BROMNCO -
UK Informational Micknames : CHARGING BULL
UK Informational Coverwords : RODEO

UK Enumerated Restrictive Coverwords ; ROUMDUP, LONGERCOVERWORDTHAMNUSUA —

m

Security Classifications
Select All

[¥] UK UNCLASSIFIED e
UK RESTRICTED
UK COMFIDENTIAL

e crenrT

m

Security Categories

OUKInformatinnal Markings =+ || [T] COWBOY
0 UK Enurmnerated Permissive b

OUKInfurmatinnal Codewordy
0 UK Restrictive Codewords |
QUKInfDrmatiDnal Micknames
OUKInformatinnal Coverword

-

4 m I+

The specified selections would result in 7168 possible labels in the catalog.

< Back “ Meaxt = Finish

The wizard will attempt to generate a catalog from all possible combinations of selected
classifications and categories. A warning will be displayed on the bottom of wizard page
if the number of possible combinationsis high (in terms of hundreds) and an error will be
displayed if the number of combinationsis very high (in terms of thousands).

Once alabel or clearance catal og has been generated, it can be edited if required on the
wizard page that displays the genererated list as shown in figure Figure 15.12, “ L abel
Catalog”. On pressing the Next button, the page will prompt you to select an XML file
location to save the catal og.
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Figure 15.14. Export Catalog

i Generate Automated Catalog = @

Export Catalog to XML file
Use this page to specify the location of XML file to export the catalog

AML Filename Ch\Users\Gurmeen'\Desktop'catalog.xml Browse...

Mext > Finish ] I Cancel

Press Finish to compl ete the catal og generation.

15.6.2 Converting Label Catalog to XEP-258 Format

The Utilities — Convert to XEP258 Catalog... can be used to convert alabel catalog to
aformat that conforms to the XEP 258 format of the XM PP standards.

Figure 15.15. Convert to XEP258 Catalog

-

& Convert to XEP258 Catalog

Input 510 Catalog File | Browse...

= [ -5 s]
Output XEP258 Catalog File Browse...

8] Cancel

15.6.3 Generate Label

For simple policies, select a classification and one or more categories to generate alabel.

SPIF Editor



M-Vault Administration Guide 246

Figure 15.16. Generate Label for Simple Policy

Generate Security Label

Use this page to generate a security label for a classification and
categories

Editer | Markings | KWL

Display Marking Secret Sensitive

| »

Selected Categories

Information : Sensitive -

m

Select a classification

Opticnal Categories

°]nformation
° Permissive Markings

Sensitive
Restricted

<Back || Nea> || Fnish [ Cancel

Label generation for complex policies is described below.
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Figure 15.17. Generate Label for Complex Policy

£ E=8 B8 5
Generate Security Label

Use this page to generate a security label for a classification and
categories

Editor Markings | HML

Display Marking DEMO-UK PROTECT APPOINTMENTS

Selected Categories

UK Infermational Descriptors : APPOINTMENTS -
Select a classification | UK PROTECT -

Mandatory Categories

@ select One or More UK Informational Descriptors ~ * =
APPOINTMENTS E|
[[1BUDGET
[ COMMERCIAL
[ CONTRACTS
[ CONTROL -

Optional Categories

OUK Mo Foereign Transmission -
OUK Enumerated Permissive Natiol| _
OUKInfDrmatiDnal Descriptors ‘
OUKInformatinnal Markings 4
0 UK Enumerated Permissive Marki
OUKInformatinnal Codewords

€| n 3 &7

< Back Next > B

n

First select a classification from the drop-down list. Selecting a classification may or may
not require inclusion of certain categories. Therequired categoriesif any will be displayed
asalistin the Required Categories pane. The Optional Categories panelistsall the
categoriesin the configured policy from which the user can select certain categoriesto be
added to the label. The categories which are disallowed based on the selection of acertain
category or the classification will be disabled automatically on the editor. The obsolete
categorieswill be allowed for editing based on whether Edit obsolete elementsis selected
or not.

Selection rules of a category group determine whether it allows selection of single or
multiple categoriesin the group. For single category selection, the categories are displayed
using radio buttons and for multiple category selection they are displayed as check-boxes.
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The markings get updated on the M ar kings tab when a valid combination of categories
has been selected.

Note: Rulesfor label editing are based on SDN.801c and are configured in the
security policy.

Generate Clearance

The Utilities — Generate Clearance... can be used to generate a security clearance using
the selected policy. The following wizard will be presented for clearance generation.

Figure 15.18. Generate Clearance

£ =[5 |m=5]

Generate Security Clearance

Use this page to generate a security clearance for the selected
classifications and categories

Editor Markings | XML

Selected Categories -

Permissive Markings : Sales -

Security Classifications

[ | 0 Unclassified
g Restricted
[T @ Confidential
O] @ Secret
[ g TopSecret

m

Security Categories

OPermissive Markings [¥] sales
[T Engineering

= Back Mext = Finish

One or more classifications can be selected from the Security Classifications paneto be
added to the clearance. The Security Categories pane lists al the categoriesin the
configured policy from which the user can select certain categories to be added to the
clearance. The markings get updated on the Markings tab as and when the clearanceis
edited.

Access Control Checks
SPIF editor can be used to verify a security label against a security clearance and vice

versa. To check access controls, select Utilities — Access control checks.... menu. A
diaog for performing these checks will be presented.
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Figure 15.19. Access Control Checks

© Access Control Check | = '@

Label Checker | Clearance Checker

Security Label

Security Label
File Mame

Clearance

Clearance/Catalog
File Mame

= Mo Security Label Specified =

Select Label Checker to check access control of alabel against a clearance or a catalog
of clearances. Select Clearance Checker to check access control of a clearance against
alabel or acatalog of labels.

Thelabel can be selected from an XML file by browsing thefile system using the Browse
button or picked up from alabel calaog using the Pick... button. The Pick... button will
offer the labels in the catalog in the form of a dropdown list as shown below.

Figure 15.20. Pick Label from Catalog

i Select Security Label = '@

Select Security Label | UK|Official T]

ok || cancel |

Thelabel can be checked against a clearance or a clearance catalog that can be selected
from the file system using the Browse button.
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Once alabel and clearance/catal og has been selected, the result of access control checks

will be displayed in the bottom pane.

Figure 15.21. Access Control Check of Label with Clearance Catalog

% Access Control Check

Label Checker | Clearance Checker

= |5 s

Clearance
Clearance/Catalog Catalog containing 20 clearances

File Mame C:hUsers\Gurmeen'Desktop'.clrcatalog.xml

The following table shows whether this security label would be granted or denied
access for each of the clearances in the configured clearance catalog, based on the
policy's Access Control Decision Function (ACDF).

Security Label
Security Label Confidential
File Mame Security Label from cataleg ChUsers\Gurmeen\Desktop'lblcatalogaxml

Browse

13

m

Clearance ACDF

) Default

aUncIassified

aUncIassified Sales
aUncIassified Engineering
aUncIassified Sales/Engineer...
a Restricted[+ Unclassified]
aRestrictedh Unclassified] 5...
'aRestricted[+ Unclassified] E...
'aRestricted[+ Unclassified] 5...

0Canfidential[+Restricted+U... Granted
oCanfidential[+Restricted+U... Granted
0Cu:unfidential[+Restricted+U... Granted
0Cu:unfidential[+Restricted+U... Granted
0 Secret[+ Confidential+Restr..  Granted

Granted

0 Secret[+ Confidential+ Restr...

Denied: ACDF: reason (clearance does not gran...
Denied: ACDF: reason (clearance does not gran...
Denied: ACDF: reason (clearance does not gran...
Denied: ACDF: reason (clearance does not gran...
Denied: ACDF: reason (clearance does not gran...
Denied: ACDF: reason (clearance does not gran...
Denied: ACDF: reason (clearance does not gran...
Denied: ACDF: reason (clearance does not gran...

Denied: ACDF: reason (clearance does not gran...
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Figure 15.22. Access Control Check of Label - Acess Granted

Label Checker |Clearance Checker

Security Label

Security Label Restricted Browse |Piclc...|

File Name Security Label from catalog
ChUsers\Gurmeen' Desktophlblcatalogxml
Clearance
Clearance/Catalog  Restricted[+ Unclassified] Browse
File Mame [C:\Users\Gurmeen\Desktop'clearance.xml

. Access Granted
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Figure 15.23. Access Control Check of Label - Access Denied

& Accesz Control Check = @

Label Checker | Clearance Checker

Security Label

Security Label Confidential

Security Label from catalog

File Name ChUsers\Gurmeen' Desktoptlblcatalog.xml

Clearance

Clearance/Catalog  Restricted[+Unclassified]
File Mame Ch\Users\Gurmeen'Desktop'.clearancexml

Denied:clearance does not grant access to label's classification (lacv=3)

Follow the above stepsin asimilar way to check a clearance against alabel or a catalog
of labels by selecting the Clear ance Checker tab.

SPIF Editor



M-Vault Administration Guide 253

Appendix A Introduction to Directories

Thisappendix providesabackground to X.500 and LDAP Directories. It provides a context
for Isode’s implementation of the Directory, and should be read by anyone not familiar
with the X.500 standard or who wants to understand how |sode has implemented it.

A.l Definition of the Directory

The Directory described inthismanual isin linewith that of the LDAP and X.500 standards.
Detailed referencesto the individual standards are given in Appendix |, References.

Providing an Enterprise Directory using open systems standards enables a wide range of
enterprise applications to plug into a common Directory core.

A Directory isaspecia purpose database. The essential featureswhich makeit aDirectory
are:

* It canbevery large and highly distributed, in most cases on an organizational basis, over
anumber of Directory Servers. Thisdistribution islargely transparent to Directory users.
Answers to queries are independent of the location of the user agent making the query
and of the Directory Server holding the data.

* It containsinformation about objects of interest within the enterprise (for example, people
or pieces of equipment). Each entry in the Directory represents asingle object. Thereis
afixed structure for well-known object types and for the information associated with
those objects. This structure is highly extensible.

* Itishierarchically structured, the entries being arranged in the form of a Directory
Information Tree (DIT), as described later. Objects are named within the hierarchy and
globally, ensuring that all objects have unique Directory names. Thisglobal naming may
not be visible within the enterprise (the global prefix may be hidden), but it isimportant
asit facilitates inter-working between enterprises.

* It supportsread operations, full facilitiesto modify and update data, and search operations
optimized to follow the hierarchy of information. Read and search operations are more
common than modification and are very fast.

» Datacan bereplicated acrossacollection of distributed Directory Servers. Thetemporary
inconsistency between data held on one server and that on another is highly manageable.

* Itispossible for one Directory Server to pass on arequest to another server or to refer
the request back to the originator, if required.

» Thereissecurity functionality to provide access control to theinformation in the Directory
and to authenticate those requesting that information.

A.2 Directory user information

The Directory contains a database of information on objects:
* People

 Organizations

Introduction to Directories
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» Application processes
* Devices, etc.

Theinformation comprises various types of names and addresses for the objects. The
information about objects stored in a Directory isknown asthe Directory | nformation Base
(DIB). An object in the real world isrepresented by an entry in the DIB (the object entry).

Theinformation can be updated, searched, processed and eventually delivered to the
requesting client or user. In order to support these types of operations uniformly, the
information in the Directory must be uniquely categorized and identified since the Directory
could be arepository for information derived from alarge number of sources.

Becausethisinformation inthe DIB isavailable to the normal usersof the Directory (human
or computer application), it isoften termed user information. The user information isusually
under the control of a Data Manager.

Aswe shall see later, there is also another type of information in the Directory which is
used to control the user information. Thisiscalled operational information and i s described
in Section A.3, “Operational information”. This operational information is not available
to the normal user, but only to the Directory Management System, and isusually under the
control of a Server Manager.

Directory information tree

The standards impose a hierarchical structure on the information. This hierarchy is called
the Directory Information Tree (DIT), andisillustrated in FigureA.1, “Example Directory
Information Tree Structure”.

The hierarchical structure of a Directory leads to a situation where most of the useful
information from the perspective of auser isfound at the lower levels, while the top levels
hold information which facilitates unique naming and navigation acrossthe hierarchy. This
structure enabl esthe information held in an enterprise-wide or even globa Directory Service
to be partitioned. It allows separate administrative domains a high degree of autonomy to
manage their own Directory structures and the information within them, while
simultaneously remaining connected to awider Directory system.

In aglobal Directory, thetop level is organized along geopolitical boundaries and then
around organizational or institutional boundaries at subsequent layers. FigureA.1, “Example
Directory Information Tree Structure” illustrates how entries at the top are typically used
to represent countries (for example, c=US isused to represent the United States of America)
and entrieswithin countries are represented by organizations (for example, o=Acme Limited
is used to represent a hypothetical organization of that name). Intermediate levels are
commonly used to represent the intra-organi zational structure that facilitates the conceptual
understanding and administration of information held lower down (for example,
ou=Research is used to represent an organizational unit, or department, called Research).
Theinformation held at the bottom usually represents a person (for example, Pat Smith),
but may also represent a piece of office equipment such as afax machine, a PC, or
application process such asaprint server. In this example, these lowest entries are identified
by their common name (cn=Pat Smith).
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Figure A.1. Example Directory Information Tree Structure

o=Ecme Corp o=Acme Limited

ou=Sales ou=Research

cn=Hugh Beasley cn=Barry Jones cn=Pat Smith

Within the hierarchy of the DIT, an entry can be anode entry ( .),With other entries

below it in the structure, or aleaf entry ( O),without. The top of the hierarchy is called
theroot. Theroot itself is not an object; it does not have an entry.

Although most entriesin the DIT are object entries, some |eaf entries are known as alias
entries. They point to other object entries (leaf or not) and provide the mechanism for the
alternative naming of objects.

There are also special node entries called glue entries. These are not object entries. They
are simply placeholder entriesin the DIT, showing the structure.

A22 Entries and attributes

An entry is made up of a set of attributes, each concerned with some aspect of the object.
The attribute type classifies the aspect, and the attribute val ues describe that aspect. For
example, an entry for an organization could contain attribute types giving values for the
postal address, telephone number, fax number, business category, and so on. It would also
have to contain an attribute defining the entry as an organization (see SectionA.2.3, “ Object
classes and the schema’) and an attribute naming the organization (see Section A.2.4,
“Naming objects”).

Within the standards, some attribute types are allowed only single values; others can have
several values. Attribute values have a defined syntax, which determines how values are
represented, and what range of values and matching rules are applicable to the attribute
type. Attribute syntax is described in detail in Appendix C, Attribute Syntaxes.

A.2.3 Object classes and the schema

Objects are classified within the DIB. An object class has certain attribute types associated
with it. There are two sets of attribute types for the object class: its mandatory set and its
optional set. The object class attribute must be present in each entry. The object classis
sometimes referred to as the entry type. Thus, in an entry with an object class of
organization, the mandatory set of attributes includes the organizationName, and the
optional set includes postalAddress amongst other useful attributes.

The most important type of object classisthe structural object class. Thisimposes the
hierarchical structure on the data. For alist of structural object classes, together with their
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naming attribute and other mandatory attribute types, plus other optional attributes, see
Section A.3.2, “Distribution of the Directory”.

The following rules are contained in the Directory schema:

» Constraints on the hierarchical structure of the DIT, that is, permitted hierarchical
rel ationships between object classes.

» For each object class, a specification of which attributes are mandatory and which are
optional.

» The characteristics and syntax of each attribute.

Naming objects

Each entry must also have at least one naming attribute. The collection of these attributes
in the entry form the Relative Distinguished Name (RDN).

Thefirst goal of naming isto uniquely identify entries. Once thisis achieved, the next
major goal when naming entriesisto facilitate querying of the Directory. For White Pages
applications in particular, a naming structure that supports searching and identification of
entries (user friendly naming, as defined in RFC 1781) isdesirable. Other considerations,
such as accurately reflecting the organizational structure of an organization, should be
disregarded if this has an adverse effect on normal querying.

An RDN isusually represented by a single naming attribute with asingle value. It is
commonly represented as an abbreviated form of the attribute type and the val ue, separated
by an equals sign. These are both valid RDNs:

cn=Barry Jones
o=Acme Ltd

Within the Directory, objects are uniquely identified by a Distinguished Name (DN). The
Distinguished Name (DN) of the object is constructed by concatenating the Relative
Distinguished Names (RDNs) of all the entriesin the DIT at and above the entry, up to the
root. The Distinguished Name thus shows the position of the entry inthe DIT aswell as
identifying the object.

For example, the DN of the entry inthe lower Ieft corner of FigureA.1, “Example Directory
Information Tree Structure” is:

cn=Hugh Beasley, ou=Sales, o=Acme Corporation, c=US

That is, this Hugh Beadley is uniquely identified as being the Hugh Beasley in the Sales
Department of Acme Corporation.

Choice of names

If you want your Directory to form part of an overall Directory structure, you have to make
sure that the names you use are of the correct format for that structure. This means:

* If youare adding an organization to the DIT in acountry that has established guidelines,
you should follow them. These guidelines might be based on an established registration
authority, or may make use of an existing registration mechanism (for example, company
name registration).

* If you are adding an organization to the DIT in a country that does not have any
established guidelines or existing national registration, you should choose a name that
is meaningful. Thiswill typically be the full, well-known name of the organization.

The name must uniquely identify the organization and be one that is unlikely to be
challenged in an open registration process. For example, if the organization has a name
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that is registered in an existing registry (such as company name registration), this name
islikely to be appropriate for use in the Directory.

For example, O=UCL would not be agood choice of RDN for University College London,
asit might well be challenged by United Carriers Ltd.

If your Directory is self-contained, you do not need to consider the national guidelines as
you will not be attempting to integrate into an existing structure. You can start your Directory
from the o=MyOrganization level.

You should use culturally meaningful names if you expect users to browse the Directory
looking for an entry. For example, someone is much likely to recognize that cn=John
Jackson isthe entry required rather than uid=jaj1234. For the same reason, although
abbreviated names may have an obvious meaning to one person, they can have acompletely
different meaning to someone else, even within the same organization. In many countries
the best choice will bein theform of familiar-first-name and surname. Many organizations
use the first and last name, with the option of amiddleinitial to distinguish between two
persons with the same first and last names. Pragmatic choices will have to be made for
other cultures.

The common name attribute should not be used to hold other attribute information such as
telephone numbers, room numbers, or local codes.

If there arelarge numbers of entrieslocated at asinglelevel of the DIT, it may be necessary
to adopt amore complicated naming scheme to guarantee uniqueness of the RDNs, asthere
may be two employees called “ John Smith” who must have distinct entries. This can be
solved using multi-component RDNs: the standard X.521 recommends that an
organizationalUnitName attribute can also be used as a naming attribute to differentiate
entries, and the personalTitle or userld attributes could also be used in the RDN. Both of
these are needed to identify this person’s entry. The RDN must distinguish the entry from
all other entries with the same parent entry. For example combining common name and
department distinguishes the two following entries:

cn=John Smith+ou=Sales
cn=John Smith+ou=Finance

The use of multi-component RDNs enables you to avoid artificial naming values such as
“John Z Smith” or “John Smith-2".

For organization, organizationalUnit, and person entries, extra naming information can
be stored in the Directory as aternative values of the naming attribute. For example, if an
organization is called Multi-National Network, MNN could be stored as an aternative
organizationName attribute value.

Aliases

Aliases are used used to point to another entry in the DIT. Aliases should only be used
when you need to reference an entry in two separate naming contexts. If a person splitshis
or her work between two departments within an organization, for example, you may want
to have two Directory entries for that person, assuming that your Directory entries were
organized by department. One of these would correspond to the person’s “real” entry, and
the other would be an alias that references that entry, and would enable that person to be
found whichever department you expected to find him or her within.

Aliasing can aso be used to reference an entry outside the scope of a single organization.
For example, cn=A N Other, o=Ownworkshop, c=GB could be an aliasto cn=Andrew
Other, ou=Engineering, o=Acme Limited, c=GB.
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Operational information

Operational information is held in a Directory to govern access to the user information
described above. It comprises:

* Rules on how the user information isto be administered.

* Details of the distribution of user information over the network.

The same concepts apply to operational information as to user information, that is, object
classes and attribute types are used to classify the information.

Operational information can be found in two placesin the DIT:

» Asadditiona attributes (operational attributes) within entries which also carry user
information.

» Asadditional entries, created especially for the purpose of carrying operational

information.

The set of rules governing the operational information is called the system schema.

Administration of the Directory

The way a Directory is administered and operated may be different in different areas of
the Directory.

A DIT domain isthat subset of the DIT held within a particular Directory Management
Domain (DMD). A DIT domain is composed of one or more subtrees of the DIT, each of
which istermed an AutonomousAdministrativeArea (AAA). Thetop of the subtree within
one Autonomous Administrative Areais called the Autonomous Administrative Point
(AAP).

Each entry can be located in only one Autonomous Administrative Area, and all entriesin
an AAA are controlled by the same administrative authority. As shown in Figure A.2,
“Administrative areas’, an AAA includes its Autonomous Administrative Point and all
other entries below it, down to the leaves of the DIT or another AAP.

The Autonomous Administrative Point is used to define:

* access control administration for the area, see Section A.3.1.2, “ Security”.
« attributes which are common to al entries within the area, that is, collective attributes.

These definitions are held in subentries beneath the Administrative Point.
Administrative points

An administrative point isalocation in the Directory tree at the top of an areawith itsown
access controls and collective attributes. There are three types of administrative point: an

autonomous administrative point, a specific administrative point and an inner administrative
point.

» An autonomous administrative point heads an autonomous administration area and
containsthe schema, access and collective attributes all the way down to the leaf entries,
excluding any subtree with its own autonomous point. There can only be one autonomous
administration point for a section of the tree.
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* A specific administrative point enables you to define different security access or collective
attributes for an area. Specific administrative areas cannot be nested inside other
administrative areas but can themselves contain inner administrative aress.

* Aninner administration point heads an areawithin an autonomous area, which can refine
the access and collective attribute information. It extends down to lowest entries of the
autonomous point that contains it. Inner administrative areas can be nested one inside
another.

The difference between the typesis shown in Figure A.2, “Administrative areas’ .

» Two autonomous administrative areas, with ‘A’ and ‘B’ as the administrative points at
their apexes. None of the administrative properties of the areamanaged by ‘A’ are passed
to the areamanaged by ‘B’.

* A specific administrative area, with * C' asits administrative point. Thisareawill usethe
schema defined by ‘A’, but may have completely different collective attribute details or
access policies. For example, if this subtree reflected a physical location (an overseas
office, perhaps) then some of the contact information held in collective attributes (such
as the company telephone number) may be different. Alternatively, this subtree may
reflect a department within the organization that requires either relaxed or enhanced
security clearance, different from that set for the organization as awhole.

» Two inner administrative areas, headed by ‘D’ and ‘E’. These areas take the schema,
collective attribute and security information from the containing administrative areaand
add to it. For example, some people may be given administrative roles within an inner
area enabling them to modify entries; these same people will retain the access levels
granted at the higher level for the rest of the Directory entries.

Figure A.2. Administrative areas

-Autonomous Area A

Specific Area C Autonomous Area B

1

Inner Area D

Inner Area E

~
-
~
-
~
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Security
There are three aspects of security provided by the Directory Service:

» authentication
» access control, and
 confidentiality.

Authentication

The steps taken by parties in an interaction to verify each othersidentity is called
authentication.
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M ost applications where parties are connected by communications networks require some
form of authentication. Usually, the requester of a service initiates the connection and
presents a user identity and password (credentials) to the service provider. Accessis only
granted if the credentials are those agreed in advance with the service provider.

The purpose of authentication in a Directory isto support Access Control (see below).

Several different types of credentials may be used to establish identity, details of which
are givenin Section 5.2.1, “Establishing identity”, but may be summarised as follows:
* no authentication, where no credentials are presented.

» simple authentication, where the Distinguished Name (DN) and a password are used.
The DN given must correspond to the name of an entry in the Directory.

» SASL authentication, which uses userids instead of DNs, and supports various
mechanisms which can avoid passing credentials over the network in the clear.

* strong authentication, where a digitally signed token is used.

Each is useful in certain circumstances.

Access control

Accesscontrol isasecurity service aimed at preventing unauthorized accessto acapability.

Once anidentity has been established (authenticated), the access control system determines
what data and operations can be accessed by that identity. It isalso possible to require that
certain operations are digitally signed.

The purpose of access control isto protect entries, attributes and their values against
unauthorized disclosure or modification. Access control regulates what type of operation
can be performed on an entry and on an attribute or value.

More information on access control is given in Chapter 6, Controlling Access.

Distribution of the Directory

A Directory can be distributed widely over many computer systems, linked together in a
network. The user information held on these systems can be shared or duplicated in a
flexible way, while also ensuring that the required security of access is maintained.

Directory Servers

A Directory can be composed of many Directory Servers containing copies of the application
used to maintain and provide access to the Directory and defined parts of the DIT. In
practice, this usually means that each Directory Server Application (DSA) isheld ona
separate machine in the network. Directory Server applications provide the mechanisms
for access control, data management and system management.

The naming context

The DIT can be made up of a number of subtrees which do not overlap, each of whichis
provided by adifferent Directory Server. Each such subtree of the DIT is called anaming
context. A single Directory Server may provide one or more naming contexts, asillustrated
in Figure A.3, “Example of Naming Contexts”.

A basic principleisthat each entry inthe DIT is mastered by a single Directory Server,
which isthe only Directory Server where that entry may be modified.
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Figure A.3. Example of Naming Contexts
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DS3 O
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The administrator setting up a Directory Server definesits (initial) naming context(s) by
specifying:

» The Distinguished Name of the entry in the DIT at the top of the naming context to be
mastered, that is, the context prefix.

« If the naming context is not immediately below the root of the DIT, areferencetoaDSA
holding a naming context which is superior to thisone, that is, a superior reference.

» References to any naming contexts below this one in the DIT of which this Directory
Server should be aware, that is, subordinate references.

Note: Inthe M-Vault Server, a Directory Server's naming context may be split
into several subordinate naming contexts. Thisis arelaxation of the standards,
which state that for every naming context the superior naming context consists
of entries mastered in a different Directory Server.

A naming context is not necessarily an administrative area (see Section A.3.1,
“Administration of the Directory”). An administration may split the area among multiple
adjoining naming contexts.

Subschema

Each Directory Server contains information to regulate the entries held by that Directory
Server. Thisis called its subschema.

Subschema information comprises:
» Congtraints on the hierarchical structure of the DIT, that is, permitted hierarchical

rel ationships between object classes.

» For each object class, a specification of which attributes are mandatory and which are
optional.

» The characteristics of each attribute in terms of attribute syntax and other operational
attributes.

Thus, the subschema defines the shape of the DIT tree held by the Directory Server, what
should be held in each entry and in what form it should be held.
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Directory User Agent (DUA)

A Directory User Agent (DUA) isaclient application used to connect to aDirectory Server.
The DUA provides the ability to issue operations to the Directory and process the results
obtained.

The standards define only the protocol and service requirements of a DUA and do not
define the “1ook-and-feel” of a DUA client. Thus, DUA client applications comein many
varieties, though all follow the same basic mechanisms for accessing the Directory and
have the same internal model for how information in the Directory is represented in terms
of names, object classes, entries and attributes, as previously discussed.

A DUA communicates with the Directory using an access protocol. This can be:

 Lightweight Directory Access Protocol (LDAP),
» X.500 Directory Access Protocol (DAP).

The access protocol implements the Directory Abstract Service which provides the
operationsto access and update the Directory. Access operationsinclude the ahility to read
an entry, list al entries subordinate to another entry, and search for entries based on
user-specified search filters. Update operations include the ability to add an entry or
attributes, remove an entry or attributes, and modify an entry or attributes.

Interactions between Directories and DUAS

The Directory Server can respond to requestsfrom aDUA (over DAP or LDAP) or another
Directory Server in one of the following ways, as shown in Figure A .4, “Interactions
between Directory Serversand a DUA”:

« If the Directory Server holdsthe information to satisfy the request, then that information
isreturned to the DUA.

« If theDirectory Server doesnot hold theinformation, or hasonly part of theinformation,
it can be configured to obtain theinformation from another Directory Server. Thisprocess
iscalled chaining.

» Alternatively, if the Directory Server does not hold the information, it can be configured
toreturn areferral to the DUA, which can then contact the referred alternative Directory
Server for the information.

The configuration for chaining or referral can be set up for each Directory Server and as
part of the service controlsin the DUA. It is configured separately for requests passed over
DAP and over LDAP.

Note: Only operationswhich read data, not modify it, can be chained over LDAP.
The chaining iscarried out with no authentication; see SectionA.3.1.2, “ Security”.

The communi cation between Directory Serversisviathe Directory Server Abstract Service
and uses the Directory System Protocol (DSP); this protocol is used for inter-Directory
Server communication unlesstheinformation is shadowed (see Section A.3.4, “ Shadowing”.

If interaction between Directory Serversisrequired, each Directory Server needs operational
information (knowledge) about the other Directory Server(s).
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Figure A.4. Interactions between Directory Servers and a DUA
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Shadowing

To minimise accesstimesfor Directory information, it may be necessary to ensure that the
information is near the users who need it by means of replication. Replication means that
several Directory Servers hold a copy of the same information.

Replication of information in the Directory is called shadowing. One Directory Server
establishes a shadowing agreement with another, whereby the shadow supplier contracts
to provide the shadow consumer with a copy of some part of the DIT. A single Directory
Server may act in the role of a shadow supplier, a shadow consumer, or both, depending
on the shadowing agreements between it and other Directory Servers.

Thus, many copies of apart of the DIT (anaming context or part of it) may be provided
by a number of different Directory Servers. However, only oneis considered to be the
master copy. When the information changes, it is the master copy which is updated, and
then the changes are propagated to the shadow copies, following theruleslaid down in the
various shadowing agreements.

Depending on the shadowing agreement, a Directory Server in a shadow consumer role
may request an update from a shadow supplier Directory Server, and/or the shadow supplier
may initiate the update. The update can take place at a defined frequency or on demand,
and the actual update can be either incremental or total. An incremental update includes
only those modifications since thelast update. In both cases, atimestamp uniquely identifies
the update transaction.

Theprotocol used for replicationisthe Directory Information Shadowing Protocol (DISP).

Directory Server information model

Each Directory Server must maintain an internal model of the information it holds, so that
it can represent and manage its portion of the DIT. This internal model is primarily of
interest to Directory Server administrators who will configure a Directory Server and
popul ate its database with information.

A Directory Server requires information about how the DIT is organized. Thisisheld in
the form of Directory Server operational attributes, which comprise:
* Directory operationa attributes, used to operate the Directory Server.

« Directory Server shared attributes, such as knowledge references, used by a Directory
Server to contact other Directory Servers.

* Directory Server specific attributes which represent how the DIT is configured for that
particular Directory Server.
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Directory operational attributes

Directory operational attributes apply to the whole Directory and are mainly used to
implement the Administrative Model, as described in Section A.3.1, “Administration of
the Directory”. They include collective attribute, authentication and access control
information and also the Access Point for this Directory Server.

Access point

An Access Point uniquely identifies a Directory Server. The Access Point consists of the
Distinguished Name (DN) of the Directory Server, which definesitslocation in the DIT,
and its Presentation Address (PA), which definesits location on the network.

Note: The Presentation Address is mandatory for Access Pointsin the M-Vault
Server.

Directory Server shared attributes

Directory Servers need away of progressing operations which reference entries outside
their naming context(s). Knowledge References are used for this purpose.

» A subordinate reference is the access point of the Directory Server which masters a
naming context directly subordinate to the naming context of this Directory Server.

» A crossreferenceisthe access point of the Directory Server mastering anaming context
which is not directly subordinate to the one mastered by this Directory Server.

» A supplier reference is held by a shadow consumer Directory Server. It contains the
access point of the supplying Directory Server and, optionally, the access point of the
master Directory Server, if the updates are not supplied by the master.

» A superior reference isrequired for all Directory Servers which do not provide afirst
level naming context. It is the access point of the Directory Server to contact if thereis
no other suitable reference to progress the operation.

Directory Server’s information tree

A Directory Server’s Information Tree (Dsal T) contains all the namesin the DIT known
to that Directory Server.

If asingle Directory Server were providing the whole Directory, al entrieswould beinits
Information Tree. Typically, however, the individual Directory Server's Information Tree
isavery restricted subset of the total DIT.

If aDirectory Server does not master any entries that are immediate subordinates of the
root, then it needs areference to the Directory Server that holds a superior naming context
(see Section A.3.2.1, “Directory Servers’). The Directory Server that masters a superior
naming context will be able to chain or refer any requests toward afirst level Directory
Server. A first level Directory Server is one which holds knowledge of all naming contexts
that are immediate subordinates of the root.

At each name in the Directory Server’s Information Tree, the Directory Server holds a
privateinternal object, the Directory Server Specific Entry (DSE), which holdsthe attributes
specific to the entry. Directory Server shared and Directory Server specific attributes are
kept separate from Directory operational attributes and the user information.
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Functionality of M-Vault

The functionality offered by the M-Vault Server includes:

 Support of the Directory Access Protocol (DAP) as defined in the X.500 (2008) standard.
 Support of the LDAPv3 protocol defined by RFC 4511.

* Support of the Directory System Protocol (DSP) as defined in the X.500 (2008) standard,
including chaining.

» Schema support of all attribute types and object classes as defined in X.520 (2008) and
X.521 (2008) as well as those defined in RFC 4519 and RFC 4524.

 Support of the bind operation using no authentication, simple authentication and strong
authentication for DAP, DSP and DISP as defined in the 2008 standards.

 Support for signed DAP, DSP and DISP operations.

 Support of the SASL authentication framework as defined in RFC 4422 for use with
LDAP as defined in RFC 4513.

 Support of asubset of X.500 (2008) defined Basic Access Control.

* Replication using X.500 (2008) DISPincluding support for incremental and full shadow
updates, supplier and consumer initiated, scheduled and on-change updates, attribute
filtering and chop shadowing.

*» Provision of the Directory Abstract Service in adistributed environment as defined in
X.518 (2008), including support of chaining and referral modes of operation, superior
references, and subordinate references.

» Configuration of the Directory Server using standard knowledge references.
¢ Indexing and database tools for the management of on-disk databases.
 Audit logging.

Detailed referencesto the individual standards are given in Appendix |, References.

Isode’s interpretation of the standards

Although the M-Vault Server supportsthe standards aslisted above, there are some methods
of interpretation which are worth mentioning. These are detailed in the sections bel ow.

Storage of and access to entries

The X.500 (2008) specifications require that Directory Servers have some means of
accessing the attributes of Directory Server Specific Entries (DSEs), and that overlapping
information shadowed by two different sourcesis kept distinct.

The M-Vault Server architecture contains atwo-part solution to the problem of entry storage
and access:
* Ordinary (user information) entries are stored on disk in one or more databases.

* Directory Server specific attributes are held in memory as an internal Directory Server
knowledge information tree. The in-memory database is termed the Directory Server
Information Tree.

The M-Vault Server relies on this Directory Server Information Tree for efficient name
resolution, pre-filtering, access control checks, and operation progressing.
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The M-Vault Server isasingle multi-threaded process on all supported platforms. On
Windows systemsiit runs as a Windows Service. On Unix systemsit runs as a system
daemon.

Operating system support

The M-Vault Server is a single multi-threaded process on all supported platforms. On
Windows systems it runs as aWindows Service. On Unix systemsit runs as a system
daemon.

Replication

The M-Vault Server implements both the supplier and consumer sides of the Directory
Information Shadowing Protocol (DISP), which allowsthe replication of anaming context
from one Directory Server to another.

The Shadow Update Scheduler module transmits shadow updates of GDAM-held naming
contexts at manager-configurable intervals, either when an entry in the context has been
modified, at specific times, or when forced by the Directory Service Manager. The shadow
update can be either atotal update which contains every entry in the naming context, or an
incremental update which includes only those entries which have changed since the last
update.

Thedatabase GDAM includes achangelogging mechanism, so that changesto that GDAM
can be found and transmitted efficiently.

The use of Autonomous Administrative Areas
The X.500 standards state the following restriction:

An Autonomous Administrative Area (AAA) controlled by an authority
cannot be immediately subordinate to another AAA controlled by the
same authority.

However, this restriction has been relaxed in the M-Vault Server to enable the shadowing
of part(s) of anaming context. The partsto be shadowed are defined asAAAS, which means
that, in the case of the M-Vault Server, an AAA can beimmediately subordinate to another
controlled by the same authority. It is assumed that a naming context is an access control
and a collective attribute area.

The use of Superior Naming Contexts
The X.500 standards state:

For every naming context the superior naming context consists of entries
mastered in a different Directory Server.

In the M-Vault Server, a naming context may be split into several subordinate naming
contexts to allow for the shadowing of part(s) of the naming context. Thus, the superior
naming context may consist of entries mastered in the same Directory Server.
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Appendix B Attributes

Thisappendix provides details of the attributes associated with some of the common object
classes, indicating which are mandatory and which are optional.

B.1 Sample attributes of object classes

This section contains extracts of sample entrieswhich illustrate the points madein the text,
using the LDIF format.

Attribute type keywords do not have to follow the mixed-case conventions shown in the
examples because keywords map, ignoring case, onto the numeric object identifiers used
internally. The case of attribute valueswill be preserved asentered initially, but can usually
be matched case-independently. It is not possible to modify the case of an attribute value
by DAP without removing the old value and reinstating the modified value.

The remainder of this section gives examples of entries for organizations, persons, and
other White Pages objects.

Note: All object classes have a mandatory attribute objectClass that specifies
what type of object it is. Thisisin addition to the specified mandatory attributes
listed below.

B.1.1 Country

Objects of this class represent a geographic entity.
» Thereisone mandatory attribute: countryName, which gives the name of the country.

Thevalue of thisattributeis a printable string exactly two characterslong; for example:

c. US

This attribute is single-valued, and the value is restricted to be an 1 SO 3166 country
code.

» ThefriendlyCountry subclass of country used in RFC 4524 adds a mandatory attribute,
friendlyCountryName, which gives the name of the country in ahuman-readable form.
The value of this attribute is a string, for example,

friendl yCountryNane: The United States of Anmerica

Thisattribute is multi-valued. It would not be used asthe naming attribute, but is helpful
when displaying a country entry.

» Optiona attributesinclude description and searchGuide.

B.1.2 Organization

Objects of this class represent atop-level organizational entity, such as a corporation,
university, government entity, and so on.
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» Thereisone mandatory attribute, organizationName, which gives the name of the
organization and is multi-valued. The value of this attribute is a string, for example:

o: Multi-National Network

» There are anumber of optional attributes for holding contact and similar information:
description, localityName, stateOrProvinceName, streetAddress,
physicalDeliveryOfficeName, postalAddress, postalCode, postOfficeBox,
facsimileTelephoneNumber, internationalISDNNumber, telephoneNumber,
teletexTerminalldentifier, telexNumber, preferredDeliveryMethod,
destinationindicator, registeredAddress, businessCategory, seeAlso, searchGuide,
userPassword

An example of an organization entry is:

dn: o=Mul ti-National Network

obj ect Cl ass: organi zation

obj ectCl ass: top

o: Multi-National Network

o: MN

t el ephoneNunber: +44 20 8783 2964
busi nessCat egory: Tel econmuni cati ons
|: Geat Britain

| : Canada

I: United States

Organizational unit
The organizationalUnit object class is used to represent a unit within an organization.

» Thereisone mandatory attribute, organizationalUnitName, which gives the name of
the organizational unit. The value of this attribute is a string, for example:

ou: Research and Devel opnent

» Many of the optional attributes are the same as those for organization.

An example of an organizational unit entry would be:

dn: ou=Mar keti ng, o=Mul ti-National Network
obj ect G ass: organi zati onal Uni t

obj ectCl ass: top

ou: Marketing

busi nessCat egory: Marketing

| : Second Fl oor

st: Surrey

Person
Thisis abase object class used to represent a person.

» There are two mandatory attributes:

< commonName, which givesa(potentially ambiguous) name for the person. Thevalue
of this attribute is a string usually containing the person’sfirst and last names, for
example, Steve Kille This attribute is usually multivalued, containing variations on
thefirst, middle, and last names, for example, Stephen E. Kille Steve E. Kille Stephen
Kille
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* surname, which gives the person’s last name. In cultures that do not have a distinct
surname the common name used in the RDN could also be placed asavaluein this
attribute.

Organizational person and inetOrgPerson
These are auxiliary classes of the person object class.
 organizationalPerson introduces the following optional attributes:

preferredDeliveryMethod, destinationIndicator, registeredAddress,
internationallSDNNumber, x121Address, facsimileTelephoneNumber,
teletexTerminalldentifier, telexNumber, physicalDeliveryOfficeName, postOfficeBox,
postalCode, postalAddress, title, organizationalUnitName, streetAddress,
stateOrProvinceName, locality

* inetOrgPerson adds the following optional attributes to those found in
organizationalPerson:

audio, businessCategory, carLicense, departmentNumber, displayName,
employeeNumber, employeeType, givenName, homePhone, homePostalAddress,
initials, jpegPhoto, labeledURI, mail, manager, mobile, organizationName, pager,
photo, roomNumber, secretary, uid, userCertificate, x500Uniqueldentifier,
preferredLanguage, userSMIMECertificate, userPKCS12

An example person entry would be:

dn: cn=Bill Smith, ou=Marketing, o=Mul ti-National Network
obj ect C ass: i net OrgPerson

obj ect Cl ass: organi zati onal Per son

obj ect Cl ass: person

obj ectCl ass: top

cn: Bill Smith

cn: Wlliam Snith

mail: B. Sm t h@ esearch. nmn. com
room\unber: 123
sn: Smth

t el ephoneNunber: +44 20 8783 2964
title: Manager

Organizational Role
Entries of this class are used to represent a position or role within an organization.

e Thereisone mandatory attribute, commonName, which givesthe name of therole. The
value of this attribute is a string, for example:

cn: post master

» There are many optional attributesincluding roleOccupant (the distinguished name of
the person who fulfils the role), for example:

rol eCccupant: cn=Bill Smth, ou=Resear ch, o=Mul ti-Nati onal Network

The other optional attributes are: seeAlso, preferredDeliveryMethod,
destinationindicator, registeredAddress, internationalISDNNumber, x121Address,
facsimileTelephoneNumber, teletexTerminalldentifier, telexNumber,
telephoneNumber, locality, postOfficeBox, postalCode, postalAddress, description,
organizationalUnitName, streetAddress, stateOrProvinceName,
physicalDeliveryOfficeName
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For example:

dn: cn=Secr et ary, ou=Mar ket i ng, o=Mul ti - Nati onal Network
obj ect Gl ass: organi zati onal Rol e

obj ectCl ass: top

cn: Secretary

rol eCccupant: sn=Jones, o=Mul ti - National Network

t el ephoneNunber: +44 20 8783 2964

It isimportant to remember the distinction between aliases and roles when selecting the
attributes of an organizationalRole entry. For example if the role was departmentad fire
safety representative, it would belikely to be filled by a succession of different individuals
with different phone numbers. In this case, phone number should not be an attribute of the
role entry.

Group of Names
Entries of the object class groupOfNames define a set of names.
There are two mandatory attributes:

» commonName, which isthe name of the group

* member, which is multi-valued and identifies members of the group — it must contain
at least one value

For example:

dn: cn=Manager s, ou=Mar ket i ng, o=Mul ti - Nati onal Network
obj ect C ass: groupCf Nanmes

obj ectCl ass: top

cn: Managers

menber: cn=Bill Smth, ou=North, o=Mul ti-Nati onal Network
menber: cn=John Bail ey, ou=West, o=Mul ti - Nati onal Network

Alias

Objects of this class represent an alias to some other entry in the DIT. It is generally used
when an entity belongs in more than one subtree of the DIT, and is used to “point” one
entry to the other.

Thereisone mandatory attribute, aliasedObjectName, which isapointer to another object
in the Directory. For example:

al i asedObj ect Nane: cn=Bill Smth, ou=Marketing, o=Mul ti-Nation
al Net wor k

Note: An aliased object must include the attribute, or attributes, used in the
Relative Distinguished Name. This attribute should usually also be present in the
aliased object.

Domain related object

If an object has some relationship to the Internet Domain Name System (DNS), then this
can be represented in the DIT using this auxiliary object class, which would normally be
added only to organization or applicationProcess entries.

This class has one mandatory attribute, associatedDomain, which identifies the domain
which corresponds to this object. The value is adomain string, for example:
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associ at edDomai n: mMmn. com

LabeledURI object

This auxiliary object class has no mandatory attributes, but it has two optional attributes:

* labeledURI, whichisused to hold aUniform Resource | dentifier (see RFC 3986) together
with an associated text label, for example:

| abel edURI : http://ww. mn. comd Multi-National Network Limt
ed hone page

* labeledURL, which is used to hold a Uniform Resource L ocator together with an
associated text label, for example:

| abel edURL: http://ww. rmmn. coml Mul ti-National Network Limt
ed hone page

B.2

Extending the schema

If thereisalocal requirement to hold information that does not map to existing object class
or attribute definitions, then it may be necessary to extend the schemaused by the Directory
Service.

The Directory Server and DAP DUAS read the optional (ETCDIR)/dsaptailor and
(SHAREDIR)/dsaptailor files on start-up. (An examplefileis supplied which may be used
asthe basis of an actual dsaptailor fileif required.)

Each dsaptailor file entry has the form:

<key> <val ue> [<value> ...]

where <key> isthe entry identifier.
All comment lines must be preceded by a #.

Thefirst non-comment line of the dsaptailor file must be to configure the Object Identifier
(OID) definition tables, giving the files containing the allowed object classes and attributes.
For example:

oi dt abl e oi dt abl e

will direct the Directory Server and DAP DUASsto consult thefiles oidtable.gen, oidtable.at,
oidtable.oc, to obtain the string of OID mappings needed for operating the Directory. If
the value is not an absolute path (such as /opt/isode/share/oidtable), they will attempt to
find these filesin the (ETCDI R) directory, and if not present there, in the ( SHAREDI R)
directory.

There can be multiple values for oidtable, so local schema additions can be kept in local
files. For example:
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oi dt abl e oi dt abl e | ocal

will direct the Directory Server and DAP DUASsto consult thefiles oidtable.gen, oidtable.at,
oidtable.oc, local.gen, local.at, and local.oc.

In the absence of adsaptailor file, the Directory Server and DAP DUAs will use a default
oidtable value of “ oi dt abl e nbox atn nilitary”.

Note: A fatal error will occur if all three of aset of filesismissing (i.e. oidtable.*
or local.*).

Itis strongly recommended that any local schema definitions are made in separate files
(e.g. local.gen, local .at and local.oc), as this will simplify upgrades to future versions of
M-Vault.

Once aset of additional filenames has been chosen and configured in dsaptailor, the actual
schema extensions can be entered.

*.gen files

The *.gen files contain mappings from OIDs to names used in the *.at and *.oc files. This
can be used to smplify the entriesin the other files. Thelocal .gen filewould usually contain
references to the OID arcs allocated to the organization for use within their Directory
Service. The format of *.gen files is described at the top of oidtable.gen.

If for example an organization had been allocated an OID by the IANA, then they might
have alocal.gen file containing:

# Start of |ocal definitions
exanpl e-org: enterprises. 123456
exanpl e-org-at: exanple-org.1
exanpl e-org-oc: exanpl e-org. 2

# End of |ocal definitions

* at files

Any additionally required attributes should be defined in *.at files. The format of *.at files
is described at the top of oidtable.at.

Note: Every attribute must be defined with an attribute syntax; for a description
of commonly used attribute syntaxes see Appendix C, Attribute Syntaxes.

The organization may for example have alocal.at file containing:

# Start of |ocal definitions
i mpQuot a: exanpl e-org-at.1: |Integer: single-value
webQuot a: exanpl e-org-at.2: Integer: single-val ue
webPat h: exanpl e-org-at. 3: CaselgnoreString: \

si ngl e-val ue
# End of |ocal definitions

* oc files

Any additionally required object classes should be defined in *.oc files. The format of *.oc
filesis described at the top of oidtable.oc.
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These object classes could reference standard attributes, or the locally defined attributes,
or a combination. The organization may for example require alocal.oc file containing:

# Start of |ocal definitions
customer: exanpl e-org-oc.1: top: : \
i mpQuot a, webQuota, webPath : kind=auxiliary

In other words, customer is asubclass of top, and has three optional attributes. It isan
auxiliary object class, and could be used together in an entry with person, or
inetOrgPerson.

After restarting the Directory Server and all DAP DUAS, the new schemadefinitions should
be available for use.

Customising DUAs

Further changes may be required in DUAsto allow them to recognise and utilise the custom
schema. Often, LDAP-based DUAs will be able to read entries using the custom schema
without any modification.

However it can still be useful to customise DUAS so that they display the custom schema
in auseful way. To customise Sodium, the ADUA provided with M-Vault, please see
Appendix D, Customising Sodium.
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Appendix C Attribute Syntaxes

Attribute values have an internal structure described by their syntax. When communicated
over LDAP, or displayed in user agents like Sodium and M-Vault Console, the string
representations associated with those syntaxes are used. This appendix describes al the
currently recognized syntaxes and their LDAP string representations.

The string representations described in this appendix are also used in Sodium when
displaying, modifying or adding entries. For most of the string representations, a BNF
description is given using the following base descriptions:

ALPHA = (any upper or |ower case |A5 character)
DAT = (any digit)
LDIA T = (digits 1 to 9)
Print abl eCharacter = ALPHA / DA T / """ [ "(" [ ")" [
B B A A B
B AT B A

Cct et

Tel et exChar act er
BMPChar act er

Uni ver sal Char act er
UTF8Char act er

(any octet)

(any Tel etexString character, see bel ow)
(any UCS-2 encoded Uni code character)
(any UCS-4 encoded Uni code character)
(any UTF-8 encoded Uni code character)

C.1 Character sets and matching rules

The Directory Server supportsall five of the Directory string character sets: PrintableString,
TeletexString, BMPString (Unicode), UniversalString (4 octet Unicode) and UTF8String
(Unicode, but encoded compactly).

Cl1 PrintableString characters
The printable string characters are the | etters, numbers and sel ected symbols: apostrophe,

left and right parenthesis, plus sign, comma, hyphen, period, equals, solidus (forward dash),
colon, question mark and space.

C.1.2 TeletexString characters

The following character sets are supported:

Name Description

ISO-IR-6 Similar to ASCII

| SO-IR-87 Multicode CIK
ISO-IR-102 Similar to ACSCI|I
ISO-IR-103 Accent modifiers
|SO-IR-106 Control characters (CO)
ISO-IR-107 Control characters (C1)
ISO-1R-126 Greek (1SO-8859-7)
ISO-IR-144 Cyrillic (1SO-8859-5)
ISO-IR-150 Greek (CCITT)
ISO-IR-153 Cyrillic (GOST-19768-74)
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Name

Description

SO-IR-156

Accent modifiers

Theinitia character set invocations are described in this section, as they form the default.

Name Code range (hexadecimal)
ISO-IR-106 00-1F

SO-IR-102 20-7F

ISO-IR-107 80-9F

ISO-IR-103 AO-FF

BMPStrings, UniversalStrings and UTF8Strings

BMPStrings arethe same asUnicode (whichisaUCS-2 encoding of 1SO-10646). Universal
strings are 4 byte Unicode (which is a UCS-4 encoding of 1SO-10646), but as yet has not
extended the character set. UTF8 strings are also Unicode, but encoded more compactly.

Matching rules

An important part of the Directory Server is the ability to search for specified attributes.
The most common type of matching is equality: that a presented attribute type and value
isthe same as a value of that attribute type in an entry. Remember that alarge number of
the standard attributes match case insensitively; for Directory strings, the match is aso
independent of the character set; for example “tim” will match “TIM”.

For many string syntaxes an approximate match is also supported; however, the approximate
match method used is Directory Server-dependent. A Directory Server can be configured
to use either a soundex-based algorithm or a metaphone-based a gorithm. Both algorithms
work by grouping similar-sounding characters into classes. For soundex, the classes and
their corresponding characters are shown in the table below. The first character of aword
isaways used as the first character of its corresponding soundex code. Adjacent similar
charactersareignored. Thus, theword “Robens’ has soundex code “ R152". Sincetheword
“Robbins’ also has soundex code “R152”, these two words are approximately equal. To
match multiple words each of the target words must appear in order in the string to which
it is being compared. There may, however, be other items in between the words matched.
For example: “Tim Howes’ would match “ Timothy Alan Howes’ since “Tim” matches
“Timothy,” “Howes” matches “Howes,” and the matched words are in the proper order.

Table C.1. Soundex character classes

Characters Soundex class
BFPV 1

SCGIKQXZ 2

DT 3

L 4

MN 5

R 6

all others ignored
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C.2

C21

C.2.2

C.2.3

C.24

C.25

C.2.6

Common attribute syntaxes

This section describes the syntaxes and string representations used by commonly defined
attributes

ASN

No LDAP string representation is defined for this syntax.

Audio

Thissyntax is used to represent p-law encoded audio. Thisformat isnormally used in files
with . au extensions.

No human-readable L DAP string representation is defined for this syntax. The octetsin
the raw file are used as-isin the attribute value.

BitString

Value = "'" *( "0" / "1" ) "'B"

Also note other syntaxes are available which allow named bits to be set in abit string. For
example, see Section C.3.1, “DSEType".

Boolean

The value represents true or false.

Value = "TRUE" / "FALSE"

CaseExactString/CaselgnoreString

Val ue = 1*UTF8Char act er

This syntax represents the DirectoryString syntax, which allows PrintableString,
TeletexString, BMPString, UniversalString, and UTF8String values. However the LDAP
string representation automatically converts al stringsto UTF-8.

The CaseExactString variant uses case-sensitive matching, and the CaselgnoreString
variant uses case-insensitive matching.

CaselgnorelList

The CaselgnoreList syntax consists of a sequence of CaselgnoreString values.

Val ue
li ne

line *( "$" line )
(see Casel gnoreString syntax)

The line values require that any “$” and “\" characters be escaped i.e. written as\ 24 and
\ 5¢ respectively.

Only equality matching is supported for this syntax.
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CountryString

Val ue = 2Pri nt abl eChar act er

This syntax istreated as a PrintableString, with case-insensitive matching rules. Note the
string must be two letters and one of the country codes defined by | SO 3166. For example:

c. GB

DeliveryMethod

This defines the priority order when communicating with an object.

Value = pdm*( "$" pdm)

pdm = "any" / "mhs" / "physical" /
"telex" / "teletex" [ "g3fax" /
"g4fax" / "iab" / "videotex" /
"t el ephone”

For example;

preferredDel i ver yMet hod: tel ephone$vi deot ex

DestinationString

This syntax is used to define the addressee as required by the Public Telegram Service.

Val ue = 1*Pri nt abl eChar act er

Case-insensitive matching rules are used.

DN

The DN syntax represents the di stinguished name of an entry which may or may not exist.

Value = [ rdn *( "," rdn ) ]

rdn = ava *( "+" ava )

ava = attrname "=" attrstring / : normal form
oid "=" "#" attrberhex

Two forms of attribute val ue assertion are defined: the normal form uses an attribute name
such ascn and a string representation of the attribute value. The string representation used
here requiresthat any “,”, “+” or “\" characters be escaped i.e. writtenas\, ,\ +,\\, or

\ 2¢,\ 2b, \ 5¢ respectively.

The other form of attribute value assertion uses the OID of the attribute type and the BER
encoding (converted to hexadecimal) of the underlying attribute value.

For example:

dn: o=l sode, c=GB
dn: cn=Legal Eagl e, 0=Sue\, Grabbit and Runne, c=CB
dn: 2.5.4.2=#13054c6567616¢c, dc=exanpl e, dc=com
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FacsimileTelephoneNumber

Thissyntax represents the tel ephone number and parameters associated with afax terminal.

Val ue
t el ephone- nunber
f ax- par anet er

t el ephone- nunber *( "$" fax-paraneter )
Printabl eString

"twoDi mensional " / "fineResolution" /
"unlimtedLength" / "b4Length" /
"a3Wdth" / "b4Wwdth" /

"unconpr essed"”

For example:

facsi m | eTel ephoneNunber: +44 602 123 4567%t woDi nensi onal

GeneralizedTime

The value represents a time and date with a 4-digit year.

Val ue = YYYY MM DD hh
[ m[ second ] ] [ fraction ]
of f set

fraction = ( "." / "," ) 1*DIG T

of f set = "Z" | positive / negative

positive = "+" hh [ nm]

negative = "-" hh [ nm]

YYYY =4DIAT ; year

W\l =2DIAT ; nonth 01 - 12

DD =2DIGT ; day 01 - 31

hh =2DIGT ; hour 00 - 23

mm =2DIAT ; mnutes 00 - 59

second =2DIAT ; seconds 00 - 60 (leap second)

For example the string 2004121610327 is used to represent 10:32 at UTC, on December
16th, 2004.

IA5String/CaselgnorelA5String

| A5Char act er
Val ue

(any | A5 character)
1*| A5Char act er

Thissyntax ishandled as PrintableString, except awider range of characters are recognized,
i.e., any character in |A5 string. The IA5String variant uses case-sensitive matching and
the CaselgnorelA5String variant uses case-insensitive matching. For example:

mai |l : i nfo@ sode. com

Integer

The value represents a positive, zero, or negative integer.

Value = ( "-" LDIGT *DIAT ) / nunber
nunber = DIGT / ( LDGT 1*DIG T )
For example:
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adm nSi zeLi mt: 123456

C.2.15 JPEG

This syntax is used to represent JPEG images, encoded using either the “ JPEG File
Interchange Format” (JFIF), or the“ Exchangeable Image File Format” (Exif). Both formats
are commonly used in files with .jpg extensions.

No human-readable LDAP string representation is defined for this syntax. The octetsin
theraw file are used as-is in the attribute value.

C.2.16 Mailbox

This syntax is used to hold values for non-X.400 and non-Internet email addresses.

Val ue = 1*Pri nt abl eCharacter "$" 1*| A5Char act er

For example;

ot her Mai | box: bmail $ info%onpany

C.2.17 NameAndOptionalUID

The value represents a di stingui shed name together with an optional bit string used for
disambiguation.

Val ue =dn [ "#" bitstring ]
dn = (see DN synt ax)
bitstring = (see BitString syntax)
For example:

uni queMenber: cn=John, ou=St af f, o=Conpany
uni queMenber: cn=John, ou=St af f, o=Conpany#' 1001' B

C.2.18 NisBootParameter
Value = key "=" server ":" path
key = (See PrintableString syntax)
server = (See PrintableString syntax)
pat h = (See PrintableString syntax)
C.2.19 NisNetgroupTriple
Val ue = "(" hostnane "," usernane "," donmi nnane ")"
host nane =""/ "-"/p
user nane =""/ "-"/p
domai nnane = "" / "-" [ p
p = (See PrintableString syntax)
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NisPublicOrSecretKey

Val ue = "{" keytype "-" keylength "-" algorithm"}" key
keyt ype = (See PrintableString syntax)
keyl ength = (See Printabl eString syntax)
al gorithm = (See Printabl eString syntax)
key = (See PrintableString syntax)

NumericString

Value = 1*DIA T

Thevalueisastring of digits (0 through 9 only).

ObjectClass

Although essentially an object identifier, a separate syntax is provided as the identifiers
have additional semantics when used as an object class.

Value = oid / nane

oid = nunber 1*( "." nunber )
nunber = DIGT/ ( LDGAT 1*DIA T )
For example:

obj ectCl ass: top
obj ect Cl ass: person

OctetString

Val ue = 1*Cct et

This syntax represents arbitrary octets, not a text string.

OID

Thevaluein thissyntax isan object identifier, i.e., adotted series of non-negative integers.
Any attribute or label defined in the schemafilesisalso avalid value.

Val ue oid / nane
oid nunber 1*( "." nunber )
nunber = DIGT/ ( LDGAT 1*DIGAT )

For example;

pwdAttri but e: user Password

Password/EncryptedPassword

Val ue = 1*Cct et
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Values using the Password syntax may be hashed when stored in the GDAMsiif the
Directory Server has password hashing enabled, see Section 5.6.3, “ Storing passwords in
the GDAM”. The resulting values then have a string representation:

Val ue = scheneprefi x hashedpassword
scheneprefi x ="{" scheme "}"
schene = "crypt" / "md5" / "sha" / "sha2" /

"smd5" / "ssha" / "ssha2" / "scramsha-1"
(encoded password octets)

hashedpasswor d

The following schemes simply base-64 encode the hashed password values, as per RFC
2307:

* nmd5 —Unsalted MD5

* sha —Unsated SHAL

* sha2 —Unsalted SHA2

* smd5 — Salted MD5

» ssha—Sdated SHA1

» ssha2 — Salted SHA2

Thescram sha- 1 scheme uses the format described in RFC 5803. For example:

user Password: secret

user Passwor d: { CRYPT}50PMLcf j 3z2SZg

user Passwor d: { SSHA2} Y3+1weG3ChgWs7eEd4Nwxi MhEl Hf A50y XcJOYTMAES F
ZI 3Tv

user Passwor d: : e1NDUKFNLVNI QSOxf TQWOTYENHNGT @ UVzc 1UFAOMKFt Q cyN
mMv1dz09JGBMpl bTlI nW/QBZTRwam 2aUx| KzN2bVJubz06eGTalk4VINBQTZa
Tl CONMBb1Ay Tnl 5RXBvPQ==

Note: Theuseof crypt,nd5, sha, sha2,snd5, ssha,ssha2 or scram sha- 1
mechanisms with this syntax changes the behavior of some Directory operations
in some possibly unexpected ways.

The compare, bind, modify, and sear ch operations behave asymmetrically with values
of this syntax: if one of the valuesis hashed, the other value used in the operation must be
the plaintext value. For example, if the stored password is hashed using M D5, the password
in the bind operation must be cleartext. If the stored password is not hashed (i.e. using

p!l ai n) then the password in the bind operation may be hashed using any of the other
supported hash mechanisms.

This asymmetry is required to prevent an attacker from reusing passwords that have been
read from network packets, or otherwise read from the Directory.

The add and modify operations will hash any plaintext values that the DSA is sent before
storing them inthe GDAM. Any passwordsthat the user has aready hashed correctly (using
the above listed mechanisms) will be stored in the GDAM asis.

Photo

This syntax isused to represent G3 Fax images. No L DAP string representation is defined,
and values should be transferred using ; bi nary.

PostalAddress

The PostalAddress syntax consists of a sequence of up to 6 CaselgnoreStrings each of
up to 30 characters.
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Val ue = addressline *5( "$" addressline )

The line values require that any “$” and “\" characters be escaped i.e. written as\ 24 and
\ 5¢ respectively.

Only equality matching is supported for this syntax.

For example:

post al Address: 36 Station Road$Hanpt on$M ddl esex

PresentationAddress

Value = [[[ psel "/" ] ssel "/" ] tsel "/" ] 1*naddr
psel =1 """ IA5String """ [/ """ hexstring "'"H' ]
ssel =1 """ IA5String """ / """ hexstring "'H' ]
tsel =] IASString """ / "'" hexstring "'H' ]
naddr = (network address string)

For example:

present ati onAddr ess: " X500"/ URI +0000+URL+i tot://server. exanpl e.c
om 19999| URI +0000+URL+| dap: / / server . exanpl e. com

PrintableString/CaselgnorePrintableString

Val ue = 1*Pri nt abl eChar act er

The value can be any character listed for PrintableString. The PrintableString variant
uses case-sensitive matching, and the CaselgnorePrintableString variant uses
case-insensitive matching.

TelephoneNumber

Val ue = 1*Pri nt abl eChar act er

Values are PrintableStrings, but are expected to be formatted as international telephone
numbers as per E.123i.e.

Val ue = "+" country national [ ext extension ]
country = 1*DGA T

national = 1*( DDAT / " ")

ext = 1*( ALPHA/ " " ) ; eg "x" or "ext"
extension = 1*DIG T

For example:

t el ephoneNunber: +22 607 123 4567
t el ephoneNunber: +1 302 123 4567 x876

Matching is case-insensitive, except that all space and “-” characters are skipped during
the comparison.
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Val ue
nunber

count rycode
answer back

Printabl eString
Printabl eString
Printabl eString

nunber "$" countrycode "$" answerback

For example:

t el exNunber

: 12345$G$PHYS

UTCTime

The value represents atime and date with a 2-digit year. Use of GeneralizedTime is

recommended

to avoid ambiguities with 2-digit years.

Val ue
of f set
positive
negati ve
YY

MM

DD

hh

nm

ss

YY MM DD hh nm|[ ss ] offset
"Z" | positive / negative
"+" hh mm

“-" hh mm

2DIGT ; two low order digits of the year

2DDGAT ; nmonth 01 - 12
2DIG T ; day 01 - 31
2DIG T ; hour 00 - 23
2DDGAT ; mnutes 00 - 59
2DIGA T ; seconds 00 - 59

For example the string 9806020932212 is used to represent 09:32:21 at UTC, on June

2nd, 1998.

UuID

This syntax is used to represent universally unique identifiers (UUIDs).

Val ue =tine-low "-" time-md "-"
ti ne- hi gh-and-version "-"
cl ock-seq- and-reserved
cl ock-seq-1ow "-" node

tinme-1ow = 4hexoct et

time-md = 2hexoct et

ti me- hi gh-and-versi on = 2hexoct et

cl ock- seq- and-reserved = hexoct et

cl ock-seq- | ow = hexoct et

node = 6hexoct et

hexoct et = 2hexdi gi t

hexdi gi t = ( hex digit 0 -9, A-F, a- f)

For example:

ent ryUUl D: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6
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C.3

C3.1

C3.2

C.3.3

C.34

X.500 operational attribute syntaxes

DSEType

Thisisanamed hit string.

Value = "(" dsebit *( "$" dsebit ) ")"

dsebit = "root" / "glue" / "cp" / "entry" /
"alias" [/ "subr" / "nssr" [ "supr" /
"xr" [ "adnmPoint" / "subentry" / "shadow' /
"zonbie" / "immBupr" / "rhob" / "sa" /
"dsSubentry" / "str"

For example:

dseType: ( entry $ shadow )

Protocolinformation

This holds the bilaterally-agreed profiles (Ol Ds) associated with a given OS| network
address.

Val ue = networ kaddr "#" profiles
profiles = pi [/

u(u pl *( " $u pl ) u)u
pi (see A D synt ax)

net wor kaddr

(see Presentati onAddress synt ax)

pr ot ocol | nf or mati on:

URI +0000+URL+i t ot : // server. exanpl e. com 1999

# 1.2.3.4.5.6.7

AccessPoint93

Thisis used to hold an X.500 access point.

Val ue = dn "#" presentationaddr /
"(" dn "#" presentationaddr "#" protinfo ")"
dn = (see DN synt ax)
present ati onaddr = (see Presentati onAddress synt ax)
protinfo = (see Protocol | nformati on synt ax)
For example:

super i or Know edge: cn=DSA, o=Conpany # URI +0000+URL+i tot://server
. exanpl e. com 19999| URI +0000+URL+| dap: / / server . exanpl e. com

MasterAndShadowAccessPoints

Val ue = masap /
"(" masap *( "$" masap ) ")"
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nasap
cat egory
accesspoi nt

category "#" accesspoint
"master" / "shadow'
(see AccessPoi nt 93 synt ax)

For example;

speci fi cknowl edge: master # cn=DSAl # URI +0000+URL+itot://server
. exanpl e. com 19999

speci fi cknowl edge: ( master # cn=DSAl1 # URl +0000+URL+itot://serv
er. exanpl e. com 19999 $ shadow # cn=DSA2 # URI +0000+URL+itot://s
hadow. exanpl e. com 19999 )

SupplierOrConsumer

Thisisused to hold shadowing knowledge. Also see Section C.3.7, “ SupplierAndConsumer”.

Val ue = agreement "#" accesspoi nt
agr eenent = bindingid "." bindingversion
bi ndi ngi d = 1*DIG T

bi ndi ngversion = 1*DIG T

accesspoi nt (see AccessPoi nt 93 synt ax)

For example:

consuner Know edge: 1.1 # cn=DSA2 # URI +0000+URL+i tot://server. ex
anpl e. com 19999

Supplierinformation

Value = "(" "master" "#" soc ")" / ; Is (master)
"(" "shadow' "#" soc ")" / ; isn't, master unknown
"shadow' "#" soc "#" "(" ap ")" ; isn't, master known
soc = (see SupplierO Consumer synt ax)
ap = (see AccessPoi nt 93 synt ax)
For example:

suppl i erl nformation: shadow # 100.1 # ( cn=DSAl1 # URI +0000+URL+i
tot://server.exanpl e. com 19999 )

SupplierAndConsumer

Thisis used to hold shadowing knowledge.

Val ue = supplier "#"' consuners
supplier = (see AccessPoi nt 93 synt ax)
consuners = consuner /

"(" consumer *( "$" consumer ) ")"
consuner = (see AccessPoi nt 93 synt ax)
For example:

secondar yShadows: ( (cn=DSA2 # URI +0000+URL+i t ot ://shadow. exanpl
e.com 19999) $ (cn=DSA3 # URI +0000+URL+i t ot : // shadow?2. exanpl e. c
om 19999) )
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C4

C41

C4.2

C4.3

X.400 attribute syntaxes

ORAddress

Thisisused to hold an X.400 O/R address.

Val ue = "/" 1*conponent

conponent = ctype "=" cvalue "/"

ctype = (any key from RFC 2156, e.g. "C', "S'", etc)

cval ue = pstring [ "*" tstring ] [ "&" bstring ] [ "% ustring ]
pstring = 1*Print abl eChar act er

tstring = (escaped Tel etex characters)

bstring = (BMP characters in UTF-7)

ustring = (Uni versal characters in UTF-7)

For example:

mhsORAddr ess: /i =P/ s=Princi pl e/ o=W dget / pr nd=W dget Co/ adnmd= /c=
GB/

ORName

Thisisused to hold an X.400 O/R address and an associated DN.

Val ue = "X400:" [ oraddress ] [ "#X500:" dn ]
oraddress = (see ORAddress syntax)

dn = (see DN syntax)

For example:

mhsDLMenber s: X400: / cn=Exanpl e/ o=None/ pr nd=Test / admd= / c=US/ #X50
0: dc=exanpl e, dc=com

mhsDLMenber s: X400: / cn=Exanpl e/ o=None/ pr nd=Test / admd= / c=US/

mhsDLMenber s: X400: #X500: cn=John Doe, dc=exanpl e, dc=com

Notethat previous|sode rel eases used a different string representation. The above examples
would have looked like:

mhsDLMenbers: dc=exanpl e, dc=com $ / cn=Exanpl e/ O=None/ pr nd=Test/ a
dmd= /c=US

mhsDLMenbers: $ /cn=Exanpl e/ O=None/ pr nd=Test / adnd= / c=US

mhsDLMenbers: cn=John Doe, dc=exanpl e, dc=com $

DLSubmitPermission

Value = "group_nenber:" dn /
"individual :" ornane /
"dl _nmenber:" orname /
“pattern:" ornane

dn = (see DN synt ax)

ornane = (see ORNane synt ax)
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mhsDLSubm t Per m ssi ons:
mhsDLSubm t Per m ssi ons:

pl e, dc=com

mhsDLSubm t Per m ssi ons:

Test / adnd= / c=US/

mhsDLSubm t Per m ssi ons:

gr oup_nmnenber: cn=My G oup, c=US
dl _nmenber : X400: #X500: cn=John Doe, dc=exam

i ndi vi dual : X400: / cn=Exanpl e/ o=None/ pr nd=

pattern: X400: / O=None/

Notethat previous | sode rel eases used adifferent string representation. The above examples

would have looked like:

mhsDLSubmi t Per m ssi ons:
mhsDLSubmi t Per m ssi ons:
mhsDLSubmi t Per m ssi ons:

st/ admd= /c=US

mhsDLSubmi t Per m ssi ons:

GROUP# cn=My G oup, c=US
MEMBER# cn=John Doe, dc=exanpl e, dc=com $
I NDI VI DUAL# $ / cn=Exanpl e/ o=None/ pr nd=Te

PATTERN# / o=None/

C.5

C>s.1

C.5.2

ACP133 syntaxes

The definitions in this section were adapted from version 1.0 of Combined
Communications-Electronic Board (CCEB) Publication 1008: CCEB Guidelines for
Implementing the Lightweight Directory Access Protocol (LDAP), which describes the
implementation of the schema defined in Allied Communication Publication (ACP) 133

with respect to LDAP clients.

RIParameters

Val ue = "r|="

ri

"ri Type=" ritype
"m ni m ze=FALSE"

" sHD="

shd

"classification=" classification

ri

1*Pri nt abl eChar act er

ritype "0" / ; nornal
1"/ ; off-line
"2 ; partTi meTer m nal
shd = 1*Pri nt abl eChar act er
classification = "0" / ; unmarked
"1" / ; uncl assified
"2" | ; restricted
"3" / ; confidential
"4" [ ; secret
" 5" ; top secret
Remarks
Val ue [ *p *( "$" *p ) ]

p

Pri nt abl eChar act er
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ONSupported

Val ue nanmedbits / bitstring

nanedbits = "{" [ nanedbit * ( "," nanmedbit ) ] "}"
nanedbit = "acpl27-nn" / "acpl27-pn" / "acpl27-tn"
bitstring = (see BitString syntax)

MLReceiptPolicy

Val ue = none / insteadof / inadditionto
none = "none"
i nst eadof = "instead of"

gener al names *15( "$" general nanmes )
general nane *( "% general nane )
( "otherNane = " othernane ) /

gener al nanes
gener al nane

( "rfc822Name = " iabstring )/

( "dNSNane = " iabstring ) /

( "x400Address = " oraddress ) /
( "directoryNane = " nane ) /

(

"edi PartyNane = "

[ "naneAssigner:" dirstring ]
"partyNane:" dirstring ) /
( "unifornmResourceldentifier ="
( "iPAddress = " octetstring ) /
( "registeredlD = " nunericoid )

iabstring ) /

ot her nane = (BER encodi ng of type and val ue pair)

i abstring = (See | A5String syntax)

or addr ess = (See ORAddress syntax)

nane = (See DN synt ax)

dirstring = (See Casel gnoreString/ CaseExact String synt ax)

octetstring (See CctetString syntax)

Addresses

Value = [ 1*55p *( "$" 1*55p ) ]

C.6

Reading the subschema from a client

The Directory Server now allows client read accessto subschemainformation (as configured
in the file-based oidtables). Some clients, such as the latest Active Directory applications,
require this ability in order to be able to access M-Vaullt.

Subschema are published via subschemasubentries. Thelist of known subschema subentries
islisted in values of thesubschemaSubentry attribute of the root DSE (which can beread
by DAP and LDAP clients). In addition, the subschema subentry governing a particular
entry can be discovered by reading the value of subschemaSubentry from the entry in
guestion. Note that L DAP clients must explicitly add subschemaSubentry to the entry
information selection in order to read the attribute. Thisis because subschemaSubentry
isan operational attribute. Also notethat LDAP clients can only read subschema subentries
by performing a base object search using thefilter obj ect cl ass=subschena.

The subschema attributes currently supported by M-Vault are limited to attributeTypes
(the set of known attribute types) and objectClasses (the set of known object classes).
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Others, e.g. naneFor s, are not currently supported. L DAP subschema publication and
retrieval mechanisms are described in RFC 4512
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Appendix D Customising Sodium

Sodium’s built-in templates can be modified to suit local needs.

When Sodium uses the Template or Full views, it displays entries that are read from the
Directory using one of a number of configured templates. The template used is based on
the objectclasses of the entry being read. A built-in Raw template is provided for cases
when the objectclasses do not match any other templates.

Templates are al so used when adding new entries.
You may wish to modify Sodium’s templatesif:

 you are using the standard schemain adlightly different way (for example, only alowing
one tel ephone number for a person)
 you are using locally-defined custom schema

 you want to set up pre-initialized field values (see Section D.11, “*Add’ templates’).

Note: Editing the templatesin Sodium will not change the schema being used
by Sodium and the Directory Server, and you still need to customize the schema
files as described in Section B.2, “ Extending the schema’.

Templates are stored in the templates.xml file, which Sodium will look for in

( ETCDI R) /sodiumand then ( SHAREDI R) /sodiumwhen it starts. It can be edited using any
plain text editor, or an XML editor. It includes definitions from other template files,
including an optional custom-templates.xml file. Definitions in the custom-templates.xml
filewill override identically matching templatesin the templates.xml file.

Each template references a number of forms that are used by Sodium. Each form defines
one or more named groups.

Each named group is displayed by Sodium in a separate tab. Each group is defined to have
anumber of fields.

Each field describes an attribute name, and which editor to use when displaying values.
For example, this template describes an ISP User which displays two attributesin atab
labelled Customer :

<editor-tenpl ates version="1.2">
<tenpl ate rdn="cn" keycl ass="i spUser"
| abel ="1 SP User" >
<formref="isp-user"/>
</tenpl at e>
<f orm name="i sp- user">
<group | abel =" Cust oner" >
<edi tor | abel ="Nane" attrtype="cn"
fields="1"/>
<editor |abel="Email" attrtype="mail"
fields="1"/>
</ gr oup>
</fornr
</ editor-tenpl at es>
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D.1

<edi t or -t enpl at es> element

Thisistheroot XML element. It can contain child <t enpl at e>, <f or n», <enuner at i on>
and <i ncl ude> elementsin any order. It has one attribute:

versi on
the version of this template specification, which is currently " 1. 2"

D.2

<i ncl ude> element

This has 2 attributes:

fil enane
the name of the XML file from which additional definitions areread. This attributeis
mandatory.

optional

indicatesif the file must be present or not. Values of this XML attribute must be either
"yes" or "no",thedefaultis" no".

D.3

<enumer ati on> element

This defines a set of mappingsfor an enumeration, which can bereferred to from <edi t or
edi tor ="enumeration" ...>eements.Itcontainsanumber of child <val ue>eements
defining the mappings. For example;

<enuner ati on nane="al ert _codes"
unset="No i nformati on" all ow nvalid="yes">
<val ue internal ="AC1" display="Yellow Alert"/>
<val ue internal ="AC2" display="Red Alert"/>
<val ue internal ="AC3" display="Battle Stations"/>
</ enuner at i on>

There are four attributes:

nane
The identifier that can be used to refer to this enumeration from <edi t or > elements.

unset
This defines what additional text should appear in the case that an attribute has no
value.

al | owi nval i d
Thishasavalueof "yes" or" no" and defineswhether illegal valuesinthefield (ones
not listed in the enumeration) resultinawarning (al | owi nval i d="yes") or anerror
(al I owi nval i d="no"). If not specified, the default isal | owi nval i d="yes".
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casesensitive
Thishasavalueof "yes" or " no" and defines whether internal values are matched
case sensitively to the attribute values or not. The default is" yes" .

D.4

<val ue> element

Thisdefinesasingle mapping withinan <enuner at i on> between aninternal stored value
and the human-readabl e text that should be displayed for that value. The attributes are:

i nternal
The internal value to map (as stored on the Directory).

di spl ay
The human-readabl e text that should be displayed in its place.

D.5

<t enpl at e> element

This has 4 attributes:

rdn
a space-separated list of LDAP attributes that will form the name of the entry

keycl ass
a space-separated list of objectclasses that are used to match thistemplate (all haveto
match)

| abel
the label to use when selecting the template when adding an entry

icon
the filename of theicon to display next to the template in the Add wizard, see
Section D.10.23, “Template icons’ for more details.

Only the minimum objectclasses necessary to match the desired entry/entries should be
listed inthekeycl ass. Typically thiswould just be the structural objectclass and any
appropriate auxiliary objectclasses.

The <t enpl at e> element contains a number of child <f or m> elements.

D.6

D.6.1

<f or n» element

Within a <t enpl at e> element

When the <f or m> element isachild of a<t enpl at e> element, it defines areference to
theactual <f or mp used. These references can be mandatory or optional. Optional references
are useful when defining auxiliary object classes for atemplate. In this context it has 5
attributes:
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r ef
the name of the <f or m> element being referred to (mandatory)

keycl ass
for optional <f or s, the additional objectclassto use

| abel
the label to use when selecting the optional parts of the template

i con
the filename of the icon to use when displaying the form in the Add wizard, see
Section D.10.23, “ Templateicons’ for more details. If present, the icon will override
the icon specified in the <t enpl at e>.

use
the situation that thisform should be used for, either " add" or"edit" or"add edit"
(the default). See Section D.11, “*Add’ templates’ for more details.

Within the <edi t or -t enpl at es> element

When the <f or m> element is adirect child of the <edi t or - t enpl at es> element, it
defines the groups used by the form, that is, which attributes to display. In this context, it
only has one attribute, and contains one or more child <gr oup> elements:

nane
the name of the <f or n» element being defined.

D.7

<gr oup> element

Thishasal abel attribute, which will appear on screen asthe tab’slabel. It can only
contain child <edi t or > or <I abel > elements.

Multiple <gr oup>s can use the same label. When a template uses forms that use multiple
groupswith the samelabel, the contents of the groups are merged together for that template.

Certain optional attributes may be used to create special-purpose groups.

msc
May haveavalue"yes" or "no", defaulting to “ no” . If "yes", then this group
becomes a‘misc’ tab that shows all the remaining user attributes present in the entry
that are not yet handled by any other tab, using default editors selected according to

syntax type.

addattr
May have avalue of "yes" or " no". If "yes" and m sc="yes" isalso specified,
then a button is added to the tab which allows further attributes to be added by name.

D.8

<| abel > element

This simply displays alabel covering the entire row. It has one attribute:

| abel
the string displayed on screen.
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D.9

<nmenber of > element

This element may be used to display alist containing the names of all the groups that have
the selected entry as a member - specifically, Sodium searches for any entriesthat have an
obj ect d ass of gr oupCOf Nanes, and displays the DN of any whose nenber attribute
contains the DN of the selected entry. It has one attribute:

| abel
the caption to be used on the screen.

Figure D.1. Sodium memberof element

%, cn=DSA,0=My Org / Jane Smith - Sodium =n =
Session Edit Operations X508 View Help

Browse: Jane Smith,... &2

B y| "en=D5A 0=MyOrg / Jane Smith": LDAP bind to 'dsa’ on port 19389 Template view v| |i‘|
& World Personal | Group | Contact | Other | Address | Photo | Employee
cn=config
& o=My Org This tab displays any groups of which this person is a member.
ﬁ o=Groups
% o=Users Member of &n cn=Data Managers,o=Groups,o=My Org

B cn=Jane Smith cn=ACI Managers,o=Groups,o=My Crg
i cn=lohn Brown cn=Password Managers,o=Groups,o=My Org

cn=User Managers,o=Groups,o=My Org

cn=D5A Managers,0=Groups,o=My Org

ELEEL

cn=D5A Operators,o=Groups,o=My Org

Add another... | | Clone.., | | Object classes...

a Viewing: cn=Jane Smith,o=Users,o=My Org

Group names are presented as read-only values using the dn editor (see Section D.10.8,
“dn editor”), which means that you can easily navigate to the group entry by clicking on

the icon next to the group name.

D.10

<edi t or > element

This has severa attributes:

attrtype

the name of the LDAP attribute type being displayed. This attribute is mandatory.

| abel

the string displayed on screen next to the attribute values. If absent, theat trt ype is
used.
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conpul sory
indicates if the attribute is mandatory or not, regardless of the schema. Values of this
XML attribute must be either "yes" or "no", thedefaultis" no" .

readonly
indicates if the attribute may be modified or not, regardless of the Directory Server’'s
access controls. Values of this XML attribute must be either " yes" or" no", the default
is"no".

edi tor
the name of the underlying editor to use. Sodium selects an editor based on the
attribute’s syntax, so it is generally not recommended to specify thisunlessit is
necessary to override Sodium’s default choice, for exampleto overridea“ string” editor
with a“stringtable” editor.

Some editors support additional XML attributes.
autostring editor

This allows string-valued attributes to be edited. A blank field is automatically inserted
when all the other fields contain text. For example:

<editor attrtype="tel ephonenunber"
edi tor="aut ostri ng" | abel ="Phone"/>

binary editor

Thisalows “binary” values to be edited. Instead of displaying them, they are loaded and
saved to disk. Vaues can be deleted using the Delete button, and additional values added
using the + button. External viewers are supported by specifying one or both of these
attributes:

vi ew_cnd
Specify the external command to run when the View button is clicked alongside an
item. Double or single quotes may be placed around command arguments containing
spaces. Some substitutions are made:

» uDisreplaced by the DN
* %A by the attribute name

* 9%/ by the filename of the temporary file containing the value, which will have an
extension of .bin for binary values, or .ber for BER-encoded values

* 9®pgivesasingle %

view all _cnd
Display a View All button which runs the given external command when clicked.
Doubleor single quotes may be placed around command arguments containing spaces.
Some substitutions are made:

» uDisreplaced by the DN
* %A by the attribute name

* % by thelist of filenames of the temporary files containing the value, each of which
will have an extension of .bin for binary values, or .ber for BER-encoded values

* oRngivesasingle %

For example:

<editor attrtype="jpegphoto”
edi t or ="bi nary" | abel =" Phot 0"
vi ew_cnd="/ home/ user/ bi n/ nyvi ewer %O Y%A W'/ >
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boolean editor

This allows boolean values to be edited. A popup menu is used.
The boolean editor also supports this attribute:

fields
controls whether the values" TRUE" and " FALSE" can be used simultaneously or if
the attribute is single-valued (fieldsis" 1" ).

certificate editor

This alows X.509 certificate values to be edited. Certificate values can be saved to or
loaded from disk. The editor displays various information from the certificate, including
any subjectAltNames that are present, and the Details... button can be used to display
more comprehensive information.

Figure D.2. Sodium certificate editor

User Certificate

Subject cn=John Brown, o=Users,o=MyOrg

Issuer cn=CA,0=MyOrg
E-mail john.brown@us-office. myorg.co.uk

Valid from Tue May 17 11:09:36 BST 2011
Valid to Thu May 17 11:09:36 BST 2012
Serial 20:A1:BT:ES:D4:1C:70:73:49:77
PublicKeylnfo  Algorithm: R5A, KeySize: 1024

| Details |

| Save... | | Save as PEM... | | Remo\re| | Load... | |Import... |

Theeditor will perform various checks on the valuesinside the certificate, and will highlight
fieldswhich contain information that may be questionable. In the example above, the editor
warns that the certificate contains asubjectAltName value that does not match the
information inside the user’s entry.

For sessions which are bound using strong authentication, the editor displays a Verify...
button, which can be used to perform certificate verification of the value.

certificatepair editor

This allows X.509 certificate pairs to be edited. Certificate pair values may be loaded and
saved as DER filesusing Save... and L oad... To create a new certificate pair, use the New
button followed by 1ssued By... and Issued To... to load two individual certificates.

certificaterevocationlist editor

This alows X.509 certificate revocation list values to be edited. Values can be loaded or
saved, and the editor will highlight fields which contain information that may be
questionable. The Details... button can be used to display more comprehensiveinformation
about the contents of a CRL.
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Figure D.3. Sodium certificaterevocationlist editor

Certificate Revocation List

Issuer cn=5odium CA,0=MyOrg
Last Update  Fri May 20 13:06:41 BST 2011
Mext Update  Sun May 20 13:06:41 BST 2012

Count 1

| Details |

| Save... | | Save as PEM... | | Remo\re| | Load... |
D.10.7 clearance editor

This allows viewing and editing of both clearance and sioClearance attributes, as used
inthe case of Directory Serverswhich are being used in an environment which implements
a Security Policy (see Section 6.5, “ Security labels and clearance”).

Values of type clearance will automatically be shown in the clearance editor (unless the
template specifies otherwise).

Valuesof typesioClearance have astring syntax (these valueshold an XML representation
of asecurity clearance), and so by default will be displayed using a String editor, unless
the template specifies otherwise.

For example:

<editor attrtype="si oCl earance"
edi t or="cl ear ance"
| abel =" SI O Cl ear ance"/ >

D.10.8 dn editor

Thisallows DN values to be edited. A Pick button is displayed, which opens adialog to
allow aDN to be selected from elsewhere in the Directory. The editor also supports these
attributes:

real _dn

controls whether Sodium treats values for this attribute as representing DNs that exist
somewhere in the directory. A value of " yes" means that values will be subject to
DN verification, and a Pick button will be displayed. To specify that a DN value does
not represent an actual DN in the directory, use avalue of " no" . The default value (if
real _dn isnot present) is” yes" . Note that this setting only controls the appearance
of the Sodium'’s template view; it has no effect on the results of abulk referential
integrity check (see Section 3.9, “ Checking the referential integrity of attributes”).

verify_dn
controls whether Sodium will check if the value references an existing entry in the
Directory. This setting overrides the session-specific DN verification check setting.

The Session Settings window (in the Session menu, and also in the Session M anagement
wizard) controls the number of DN valuesin an attribute that will be verified.

D.10.9 disubmitpermission editor

Thisallows X.400 DL Submit Permissionsto be edited. The valuesaredisplayed in atable
with columnstitled Permission Type, Distinguished Name and O/R Address.
Double-clicking arow or clicking the Edit button allows the DN and O/R Address
componentsto be edited. The Add... button allowsanew value to be added, and the Remove
button deletes the selected value.
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The disubmitpermission editor also supports this attribute:

viill
indicates if the editor should fill the form (so the scrollbar that appears scrolls the
editor, not the form). Values of this XML attribute must be either " yes" or " no", the
default is" no" .

enumerated editor

Thisisfor fields which can take a number of pre-defined internal values which we wish
to map to human-readable text for presentation to the user. If the field is modifiable, the
list of human-readable options is displayed as a drop-down list to select from, otherwise
the text for the currently-selected option is displayed as aread-only field. The enumerated
editor relies on sets of enumerated values defined el sewhere in the template file (see
Section D.10.3, “boolean editor”). The editor supports this attribute:

enuner ati on
indicates the name of the enumeration to use for thisfield

generalizedtime editor

This provides aread-only decoded view of the a generalized time value, with Clear and
Edit... buttonsto allow theinternal value to be modified using a dialog box. This operates
similarly to the string editor (below) as regards multi-valued attributes:

m nfiel ds
controlsthe minimum number of fieldsthat will be displayed for amulti-valued attribute

maxfi el ds
controls the maximum number of fieldsthat can be entered for amulti-valued attribute
(if the Directory has more values in the attribute, they will always be displayed)

fields
the same as setting nmi nf i el ds and maxf i el ds to the same value.

jpeg editor

This alows JPEG photographs to be edited. The values are displayed as images, and there
are buttons to load and save the images to disk. Images can be deleted using the Remove
button. Use the View button or double-click on an image to display it at its original size.

oraddress editor

Thisallows X.400 O/R Addresses to be edited. The values are displayed as compact text
strings in the format described in Section C.4.3, “ DL SubmitPermission”. An Edit button
displays an O/R Address Editor window, which allows each component in the address
to be edited in a separately labelled text field. The O/R Address Editor window supports
different O/R Address name forms.
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Figure D.4. O/R Address Editor

= O/R Address Editor (23]
Name Form | Commaen Name v|
Country Name XX Administrative Domain /| 5pace

Private Demain Organization
Organizational Unit #1 Organizational Unit #2
Organizational Unit #3 Organizational Unit 24

Common Name Finance

&)

Domain-defined type = |

| Clear | QK | Cancel |

orname editor

Thisallows X.400 O/R Namesto be edited. Thevaluesare displayed in atable with columns
titted Member O/R Addressand Distinguished Name. Double-clicking arow or clicking
the Edit button allows the O/R Address and DN components to be edited. The Add...
button allows a new value to be added, and the Remove button deletes the selected value.
The orname editor aso supports this attribute:

viill
indicates if the editor should fill the form (so the scrollbar that appears scrolls the
editor, not the form). Values of this XML attribute must be either " yes" or " no", the
default is" no" .

pkcs7 editor

This editor allows PK CS#7 attribute values to be edited. It displaysthe certificate from the
value, using the same format as the certificate editor (see Section D.10.4, “ certificate
editor”).

postaladdress editor

This alows multi-line postal addresses to be edited. An (optional) F button will fill the
value using values from other attributes. A T button will trim extraneous whitespace from
the value. The postaladdress editor supports this optional attribute:

fillwith

specifies a space-separated list of other attributes which will be used (in the order
given) to “fill” the value. This enables the F button.

readonlylist editor

This allows multiple string values to be displayed using a popup list.

securitylabel editor

Thisalows viewing and editing of both securityLabel and sioLabel attributes, asused in
the case of Directory Servers which are being used in an environment which implements
a Security Policy (see Section 6.5, “ Security labels and clearance”).

Values of type securityLabel will automatically be shown in the securitylabel editor (unless
the template specifies otherwise). Values of type sioLabel have a string syntax (these
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valueshold an XML representation of asecurityLabel), and so by default will be displayed
using a String editor, unless the templ ate specifies otherwise. For example:

<editor attrtype="siolLabel"
edi tor="securityl abel "
| abel =" S| O Label "/ >

securitylabelinfo editor

This allows viewing and editing securityLabellnfo attributes, as used in the case of
Directory Serverswhich implement Security Policy (see Section 6.5, “ Security labels and
clearance”). This editor provides the ability to browse a catalog of labels, from which new
values may be loaded, using the same mechanism as described in Section D.10.18,
“securitylabel editor”.

string editor

This alows string-valued attributes to be edited. Unlike the autostring editor, new values
must be explicitly added using the + button. Deleting all the charactersin afield will delete
that value.

The string editor also supports these attributes:
m nfields

controlsthe minimum number of fieldsthat will be displayed for amulti-valued attribute

mexfi el ds
controls the maximum number of fieldsthat can be entered for amulti-valued attribute
(if the Directory has more values in the attribute, they will always be displayed)

fields
the same as setting nmi nf i el ds and maxf i el ds to the same value.

stringtable editor

Thisalows very long lists of stringsto be edited conveniently in atable-based layout.
Double-clicking on arow or pressing the Edit... button allows a string to be edited. The
Add... button allows a new value to be added, and the Remove button del etes the selected
value.

The editor supports this attribute:

viill
indicates if the editor should fill the form (so the scrollbar that appears scrolls the
editor, not the form). Values of this XML attribute must be either " yes" or " no", the
default is" no" .

subtreespec editor

This alows viewing and editing a subtree specification, which is used on subentries to
control the area of the DIT that is affected by that subentry.

Template icons

Sodium displays an icon next to each entry in the hierarchical tree view, and also next to
each named template in the Add wizard. A number of icons are pre-installed, and it is
possible to use additional icons.

Each icon should be a 16 pixel by 16 pixel PNG file (with optional alpha channel), and
should be stored in either ( ETCDI R) /sodiunvdit-icons/ or ( SHAREDI R) /sodiunvdit-icons/.
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Normally oneicon is used for each specific template or form, however it is possible to
configure atemplate to use multiple icons. If the name of theicon in the template contains
a% the lowercased value of the RDN will be substituted into the filename.

For example, if an organization template specified anicon of or g_%. png theicon
org_acme.png would be drawn next to o=ACM E and the icon org_isode.png would be
drawn next to o=Isode.

D.11

‘Add’ templates

Normally the same template is used for adding a new entry as for editing an existing one.
However, it is also possible to specify one or more “add” templates which are used only
for adding entries. “Add” templates normally show only asmall number of selected fields
targeted at a particular application, and the fields may be pre-initialized with values.

The form-references in a template specification apply to both “add” and “edit” operations
by default. However, it is possible to mark some or all of the form-references to apply to
just one operation or the other with the " use=" parameter.

e With<form use="add" ref=...>thereferenced formisonly used for adding new
entries, and is omitted when the template is used for editing an entry.

* With<form use="edit" ref=...>thereferenced formisonly used for editing
existing entries, and is omitted when the template is used for adding an entry.

Normally thereis only onetemplate for aparticular keyclass match. So by adding " use="
parameters, this template can be adapted to give a separate “add” template, i.e. a different
set of formsto use when adding. If more than one “add” templateisrequired, then thiscan
be configured by inserting additional templates after the first template, using the same
keyclass parameter as the first. These additional templates are used only when anew entry
isbeing added, and appear inthe Add below... or Add another... templatelist. Thisallows
the user to select from anumber of templates pre-initialized for different situations, for
example: “Accounts Person”, “ Sales Person”, etc.

To include initial values, the forms used for “add” templates should usethe"init=..."
parameter in the relevant <edi t or > elements. Theseinitia values are only used when a
new entry is added, never for editing.

There are two example “add” templates included in the default templates shipped with
Sodium: see Example pre-initialized form: Person for Accounts at the end of the list.
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Appendix E Advanced Configuration

Once a Directory Server has been set up, you may wish to configure various attributes
using acommand line scripting interface, such as Tcldish. This section describesthe various
attributes and entries which can be configured.

The Directory Server configuration is held in a subtree starting at cn=config. Thissubtree
isonly visible to suitably authenticated server managers.

E.1l Core Configuration

The main entry holding the configuration of the Directory Server isat cn=core, cn=config.
It usesastructural objectClass of isodeDSAConfiguration. Someauxiliary object classes
are aso used.

Note: Many of these attributes can be configured using M-Vault Console.

The following attributes are mandatory:

cn
The value must becor e.

presentationAddress
This holds the server’s presentation address.

isodeDSAName
This holds the server’'s DN. The entry at the given DN is not required to exist.

The remainder of the attributes are optional.

E.1.1 Administrative Limits

Thefollowing attributes configure administrative limits applied to list and sear ch operations:

adminSizeLimit
A single-valued NumericString attribute. Its value is the maximum number of entries
to return in response to alist or search. The default valueis 200.

adminTimeLimit
A single-valued NumericString attribute. This value is the maximum elapsed time,
in seconds, within which the results of alist or search request must be returned. If the
time limit is exceeded, some of the results are returned with an error message. The
default valueis 120.

minSearchLevel
A single-valued NumericString of the minimum DN height for a base object of a
subtree search (e.g. theroot is O, top-level DNs are 1). If absent, thereisno limit on
how high in the tree a search may be started.

adminLookthroughLimit
A single-valued NumericString attribute. Its value is the maximum number of entries
to be considered when determining candidatesfor alist or search. It should be greater
than the adminSizeLimit value, if present. The default value is5000.

isodeRequireSignedModify
A single-valued Boolean attribute. If its value is true, then any modification requests
which are not in the form of signed modifications will be rejected.
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isodeServiceName
A single-valued CaseExactString attribute. If present, itsvalue givesthe service name

used when decrypting passphrases in the various pphr files (if they have been
encrypted).

Encrypting pphr files

M-Vault uses files to obtain passphrases for PK CS#12 files used for various purposes.
These may be encrypted (though the key isitself stored on disk).

The service key can be created using the command line tool ( SBI NDI R) /spassmgt:

% spassngt set isode. dsa

(A name other than isode.dsa may be used, provided the attribute isodeServiceName is
changed suitably.)

The tool will prompt for a passphrase (16 characters minimum, and must contain at |east
three out of uppercase, lowercase, numeric digits and punctuation).

On Unix systems, you need to run this command as whatever userid the M-Vault process
isusing.

Passphrase files can then be encrypted using the ( SBI NDI R) /spasscrypt command-line
tool:

% spasscrypt -e -s isode.dsa -f /var/isode/ d3-db/ocsp. pphr

which will encrypt the contents of /var/isode/d3-db/ocsp.pphr using the service key for
i sode. dsa.

(Files may be decrypted using - d instead of - e.)
X.509 Strong Authentication

The following attributes configure X.509 strong authentication:;

dsaStrongAuthCertificate
A multi-valued attribute with CaseExactString syntax. This gives the pathnames of
additional DER-encoded files with certificates to use as additional certificates during
verification. These certificates are not trusted; they have the same status as certificates
retrieved from LDAP in that they may be included in certification paths during path
discovery. This attribute allows certificates to be avail able which might not otherwise
be found by L DAP lookup, perhaps because their Subject name does not match the
entry they arein or because they are not present in the referenced LDAP Directory or
because LDAP lookup is not configured.

dsaStrongAuthTrustAnchor
A multi-valued attribute with CaseExactString syntax. This gives the pathnames of
additional DER-encoded files with certificates to use as additional trust anchors for
verification of received strong authentication credentials. (The verifier will dwaysuse
any self-issued certificates in the PKCS#12 file as trust anchors. This attribute may
be used to add further trust anchors.)
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dsaStrongAuthCheckCRLs
A single-valued attribute with Boolean syntax. If TRUE, revocation status will be
checked for received strong authentication credentials for the whole certification path
constructed.

isodeDAPIncludeCertificationPath
A single-valued attribute with Boolean syntax. If TRUE, then in DAP bind responses
and (if configured) DAP signed responses the full certification path will be sent over
protocol (that is, the certificates other than any self-signed certificates from the server's
PKCS#12 file).

isodeDSPIncludeCertificationPath
A single-valued attribute with Boolean syntax. If TRUE, then in DSP bind arguments,
responses, and (if configured) signed operations and responses the full certification
path will be sent over protocol (that is, the certificates other than any self-signed
certificates from the server's PK CS#12 file).

isodeDISPIncludeCertificationPath
A single-valued attribute with Boolean syntax. If TRUE, thenin DISP bind arguments,
responses, and (if configured) signed operations and responses the full certification
path will be sent over protocol (that is, the certificates other than any self-signed
certificates from the server's PK CS#12 file).

isodeDAPStrongTokenExpiry
A single-valued attribute with NumericString syntax. This gives the expiry lifetime
for DAP bind responses (al so signed DAP responses). The default is900 (15 minutes).

isodeDSPStrongTokenExpiry
A single-valued attribute with NumericString syntax. This gives the expiry lifetime
for DSP bind responses (al so signed DSP responses). The default is 900 (15 minutes).

isodeDISPStrongTokenExpiry
A single-valued attribute with NumericString syntax. This gives the expiry lifetime
for DISP bind responses (al so signed DI SP responses). The default is 900 (15 minutes).

dsaStrongAuthCheckLeaf
A single-valued attribute with Boolean syntax. If TRUE, revocation status will be
checked for received strong authentication credentials for the leaf certificate.

dsaStrongAuthOCSPnonce
A single-valued attribute with Boolean syntax. If TRUE, OCSP requests will be made
with the nonce extension.

dsaStrongAuthOCSPuri
A single-valued attribute with caseexactstring syntax. ThisgivesaURI (http or https)
that will be used for OCSP requests.

dsaStrongAuthOCSPresponder
A single-valued attribute with caseexactstring syntax. This gives the filename of a
DER-encoded certificate that will be trusted as a signer of OCSP responses.

dsaStrongAuthLookupAvoidOCSPConfigured
A single-valued attribute with Boolean syntax. If set to TRUE then
dsaStrongAuthOCSPuri will not be used.

dsaStrongAuthLookupAvoidOCSPURI
A single-valued attribute with Boolean syntax. If set to TRUE then URIsfrom certificate
extensions will not be used for OCSP.

dsaStrongAuthLookupAvoidCRLConfigured
A single-valued attribute with Boolean syntax. If set to TRUE then CRLswill not be
retrieved from the configured LDAP server.

dsaStrongAuthLookupAvoidCRLURI
A single-valued attribute with Boolean syntax. If set to TRUE then CRLs will not be
retrieved from URIsin CRL or ARL Distribution Point extensions, or from freshestCRL
extensions.
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dsaStrongAuthLookupAvoidCertConfigured
A single-valued attribute with Boolean syntax. If set to TRUE then certificateswill not
be specifically sought from the configured LDAP server. (If wereretrieving CRLs
then certificates will be retrieved regardless.)

dsaStrongAuthLookupAvoidCertURI
A single-valued attribute with Boolean syntax. If set to TRUE then certificateswill not
be retrieved from URIs in extensions.

dsaStrongAuthLookupAvoidFreshestCRL
A single-valued attribute with Boolean syntax. If set to TRUE then FreshestCRL
extensions are ignored.

dsaStrongAuthLookupAvoidOCSPHTTPGET
A single-valued attribute with Boolean syntax. If set to TRUE then HTTP GET is not
used for OCSP requests (normally it is used if the encoded request is small); instead,
HTTP POST is aways used.

dsaStrongAuthLDAPhost
A single-valued attribute with CaseExactString syntax. This gives the host name or
IPaddressfor the LDAP host that the Directory server will usefor looking up additional
certificates and CRLs for verifying received strong authentication credentials.

dsaStrongAuthLDAPport
A single-valued attribute with Integer syntax. This givesthe port to use for looking
up additional certificates and CRLs for verifying received strong authentication
credentials. If not present, the default 389 will be used.

dsaStrongAuthP12file
A single-valued attribute with CaseExactString syntax. This gives the pathname
relative to the Directory’s base directory of a PKCS#12 file that the Directory Server
will use for strong authentication. The user certificate in the PKCS#12 file must have
a Subject that matches the value of isodeDSAName.

dsaStrongAuthPPHRfile
A single-valued attribute with CaseExactString syntax. This gives the pathname
relative to the Directory’s base directory of afile containing the passphrase for the
PKCS#12 file.

TLS

The following attributes configure TLS:

tlsDontTrustldentities
Single-valued attribute with Boolean syntax. If set to TRUE, then any self-signed
certificatesin TLS identities will not be trusted. The default behaviour isthat such
certificates are trusted.

tIsCheckCRLs
Single-valued attribute with Boolean syntax. If TRUE, revocation statuswill be checked
for received credential swhen performing TL S authentication for the whol e certification
path constructed.

tiIsCheckLeaf
Single-val ued attribute with Boolean syntax. If TRUE, revocation statuswill be checked
for received credentials when performing TL S authentication for the leaf certificate.

tIsOCSPnonce
A single-valued attribute with Boolean syntax. If TRUE, OCSP requests will be made
with the nonce extension.

tISOCSPuri
A single-valued attribute with caseexactstring syntax. ThisgivesaURI (http or https)
that will be used for OCSP requests.
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tIsOCSPresponder
A single-valued attribute with caseexactstring syntax. This gives the filename of a
DER-encoded certificate that will be trusted as a signer of OCSP responses.

tisLookupAvoidOCSPConfigured
A single-valued attribute with Boolean syntax. If set to TRUE then tisOCSPuri will
not be used.

tisLookupAvoidOCSPURI
A single-valued attribute with Boolean syntax. If set to TRUE then URIsfrom certificate
extensions will not be used for OCSP.

tisLookupAvoidCRLConfigured
A single-valued attribute with Boolean syntax. If set to TRUE then CRLswill not be
retrieved from the configured LDAP server.

tisLookupAvoidCRLURI
A single-valued attribute with Boolean syntax. If set to TRUE then CRLs will not be
retrieved from URIsin CRL or ARL Distribution Point extensions, or from freshestCRL
extensions.

tlIsLookupAvoidCertConfigured
A single-valued attribute with Boolean syntax. If set to TRUE then certificates will not
be specifically sought from the configured LDAP server. (If we're retrieving CRLs
then certificates will be retrieved regardless.)

tisLookupAvoidCertURI
A single-valued attribute with Boolean syntax. If set to TRUE then certificateswill not
be retrieved from URIsin extensions.

tisLookupAvoidFreshestCRL
A single-valued attribute with Boolean syntax. If set to TRUE then FreshestCRL
extensions are ignored.

tisLookupAvoidOCSPHTTPGET
A single-valued attribute with Boolean syntax. If set to TRUE then HTTP GET is not
used for OCSP requests (normally it is used if the encoded request is small); instead,
HTTP POST is aways used.

tisLookupAvoidNative
A single-valued attribute with Boolean syntax. If set to TRUE then native lookup is
not used.

tIsLDAPhost
Single-valued attribute with CaseExactString syntax. It holdsthe name of the Directory
Server to be used for certificate verification performed during TL S authentication.

tIsLDAPport
Single-valued attribute with Integer syntax. It holds the port number of the Directory
Server to use for certificate verification performed during TLS authentication. The
valueisignored unlesstisLDAPhost is set. If not present, the default value of 389
will be used.

tIsCertificate
Multi-valued attribute with CaseExactString syntax. This gives the pathnames of
additional DER-encoded files with certificates to use as additional certificates for
verification during TLS authentication. These certificates are not trusted; they have
the same status as certificates retrieved from LDAP in that they may be included in
certification paths during path discovery. Thisattribute allows certificatesto be available
which might not otherwise be found by L DAP lookup, perhaps because their Subject
name does match the entry they are in, because they are not present in the referenced
LDAP Directory or because LDAP lookup is not configured.

tIsTrustAnchor
Multi-valued attribute with CaseExactString syntax. It holdsthe names of trust anchors
used by the Directory Server for certificate verification during TL S authentication.
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tisVerifyDepth
Single-valued attribute with Integer syntax. It configures the depth of validation of
client certificates (if they are validated at all, seetlsVerifyClient). For exampleavaue
of 2 meansthat aclient may present a certificate that is signed by an intermediate CA,
which was issued by one of the CAsin tlsCaCertificateFile, provided the client also
presents the intermediate CA's certificate.

tisCaCertificateFile
Single-valued attribute with CaseExactString syntax. It holds the pathname of afile
containing aseries of CA certificatesin PEM format. Any presented client certificates
will be validated against these certificatesif tIsVerifyClient isset to optional or require.

tisVerifyClient
Single-valued attribute with NamedBitstring syntax. It permits configuration of client
certificate verification. The following names (with bit numbers in parentheses) may

be used:

none ()]
optional (1)
require 2
optionalNoCa (©)]

The meanings are described in Section 5.7.2.2, “Client authentication”.

tlsSessionCacheTimeout
Single-valued attribute with Integer syntax. It configures how long TLS session
information is held in the session cache against the possibility of session resumption
by the same client; this may avoid a full handshake sequence.

A value greater than 0 isthe time-out period in seconds

» A value of 0 implies no caching (i.e. always perform afull handshake)
» A value of - 1 implies indefinite caching (not recommended)

» Thevalue of - 2 isreserved for future use

All other negative values are ignored.

If not configured, the default time-out is 86400 seconds (i.e. 24 hours).

tisSupportFlags
This attribute uses the NamedBitString syntax. It permits configuration of certain
aspects of the TL S support. The following names (with bit numbers in parentheses)

may be used:

rejectSSLv2Hello ()]
suppressSSLv3 (€]
suppressTLSv1 2
disableTL SRollBackBug (6)
singleDHUse @)
disableBlindRSA (8)
workaroundMicrosoftSessl D (©)]
workaroundNetscapeChallenge (10)

workaroundNetscapeReuseCipherChange| (11)
workaroundSSL Ref2ReuseCertType (12
workaroundMicrosoftBigSSLv3Buffer  [(13)
workaroundM SIESSLV2RSAPadding  |(14)
workaroundSSL eay080ClientDH (15)
workaroundTL SD5 (16)
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workaroundTL SBlockPadding ()]

workaroundDontl nsertEmptyFragments | (18)

None of these bits are set by default. The meanings are as follows:

rej ect SSLv2Hel | o
If set, the Directory Server never negotiates SSLv2.

suppressSSLv3
If set, the Directory Server never negotiates SSLv3.

suppressTLSvl
If set, the Directory Server never negotiates TLSv1.

di sabl eTLSRol | BackBug
Disable version rollback attack detection.

si ngl eDHUse
Always create a new key when using temporary/ephemeral DH parameters.

If abitisnot explicitly set, it isassumed to be unset. Thus the default configuration
isto support SSLv3 and TLSv1, to accept SSLv2Hello, to reject empty Hello messages
and oversized records, and not to ignore a premature EOF at the record level.

Note: There are also a set of workarounds (prefixed with “workaround”),
which may help when using particular client software. The OpenSSL
documentation suggests they they should not reduce security if set, but
otherwise offers aimost no information on them.

tiIsRandomSeedPath

Single-valued attribute with CaseExactString syntax. The value is the name of the
file which contains the input for the random number generator. If no filename is
configured, the name seed.dat is used.

tlIsDHParamsPath

Single-valued attribute with CaseExactString syntax. The value is the name of the
file which contains the generated Diffie-Hellman parameters for DHE/ADH use. If
the named file does not exist or does not contain DH parameters, precomputed
parameters are used.

If nofilenameis configured, DHE/ADH may still be used, although only precomputed
parameters are used.

tiIsKeyInfoPaths

Single-valued attribute with CaseExactString syntax. The value is the name of the
directory containing PK CS#12 information for the Directory Server. If apassphrase
isrequired for use with the PK CS#12 file, then the passphrase must be placed in afile
called key.pphr. The passphrase file is read as an ordinary text file. A single trailing
linebreak is permitted in the file, and ignored.

tlIsConfiguredCipherSuites

Multi-valued attribute with Integer syntax. VValues are integers corresponding to
individual TLS cipher suites; if thisis not set, no cipher suites are configured. Values
of this attribute should only be set using M-Vault Console in order to ensure that the
configuration is valid. See Section 5.7.3, “ Supported TL S cipher suites’ for further
guidance.

Shadowing
The following attributes configure shadowing (DISP) behaviour:

shadowPrunePeriod

Thevaue of thisNumericString attributeisthelength of time (in secs) to keep changes
in changel og.db that have been shadowed to consumer Directory Servers.
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dsaShadowFailureDelay
The value of this NumericString attribute isthe minimum delay between retrying
unsuccessful shadow updates (in secs).

dsaShadowOnChangeDelay
The value of thisNumericString attribute is the minimum delay between last change
and update in an On Change shadow agreement (in secs).

dsaShadowRetryDelay
The value of this NumericString attribute is the minimum delay between successful
shadow updates (in secs).

dsaShadowOnChangeHoldOpen
A single-valued Boolean attribute. If TRUE in an On Change shadow agreement, the
connection remains open between consecutive shadow updates.

Chaining
The following attribute configure chaining behaviour:

isodeChainPolicy
A single-valued CaselgnoreList attribute, used to specify the desired ordering of
protocols used when chaining. Theitemsin thelist can bel dap or dsp. Thisexample
shows a server configured to try DSP first, then LDAP chaining:

i sodeChai nPol i cy: dsp$l dap

dspldleTimeOut
A single-valued Integer attribute used to time out idle DSP and LDAP chained
connections. Idle connections will be closed. The default value is 1800 seconds.

dspGarbageCollectinterval
A single-valued Integer attribute used to periodically check DSP and LDAP chained
connections. The default valueis 15 seconds.

dspBindTimeLimit
A single-valued Integer attribute used to time out slow new DSP and LDAP chained
connections. The default is 60 seconds.

dspOperationTimeLimit
A single-valued Integer attribute used to time out slow operations on DSP and LDAP
chained connections. The default is60 seconds.

Logging
The following attributes configure logging:

dsalLogTailor
A single-valued CaseExactString attribute used to hold the XML representation of
the server’s log configuration.

isodeAuditEnable
A single-valued Boolean syntax used to enable audit logging. The default is TRUE.

isodeExtendedAudit
A single-valued Boolean syntax used to enable extended audit logging. The default
iSFALSE.

sodeAuditAttrModsEnable
A single-valued Boolean syntax used to enable audit logging of attribute changes.
The default is FALSE.

isodeAuditAttrModsExclude
A multi-valued OID syntax used to define attributes which should be excluded from
change logging.
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isodeAuditAttrModsCountOnly
A multi-valued OID syntax used to define attributes for whom only a count of changes
should be logged.

SNMP

The following attributes configure SNMP:

snmp
A single-valued Boolean attribute used to enable the Directory Server as an SNMP
sub-agent. The default is FALSE.

agentXSocket
A single-valued CaseExactString attribute used to set the path to the SNMP AgentX
socket.

This should match the value of the agent xsocket entry in snmpd.conf.

isodeMonitorMode
A single-valued MonitorMode attribute that enables and disables the reporting of
operation statistics and associations via SNMP. This example shows a server configured
to record operation statistics and inbound connections:

i sodeMbni t or Mode: ( counters $ assocs )

Miscellaneous
The following attributes configure miscellaneous settings:

superiorKnowledge
A single-valued AccessPoint93 attribute that holds the superior reference of this
Directory Server, if it does not master a naming context immediately below the root
of the DIT.

authTimestamps
A single-valued Boolean attribute that if set to TRUE records the time a user last
authenticated in a special authTimestamp operational attribute on their entry. The
default is FALSE.

manager
A multi-valued DN attribute that if set specifiesthe DN of the Directory Server “ super
user”, auser who is not subject to any access controls.

Note: Although this attribute is multi-valued, only thefirst value read is
used. There is no guaranteed ordering for multi-valued attributes, thus the
first value read may not match the first value displayed.

userPassword
Thisattribute usesthe Password syntax and it is used as the password for the optional
“super user” specified in the manager attribute.

SASL

The following attributes configure SASL:

saslAvailableMechanisms
A single-valued attribute with CaselgnorePrintableString syntax. Thevalueisa
space-separated list of enabled SASL mechanisms. If thisis not set, no SASL
mechanisms are enabled. For the list of supported mechanisms, see Table 5.1, “SASL
mechanisms’.
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isodeSASLAIlowAnonymous
A single-valued attribute with Boolean syntax. If the value is TRUE then the
“ANONYMOUS’ SASL mechanism may be used. Normally this would not be used
as LDAP directly supports anonymous binds.

isodeSASLAIllowPlain
A single-valued attribute with Boolean syntax. If the value is TRUE, the SASL
mechanismsusing plaintext (i.e. “PLAIN” and “LOGIN”") are permitted on connections
without TLS confidentiality.

isodeSASLMIinSSF
A single-valued Integer attribute that is used to enforce aminimum level of security
layer. Not all SASL mechanisms support security layers. The value approximately
indicates the strength of the symmetric key used to encrypt the layer, e.g. 56. The
default of 0 means security layers are effectively optional.

isodeSASLMaxSSF
A single-valued Integer attribute that is used to enforce a maximum level of security
layer. Not all SASL mechanisms support security layers. The value approximately
indicates the strength of the symmetric key used to encrypt the layer, e.g. 56. Note
that values over 56 will be trated as 56.

Note: Licensing may reduce the effective maximum value.

isodeSASLGenericRule
Selects which rule should be used by the Directory Server to map userids for generic
SASL mechanismsinto DNs. It isasingle-valued Integer attribute, and has a default
vaue of 3.

isodeSASLGenericUsers
A single-valued attribute of DN syntax that isused in mapping rule O for generic SASL
mechanisms. It holds the RDN seguence in between the entry and the dc portion of
the constructed DN. The default is no RDN sequence.

isodeSASLGenericFullMatchAttr
Definestheattributein user entriesthat containsthe complete userid for generic SASL
mechanisms. It isasingle-valued OID, and if not set defaults to mail.

isodeSASLGenericUserMatchAttr
A single-valued attribute of OID syntax that defines the attribute used when searching
for the user portion of ageneric SASL userid. Thisisused in mapping rule 1 for generic
SASL mechanisms. If not set it defaultsto cn.

isodeSASLGenericDomainMatchAttr
A single-valued attribute of OID syntax that defines the attribute used when searching
for the domain portion of ageneric SASL userid. Thisisused in mapping rules 1 and
2 for generic SASL mechanisms. If not set it defaultsto cn.

isodeSASLGenericNamingAttr
A single-valued attribute of OID syntax that defines the attribute used when forming
an RDN from the user portion of ageneric SASL userid. Thisisused in mapping rules
0 and 1 for generic SASL mechanisms. If not set it defaultsto cn.

isodeSASLGenericBase
A single-valued attribute of DN syntax that defines the base entry for al the generic
SASL mapping rules.

isodeSASLGenericDomain
A single-valued attribute of CaselgnoreString syntax that is used for the domain part
of SASL useridsthat have no explicit domain. The generic mapping rules 1 and 2 will
also skip a search for domainsiif this domain is being used.

isodeSASLGSSAPIRule
Selects which rule should be used by the Directory Server to map userids for the
GSSAPI SASL mechanisminto DNs. It isasingle-valued Integer attribute, and has
adefault value of 3.

Advanced Configuration



M-Vault Administration Guide

E.1.11

E.1.12

312

isodeSASLGSSAPIUsers
A single-valued attribute of DN syntax that is used in mapping rule O for the GSSAPI
SASL mechanism. It holdsthe RDN sequence in between the entry and thedc portion
of the constructed DN. The default is no RDN sequence.

isodeSASLGSSAPIFullMatchAttr
Defines the attribute in user entries that contains the complete userid for the GSSAPI
SASL mechanism. It isasingle-valued OID, and if not set defaults to
krbPrincipalName.

isodeSASLGSSAPIUserMatchAttr
A single-valued attribute of OID syntax that defines the attribute used when searching
for the user portion of a GSSAPI SASL userid. Thisisused in mapping rule 1 for the
GSSAPI SASL mechanism. If not set it defaultsto cn.

isodeSASLGSSAPIRealmMatchAttr
A single-valued attribute of OID syntax that defines the attribute used when searching
for the realm portion of a GSSAPI SASL userid. Thisisused in mapping rules 1 and
2 for the GSSAPI SASL mechanism. If not set it defaultsto cn.

isodeSASLGSSAPINamingAttr
A single-valued attribute of OID syntax that defines the attribute used when forming
an RDN from the user portion of a GSSAPI SASL userid. Thisis used in mapping
rules 0 and 1 for the GSSAPI SASL mechanism. If not set it defaultsto cn.

isodeSASLGSSAPIBase
A single-valued attribute of DN syntax that defines the base entry for all the GSSAPI
SASL mapping rules.

isodeSASLGSSAPIRealm
A single-valued attribute of CaselgnoreString syntax that is used for the realm part
of GSSAPI SASL userids that have no explicit realm. The GSSAPI mapping rules 1
and 2 will also skip asearch for realmsiif this realm is being used.

Security Labels and Clearance
The following attributes configure security labels and clearance access:

sioClearanceCatalog
A single-valued CaseExactString attribute that holds the XML catalog of security
clearances.

sioLabelCatalog
A single-valued CaseExactString attribute that holds the XML catalog of security
labels.

securityLabels
A multi-valued SecurityLabel attribute that is used to restrict the clearances that may
be used when binding to the Directory Server. For example, all users must have
clearance granting accessto “ SECRET” information.

clearance
A multi-valued Clearance attribute that is used to restrict the security labels that can
be used on other entries. For example, al objects must have “ SECRET” labels.

rbacSecurityPolicy
A single-valued CaseExactString attribute that holds an XML representation of a
Security Policy Information File“ SPIF” as defined by SDN 801c.

Password Policy

If you have a Directory Server configured to use aformal password policy, it will have an
additional objectClass value of pwdPolicy and have the following mandatory attribute:
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pwdAttribute
A single-valued OID attribute, which contains the attribute type to which the password
policy settings are applied. Currently thisisignored, and userPassword is assumed.

The following attributes are optional :

pwdSafeModify
A single-valued Boolean attribute, which defines if the user must provide (TRUE) the
previous password in a M odify operation. The default is FALSE.

pwdCheckQuality
A single-valued attribute with Integer syntax which controlshow the Directory Server
checks user-provided passwords.

* 0 (default) means the server does not check them
» 1 meansthey are checked but problems encountered during the check are ignored
» 2 meansthey are checked and problems encountered during the check cause afailure

pwdCheckEntropy
A single-valued attribute with Integer syntax. This attribute defines the minimum
password entropy. Password entropy is afunction of the password length and the size
of the symbol space used. e.g. A single-case, 18 character password has an entropy of
84 bits, asimilar entropy is achieved with a 13 character password using a mix of
uppercase, lowercase, numbers and symbols. pwdCheckQuality must be non-zero for
the entropy calculation to be used.

pwdMinLength
A single-valued attribute with Integer syntax. If pwdCheckQuality is non-zero, this
attribute forces all passwords to have a certain minimum length.

pwdMinAge
A single-valued attribute with Integer syntax, defining the minimum password agein
seconds. This prevents passwords from being changed too rapidly.

pwdMaxAge
A single-valued attribute with Integer syntax, defining the maximum password age
in seconds. This forces the user to change their password over time.

pwdlInHistory
A single-valued attribute with Integer syntax, defining the number of previous
passwordsto retain. It isan error to change a password to onein the password history.

pwdExpireWarning
A single-valued attribute with Integer syntax, defining the time in seconds before a
password is due to expire that a password warning is issued.

pwdGraceAuthNLimit
A single-valued attribute with Integer syntax, defining the number of “grace’
authentications allowed before an account is locked out.

pwdLockout
A single-valued attribute with Boolean syntax. If TRUE accounts will be locked out
when their passwords expire or have been entered incorrectly too often. The default
iSFALSE.

pwdLockoutDuration
A single-valued attribute with Integer syntax, defining the duration in seconds that an
account is locked out.

pwdMaxFailure
A single-valued attribute with Integer syntax, defining the number of consecutive
authentication failures allowed before the account is locked out.

pwdFailureCountinterval
A single-valued attribute with Integer syntax, defining thelength of timeto remember
failed authentication attempts.
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pwdMustChange
A single-valued attribute with Boolean syntax. If TRUE then users must change their
passwords after they are set/reset by an administrator. The default is FALSE.

pwdAllowUserChange
A single-valued attribute with Boolean syntax. If TRUE (the default) usersare allowed
to change their own passwords.

Password Hashing

If the Directory Server has an objectClass attribute which contains a value of
pwdHashSchemePolicy, the following additional attribute may be configured:

pwdConfiguredSchemeGenerators
A single-valued attribute with CaselgnoreString syntax. The value must be one of
the Root DSE’s pwdAvailableSchemeGenerators values, and defines the algorithm
used to hash plaintext values being stored in userPassword attributes.

Example

The following example shows the core configuration of a Directory Server cn=DSA,
o=Example supporting TLS, SASL, and X.509 authentication. Note the long value for
presentationAddress is split over multiple lines.

dn: cn=core, cn=config
cn: core
obj ect C ass: i sodeConmonAut hl nf o
obj ect Cl ass: i sodeDSAConfi guration
obj ectCl ass: top
dsaSt rongAut hCheckCRLs: TRUE
dsaSt r ongAut hLDAPhost : | ocal host
dsaSt rongAut hLDAPport: 389
dsaStrongAut hP12fil e: ssl/rsa.pl2
dsaSt rongAut hPPHRfi | e: ssl/rsa. pl2. pphr
i sodeChai nPol i cy: dsp$l dap
sodeDSANane: cn=DSA, o=Exanpl e
sodeDSPAut hMbdel Send: 0
sodeDSPAut hModesl Expect: 0
sodelLDAPAut hivbdes| Expect : 2
sodelLDAPAut hivbdesl| Expect: 4
sodeSASLAl | owAnonynous: FALSE
s0deSASLAl | owPl ai n: TRUE
sodeSASLCener i cBase: o=Users, o=Exanpl e
sodeSASLGener i cDormai nMat chAttr: conmonNane
sodeSASLGeneri cFul | Mat chAttr: rfc822Mai | box
sodeSASLGeneri cNam ngAttr: commonName
sodeSASLGeneri cRul e: 3
sodeSASLGeneri cUser Vat chAttr: commonName
present ati onAddr ess: URI +0000+URL+i t ot : // x500. exanpl e. com
URI +0001+URL+l dap: // x500. exanpl e. com
URI +0001+URL+l daps: // x500. exanpl e. com
sasl Avai | abl eMechani sns: DI GEST- MD5 LOG N PLAI N SCRAM SHA- 1 SCRAM Sh
tl sCheckCRLs: TRUE
tlsDont Trustldentities: FALSE
t | sKeyl nf oPat hs: ssl
t| sLDAPhost: | ocal host
t| sLDAPport: 389
t| sRandonteedPat h: seed. dat
t | sSessi onCacheTi neout : 300
tl sSupportFl ags: ( rejectSSLv2Hel | o $ wor kar oundAl | )
tlsVerifyCient: ( optional )
tlsVerifyDepth: 5

HA- 256 SCF
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E.2.1

Peer Configuration

Configuration specific to each peer Directory Server used in chaining and shadowing is
held in separate entries under cn=config. The entries have an objectClass of
isodePeerDSA.

The following attributes are mandatory:
isodeDSAName

A single-valued DN attribute that holds the name of the peer Directory Server.

presentationAddress
This holds the peer Directory Server’s presentation address.

Shadowing

Configuration of DISP (shadowing) with apeer Directory Server isheld in the peer-specific
entry. An additional objectClass value of isodePeerAuthinfo isused.

The following optional attributes can be used:

isodeDISPPasswordIExpect
A single-valued Password attribute that holds the password that the peer Directory
Server should send when simple DISP authentication is used.

isodeDISPAuthModesIExpect
A single-valued Integer attribute describing the form of DISP authentication that is
expected from the peer Directory Server. The values are described in Section 5.2.1,
“Establishing identity”. If simple authentication is expected for example:

i sodeDl SPAut hvbdel Expect: 2
i sodeDl SPPasswor dl Expect: t heirpassword

isodeDISPPasswordlSend
A single-valued Password attribute that holds the password that should be sent to the
peer Directory Server when simple DISP authentication is used.

isodeDISPAuthModelSend
A single-valued Integer attribute describing the form of DISP authentication that this
Directory Server will send. The values are described in Section 5.2.1, “Establishing
identity”. To use simple authentication for example:

i sodeDl SPAut hivbdel Send: 2
i sodeDl SPPasswor dl Send: nypasswor d

isodeDISPSignSrShaUp
A single-valued Boolean attribute that controlsif update requests are signed. The
default is FALSE.

isodeDISPSignShaUp
A single-valued Boolean attribute that controlsif shadow updates are signed. The
default is FALSE.

isodeDISPSignCoShaUp
A single-valued Boolean éattribute that controls if coordinate operations are signed.
The default is FALSE.
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E.2.2 Chaining

Configuration of DSP (chaining) with a peer Directory Server is held in the peer-specific
entry. An additional objectClass value of isodePeerAuthinfo isused.

The following optional attributes can be used:

isodeDSPTrusted
A single-valued Boolean attribute that controls whether DSP operations chained
through this peer Directory Server are “trusted” or not. Untrusted operations are all
degraded by the Directory Server to have no effective authentication level.

isodeDSPDegradeStrong
A single-valued Boolean attribute that controls (TRUE) whether to degrade strong
authenticated operations to an effective simple authentication level. Note that
isodeDSPDegradeSimple may then further degrade the authentication level. The
default is FALSE.

isodeDSPDegradeSimple
A single-valued Boolean attribute that controls (TRUE) whether to degrade simple
authenticated operations to an effective anonymous authentication level. The default
iSFALSE.

isodeDSPPasswordIExpect
A single-valued Password attribute that holds the password that the peer Directory
Server should send when simple DSP authentication is used.

isodeDSPAuthModeslExpect
A single-valued Integer attribute describing the form of DSP authentication that is
expected from the peer Directory Server. The values are described in Section 5.2.1,
“Establishing identity”. If simple authentication is expected for example:

i sodeDSPAut hivbdel Expect: 2
i sodeDSPPasswor dl Expect: their password

isodeDSPPasswordISend
A single-valued Password attribute that holds the password that should be sent to the
peer Directory Server when simple DSP authentication is used.

isodeDSPAuthModelSend
A single-valued Integer attribute describing the form of authentication that this
Directory Server will send. The values are described in Section 5.2.1, “Establishing
identity”. To use simple authentication for example:

i sodeDSPAut hMbdel Send: 2
i sodeDSPPasswor dl Send: nypassword

isodeDSPSignRes
A single-valued Boolean attribute that controls if DSP results are signed. The default
iSFALSE.

isodeDSPSignArg
A single-valued Boolean attribute that controlsif DSP operation arguments are signed.
The default is FALSE.

E.2.2.1 DSP Filters
DSP Filters are defined with operational attributes on the DSE to filter.

isodeDSPFilterAllowUnknown
A single-valued Boolean attribute that controlsif DSP entries are filtered for
anonymous connections.

Advanced Configuration



M-Vault Administration Guide

E.2.3

317

isodeDSPFilterAllowPeers
A multivalued DN attribute listing known Peers that may view filtered entries over
chained queries. The peer must use DSP authentication of Name Onl 'y or Si npl e.

Example

The following entry shows an entry used with DSP and DISP to the Directory Server
cn=DSA,0=MNN.com. Note escaping is required to usea DN in an RDN, and the long
presentationAddress is split onto a second line.

dn: i sodeDSANane=cn\ =DSA\, o\ =M\N. com cn=confi g

obj ect Cl ass: i sodePeer Aut hl nf o

obj ect Cl ass: i sodePeer DSA

obj ectCl ass: top

i sodeDl SPAut hivbdel Send: 1

sodeDl SPAut hivbdes| Expect: 1

sodeDSANane: cn=DSA, o=M\N. com

sodeDSPAut hMbdel Send: 2

sodeDSPAut hModes| Expect: 2

sodeDSPPasswor dl Expect: t heir password

sodeDSPPasswor dl Send: nypassword

present ati onAddr ess: URI +0000+URL+i t ot : // x500. rmn. conj
URI +0001+URL+l dap: // x500. rmn. com

E.3

Shadow Agreements

Shadow agreement configurations are held in entries directly below the peer entry for the
Directory Server being shadowed with.

The entries use a structural objectClass of isodeSupplierAgreement or
isodeConsumerAgreement as appropriate. These share a superclass of
isodeShadowAgreement.

All agreements have the following mandatory attributes:

isodeAgreementID
A single-valued Integer attribute which holds the unique agreement ID with this peer.
The configuration entry is named with this attribute and value.

isodeAgreementVersion
A single-valued Integer attribute which holds the version of the agreement.

isodeShadowPrefix
A single-valued DN attribute which holds the prefix of the shadowed area.

All agreements have the following optional attributes:

isodeAgreementEnabled
A single-valued Boolean attribute which can be used to enable and disable the
agreement.

isodeSupplierlnitiated
A single-valued Boolean attribute which indicatesif the agreement is supplier-initiated
(TRUE) or consumer-initiated.

isodeOnChange
A single-valued Boolean attribute which indicates if the agreement is on-change
(TRUE) or periodic.
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isodeBeginTime
A single-valued Generalized Time attribute which holdsthe start time of the agreement.
The default isto start immediately.

isodeUpdatelnterval
A single-valued Integer attribute which holds the gap between normal periodic updates.

isodeWindowsSize
A single-valued Integer attribute which holdsthe portion of the updateinterval during
which the update will attempted.

isodeOtherTimes
A single-valued Boolean attribute which indicates if a periodic agreement can be
updated outside of the normal schedule.

Supplier Agreements
Supplier agreements have the following additional optional attributes:

isodeShadowArea
A single-valued SubtreeSpecification attribute which describes which portion of the
DIT underneath theisodeShadowPrefix is shadowed to the consumer.

isodeAttributeSelection
A multi-valued AttributeSelection attribute which configuresthe attributesto include
and exclude from shadowing by objectClass. If absent, all attributes are shadowed.

isodeForbidAutoTotal
A single-valued Boolean éattribute which prevents the supplier from sending an
automatic total update. Thismay be desirableif the update is expected to be very large.

isodeForbidModifyDN
A single-valued Boolean attribute which prevents updates from include M odifyDN
changes. Thismay be desirableif the update isbeing consumed (directly or indirectly)
by Directory Serversthat do not fully support M odifyDN.

Consumer Ag reements
Consumer agreements have the following additional mandatory attribute:

subtreeReference
A single-valued DN attribute which specifies the GDAM that the shadowed data will
be stored in.

Consumer agreements have the following additional optional attributes:

isodeSupplierlsMaster
A single-valued Boolean attribute which indicatesthat the supplying Directory Server
also masters the data. Thisis used to optimize the chaining of write operations.

isodePermitincrReplay
A single-valued Boolean attribute which indicatesif certain errorsin incremental
updates are permitted. This can improve robustness at the possible expense of data
inconsistency.

Agreement State

The current state of each shadow agreement is held in an entry underneath each agreement
configuration entry. Most attributes are read-only.

Theentrieshavean RDN of cn=state, and astructural objectClass of isodeSupplierState
orisodeConsumerState asappropriate. These shareasuperclassof isodeAgreementState.

All agreement states have the following mandatory attribute:
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cn
A single-valued CaselgnoreString attribute which hasthe value st at e.

All agreement states have the following optional attributes:

isodeLastUpdateTime
A single-valued Generalized Time attribute which holds the time of the last change
made.

isodeLastSuccessTime
A single-valued Generalized Time attribute which holdsthe time of the last successful
update.

isodeLastErrorTime
A single-valued GeneralizedTime attribute which the time of the last unsuccessful
update.

isodeShadowError
A single-valued Integer attribute containing a code describing the last unsuccessful
update.

No error

Unknown error

Remote DSA isunavailable

Remote DSA’s credentials are rejected
This DSA's credentials were rejected
Internal error

Total updates are forbidden

A bilateral agreement is needed

No suitable credentials could be used
A strong bind could not be used

The agreement ID isinvalid

OO N0 B WIN|FL|O

=Y
o

=
=

The agreement is inactive

=
N

Invalid information was received

An unsupported update strategy was used |13

The remote DSA ismissing apreviously |14

sent update
A full update isrequired 15
The DSA is unwilling to perform 16

The agreement’stiming is “unsuitable” |17
The update has already been received 18
Invalid sequencing was detected 19

Insufficient resources (disk/memory) were| 20
available

isodeForcedUpdateTime
A single-valued Generalized Time attribute, which may be modified to force an update
at that particular time.

isodeForcedUpdateTotal
A single-valued Boolean attribute which alters whether the update forced by setting
isodeForcedUpdateTime will be atotal update or not. The default isto send an
incremental update.
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E.4

In-memory GDAM

Each in-memory database used for storing mastered or shadowed information is represented
by aGDAM entry directly below thecn=config entry. The database entries have a structural
objectClass of imgdam.

Each database of this type has the following mandatory attributes:
cn

A single-valued CaselgnoreString attribute which holds the database name.

diskDatabaseDirectory
A single-valued CaseExactString attribute which holds the path to the directory
holding the database files. For example:

di skDat abaseDi rectory: C:\\Isode\\ny-dsa\\gdan?

Each database has the following optional attributes:

description
A multi-valued CaselgnoreString attribute that can be used to hold some textual
description of the database contents. For example:

description: Shadowed data from Si ngapore

isodeMinFreeDisk
A single-valued Integer attribute that holds the minimum amount of disk space (in
megabytes) that must be available if directory write operations are to be permitted.
The default is 1.

indexBuild
A single-valued Boolean attribute that is changed when index building should be
started.

isodeMaxSnapshots
A single-valued Integer attribute. Itsvalueisthe number of most recent snapshotsthat
should be retained for this GDAM. The default valueis 3.

isodeMaxLoadThreads
A single-valued Integer attribute. Its value is the number of threads, and thus degree
of parallelism, that is permitted when loading data from disk to memory at server start
up. The default value is the number of CPUs counted on the running system.

isodeMaxEntriesPerFile
A single-valued Integer attribute. Its value is the maximum number of entries per
data-file in a snapshot. The lower this number the more data files will be required to
build a complete snapshot and the greater the level of parallelism permitted when
loading data at startup. The default value is 50000.

isodeCheckpointSchedule
A multi-valued Integer attribute. Its values control the specific times at which
checkpointing is performed and so up-to-date snapshots produced. The integer values
provided indicate the number of seconds after midnight (local time) at which a
checkpoint should be invoked. The default isfor checkpointing to take place one hour
after midnight local time, i.e. avalue of 3600.
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isodeCheckpointinterval
A single-valued Integer attribute. Its value controls the interval between checkpoints.
No default value. Any value provided here overrides any checkpoint schedule
configured in isodeCheckpointSchedule.

GDAM Files

Each GDAM is stored in a separate filesystem directory, specified by the configuration
entry’s diskDatabaseDirectory attribute.

The database consists of three sub-directories:

config
This sub-directory contains the index configuration. Specifically thisisrecorded in
the file indexes.ddf.

snapshots
This sub-directory contains snapshots produced after a checkpoint. Snapshots are
contained in achild directory named by a hexadecimal encoded 64-bit change sequence
number.

changelog
This sub-directory contains a set of files containing the set of changes made to the
directory data since the most recent snapshot. Changes are also retained if they are
required for shadowing.

Attribute indexes

Theindex search types described in Section 4.6.4.1, “Index search types’ make use of
additional databases. The administrator can configure one or more attributesto be specially
indexed for presence, equality, approximate and substring matches.

Attribute indexes are covered in detail in Section 4.6.1, “ Creating a database”.

You can create and del ete attribute indexes from the I ndexes sub-page of the Databases
page in M-Vault Console (see Section 4.6.1, “Creating a database”), or using dmish. This
creates and deletes indexes in the background while the Directory Server is running.

Alternatively, you may wish to create indexes while the Directory Server is not running
and without using M-Vault Console. For this purpose use the dsimkindex utility.

The dsimkindex utility

The command line for this utility isin the form:

dsi ki ndex [-X] [-q]
[attribute [:types]...]

Where:

-X

specifies that the indexes are to be removed instead of created.
-q

only report errors.

attribute
isthe attribute to index, which if not specified iscn.

I types
is optional, and specifies the type(s) of indexes to be created. If included, the list
consists of acolon plusone or more of thefollowing letters without intervening spaces:
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p — build a presence index

e — build an equality index

a — build an approximate index

s — build a substring index.

The defaultises, i.e. build equality and substring indexes.

The following example makes an approximate and a substring index for the cn attribute:

$ dsi nki ndex cn: as

The dsimkindex utility must be run in the GDAM directory. You cannot use dsimkindex
while the Directory Server is running. If you wish to create indexes while the Directory
Server isrunning, use either M-Vault Console or dmish.

E.5 Root DSE

The root DSE contains anumber of read-only attributes that provide information about the
Directory Server.

myAccessPoint
A single-valued AccessPoint93 attribute that holds the name and presentation address
of the Directory Server. Thisvalueisderived from thepresentationAddress attribute
on cn=core, cn=config.

superiorKnowledge
A single-valued AccessPoint93 attribute that holds the superior reference of this
Directory Server, if it does not master a naming context immediately below the root
of the DIT. Thisvalue is derived from the superiorkKnowledge attribute on cn=core,
cn=config

supportedLDAPVersion
A multi-valued Integer attribute that holds the LDAP versions supported, as per RFC
4512

supportedSASLMechanisms
A multi-valued IA5String attribute that holds the names of the currently installed and
enabled SASL mechanisms, as per RFC 4512. To change the values, modify
saslAvailableMechanisms on the cn=core, cn=config entry.

L DAP clients should read this attribute before sel ecting amechanismto useinaSASL
bind.

saslinstalledMechanisms
A multi-valued IA5String attribute that holds the names of the currently installed (but
not necessarily enabled) SASL mechanisms.

namingContexts
A multi-valued DN attribute listing all the mastered and shadowed naming contexts
held on this Directory Server, as per RFC 4512.

subschemaSubentry
A multi-valued DN attribute listing all the subschema subentriesheld on this Directory
Server. See Section C.6, “ Reading the subschema from aclient”.

vendorName
The string “Isode Limited”, in accordance with RFC 3045.
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dsaVersion
A single-valued CaselgnoreString attribute holding the version of the running
Directory Server.

changelLog
A single-valued DN attribute holding the DN of the parent of the entries comprising
this Directory Server's LDAP changelog.

strongAuthlmplementationVersion
Thissingle-valued Integer attribute gives the implementation version, indicating the

waly to configure strong authentication in the Directory Server. The current valueis
1.

strongAuthActive
Thissingle-valued Boolean éttribute indicates whether strong authentication has been
configured (TRUE) and isworking (principally whether thereisausable PK CS#12 and
passphrase file).

strongAuthTrustAnchor
This multi-valued ASN.1 attribute gives the trust anchors (certificates) being used by
the Directory Server for certificate verification.

tiIsimplementationVersion
A single-valued Integer attribute representing the current | sode implementation
supported by the server. The current valueiis 3.

tiIsAvailableCipherSuites
A multi-valued Integer attribute showing the set of TL S cipher suites which may be
configured on this server.

supportedExtension
This multi-valued OID attribute lists the Ol Ds of supported L DAPv3 protocol
extensions, as per RFC 4512. Vaues currently include:

1.3.6.1.4.1.1466. 20037
The“Start TLS” extended operation is supported, as defined by RFC 4513. This
will only be true when TLS has been correctly configured.

1.3.6.1.4.1.4203.1.11.1
The “Password Modify” extended operation is supported, as defined by RFC
3062.

1.3.6.1.4.1.4203.1.11.3
The“Who Am I” extended operation is supported, as defined by RFC 4532.

supportedControl
This multi-valued OID attribute lists the OIDs of supported LDAPv3 controls, as per
RFC 4512. Values currently include:

1.3.6.1.4.1.4203.1.10.1
The " Subentries’” control is supported, as defined by RFC 3672.

1.3.6.1.4.1.42.2.27.8.5.1
The “Password Policy” request control is supported.

1.2.840.113556.1.4.473
The “ Server-Side Sorting” control is supported, as defined by RFC 2891.

1.2.840.113556. 1. 4. 319
The “ Simple Paged Results’ control is supported, as defined by RFC 2696.

2.16.840.1.113730.3.4.2
The“ManageDsal T” control is supported, as defined by RFC 3296.

supportedFeatures
This multi-valued OID attribute lists the Ol Ds of supported L DAPv3 features, as per
RFC 4512. Values currently include:

1.3.6.1.4.1.4203.1.5.1
All operational attributes can be requested in searches, defined by RFC 3673.
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1.3.6.1.4.1.4203.1.5.2
Searches can request all attributes from specified object classes, defined by RFC
4529.

1.3.6.1.4.1.4203.1.5.3
True/False filters are supported in searches, as defined by RFC 4526.

pwdAvailableSchemeGenerators
Thismulti-valued CaselgnoreString attribute liststhe names of the hashing a gorithms
that can be configured in the pwdConfiguredSchemeGenerators attribute. See
Section C.2.25, “Password/EncryptedPassword” for the possible values.

E5.1 Example

An example of reading some attributes from the root DSE:

dn:

myAccessPoi nt: ( cn=DSA, o=Exanpl e Corp #
URI +0000+URL+i t ot : / x500. exanpl e. com
URI +0001+URL+l dap: / / x500. exanpl e. com
URl +0001+URL+l daps: // x500. exanpl e. com )

nam ngCont exts: o=Exanpl e Corp

support edExtension: 1.3.6.1.4.1.1466.20037

support edExt ensi on:

1.3.6.
support edExt ensi on: 1.3.6.

1.4.1.4203.1.11.1
1.4.1.4203.1.11.3

supportedFeatures: 1.3.6.1.4.1.4203.1.5.1
supportedFeatures: 1.3.6.1.4.1.4203.1.5.2
supportedFeatures: 1.3.6.1.4.1.4203.1.5.3
supportedControl : 1.2.840.113556. 1. 4. 319
supportedControl : 1.2.840.113556. 1.4.473
supportedControl : 1.3.6.1.4.1.42.2.27.8.5.1
supportedControl : 1.3.6.1.4.1.4203.1.10.1

supportedControl : 2.16.840.1.113730.3.4.2
support edSASLMechani sns: DI GEST- MD5
support edSASLMechani sns: LOG N

support edSASLMechani sns: PLAI N

support edSASLMechani sns: SCRAM SHA- 1

support edLDAPVer si on: 2
support edLDAPVer si on: 3
vendor Nane: |sode Linmted

pwdAvai | abl eSchemeCener at or s:
pwdAvai | abl eSchenmeCener at or s:
pwdAvai | abl eSchemeCener at or s:
pwdAvai | abl eSchenmeCener at or s:
pwdAvai | abl eSchenmeCener at or s:
pwdAvai | abl eSchenmeCener at or s:
pwdAvai | abl eSchenmeCener at or s:
pwdAvai | abl eSchenmeCener at or s:
pwdAvai | abl eSchenmeCener at or s:
pwdAvai | abl eSchenmeCener at or s:

SCRAM SHA- 1
SCRAM- SHA- 256
SCRAM- SHA- 512
SHA2

SSHA2

SHA

SSHA

VD5

SMD5

CRYPT
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Appendix F Running as an OS Service

This section describes how to configure and run Operating System services.

F.1 Linux services

M-Vault uses a systemd template unit file for service management, so that a single unit
file can be used to manage multiple DSA instances. The unit file relies on DSAs being
stored in the /var/isode directory. The directory containing the DSA is then used to name
the service asfollows:

i sode- dsa@«di r ect ory- nane>

Thusif aDSA isstored in /var/isode/dsa-db then the systemd service name would be:
i sode- dsa@lsa- db

The DSA service would be started with:

systemctl start isode-dsa@dsa-db

F.2 Windows services

Windows supports a class of application known as a service. Applications intended to be

run as servicesare written to conform to theinterface rules of the Windows Service Control
Manager (which is part of the kernel). Many of the parts of the Windows operating system
itself are implemented as services. Services can run in the absence of, and independently

of, logged-on users.

Service applications can run either under a specific account, or by default under the
Local Syst emaccount (that is, with system privileges).

Installation of an application as a service causes a new entry to be created in the Windows
Registry. The entry contains such information as the service's name, dependencies,
description, and its location in the file system.

Services can be started either automatically when the system is started, or on demand, via
either the Control Panel or by any other application which uses the appropriate API for
communication with the Service Control Manager.

F.2.1 The Isode Service Configuration tool

Although services can be started and stopped (and to some degree modified) using the
Services applet within the Windows Control Panel, this does not provide all of the
functionality required by Isode services. The Isode Service Configuration tool istherefore
provided. This gives the ability to start, stop, add, delete and modify services, and to
configure inter-service dependencies.
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Service dependencies

In some cases, an | sode service will have dependencies on one or more other services. For
example, the M-Link xmpp service may make use of an M-Vault Server on the same
machine for configuration information, in which case the Directory service will need to be
started before the xmpp service. This dependency information is stored as part of the
Windows Service configuration, but may be viewed or modified by the Isode Service
Configuration tool.

By specifying appropriate service dependencies, you can control in which order services
are started.

Using the Isode Service Configuration tool
The Isode Service Configuration tool is used to:

* View, add, delete and modify services.
» Configure service dependencies.
 Start and stop services.

To start the Isode Service Configuration tool, run it as the Windows Administrator from
within the | sode group of the Start menu.

Installing services

Isode servicesaretypicaly installed either by the appropriate management tool (for example,
M-Vault Console creates a Windows service with the appropriate configuration when you
create alocal Directory Server), or by the Isode Service Configuration tool itself.

The Install | sode Services option on the Actions will invoke awizard that allows you to
add |sode services corresponding to the packages you have installed.

The example below installs the M-Link services.
On thefirst page of the wizard, select M-Link to configure.

Figure F.1. Service to install

| Isode Service Wizard = ||==] @

Service Collection Type

Choose the set of services to configure

/| M-Link
M-Log

Isode Embedded Tomcat Server

Nec> ||  Finish || Cancel
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On the next page of the wizard, deselect the isode.mbox.msar chived (I sode M-Link

M essage Archiving server) service if archiving is not required.

Figure F.2. Services not required

| Isode Service Wizard =0Ea @
Service Selection
Deselect any services which you do not require
M-Link
| isode.mbox.xmppd (Isode M-Link XMPP server)
isode.mbox.msarchived (Isode M-Link Message Archiving server)
| < Back | Finish | | Cancel

Press Finish to create Windows services for M-Link.

Viewing services

When Isode Service Configuration is started, alist of the installed | sode services, together
with their current status (running or stopped) is displayed, as shown below.

Figure F.3. Isode Service Configuration main window

Service Configuration

File Actions Help

| Refresh | [starcail| |stop| |[stop Al |£| |E|
Service Name Status Description Startup
isode.dsaf Isode DSA cn=DSA, o=Messaging.. manual

isode.mboxxm.. Isode M-Link XMPP server automa..

=0 =N 5

| Remove |

| Remave All |

Executable Path

C:\Program Files\Isede\bin\\isod...
Ch\Program Files\Isode\bin\isode...
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To update the status of the services to reflect the latest status, use the Refresh button.

Todisplay alist of all of the servicesinstalled on your machine, de-select the | sode Ser vices

Only option on the File menu.

You can view the configuration details for any by selecting it and pressing the Edit button.

Figure F.4. Edit service

Edit Service [===a]

Service name isode.mboxxmppd

Description Isode M-Link XMPP server

Executable path CA\Pregram Files\Isode\bin\isedexmppd.exe | Select... |

Command line arguments
Service arguments
Startup type Automatic -
Run under system account |V

Run under this account

Password for this account

|isode.dsa.0 v| | Clear|

| v||CIE_-ar|

Dependencies

| v||C|ear|

| v||Clear|

| oK | | Cancel |

The Executable path contains the executabl e filename, and is configured by whichever
Isode application created the service.

The Description field, which can contain any useful text, although the description of
each service should be unigue. A default description will normally be provided; for
example, in the case of a Directory Server, the description will be the name of the bind
profile used by M-Vault Console to manage the server.

Command line arguments and Service arguments are configured when the serviceis
created.

The Startup Type for Isode services could be set to Manual or Automatic, see the
section called “Modifying service details’, below.

Run under system account determines whether the service runs under the system
account, or another account specified in Run under this account and Password for
this account.

Dependencies shows the (possibly empty) list of other services on which this service
depends.

Modifying service details

Parameters for a service are typically configured by the | sode application which creates
the service, and so in most cases you do not need to change any of the service settings.
Typically the only values which you may want to change are:

» The Description field: a default description will normally be provided; for example, in

the case of aDirectory Server, the description will be the name of the bind profile used
by M-Vault Console to manage the server. You can change this to another value without
affecting the service's operation.

e The Startup Type: for example, you may wish to use avalue of Automatic for services

that should always be run when the system starts. In the case of automatic startup, you
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may want to specify service dependencies, to ensurethat services are started in the correct
order.

» Dependencies allows you to specify that a given service depends on one or more other
services. If you are displaying I sode Services Only, then thelist of services shownin
the combo box will only include Isode services. If you want to make a service dependent
on anon-Isode service, then de-select the | sode Services Only on the File menu before
invoking the Edit Service diaog.

Deleting a service

To delete a service from the list, select it in the main window shown in Figure F.3, “Isode
Service Configuration main window” and click on the Remove button. You will be asked
to confirm the deletion before it is performed.

It isalso possible to disable a service without deleting it by changing the Startup typein
thewindow shownin Figure F.4, “ Edit service” to Disabled. Thismay beuseful if aservice
is not required temporarily.

Adding a service

It ispossible to add a new service, which may be useful if you wish to configure multiple
instances of a given server and want to distinguish them with separate service names.
However, typically thisis unnecessary since |sode applicationswill add their own services
and use unique names, for example, M-Vault Console creates a uniquely named service
for each Directory Server that isinstalled on the local system.

To add anew service, use the Add button in the main window shown in Figure F.3, “Isode
Service Configuration main window” .

Thiswill display the window shown below.
Figure F.5. Add new service

Add Service (=3a]

Service name

Description

Executable path | Select... |

Command line arguments

Service arguments

Startup type Manual v
Run under system account |/

Run under this account

Password for this account

| v| |Clear|

| v| |C|ear

Dependencies

| v| |Clear

| v| |Clear|

| Cancel |

The contents of this dialog are the same as that for the Edit Service dialog shownin
Figure F.5, “Add new service’, except in this case you need to provide the Service name.
The dialog allows you to configure any service, athough only service names beginning
withtheprefix i sode. will bedisplayed when the | sode Services Only option is selected.
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Starting and stopping a service

To start a service, ssimply select the service from the list displayed in the main window
(Figure F.3, “Isode Service Configuration main window”) and press Start. If the service
is started successfully its status will be updated to r unni ng. Services can be stopped in a
similar manner using the Stop button.

Itispossibleto start al of the configured services by pressing the Start all button. Service
dependencies will be used to determine which order services are started. Similarly, the
Stop all button stops all of the running configured services .

Use of Windows registry

Most of theinformation shown inthe Edit Servicedialogin Figure .5, “Add new service”
corresponds with that maintained by Windows in its Service Configuration tool, and so it
is possible to use that tool to obtain information about a configured I sode service. The
exception is the Service arguments parameter, which provides away to provide extra
information to an Isode service when it starts up. Any Service Arguments are stored in
the Windows Registry under an | sode-specific key, located in:

HKEY_LOCAL_MACHI NE\ | sode\ | sode\ SERVI CES
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Appendix G Tcldish —the Tcldish and Ltcldish
DUAS

This chapter describes the DAP and LDAP Directory management DUASs called Tcldish
and Ltcldish.

Note: The general term, Tcldish, is used throughout this chapter to refer to both,
as they have much in common. Where text applies to only one of the DUAS, the
name of the DUA will be explicitly stated.

Tcldishisnot intended asageneral DUA. Itspurposeisto provide datamanagers and more
experienced userswith acommand lineinterfaceto the Directory. Tcldish commandsallow
you to move around, view and modify parts of the DIT, write and execute scripts and
manage Directory Servers.

The interface provided by Tcldish is similar to that provided by a Unix shell or Windows
Command Prompt. In Tcldish you can move up and down the DIT in much the same way
as you move up and down afile store, and the DIT location for a Directory operation in
Tcldish can be specified asarelative or absolute “ pathname”, in the same way asfile store
locations are specified.

G.1 Tcl and attribute syntax quoting

The management DUASs are based on Tcl (Tool Command Language), and include a
complete Tcl interpreter, which has been extended to include commands for accessing the
Directory. You can use the Tcl scripting language to customize the DUA environment to
suit your own requirements. However, before using or customizing the DUAS, it isadvisable
to have areasonable understanding of Tcl and the quoting rules of both Tcl and of the
attribute syntaxes being used.

The purpose of all textual quoting isto ensure that the appropriate representation of an
underlying value is presented unambiguously to the system. This applies at several levels,
and consequently may require successive quoting rules to be applied to ensure the correct
underlying value is achieved. For example, when presenting aDN which containsan RDN
component containing a UCS-2 string, consideration must be given to quoting the UCS-2
valueitsalf (BMPstring syntax quoting), then the valuewithinthe DN (DN syntax quoting),
and finally any Tcl quoting required.

This section gives a brief introduction to the subject of quoting for both Tcl and Attribute
value syntaxes.

G.1l.1 Tcl quoting
When using aTcl-based tool such as Tcldish, you should be familiar with the Tcl language
quoting rules when including special Tcl characters, such as double quotes ", braces{}

and back slashes), in Tcldish command arguments. Take care also when values contain
white space characters which may require Tcl quoting.

G.1.2 Attribute syntax quoting

Some values of attributes are either not directly expressible (for example, because they
contain non-ASCI| characters such as“i”) or would be capable of more than one
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interpretation (for example, acomma’, in aDN might be part of an RDN value or might
delimit an RDN).

Syntax quoting is used to provide aresolution for both of these issues. Different attribute
syntaxes may use different quoting mechanisms.

Tcldish makes a distinction between DNs representing absolute positions in the DIT and
DNs representing positionsin the DIT relative to the current position, when those values
are passed as DN arguments to Tcldish commands. Absolute DNs are specified by the use
of surrounding angle-brackets “<DN>".

For more information about quoting used by particular attribute syntaxes, see Appendix C,
Attribute Syntaxes.

Figure G.1, “Flow of quote processing” shows both the flow of quote processing in a
Tcldish context on the left hand side, and how to derive an appropriately quoted value for
usein Tcldish on the right hand side.

Examples of the application of quoting

Consider the Tcldish representation of the absol ute Distinguished Name cn=Five,o=Widget
Ltd,c=GB.

The following string might be passed as an argument to a Tcldish command:

{<cn=Fi ve, o=W dget Ltd, c=GB>}

Herethe braces, which are special Tcl characters, prevent the Tcl interpreter from processing
the enclosed text, which protects the embedded spaces. At alower level, the angled brackets
tell the Distinguished Name syntax handler that this is an absolute Distinguished Name.

Another representation of the same value, replacing the braces with double quotation marks,
is:

"<cn=Fi ve, 0=W dget Ltd, c=GB>"
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Figure G.1. Flow of quote processing

How to get
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processed representation
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quoting
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J
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The next example shows how to enter a value which contains a special character. Take,
for instance, the back slash “\” character, which is special to Tcl, the DN syntax parser and
the CaselgnoreString syntax parser. The absolute DN cn=Section\Five,0=Widget
Ltd,c=GB, where the “\" is part of the commonName attribute value, could be passed as
an argument to a Tcldish command as follows:

{<cn=Secti on\\\\ Fi ve, o0=W dget Ltd, c=GB>}

where the special character “\" needs to be escaped twice in a compounded fashion: once
for the CaselgnoreString syntax associated with commonName attribute, and once for
the DN syntax.

Another method of presenting the same value using Tcl double quotesis

"<cn=Secti on\\\\\\\\ Fi ve, o=W dget Ltd, c=GB>"

In TclDish, double quoting does not offer as much protection as braces, so yet another level
of escaping isrequired. Without any Tcl quoting, the value would appear to be two separate
strings, delimited by the space. A specific peer entry (see Section 7.2, “ Connection details
for Directory Servers’) describing the remote Directory Server peer
cn=Remote,0=otherOrg\,Inc,c=XX (wherethe organisation nameis* otherOrg,Inc”) below
this Directory Server's cn=config entry requires several levels of quoting:
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{<i sodeDSANanme=cn\ =Renpt e\, o\ =ot her O g\ \\, I nc\, c\ =XX, cn=confi g>}

Thisinvolves two layers of DN syntax quoting, sinceisodeDSAName has a DN-valued
syntax. Consequently, the inner DN value’'s commas, equal signs and escapes need to be
escaped in order to avoid confusing parsing of the outer DN. Note also that the inner DN
is not surrounded by angle brackets, sinceit is not of itself avalue handled by Tcldish as
aDN.

The following examples show how to protect non ASCII charactersin Tcldish arguments.
(Section C.1, “Character sets and matching rules’ describes how to specify different
character setsin the Directory). Here an absolute DN with the value
cn=Section\Funf,o=Widget Ltd,c=GB isentered asa UCS-2 string. Using Tcldish braces
it could be entered as:

{<cn={ UCS- 2} Secti on\\\\ F\\ 00f cnf , o=W dget Ltd, c=GB>}

where { UCS- 2} isthe character set flag. The back slash separator “\" and hex code for the
UCS-2 character “00fc” are protected in Tcldish by the braces, but need escaping for the
DN syntax handler. Using double quotation marks, the DN would need to be entered as:

"<cn={ UCS- 2} Secti on\\\\\\\\ R\ \\\ 00f cnf , 0=W dget Ltd, c=GB>"

Note: Windows-style pathnames (such as C:\folder\file) may also require Tcl
quoting, because the\ character isthe Tcl escape character. Thisresultsin the use
of doubled backslash separators; for example C:\\folder\\file. Alternatively, the
pathname could be specified as C:/folder/file.

For more information on programming in Tcl and Tk, see Practical Programming in Tcl
and Tk: Book and CD-ROM by Brent B. Welch and published by Prentice Hall, ISBN:
0136168302

G.2

Tailoring Tcldish and Ltcldish

There are three tailoring files which control the operation of Tcldish:

* the system-wide X.500 tailor file ( SHAREDI R) /dsaptailor
e auser'sprivate Directory tailor file, .duarc in his home directory
e auser's customizable scripting file, .tcldishrc in his home directory

Similarly, Ltcldish istailored by:

* the system-wide LDAP user agent tailor file ( SHAREDI R) /Idaptailor

e auser'sprivate Directory tailor file .duarc in his home directory

e auser'scustomizable scripting file .tcldishre in his home directory

With both DUAS, some of the valuesin the system wide tailoring files can be overridden

by valuesin the user’slocal .duarc and .tcldishrc. The following sections describe how
the management DUAs make use of the tailoring files.
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G.2.1 Use of the dsaptailor file by tcldish

Although individual Tcldish DUAs are likely to have their own tailoring file, they should
also have access to the system wide ( ETCDI R) /dsaptailor and ( SHAREDI R) /dsaptailor
files. On start up, Tcldish references dsaptailor for various default values including:

» Thelocal name and Presentation Address of the Directory Server to contact initially.
Thisinformation isgiveninthe dsa_addr ess entry. For example:

dsa_address uk "\"X500\"/I nt ernet=dsa.w dget.com+19999"

Thisdeclaresthat the Directory Server, nicknamed uk, is contacted by calling the network
addressof dsa. wi dget . comat TCP/IP port 19999. The nickname can beused intcldish
to specify the name of the Directory Server to contact.

Thedsa_addr ess isalso used when Tcldish isrequired to bind to a Directory Server
using strong credentials. In this case, the nickname is the distinguished name of the
Directory Server to be bound to, for example:

dsa_address "<cn=Strong DSA, o=f oo, c=GB>" "\"X500\"/I nternet =dsa. wi|dget . comt

» Thelocation inthe DIT to point to initially. Thisisgiveninthel ocal _DI T entry, for
example:

|l ocal _DI T "<ou=Research, o=W dget Ltd, c=GB>"

If there ismore than one dsa_addr ess entry in dsaptailor, thefirst one listed is used to
supply the address of the default Directory Server to contact.

G.2.2 Use of the Idaptailor file by Ltcldish

Ltcldish usesthe ( ETCDI R) /Idaptailor and ( SHAREDI R) /Idaptailor filesin much the same
way as Tcldish usesthe dsaptailor file. However, the only valuesin the Idaptailor file, are:

» Thenickname and Presentation Address of the Directory Server to contact initially. The
latter isgiven inthedsa_addr ess entry in the form of an LDAP URL:

| dap: // host: port/

Note: Thetrailing slash isrequired.

To access the Directory Server at Widget Ltd using LDAP, thedsa_addr ess entry in
the Idaptailor file might be:

dsa_addr ess ukl dap | dap://dsa-host.w dget.com 19996/

In this example, the nickname of the Directory Server isukl dap, and it is contacted by
calling the network address of dsa- host . wi dget . comat TCP/IP port 19996. The
nickname can be used in Ltcldish to specify the name of the Directory Server to contact.

» Thelocation inthe DIT to point to initially. Thisisgiveninthel ocal _DI T entry, for
example:
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|l ocal DI T "<ou=Research, o=W dget Ltd, c=GB>"

The files which define the LDAP attribute and object class definitions, |dapv3oid.at and
Idapv3oid.oc, will be accessed automatically in ( SHAREDI R) .

User’s .duarc file

When auser starts Tcldish or Ltcldish, his.duarc file, located in his home directory, is
read in order to obtain user authentication information and user specified options.

Entriesin this file should take the format:

option: val ue

Note: Command line arguments passed to Tcldish override values set by any
command speci fi er lines, whichin turn override values set by service and
notype lines.

The following options and values are recognized. Every opt i on is case-insensitive:

user nane: Distingui shed Nane
Normally the absol ute Distinguished Name of the user to be recognized when binding.

Note: The presence of valuesfor user nane and passwor d in .duarc does
not automatically cause dbind to use simple authentication.

To bind with simple authentication the - si npl e flag must be included in one of the
following:

» Thecommand line to start Tcldish or Ltcldish, if you want to bind to a Directory
Server on start up.

» Thedbind command lineif you are binding to a Directory Server after Tcldish or
Ltcldish has been started.

» Thecommand specifier line: bi nd: - si npl e inthe.duarcfile. Thissetsthe default
authentication mode for dbind to simple.

password: password
The password to be recognized when binding. For this reason care should be taken to
ensure that ausers's .duarc fileis not publicly readable. Alternatively, this option can
be omitted, in which case the password may be prompted for. This latter method is
more secure as it does not reveal the password on the command line.

service: service control flags
A space separated list of default service control flags and values (see Section G.4.3,
“Service control flags’).

| ocal _DI T: Distinguished Name
The Distinguished Name indicates the point in the DIT from which navigation isto
begin. The value given here will overridethel ocal _DI T value in the dsaptailor or
Idaptailor file, if specified. If no DIT starting point is given in any file, the starting
point will be ROOT.

notype: attribute types
Thisisa space separated list of attributes which will not be displayed by dshowentry
unless explicitly caled for.
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ni cknane: Distingui shed Name
This option allows you to assign an alternative name to a Distinguished Name object.
For example:

sal es: <cn=Tom Sni t h, ou=Sal es, o=W dget Ltd, c=GB>

assignsthe nickname sal es to cn=Tom Smith,ou=Sales,o=Widget Ltd,c=GB.

Thenickname, sal es, can then be used in arguments which require the Distinguished
Name. For example:

dshowentry sal es

will show the entry for Tom Smith.

conmmand specifier: command flags
Thisentry setsthe default flags required for a specific type of Tcldish command. There
may be severa entries of thistype, onefor each type of command. command speci fi er
refersto the type of operation, and can take one of the valueslisted in Table G.1,
“Mapping of command specifiersto commands’. conmand f 1 ags isaspace separated
list of default flags to be used with the Tcldish command(s) corresponding to the
command speci fi er. For example, the following entry:

shownane: -ufn

means that dshowname and dpwd, which are equivalent commands, will aways be
invoked with - uf n set.

Table G.1. Mapping of command specifiers to commands

Command Specifier |Corresponding Tcldish Command(s)
add dadd
bind dbind
bulkclean dbulkclean
bulkload dbulkload
moveto dcd
dmoveto
compare dcompare
delete ddelete
drm
list diist
dis
modify dmod
dmaodify
modifyrdn dmodifyrdn
dmodrdn
showname dshowname
dpwd
search dsearch
showentry dshow
dshowentry

Tcldish — the Tcldish and Ltcldish DUAs



M-Vault Administration Guide 338

Command Specifier |Corresponding Tcldish Command(s)
status dstatus
unbind dunbind

dquit

quit

An example of a.duarc file might be:

user nane: <cn=DSA Manager, cn=DSA, ou=Resear ch, o=W dget Ltd, c=GB>
password: dgt_93vx

bi nd: -sinple

unbi nd: - noquit

service: -sizelimt 15

not ype: user Password

list: -sizelimt 30

This example would have the following effect:

» A default of 15 is set for the service control flag, - si zel i ni t .

» Unless explicitly requested, userPassword attributes will not be displayed by
dshowentry.

* |ist isacommand specifier line. The - si zel i m t parameter for dlist and dIs
commands will default to 30.

* unbi nd isacommand specifier line. It setsthe default action for the dunbind command
to- noqui t, i.e. disconnect from the Directory Server, but do not exit Tcldish.

* bi nd isacommand specifier line. It sets the default mode of authentication for dbind
to simple. If you then use dbind with no authentication flags explicitly set on the
command line, it will attempt to bind using simple authentication, and take the values
set in the .duarc file for username and password to validate this connection.

Caution: Itisimportant to ensure that a user’s .duarc file is not publicly
readable, asit contains the user’s password.

G.24 The .tcldishrc tailoring file

A user’s .tcldishrc file should be located in his home directory, and can contain a user
defined Tcl script which isloaded when tcldish or Ltcldish are started. Any valid Tcl
commands may appear in thisfile. For example, you might wish to define a customization
for the command line prompt. The following example script would cause the current DIT
location to be displayed instead of the default prompt string:

set tcl_pronptl {
gl obal tcl di sh_pwd
if {![directory isbound]} {
set name "not bound"
} else {
if [catch {_text_dn $tcldish_pwd} nane] {
set name "??°?"
}
}

puts -nonew ine "\[$nane] Tcl Di sh% "

}

By default Tcldish simulates the Tcl shell program, tclsh, and attempts to invoke an
unrecognized command as a system program. This behaviour can be disabled by adding
the following command to the .tcldishrc
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file: set auto_noexec {}

G.3

Running Tcldish and Ltcldish

To start aTcldish DUA, type:

tcldish [-noconnect] [-file filenane] [dbind argunents]

To start an Ltcldish DUA, type:

Itcldish [-noconnect] [-file filename] [dbind arguments]

- noconnect
starts Tcldish without binding to a Directory Server.

dbi nd argunents
The arguments to the dbind command (see Section G.5.1, “dbind”) can be used on
the command line when starting Tcldish.

-file filename
directs Tcldish to interpret the Tcl script identified by f i | enanme on startup. Thefirst
Directory related command in the script file must be to bind to the Directory.

The process of connecting, or binding, to the Directory takes place automatically when the
DUA isstarted. If no arguments are given, dbind will attempt to connect using the defaults
set in the dsaptailor/Idaptailor file (for dsa_addr ess) and the .duarc file (for the bind
parameters).

The commands which you can use when Tcldish has been started are described in
Section G.4, “Command overview”. To exit Tcldish, type qui t or use the dunbind
command (see Section G.5.2, “dunbind”).

To abandon a Tcldish operation, hold down the Control key and press c. Note that thisis
not yet implemented for Ltcldish.

G4

Command overview

Thefollowing sections describe the set of commandswhich the management DUASs provide.
Section G.5, “ Commandsfor Directory operations’ describesthe commandsfor performing
common DAP and LDAP Directory operations, such as binding to the required Directory
Server, performing searches and modifying entries. Section G.6, “ Other Tcldish commands’
describes some additional commands which do not map directly onto DAP or LDAP
operations, but which are useful for administration purposes. Section G.7, “Bulk data
utilities” describesthe utilities provided for adding or modifying alarge number of entries
all at once.

AsLDAP providesasubset of DAP features, some of the commands and arguments (flags)
are not available when you are running Itcldish. Theselimitationsarelisted in Section G.4.1,
“Commands and flags not applicable to Ltcldish”.
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To avoid a conflict with built-in Tcl commands (for example, list), all Tcldish commands
are prefixed with the character d. In other respects, the commands emul ate the equival ent
commandsin the older dish DUA, except where noted. The following dish commands are
not supported by Tcldish: editentry, squid, fred, dsacontrol.

You can customize command names and flags by using Tcl to define appropriate aliases
in a.tcldishrc file. For example:

proc dls args { return [ eval dlist $args] }

Most of the Tcldish commands support a number of flags which can be used to tailor the
behaviour of the command. To get alist of the flags supported by a command, type the
command name and the - hel p flag, for example:

dsearch -help

The full names of flags are used in the descriptions and examples. However, the shortest
unique name is sufficient to select aflag.

Commands and flags not applicable to Ltcldish
Thefollowing commandsand flags are not currently availablefor the LDAP DUA, Ltcldish:

e The-edb read flag.
» Thefollowing service control flags:

-[ no] preferchain
-[ no] chai ni ng
-[no]refer

- [ dont ] usecopy
-[no] I ocal scope
- managedsai t

-1 ow

- medi um

- hi gh

* The-strong and- prot ect ed flagsin bind
» The- nodi f yRi ght sRequest flag in dshowentry
e Thedmanager command described in Section G.6.4, “dmanager”

How objects can be referenced

With nearly every command it is possible to supply the Distinguished Name (DN) of the
object to be referenced. In the syntax used to describe the commands thisis represented

by:

obj ect

Namesinthe Internet DN format and surrounded by angled brackets are taken to be absolute
Distinguished Names. Without angled brackets, the name is taken as being relative to the
current position in the DIT. The special name . . isused to mean “onelevel up” from the
current position.

If, for example, the current position is:

<ou=Sal es, o=W dget Ltd, c=GB>
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The string sn=Sni t h describes the object, sn=Smith, which is relative to the current
position:

<sn=Smi t h, ou=Sal es, o=W dget Ltd, c=GB>

Generally if the Distinguished Name contains spaces, it must be contained within quotes,
and these quotes must surround the entire argument containing spaces.

Objects can a so be expressed using sequence reference numbers. As results returned by
search and list operations may belong, each resulting entry has areference number printed
beside it. This number can then be used as the object in any of the calls to the Directory.

The dsequence command, described in Section G.6.1, “dsequence”’, is used to name and
reset sequences, and to view sequence status details. The - sequence flag can be used with
the dsearch and dlist commands to store the results in named sequences.

Service control flags

The Tcldish commands described in Section G.5, “Commands for Directory operations’
map onto standard Directory operations (Read, Compare, List, Search, AddEntry,
RemoveEntry, M odifyEntry) and have additional flags to control the type of service
provided.

The flags recognized are listed below. Those applicable to both Tcldish and Ltcldish are:

-tinmelimt n
-notinelimt

-sizelimt n

-nosi zelimt
-attributesizelimt n
-noattributesizelimt
-[ dont] der ef erenceal i as

The following are applicable to Tcldish only:

- [ no] pref erchai n
- [ no] chai ni ng
-[no] refer

-[ dont ] usecopy
-[no] | ocal scope
- managedsai t

-1 ow

- medi um

- hi gh

-timelimt n
Set the time limit to n seconds.

-notinelimt
No time limit specified. Thisis the default time limit.

-sizelinmt n
Set the size limit to n entries. This can be increased up to the administrative limit
(typically 200) set in the Directory Server which holdsthe entries. The attributeswhich
hold the Directory Server administrative limits, adminSizeLimit, adminTimeLimit
and adminLookthroughLimit, aredescribed in Section E.1.1, “Administrative Limits’.
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-nosi zelimt
No size limit specified. Thisis the default size limit.

Note: Where there are alarge number of entries, the number returned may
be restricted by the Directory Server administrative limit mentioned above.

-attributesizelimt n
Thisindicates the largest size of any attribute (type and all its values) that can be
included in returned entry information. The value n istaken to be the attribute’s size
in octets.

-noattributesizelimt
No size limit is set for returned attributes. Thisisthe default attribute size limit.

-[ dont] der ef erenceal i as
(Do not) dereference aliasesif found in the path of a query.

Note: Tcldish will not notify the user if an aliasis de-referenced.

-[ no] pref erchai n
Advise the Directory Server (not) to chain the operation if required. However, the
Directory Server is allowed to ignore the advice, and return areferral.

-[ no] chai ni ng
(Prohibit) Allow the use of chaining.

-[no]refer
(Do not) automatically follow referrals issued by the Directory Server.

-[ dont ] usecopy
(Prohibit) Allow the use of a shadowed copy of the data.

-[no] | ocal scope
(Do not) limit operation to local scope as defined by X.500. The interpretation of this
flag is Directory Server dependent.

- managedsai t
Thisflag enables an administrator to use Tcldish commands on objectsin the Directory
Server’s own information tree, DSEs for example. This flag can only be used if you
are bound as the DSA Manager.

-1 ow
Flag the query as low priority. In the M-Vault Server, operations at this priority will
give way to other operations more frequently.

- medi um
Flag the query as medium priority. Thisis the default.

-high
This flag has two effects in the M-Vault Server. Non-local operations will return a
referral rather than requiring the Directory Server to open anew association for
chaining. Local operations at high priority will give way to others less frequently.

G.4.4 Read flags

The commands dshowentry, dmoveto and dsear ch recognize the flags listed below.

-[no]type attribute-type
-[no]all

-[ no] val ue

-[ no] show

-[ no] key
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-type
flag requeststhat only the given attributes are read from the Directory Server. - not ype
does not necessarily prevent the attributes being read, but it does inhibit their display.

-all
flag requests that all attributes of an entry are read (default).

-val ue
flag reads the attribute value (this is the default). - noval ue causes aread of the
attribute types only.

- show
flag isused to make the DUA show the requested attributes (thisisthe default for read,
but not for search).

- key
flag causes the attribute type (key) to be displayed when the value of an attribute is
returned (e.g. cn=isshown in front of acn value).

G.5

G.5.1

Commands for Directory operations

This section defines all the Tcldish commands for standard Directory operations.

dbind

dbind [-call Directory Server nicknane or address]

[ - noaut henti cati on]

[-sinple -user Distinguished Nane - password password]
[-protected] [-strong]

On startup (see Section G.3, “Running Tcldish and Ltcldish™), Tcldish will bind to the
default Directory Server defined in the system-wide ( SHAREDI R) /dsaptailor or

( SHARED! R) /Idaptailor file by issuing adbind command. Binding to the default Directory
Server can be overridden by setting the - cal | flag on the command line:

-call Directory Server nickname or address
Thisflag can be used to connect to a Directory Server other than the default.
Directory Server nicknane isthe nickname assigned in the dsaptailor or
Idaptailor file to the required Directory Server (see Section G.2, “Tailoring Tcldish
and Ltcldish™). Alternatively, you can bind to a Directory Server not defined in the
tailor file by specifying addr ess, the presentation address of the required Directory
Server.

If you do not specify a Directory Server with - cal | , and you are aready bound to a
Directory Server, Tcldish will attempt to rebind to that Directory Server. If you are
not currently bound (at start up or after issuing a dunbind command) Tcldish will
contact the default Directory Server as set in the dsaptailor file.

The following examples show how the dbind command might be used:

 InTcldish, this connects to the DAP Directory Server called dsa2. The dsaptailor
file holds the Presentation Addressfor this Directory Server. In Ltcldish, this connects
toan LDAP server called dsa2. The ldaptailor file holdsthe URL for this Directory
Server.

dbi nd -call dsa2
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» The following example shows how you can connect to a DAP Directory Server
which isnot listed in the dsaptailor file:

dbi nd -call "Internet=x500.w dget.com+19999"

» Similarly, the example below shows how you connect to an LDAP Server,
Idap.widget.com which is not listed in the Idaptailor file:

dbind -call |dap://|dap.w dget.com 19389/

When connecting to the Directory, the user must be authenticated. The flags described
below control the level of authentication the DUA attempts to use. Table G.1, “Mapping
of command specifiers to commands’ summarises the effect when various combinations
of these flags are set. dbind binds with no authentication if none of the flags below are set.

If the- user and - passwor d flags are set, simple authentication is used, even if the

- si mpl e flag isnot set. If none of these flags are used and simple authentication isdesired
(binding from information in the .duarc file, for example) then the - si npl e flag must be
Set.

- noaut henti cati on
Thisindicates the lowest level of authentication, that is, anonymous. The Directory
may respond with the message “inappropriate authentication”, which means a higher
level of authentication is required.

-sinple
Thisisthe next level of authentication. The Directory uses the values given for user
and password to authenticate the user. These values can be specified on the command
lineviathe- user and- passwor d flags, inthe .duarcfile, or, in the case of password,
in answer to aprompt. See Table G.2, “ Setting authentication levels using Tcldish”
for the different ways of setting simple authentication.

-user Distingui shed Nane
Thisisthe Distinguished Name of the user, and is required together with a password
when binding to the Directory using simple authentication. If the- user flagisset but
the - si npl e flag is not, simple authentication isimplied.

- password password
Thisisatextual password. Encrypted passwords are not supported. If simple
authentication is explicitly or implicitly requested, but no password is given in the
command line or in .duarc, you are prompted to enter one.

Caution: Starting Tcldish with the - passwor d flag on a multi-user system
may revea your password to other users; if they use the Unix ps system
command, for instance. However, thisis not an issueif the password is
specified in the .duarc file, or given in answer to the password prompt.

- protected
(Tcldish only) Thisflag tellsthe DUA that all operations and results must be digitally
signed. It can only be used if the - st r ong flag is also specified.

-strong
(Tcldish only) Thisflag tellsthe DUA to send strong authentication credentialsto the
Directory. Binding with strong authentication offersthe highest level of security. When
using strong authentication, the -user flag flag specifies the dn of a certificate in the
user’s PKCS#12 file, and the - passwor d flag specifies the passphrase necessary to
decrypt the PK CS#12 file. See Section 5.4, “ Configuring the Directory for X.509".
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Table G.2. Setting authentication levels using Tcldish

Required auth level

-noauthentication |-simple| -user |-password |-strong Comment

no authentication

not set

not set |not set|not set not set |Default when no flags are set

no authentication set not set |not set|not set not set |"No authentication™ explicitly requested
simple not set set set set not set |Password supplied
simple not set set set not set not set |Prompted for password
simple not set set not set|not set not set |Attemptsto read user and password
from .duarc
simple not set not set |set Set not set | Simple authentication assumed.
simple not set not set |set not set not set | Simple authentication assumed.
Prompted for password.
strong not set not set |set set set Certificate required
G.5.2 dunbind
qui t
dunbind [-[no] quit]
Thisis used to break the connection to a Directory Server, and exit Tcldish.
-noqui t
If thisflag is specified, Tcldish unbinds from the current Directory Server but does
not exit. A dbind command must be issued before Tcldish will be able to perform
other Directory operations.
G.5.3 dmoveto
When you specify an object, the current position in the DIT is not changed. To change the
current position you should use the command
dmove[to] [-[no] pwd] [-[no]check] object
- pv\d
Thisflag tellsdmoveto to print the current position in the DIT.
- nocheck
Normally, dmoveto invokes a read to check that the named entry exists. Thisflag
inhibits such checking.
The current position can a so be changed with the - nove flag to dshowentry and dlist
commands (see Section G.5.4, “dshowentry” and Section G.5.6, “dlist”, respectively).
G.5.4 dshowentry

dshow[entry] [object] [-[no] nanme] [-[no]nove]
[ - nodi fy[ Ri ght sRequest]]
[any of the read fl ags]

dshowentry will display some or all of the attributes of the specified entry. The read flags
are used to specify which attributes to show.
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- nane
tells dshowentry to show the Distinguished Name of the requested entry aswell as
its attributes.

-nove
is used to change the current position in the DIT to the object specified as well as
showing the requested attributes.

-nmodi fy
isused to request modify rights. If modify rights are requested and the Directory Server
permits returning them, they will be shown for the attributes the user has requested.

Modify rights of none, add, remove and rename are listed along with the requested
entry attributes.

The modify rights for the entry as awhole are identified by:

nodi fyRi ghts:entry

and the rights associated with a particular attribute in that entry are identified by:

nmodi fyRi ghts: attribute

whereat t ri but e isthe name of the attribute.

G.5.5 dcompare

dconpare [object] [-[no]lprint] -attribute type=val ue

The dcompar e command checksto see whether or not the entry holds a particul ar attribute
value. If no object is specified the current object is checked.

-attribute type=val ue
Thisisthe attribute type and value to check for.

-[no] pri nt
If - print isspecified, one of the strings TRUE or FALSE is printed. If - nopri nt is
specified, 1 isreturned instead of TRUE, and O isreturned instead of FALSE. - pri nt
is the default setting.

An example of how this command might be used is:

dconpare -print -attribute sn=snith

G.5.6 dlist

dlist [object] [-[no] nove] [-subentries]
[ - sequence sequence nane]

Thiscommand displaysthe Relative Distinguished Names of the subordinate entries bel ow
the current position in the DIT, or below obj ect , if given. The number of subordinates
returned can be limited by using the - si zel i mi t service control flag.

-nove
is used to change the current position in the DIT to the object specified.

-subentries
is used to list subentries.
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-sequence sequence nane

storestheresulting entriesin the sequenceindicated by sequence nane. For example:

dlist "c=US" -sequence US

lists the entries below the current position in the DIT, which have c=US, and stores
these in anew sequence called US.

If the sequence already exists, theresultswill be added to it, otherwise anew sequence
will be created. Notethat using this option does not change the current default sequence.
The dsequence command must be used to do this (see Section G.6.1, “dsequence”).

Reference numbers in this new sequence will start at 1. When the sequence listed is
not the current sequence, the reference numbers appear in the form:

sequence nane.r ef erence nunber

For example:

Tcl Dish%dlist -sizelimt 4 -sequence GB
GB. 1 organi zati onal Uni t Nane=new

GB. 2 commpnNane=Al an Jones

GB. 3 commpnNane=Bi || Smith

GB. 4 commpnNane=Col i n Green

(sizelimt exceeded)

If asequence is made the current sequence using the dsequence command, only the
reference numbers are displayed.

If thisflag is not specified, the results are stored in the current default sequence.

The example below shows entries returned in response to adlist request:

Tc

© oo ~NOoO O WDNPRE

PR RRRERRERRR R
©O~NOUNWNRO

20
Tc

I Dish%dlist -sizelimt 20
aDVDNane=Tel emai |
or gani zat i onNane=Advanced Deci si on Systens
or gani zat i onNane=Ant eri or Technol ogy
or gani zat i onNane=Appl e Conputer, Inc.
or gani zat i onNanme=ATT
or gani zat i onNanme=Auburn Uni versity
or gani zat i onNane=Bel | cor e
or gani zat i onNanme=Bucknel | Uni versity
or gani zat i onNane=Car negi e Mel | on Uni versity
or gani zat i onNanme=Case Western Reserve University
or gani zat i onNane=Ci t i bank
or gani zat i onName=Cl ar kson Uni versity
or gani zat i onName=Col unbi a Uni versity
or gani zat i onNanme=Cont i nuous El ectron Beam Accel erator Facility
or gani zat i onName=Cont rol Dat a
or gani zat i onNanme=Cor porati on for National Research Initiatives
or gani zat i onNanme=Cr ay Research | nc.
or gani zat i onNanme=CREN+st at eOr Provi nceNane=Di strict of Col unbia
or gani zat i onName=Dana Farber Cancer |nstitute
or gani zat i onNane=Def ense Conmuni cati ons Agency (Limt problem
| D sh%

Note: The RDN identified by sequence number 18 is multi-valued.
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dsearch

dsearch [[-o0bject] object] [-subentries]

[ - baseobject] [-singlelevel] [-subtree]

[[-filter] filter] [-matchedval uesonly] [-[no]relative]
[-[no] searchal i ases] [-sequence sequence nane]

[-[no] partial]

[any of the read fl ags]

This command searchesthe DIT, starting at the object specified, for entries that match the
given filter. When a matching entry is found, only its Distinguished Name relative to its
position in the DIT is printed unless a - show read flag option is specified, in which case
the attributes are displayed as well.

If no flags are given to asearch command, then only one argument isallowed. Thisistaken
to be thefilter and not the base object asin all other commands.

Theflags-filter and- obj ect aresupplied to allow the user to specify if both afilter
and base object are regquired. (Note that only one need be flagged.) The following are all
valid examples of search commands:

dsearch

dsearch filter

dsearch -filter filter

dsearch -filter filter -object object
dsearch filter -object object
dsearch -filter filter object

whereas the following are not valid:

dsear ch obj ect
dsearch filter object

The protocol standard provides adefault filter which “includesall”. To request this default
filter enter:

dsearch &

The format of filters differs for DAP and LDARP. In general, the examples given in this
section arein DAP format. Section G.5.7.1, “LDAPfilters’ gives details on specifying
filters for both protocols.

Thefirst three flags are mutually exclusive.
- baseobj ect

searches only the current object.

-singl el evel
specifies al immediate children of the specified object should be searched. Thisisthe
default setting.

-subtree
searches the current position and al the levels below recursively.

For example:

dsearch -object "<o=Wdget Ltd,c=GB>" -subtree \
-filter "sn=Beasl ey" -type tel ephoneNunber -show
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will search the DIT subtree below o=Widget Ltd,c=GB for an entry with a surname
exactly matching Beasley, and then display the telephoneNumber attribute.

- mat chedval uesonly
is used to limit the attribute values returned by show to those which match the values
specified in the filter. Therefore, where the values specified in afilter are completely
satisfied by part of amulti-valued attribute, only the attribute values which match
those in thefilter will be displayed.

For example, an entry contains the following two values for the cn attribute: “ James
Beasley” and “Jim Beasley”. A search without the - nat chedval uesonl y flag:

dsearch -filter "cn=Jinf" -type cn -show

will display both values, “ JamesBeasley” and “ Jim Beasley”. A search whichincludes
the - mat chedval uesonl y flag:

dsearch -filter "cn=Jinm" -type cn -show - mat chedval uesonly

will return only the value “Jim Beasley”.

-norel ative
isusedtotell dshownameto print the full Distinguished Name of theresults. Otherwise,
the name relative to the current position is printed.

-[no] searchal i ases
indicates whether aliases encountered in the search should be de-referenced and thus
searched. Thisisdifferent from the - [ dont ] der ef er enceal i as service control
flag, which defineswhat happensto aliases found when locating the base object of the
search. - [ no] sear chal i ases controlsaliases encountered in the descendents of the
base search object. The default is - der ef er enceal i as and - nosear chal i ases.

-sSequence sequence nane
stores the resulting entries in the sequence indicated by the sequence name specified.
If the sequence already exists, theresultswill be added to it, otherwise anew sequence
will be created. Note, this option does not change the current default sequence. The
dsequence command must be used to do this (see Section G.6.1, “dsequence”).

Reference numbersin this new sequence will start at 1. Asthisis not the current
seguence, reference numbers will be shown in the form:;

sequence nane.r ef erence nunber

(See Section G.2, “Tailoring Tcldish and Ltcldish” for an example of the reference
number format.) If a sequence is made the current sequence using the dsequence
command, only the reference numbers are displayed.

If thisflag is not specified, the results are stored in the current default sequence.

The following example:

dsearch -object "<o=Wdget Ltd,c=GB>" -subtree
-filter "sn=B*" -sequence B

searches the DIT subtree below o=Widget Ltd,c=GB for entriesin which surname
begins with B, and store the resultsin a new sequence called B.

-[no] parti al
If the search isnot able to do the entire search, for example because one of the Directory
Servers to search could not be contacted, it will return partial results. If - parti al is
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set, - showis needed to see the full set of partial results, otherwise only asummary is
printed. Unlike referral errors, the DUA does not follow these partial references. If
-nopartial isset, no partia resultswill be returned.

LDAP filters

Thefiltersused in LDAP and DAP are dightly different. This section explains some of
these differences. In LDAPfilters, thefilter asawhole and each expression within thefilter
must be enclosed in brackets. In addition, operators precede the expression to which they
refer. To use the first two filter examples above with Ltcldish, they would need to be in
the form:

"(sn=Beasl ey) "
"(cn=Jint)"

Full details on LDAP filters are given in RFC 4515.
Common filters

The following operators can be used to link expressions in both DAP and LDAP filters:

&
logical AND

logical OR

Parentheses () enforce the Boolean ordering of the expressions, otherwise the evaluation
isleft to right. The Boolean negation operator is! .

When searching for an exact match =, the* character isused asawildcard, and a substring
match takes place. If only * is specified, a presence match search is performed, and any
entry containing that attribute will be matched. For example, Ti m¥ will match any attribute
value starting with the string “ Tim” and * Howes any attribute value ending in the string
“Howes’.

When substringsin afilter contain non-ASCII characters, each substring must be prefixed
with the character set flag. For example:

-filter {cn={UCS-2}initial*{UCS-2}any*{UCS-2}final }

The{ UCSs- 2} flagsare needed if each of the substrings,i ni ti al ,any andfi nal contain
non printable UCS-2 characters. If only thei ni ti al substring contains non printable
UCS-2 characters, the filter can be expressed as:

-filter {cn={UCS-2}initial*any*final }

Note: A Directory Server canresolve searchesof theformst ri ng* or*string
significantly faster than searches of the * st ri ng* form.

Aswell as an exact equality match, <= or >= can be used, or an approximate match can be
specified, by specifying ~=.

If thefilter expression isincomplete and does not specify the match, Tcldish will by default
use an approximate match filter on the cn attribute. Ltcldish requiresthefilter isacomplete
LDAP filter string and will not use a default filter.

Here isamore complex example of afilter that searches for anyone who matches the
following criteria:
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» isamember of staff or a student

* hasadrink attribute

e common name approximately matches “paul”
* surnameisnot “Jones’.

The DAP format of thisfilter is:

"cn~=paul & (userC ass=staff|userd ass=student) &
(!surname=Jones) & drink=*"

The LDAP format is:

"(&(cn~=paul ) (| (usercl ass=st af f) (usercl ass=st udent))
(! (surname=Jones)) (dri nk=*))"

Appendix C, Attribute Syntaxes containsalist of all the attributesthat can be used to search
for an entry, together with adescription of the type of matching allowed. Ensure that search
filters have adeguate quoting (see Section G.1, “ Tcl and attribute syntax quoting”).

dadd

dadd [ obj ect]
[-draft draft [-noedit]] [-tenplate draft]
[-newdraft] [-objectclass objectclass]

dadd isused to add entries to the DIT. Thisinvokes an editor on the draft entry. If there
isnot adraft entry specified, adraft entry of the specified object classis created. The draft
is by default the .dishdraft in your home directory, but this name can be altered by using
the-draft flag.

When editing has finished, an add operation is sent to the Directory if any changes have
been made to the draft (the - noedi t flag following a- dr af t stops the editor being
invoked).

-newdr af t
causesthe current draft to be overwritten with anew template of the appropriate object
class.

-tenpl ate
isused to specify atemplate draft file that should be used during editing. The template
fileis not modified, it is copied to the draft file.

If the add completes successfully, the draft entry is renamed with a suffix of .old. If the
add fails, the draft is left unchanged. If you issue a subsequent add, you will be asked if
you wish to use the existing draft or create a new one.

Note: With the M-Vault Server, until the prescriptiveAC! attribute of the access
control subentry is modified, only the DSA Manager is permitted to add entries
to the Directory Server.

ddelete

ddel ete [ obj ect ]
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The specified entry is removed from the DIT.

Note: Only leaf entries (that is, entries, without children, at the bottom of the
DIT) can be deleted using this command. The dbulkclean utility, described in
Section G.7, “Bulk data utilities’, can be used to delete multiple leaf entries, or
an entire subtree,

dmodify

dnodi fy [ object]
[-draft draft [-noedit]] [-newdraft]
[-add attribute] [-renpve attribute]

The dmodify command is used to modify existing entries in the DIT, and has two modes
of operation. Thefirst isused to modify specific attributes and usesthe - add and - r enmove
flags to add and remove single attributes and values. Many of these can be strung together
in the same command, for example:

dnodi fy -add "description=new attri bute" -renove "dri nk=Chocol at e"

The second method is useful for atering many attributes at the sametime. If the following
istyped:

drodi fy

thiswill get the current DIT entry and place acopy of itinthe .dishdraft file. If the- dr af t
option is specified, then the given fileis used. After editing, any changesto the entry are
sent to the Directory (aswith adding an entry, the - noedi t flag followinga- dr aft stops
the editor being invoked).

The draft fileis handled in the same way as with dadd, except that when a new draft is
created, the current values of the entry’s attributes are read from the Directory.

dmodifyrdn

dnodi fyrdn [object] -name attribute type=attribute val ue
[-[no] del et e]

Thisis used to modify the Relative Distinguished Name (RDN) of an entry, as this cannot
be changed using the modify operation.

Note: The M-Vault Server only allows this operation on leaf nodes.

-nanme attribute type=attribute val ue
The new RDN of the selected object. For example:

dnoveto "<cn=Bill Smth, ou=Research, o=W dget Ltd, c=GB>"
dnodi fyrdn -nane "cn=Phil Jones"

-nodel ete
Thisflag is used to prevent the old RDN being removed as an attribute of the entry.
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G.6

G.6.1

Other Tcldish commands

Tcldish also provides commands which do not map directly onto DAP/LDAP operations
but are useful in scripts or for management purposes.

dsequence

dsequence [[-sequence] sequence nane
[-all] [-reset] [-status]]

The results of a search or list operation are stored in a sequence, and each entry is given a
reference number. Tcldish starts with a sequence called default as the current sequence.
Results can be directed to sequences other than the current sequence by using the

- sequence optionin the dlist or dsearch commands. This option does not change the
current sequence.

The dsequence command is used to change the current default sequence, and to view,
name and reset sequences.

 Using the command without any options:

dsequence

returns the current sequence. The dstatus command a so returns thisinformation.
 To give the current sequence a different name use the following format:

dsequence [-sequence] sequence nane

where - sequence isthe flag indicating a sequence name follows. sequence name is
the name to be assigned to the current sequence. This name must contain alphabetic
characters only.

» Thefollowing options are used to obtain sequence status detail s, and/or to clear sequences:

sequence nane
specifies the target sequence. If no sequence is specified, the current sequenceis
selected.

-all
The operation (reset or status) is applied to all user sequences.

-reset
removes al the Distinguished Names from the sequence(s), and frees any memory
used by them. On subseguent operations using the sequence(s), reference numbers
will restart from 1.

-status
gives the sequence name(s) and reports the number of entries in the sequence(s).
The following example shows the information output by this operation:

323 entries in sequence <GB>
40 entries in sequence <test>
1 entries in sequence *internal*
10 entries in sequence <default>
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GBandt est areuser defined sequences. def aul t isthe default Tcldish sequence,
and isthe current sequence when Tcldishis started. *i nt er nal * showshow many
Distinguished Names are being used by Tcldish. This sequenceis not accessible by
the user.

dshowname

dshownanme [object] [-ufn]

dshownamewill display the Distinguished Name of the current entry. A nameisdisplayed
in Internet format.

-ufn
Thisflag requeststhat the Distinguished Name be displayed in aUser Friendly Naming
style (as described in RFC 1781). For example:

Ji m Beasl ey, Wdget Ltd, GB

dstatus

dstatus [-user] [-syntax] [-dsa]

The command dstatus with no parameters will return information about the current bound
state of Tcldish, and about the Directory Server it has contacted. For example:

Connected to : <cn=DSA, o=W dget Ltd, c=GB> at
I nt er net =224. 40. 16. 220

Current position : <o=Wdget Ltd, c=GB>

User nane : <cn=Manager, o=W dget Ltd, c=GB>

Current sequence : default

Aut hentication | evel : none

Si gned ops : Not using signed ops

-user
Prints out the name under which the user is currently bound.

- synt ax
Thisflag prints out alist of the syntaxes configured in the Directory Server. Syntaxes
arelisted in Appendix C, Attribute Syntaxes.

-dsa
If connected to an M-Vault Server, Directory Server statistics can be printed using
this flag. These are described in Chapter 11, Monitoring the Directory.

dmanager

This command is only applicable when using DAP as the access protocol (via Tcldish).

dmanager -subentry object -grant -user object

dmanager -subentry object -revoke -user object

The dmanager command may only be used by the DSA Manager, interacting with an
M-Vault Server.
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-subentry object
This flag identifies the subentry to be modified. The subentry specified should be
immediately subordinate to a naming context mastered by this Directory Server, and
can be found using the dlist command with the - subent ri es flag.

-grant
Authorization to act asa DSA Manager is to be given to the user identified by the
argument to the - user flag. That user will be able to add, modify and remove entries,
but will not be able to use the dmanager command.

-revoke
This flag revokes Directory management authorization for the user identified by the
argument to the - user flag. Only the DSA Manager may revoke authorization.

-user object
The target user for granting or revoking Directory management authorization.

An example of using this command might be:

dnovet o "<ou=Resear ch, o=W dget Ltd, c=GB>"
dmanager -subentry "cn=ac-subentry" -grant -user "cn=DSA Manager"

G.7

G.7.1

Bulk data utilities

There are three Tcldish commands which provide facilities for managing bulk datain the
Directory: dbulkclean, dbulkload and dbulkdump:

dbulkclean
isauseful utility for clearing out all entries below a specified location. You would
typically run this utility, to clear out old entries, before running the bulkload utility
to add new entries. You can find more details of this command in Section G.7.2, “The
dbulkclean command”.

dbulkload
isfor loading multiple entries from a data file into the Directory. The datafile format
can be LDAP Data Interchange Format (LDIF) or Comma Separated Value (CSV).
You can find more details of this command in Section G.7.1, “ The Tcldish dbulkload
command”.

dbulkdump
allows you to write Directory entriesto an LDIF file. Using this utility and the
dbulkload utility with LDIF files provides a useful facility for backing up your
Directory data, or moving entriesin a Directory subtree to adifferent system. You can
find more details of this command in Section G.7.3, “The dbulkdump command”.

The Tcldish dbulkload command

The Tcldish dbulkload command has two formats, depending on the format of the file
holding the data to be loaded: one for CSV files and one for LDIF.

Although datastored in CSV format is not as portable to other systemsasthe LDIF format,
CSV has the following advantages:
» CSV issimpleto generate from database programs.

» DNscan be specified asrelative DNs, so it is possible to load entriesinto a different
location in the Directory. In LDIF files, absolute DNs are specified making it more
difficult to load datainto alocation other than the one for which it was originally created.
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LDIF files have the following advantages:

LDIF isawidely accepted format for importing and exporting Directory information
between LDAP or X.500 servers.

LDIF format is portable between different systems.

Entries for an entire subtree can be described in an LDIF file. A CSV file can describe
the entries for one level only.

LDIF files can provide a simple Directory data backup facility.

The Tcldish dbulkload command for CSV data

The format of the Tcldish dbulkload command for CSV datais:

dbul kl oad [object] [-[no]overwrite]
-csvdata filename -tenplate fil enane
[-rdn [attribute type...]] [-[no]usefirst]
[any service control flag] [-help]

Where:

obj ect

specifiesthe Directory |ocation under which the dataisto beloaded. The default value
isthe current location in the Directory.

-[no]Joverwite

specifieswhether dbulkload should try to overwrite existing entries. - nooverwrite
reports an error if it triesto add an entry which already exists. - overwr i t e isthe
defaullt.

The - noover wr i t e option involves fewer operations per entry than - overwri t e.
Therefore, if efficiency isaconcern, run dbulkclean (see Section F.7.2 on page 328)
to clear out existing entries and then run dbulkload with the - noover wri t e option.

-csvdata data fil ename

specifiesa CSV file (see Section G.7.1.1.1, “The CSV datafile”) which contains
attribute values for the entries to be added.

-tenpl ate tenplate fil enane

specifiesthefileto be used asatemplatefile (see Section G.7.1.1.2, “The CSV template
file") to trandate data entries into the required format for adding to the Directory.

-rdn [attribute type [attribute type ...]]*

isalist of attributes which form the Relative Distinguished Name of the entriesto be
added. If no attributes are specified, cn is selected by default. Multi-valued RDNs can
be specified.

-[no] usefirst

If there are multiple values for an attribute type which isto be included in the RDN,
the- usefi r st flag directs dbulkload to use the first value in the template file for
the attribute type. Thusif adatafile line included two values for cn:

Adam Al exander, A. N. Al exander. ..

and you wanted to use the second value as the RDN, the template file should be set
up something like:

obj ect Cl ass= top
obj ect Cl ass= person
obj ect Cl ass= organi zati onal Per son
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cn= $2
cn= $1

You would then run dbulkload with the arguments:

dbul kl oad -csvdata filename -tenplate filename -rdn cn -usefirst

The default value, - nousef i r st , indicates that if multiple values exist for an RDN
attribute type, an error isto be generated.

-hel p
displays help information.

The CSV data file

The CSV datafileisastandard comma separated valuefile, that is, each entry ison anew
line and values are delimited by a comma. The following isa CSV formatted datafile.

Adam Al exander, Al exander, 555-0442, aa@V dget.com aa, {FlLE}/path/t
Bob Brown, Brown, , bb@Vdget.com bb, {FILE}/path/to/bob.jpg

Carl Carpenter, Carpenter,555-0443, , cc,{FILE}/path/to/carl.jpg
Dave Davenport, Davenport, 555-0446, dd@V dget.com dd, {FILE}/path/t
Eri c Ednonson, Ednopnson, 555-0448, ee@V dget.com, {FILE}/path/to/e
Fred Ford, Ford, 555-0449, ff@Vdget.com ff, {FILE}/path/to/fred.jyf
Geof f Green, Green, 555-0388, gg@Vdget.com gg, {FlILE}/path/to/geof

A value containing a comma or quote character should be surrounded by quotes. A literal
guote is specified by two quotesin arow. For example:

enpl oyee, "Ford ""Fred""","3rd floor, room 12", 0449

has the following four fields:
* employee
Ford "Fred"

3rd floor, room 12
» 0449

The CSV template file

The CSV templatefileisasimple EDB format file. The example bel ow showsthe contents
of asampletemplate file for the data given Section G.7.1.1.1, “The CSV datafile”.

obj ect Cl ass= top

obj ect Cl ass= person

obj ect Cl ass= organi zati onal Per son
obj ect Cl ass= i net Or gPer son

sn= $2

cn= $1

t el ephoneNunber = $3

post al Address= Wdget Ltd. $ 5293 Butchers Lane $ York $ GB
rf c822Mai | box= $4

useri d= $5

j pegPhot o= $6

Inthisfile, alineis given in the format:
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attribute= $nunber

where nunber denotes the field of the datafile entry to be substituted. The line should
contain one substitution only, and no additional text. For example: sn= $2 indicates that
the second field of each entry in the datafile isto be added asasn attribute.

Fieldsin the data file can be reused or even ignored; for example, you could specify
userid= $2, to maketheuserid attribute the same as the sn attribute.

Attributeswhich arecommonto all entries, postalAddress inthisexample, can beincluded
in the template file, and omitted from the datafile.

Examples of interactive bulk loading

dbulkload can be run from Tcldish or Ltcldish. Asloading from an LDIFfileis
straightforward, examples are not included in this section. Instead, the following examples
use the CSV sample data and template files given above.

$ dbul kl oad -csvdata /path/to/data.csv
-tenplate /path/to/tenplate -rdn cn

Added <cn=Adam Al exander, o=W dget Ltd, c=GB>
Added <cn=Bob Brown, o=W dget Ltd, c=CB>
Added <cn=Car| Carpenter, o=W dget Ltd, c=GB>
Added <cn=Dave Davenport, o=W dget Ltd, c=GB>
Added <cn=Eri c Ednonson, o=W dget Ltd, c=GB>
Added <cn=Fred Ford, o=Wdget Ltd, c=CB>
Added <cn=Ceof f Green, o=Wdget Ltd, c=GB>

If the command is issued a second time (with the default, - over wri t €), notices will be
issued for both add and remove operations:

$ dbul kl oad -csvdata /path/to/data.csv
-tenpl ate /path/to/tenplate -rdn cn

Rermoved <cn=Adam Al exander, o=W dget Ltd, c=GB>
Added <cn=Adam Al exander, o=W dget Ltd, c=GB>
Rermoved <cn=Bob Brown, o=W dget Ltd, c=GB>
Added <cn=Bob Brown, o=W dget Ltd, c=GB>
Rermoved <cn=Car| Carpenter, o=Wdget Ltd, c=GB>
Added <cn=Car| Carpenter, o=W dget Ltd, c=GB>
Rermoved <cn=Dave Davenport, o=W dget Ltd, c=GB>
Added <cn=Dave Davenport, o=W dget Ltd, c=GB>
Renmoved <cn=Eri c Ednonson, o=W dget Ltd, c=GB>
Added <cn=Eri c Ednonson, o=W dget Ltd, c=GB>
Rermoved <cn=Fred Ford, o=W dget Ltd, c=GB>
Added <cn=Fred Ford, o=W dget Ltd, c=GB>
Renmoved <cn=Ceoff Green, o=Wdget Ltd, c=GB>
Added <cn=Ceof f Green, o=Wdget Ltd, c=GB>

If the command isissued again, with - noover wr i t e specified, errors are reported, since
the entries already exist from the previous operations:

$ dbul kl oad -csvdata /path/to/data.csv
-tenplate /path/to/tenplate -rdn cn -nooverwite

Unabl e to add <cn=Adam Al exander, o=W dget Ltd, c=CB>
c:*** Update error - Already exists ***

Unabl e to add <cn=Bob Brown, o=W dget Ltd, c=CB>
c:*** Update error - Already exists ***
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Unabl e to add <cn=Carl| Carpenter, o=Wdget Ltd, c=CB>
c:*** Update error - Already exists ***

Unabl e to add <cn=Dave Davenport, o=Wdget Ltd, c=CB>
:*** Update error - Already exists ***

Unabl e to add <cn=Eri c Ednpbnson, o=W dget Ltd, c=CB>
c:*** Update error - Already exists ***

Unabl e to add <cn=Fred Ford, o=W dget Ltd, c=CB>
c:*** Update error - Already exists ***

Unabl e to add <cn=Geoff G een, o=Wdget Ltd, c=GB>
c:*** Update error - Already exists ***

The next exampl e shows the inclusion of multi-valued entries, combining the attributes cn
and userid:

$ dbul kl oad -csvdata /path/to/data.csv
-tenplate /path/to/tenplate -rdn cn userid

Added <useri d=aa+cn=Adam Al exander, o=W dget Ltd, c=GB>

Added <useri d=bb+cn=Bob Br own, o=W dget Ltd, c=GB>

Added <userid=cc+cn=Car|l Carpenter, o=W dget Ltd, c=GCB>

Added <useri d=dd+cn=Dave Davenport, o=W dget Ltd, c=GB>

data.ex:5 error processing record: entry doesn't have the rdn attribute use|
Added <useri d=ff+cn=Fred Ford, o=W dget Ltd, c=GB>

Added <useri d=gg+cn=Ceoff G een, o=Wdget Ltd, c=GB>

Here, an error isreported on line 5 of the datafile, because that line did not contain avalue
inthe “userid” field, which isrequired when it isan RDN attribute. It is also important to
note that the entries added by previous dbulkload calls were not removed. The RDN of
these entries specified the cn attribute on its own, which is considered to be different from
the multi-valued RDN of userid+cn.

Running bulk data utilities froma Tcldish script

The bulk data utilities can be used interactively, or asapart of asimple Tcldish script. This
section contains a sample Tcldish script which bulkloads data into the DIT location,
ou=Marketing,0=Widget Ltd,c=GB, from aCSV datafile. You would need to set the
variables BASE and OU to the required Directory location where the datais to be loaded,
and the CSVDATA and TEMPLATE variables to the correct paths for the data and template
files.

#!/ opt/isode/bin/tcldish -f
# all ow usernane to be specified in the command |ine
eval [concat dbind $argv]

set BASE "<o=W dget Ltd, c=GB>"
set QU "ou=Marketing"

set CSVDATA /path/to/data.csv
set TEMPLATE /path/to/tenpl ate

proc bul kl oad_ou {base ou csvdata tenpl ate} {
# nmove to the | evel where we want to create the ou
puts "Mving to $base"
dnovet o $base

# create a draft for the ou
set filename [glob ~]/.dishdraft
set fd [open $filename W

puts $fd "objectclass= top"
puts $fd "objectcl ass= organi zational Unit"

cl ose $fd
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# add the ou and go there

puts "Creating $ou"

dadd $ou -draft $fil enanme -noedit
dnovet o $ou

# performthe bul kl oad

puts "Bul kl oadi ng entries into $ou"

puts [dbul kl oad -csvdata $csvdata -tenpl ate $tenplate -overwite]
}
puts "Script started at [exec date]"
PULS M-mmm o "

set command [|ist bul kl oad_ou $BASE $0U $CSVDATA $TEMPLATE]
catch $command result
puts $result

PULS M-mmm o "
puts "Script ended at [exec date]"

The Tcldish dbulkload command for LDIF data

Note: dbulkload currently supports LDIF entry specification records, but not
LDIF change records, which describe a set of changes to be applied to the
Directory.

The format of the dbulkload command for LDIF datais as follows:

dbul kl oad [object] [-[no]overwrite]
-ldif filenane
[any service control flag] [-help]

obj ect
specifiesthe Directory |ocation under which the dataisto beloaded. The default value
isthe current location in the Directory.

-[no] overwite
specifieswhether dbulkload should try to overwrite existing entries. - nooverwrit e
reports an error if it triesto add an entry which already exists. - overwri t e isthe
default.

The - noover wr i t e option involves fewer operations per entry than - overwri te.
Therefore, if efficiency isa concern, run dbulkclean (see Section G.7.2, “The
dbulkclean command”) to clear out existing entries and then run dbulkload with the
- nooverw it e option.

-ldif filename
defines the pathname of the LDIF file containing the attribute specification records.

-dont der ef erenceal i as
isthe service control flag. dbulkload sets- dont der ef er enceal i as asthe default.

Note: For most commands, the default for this service control is
-dereferenceali as.

The dbulkclean command

The dbulkclean command removes (recursively) all entries below the current entry. The
format of the dbulkclean command is:

Tcldish — the Tcldish and Ltcldish DUAs




M-Vault Administration Guide

G.7.3

361

dbul kcl ean [object] [-[no]pronpt] [-[no] base] [-[no]bel ow
[ - sequence sequence nane]
[any service control flag] [-help]

Where:

obj ect
The default value is the current location in the Directory.

- [ no] pr onpt
is aflag to specify whether Tcldish should issue an initial prompt, before removing
the entries. For non-interactive use - nopr onpt should be specified. - pr onpt isthe
defauilt.

-[ no] base
If - base isspecified, theentry specified by obj ect or entries specified by sequence
nane will be removed. - nobase, the default, does not delete these entries.

- bel ow
All entries below the entry specified by obj ect or entries specified by sequence
nane will be (recursively) removed. Thisflag is set by default.

-Sequence sequence nane
alowsthe bulkclean operation to act on all entriesin a given sequence rather than an
obj ect specified onthe command line. To ensurethat the actual entriesin the sequence
areremoved, in addition to the entries below them, use both the- base and - sequence

flags.
-hel p
displays help information.
On completion, dbulkclean reports the following information:

» How many entries were deleted.
» How many entries could not be deleted.

 Any conditions which prohibited the command from being able to find all the entries
which should have been deleted.

The dbulkdump command

dbul kdunp [object] [-sequence sequence nane] [-file filename]
[-[no] header] [-[no] base] [-[no]bel ow
[any service control flag] [-help]

The dbulkdump command writes entries from the Directory to afile or standard output
in LDIF format.

obj ect
Thelocation in the DIT from which entries are to be dumped. If neither an object nor
a seguence is specified, the current location in the DIT is used.

-sequence sequence nane
The name of the sequence of entries to be dumped.

-file filenane
Thefile to which the entries will be written in LDIF format. If afileis not specified,
the entries will be output to the standard output device.

- [ no] header
This flag controls whether the LDIF header information (currently only aversion
specifier) isoutput. - header isthe default setting.

Tcldish — the Tcldish and Ltcldish DUAs




M-Vault Administration Guide

362

- [ no] base
The default setting, - base, causes the entry specified by obj ect or entries specified
by sequence nane to be dumped.

- [ no] bel ow
The default setting, - bel ow, dumps the entire subtree below the specified location.
To dump asingle level of the DIT, use:

dli st -sequence sequence name
dbul kdunp - sequence sequence nanme - nobel ow

dlist holds the entriesin a sequence, and dbulkdump dumps the sequence.

When dumping alarge number of entries, the limit on the number of entries which can be
returned may be exceeded. If the Tcldish - si zel i mi t serviceflag is defaulted, the
maximum number of entries is controlled by the adminSizeLimit and
adminLookthroughLimit attributesin the GDAM entry. If alimit is encountered, not all
entries will be dumped, and an error will be logged in the output.
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Appendix H Dmish Scripting Interface

This chapter describes the scripting interface Dmish. The Directory Management Shell
(Dmish) isan extended Tcl (Tool Command Language) shell for use by Directory
administrators and systems integrators.

Dmish does not require a graphics display to operate and can aso be used in batch mode.
BecauseitisaTcl application, the user has all the features of the Tcl interpreter available
for writing scripts. The following operations are available for displaying and updating
managed objects:

List —list the objects in the Directory Server.

» Add —add a managed object to the Directory Server.

* Modify — modify an object in the Directory Server.

» Remove —remove an object from the Directory Server.
These operations can be applied to the supported managed object types. Additionally, there
are commands to:

» Create aDirectory Server.

» Start aDirectory Server.

» Stop aDirectory Server.

» Open a management connection with a Directory Server.
 Close amanagement connection with a Directory Server.
 Set or display the base of a subtree for the list commands.
» Show asingle managed object.

H.1 Using Dmish

When creating new Directory Servers, or starting or stopping local Directory Servers, the
Server Manager should login as the user of the Directory Server account before running
the Dmish tool, asthe Directory Server account must be the owner of the Directory Server
configuration directory.

Under Unix, Dmish is started by running dmish which will have been installed into
(SBINDIR) .

Under Windows, run the executable file dmish.exe, which will have been installed by
default into the folder ( SBI NDI R) on theinstallation drive.

When running, Dmish uses the following prompt:

dmi sh%
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H.2

H.2.1

H.2.2

Creating a new Directory Server

A new Directory Server can be created on alocal host machine using the dmi create
command.

Note: Whilethiscommand isavailable deployers should notethat servers created
inthisway are not initialized with any form of access control, and we recommend
use of M-Vault Console or dsa-setup which employ templating mechanismsto
create apractical and fully initialized DSA.

dm create -dsa_dir path

-name dnstring

-address addrstring

- passwor d password

-prefix dnstring

[ -superior_name dnstring -superior_address addrstring ]
| -help

Arguments

-dsa_dir path
sets the pathname of the file system directory in which the new Directory Server will
run and create its database files and subdirectories.

-name dnstring
sets the new Directory Server’s own name to the Distinguished Name with string
representation dnst ri ng.

-address addrstring
sets the address of the new Directory Server to the Presentation Address with string
representation addr st ri ng.

- password password
sets the manager password of the new Directory Server to the string passwor d.

-prefix dnstring
sets the context prefix of the primary naming context that the new Directory Server
will master to the Distinguished Name with the string representation dnst ri ng. This
variable is mandatory.

-superior_name dnstring
sets the name of the superior reference to the Distinguished Name with the string
representation dnst ri ng.

-superior_address addrstring
setsthe address of the superior reference Directory Server to the Presentation Address
with the string representation addr st ri ng.

-hel p
displays a synopsis of the commands available.

Result

On successful creation of the new Directory Server this command returns an empty Tcl
string.
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Errors

If the Directory Server cannot be created or if any other failure occurs, this command
provides an error describing the problem.

H.3

H.3.1

H.3.2

H.3.3

Starting a Directory Server

A Directory Server that isnot already running can be started using the foll owing command:

dmi start [-dsa_dir path] | -help

Arguments

-dsa_dir path
specifies the pathname of the file system directory in which the Directory Server was
created and will run. If this switch and argument are not supplied adefault of ( DSADI R)
isused.

-hel p
displays a synopsis of the commands available.

Result
On successfully starting the Directory Server, the command returns an empty Tcl string.

Errors

On failing to start the Directory Server for any reason, the command provides an error
message describing the problem.

H.4

H.4.1

Stopping a Directory Server

A Directory Server that is already running can be stopped using the following command:

dmi stop [-dsa_dir path] | -help

Arguments

-dsa_dir path
specifies the pathname of the file system directory in which the Directory Server was
created and is running. If this switch and argument are not supplied a default of
(DSADI R) is used.

-hel p
displays a synopsis of the commands available.
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Result

On successfully stopping the Directory Server, the command returns an empty Tcl string.

Errors

On failing to stop the Directory Server for any reason, the command provides an error
message describing the problem.

H.5

H.5.1

H.5.2

H.5.3

Opening a management connection

To open a management association with an available Directory Server, use the following
command:

dm open [-call dsa] -user dn -password password
[ -sinple | -strong [-protected] ]
| -help

Arguments

-call dsa
specifies the name of the Directory Server to be managed. The argument may be a
Directory Server name configured in dsaptailor, or a Directory Server Presentation
Address. If this switch is not supplied it defaults to the first Directory Server address
configured in dsaptailor.

-user dn
is the Distinguished Name of the DSA Manager.

- password password
isthe password for the DSA Manager. In the case of strong authentication, thisisthe
passphrase used to encrypt the PK CS#12 file contai ning the certificate and private key
corresponding to the user dn. Section 3.10, “Managing identities’.

-sinple
indicates that simple authentication is to be used.

-strong
indicates that strong authentication is to be used.

- prot ect ed
indicates that signed operations are to be used.

-hel p
displays a synopsis of the commands available.

Result
On success, this command returns a Directory Server managed object. When run
interactively, the Tcl interpreter printsthe result to standard output. The name of this object

isalso stored in the global variable DM i d and becomes the default connection for future
Dmish commandsto which the - i d argument is not supplied.

Errors

This command propagates any error fromdni | i b and providesits own error for any other
failure.
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H.6 Closing a management connection

When a connection to the Directory Server isno longer required it should be closed using
the following command:

dmi close [-id id] | -help

This releases resources in both the management application and in the Directory Server
being managed. After this command has completed successfully, no further commands
may be issued on that connection. If the current default connection is closed, the variable
DM i d isset to aspecial value meaning that there is no longer any default.

H.6.1 Arguments
-idid
if thisargument is supplied, i d identifies the management connection to be closed. If
it is omitted, the connection returned by the last successful open command is closed.

-hel p
displays a synopsis of the commands available.

H.6.2 Result

On success this command returns the empty Tcl string.

H.6.3 Errors

On failure this command provides an error message describing the problem.

H.7 Manipulating managed objects

The following commands operate over an established management association with a
Directory Server.

Note: Theimplementationiscurrently limited to asingle management connection
at atime.

H.7.1 Types of objects that can be managed
Thefollowing switchesare used in order to identify the types of object that can be managed:

» - dsa manage Directory Server objects.

» - db manage database (GDAM) objects.

* - nc manage naming context objects.

» - admmanage administrative point objects.

- subr manage subordinate reference objects.
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* - xr manage cross-reference objects.

* -nssr manage nhon-specific subordinate reference objects. This option is currently not
supported.

e -supr manage superior reference objects.
» -suppl i er manage shadow supplier objects.
e -consuner manage shadow consumer objects.

Managing indexes
Indexes can also be managed as objects in Dmish, with the following limitations:

» Thelist command does not retrieve index objects.
* You cannot modify index objects — you must remove the index and create a new one.

* You can add multipleindexes at once, but you can only remove asingleindex at atime.
For this reason, the index managed object makes use of two different switches:

e -indexes add index objects
e -index perform other operations on index objects, i.e. show, remove.

Default list base

The following command sets or displays the default base abject for the list command:

dm list [-id id] [dnstring] | -help
Arguments
-id id

if thisargument issupplied, i d identifiesamanagement connection previously returned
by the open command whose default isto be set. If it isomitted, the connection returned
by the last successful open command is used.

dnstring
if thisargument is supplied it must be the string representation of a Distinguished
Name to which the default base will be set. If this argument is omitted, the current
default baseis returned.

-hel p
displays a synopsis of the commands available.

Results

On success, this command returns the string DN of the default base that is in effect when
the command compl etes.

Errors

Onfailure, thiscommand provides an error message describing the problem. Possible errors
include an invalid argument to the - i d switch or aninvaliddnst ri ng.

List managed objects

Managed objects can be retrieved from the Directory Server and displayed using the
following command:

dmi list [-id id] [-base dnstring] [type] [ -show | -noshow ]
| -help
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H.7.3.1 Arguments

-idid
if thisargument issupplied, i d identifies amanagement connection previously returned
by the open command to which the operation should be applied. If it is omitted, the
connection returned by the last successful open command is used.

-base dnstring
if this argument is supplied it must be the string representation of a Distinguished
Name from which the base object for the list operation is generated. If this argument
is omitted, the current default base as set by the base command is used.

type
by default, information about all types of managed objects are returned, except for
indexes. This can be constrained to managed objects of particular kinds by specifying
one or more of the switchesin Section H.7.1, “ Types of objectsthat can be managed”.

By default, only the name and type of each managed object are returned. All attributes can
be returned by making the appropriate selection below:

- show
show all attributes.

- noshow
show only the name and type of the managed object (the default).

-hel p
displays a synopsis of the commands available.

H.7.3.2 Results

On success, this command returns a sequence number, the type, name, and properties of
each managed object found, asastring formatted similar to a Tcldish search result. Managed
objects are separated in the result by ablank line following each managed object except
the last. Each managed object begins with aline of the format:

Sequence- nunber MO-t ype : MO nane

The properties of the managed object are listed next if the - show option was selected, one
per line, asthough they were attributes of an entry:

Property-type =Property val ue

The property values are in the format defined by the string command of the type used to
represent the corresponding managed object property indmi | i b. Thisis commonly the
string format for a Directory attribute syntax used to store the property. The sequence
number may be used with the show command to identify that specific managed object,
without having to supply the managed object identification. When run interactively the Tcl
interpreter prints the result string to standard output.

H.7.3.3 Errors
On failure, the command provides an error message describing the problem.
H.7.4 Show managed objects

A specific managed object can be retrieved from the Directory Server and displayed using
the following command:

dm show [-id id] type name | sequence-nunber | -help
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Arguments

-idid
if thisargument issupplied, i d identifies amanagement connection previously returned
by the open command to which the operation should be applied. If it is omitted, the
connection returned by the last successful open command is used.

type
amanaged object isidentified by its type which can be chosen by selecting one of the
switchesin Section H.7.1, “Types of objects that can be managed” and its name, or a
sequence number generated by the list command.

nane
if this argument is supplied it must be the string representation of the Distinguished
Name of the entry.

sequence- nunber
isanumber listed by the list command.

-hel p
displays a synopsis of the commands available.

Note: All attributes of the managed object are returned.

Results

On success, this command returns the type, name, and properties of the managed object as
astring formatted similar to a Tcldish search result. The managed object begins with a
line of the format:

MOt ype : MO nane

The properties of the managed object are listed next, one per line, as though they were
attributes of an entry:

Property-type =Property val ue

The property values are in the format defined by the string command of the type used to
represent the corresponding managed object property indmi | i b. Thisis commonly the
string format for a Directory attribute syntax used to store the property. The sequence
number may be used with the show command to identify that specific managed object,
without having to supply the managed object identification. When run interactively the
Tcl interpreter prints the result string to standard output.

Errors
On failure, the command provides an error message describing the problem.
Add managed object

A new managed object can be added to the Directory Server using the following command:

dmi add [-id id] type
[-draft draft]
[-newdraft]

[-tenpl ate file]

[ - noedit]

[-editor prog]

| -help
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This command creates a draft property file for the new managed object and displaysit in
an editor. The draft contains aline for each property of the managed object in the format
described for the list command result except that the property values are absent. When the
user has finished editing the properties they save the draft and quit the editor. Dmish then
constructs a new managed object with the properties contained in the draft file and adds it
to the Directory Server.

Arguments

-idid
if thisargument issupplied, i d identifiesamanagement connection previously returned
by the open command to which the operation should be applied. If it is omitted, the
connection returned by the last successful open command is used.

type
this argument specifies the type of managed object to be added. It must be one of the
managed object type switches described in Section H.7.1, “ Types of objects that can
be managed”. For index objects, see the section called “Adding one or more index
objects’.

-draft draft
if thisargument issupplied, dr af t isthe pathname of the draft file to use. Otherwise,
afile called .dmidraft in the user's home directory is used.

-newdr af t
normally, if the draft file already exists when the add command is issued, the user is
asked whether they wish to use the existing file and contents. Thisis useful for
correcting errorsin the draft after afailed add command. If this argument is supplied,
an existing draft file is overwritten by the new template without prompting.

-tenplate file
normally the add command creates the draft file with a set of properties appropriate
to the type of managed object. If thisargument is supplied the draft fileis created from
file.

- noedi t
if thisargument is supplied, the editor is not invoked on the draft file before attempting
to add the new managed object. Thisis useful if thereis aready an existing draft file
containing the desired properties, or in conjunction with the - t enpl at e switch for
adding prepared managed objects.

-editor prog
normally the name of the editor program to use is taken from the user’'s EDI TOR
environment variableiif it exists, or else a system default is used. If this switchis
supplied, the program pr og is used instead.

-hel p
displays a synopsis of the commands available.

Results
On success, this command del etes the draft file and returns the empty Tcl string.
Errors

On failure, this command does not del ete the draft file and provides an error message
describing the problem.

Adding one or more index objects

Note: Theindex isthe only object of which multiples can be created at once.

To indicate this, thet ype used to add an index is- i ndexes. Therefore, the command to
add an index would be;
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dmi add [-id id] -indexes
[-draft draft]
[-newdraft]

[-tenplate file]

[ - noedit]

[-editor prog]

| -help

When you enter this command, you are asked to complete three fields: the name of the
database the index or indexes are to be created for; the index name(s); and the index file,
if appropriate. Theindex nameis entered asthe abbreviated attribute name and index type,
separated by a colon; for example, to create an equality index on the surname attribute,
you would enter:

i ndex_nanme = sn:e

The substring and approximate index types are represented by s and a respectively. To
create more than oneindex, enter more index names on the same line separated by spaces,
for example, to create both a substring and equality index for the surname attribute, you
would enter:

i ndex_nanme = sn:s sn:e

Modify managed object

The properties of an existing managed object in the Directory Server can be modified using
the following command:

dmi nodify [-id id] type nanme | sequence-number
[-draft draft]

[-newdraft]

[ -noedi t]

[-editor prog]

| -help

This command reads the managed object with the specified type and name from the DSA,
creates a draft property file, and displaysit in an editor. The draft contains aline showing
the existing value of each managed object property in the format described for the list
command. The user modifies the properties by editing the values, saving the file, and
quitting the editor. Dmish then constructs a managed object containing the new property
values and modifiesit in the Directory Server.

Arguments

-idid
if thisargument issupplied, i d identifiesamanagement connection previously returned
by the open command to which the operation should be applied. If it is omitted, the
connection returned by the last successful open command is used.

type
this argument specifies the type of managed object to be modified. It must be one of
the managed object type switches described in Section H.7.1, “ Types of objects that
can be managed”.

Note: You cannot modify an index object; you must remove the index and
cregte anew one.
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nane
if thisargument is supplied it must be the string representation of the Distinguished
Name of the entry.

sequence- nunber
isanumber listed by the list command.

-draft draft
if thisargument issupplied, dr af t isthe pathname of the draft file to use. Otherwise,
afilecalled .dmidraft in the user's home directory is used.

-newdr af t
normally, if the draft file aready exists when the modify command isissued, the user
is asked whether they wish to use the existing file and contents. Thisis useful for
correcting errorsin thedraft after afailed modify command. If thisargument is supplied,
an existing draft file is overwritten by the new template without prompting.

- noedi t
if thisargument is supplied, the editor isnot invoked on the draft file before attempting
to add the new managed object. Thisis useful if thereis already an existing draft file
containing the desired properties, or in conjunction with the - dr af t switch for
modifying prepared managed objects.

-editor prog
normally the name of the editor program to use is taken from the user’s EDI TOR
environment variableif it exists, or else a system default isused. If this switch is
supplied, the program pr og is used instead.

-hel p
displays a synopsis of the commands available.

H.7.6.2 Results
On success, this command del etes the draft file and returns the empty Tcl string.

H.7.6.3 Errors

On failure, this command does not delete the draft file and provides an error message
describing the problem.

H.7.7 Remove managed object
An existing managed object can be removed from the Directory Server using the following
command:
dmi remove [-id id] type nane | sequence-nunber | -help

H.7.7.1 Arguments

-idid
if thisargument issupplied, i d identifiesamanagement connection previously returned
by the open command to which the operation should be applied. If it is omitted, the
connection returned by the last successful open command is used.

type
this argument specifies the type of managed object to be removed. It must be one of
the managed object type switches described in Section H.7.1, “Types of objects that
can be managed”

nane
this argument specifies the name of the managed object to be removed.

sequence- nunber
isanumber listed by the list command.
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-hel p
displays a synopsis of the commands available.

Results
On success this command returns the empty Tcl string.
Errors

On failure, the command provides an error message describing the problem.

H.8

H.8.1

Deleting entire subtrees

The dbulk tool can be used in clean mode to delete entire subtrees.

Caution: Read the caveats given in Section 4.8.2.1, “Using dbulk to Import and
Export Data’ .

Using dbulk clean

To remove a subtree of the database, enter the following command line:

dbul k cl ean baseDN -db_directory pathname
[-maxfail n] [-force] [-descendants]

Note: Thelineisfolded herefor clarity.

The meanings of the parameters are as follows:

baseDN
Thisidentifiesthe subtree to be removed (cleaned). Theroot entry may not be removed,
hencethebase may be" " toindicatetheroot, only in conjunction with - descendant s.

-db_directory pathnanme
This specifies the location of the GDAM database, for example,
/var/isode/dsa-db/gdaml

-maxfail n
This gives the maximum number of failed records which should be tolerated. When
thisis exceeded the program aborts. The default is 9. Use 0 to abort on thefirst error.

-force
Entriesthat cannot be decoded normally cannot be del eted, as attribute indexes cannot
then be properly updated. This flag overrides that, possibly leaving indexesin an
inconsistent state.

- descendant s
Thisremoves al the subordinates of the base entry down to the bottom of the tree, but
does not remove the base entry itself.
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H.9

H.9.1

Examples

Creating and opening a Directory

#!/ bi n/ sh
# -*- tcl -*-
exec dmish "$0" ${1+"$@}

#Thi s script sequentially:

# o0 Creates a first |evel dsa

# o Starts the newly created dsa

# o0 Opens a managenent connection to dsa using sinple
# credential s

# o Performs a sinple (list all objects) operation

# o Coses the managenent connection to dsa

# o0 Stops the dsa

set dir "/t nmp/ dsa- db- exanpl e"

set nane "cn=DSA, cn=eri c, o=l sode Ltd, c=US"
set addr "I nternet=eric+19991"

set user "cn=DSA Manager, $nane"

set passwd " GARY123"
set prefix "c=US

#Create a first |evel dsa
if {[catch {dm create \
-dsa_dir "$dir" \
- nane "$name" \
-address "$addr" \
- password "$passwd” \
-prefix "$prefix"} err]} {
puts "dsa ($dir) not created: S$err"
return "$err"
} else {
puts "dsa ($dir) created"
}

#Start the newy created dsa

if {[catch {dm start -dsa_dir "$dir"} err]} {
puts "dsa ($dir) not started: S$err"
return "$err"

} else {
puts "dsa ($dir) started"

}

#Sleep to allow dsa to start
after 5000

#Open managenment connection to dsa using sinple credentials
if {[catch {dm open \
-cal l "$addr" \
- user "$user” \
- password "$passwd” \
-sinple} err]} {
puts "dsa connection not opened ($addr) : S$err"
return "$err"
} else {
puts "dsa connecti on opened ($addr)"
}
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#Per f orm oper ati on
if {[catch {dm list} err]} {
puts "dm list failed: S$err”
return "$err"
} else {
puts "$err"
}
#Cl ose managenent connection to dsa
if {[catch {dm close} err]} {
puts "dsa ($dir) not closed: $err”
return "$err"
} else {
puts "dsa ($dir) closed"
}
#St op the dsa
if {[catch {dm stop \
-dsa_dir "$dir"} err]} {
puts "dsa ($dir) not stopped: S$err"
return "$err"
} else {
puts "dsa ($dir) stopped”
}
Establishing a consumer shadowing agreement
#!/ bi n/ sh
# -*- tcl -*-
exec dm sh "$0" ${1+"$@}
#Pi ck up aut hcon infornation
| append aut o_pat h $i sode_| i bpat h/ aut hconl i b/ scri pts
#Consumer host information
set consuner (setup) | nternet=eric+29995| LDAP=eri c+29990
set consumer (addr) I nt er net =eri c+29995
set consuner (user) "<cn=DSA Manager, cn=DSAC, cn=eric, o0=lsode Lt
set consuner (passwd) " GARY123"
set consuner (nane) "cn=DSAC, cn=eric, o=lsode Ltd, c=US"
set consumer (dir) "/var/isode/ dsa- dbc"

set consuner (prefix) "cn=DSAC, cn=eric, o=lsode Ltd, c=US"
set consuner (supnme) "<c=US>"
set consuner (supadr) "Internet=eric+29996"

#Location of tenplates used in addi ng objects
set tenplate_dir "/path/to/script/dmnish/tenplates"

#Shadow departments to be consuned from master. A tenplate MJST
#al ready exist in tenplate_dir for each of these departnents.
set departnents {{Engi neering}\
{Sal es}\
}

#Create a consuner dsa
if {[catch {dm create \

-dsa_dir "$consuner (dir)" \

- name "$consuner (nanme) " \

- addr ess "$consuner (setup)" \

- passwor d "$consuner (passwd) " \

-prefix "$consuner (prefix)" \
- superi or _nane "$consuner (supnnme) " \

-superi or_address "$consuner (supadr)"} err]} {
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puts "dsa ($consuner(dir)) not created: $err"
return "$err"

} else {
puts "dsa ($consumer(dir)) created"

}

#Start the newy created consuner dsa
if {[catch {dm start \
-dsa_dir "$consumer(dir)"} err]} {
puts "dsa ($consuner(dir)) not started: $err"
return "$err"
} else {
puts "dsa ($consumer(dir)) started"
}

#Sleep to allow dsa to start
after 5000

#Open nmanagenent connection to dsa using sinple credentials
if {[catch {dm open \
-cal l "$consuner (addr)" \
- user "$consuner (user)" \
- password "$consuner (passwd) " \
-sinple} err]} {
puts "dsa connecti on not opened ($consumer(addr)) : S$err"
return "$err"
} else {
puts "dsa connecti on opened ($consuner(addr))"
set id "Serr"

}

# Read the | ocal authcon object for this DSA
set myconsuner [pacm nmapLocal [dnane "$consuner (nane)"]]

#Set the auth level for supplier-initiated as sinple
$nyconsuner configure -prot disp -req resp {sinple}

#Set password i nformation for consuner
$nyconsuner configure -prot disp -password renote_init "supplier”
$nyconsuner configure -prot disp -password resp "consuner"

#Commit aut hentication information i nto dsa
$myconsumer commi t

#Add a GDAM (dat abase) object for consuned data to be stored
if {[catch {dm add \
-id $id\
-db \
-tenpl ate "$tenpl ate_di r/ consuner/ Consuner - DB. t enpl ate" \
-noedit {-noedit} } err]} {
puts "object (db) not added: Serr"
return "$err"
} else {
puts "object (db) added"
}

#Add a shadow consuner agreenent for each depart nment
foreach dept $departments {
if {[catch {dm add \
-id $id\
-consuner \
-tenpl ate "$tenpl ate_di r/ consumer/ $dept - CONSUMER. t enpl at]
-noedit {-noedit} } err]} {
puts "object (consuner $dept) not added: S$err"
return "$err"
} else {
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puts "object (consuner $dept) added"

}
}
#Cl ose managenent connection to dsa
if {[catch {dm close} err]} {

puts "dsa ($consuner(dir)) not closed: S$err"

return "$err"
} else {

puts "dsa ($consuner(dir)) closed"
}
Establishing a supplier shadowing agreement
#! / bi n/ sh
# -*- tcl -*-
exec dm sh "$0" ${1+"$@}
#Pi ck up aut hcon infornation
| append aut o_pat h $i sode_| i bpat h/ aut hconl i b/ scri pts
#Suppl i er host information
set supplier(setup) Internet=eric+29996| LDAP=eri c+29991
set supplier(addr) I nt er net =eri c+29996
set supplier(user) "<cn=DSA Manager, cn=DSAS, ch=eri c, o=l sode Ltd,
set supplier(passwd) "GARY123"
set supplier(nane) "cn=DSAS, cn=eric, o=lsode Ltd, c=US"
set supplier(dir) "/var/isode/ dsa- dbs"

set supplier(prefix) "c=US"

#Location of tenplates used in addi ng objects
set tenplate_dir "/path/to/script/dmnish/tenpl ates"

#Shadow departnents to be supplied fromnmaster. A tenplate MIST
#al ready exist in tenplate_dir for each of these departnents.
set departnents {{Engi neering}\

{Sal es}\

}

#Create a supplier dsa
if {[catch {dm create \

-dsa_dir "$supplier(dir)" \

- name "$suppl i er (name) " \

- addr ess "$supplier(setup)” \

- passwor d "$suppl i er (passwd) " \
-prefix "$supplier(prefix)"} err]} {

puts "dsa ($supplier(dir)) not created: $err"
return "$err"

} else {
puts "dsa ($supplier(dir)) created"

}

#Start the newWwy created supplier dsa
if {[catch {dm start \

-dsa_dir "$supplier(dir)"} err]} {

puts "dsa ($supplier(dir)) not started: $err"

return "$err"
} else {

puts "dsa ($supplier(dir)) started"
}

#Sleep to allow dsa to start
after 5000
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#Open nmanagenent connection to dsa using sinple credentials
if {[catch {dm open \
-cal l "$suppl i er(addr)" \
- user "$suppl i er(user)" \
- password "$supplier(passwd)” \
-sinple} err]} {
puts "dsa connecti on not opened ($supplier(addr)) : S$err"
return "$err"
} else {
puts "dsa connecti on opened ($supplier(addr))"
set id "Serr"

}

# Read the | ocal authcon object for this DSA
set nysupplier [pacm mapLocal [dnane "$supplier(nane)"]]

#Set the auth level for supplier-initiated as sinple
$nysupplier configure -prot disp -req renpte_resp {sinpl e}

#Set password i nformation for supplier
$nysupplier configure -prot disp -password renote_resp "consuner”
$nysupplier configure -prot disp -password init "supplier"

#Commit aut hentication information i nto dsa
$mysuppl i er commi t

#Add a GDAM (dat abase) object for consuned data to be stored
if {[catch {dm add \
-id $id\
-db \
-tenpl ate "$tenpl ate_dir/supplier/Supplier-DB.tenplate" \
-noedit {-noedit} } err]} {
puts "object (db) not added: Serr"
return "$err"
} else {
puts "object (db) added"
}

#Add a nami ng context for each departnent to be shadowed
foreach dept $departments {
if {[catch {dm add \
-id $id\
-nc \
-tenpl ate "$tenpl ate _dir/supplier/$dept-NC tenplate" \
-noedit {-noedit} } err]} {
puts "object (nc $dept) not added: S$err"
return "$err"
} else {
puts "object (nc $dept) added"
}

}

#Convert each nam ng context to an administrative poi nt ACSA/ CASA
foreach dept $departments {
if {[catch {dm add \
-id $id\
-adm\
-tenpl ate "$tenpl ate_dir/supplier/ $dept - ACSA. t enpl at e"
-noedit {-noedit} } err]} {
puts "object (adm $dept) not added: S$err”
return "$err"
} else {
puts "object (adm $dept) added"
}
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#Add a shadow supplier agreenent for each adm nistrative point
foreach dept $departments {
if {[catch {dm add \
-id $id\
-supplier \

-tenpl ate "$tenpl ate_dir/supplier/ $dept - SUPPLI ER. t enpl at{e"

-noedit {-noedit} } err]} {
puts "object (supplier $dept) not added: $err"
return "$err"
} else {
puts "object (supplier $dept) added"
}

}

#Cl ose managenent connection to dsa

if {[catch {dm close} err]} {
puts "dsa ($supplier(dir)) not closed: S$err"
return "$err"

} else {
puts "dsa ($supplier(dir)) closed"

}

H.10

Templated DSA creation

M-Vault Console uses a template-based mechanism is used to determine the structure and
initial content when creating a Directory. The same mechanism is used by the dsa-setup
utility, which can be run from the command-line. Because the utility does not rely on a
graphicsdisplay, it is suitable for use in script or batch files, or even when used to create
configurations where no operator interaction isrequired at all.

The process of templated DSA creation, whether using M-Vault Console or dsa-setup
involves the following steps:

1. Creating and starting an empty DSA that has no accounts other than the superuser
account enabled, which requires:
* thedirectory server’s name and presentation address
« thefile system location for the Directory Server

2. Utilising the superuser account, connecting to the DSA and load information into it,
including:

* initial naming contexts

* initial set of user data

* passwords for accounts other than the superuser
 Global Access Control information

3. creating bind profiles that may be used by applications such as M-Vault Console and
Sodium to connect to the directory

4. (optionally) disabling the superuser account
The information used in the above processis derived from a set of files which together
form the DSA creation template. The files form atemplate, since the information they

contain is subject to being overridden or modified by input provided by the operator at
DSA creation time.
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The following section provides a reference for the template files which are used when
creating DSAs.

Files used by the template mechanism

The following files are used to determine the initial configuration of a Directory Server
created using either M-Vault Console or the dsa-setup script (note that when creating
mirror or shadow directory servers, the templates are not used, since in these cases the
structure and contents of the new directory are copied from the old one):

» an XML file containing the Directory Server creation template

» an XML file containing Global Access Control (GAC) information

 anfilecontaining LDIF data which represents entries that are to be loaded into the
Directory once it has been created

The creation mechanism searches for any template files in the directory dsa-setup, first
below ( ETCDI R) and then below ( SHAREDI R) . Some predefined templates (those which
appear when you use M-Vault Console to create anew DSA) are supplied in

( SHAREDI R) / dsa- set up. If you want to modify the existing templates, or create new
ones, then you should createfilesin ( ETCDI R) / dsa- set up; thesewill beused in preference
to any files of the same name that arein ( SHAREDI R) / dsa- set up.

Depending on what other Isode products are installed on the system, there may be other
directoriesin ( SHAREDI R) which contain templates, such as mhs- dsa- set up.

Directory Server Creation Template

The Directory Server Creation template contains information about the structure of the
directory, and al so contains references to the GAC and LDIF files. The contents of the
template file are described below:

<dsa-creation-tenpl at e> element

Thisisthe root XML element. It has asingle mandatory attribute of | abel . For example:

<dsa-creation-tenpl ate | abel ="Default DSA Confi guration">

The XML file must contain a single instance of this element.
<l di f > element

This element specifies the name of an LDIF file which is to be loaded into the directory
once the server has been created. There is a single mandatory attribute of fi | e which
should be thefilename (no path; thefileisassumed to bein the same folder asthe template
file).

The DNsin the file are subject to relocation according to information provided by the
operator during the creation process. For example, if the initial "Groups subtree location"
specified in the template is set to "o=groups,c=xx", and the operator overrides this value
to "o=groups,cn=test,c=gh", then al the groupsin the LDIF filewill be created underneath
"o=groups,cn=test,c=gb".

The information in the LDIF file must be consistent with the information in the template
and GAC files. For example, if theinitial user is missing in thisfile, then no initial user
will be created and the operator will be unable to bind to the directory and configure other
users. Or if agroup is present in the GAC file but not in the LDIF file, then that group will
not be created and the access control defined for that group may be lost.

Example:
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<Idif file="sinple_dunp.ldif"/>

The XML file must contain a single instance of this element.
<gac> element

This specifies the name of an XML file containing Global Access Control that isto be
loaded into the directory oncetheit has been created. Thereis asingle mandatory attribute
of fi | e which should bethefilename (no path; thefileisassumed to bein the samefolder
asthetemplatefile).

DNsinside thisfile are relocated in the same way as for the <I di f > file. For example;

<gac file="sinple_gac.xm"/>

The XML file must contain a single instance of this element.
<dn- par an» element

The dataloaded into the directory after the server has been created is specified in the
template, LDIF and GAC files. The dn- par amelement provides away to prompt and
allow the operator to override the default location specified in these files with a different
location.

Any part of a DN specified in the files can be relocated. Subtrees may be relocated pretty
much without limit. It is not necessary to maintain the default hierarchy. However, if itis
required that the DN isrestricted to a certain subtree, then the attribute sub can be used
with the value being the subtree that this DN needs to be a part of.

It isalso possibleto relocate individual entries, either to put them in some other location,
or just to rename them - for example, to rename individual users.

It is also possible to rename from one RDN-type to another - for example, to rename from
c=GB to o=Isode. RDN-type changes can be prevented by specifying the attribute
<ocs="fi xed"/ >. If the objectclass specified in the LDIF for aDN is not appropriate for
certain RDN types, then care needs to be taken when allowing the operator to modify these
types, sinceit could lead to objectclass errors.

When the datais |oaded into the directory, any dummy entries that are required but not
specified will also be loaded.

This element may appear multiple times, once for each relocation. It has the following
attributes:

* label (mandatory). The label used to identify the parameter when requesting operator
input

* init (mandatory). The DN to relocate. The operator can override this DN with adifferent
DN, which will replace the original DN with the new DN wherever it occursin the
template, LDIF and GAC files.

 sub (optional). If it isrequired that the DN isrestricted to a certain subtree, then this
attribute should be used with a value of the subtree that the DN needs to be a part of .

* ocs (optional). To prevent RDN-type changes, this attribute should be used with avalue
of "fixed".

Examples:

<dn- param | abel ="Base DN' init="c=xx"/>
<dn- param | abel =" Group DN' i nit="o0=group, c=xx" ocs="fixed"/>
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<dn-param | abel ="Initial Directory User"
init="cn=Thomas At ki ns, o=users, c=xx" sub="o=users, c=xx"/>

The XML file may contain any number of these elements.
<dsa> element

Thisis the distinguished name of the DSA itself. The name is subject to being overridden
by the operator. It is not necessary for there to be areal entry in the DSA with this DN.
The element has a single mandatory attribute of dn which must be avalid DN.

Example:

<dsa dn="cn=dsa, c=xx"/>

The XML file must contain a single instance of this element.
<nani ng- cont ext > element

This element identifies the location of a naming context inside the directory. If the DN
contains multiple RDNs, then glue entrieswill be created for any non-existing parent entries
of the naming context. For example, creation of the naming context o=Isode,c=GB requires
that the existence of ¢c=GB, and so if no such entry exists, then a glue entry for c=GB will
be created.

Note that any (non glue) entry which is created directly below the root entry will be a
naming context, whether or not it is specified asa<namni ng- cont ext >.

This element has the following attributes:

* dn (mandatory). The DN of the naming context. This may not be the root DN

» gdam (optional). The name of a GDAM to be used for the naming context, which may
be overridden by the operator. If not present, the GDAM will be created. If this attribute
is absent, then the default GDAM "gdam1" will be used.

Examples:

<nani ng- cont ext dn="c=xx"/>
<nani ng- cont ext dn="ou=St af f, o=I sode, c=GB"/ >
<nani ng- cont ext dn="o0=l sode" gdam="i sodegdani'/>

The XML file may contain any number of these elements.
<creat e- entry> element

This element identifies the distinguished name of an entry that must be present in the
Directory. If the DN contains multiple RDNs, then glue entries will be created for any
non-existing parent entries of the naming context. For example, creation of the naming
context o=Isode,c=GB requires that the existence of c=GB, and so if no such entry exists,
then a glue entry for c=GB will be created.

Thiselementisignoredif theentry already existsasaresult of anami ng- cont ext element
for the same DN, or as aresult of another relocation.

This element has the following attribute
 dn (mandatory). The DN of the entry.

Examples:

Dmish Scripting Interface




M-Vault Administration Guide

H10.118

H10.119

H101110

384

<create-entry dn="c=xx"/>
<create-entry dn="ou=St aff, o=l sode, c=GB"/ >
<create-entry dn="o0=l sode" gdan¥"i sodegdant/>

The XML file may contain any number of these elements.
<admi n- poi nt > element

This element identifiesa DN which isto be converted to an admin point. The DN of the
entry must already exist asaresult of a<nani ng- cont ext > or a<cr eat e-entry> or
another relocation.

Note that naming contexts are by default admin points, even when the <adni n- poi nt >
element is not used.

This element has the following attributes:

 dn (mandatory). The DN of the admin point.

* bac (optional). Should be set to "true" for Basic Access Control. If the attribute is absent,
or set to "false”, then the admin point is created with Simple Access Control.

Examples:

<admi n- poi nt dn="c=xx"/>
<adni n- poi nt dn="ou=St af f, o=l sode, c=GB" bac="true"/>
<adni n- poi nt dn="o=l sode" bac="fal se"/>

The XML file may contain any number of these elements.
<manager > element

This element identifies the user DN for the bind profile used to manage the DSA. If no
<manager > isspecified, then the superuser isleft active and the bind profile used to manage
the DSA will contain the DN of the superuser (see below).

This element has the following attributes:
* dn (mandatory). The DN used to identify the manager.

Example:

<manager dn="cn=DSA Manager, o=users, c=xx"/>

The XML file may contain only one of these elements.
<creat e-profil e>element

This element identifies a user DN for abind profile that can be used to bind in Sodium
etc., but is not intended to be used for managing the DSA using M-Vault Console.

This element has the following attributes:
 dn (mandatory). The DN used to identify user DN.

Example:

<manager dn="cn=DSA Manager, o=users, c=xx"/>

The XML file may contain any number of these elements.
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<pw- par an® element

This element can be used to generate passwords for any user entries |oaded from the LDIF
file.

Thiselement may appear multipletimes; oncefor each user entry. If auser entry is present
in the LDIF file and there is no matching <pw- par an» element, then the user entry will
be loaded with no password. However, in the case of <manager > or <cr eat e- pr of i | e>
elements, it is mandatory that a corresponding <pw- par an® be specified.

If a<pw par anm> is specified for a DN which has no matching entry in the LDIF file, then
itisignored.

This element has the following attributes:

* label (mandatory). The label used to identify the user when requesting operator input.

* dn (mandatory). The user DN which this password applies to.

* length (optional). The length of the generated random password. If thisis not specified,
adefault value of 9 us used.

Examples:

<pw- param | abel ="Initial Directory User"
dn="cn=Fred Sm t h, o=Users, c=xx"/>

<pw- par am | abel =" General User"

dn="cn=Fred Smith, o=Users, c=xx" | ength="5"/>

The XML file may contain any number of these elements.
<super user > element

For the purposes of DSA creation, a special superuser roleis enabled in the DSA, which
is not subject to any access control. If a<manager > is specified in the template file, then
by default the superuser account will be removed.

If no <manager > is specified, then the superuser account is not removed, and will be used
in the bind profile used to manage the DSA.

The<super user > element hastwo purposes: firstly it allowsyou to prevent the superuser
account from being removed, even when a<manager > is specified, and secondly it allows
you to specify what the superuser password is (whether or not a<manager > is specified).

This element has the following attributes:
» pw (mandatory). The password to be used for the superuser.

Examples:

<superuser pw=""/>
<superuser pw="secret"/>

The XML file may contain no more than one of these elements.
<opt - gr oup> element

This element is used to allow the operator to choose to omit certain groups defined in the
LDIF or GAC fileswhen creating anew Directory Server. Stripping out agroup may lead
to the stripping out of items that use the groups and rules used in such items.

This element has the following attributes:
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 dn(mandatory). The DN of the group. If thisDN does not exist in the LDIF and/or GAC
file, then no action is taken.

» sl (optional). Theinitia selection status of this group. A value of "true" means that the
group is to be selected when first shown. If the attribute is absent, or has a value of
"false", then group will be de-selected when first shown. The operator can override the
initial selection.

Examples:

<opt - group dn="cn=Dat a Managers, o=gr oups, c=xx"/ >
<opt - group dn="cn=CRL Wi ters, o=groups, c=xx" sel="true"/>

The XML file may contain any number of these elements, onefor each group that isoptional.
<opt - rul e> element

This element is used to allow the operator to choose to omit certain items defined in the
GAC file when creating a new Directory Server.

This element has the following attributes:

* label (mandatory). The label used to identify the item when prompting the operator for
input.

* prec (mandatory). The integer precedence of theitem int he GAC file. Thisis used to
uniquely identify the item from all theitemsin the GAC file, which meansthat all
optional itemsin aGAC file should have mutually distinct precedences. If noitem exists
in the GAC file with this precedence, then the element isignored.

» sdl (optional).Theinitial selection status of the item. A value of "true" means that the
item should be selected when first shown. If the attribute is absent, or has a value of
"false", then the item will be de-selected when first shown.

Examples:

<opt-rule

| abel =" Everyone has read access by defaul t"

prec="0"

sel ="true"/>

<opt-rule

| abel ="Only aut henti cated users have read access by default"
prec="2"/>

The XML filemay contain any number of these elements, onefor each item that isoptional.
<opt-rule-lint>element

This element is used to restrict the operator from selecting conflicting items, or to force
the operator to select certain items defined in the <opt - r ul e> elements.

This element has the following attributes, at |east one of which must be present:

» at-least-one (optional). A comma separated list of precedence values, of which at least
one must be selected by the operator. Each value in the list must be present in an
<opt - r ul e> element.

» at-most-one (optional). A comma separated list of precedence values, of which only one
may be sel ected by the operator. Each item inthelist must be presentin an <opt - r ul e>
element.

Examples:
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<opt-rule-limt at-I|east-one="0,2"/>
<opt-rule-limt at-nost-one="1, 3, 4"/>
<opt-rule-limt at-I|east-one="0,2" at-nobst-one="5,6"/>

The XML file may contain any number of these elements.
<attr-to-index>element

Thiselement isused to create an index intheinitial GDAM database. Indexes are described
in Section 4.6.4, “ Database indexes’. It has the following attributes:
* type (mandatory). The name of the attribute for which an index should be created
» match (optional). The type of index to create, which may be:
 egfor an Equality index
 sub for a Substring index
« approx for an Approximate index
» presfor aPresence index

If no match is specified, then an Equality index will be created.

Examples:

<attr-to-index type="mail"/>
<attr-to-index type="surnane" match="pres"/>

The XML file may contain any number of these elements.
Global Access Control information

Global Access Control (GAC) providesameans of describing aset of rulesand roleswhich
control access to datainside the directory. A GAC configuration can be dumped to or
loaded from an XML file, and will be translated by I sode client applications such as M-Vault
Console into Smplified Access Control which are used inside the directory.

During templated DSA creation, an XML file containing GAC configuration is used to
specify theinitial Global Access Control (from which isderived Simplified Access Control)
inside the directory. The DNsinside the LDIF file are subject to relocation, based on
responses that may be given by the operator.

The name of the GAC fileis specified by the <gac> element inside the Directory Server
Creation template file.

LDIF data file

A set of data may be loaded into the directory at creation time, by loading up the contents
of an LDIFfile. The DNsinside the LDIF file are subject to rel ocation, based on responses
that may be given by the operator.

The name of the LDIFfileis specified by the <l di f > element inside the Directory Server
Creation template file.

dsa-setup utility

dsa-setup isimplemented as a script which is invoked from the command line. It has the
following options:;
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* create - create and start a standalone Directory Server. Thiswill also load specific data
and global access control in to the Directory from the templatefiles, and update the bind
profilefile.

* delete - shut down and delete a Directory Server, removing the databases from disk, as
well as removing its bind profile.

 shadow - create a new Directory Server which has consumer agreements that shadow
al or some of a"supplier" Directory Server.

* mirror - create anew Directory Server which isanew failover mirror of an existing
failover master Directory Server.

When using the create option, then the information from the specified template files will
be used. Unless the -noprompt option is used, then the operator will be prompted to accept
or modify various options.

Under Windows, open a command window (using “Run as Administrator” on those
platformswhich requireit), and run the script dsa-setup.bat, which will have beeninstalled
by default into the folder ( SBI NDI R) on the installation drive. The example below uses
-noprompt which means that no user input is required during the creation process.

C:.\ Program Fi | es\ | sode\ bi n>dsa- set up. bat create
-ppfile secret.txt -nopronpt "C:\nydsa" sinple.xm
CREATI NG A STANDALONE DSA W TH THE FOLLOW NG DATA:
Bi nd profile passphrase stored in file
[secret.txt]
DSA f ol der
[ C:\ nydsa]
XM. tenmplate file
[ C:\Program Fi |l es\ | sode\ shar e\ dsa- set up\ si npl e. xm ]
Presentati on address
[ URI +0000+URL+i t ot : / / server: 19999| URI +0001+URL+| dap: // server : 19389]
Base DN, for exanple: Country (c=gh),
I nt ernati onal Organi zati on (o0=i sode),
Or gani zati on (o=i sode, c=gbh), or
I nternet Donmain (dc=i sode, dc=com)
[ c=xx]
DSA DN: This identifies the DSA when working with several DSAs.
It nmust be unique within the group of DSAs that you plan to
interact with using MVault Console. For a standal one DSA,
you may sinply call it cn=DSA. It is not necessary for there
to be a real entry with this DN
[ cn=DSA, c=xx]
Users subtree location: This can be put either under the base
DN (as below), or if you prefer, at the root (o=users)
[ o=users, c=xx]
G oups subtree |ocation: This can be put either under the base
DN (as below), or if you prefer, at the root (o=groups)
[ o=gr oups, c=xx]
Initial Directory User: This user is put into all the initial
roles, and the bind profile created will bind as this user.
Afterwards you can create nore users and change whi ch users
are put in which roles. You should change the commopn nane
field to a suitable value for a real person.
[ cn=Thomas At ki ns, o=user s, c=xx]
Opti onal rul es:
1: [x] Everyone has read access by default
2: [ ] Only authenticated users have read access by default
3: [x] Allow users to nodify their own entry's attributes
4: [x] Allow users to nodify their own password
Opti onal groups:
[x] Data Managers G oup
[ ] CRL Witers G oup
[ ] Certificate Witers G oup
[ ] CA Managers G oup

DN
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Passwor d Hashi ng
[C ear Text]

Manager bind profile nane
[ cn=DSA, c=xx / Thomas At ki ns]

Password for Initial Directory User (cn=Thomas Atkins, o=users, c=xX)
[PtjjY4pQs]

CREATI NG . . .

SUCCESS

C.\ Program Fi | es\ | sode\ bi n>

Under Unix, dsa-setup is started by running dsa-setup which will have been installed into
('SBI NDI R) . For example:

% / opt /i sode/ sbi n/ dsa-setup del ete
-ppfile secret.txt
-dsa "cn=dsa, o=i sode" /var/isode/dsa-db
SHUTTI NG DOMN AND DELETI NG THE DSA W TH THE FOLLOW NG DATA:
Bi nd profile passphrase stored in file
[secret.txt]
DSA Fol der
[/var/isodel/ dsa- db]
DSA DN
[ cn=dsa, o=i sode]
Press 'q'" to stop now or any other key to continue:
DELETI NG . ..
SUCCESS
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Appendix | References

The documents listed in this appendix provide references to the appropriate standards and
other sources of information.

If documents can be obtained electronically, the location is stated as part of the reference.
For other documents, please see Section 1.4, “Obtaining documents’.

|.1 RFCs

RFC 5246
The Transport Layer Security (TLS) Protocol Version 1.2. T. Dierks, August 2008

RFC 2696
LDAP Control Extension for Smple Paged Results Manipulation. C. Weider, A.
Herron, A. Anantha, T. Howes, September 1999

RFC 2849
The LDAP Data Interchange Format (LDIF) - Technical Specification. G. Good. June
2000.

RFC 2891
LDAP Control Extension for Server Sde Sorting of Search Results. T. Howes, M.
Wahl, A. Anantha. August 2000.

RFC 3045
Soring Vendor Information in the LDAP root DSE. M. Meredith. January 2001.

RFC 3062
LDAP Password Modify Extended Operation. K. Zeilenga. February 2001.

RFC 3268
Advanced Encryption Standard (AES) Ciphersuitesfor Transport Layer Security (TLS).
P. Chown. June 2002.

RFC 3296
Named Subordinate References in Lightweight Directory Access Protocol (LDAP)
Directories. K. Zeilenga. July 2002.

RFC 3672
Subentriesin the Lightweight Directory Access Protocol (LDAP). K. Zeilenga.
December 2003.

RFC 3673
Lightweight Directory Access Protocol version 3 (LDAPv3): All Operational Attributes.
K. Zeilenga. December 2003.

RFC 3986
Uniform Resource |dentifier (URI): Generic Syntax. T. Berners-Lee, R. Fielding, L.
Masinter. January 2005.

RFC 4422
Smple Authentication and Security Layer (SASL). A. Melnikov, K. Zeilenga. June
2006.

RFC 4511
Lightweight Directory Access Protocol (LDAP): The Protocol. J. Sermersheim. June
2006.

RFC 4512
Lightweight Directory Access Protocol (LDAP): Directory Information Models. K.
Zeilenga. June 2006.
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RFC 4513
Lightweight Directory Access Protocol (LDAP): Authentication Methods and Security
Mechanisms. R. Harrison. June 2006.

RFC 4515
Lightweight Directory Access Protocol (LDAP): String Representation of Search
Filters. M. Smith, T. Howes. June 2006.

RFC 4517
(LDAP): Syntaxes and Matching Rules. S. Legg, Ed. June 2006

RFC 4519
Lightweight Directory Access Protocol (LDAP): Schema for User Applications. A.
Sciberras. June 2006.

RFC 4524
COSINE LDAP/X.500 Schema. K. Zeilenga. June 2006.

RFC 4526
Lightweight Directory Access Protocol (LDAP) Absolute True and False Filters. K.
Zeilenga. June 2006.

RFC 4529
Requesting Attributes by Object Class in the Lightweight Directory Access Protocol.
K. Zeilenga. June 2006.

RFC 4532
Lightweight Directory Access Protocol (LDAP) "Who am1?" Operation. K. Zeilenga.
June 2006.

RFC 5020
Lightweight Directory Access Protocol (LDAP) entryDN Operational Attribute. K.
Zeilenga. August 2007.

RFC 5803
Lightweight Directory Access Protocol (LDAP) Schema for Storing Salted Challenge
Response Authentication Mechanism (SCRAM) Secrets. A. Melnikov. July 2010.

Recommendations and standards

SO 639:1988
Code for the Representation of Names of Languages.

ISO 3166:1988
Codes for the Representation of Names of Countries.

ISO/IEC 9075-3:1992 (ANSI X3.135-1992)
Database Language QL - Part 3: Call-Level Interface.

ISO/IEC DIS 10181-2.2
Information Technology — Open Systems I nterconnecti on— Security Frameworks for
Open Systems: Authentication Framework.

ISO/IEC DIS 11586-1
Information technology — Open Systems | nterconnection — Generic Upper Layers
Security — Part 1: Overview, Models and Notations.

ISO/IEC JTCL/SC 21/N 9294
Draft Technical Corrigendato Rec. X.500 | ISO/IEC 9504 resulting from Defect
Reports 9594/128.

ITU-T Rec. X.208(1988) | 1SO 8824
Information Processing Systems — Open Systems Interconnection — Specification of
Abstract Syntax Notation One (ASN.1).
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ITU-T Rec. X.500(2008) | ISO/IEC 9594-1:2008
Infor mation Technol ogy — Open Systems I nterconnection — The Directory: Overview
of Concepts, Models, and Services.

ITU-T Rec. X.501(2008) | I SO/IEC 9594-2:2008
I nformation Technology — Open Systems I nterconnection — The Directory: Models.

ITU-T Rec. X.511(2008) | ISO/IEC 9594-3:2008
Information Technology — Open Systems I nterconnection — The Directory: Abstract
Service Definition.

ITU-T Rec. X.518(2008) | | SO/IEC 9594-4:2008
I nfor mation Technol ogy —Open Systems I nterconnection —The Directory: Procedures
for Distributed Operations.

ITU-T Rec. X.519(2008) | ISO/IEC 9594-5:2008
Information Technology — Open Systems | nterconnection —The Directory: Protocol
Foecifications.

ITU-T Rec. X.520(2008) | | SO/IEC 9594-6:2008

Information Technology — Open Systems I nterconnection — The Directory: Selected
Attribute Types.

ITU-T Rec. X.521(2008) | ISO/IEC 9594-7:2008
Information Technology — Open Systems Interconnection — The Directory: Selected
Object Classes.

ITU-T Rec. X.509(2008) | | SO/IEC 9594-8:2008
I nformation Technology — Open Systems I nterconnection — The Directory:
Authentication Framework.

ITU-T Rec. X.525(2008) | ISO/IEC 9594-9:2008
Information Technology — Open Systems I nterconnection — The Directory:
Replication.

ITU-T Rec. X.721(1992) | ISO/IEC 10165-2
Infor mati on Technol ogy — Open Systems I nterconnection — Structure of Management
Information: Definition of Management | nformation.

ITU-T Rec. X.800(1991) | 1SO 7498-2
Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security architecture.
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Chadwick, D. W. Understanding X.500 (The Directory). International Thompson Publishing,
July 1996. ISBN 1-85032-281-3.

Gardner, Ellaand Ginsburg, Elliot. Defense Message System Unclassified Directory Schema.
Mitre Corporation, Washington C3 Center. 5 February 1993.

MIT. Kerberos: The Network Authentication Protocol. http://web.mit.edu/Kerberog/.

OIW Implementor's Workshop. Stable |mplementation Agreements for Open Systems
Interconnection Protocols: Part 12 - OS Security. September 1994.
ftp://nemo.ncdl .nist.gov/pub/oiw/agreements/12S 9409.ps

Ousterhout, J. An X11 Toolkit Based on the Tcl Language. Winter 1991 USENIX Conference
Proceedings. ftp://ftp.scriptics.com/pub/tcl/doc/tkUsenix91.ps

Ousterhout, J. Tcl: An Embeddable Command Language. Winter 1990 USENIX Conference
Proceedings. ftp://ftp.scriptics.com/pub/tcl/doc/tclUsenix90.ps
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Ousterhout, J. Tcl and the Tk Toolkit. Addison-Wesley, 1994. ISBN 0-201-63337-X.

Roe, M. PASSWORD R2.5: Certification Authority Requirements. Nov. 1992
ftp://cs.ucl.ac.uk/password/r25.ps

RSA Data Security Inc. PKCS#1: RSA Encryption Standard. Nov. 1993.

RSA Data Security Inc. PKCS#6: Extended-Certificate Syntax Standard. Nov. 1993.
RSA Data Security Inc. PKCS#7: Cryptographic Message Syntax Sandard. Nov. 1993.
RSA Data Security Inc. PKCS#8: Private-Key Information Syntax Standard. Nov. 1993.
RSA Data Security Inc. PKCS#9: Selected Attribute Types. Nov. 1993.

versit Consortium. vCard. The Electronic Business Card Version 2.1. September 18, 1996.
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Welch, B. B. Practical Programming in Tcl and Tk. Prentice Hall. ISBN 0136168302.

1.4.1

1.4.2

1.4.3

Obtaining documents

ISO/IEC documents

| SO/IEC standards and draft documents may be obtained from:

SO Central Secretariat

International Organization for Standardization (1SO)
1, rue de Varembé

Case postale 56

CH-1211 Geneva 20

Switzerland

Telephone: +41 22 749 01 11
Fax: +41 22 73334 30

Web: http://www.iso.org/

ITU-T (CCITT) documents

International Telecommunications Union
Place des Nations

CH-1211 Geneva 20

Switzerland

Telephone: +41 22 730 61 41 Fax: +41 22 73051 94
Email: sales@itu.int
Web: http://www.itu.int/

RFCs

Electronic copies of RFCs are available from the following servers:

References



http://www.iso.org/
http://www.itu.int/

M-Vault Administration Guide 394

* http://ftp.isi.edu/in-notes/
* http://lwww.rfc-editor.org/
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Glossary

AAA
Autonomous Administrative Area. See Administrative area.

AAP
Autonomous Administrative Point. See Administrative point .

Abstract object class
An object class used only by the Directory, not a classification of objectsin the real world. See Alias and Top .

Abstract service
See Directory abstract service (DAS).

Abstract Syntax Notation One (ASN.1)
A notation for describing and defining data syntax.

Access control
A security service aimed at preventing unauthorized access to a capability. Once an identity has been established (see
Authentication), access control determines what data and operations may be accessed by that identity.

Access Control Information (ACI)
ACI items define the access control policy for an entry. See also Access control.

Access Control Inner Area (ACIA)
A subtree of the DIT inside a specific administrative area whose entries share the same access control administration.

Access Control Specific Area (ACSA)
A subtree of the DIT whose entries share the same access control administration.

Access Point
This uniquely identifies the DSA. It contains the DSA's Distinguished Name, Presentation Address and an optional
set of protocol information. See also Knowledge reference.

ACI
See Access control information .

ACIA
See Access control inner area.

ACSA
See Access control specific area.

Address
A label which identifies an object by its location. See IP address and Presentation Address.

ADMD
See Administration Management Domain.

Administration Management Domain (ADM D)
An arrangement of MTAS, usually managed by a public service provider such asa PTT authority.

Administrative area
A subtree of the DIT whose entries share administration.

Administrative authority
The agent of adomain management organi zation which has responsibility for administering the domain, or the authority
under which the agent operates.

Administrative model
The model used to define how authority is delegated in the DIT.
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Administrative point
Theroot of the subtree formed by an administrative area.

AET
Application Entity Title. See Application entity.

Alias
An abstract object class covering those entries which have an aliased entry name; this aliased entry name contains
the Distinguished Name of another entry to which the alias points.

Application context
A set of rules governing the interactions between application entities over an association.

Application entity
The part of an application process concerned with interactions with others.

ARPA
Advanced Research Projects Agency. A Department of Defense Agency in the USA.

ASN.1
See Abstract Syntax Notation One.

Association
A communication relationship established between application entities.

Attribute
Information in an entry describing some aspect of the object. Also a component of an X.400 address, for example,
organization.

Attributetype
Classification of the aspects used to describe objects.

Authentication
The process of determining the identity of a communications partner.

Authorization
See Access control.

AutonomousAdministrative Area (AAA)
See Administrative area.

AutonomousAdministrative Point (AAP)
See Administrative point.

Auxiliary object class
An object class whose members have some common characteristics, despite (potentially) belonging to different
structural object classes.

BER
Basic Encoding Rules. Definition of a concrete syntax for ASN.1, mainly used when exchanging data (defined in
ASN.1) between applications on different systems.

Bind
An action to establish an association between processes for the purpose of invoking or performing operations.

BNF
Bachus-Naur Format. A type of notation used when defining encodings for objects or attributes.

C
Abbreviation for Country in the DIT.

CAIA
See Collective Attribute Inner Area .
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CASA
See Collective Attribute Specific Area .

CCITT
The International Telegraph and Telephone Consultative Committee, now known as the ITU-T.

Chaining
A style of interaction whereby the DSA satisfies a request by invoking another DSA and passing back the reply.

Collective Attribute Inner Area (CAIA)
Aninner area of the DIT used to administer agroup of attributes. See also Inner administrative area.

Collective Attribute Specific Area (CASA)
A specific area of the DIT used to administer agroup of attributes. See also Specific administrative area.

Common Name
A Directory attribute.

Consumer
The DSA receiving (or consuming) information in a shadowing agreement.

Context prefix
The Distinguished Name of the entry at the Root of a naming context.

Crossreference
A reference allowing direct access to the DSA which holds a particular naming context.

DAP
See Directory Access Protocol.

DAS
See Directory Abstract Service.

DiB
See Directory Information Base.

Directory
When written with a capital D, thisis a distributed database built to X.500 standards.

Directory Abstract Service (DAS)
A service providing operations to access and update the Directory.

Directory Access Protocol (DAP)
An OSl application layer protocol used by the DUA for communicating with the Directory viathe DSA.

Directory Information Base (DI B)
A collection of information about objects, which is stored by the Directory.

Directory Information Model
The fundamental structures of the DIB, standardised to provide abasis for defining the Directory Service and its use.

Directory Information Shadowing Protocol (DI SP)
An OS application layer protocol used for the exchange of Directory information in support of shadowing agreements.

Directory Information Tree (DIT)
The DIB, considered as atree, whose vertices are entries and whose arcs are rel ationshi ps between the corresponding
objects. A way of defining relationships between, and access routes to, the complete set of information contained in
the Directory.

Directory Management Domain (DM D)
The set of DUAs and DSAs managed by a single organization.
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Directory name
A term often used for the Distinguished Name (DN) of an entry in the Directory. Although an entry can have only
one DN it may have more than one Directory name, as it may have an alias.

Directory Operational Bindings M anagement Protocol (DOP)
A protocol used to configure the binding of a cooperation agreement between DSAs. Not implemented.

Directory schema
The set of rules enforced by the Directory which governs the contents of the DIB; the consistency rules applying to
the object classes making up the DIB

Directory Service
The service provided by the Directory to its users.

Directory System Agent (DSA)
A server process which maintains and provides access to defined parts of the DIT.

Directory System Protocol (DSP)
An OSl application layer protocol used for communication between DSAs.

Directory User Agent (DUA)
A client application which represents a user in accessing the Directory.

DISP
See Directory Information Shadowing Protocol.

Distinguished Name (DN)
The name for an object, based upon the unique path through the DIT from the Root to the object’s entry.

Distribution model
The model which defines how an authority can locate the entries which make up the DIT among the DSAs it operates.

DIT
See Directory Information Tree.

DIT domain
A subset of the DIT held by a particular Directory Management Domain.

DMD
See Directory Management Domain.

DNS
See Domain Name Service.

DN
See Distinguished Name.

Domain Name Service (DNYS)
A service for providing a mapping between domain names (for example, isode.com) and | P addresses.

DSA
See Directory System Agent.

DSA Abstract Service
The capability for chaining requests from one DSA to another.

DSA Information Model
A DSA’sinterna model of the information it holds.

DSA Information Tree
A tree, held by the DSA, containing al the namesin the DIT known to this DSA.
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DSA Specific Entry (DSE)
A private, internal object held for each name in the DSA Information Tree, which contains the attributes for those
entries mastered by the DSA.

DSE
See DSA Soecific Entry.

DSP
See Directory System Protocol.

DUA
See Directory User Agent.

Entry
A unit in the Directory representing one object and identified by its Distinguished Name.

Entry type
See Object class.

First level DSA
A DSA which holds afirst level (below the Root) naming context and knowledge of all other naming contexts which
are immediate subordinates of the Root.

First level entry
An entry in the Directory immediately below the Root.

Fragment
That part of the DIB held by asingle DSA; it can contain several naming contexts.

GDAM
Generic Directory Access Module. In the M-Vault Server, GDAMSs provide an abstract interface to back-end database
services.

Glue
A placeholder entry in the DIT with no attributes.

Hierarchical operational binding
An operational binding whose participants are the master DSAs for a pair of adjacent naming contexts, one holding
a subordinate reference to the other.

[ANA
Internet Assigned Numbers Authority.

Inner administrative area
An overlapping area of the DIT inside a specific administrative area, used for specific purposes, for example, access
control.

Integrity
Protection against unauthorized access to information, typically while that information isin transit on the network.

Intranet
A local network based on Internet standards.

P address
Internet Protocol address. A dotted number list (for example 193.133.227.19) which identifies a host machine on an
Internet network.

SO
International Standards Organization.
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ITU-T
International Telecommunication Union - Telecommunication Standardisation Bureau, which i ssues recommendations
to regulate the national and international operation of telecommunications authorities, public network operators and
other interested parties. Formerly known as CCITT.

Knowledge
Operational information allowing a DSA to route requests to other DSAS.

Knowledge reference
Anitem of knowledge identifying a DSA Access Point by name and address.

LDAP
See Lightweight Directory Access Protocol.

L DAP Data I nterchange Format (LDIF)
A widely accepted format for importing and exporting Directory information between LDAP or X.500 servers.

LDIF
See LDAP Data I nterchange Format.

L eaf entry
An entry in the DIT with no other entries benesath it.

Lightweight Directory Access Protocol (L DAP)
An Internet protocol, passed directly over TCP/IP, used to provide access to the Directory.

Ltcldish
A command line interface DUA for data managers, operating over LDAP. See also I Tcldish.

MHS-DS
An abbreviation used to refer to a method of configuring MTAs and Message Stores using an X.500 Directory.

M odel
See Administrative model, Directory Information Model, Distribution model and DSA Information Model.

M-Vault Console
Isode’s graphical DUA for managing the Directory.

Name
Theidentifier of an object, used asthe basisfor finding itsentry in the DIB. See a so Distinguished Name and Relative
Distinguished Name.

Naming authority
The organization given the task of allocating names and ensuring they are unambiguous.

Naming context
The subtree of the DIT held by asingle DSA.

O
Abbreviation for Organization in the DIT.

Object
Something or someone (for example, a machine, application or user) which is described by the information in the
Directory.

Object class
A collection of actual or conceivable objects sharing certain characteristics. See also Abstract object class, Auxiliary
object class and Structural object class.

Object entry
An entry in the Directory representing an object.
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Object identifier (OID)
A labelling mechanism, in the form of a hierarchical arrangement of integers, used to identify the representation of
objects.

Open Systems I nterconnection (OSl)
Set of design rules and protocol specifications defined to allow systems from any source to talk to each other, thus
evading problems of hardware and software incompatibility.

Operation
A requested action upon the Directory, for example, read, search or list.

Operational attribute
An attribute of a Directory entry which contains operational information.

Operational binding
An agreement between two processes to engage in some kind of interaction.

os
See Open System | nterconnection.

ou
Abbreviation for Organizational Unit in the DIT.

PA
See Presentation Address.

Presentation Address (PA)
The fundamental mechanism used by applications to address other application entities.

Protocol
The set form in which data must be presented to be handled by a particular computer configuration or process.

RDN
See Relative Distinguished Name.

Referral
A reply to an operation indicating that the DSA was unable to carry out the request and identifying another DSA
which should be contacted directly.

Relative Distinguished Name (RDN)
The lowest level of Distinguished Name identifying an entry in the DIT.

Replication
The process of copying a section of the DIT from one DSA to another. See also Shadowing.

RFC
Request For Comments. Standards documents defining | nternet protocols. Relevant RFCsarelisted inthe Appendix |,
References section.

Role
A job function within an organization. More than one individual can be assigned to asinglerole.

Root
Thetop of the DIT tree; thisis not an object, and does not have an entry.

Root DSE
A conceptual element at the Root of the DSA, used for holding operational information. See also DSA Specific Entry.

SASL
See Smple Authentication and Security Layer.

Schema
Consistency rules for object classes in the Directory. See also Directory schema, Subschema, System schema.
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Secure socket layer
See TLS.

Shadowing
The process of replicating part of the DIT from one DSA to another under the terms of a shadowing agreement.

Shadowing agreement
A contract between two DSASs, one to supply information and the other to receive (or consume) it. The information
isaways updated by the shadow supplier and changes (or a new copy) are supplied by the shadow supplier at agreed
intervals.

Simple authentication and security layer (SASL)
A protocol -independent mechanism which supports different secure authentication mechanismsin an easily extensible
fashion.

Specific administrative area
A non-overlapping area of the DIT inside an administrative area, used for specific purposes, for example, access
control.

Structural object class
The classification of an object which givesits position in the object class hierarchy.

Subentry
Anentry inthe DIT which must be placed immediately bel ow an administrative point entry. Subentries contain policy
information, and are used by the Directory itself.

Subschema
Information to regulate the entries held by a DSA. Part of the total Directory schema.

Superior reference
A reference forming part of areference path from its holder to the Root. A superior referenceisrequired for all DSAs
which do not master afirst level naming context. It isthe Access Point of aDSA to contact if thereis no other suitable
reference to progress the operation.

Supplier
The DSA supplying information in a shadowing agreement.

System schema
The set of rules governing operational information.

Tcl
Tool Command Language.

Tcldish
A command line interface DUA for data managers, operating over DAP. See also Ltcldish.

TCPI/IP
Transport Control Protocol/Internet Protocol.

TLS
Transport Layer Security protocol. The TLS protocol provides communications privacy over the Internet.

Top
The entry at the top of a naming context, that is, the context prefix entry. It belongs to an abstract object class, and is
therefore only used by the Directory.

X.500
A set of standards devised for the Directory, developed jointly by the ITU-T and ISO/IEC, aso known as | SO 9594.

X.501
A set of standards for X.500 models.
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X.509
A set of standards for X.500 authentication.

X.511
A set of standards for X.500 abstract service.

X.518
A set of standards for X.500 distributed operations.

X.520

A set of standards for X.500 selected attribute types.

X.521
A set of standards for X.500 selected object classes.

X.525
A set of standards for X.500 replication.
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