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Isode and Isode are trade and service marks of Isode Limited.

All products and services mentioned in this document are identified by the trademarks or
service marks of their respective companies or organizations, and I sode Limited disclaims
any responsibility for specifying which marks are owned by which companies or
organizations.

Isode software is © copyright Isode Limited 2002-2023, all rights reserved.

Isode software is a compilation of software of which Isode Limited is either the copyright
holder or licensee.

Acquisition and use of this software and related materialsfor any purposerequiresawritten
licence agreement from Isode Limited, or a written licence from an organization licensed
by Isode Limited to grant such alicence.

This manual is© copyright Isode Limited 2023, all rights reserved.
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Software version

Thisguideis published in support of 1sode M-Link R18.0. It may also be pertinent to later
releases. Please consult the release notes for further details.

Readership

This guide isintended for administrators who plan to configure and manage Extensible
Messaging and Presence Protocol (XMPP) services using Isode M-Link R18.0.

How to use this guide

You are advised to read through Chapter 1, Isode M-Link Overview before you start to set
up your XMPP service. You may also want to review Appendix L, Glossary as you come
across technical terms you are not familiar with.

Typographical conventions

Thetext of this manual uses different typefacesto identify different types of objects, such
asfile names and input to the system. The typeface conventions are shown in the following
table and subsequent note.

Object Examples

Applications M-Link Server

Literals (domain names, | P addressses, DN, €tc.). exanpl e. com 192. 0. 2. 1, cn=Exanpl e

File and folder (directory) names C:\isode

Commands and program options unique id - - ver bose

GUI elements Label, Menu, Menu Item, Sub-Menu

User input hel | o!

Citation, glossary terms, and cross references [[RFC6120]], Glossary term, Section 4, “ Typographical
conventions’ (cross reference).

Additional information to note, or awarning that the system|Notes are additional information; cautions are warnings.

could be damaged by certain actions.

Note: Thisisan example of anote.
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File system place holders

Where directory names are given in the text, they are often place holders for the names of
actual directorieswhere particular files are stored. The actual directory names used depend
on how the software is built and installed. All of these directories can be changed by
configuration.

Certain configuration files are searched for firstin (ETCDI R) and then ( SHAREDI R) , SO
local copies can override shared information.

Theactual directory defaults vary, depending on whether the platform isWindows or Unix.
The following table provides the platforms-specific defaults.

Name Place holder for the Windows Unix
directory used to store...
(ETCDI R) System-specific configuration | C:\l sode\etc /etclisode
files
( SHAREDI R) Configuration files that may |C:\ProgramFiles\Isode\share|/opt/isode/share
be shared between systems
(BI NDI R) Programs run by users C:\Program Files\Isode\bin |/opt/isode/bin
('SBI NDI R) Programs run by the system |C:\Program Files\Isode\bin |/opt/isode/sbin
administrators
(LI BDI R Libraries C:\Program Files\Isode\bin |/opt/isode/lib
( DATADI R) Storing local data C:\Isode /var/isode
(LOGDI R) Logfiles C:\Isode\log Ivar/isode/log
(MSDI R) M-Link working directory  |C:\Isode\ms Ivar/isode/ms
( MSUSERDI R) M-Link user datadirectory |C:\Isode\ms\user Ivar/isode/ms/user

Support queries and bug reporting

A number of email addresses are available for contacting Isode. Please use the address
relevant to the content of your message.

* For al account-related inquiries and issues: customer-service@isode.com. If customers
are unsure of which list to use then they should send to thislist. Thelist is monitored
daily, and all messages will be responded to.

 For all licensing related issues: license@isode.com.

* For all technical inquiries and problem reports, including documentation issues from
customerswith support contracts: support@isode.com. Customers should include rel evant
contact detailsin initial callsto speed processing. M essages which are continuations of
an existing call should includethecall ID in the subject line. Customers without support
contracts should not use this address.

* For all salesinquiries and similar communication: sales@isode.com.

Bug reports on software releases are welcomed. These may be sent by any means, but
electronic mail to the support address listed above is preferred. Please send proposed fixes
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with the reportsif possible. Any reports will be acknowledged, but further action is not

guaranteed. Any changes resulting from bug reports may be included in future rel eases.

I sode sends rel ease announcements and other information to the 1sode News email list,
which can be subscribed to from the address: http://www.i sode.com/company/contact.html

Export controls

Many |sode products use protocols and algorithms to encrypt data on connections. If you
license the higher grade encryption (HGE) Isode products they are subject to UK Export
controls.

You must ensure that you comply with these controls where applicable, i.e. if you are
licensing or re-selling I sode products outside the Community with the HGE option selected.

All Isode Softwareis subject to alicense agreement and your attention isalso called to the
export terms of your Isode license.

Note: AnHGE-TLSlicenseisgenerally required to allow M-Link Server use of
TLSasit will not generally allow use of TLS with low-grade encryption.
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Chapter 1 Isode M-Link Overview

This chapter gives an overview of Isode M-Link.
This chapter contains the following sections:

e Section 1.1, “About M-Link Server”

» Section 1.2, “About M-Link Console’

» Section 1.3, “About M-Link Archive Server”

» Section 1.4, “About M-Link FDP Gateway”

» Section 1.5, “About M-Link Web Application”

1.1 About M-Link Server

Isode M-Link isan Isode product providing a standards-compliant Extensible Messaging
and Presence Protocol (XMPP) server called M-Link Server. It supports a range of
capabilities:

* Instant Messaging and Presence (IM&P),

* Multi-User Chat (MUC),

* Personal Eventing Protocol (PEP),

» Components,

* Publish-Subscribe (PubSub), and

* XMPP over Bidirectional-streams Over Synchronous HTTP (BOSH).

The remainder of this section summarizes some additional capabilities of M-Link Server.

1.1.1 Multiple XMPP service domains

Any Isode M-Link deployment, whether a single server or a cluster, may service many
domains, including multipleIM, MUC, and PubSub domains. Thisisdescribed in Chapter 3,
Domains.

1.1.2 Chatrooms and multiparty chat sessions

Isode M-Link supports the configuration of one or more Multi-User Chat service domains,
described in Chapter 9, Multi-User Chat, allowing several usersor clientsto join asingle
conversation in a controlled environment.

This chapter also covers Federated MUC (FMUC), which enables several MUC rooms to
be federated into asinglelogical room. The chapter also describes Isode M-Link Gateway
capability to the IRC (Internet Relay Chat).

Chatroom configuration and history may be persisted on-disk, allowing collaboration to
continue seamlessly through service disruption and restarts.

1.1.3 Federation with other XMPP servers and Isode M-Link
Edge

M-Link Server supports federation with other XM PP servers. Standard federation is fully
connected. Isode M-Link also supports an XM PP Trunking architecture where servers are

Isode M-Link Overview
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1.1.4

1.1.5

1.1.6

1.1.7

connected indirectly. The Isode M-Link Edge configuration of XM PP supports indirect
interconnection of servers. Isode M-Link uses Peer Controls to configure connections to
remote servers, which can use optimized protocolsfor high latency networksand HF Radio.

Thisisal described in Chapter 8, M-Link Edge, Peers and Links.

Policy-driven security labels

Isode M-Link supports Security Labelsin XMPP [XEP-0258] for clients such as Swift.
Isode M-Link also supports Cross Domain Collaborative I nformation Environment - Client
Chat Protocol (CDCIE-CCP) capable clients such as TransVerse. Security Labels are
described in Section H.2, “SIO Options”.

Application-level gateway capabilities

Isode M-Link provides XM PP application-level gateway capabilitesincluding content
filtering, border guard integration, and cross security domain services. These capabilities
can be deployed at the edge of an enterprise network using separate M-Link Servers, called
M-Link Edge Servers, then those providing core XMPP services.

Management through Ad-Hoc Commands
Isode M-Link supports through Ad-Hoc Commands [ XEP-0050] including a large subset
of the service administration commands [ XEP-0133]. Any authorized XM PP client

supporting Ad-Hoc Commands can be used to access these commands. For the complete
list of Ad-Hoc Commands, see Appendix G, Ad-Hoc Command Reference.

Components

Isode M-Link supports Components as specified in [ XEP-0114].

1.2

About M-Link Console

TheM-Link Console (ML C) providesadministratorswith the ability to deploy and operate
M-Link Server instances using a graphical user interface (GUI). M-Link Consoleisan
XMPP client. It can manage both local and remote M-Link Server instances. When
managing local M-Link Server instances, M-Link Console offers additional capabilities.
M-Link Console use is discussed throughout this guide. To get started, see Chapter 2,
M-Link: Getting Started

1.3

About M-Link Archive Server

The M-Link Archive Server records XM PP traffic in database. This database can be used
by XMPP clients using Message Archive Management (MAM) facilities. Administrators
are dso provided an HTTP interface to perform administrative tasks. These capabilities
are discussed in Chapter 15, Archive Management.

Isode M-Link Overview
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1.4 About M-Link FDP Gateway
TheM-Link FDP Gateway is an application that can discover forms using Form Discovery
and Publishing (FDP) and forward them to an entity on the XMPP network. M-Link FDP
Gateway is discussed further in Chapter 11, M-Link FDP Gateway.

1.5 About M-Link Web Application

M-Link Web Application are applications that run within aweb browser. The applications
allow an administrator to perform various administration tasks, view server statistics, and
browse message archives. Applications for interacting with the FDP service are also
provided. The M-Link Web Application are described in Chapter 20, M-Link \WWeb
Application.

Isode M-Link Overview
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Chapter 2 M-Link: Getting Started

This chapter discusses M-Link Server creation.
This chapter contains sections on the following topics:

e Section 2.1, “About M-Link Server and M-Link Console’
» Section 2.2, “Installing an Isode license file”
 Section 2.3, “ Starting and stopping M-Link Server”
e Section 2.4, “M-Link Server runtime user”
e Section 2.5, “M-Link Server Administrators’
 Section 2.6, “ Getting started with M-Link Console (MLC)”
e Section 2.7, “Create an M-Link Server”
e Section 2.8, “Create an M-Link Server on aremote host”
 Section 2.9, “Additiona Topics’
* Section 2.9.1, “Adding, modifying or deleting M-Link Console profiles’
» Section 2.9.2, “ Certificate Based Authentication”
¢ Section 2.9.3, “ ServiceView”
» Section 2.9.5, “DNS Configuration”
e Section 2.9.6, “Removing the M-Link Server”

2.1 About M-Link Server and M-Link Console

Asdescribed in Chapter 1, Isode M-Link Overview, M-Link Server isan XMPP server and
M-Link Consoleisatool which providesagraphical user interface (GUI) for creating and
managing M-Link Server instances.

This section provides a brief introduction to terminology which will help you better
understand subsequently provided materials.

A single M-Link Server instance, or multiple M-Link Server instances cooperatively, can
provide an XM PP service for an XMPP domain or set of domains. The terms M-Link
Server or node areto refer to aparticular M-Link Server instance. Theterm M-Link service
or service are used to refer to the M-Link Server instance(s) providing a particular XM PP
service. When two M-Link Server instances are cooperatively providing an XM PP service,
the service (or M-Link service) is said to be provided by a cluster of nodes (or M-Link
Server instances).

The distinction between service and node is important to understand in the configuration
of M-Link service as some settings may apply service wide while others are node specific.

When loading its configuration, M-Link Server first initializes each configuration option
to ahard coded default. Secondly, it loads options which have been set in the service
configuration such that any option set service wide overrides the option's default value.
Finally it loads optionswhich have been set in the server's node specific configuration such
that an option in the node specific configuration overrides the option's service wide and/or
default value.

M-Link: Getting Started
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2.2

Installing an Isode license file

In order to create or start an M-Link Server or M-Vault Server instance on a host system,
the license for the respective product is required. The functionality of M-Link Consoleis
also restricted in absence of an appropriate license.

Where M-Link Server and M-Link Console and, if used, M-Vault Server are to be ran on
the same host system, all relevant licenses are provided by Isode in singlefile. Thisfile
needs to be copied to ( ETCDI R) /license.dat. on the host system. Otherwise, each system
hosting a product component will each have their own license file.

Questions regarding licensing should be directed to licensing@isode.com.

2.3

Starting and stopping M-Link Server

The M-Link Server can be started and stopped in the following ways:
» M-Link Console can be run locally on the same computer asthe M-Link Server. More
onthisin Section 2.6, “ Getting started with M-Link Console (MLC)”.

 Other operating system specific methods are described in Section A.1, “Running as
Operating System Service”.

2.4

M-Link Server runtime user

When running on Unix, if the M-Link Server isstarted as'root', it will then drop privileges
to run as another user specified in Section H.1.16, “Runtime User ID”. All filesin the
Section H.1.1, “Users Root Directory”, Section H.1.111, “Publish-Subcribe Directory”,
Section H.1.110, “Queues Statistics Directory”, Section H.1.112, “MUC Audit Archive
Directory”, Section H.1.113, “User Audit Archive Directory” and Section H.1.5, “ Telemetry
Log Directory” are created as this user so it should be ensured that the directories have
correct ownership and permissions. More on thisin Section A.1.1, “Linux”.

On Windows, the M-Link Server runs as Windows service(s) under the Local Syst em
account. More on thisin Section A.1.2, “Windows”.

2.5

M-Link Server Administrators

Certain users have administrative rights and can perform configuration of the XM PP service.
Such administrators, like any other M-Link Server users, use an XM PP client to connect
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2.5.2

to the M-Link Server. There are two types of M-Link Server administrator: Server
administrators and Domain administrators.

Server Administrators

A special Server Administrators group (see Section H.1.50, “ Server Administrators”)
defines which users are server administrators. members of the server administrators group
have complete control over configuration for thewhole service. An M-Link Server requires
the server administrators group to contain at least one member; this administrator can add
other users to the server administrators group.

A member of the server administrators group has special privileges including:

* use of the service administration (XEP-0133) and similar administrative commands.
» joining all chatrooms on the system and get the same rights as the owner.
 accessto the archive of the M-Link Archive Server.

* viewing on-demand statistics.

* live session monitoring.

* creation and configuration of domains.

When M-Link Console is used to configure and create a new M-Link service then it
automatically makes the initial administrator be a member of the server administrators

group. Subsequently, when M-Link Console connects to the M-Link service using the
credentials of that administrator, all administration facilities will be available.

Domain Administrators

Every domain may have a group associated with it, whose members are Domain
Administrators for that domain. Server administrators can always manage the domain,
whether or not adomain administrators group is specified. Note that domain administrators
do not have the ability to create or delete domains, only to administer domains that have
been created by a service administrator. See Chapter 3, Domains for more information
about domain administration.

2.6

2.6.1

Getting started with M-Link Console (MLC)

Starting MLC
To start M-Link Console:
e On Unix systems, run /opt/isode/bin/mlc.

Note that if M-Link Console is used to create, start or stop the M-Link Server on the
local compurter, then it needsto berun asr oot or the runtime user ID (see Section 2.4,
“M-Link Server runtime user”).

» On Windows systems, select M-Link Console from within the | sode group of the
Windows Start menu.

Note that if M-Link Console is used to create, start or stop the Windows services
corresponding to M-Link Server and M-Vault Server on thelocal computer, then it needs
to berunwith Administrator privileges or auser with the relevant permissionsto manage
these Windows services.

M-Link: Getting Started
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2.6.2

2.6.3

For most other M-Link Server administration, M-Link Console can be run locally on the
same computer as the M-Link Server or remotely on a different computer.

Profile passphrase

If you have not previously run any of the Isode management GUI tools, you will not yet
have saved an Isode profile. If thisis the case, you will be prompted at first launch of
M-Link Console to create a new passphrase for encrypting profiles.

Figure 2.1. Prompt to create new profiles file

Encrypt bind profiles @

9 . The BindProfile file is not encrypted.

This cperaticn encrypts sensitive data in the bind profile file, which means that the
bind profile can be used to store passwords (for simple authentication), and
passphrases (for X.509 identities).

Once the data is encrypted, you will be prompted to enter your passphrase whenever
an application needs to decrypt data in the profile file; failing to enter the correct
passphrase means you will not be able to use any saved bind profiles, Mote that once
you have encrypted the data, you cannot subsequently choose to decrypt it.

De you really want to encrypt your bind profile file?

| Yes | | Mo |

If you have already created an Isode profile (sometimes called a'Bind profil€e’), you will
be prompted for the passphrase.

Figure 2.2. Prompt to unlock an existing profile

-

Profile passphrase Required @

The file "C\Users\ Chris\AppDatatRoaming'lsode\isode-bindprofile-15.xml" is
protected by your Profile passphrase.

You must enter your passphrase to run M-Link Console,

Passphrase:

Cancel

M-Link Services View

Once you have unlocked the profiles, M-Link Consolewill launch and display the M -Link
ServicesView with the existing list of M-Link service profiles configured in M-Link
Console. Thislist will be empty if no profiles have been configured. You can also open
thisview using View — M-Link Services.

M-Link: Getting Started




M-Link Administration Guide

Figure 2.3. M-Link Services View with no M-Link service profiles

!
o
%

[®] M-Link Services
M-Link Console Operations _Edit  Archive Graph View Help

@ M-Link Services View

< No Item Selected >

After configuring alist of services that you wish to monitor or manage, the services will
appear as shown below:

Figure 2.4. M-Link Services View with three service profiles

[®] M-Link Services =T
M-Link Console Operations  Edit Archive Graph View Help

#® M-Link Services View 0

@ alexmac.com
(@ alexwindowZvm.com
G isode.com

ConnectionType  M-Link Service
Profile Name slexwindonTvm.com
Gl wonderland.it Domain slexwindow7vm.com
Connection State  Connected (TLS-protected)

Authentication Type password-based authentication (1D/password)

User JID alex.clayton@alecwindowZvm.com
Server Isode M-Link, 16.5v0-0. Uptime: 6 hours, 1 minute, 23 seconds
Isode License HGE license with no expiration date

Cluster

Cluster Status  This service is not a cluster

Refresh

Session menitoring on this service is enabled

(® Manage (O Reconnect 3 Delete.. [ CloseViews |3 Refresh Cluster

Theleft pane of the view containsalist of all M-Link servicesfor which a profile has been
created as described in Section 2.9.1, “Adding, modifying or deleting M-Link Console
profiles’.

M-Link Console attemptsto connect to all listed services, and the display will reflect the
state of the connection. The color of an icon indicates connection status:

* green: aconnection is established,
» amber: a connection is being attempted, and
* red: aconnection could not be established.

A golden padlock overlaying theicon is used to indicate aconnection is protected by TLS.

In the screenshot above, three of the services have active connectionswith TL S protection;
the other has no connection.

M-Link: Getting Started
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When a service in the left pane is selected, the right pane shows a summary page for the
selected service.

You can use M-Link Console to monitor any M-Link service that you are able to connect
to, regardless of whether you have administrative rights to manage the service. The next
screenshot shows what happens when the user does not have administrative rights for the
selected service.

Figure 2.5.Viewing a service without having administrative rights

ConnectionType  M-Link Service

Profile Name isode.com

Domain isode.com
Connection State  Connected (TLS-protected)
Authentication Type password-based authentication (J1D/password)
User JID alex.clayton@isode.com
Server Server version unknown. Uptime: 6 hours, 16 minutes, 17 seconds
Isode License Unknown
Cluster

Cluster Status  Unknown

This M-Link Service is not one that can be administered by M-Link Console when connected as "alex.clayton@isode.com’, and so
certain functionality will be unavailable.

(® Manage (O Reconnect X Delete.. [ Close Views

2.7

2.7.1

Create an M-Link Server

Create an M-Link Server

M-Link Consoleis able to set up anew M-Link service, which it does by generating
configuration datathat the M-Link Server will read when it starts. Please note that on Unix,
the user running M-Link Console should have the correct ownership and permissions of
the directory ( ETCDI R) /servpassif it exists and if it does not exist then the user should
have the correct permissions to create it.

If you want to create the new M-Link Server on the same system as M-Link Consoleis
running (alocal server), then the configuration and initialization of the server will all be
done by M-Link Console.

If you want to create the new server on different system (aremote server), then M-Link
Console will generate configuration data and give instructions on how to deploy and use
it ontheremote systemin order to get the new M-Link Server running there. See Section 2.8,
“Create an M-Link Server on aremote host” for more information about managing remote
servers.

In each case (local and remote), the Create M-Link Server wizard will prompt you for
theinformation required to create and start anew server, and it will add an M-Link Console
profile so that M-Link Console can administer the server and access the full range of
configuration options when the server is running.

M-Link: Getting Started
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An M-Link servicerelies on an LDAP Server to store information about the users of the
service, and so an important part of service setup is providing information to M-Link
Console about where the LDAP Server is, and how it should be accessed.

If you already have an LDAP Server that contains user information, or is suitable for doing
S0, you can provide these details to the wizard. When you are creating alocal M-Link
Server, and you do not aready have a suitable LDAP Server configured, then M-Link
Console can create anew M-Vault Server for you (provided you have an appropriate version
of Isode M-Vault installed and licensed).

The wizard will attempt to ensure that any LDAP Server you specify does exist and is
reachable, because an M-Link Server will not alow clients (including M-Link Console)
to connect to it when the LDAP Server is unavailable.

In order to be able to access user information, an M-Link Server needs to be able locate
the LDAP Server, authenticate itself to the LDAP Server with a suitable level of
authentication, and needs to know how to obtain user information for the Directory.

Depending on whether you use anew or existing LDAP Server, the wizard may be ableto
supply some of the above information automatically.

To launch the Create New M-Link Server wizard to create a new server on the local host
system, select Create Local M-Link Server... from the M-Link Console menu on the
M-Link Servicesview (see Section 2.6.3, “M-Link ServicesView").

Figure 2.6. Specifying the domain name

[®] Create New M-Link Server = @

Specify the domain

The name of the IM domain that this server will manage

Domain Name | funkywin7.isode.net

Display Mame My First XMPP Service

Re-check DMS

0 The domain "funkywin?.isode.net” was found in DNS and server and client SRV
records are configured with standard ports (Details

[=2]

When you specify the domain name for the server, M-Link Console will check to see
whether DNSresource records, including SRV resource records, are configured. Typically,
SRV resource records would be configured to make it easy for clients and other XMPP
services to find this M-Link service, but the server itself does not require them, and so the
wizard will alow you to proceed even if warningsare displayed (in some cases, for example,
it may be that DNS configuration will be done later) but you should review them in case
they are being shown because you mistyped the domain name. See Section 2.9.5, “DNS
Configuration” for information about how to configure DNS.

After specifying the domain namefor the service, M-Link Consol e requiresthat you specify
configuration for the LDAP Server. How you configure thisinformation depends on whether
you are using an existing LDAP Server, or want to create a new M-Vault Server for this
purpose. Both options are described below.
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Configuring the new M-Link Server with an existing
LDAP Server

Figure 2.7. Choosing to use an existing LDAP Server

[®] Create Mew M-Link Server

Directory for User Information

The location of the directory helding user information

Decide whether to use an existing directory or a new one

@ Use an existing directory

) Create a new directory and use that

Press the "Mext" button if you want to configure the new M-Link server to access or

create user information in an existing Directory Server. You will be prompted to
provide access information for the Directory Server.

< Back “ Mext = Finish Cancel

After choosing to use an existing LDAP Server the wizard will prompt you to supply its
address. When you do this, the wizard will attempt to make an anonymous connection to
the LDAP Server, in order to establish that it is online and accessible. The wizard also

needs to know whether the Directory isan Active Directory (and will attempt to determine
this automatically).
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Figure 2.8. Specifying the existing LDAP Server's address

m Create Mew M-Link Server [-= '@

Directory Server information

Specify the address of the LDAP directory server that contains user

information

Hostname au:l|

Connection protocol ’LDAP v]
Port Mumber 359

Directory type ’Active Directory v]

The wizard has detected that this is an Active Directory Server, but you may override
the wizard's choice,

When Active Directory is used to store user information, you should use
standard AD provisioning tools to manage users in the directory, The M-Link
Server cannot add or remowve users, and so you will not be able to perform these

operations using M-Link Conscle,

0 LOAP server address verified

| <Back | Neds Finich

Thewizard allowsyou to choose varioustypes of authentication, each of which may require
different parameters.
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Figure 2.9. Choosing authentication type

[®] Create New M-Link Server = @

Directory Server Authentication
How the M-Link Server authenticates to the Directory

Authentication Type
(®) Password
) Windows 550
Simple authentication uses a distinguished name (DM) and a password to bind to the Directory

Server. The password is sent as part of the bind request, and so this mechanism may not be
appropriate on an cpen network unless TLS is configured,

0 Page complete

< Back ][ Mext » Cancel

Different authentication types require different sets of parameters. The wizard will attempt
to verify any authentication parameters you provide, but in some cases will not be able to
do this.
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Figure 2.10. Specifying authentication details

e

[®] Create New M-Link Server = @

Simple Authentication

The M-Link Server will use the options on this page to authenticate te
the Directory

Bind Mame cn=M-Link Server,dc=users,dc=somewhere, dc=net

Password I Show

This page is complete, but authentication has not been verified. (Details

Cancel

o
|=.=]
=1}
™
-
=
W
I
3
i
]

Once you have provided valid authentication details, the next wizard page is used to
configure how the M-Link Server locates information inside the Directory. Specifically:

when determining which directory entry correspondsto agiven user, the M-Link Server
maps the user's ID into a JID by using Mapping Rules and then performs a directory
search, looking at entries below the Users DN, for the entry which containsthe JID in
theattribute named by Attribute Name. An extraUser Filter may be specified to customise
the exact search. See Section 3.2.3.2, “Mapping Configuration” for more information.

Asyou update the user configuration on the wizard page, the wizard will show you how
such mapping will affect the search for a given entry. In the screenshot below, the
configuration specified will mean that a user with the JID xnppuser @xanpl e. net will
be associated with the Directory entry that matches the search filter

mai | =" xmppuser @exanpl e. net . If you are not certain what mapping should be used
here, then you should consult with the person responsible for administering the LDAP
Server.

when resolving the members of a directory groups, the M-Link Server searches the
directory, looking at entries below the Groups DN for any entry that contains member
or uniqueMember attributes. An extra Group Filter may be specified to customise the
exact search. See Section 3.2.3, “User Directory configuration for IM domains’ for more
information.
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Figure 2.11. User information in the Directory

-

[®] Create New M-Link Server o ||[=2 ][]

User information in the Directory

How the M-Link Server finds and stores user information in the
directory

The M-Link Server finds user information in the directory by translating the user's JID into the Distinguished
Mame (DM) of the user's entry. & mapping rule controls how this translation is perfformed.

Users DM cn=Users,o=XMPP Pick... | |Scope:iOnelevel
Groups DN cn=Groups,0=XMPP Pick... | |Scope:Onelevel v
LDAP Filters

User Filter Group Filter

Attribute Mame | mail
Mapping Rules
Select User ID to JID Mapping | No Mapping Rules v | | Edit..
Mapping lllustration
"mail" Value | xmpp.user@examplenet

Result of Rules | xmpp.user@example.net

< Back ” Mext = Finish

The next page lets you specify the JD and password of an administrator that M-Link
Console will use when it connects to the new M-Link service. When the server is created,
the JID that you specify here will be amember of the operator group (see Section 2.5,
“M-Link Server Administrators”), who can use M-Link Console to administer the M-Link
service.

Figure 2.12. M-Link Console's JID and password

[®] Create Mew M-Link Server = @

M-Link Console authentication

How M-Link Console authenticates to the M-Link Server

M-Link Console needs to connect to the M-Link Server using an operator JID. This page
lets you specify the JID and password which will be used.

MLC's JID  operator@rpwixbdtest.isodenet

The password corresponding to the supplied JID, as stored in the directory. M-Link
Console will store these credentials in your bind profile file, and use them when
connecting to the server

Password: eesses| [C] Show

The page is complete but cannot be verified by the wizard (Details

< Back ” Mext = Finish Cancel

Thefinal pages of the wizard are the same as those for a configuration where anew LDAP
Server has been created; see Section 2.7.4, “Remaining steps”.
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2.7.3 Creating a new M-Vault Server for the new M-Link
Service

Figure 2.13. Choosing to create a new M-Vault Server

[®] Create Mew M-Link Server = @

Directory for User Information

The location of the directory holding user information

Decide whether to use an existing directory or a new one
) Use an existing directory

@ Create a new directory and use that

Press the "Mext” button if you want to create and start a new M-Vault Directory Server to be
used for storing user information. A special wizard will be used to guide you through the
process of creating the new Directory Server.

You will need to provide the name of the person who will be set up as the initial manager of the
Directory and M-Link servers. You will be able to change this or add extra managers once the
services have been configured.

Please provide the name of the initial operator, for example, "William Brown"

Operator's name | John Smith|

0 This page is complete

< Back ” Mesxt = Finish Cancel

If Isode M-Vault isinstalled and licensed on your system, you can choose to create a new
M-Vault Server. When you choose this option, you will be prompted to supply the name
of theinitial administrator for the M-Link Server. Thisuser will be added in the Directory
provided by M-Vault Server.
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Figure 2.14. DIT Configuration in the new Directory

[®] Create New Directory Server (=) @

DIT structure configuration

Adjust the DNs provided by the template to suit your requirements

Base DN: This is the name of the initial top level entry in the directory
p=xmMpp

Users: the entry which is the parent for all user entries

cn=Users,o=XMPP

Deleted Users: the entry which is the parent for all deleted user entries
cn=Deleted Users,o=XMPFP

Administrator: the entry corresponding to the initial operator, who has full management access
to the Directory Server.

cn=John Smith,cn=Users, o= XMPP

M-Link Server: the entry which represents the M-Link server itself. This account has rights to add
and update entries representing M-Link users.

cn=M-Link server for nickwin8-64.isode.net, cn=Users, o= XMPP

< Bac Mext » Finizh Cancel

The Create New Directory Server wizard will take you through the process of creating
and starting a new M-Vault Server instance. This wizard is template-driven, using filesin
the ( SHAREDI R) /mlink-dsa-setup directory. The default template will create a M-Vault
Server containing a user entry for the administrator JID used by M-Link Console when it
connects to the new service and one for the M-Link serviceitself, which needs to
authenticate to the directory server in order to access and update user information.
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Figure 2.15. Password Configuration in the new Directory server

[®] Create New Directory Server = @

Password configuration

Passwords are auto-generated, but can be modified here if required

Adrinistrator's Password: cn=John Smith,cn=Users, o=XMPP

Password: esssess Show

M-Link Server's Password: cn=M-Link server for funkywind.isode.net, cn=Users,o=XMPP

Password: ssssss Show

| Copy passwords to clipboard | | Save passwords to file

[]Record user authentication times (3 uthTirmestamps)
Password Hashing

Hashed passwords are more secure, but are not compatible with password-based 5450
mechanisms other than PLAIN, LOGIMN and SCRAM-5HA-1,

Mote that while non-hashed passwords may be recovered from the D5A database, hashed
passwords are MOT recoverable.

Hash all passwords using SCRAM-SHA-1

< Back H Mext = Finish Cancel

The administrator's password will be associated with JID used by M-Link Console (see
Figure2.17, “J D for M-Link Console”). M-Link Console will store the administrator's
password in the service profile that gets created for the new M-Link service.

The M-Link Server's password is used by the M-Link Server to authenticate itself to the
M-Vault Server. After the M-Link Server has been configured, M-Link Console keeps no
record of it.

The Record user authentication times checkbox will determine whether the directory
server records the time every time a user authenticates. Aswell as being displayed when
using user provisioning, thisinformation allowsthe directory server to enforce limits such
as password and account lifetime for users.
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Figure 2.16. Confirm Details page

[®] Create Mew Directory Server = @

Confirm Details

Check the details below before creating the D3A

Create DSA from template

M-Vault DSA configured to store M-Link user information
DSA address

Host funkywind, X.500 on port 19999, LDAP on port 19389
DSA DN

cn=dsa,o=XMPP
Bind profile name

cn=dsa,o=XMPP / John Smith

Password Hashing
MNone

Mext = Finish J I Cancel

At the end of the Directory Server Creation wizard, a page will summarize the creation
detail syou have provided and ask you to confirm them before finishing the creation process.
The wizard creates a new bind profile which will appear in M-Vault Console and Sodium
so that these applications will be able to connect to and manage the new directory server.
The new bind profile will also be used by M-Link Console in order to perform user
provisioning operations (see Section 6.2, “ User Provisioning in M-Link Console”.

Figure 2.17. JID for M-Link Console

[®] Create Mew M-Link Server = @

M-Link Console authentication

How M-Link Console authenticates to the M-Link Server

This is the JID that M-Link Console will use to connect to the M-Link server and will be
associated with the operator account specified when the directory server was created,

MLC's JID | john.smith@FfunkywinT.isode.net

0 This page is complete (Details

< Back “ Mext = Finizh
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After the new M-Vault Server has been created and started, the Create New M-Link
Server wizard will ask you to supply the JID of the M-Link service administrator. A value
issuggested based on the name of the user you provided when creating the M-Vault Server.

Remaining steps

Runtime Username and Permissions

Note: This section is applicable to Unix installations. If you are running on
Windows, you may skip this section.

After either creating anew directory server, or providing details about an existing Directory
Server, the next wizard page will ask you for:

» The username for the M-Link Server process (see Section 2.4, “M-Link Server runtime
user”).

Note that the screenshot below reflects a Windows installation, where no usernameis
required.

Directory Paths

The page asks you to specify location of directories that the new M-Link Server requires.
All the directory paths must be configured; the wizard will suggest values for you but you
may change them as desired:

* Theruntime directory (see Section H.1.4, “Runtime Directory”) will only be asked for
servers running on Unix system

* The user directory (see Section H.1.1, “Users Root Directory”)

* The pubsub directory (see Section H.1.111, “Publish-Subcribe Directory”).

» The statistics directory (see Section H.1.110, “Queues Statistics Directory”)

Figure 2.18. M-Link Server directories

[®] Create New M-Link Server = @

M-Link Server Directory Paths
Directory paths used by M-Link Server

!

Uzer Directory CihIsode\ ms\used Browse...

!

Pubsub Directory  Ci\lsede\mshpubsub Browse...

!

Statistics Directory  Ch\Isode\ms'stats Browse...

Refresh

Usze Defaults

1

0 This page is complete

< Back H Mext = Finish Cancel
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2.7.4.3 M-Link Archive Server Database Details

On pressing the Next button, the wizard will ask you about the configuration details of the
M-Link Archive Server (see Chapter 15, Archive Management) as shown in figure below.

The description of the configuration parameters for M-Link Archive Server can be found

in the appendix starting from Section H.1.134, “Archive Server Host”.

Figure 2.19. M-Link Archive Server Database Details

[®] Create New M-Link Server o || ===

Archive Server Database Details

The location of the Archive Senver

Create a new Archive Server on the sarme machine as the M-Link Server

Wabac Server Host 127001
Wabac Server port 50001
Wabac Server HTTP port 5080

Wabac data directory Chlsode\ms\wabacdb Browse...

Wabac queue directory  Cih\Isode\ms\wabacq Browse...

Refresh

Uze Defaults

1

@ Pageis complete

< Back “ Mext > Finizh Cancel

Pressing the Next button will display the wizard page for configuring the HTTP host and
port for M-Link Console to connect to the M-Link Archive Server (as shown in the figure
below). These details will be stored in the profile for the M-Link service. In the absence
of M-Link Archive Server's HTTP details, M-Link Console will not be able to use the
services of the archive server.
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Figure 2.20. HTTP Connection Details for Archive Server

[®] Create New M-Link Server = @

Http Connection Details for Wabac Server

Use this page to provide http host and port to be used by M-Link Console for
connecting to the Wabac Server

The Wabac server maintains chat archives for the M-Link Service. To allow M-Link Console to
access archives via Wabac, you need to provide the HTTP host and port of the Wabac server for
this M-Link Service.

Wabac Server's HTTP details
Wabac Http Host  gbwingd

Wabac Http Port 5080

Use Defaults

@ Pageis complete (Details

\ < Back “ Mext = Finish Cancel

2.7.4.4 M-Link Passphrase

The last piece of information required is the M-Link Server passphrase. You must make a
note of this password if you intend to create aclustered configuration asyou will berequired
to enter it for any new cluster node that you add.
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Figure 2.21. M-Link Server passphrase

[®] Create Mew M-Link Server = @

M-Link Server password

The password used by the all cluster members

The M-Link Server encrypts sensitive sensitive configuration data using a passphrase.

The passphrase is REQUIRED whenever a new server is added to a clustered configuration, and so
you MUST make a note of it if you anticipate adding cluster nodes.

The passphrase must be at least 16 characters and contain a mixture of digits and upper and lower
case letters,

Passphrase:  #+jgQDX~|RIVwSiL' [¥]Show | Generate

g This page is complete (Details

I < Back “ Mext = Finish Cancel

2.7.4.5 Summary Page

Finally, the wizard will display a summary page before the new M-Link Server is created
and started. If you created a new LDAP Server, the wizard will update the contents of the
Directory according to the JID that was specified for the administrator. If you used an
existing Directory Server, the summary page will indicate what actions you may need to
perform to ensure that the administrator JID can be found in it.
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Figure 2.22. Summary Page

[®] Create Mew M-Link Server = @

M-Link Server Creation Wizard Summary

Check the details below before creating the M-Link Server

XMPP Primary Domain P
gbwinbd.net

XMPP server profile name
gbwing4.net

Directory used to store user information
Idap://gurmeen.isode.net:19389

Operator JID
operator@gbwinbd.net
You must ensure that the directory has a suitable entry containing the attribute value pair

mail=operator@gbwintd.net
Location for user data

ChIsodelmshuser
This directory will be created on the file system

Location for pubsub data
Chlsodelms\pubsub
This directory will be created on the file system

Location for statistics data

Chlsode\ms\stats

This directory will be created on the file system
Check Firewall Settings

Please make sure that your firewalls are configured correctly to allow access on all
required ports (Details i

Mext = Finish I I Cancel

Once you press the Finish button, the wizard will configure and start the new M-Link
service, which will run as aprocess on the local system. The new service will appear in
the services view, and as soon as the service has been started, M-Link Consolewill connect
toit. Selecting the new service will cause the information about the service to be displayed
in the right hand pane:

Figure 2.23. Newly created service

%] M-Link Services [E=EcE

M-Link Console Operations Edit Archive Graph View Help

® M-Link Services View I

G alewindowZvm.com (alecindow7vm.com) Connection Type  hi-Link Service

Display Name alewindon?vm.com
Demain alexwindowivm.com
Connection State  Connected (TLS- protected)

Authentication Type user-certificate authentication (PKCS#12 file)

User JID alex.clayton@alewindowTvm.com
Server Isode M-Link, 16.5v0-0. Uptime: 38 seconds
Isode License HGE license with no expiration date

Cluster

Cluster Status  This service is not a cluster

Refresh

(® Manage () Reconnect 3 Delete... [T Close Views |3 Refresh Cluster

Abort
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2.8

28.1

2.8.2

Create an M-Link Server on a remote host

This section discusses how to create and manage remote M-Link Server instances using
M-Link Console.

Background

M-Link Consoleis a Java application which uses a GUI to interact with the user. This
means that you cannot use M-Link Console on a system where Javais not installed, or
where there is no graphical console available. In order to be able to create and manage an
M-Link Server in such cases, you need to run M-Link Console from a suitable aternate
system, and treat the M-Link Server as aremote M-Link Server.

Normally, M-Link Console interacts directly with the M-Link Server and associated tools
in order to configure, start and stop it. For aremote M-Link Server, M-Link Console has
no direct access to the system where the server runs. This means that in situations where
direct accessisrequired (for instance to stop and start the server), M-Link Console relies
on there being an administrator who has such access on the remote system.

Using M-Link Console to set up a remote server

Using M-Link Console to create an M-Link Server on another system, requires you to
provide much the same information aswould be needed when creating aserver on thelocal
system (see Section 2.7, “ Create an M-Link Server”). In most cases, the wizard pageswhich
areshown areidentical. Similarly, you can use M-Link Console to create acluster member
on another system.

To begin the process, use Create Remote M-Link Server... from the M-Link Console
(or New Remote Cluster Node... from the Operationsin the case of a cluster node).
M-Link Console needs to know the operating system used on the remote system, because
that determines the format of file paths which it needs to use; and whether the remote
system has an HGE license:
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Figure 2.24. Specifying the remote system type

[®] Create Mew M-Link Server = @

Remote M-Link Server Operating System and License

The type of cperating system and license being used on the remote
system where the new M-Link Server is to be created

This wizard will prompt you for the information required to create a new M-Link Server on a
remote system which does not have M-Link Console installed.

For a system where M-Link Console is installed, you should inveke M-Link Conscle on that
systemn, and use the "Create Local M-Link Server..." option.

Remote System Type
@ Unix (Linux or Solaris)

Windows

You must make sure that a valid M-Link license exists on the remote system before proceeding
with server creation,

Remote System License Type

HGE License will be required to setup TLS on the server. Tick the relevant option for the wizard
to be able to generate a configuration based on the license,

@ HGE License
Mo HGE License

m
[=1

Mext » Finish Cancel

After this, you will be presented with the same set of wizard pages as shownin Section 2.7,
“Create an M-Link Server”. In most cases the pages are identical, although since M-Link
Consoleis not running on the same system asthe server, some of the checksthat the wizard
would otherwise attempt are not performed (for example, M-Link Console has no way to
determine whether the remote systemisableto accessthe LDAP Server). Similarly, M-Link
Console cannot access the filesystem which will be used by the M-Link Server, and so

when you are asked to specify the directory paths used by the server, the Browse buttons

are disabled, and a Use Defaults can be used to generate values suitable for the remote
system:
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Figure 2.25. Specifying the remote system directory paths

P

[®] Create Mew M-Link Server = @

M-Link Server Directory Paths
Directory paths used by M-Link Server

Username mlink

Runtime Directory  /var/run Browse...
User Directory fvarfisode/ms/user Browse...
Pubsub Directory  /var/isode/ms/pubsub Browse...
Statistics Directory  /var/isode/ms/stats Browse...

0 Please ensure that user, pubsub and statistics directories are empty and do not contain
data from another setup. (Details

Similarly, the wizard will ask you to provide the details of the M-Link Archive Server (see
Chapter 15, Archive Management) on the remote system.
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Figure 2.26. Specifying the remote system Archive Server details

r

[®] Create New M-Link Server = @
Archive Server Database Details

The location of the Archive Senver

Create a new Archive Server on the same machine as the M-Link Server

Wabac Server Host or Unix Pipe  127.0.01

Wabac Server port 50001

Wabac Server HTTP port 5080

Wabac data directory fvarfisode/ms/wabacdb Browse...
Wabac queue directory Mvarfisode/ms/wabacqg Browse...

Usze Defaults

0 Page is complete

<Back | Next> T

In order for M-Link Console to connect to the M-Link Archive Server, you will need to
configurethe detailsof HT TP server and port for connecting to the M-Link Archive Server.
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Figure 2.27. HTTP connection details for M-Link Archive Server

[®] Create New M-Link Server — @

Http Connection Details for Wabac Server

Use this page to provide http host and port to be used by M-Link Console for
connecting to the Wabac Server

The Wabac server maintains chat archives for the M-Link Service. To allow M-Link Console to
access archives via Wabac, you need to provide the HTTP host and port of the Wabac server for
this M-Link Service.

Wabac Server's HTTP details
Wabac Http Host |

Wabac Http Port 5080

Use Defaults

Wabac server HTTP host and port should be specified for M-Link Console to connect to
the Wabac Server (Details

< Back ” Mext = Finish Cancel

Once M-Link Console has al the information required, it will be ready to generate the
server's configuration file. Since the configuration file contains sensitive data, you need to
provide a server passphrase which is used to encrypt the configuration (see Figure 2.21,
“M-Link Server passphrase”).

The wizard will show a summary page which allows you to check the details for the new
remote server:
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Figure 2.28. Remote server details summary

[®] Create New M-Link Server = @

M-Link Server Creation Wizard Summary
Check the details below before creating the M-Link Server configuration

XMPP Primary Domain -
gbwinb4.net

XMPP server profile name
gbwinb4.net

Directory used to store user information
Idap://gurmeen.isode.net:19389

Operator JID
operator@gbwintd.net
You must ensure that the directory has a suttable entry containing the attribute value pair
mail=operator@gbwintd.net
Location for user data
Svar/isode/ms/user
This directory will be created on the file system

Location for pubsub data

Jvarfisode/ms/pubsub

This directory will be created on the file system
Location for statistics data

Svar/isode/ms/stats

This directory will be created on the file system
Check Firewall Settings

Please make sure that your firewalls are configured correctly to allow access on all
required ports (Details hd

<Back || Net> —

Thewizard will then generate commands that need to be entered on the remote server that
will initialise an encrypted version of the configuration for the new server.
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Figure 2.29. Configuring server password for remote server

[®] Create Mew M-Link Server = @

Configure Remote System Server Password

Create server password data for the M-Link Server on the remote system

All sensitive information in the M-Link Server configuration database is encrypted using the
M-Link Server password. You must execute the commands shown below on the remote system in
order to initialise the M-Link Server password, so that the remote systemn will be able to use the
configuration generated by the wizard..

You can use select/copy or use the "Copy" button to copy the commands below to clipbeard and
execute them on the remote system. Click the Mext button after this has been done,

MNote: Please ensure that you execute the commands as 'root’ or the run-time user specified
before, The user running the commands should have the correct ownership and permissions of
the "servpass” folder in /etc/isode/ if it exists and if not, then the user should have the correct
permissions to create it.

From a command prompt: | [opt/isede/shin/msadm -s Copy

At the msadm prompt: A_Vrpmopl3N -n ms_user=mlink -c fetc/isode/mlink.conf

At the msadm prompt: exit

< Back ][ MNext = Einicsh

Finally, the wizard will generate the configuration files for the new server, which will
already be encrypted using the server passphrase, so that you can copy them to the remote
system:
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Figure 2.30. Generating configuration files for remote server

[®] Create Mew M-Link Server = @
Create and Start the Remote Server

Steps for creating and starting M-Link Server on the remote systemn

You can now generate the configuration files in a local directory which should be copied to the
remote system.

Generate Configuration

Directory to save configuration files

Io:\Usershnickt Desktop!, Change...

Click here to generate the configuration files for the M-Link Server on the remote [ -
system. =

Copy the mlink.conf and mlink.conf.node files from "ChAUsers\nick\Desktop\” on this system
to "fetc/isode/” on the remote system and press Finish,

When you finish the wizard, the new server will appear in the M-Link Services view, and will show
up as ocnline as soon as the server has been started and M-Link Console has been able to connect
to it

Jext = Finish ] | Cancel

[=2]

2.8.3 Other Considerations

Once aremote server has been configured and started, then M-Link Console can connect
to it and manage it in the same way as it would alocal server. There are some things that
are not possible with aremote server though:

 You cannot start or stop the remote server using M-Link Console. These operations must
be carried out by a suitably privileged administrator logged in to the server system. See
Section A.1, “Running as Operating System Service” for information about using the
command line to do this.

» Certain configuration parameters (such aslogging configuration) contain file or directory
paths which are typically only meaningful for the system where the server is running.
Since M-Link Console has no direct access to the remote system, you will be unable to
access thesefiles.

* If you are using M-Link Console to manage a server on the local system, then you only
need to install alicensefile on that system (see Section 2.2, “Installing an I sode license
file"). For aremote server, a suitable license must be installed on the remote system
(otherwisethe M-Link Server will not start). M-Link Console does not require alicense
to run, but encryption functionality will be unavailable unlessan HGE-TL Slicense (see
Section 7, “Export controls”) has been installed on the system where M-Link Console
isrunning. In practice, this means that attempts to connect to a server that isusing TLS
will need to to specify Allow " PLAIN" without TL S - normally, M-Link Consolewill
not use authentication methods which send plaintext passwords unless the connection
is secured with TLS. This option may be used to override this behaviour.
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29.1

Additional Topics

Adding, modifying or deleting M-Link Console profiles

The services view contains information about all the XM PP services that are stored in the
profilefile. A profile will be created by M-Link Console for any M-Link Server that you
created.

You can also add profiles for XM PP services that already exist (either on the local system
or on remote systems). To do this, use M-Link Console - Create Profile for existing
XMPP Service..., and enter details about the XM PP service. The dialog displays a set of
tabs for configuring authentication and other details. Thefirst tab is used for the
configuration of authentication details. The example below shows a profile configured to
use Password based authentication (User certificate authentication is described in
Section 2.9.2, “ Certificate Based Authentication”). For simple authentication, aJID and
password are required.

Figure 2.31. Profile for an existing service (simple authentication)

[®] Modify XMPP Service profile for "alexmac.com” = @

XMPP Service Connection Details
Use this page to set the parameters for connecting to a XMPP Service

AMPP |Archive | Trusted Certificates

Authentication Type
@ password-based

) user-certificate

Authentication Details

Admin JID alex.clayton@alexmac.com

Admin's Password  esssss

Domain Mame [alexmac.com
Display Mame  alexmac.com

Resource

[] Allow "PLAIN" without TLS
[ Advanced

Press Finish to apply the changes and reconnect to the M-Link Service

Finish l \ Cancel
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The Archivetabisused for configuring the details of HT TP server and port for connecting
to the M-Link Archive Server. M-Link Console will use these details to connect to the

M-Link Archive Server for archiving services (see Section 15.7.2, “Using Archive Services
in M-Link Consol€e”).

Figure 2.32. HTTP connection details of Archive Server

[®] Modify XMPP Service profile for "alexmac.com” = [ =2 ][2=]

XMPP Service Connection Details

Use this page to set the parameters for connecting to a XMPP Service

XMPP | Archive | Trusted Certificates

The Archive server maintains chat archives for the M-Link Service. To allow M-Link Console

to access archives via Archive, you need to provide the HTTP host and port of the Archive
server for this M-Link Service.

Archive Server's HTTP details
Archive Http Host - dhep-13.sode.net

Archive Http Port 8080

Press Finish to apply the changes and reconnect to the M-Link Service

Finish l [ Cancel

The Trusted Certificatestab is used for pinning server certificates in order to trust
connection to the server configured with one of certificates listed here. Certificate pinning
isused in certain situations where it is not possible to verify server certificates using the

configured trusted root CA certificates (see Figure 5.16, “Untrusted Server Certificate
Diaog”).
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Figure 2.33. Trusted Certificates for Profile

[®] Modify XMPP Service profile for "alexmac.com” =T >
XMPP Service Connection Details
Use this page to set the parameters for connecting to a XMPP Service
KMPP |Archive Trusted Certificates
The certificates in this list could not be verified against the commaon trust anchors, but have
been marked as trusted for the named profile,
[25] en=alexmac.com Add...
View...
Remove...
Press Finish to apply the changes and reconnect to the M-Link Service
[ Finish ] [ Cancel

However, the ideal way to ensure secure trusted connectionsis by configuring the root CA
certificates that you trust, using the M-Link Console —» Manage Trusted Certificates...
option. On selecting the menu, a dialog to configure certificates will appear as shown

below:
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Figure 2.34. Configuring Trusted Certificates

[®] XMPP Bind Profile Certificates o &[]

Trust Anchors | Server Certificates | Unused Certificates

Common trust anchors for all profiles
Any certificate presented by a server will not be autematically trusted unless it can be verified against
one of the trust anchors in this list.
Certificate Subject Mame Certificate Type Add
[2=] en=5odiumCA, cn=Users, o= XMPP Root CA View
Remove...
Export PEM...
Export...
4 1n }

When you press Finish, M-Link Console will add a new profile and show the service on
the Services view. It will then attempt to connect to the service, using the administrator
JID and Password that you supplied. If M-Link Consoleisunableto establish aconnection,
ared icon will be displayed, and the Connection State will contain an error message.

Figure 2.35. A service that is unavailable

[®] M-Link Services [E=5Eom (=

M-Link Console Operations  Edit  Archive Graph View Help

#® M-Link Services View 0

(# slexmac.com Connection Type  XMPP Service
" alecwindowZvm.com

Ga isode.com Profile Name wonderland lit
(uwonderand i, Domain wonderland.fit

Connection State  Error (DomainNameResolveError)

Authentication Type password-based authentication (1D/password)

User JID alice@wonderland.lit
Server Server version unknown
Isode License Unknown

Cluster

Cluster Status  Unknown

Refresh

(O Reconnect X Delete.. [ Close Views

Abort

You can modify an existing profile (for example, to correct a mistyped JID or password)
by using M-Link Console - Connection Details..., or remove a profile altogether using
the Delete... button on the toolbar.

Certificate Based Authentication

You may configure M-Link Console to connect to a server using User certificate
authentication. In this case, a client certificate is sent to the server over a TL S-protected
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connection, and the server determines what accessto alow based on information in the
certificate. Certificate based authentication is therefore only usable in cases where the
server is configured to allow TLS and suitable trust anchors have been configured.

When the User certificate option is selected in the XM PP Service Connection Details
diaog, any existing certificate that has been configured will be shown:

Figure 2.36. Profile for Certificate Based Authentication

@ Modify XMPP Service profile for "wonderland.lit" = @

XMPP Service Connection Details
Use this page to set the parameters for connecting to a XMPP Service

AMPP |Archive | Trusted Certificates

Authentication Type
() password-based

@ user-certificate

Authentication Details

Certificate cn=Alice Somebody, cn=Users, o= XMPP Select... l ’CIear]

Admin JID alice@wonderland.lit

Admin's Password eesssss

Domain Name wonderland.lit
Display Mame  wonderland.lit

Resource

[T] Allow "PLAIN" without TLS
[] Advanced

Press Finish to apply the changes and reconnect to the M-Link Service

Finish I [ Cancel

Clicking on the Select... button invokes the Select |dentity dialog, which will show you
information about the current certificate (if thereis one):
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Figure 2.37. Select Identity Dialog for Certificate Based Authentication

[®] Select an Identity for the hind @

Identity

knones View | | Clear | | Select...

Use the "Select” button to browse for an identity containing a suitable certificate.

=]
m
i
m
m
¥

<Mo potential JIDs>

0] 4 ] I Cancel

To choose the certificate that you want to use, click onthe Select... button. Thiswill invoke
the Browse | dentities dialog box, as shown below. The PK CS#12 filestab letsyou browse
the filesystem and select afile containing a suitable identity.

Onceyou have selected anidentity and clicked OK , the Select | dentity Dialog will display
theidentity you chose, aswell as showing any subject alternative namesfrom the certificate
which contain JIDs:

Figure 2.38. Selecting a JID from a certificate
[®] Select an Identity for the bind @

Identity

cn=alice,o=wonderland I‘u‘iew] I Clearl I Select... I

Use the "Select” button to browse for an identity containing a suitable certificate,

The certificate contains subjectAltMames for the following JIDs, You can select one
if it is appropriate for this connection,

ajenkins@gmail.com Deselect

alice@wonderland.lit

alice,jenkins@wonderland.com

OK ] I Cancel

If any of them is suitable, you can choose an appropriate J D from thelist (if noneissuitable,
you can enter aJID by hand later). Once you have done this, click OK to return to the
XM PP Service Connection Details dialog.

When you press Finish for aprofile using certificate based authentication, M-Link Console
will add a new profile and show the service on the Services view. It will then attempt to
connect to the service using the certificate.
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Service View

M-Link Console displays the service configuration in the service view. It retrieves the
service configuration from whichever node responded when M-Link Console connected
to the XM PP service (in aclustered configuration, there may be a second node). The basic
service view shows settings which are configured service-wide.

You can open aservice view for any servicewhich appearsin the servicesview, by selecting
it and clicking on the M anage button. The screenshot below shows atypical service view.

Figure 2.39. XMPP Service View

M-Link Console  Operations Edit Archive Graph View Help

® M-Link Services View | aslad.isode.net 52 G aslad.isode.net

J' Connected to xmpp://aslad.isode.net using password-based authentication (ID/password)

4 O Service Information

Connection Type M-Link Service

(A Connection
4 Security Checklist
] Statistics

4 B Service Administration

M-Link Service Name aslad isode.net

Connection State Connected (TLS-protected) Certificate...

B Users User JID nick.hudson@aslad.isode.net
@ Multi-User Chat
@ Publish-Subscribe Server Isode M-Link, 17.0a0-2. Uptime: 1 day, 8 minutes

(@) Form Discovery and Publishing
4 [Z] Service Configuration
& TLs Information last reported by M-Link Service on Wed Oct 11 15:10:55 BST 2017

F. Security Label
©,, Archiving

Isode License Mo license reported (developer build)

Events.

o Peers and Links @12017-10-11 15:10:33) Discennected from XMPP Service
B Groups [2017-10-11 15:10:54] Trying to connect to XMPP Service
@ Domains @ 12017-10-11 15:10:55] Connected to XMPP Service (TLS)
@ Components

[£] General

[ Server Logging

Bl Advanced (Service Wide)

Copy| Clear.. @

The |eft-hand pane of the view shows a list representing the different types of information
which M-Link Console can control. When an item in thelist is selected, the right-hand
pane will show the options corresponding to that section.

When the Connection item is selected (as shown above), the right-hand pane shows
information about the service, including an Events list, which contains information when
M-Link Console haslost and attempted to regain its connection to the service, and so can
be used to tell when the service may have been unavailable.

The other itemsin the left-hand pane typically correspond to configuration which is only
permitted for userswho are members of the server administrators group (see Section 2.5.1,
“Server Administrators’). When M-Link Console authenticates as a user who isadomain
administrator, then arestricted set of configuration isshown, corresponding to the domains
that the user is allowed to manage. The screenshot below shows the view that would appear
for auser who is domain administrator for asingle MUC domain.

M-Link: Getting Started



M-Link Administration Guide

40
Figure 2.40. XMPP Service View for a Domain Administrator
[®] M-Link Service for "aleswindowTvm.com”, Profile: alexwindowlvm.com (== =]
M-Link Console Operations Edit Archive Graph View Help
® M-Link Services View | %@ alexwindow?vm.com &%
J* | Connected to xmpp://aleawindow7vm.com using password-based authentication (ID/password)
() Service Information List of MUC domains and associated chat rooms
@ Connection 4+ @ mucalexwindow?7vm.com Create New Room...
4 i_\ Service Administration ® room1@muc.alexwindow?vm.com
® Multi-User Chat ® room2@muc alexwindow?vm.com LT LR S
MUC Domain statistics...
MUC Domain Affiliations...
Configure Room...
Destroy Room...
Room Affiliations...
Room Occupants...
Last refreshed on 15 September 2017 12:03:48 BST Refresh | Abort @
Session monitoring on this service is enabled
Abort

If M-Link Console authenticates asauser who is neither a service nor group administrator,
then no configuration options will be shown.

M-Link Console provides a number of editors arranged into three categories:

» Service Information

The Connection editor is described in Section 2.9.3, “ ServiceView”.

The Security Checklist editor displaysthe resultsof aset of tests based on the current
configuration, and suggests any changes that may help to increase security. The
Security Checklist is described in Section 16.2, “ Security Checklist”.

The Statisticseditor displays statistical information returned by the service. Statistics
are described in Chapter 17, Statistics.

* Service Administration

The User s editor is described in Chapter 6, M-Link User Management.

TheMulti-User Chat editor isdescribed in Section 9.5, “ MUC Administration using
M-Link Console”.

The Publish-Subscribe editor is described in Section 10.4, “ Using M-Link Console
to manage Publish-Subscribe services’.

The Form Discovery and Publishing Administration editor is described in
Section 10.5, “ Using M-Link Console to manage Form Discovery and Publishing”.

» Service Configuration

The TL S editor is described in Chapter 5, Configuring TLS,
The Security Label editor is described in Chapter 7, Security Labelsin XMPP.
The Archiving editor is described in Chapter 15, Archive Management.

The Peer and Link editor is described in Section 8.5, “ Peer Configuration” and
Section 8.10, “Configuring Links”.

The Groups editor is described in Chapter 4, Configuring Groups.

The General editor allows configuration of client and server connections, BOSH
(Chapter 12, XMPP over BOSH) and cluster communication (Chapter 14, Clustering).

The Domain editor is described in Chapter 3, Domains.
Server Logging editor is described in Chapter 18, Monitoring the M-Link Server.

The Advanced editor is described in Section F.1, “Advanced Configuration using
MLC".
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If you are managing acluster, then the service view will show extrainformation. Clustering
is described in Chapter 14, Clustering.

No Supported Authentication Error Message

When connecting to a service, M-Link Console will avoid authentication mechanisms
where credentials are sent in clear text. Typically thisis done by establishingaTLS
connection before sending authentication information. If TLS cannot be established, and
there are no authentication mechanisms available which protect the user's credential's, then
the connection will fail, and Nosuppor tedAuthM echanismsError will be displayed in
the Connection State field of the ServicesView.

Figure 2.41. No Supported Authentication Mechanisms Error

Connection Type XMPP Service
Display Mame alewindow?vm.com 2

Domain alexwindow/vm.com

Connection State [Error (NoSupportedfuthMechanismsErrer) - Click for more informaticn

Authentication Type password-based authentication (JID/password)

User JID alex.clayton@alexwindowlvm.com
Server Server version unknown
Isode License Unknown

Cluster

Cluster Status  Unknown

In this case it is recommended that the server should be reconfigured to enable TLS (see
Chapter 5, Configuring TLS). If thisis not possible then the bind profile for the service
can be configured to allow plain text passwords to be sent when TL S has not been
established. This can be done by opening the Connection Details for the profile (see
Section 2.9.1, “Adding, modifying or deleting M-Link Console profiles”) and enabling the
Allow " PLAIN" without TL S checkbox.
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-

Medify XMPP Service profile for "alexswindow?vm.com”

XMPP Service Connection Details
Use this page to set the parameters for connecting to a XMPP Service

AMPP |Archive | Trusted Certificates

= |[[3] =]

Authentication Type

@ password-based

(7 user-certificate

Authentication Details

Admin JID alex.clayton@alexwindowlvm.com

Admin's Password eesssss

Domain Mame aleswindowivm.com
Display Mame  alexswindowivm.com
Resource

Allow "PLAIN" without TLS
[ Advanced

Press Finish to apply the changes and reconnect to the M-Link Service

| Finish

) [ Gane

M-Link Console should now be able to connect to the server but the connection will not
be secured. The identity of the server will not be verified and the confidentiality of the
authentication exchange as well as XM PP traffic will not be protected. In particular, the
user's name and password will be exposed along with all instant messaging and presence

information.
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Figure 2.43. Connecting to a server after allowing Allow "PLAIN" without TLS

Connection Type M-Link Service
Display Mame alexwindowlvm.com 2

Domain alexwindow/vm.com

Connection State  |Connected (no TLS)

Authentication Type password-based authentication (JID/password)

User JID alex.clayton@alexwindow/vm.com
Server Isode M-Link, 17.0v0-1, Uptime: 5 hours, 56 minutes, 8 seconds
Isode License HGE license with no expiration date

Cluster

Cluster Status  This service is not a cluster

Refresh

2.9.5 DNS Configuration

XMPP clients and serverstypically use the Domain Name System (DNS) to determine the
| P addresses and TCP ports of XM PP servers they need to connect to. For XM PP
Client-to-Server (C2S) the following discovery approach is typically used.

Clientsfirst look for SRV resource records for the XM PP domain they wish to connect to.
Each SRV resource record for a domain provides alocation (a domain name and a port)
for the service (e.g., XMPP C2S). Multiple SRV resource records may be published for
each service. In addition to the service location, each SRV resource record has a priority
and aweight. Preference of two SRV resource recordsis given to onewith the lower priority
value or, in the case the equal priority, to the resource record with the higher weight. The
location’s domain name is resolved to a set of IP addresses using normal A and AAAA
lookup. Depending on the client’s configuration, if both |Pv4 and |Pv6 are supported,
preference may be given to one or the other. Otherwise, |P addresses are typically tried in
the order provided by the Domain Name System, which may or may not change with each
lookup.

If SRV resource records are not published for the domain, clients and servers will resolve
the domain nameto a set of 1P addresses and connect to each using the default port for the
protocol. Thisis accomplished by looking for A and AAAA resource records for 1Pv4 and
I Pv6 addresses respectively, possibly with CNAME resolution when necessary. As above,
thisresolvesto a set of 1P addresses. Depending on the client’s configuration, if both 1Pv4
and | Pv6 are supported, preference may be given to one or the other. Otherwise, | P addresses
aretypically tried in the order provided by the Domain Name System, which may or may
not change with each lookup.

In deployments where DNSis not available, clientswill often use other host-to-1P address
lookup systems, such as those provided by a hosts file. These typically behave similarly
to DNSwith only A and AAAA resource records. Configuration of alternative host-to-1P
address lookup systems is not detailed in this guide.

To illustrate proper configuration of DNS, consider an XM PP service consisting of atwo
node cluster providing Instant Messaging service for the domain exanpl e. com where the
cluster nodes are named nodel. exanpl e. comand node2. exanpl e. com The nodes have
IPv4 addresses 192. 0. 2. 1, 192. 0. 2. 1 respectively. The nodes have | Pv6 addresses

2001: DB8: : 1,2001: DBS: : 1 respectively. We assume the XM PP C2S protocol is available
on itsdefault port, 5222. Additionally we'll assume thisIM serviceis not co-located with
other exanpl e. comservices such as WWW.
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Note that these exampl es utilize the Domain Name System zone file format specified in
[RFC 1035] (8 5) and [RFC 1034] (8 3.6.1). Furthermore,the examples assume placement
in the zone exanpl e. com

$ORI A N exanpl e. com

Each node should have an appropriate resource records for addressing purposes:

nodel IN A 192.0.2.1
nodel | N AAAA 2001: DBS:: 1
node2 IN A 192.0.2.2
node2 I N AAAA 2001: DB8: : 2

SRV resource records can then be provided. Here we've given equal preference to each
nodein our cluster.

_xmpp-client. _tcp IN SRV 1 1 5222 nodel
_xmpp-client. _tcp IN SRV 1 1 5222 node2

While the domain naming each node allow for users to manually configure their client to
connect to any one of the two nodes, it is often desirable to provide a domain which they
can use to have the client connect to any of the nodes. The following resource records
creates xnpp. exanpl e. comfor this purpose as well as other purposes discussed bel ow.

xmpp IN A 192.0.2.1
xmpp | N AAAA 2001: DB8: : 1
xmpp IN A 192.0.2.2
xmpp | N AAAA 2001: DB8: : 2

If the DNS servers providing the example.com zone support CNAME round robins, the
xmpp. exanpl e. comA and AAAA resource records can be replaced with:

xnmpp | N CNAME nodel
xnmpp | N CNAME node2

For clients using XMPP over BOSH, clients can discover the BOSH URL using the
[XEP-0156] discovery method. See the Chapter 12, XMPP over BOSH for a discussion
of BOSH URLSs. To support this discovery in our example, the following TXT resource
record is published:

_xmppconnect I N TXT (
" _xmpp-client-xbosh=https://xnmpp. exanpl e. com 5280/ bosh” )

This resource record relies on domain xmpp. i sode. compreviously configured.

Aswe assumed the IM serviceis not co-located with other example.com services, note
that we don’t publish any A and AAAA resource records for the XM PP nodes at
exanmpl e. com We also do not use exanpl e. cominthe BOSH URL.

If aWWW serviceisavailable at the URL ht t ps: // exanpl e. comor
ht t p: / / exanpl e. com host-meta data can be published using either XML or JSON.

XML host-meta example:

<?xm version='"1.0" encodi ng=utf-9'?>
<XRD xm ns='http://docs. oasi s- open. org/ns/ xri/xrd-1.0">
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<Li nk rel ="urn: xnpp: al t-connecti ons: xbosh"
href ="https://xnmpp. exanpl e. com 5280/ bosh" />

<XRD>

JSON host-meta example;

{
"links": [
{
"rel": "urn:xnpp:alt-connections: xbosh",
"href": "https://xnmpp. exanpl e. com 5280/ bosh"
e
]
}

For XMPP S2S the following discovery approach is similar to XMPP C2S. For the IM
domain, the following would be published assuming S2S is available on the default port,
5269:

1 1 5269 nodel
1 1 5269 node2

xnpp-server. _tcp IN S
xnpp-server. _tcp IN S

22

Additionally, DNS SRV records should be created for each other XMPP domain accessible
by other XM PP servers. For instance, assuming a Multi-User Chat service domain of

muc. exanpl e. comand Publish-Subscribe service at pubsub. exanpl e. com the following
additional resource records should be published:

_Xnmpp-server. _tcp.muc IN SRV 1 1 5269 nodel
_Xnmpp-server. _tcp.muc IN SRV 1 1 5269 node2

1 5269 nodel
1 5269 node2

_Xnpp-server. _tcp. pubsub IN

SRV 1
_Xnpp-server. _tcp. pubsub IN SRV 1

Removing the M-Link Server

To cleanly remove an M-Link Server install:

» Using M-Link Console use it to stop the server, otherwise use the relevant operating
system specific method described in Section A.1, “ Running as Operating System Service”.

 If M-Link Console has a profile for the service, deleteit.

» Deletethe (MSDI R) directory.

« If using Windows, remove the Windows service as described in Section A.1, “Running

as Operating System Service”.

To cleanly remove an M-Vault Server instance that may have been created by M-Link
Console, run the command:

(SBINDIR)/ dsa-setup delete -ppfile text-file-containing-bind-profile-pwd
- dsa DSA-DN dsa-fol der

Example use is shown below:
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Unix

# [/ opt/isode/ sbin/dsa-setup delete -ppfile secret.txt
-dsa "cn=dsa, o=XMPP" /var/isode/ d3-db

Windows

# C\>"C \Program Fi | es\ | sode\ bi n\ dsa-setup. bat" del ete
-ppfile C\secret.txt -dsa "cn=dsa, o=XMPP" C:\Isode\ d3-db

Lastly uninstall the Isode M-Link and Isode M-Vault packages.
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Chapter 3 Domains

This chapter describes how M-Link Console can be used to view, modify, create and del ete
domains.

3.1 Overview

In XMPP, domains are used to identify Instant Messaging (IM) services, such asthe
exanpl e. cominj oe@xanpl e. com Aswell as Instant Messaging domains, an M-Link
service can also have Multi-User Chat (MUC) and Publish-Subscribe (PubSub) domains.
Server Administrators have full control over domains (including creating and deleting
them). Each domain has an optional Domain Administrators group, whose members may
make changes within the domain.

For the purposes of Service Discovery (see [XEP-0030]), MUC and PubSub domains are
organised using a hierarchy which places them “beneath” IM domains, but while it may
be useful to configure a service so users of agiven IM domain have visibility only to
domains “beneath” it, the M-Link service does not impose any such access controls by
defaullt.

3.2 Using M-Link Console to manage domain
configuration

M-Link Console provides a customised editor to manage domain configuration. Domain
configuration always applies to the whole service, and cannot be overridden for any
particular node. This editor isonly available to users who are members of the Service
Administrators group.

Selecting the Domain editor in the service view (In the Service Configuration section)
will display an editor that allows you to select from the configured domains. The Selected
Domain selection includes the name and type of each domain:

Domains
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Figure 3.1. Domain configuration editor showing a MUC domain

Domains are used to identify instant messaging services, such as the "aslad.isode.net” in
"nick.hudson@aslad.isode.net”, and other services, such as Multi-User Chat.

Selected Domain | muc.aslad.isode.net (MUC) W
Domain Administrators | muc administrators (aslad.isode.net) Change... | Clear L]

Archiving | Filtering | Security Labels | Security Clearances | Miscellaneous

Archiving

Do not archive
Archive events only a
Archive messages and events

L4 >
[] Enable XEP-0313 Archives Access (MAM) L7
Add Domain... | | Delete Domain... | | Details Apph Cancel @
3.2.1 Domain Administrators

Server Administrators always have the ability to make any configuration change to any
domain. A domain may (but does not have to) have a designated Domain Administrators
group. Members of the domain administrators group have access to service administration
for the domain, although they cannot make any changes to the domain itself. To select a
domain administrators group, use the Change..., which will display a dialog showing
available groups:

Figure 3.2. Selecting a Domain Administrator group

Domain Identity View Members

aslad2.isode.net  alocal group on aslad2.isode.net

aslad.isodenet  cn=directory server managers, cn=groups, o=xmpp
aslad.isodenet  cn=dsa operators, cn=groups, o=xmpp
aslad.isodenet  cn=m-link servers,cn=groups,o=xmpp
aslad.isodenet  cn=m-link users,cn=groups,c=xmpp
aslad.isodenet  cn=password managers, cn=groups, o=xmpp
aslad.isodenet  empty group

aslad.isode.net  muc administrators

The dialog shows all available groups (both Local and Directory groups), together with
the name of the IM domain where each group has been defined (see Section 4.1,
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“Overview”). The group used as the Domain Administrator group for adomain can belong
to any IM domain. When displaying a selected group, ML C includes the domain name in
the Domain Administrator s selector (to distinguish cases where different IM domains
may have groups with the same name).

Adding and Configuring Domains
To add adomain, click on Add domain button and choose a domain type.
Figure 3.3. Select Domain Type

Add Doemain Configuration

Add the configuration of a domain.

Domain Type

Instant Messaging Domain
Multi-User Chat Domain
Publish-5ubscribe Domain

44 A selection for Domain Type is required

QK Cancel

The wizard will prompt you for the name of the new domain. In the case of MUC and
PubSub domains, you also need to choose a parent domain; MLC will suggest a name for
these domains which contains a suffix matching the parent domain. 1sode recommends
following the suggested naming convention to make administration less confusing, but
thereis no requirement that you do this.

Figure 3.4. Choose Domain Parent and Name

PubSub Domain Name | a8 aslad.isode.net

Parent Domain aslad.isode.net W

After selecting the domain type and name, you have the opportunity to configure options
for the domain before creating it, including specifying the Domain Administrators group.
The options will be displayed in the configuration tabs and may vary depending on the
type of domain being added (see Figure 3.1, “ Domain configuration editor showingaMUC
domain” above). Individual fields inside the editor will display tooltips with extra
information about the parameters they correspond to.

Once the details for the new domain have been completed, use the Apply button to create
the domain. The new domainwill appear inthe L ist of domains, and you can subsequently
use this control to select which of the configured domains you want to view, modify or
remove.
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The tabs shown inside the domain editor are:

The Authentication tabisdisplayed for IM domainsand is used to configure thelocation
of the Directory Server that contains user information for this IM domain. See
Section 3.2.3, “User Directory configuration for IM domains’.

The Mapping tab is displayed for IM domains and is used to configure the how user
information for this IM domain is found inside the Directory Server. See Section 3.2.3,
“User Directory configuration for IM domains’.

The Archiving tab is used to configure whether archiving is performed on the domain.
(See Section 15.4, “Archive Data and Configuration” for more information).

The Filtering tab is used to specify filters that are used to constrain traffic to and from
this domain. For information about how filtering works, see Section 8.8, “Peer Filtering”.

The Security Labelstab allows you to configure a security label. Note that you cannot
set this value unless security policy for the server has been configured. See Chapter 7,
Security Labelsin XMPP) for more information.

The Security Clearancestab is used configure clearances for this domain. Note that
you cannot set this value unless a security policy for the server has been configured. See
Chapter 7, Security Labelsin XMPP for more information.

Other options for domain configuration (which may vary based on domain type) are
shown in the Miscellaneous tab.

User Directory configuration for IM domains

Each IM domain is associated with an LDAP directory which is used:

to provide a database of users that are allowed to use the domain.
as the source of Directory Groups (see Section 4.1, “Overview”) for the domain.

Authentication Configuration

The Authentication tab is used to configure how the M-Link service connects to the
directory:

Figure 3.5. Authentication tab

Authentication | Mapping | Archiving | Filtering | Security Labels | Security Clearances | Miscellaneous

LDAP Server

Address: |LDAP  w| Hostname: | aslad Port: | 19389 -+

Authentication Type

(®) Password

() Windows 550
Bind Name | cn=M-Link server for aslad.isode.net,cn=Users,o=XMPP Pick...
Password ITTTTTY Set..

For Passwor d based authentication, abind name and password are required. This password
isstored in encrypted form, and so although you can change the password val ue, you cannot
view any saved value.
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For Windows SSO (Single Sign On), no bind credential s need to be configured on thistab,
and the M-Link service usesit's designated Service Principal Name (SPN) to authenticate
to the specified Active Directory.

Mapping Configuration

The Mapping tab is used to configure how the M-Link service locates and processes
information inside the directory for users and groups:

Figure 3.6. Mapping tab

Authentication  Mapping | Archiving | Filtering | Security Labels | Security Clearances | Miscellaneous

Users DN cn=Users,o=XMPP Pick... | | Scope:Onelevel w
Groups DN cn=Groups,o0=XMPP Pick... | | Scope:Onelevel w
LDAP Filters

User Filter Group Filter

Attribute Mame | mail

Mapping Rules

Select User 1D te JID Mapping | Mo Mapping Rules v| | Edit...
Mapping lllustration

"mail" Valug | xmpp.user@example.net

Result of Rules | xmpp.user@example.net

To locate user entries, the M-Link service performs a search of the directory, starting at
the location specified in User s DN. Depending of the value for Scope, the search includes
only entries directly beneath the Users DN (Onelevel), or all entries at any depth below
Users DN (Subtree).

The Directory Groups (see Chapter 4, Configuring Groups) exposed by this IM domain
correspond to entries in the Directory Server which are found by searching beneath this
Groups DN in the directory. Any entries representing groups will be exposed by this IM
domain as directory groups, with members corresponding to values of member or
uniqueMember attributes inside the directory entry.

TheUser Filter and Group Filter allow you to add extra constraints to the search performed
to find user entries. For example, to include only usersin the “engineering” organization,
asuitable user filter might be (o=engi neeri ng) ; to exclude groups that are located in
“London”: the group filter could be setto (! (1 =l ondon)).

Inside the directory, each user entry has an attribute containing auser I1D. By default, the
mai | attribute is used for this, but thisis configurable by changing Attribute Name.

The M-Link service performs mapping on user ID values found in the Directory to derive
JDswhich will be used to identify those usersto XMPP.

Typicaly, the user ID inside the directory will beidentical to the JID for that user, and so
no mapping is required. For cases where the user IDs do not correspond to JIDs that are

appropriate for this IM domain, you can create a custom mapping rule to convert the user
ID inthedirectory into asuitable J D. The dia og showsthe effect of any rule you configure.
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Chapter 4 Configuring Groups

This chapter discusses how M-Link Console can be used to view, modify, create and delete
groups for an M-Link service.

4.1 Overview

Groups are used to define sets of users: agroup name can be used to refer to all of the users
it contains.

Therearetwo typesof groups: Local Groups, which contain alist of user J Ds, and Directory
Groups, whose members are populated with the result of a Directory search operation, so
that their contents can automatically reflect changes to the user database.

Each group belongsto an IM domain, but itsvisibility is not restricted to the domain where
it is defined. Internally, groups have a JID which is unique for the entire M-Link service.
For local groups, part of that JD isagroup name which is used by ML C when displaying
them. Although group names must be unique within any given domain, thereis nothing to
prevent multiple domains having groups with the same group name. However, this may
make it harder for an administrator to distinguish them, and so is not recommended.
Directory groups are identified using Distinguished Names (DNs).

4.2 Using M-Link Console to manage group
configuration

M-Link Console allows you to manage group configuration using a special editor which
only appears for the members of the Server Administrators group. Group configuration
applies service-wide, and cannot be overridden on individual cluster nodes.

Select Groups in the service view to see information about what groups are currently
configured:
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Figure 4.1. Group configuration editor showing Local Group "administrators"

Selected Domain: [wenderland.it -

Local Groups |D|ractory Groups | Server Admins | Roster Groups

Local groups provide a way of grouping a set of users so that a single name may be used to refer to all of them. This editor allows you to manage the local groups on this
service.

Selected group [admins ~| D

Modify the configuration of a local group.

Members

labber 1D Domain

53 admin@wenderland.lit wonderland.lit
5:1 queen.hearts@wonderland.lit wonderland.lit

Add Group... | | Delete Group... App Cancel | @

If the service has more than one IM domain configured, the Selected domain selector can
be used to pick the IM domain. Four tabs will be shown:

1. TheL ocal Groupstab letsyou create, delete and modify Loca Groupsfor the selected

IM domain. The Selected group shows the names of the Local Groups, and allowsyou
to select an existing group to manage. To see the full JID of agiven group, click on the
JID link next to the selector.

The Member s box shows existing members of the group. You can add new members
by entering or removing J Ds from the box: each J/D should occupy a separate line.

The Delete group... allows you to delete the selected Local Group.

The Add group... adds anew Loca Group.

2. TheDirectory Groupstab displayswhich groups (if any) are supplied by the directory

for the selected IM domain, and lets you view the members of those groups. All of this
information needs to be configured within the directory, and this editor ssmply provides
away to view the configuration, but not make any changesto it. The configuration
which controls how an IM domain uses the directory, see Chapter 3, Domains.

3. The Server Adminstab shows which group is designated as the Server Administrators

group. Thisconfiguration appliesto all domains, and so will display the sameinformation
regardless of which IM domain has been selected.

This tab alows you to view members of the designated Server Administrators group,
and you can a so change which group should be used asthe Server Administrators group.

Note that misconfiguring the Server Administrators group can result in being locked
out from the server: M-Link Consolewill not allow you to set the Server Administrators
group to an empty value, but cannot prevent e.g. configuring a group that subsegquently
isremoved or emptied of members. Care should be taken when making changesto this
value.

4. TheRoster Groupstab showswhich roster groups have been configured for the selected

IM domain. A “Roster Group” refersto an existing local or directory group in the same
domain, and causes all members of that group to be added to each othersrosters. The
Roster Group's name may, depending on the type of client used, be visible to usersin
their XM PP clients.
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Chapter 5 Configuring TLS

This chapter discusses how to manage TL S configuration of an M-Link service.

5.1 Background

Transport Layer Security (TLS), formally known as Secure Socket Layer (SSL), can be
used to provide communication security, namely dataintegrity and encryption, between
M-Link Servers and the clients and servers it communicates with. M-Link Server's use of
TLSisnot limited to XMPP. Its use in LDAP and various other application protocolsis
also supported.

An M-Link service's use of TLS requires that you configure identity information, namely
an X.509 certificate and a private key, then the M-Link servicewill be ableto provide TLS
in XM PP and other communications. Thisidentify information isreferred to asthe server's
identity. You can select an identity using M-Link Console by referring to a PKCS#12 or
PEM file. It isrecommended that thisfile also include a complete chain of CA certificates.

It isrecommended that TL S be configured at the service level to the greatest extent possible.
However, there are certain cases where node configuration must be used. In particular,
whenitisdesirablefor each M-Link Server providing an M-Link serviceto have aseparate
identity, the identity must be set at the node level.

5.2 Steps to configure TLS for an M-Link
Server

TLSisconfigured using M-Link Console in the following steps.

1. Intheserviceview, selectthe TL S editor and then select the | dentity tab. For aclustered
service, setting an identity on the TL S tab will set the same identity for al nodes. In
order to set a separate identity for each node, an Identity needs to set for each node by
setting it on the Node item.

Note that for a clustered configuration, node's identity will take precedence for anode
when an identity has been set up on the Identity tab of the service TLS editor as well.

Configuring TLS



M-Link Administration Guide 55

Figure 5.1. TLS Identity editor

[®] M-Link Service for "funkywin7.isode.net”, Profile: funkywin7.isode.net EI@
M-Link Console  Operations  Edit  Archive Graph View Help

® M-Link Services View ":Q funkywin?.isode.net x4

@' Connected to xmpp://funkywind.isode.net using user-certificate authentication (PKC5#12 file)
L]

4 ) Service Information
‘@ Connection |Identity| CD/CRLs | QCsp | User |Peer | Self I Miscellaneous
4 Security Checklist User certificate verification configuration i
= M S.tatlstlcs. R R Trust Anchors for User Authentication
4 [P Service Administration
8 Users. Trust Anchors Certificate Type Add...
@ Multi-User Chat
(©) Publish-Subscribe Tamaes |

@ Form Discovery and Publishir
4 @ Service Configuration

By TLS

#, Security Label

B User Database

[] Check user certificate revocation

L Archiving
¢° Peer and Link [ Check user end-entity certificate revocation
q} User G.roups Match user to SAN email address
_ E 2:::;"‘ Match user to SAN XMPPAddress (JID) i

[#] Server Logging
. B Advanced (Service Wide)

a4 1 s

2. Theldentity tab allows you to select or create an identity for the server to use:

» PKCS#12... enables you to browse the filesystem for an identity which has been
created previougly.

» PEM... allowsyouto load in an identity from afile containing concatenated PEM
representations of certificates and a private key

» Create... starts awizard to create anew identity. Thewizard isinitialised with a
subject DN corresponding to the M-Link Server itself. This processis explained
below (see Section 5.3, “ Creating a new identity for the M-Link Server”

» Resume...isenabled if you have already generated a certificate request and now need
to finish creating the identity.

* If anidentity is configured, then you use the Trust for C2S or Trust for S2S check
box to trust the CA certificate in the TLS Identity for all ‘client to server' or 'server
to server' connections respectively. The server certificate can be added to the list of
trusted certificates for inter node communicationsin acluster by selecting the Trust
for self button.

3. Usethe User tab to specify CA certificatesthat serve as Trust Anchorsfor XMPP client
connections and the Peer tab to specify CA certificates that will serve as Trust Anchors
for peer server connections during certificate verification. The Self tab is used for
configuring the certificatesfor intra service communications (e.g. authentication between
cluster nodes when the certificates are different for each node).

4. Intheserviceview, click the TLS editor and select the CD/CRL stab to configure where
the M-Link Server should look for Certificate Revocation Lists and Certificates to be
used for certificate verification and CRL checking. Note that the other flags on thistab
are not dependent on the configuration of the LDAP Host and Port.
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Figure 5.2. Certificate Discovery and CRL Checking Configuration

M-Link Service for "funkywin7.isode.net”, Profile: funkywin7.isode.net EI@
M-Link Console Operations  Edit  Archive Graph View Help

& M-Link Services View (@ funkywinT.isode.net 52

@’l Connected to xmpp://funkywini.isode.net using user-certificate authentication (PKC5#12 file)
L2

4 Service Information -
Connection | Identity| CD/CRLs | OCsP | User | Peer | Self | Miscellaneous
Security Checklist Certificate Discovery (CD) and Certificate Revocation Lists (CRLs) ol
Statistics configuration

4 2| Service Administration LDAP Server
Users

LDAP server information to be used for discovery of certificate and
Multi-User Chat certificate revocation lists during the certificate verification process
Publish-5ubscribe

@ Form Discovery and Publishir]

4 [=] Service Configuration LDAP Port 19389
TLS
Security Label

B User Database
Archiving
® Peerand Link
13 User Groups
@® Domain [] Den't use URIs from extensions to lock up certificates
> |5 General [11gnore freshestCRL extensions
Server Logging

> 2| Advanced (Service Wide)

LDAP Host

m

[]Den't get CRLs from configured LDAP server
[] Den't get certs from configured LDAP server

[] Den't use URIs from extensions to lock up CRLs

Abort

5. Use the OCSP tab to configure an OCSP URI and OCSP responder certificate to be
used for checking status of certificates using Online Certificate Status Protocol. The
flags on this editor can be set or unset to tune the OCSP configuration.

6. The miscellaneous tab allows you to modify the TLS Cipher Suites and rest of the TLS
related attributes for the service.
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Figure 5.3. Miscellaneous TLS Attributes

[®] M-Link Service for "funkywinT.isode.net”, Profile: funkywin7 isode.net EI@
M-Link Console  Operations  Edit  Archive Graph View Help

# M-Link Services View e funkywin7.isode.net 3

@’ Connected to xmpp://funkywinT.isode.net using user-certificate authentication (PKC5#12 file)
*

4 Service Information -
F—— | Identity | CD/CRLs | OCSP | User [ Peer [ Self | Miscellancous \_
Security Checklist This specifies additional TLS configuration
Statistics
4 Bl service Administration TLS Cipher Suites  DEFAULT
Users
¥ Multi-User Chat Certificate Verify Depth 5 o

Publish-Subscribe
(©) Form Discovery and Publishir
4 Service Configuration
TLS
Security Label
] User Database
Archiving

TLS Compression

Peer and Link
User Groups
Domain

> General

Server Logging

» 2| Advanced (Service Wide)

Abort

5.3 Creating a new identity for the M-Link
Server

Clicking on the Create... button in the I dentity tab will start awizard which will take you
through the process of creating an identity, by generating a private key and a Certificate
Sgning Request (CSR) which can be sent to a Certification Authority for signing:
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Figure 5.4. Starting the identity wizard

[®] Create X.509 Identity for the XMPP Service domain "funkywin7.isode.net” = @
Set the Key parameters and edit Subject DN
Set the parameters for generating the key and edit subject DN if required

Subject DM cn=funkywin7.isode.net

Algeorithm for the Key
@ RSA (O DSA (D) ECDSA

Key Size

Key Size

The wizard provides default values for the key parameters and CSR subject name, using
the domain of the M-Link Server. You can change the subject name to any distinguished
name. Click Next to advance to the next wizard page:
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Figure 5.5. Choosing subject alternative names and clearance values

mCreateX.SﬂgldentityfortheXMPP domain for this server "funkywini.isoden.. = @

Select and add Subject Alternative Names and Clearance

Specify the Subject Alternative Names and Clearance to be used in the
Certificate Request for this identity

The following values have been derived from the Attributes in the XMPP domain for this
server and can be used as subject alternative names :

| DMS Mame: funkywin?.isode.net

Add other subject alternative names

You can specify a custom clearance to be included in the Subject Directory Attributes
Extension

@ Mone

Custom Clearance Create

Reset to Defaults
< Back ” Mext = Finish Cancel

Thewizard will suggest a set of subject alternative name valuesto be included in the CSR,
based on values that most clients will expect to see. You can choose not to include the
suggested values (by unchecking the box next to any value) or you can add extra subject
alternative namesif required.

Note: The certificate should at |east contain subject alternative name of type DNS
Name, for each XM PP service domain (e.g., IM, MUC, pubsub, groups) for S2S
TL S authentication to work for the domain.

You can also include a clearance value in the subject alternative name by clicking on the
Create button. See Chapter 7, Security Labelsin XMPP for more information on security
clearances.

Note: Including subject aternative name and clearance valuesinsidethe CSR is
no guarantee that they will appear in the certificate; the final contents of the
certificate are determined by the policy of the issuing Certificate Authority.

Click Next to advance to the next wizard page:
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Figure 5.6. CSR summary

[®] Create X.509 Identity for the XMPP domain for this server "funkywinZ.isode.n... | — @

Certificate Request Contents
Contents of this Certificate Request

The following Certificate Signing Request has been generated. In order to save this to a file or copy
its contents, click Next. To change any opticns, click Back.

Subject cn=funkywini.isode.net
PublicKeyInfo Algorithm: RSA, KeySize: 2048

DM5 Name  funkywind.isode.net

<Back || Ned> Fini-:-h

A summary is shown. If the details are correct, click Next.

The CSR now needs to be passed to a CA for signing:
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Figure 5.7. How to contact the Certificate Authority

[®] Create ¥.509 Identity for the XMPP Service domain "funkywin7.isode.net” = @

Send request to a CA

Decide how you will send this Certificate Request to a Certificate Authority

The certificate request for "cn=funkywin7.isode.net” must now be signed by a Certificate Authority
(CA). You can now:

Save the PKC5#10 format request to the user desktop Desktop

Save the PEKC5#10 format request to a file for the CA administrator to process

(suitable for lsode Sodium CA) G

Copy a PEM (base6d encoded) version of the request to the clipboard to be sent to a

CA (e.g. via email) Comy,

RN

m

You have three options:

» (Windows only) Click Desktop to save the request as afile on your desktop, which can
then be passed to a CA.

* Click Saveto save the request as a PK CS#10 format file in alocation of your choice.
Thisisuseful if you are using Sodium CA to issue certificates and have created adefault
location for the CA to collect CSRs and return certificates.

» Click Copy to copy the request to the clipboard. This can then be pasted into an email
message.

Click Next.

Figure 5.8. Continue or defer identity creation

[®] Create X.500 Identity for the XMPP Service domain "funkywin?.isode.net” = @

Continue or defer identity creation

Decide whether to continue with creation of the identity now

In order to complete the creation of this identify, you need the certificate from the Certificate
Authority.

If the certificate is not yet available, you can defer this operation and resume identity creation later.

The CA has provided a certificate

[ will complete this operation later
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You now have two options:

» The CA has provided a certificate: choose this option if the CA is able to issue the
certificate while you are waiting.

Click Next. The wizard will continue as described in Section 5.4, “Completing identity
creation”.

* | will completethis operation later: choose this option to save the information you
have recorded as a deferred identity. Deferred identity information is protected by your
profile passphrase and preserved between M-Link Console sessions.

Click Finish to close the wizard and complete the operation later. Click OK to
acknowledge the message.

Figure 5.9. Deferring identity creation

[®] Identity Creation Deferred @

The private key has been encrypted using Profile passphrase and saved.
When you have a suitable certificate for cn=example.net then you can finish the
identity creation by using the "Resurme..." button

Once the certificate has been supplied by the CA, you can use the Resume... button to
carry on with TLS configuration:

Figure 5.10. Choosing a deferred identity creation

[®] Resume deferred X.509 Identity creation for the XMPP Service domain "funky... | — @

Choose Pending Identity

Select a Pending Identity for which you now have a certificate

The following are the pending identities

G en=funkywin? isode.net

< Bac Jext = Finish Cancel

Thewizard will attempt to locate, and then will display, the certificate issued by the CA
(see Section 5.4, “Completing identity creation”).

54 Completing identity creation

The wizard displays the certificate that has been issued by the CA:
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Figure 5.11. M-Link Server's certificate

[®] Resume deferred X.509 Identity creation for the XMPP Service domain "funky...  — '@

User Certificate
The following certificate matches the certificate request for this identity

Subject cn=funkywin’.isode.net
Issuer cn=sodiumca,o=xmpp

Valid from Fri Apr11 16:15:27 BST 2014
Valid to Sat Apr11 16:15:27 BST 2015
Serial 73:3B:5A:13:E5:13:F7:96:F:B0
PublicKeylnfo Algorithm: RS54, KeySize: 1024

Signatureflgorthm  SHAIWITHRSA

CertificateType Version v3 (Mot a CA Certificate)

Display Detailed Information l

[ <Back |[  Nex> T

Click the Next button:

Figure 5.12. Certificate Trust Chain

[®] Resume deferred X.509 Identity creation for the XMPP Service domain "funky...  — '@

Other certificates

Specify other certificates to be used for the trust chain

The identity must include a chain of certificates that contains at least one CA certificate. &
complete chain includes all certificates from the end entity certificate to a self-signed CA
certificate.

The wizard has found a self-signed CA certificate and so has a complete certificate chain for the

new identity,
Type Certificate Add certificate...
End entity cn=funkywin?.isode.net
Self Signed CA cn=sodiumca,c=xmpp

Chain status:  Certificate chain is complete

<Back | Net» e
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The wizard displays the trust chain for the certificate. Certificatesin the trust chain are

included in the identity. If the chain isincomplete, then you can add further certificatesto
it. Click Next:

Figure 5.13. Identity passphrase

[®] Resume deferred X.509 Identity creation for the XMPP Service domain "funky... = @
Enter passphrase
A passphrase will be used to protect the PKCS#12 file

The PKCS#12 file containing identity infermation will be protected by a passphrase.

You can accept the randomly generated passphrase, or enter cne of your own,

Passphrase fG*V:8%h"g

< Back |[ Mext = Finish Cancel

The wizard will create a new PKCS#12 file to contain the identity. Since the identity
contains the server's private key, it will be encrypted. The wizard suggests a passphrase
for this, you can accept the suggested value or provide your own passphrase. It isadvisable
to make a note of the passphrase, because it will be required if you use the same identity
again (which may happen if you are configuring an M-Link cluster where all nodes share
the same identity, (see Figure 14.4, “ TL S configuration required when joining a cluster”)),
or if you ever want to re-encrypt an existing server identity (for example, following a
security breach). On clicking Next the following page will appear:

Figure 5.14. Finish creating the identity

[®] Resume deferred X.509 Identity creation for the XMPP Service domain "funky... | — @

Finish XMPP Service domain’s Identity creation

Confirm the XMPP Service domain's identity creation

A PKCS#12 Identity encrypted with the specified passphrase will be created for the XMPP Service
domain.

You can save a copy of this PKC5#12 on disk if you wish to use the same identity on other cluster
nodes

| Save a copy of generated PKC5#12 file on disk
Save PKC5#12 as

ChUsers\nick\Desktop\tlsld.pl2 Browse...

lext > Finish ] | Cancel |

Thewizard prompts you to finish identity creation. Click on the Finish if you are ready to

configure the identity, and the TLS Identity editor will be updated to show the server
certificate:
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Figure 5.15. Certificate ready to be used
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This is the default identity for the M-Link Service and comprises a
certificate, private key, and certificate chain. You can set the identity

from an existing PKCS#12 or PEM file,
Identity for "funkywin?.isode.net”

1| 1 |

4 cn=sodiumca,o=XMPP (Root CA)
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€ 1 | »

Abort

The editor shows that the server identity has been created, and that the certificateis ready,
although it is not yet in use by the server. To tell the server to start using the new identity,

click on the Apply button.

The new server identity will not be used until the server has been restarted. You can use
Operations — Stop all local M-Link Servers, and then Operations — Start local M-Link
Server in the M-Link Services View to do this.

Oncethe server hasrestarted, M-Link Consolewill re-connect toit. At this stage, you may

see awarning dialog:
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Figure 5.16. Untrusted Server Certificate Dialog

-

(%] Untrusted Server Certificate for gurmeen.isode.net

g

Choose whether or not to trust this certificate presented by the server

Server Certificate | Other Certificates

Subject DM cn=wonderland. it

Izsuer DM cn=sodiumca, o=XMPP

This certificate does not appear to correspond with this XMPP domain.

&b Unverified certificate (Incomplete Chain Found)

An incomplete certificate chain is often a result of M-Link Conscle having no suitable
CA certificate in its list of trust anchors, Click here to manage trust anchors, You will
need to reconnect to gurmeen.isode.net after adding the trust anchor for this server,

Trust... H Don't trust

Thiswarning indicates that the certificate used by the server is one that M-Link Console
has not previously been told to trust. Assuming this certificate is the one that you have just
configured, you can use the Trust button to tell M-Link Console to accept this certificate
for this particular server.

Clicking the Trust button presents you with a choice of whether to trust this certificate
only once or for lifetime of the profile.

Figure 5.17. Certificate Trust Lifetime Dialog

-

(@ Certificate Trust Lifetime ==

Click "Trust from now on” to trust this certificate from now on for connections made
to this server using this bind profile and "Trust once” to trust it for this connection
only.

Trust from now on ] [ Trust once ] [ Cancel

You can also choose to use certificate verification by configuring the root CA certificate
that issued this certificate chain using the M-Link Console - Manage Trusted
Certificates... option (see Figure 2.34, “ Configuring Trusted Certificates’).

Once TL S connection has been established, M-Link Console will show padlock icons and
Connection State in the service view:
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Figure 5.18.TLS connection established

[®] M-Link Services = e =

M-Link Console Operations Edit  Archive Graph View Help

® M-Link Services View &% @ funkywin.isode.net

= -
i funkywing isode-ned, Connection Type M-Link Service

Profile Name funkywin?.isode.net
Domain funkywin?.isode.net
Connection State Connected (TLS-protected)

Authentication Type password-based authentication (JID/password)

User JID operator@funkywin’.iscde.net
Server Isede M-Link, 16.5v0-0. Uptime: 1 minute, 20 seconds
Isode License HGE license with no expiration date

Cluster

Cluster Status  This service is not a cluster

(#) Manage (O Reconnect ¥ Delete.. [ Close Views |z Refresh Cluster

Abort
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Chapter 6 M-Link User Management

This chapter discusses provisioning of user, user authentication and authorization, and

groups.
6.1 User Management
6.1.1 M-Link's use of a Directory to store user information

Information about each user of an M-Link service is stored in an LDAP Directory. Any
user of the M-Link Service must have an entry inside the LDAP Directory, and the M-Link
Server will use information from the Directory to perform authentication for any user that
connects to M-Link.

A single M-Link service may be configured to host multiple IM domains. Each IM domain
has its own set of users, and has separate LDAP configuration.

Configuration for each IM domain in an M-Link service therefore includes:

» How the M-Link Server connects to the LDAP Directory: where the LDAP Directory
is, and what credentialsthe M-Link Server needsto use when connecting toit (including
any TL S configuration)

* How the M-Link service maps user information in the directory into aJID that
corresponds to the IM domain in question.

6.1.2 User Management and Provisioning

The M-Link service itself does not provide any functionality to add, remove, or modify
user entriesinsidethe user directory: such tasks are the responsibility of auser administrator
who has suitable directory access.

The Userseditor in M-Link Console displaysinformation about usersin agiven IM domain.
Server Administrators may view user information for any IM domain; Domain
Administrators may only view user information for an IM domain if they are amember of
the Domain Administrator group for that domain.

Information shown in the Users view is normally restricted to basic information returned
by the M-Link service: it is possible to list users, search for users, and display basic
information about the user (see Section 6.2.3, “ Searching for and viewing existing users”).

When an Isode M-Vault directory is used to provision information for XM PP users, M-Link
Console can access the Directory Server directly, which means that it can provide more
detailed information about users, aswell as being able to make changesto the user database
such as creating, deleting and locking users etc.. User provisioning from M-Link Console
isdiscussed in Section 6.2, “ User Provisioning in M-Link Console”.

When user information iskept in aDirectory Server that isnot managed by the administrator
of the M-Link service (such as an Active Directory), then M-Link Console cannot be used
to add, remove and modify users:. these tasks will be accomplished by a suitable
administrator using, e.g., the Active Directory toolset.

When using M-Link Consoleto create anew M-Link Server that usesan M-Vault directory
server, then the wizard will set up appropriate configuration to allow M-Link Console to
perform user provisioning, based on the responses given (see Section 2.7, “ Create an M-Link
Server” and Section 3.2.3, “User Directory configuration for IM domains’).
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6.2

6.2.1

6.2.2

User Provisioning in M-Link Console

This section describes how M-Link Console can be used to provide user provisioning for
an IM domain on an M-Link service

Overview

M-Link Console can be used to provide user provisioning for any IM domain for an M-Link
service viathe Users Editor. This editor is able to connect directly to the LDAP Directory
used to provision users for the domain and allows the viewing and managing users on the
service.

This editor can be used to Lock, Unlock, Delete and Restore users, as well as provide
information about why a user may have been locked out from the service. In addition it
can be used to add new usersto the directory and purge old stale accounts from the directory
completely. Finally it also providesfacilitiesfor removing redundant datafrom the service
for users that have been deleted or purged.

Configuration
This section describes how to configure M-Link Console to provide user provisioning.

For M-Link Consoleto perform User Provisioning for an IM domain, it requiresinformation
about the directory including bind information, so it can connect to the directory, and
topological information about the directory (namely, the location of entries representing
active and deleted users). Thisinformation is a superset of the configuration used by the
M-Link Server itself when it isreading user information.

When anew M-Link serviceis created viathe wizard (see Section 2.7, “ Create an M-Link
Server”), then for a configuration using M-Vault, M-Link Console will automatically
configure thisinformation in the bind profile for the initial IM domain of the service.

M-Link Console provides the ability to add or modify user provisioning configuration for
an existing IM domain. Thisisuseful for userswho are IM domain administrators (that is,
they have management responsibility for one or more IM domains, but are not members
of the Server Administrators group).

To view or modify LDAP user provisioning configuration for M-Link Console open the
Users editor.
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Figure 6.1. Users editor with no directory configuration

Selected Domain: | wonderland.it -] [configure.

User provisioning through M-Link Console is not enabled &

Select Filter: )l User Data -

Mail Status Last Authentication

alice@wonderland lit B Active Unknown

mad.hatter@wonderland.lit B Active Unknown

march.hare@wonderland.lit 8 Active Unknown SR

operator@wonderland lit 8 Active Unknown

queen hearts@wonderland.lit Residual Unknown

white.rabbit@wonderland lit Residual Unknown

Search.
« i »
6 users found
Refresh | ©

The Userseditor showsinformation for the selected IM domain. If no directory configuration
has been specified, then the contents of the view are obtained from the M-Link serviceand
provides:

» A list of currently active users (either a complete list or one based on a search filter)

» A list of userswhich are no longer active but for which the M-Link service still has
residual data (see Section 6.2.3, “ Searching for and viewing existing users’)

» The ability to find more detailed user information, including roster information for any
active user

A count of the number of userswho match the currently selected filter. This can be used
to work out the total number of active users or the number of users for which residual
data exists.

To add or modify directory configuration, use the Configure... button:
Figure 6.2. Configure User Provisioning Dialog

This dialog will enable you to configure user provisioning for the domain "aslad.isode.net”,
This infermation will be added to the bind profile for the XMPP Service.

Please select a bind profile that can be used by M-Link Console to connect to the directory
service

Directory Bind Profile | |<no profile selected> Select.. | | Clear

Active User Base DM
Deleted User Base DM

0] Cancel

The dialog will require the following fields to befilled in:
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» Directory Bind Profile

» Active User Base DN

* Deleted User Base DN

The Directory Bind Profile specifies the bind profile M-Link Console will use to bind to

the LDAP directory. Press Select to bring up the Bind Profile Management dialog which
will allow the selection of the bind profile to use.

Figure 6.3. Bind Profile Management Dialog

A

.

Bind Profile Management =

(o]
&4

Configured Binds (encrypted)

cn=dsa,o=XMPP / Alex Clayton
Provisoning Directory for alexmac.com
Provisoning Directory for wonderland.lit Modify...

Copy

Rename...

Delete

=

Passphrase...

Certificates...

Select l [ Cloze

This bind profile should be capable of binding to the directory with sufficient accessto be
able to read and write from the Active and Deleted user trees.

Once Selected M-Link Console will attempt to use the profile to bind to the directory and
warn if thisis not possible.

If abind is successful Pick buttons will become visible next to the Active User Base DN
and Deleted User Base DN fields. Selecting these will bring up a DN Selection Dialog.
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Figure 6.4. DN Selection Dialog

r

5

Choose a DM for Active User Base DM

Entries representing active users are stored in the directory beneath this location

a4 <World=
» en=config
a o=XMPP2
» cn=Deleted Users
- cn=0Groups
4 cn=Users
cn=Alice
cn=Initial Operator
cn=M-Link Server
cn=mad.hatter@wonderland.lit
cn=march.hare@wonderland.lit

Selection cn=Users,o=XMPP2

0] 4 ] [ Cancel

For each of the fields select the appropriate DN in the directory, that is, for the Active user
Base DN select the location below which user entries will be stored, and for the Deleted
User Base DN select the location beneath which entries for Deleted Users will be stored.

Once all details are entered either press OK in the Configure User Provisioning dialog
or Finished in the Connection Details dialog to confirm the changes. These will now be
written to the M-Link Console bind profile for the service and M-Link Console will now
be able to access the directory for user provisioning, and the Users editor window will
reflect the information from the directory:
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Figure 6.5. Users editor with directory configuration

Selected Domain: |wonderlandit | [Configure..

User Provisioning for this domain is provided by ldap://wonderland.lit:29389

Select Filter: | o)l User Data -

Mail Status Last Authentication Add User..
alice@wonderland lit 5 Active 21-5ep-2017 12:02:53 =
march.hare@wonderland.lit 0 Active 30-Oct-2017 15:26:23 g ordl
operator@wonderland lit B Active 30-0ct-2017 15:43:33 Select Action...
mad.hatter@wonderland.lit R Locked Never
easter.bunny@waonderland.lit % Deleted MNever
queen.hearts@wonderland.lit 4 Deleted/Residual 21-Aug-2017 15:13:17 e
white.rabbit@wonderland.lit Residual Unknown —

User Statistics...
Search...
a m v
7 users found
Refresh | &

When directory configuration has been specified, the table listing users provides the
following information:;

Mail
This contains the JID of the user on the service.

Status
This represents the status of a user, which can be either:

» an Active user entry is one that isin appears beneath the designated Users subtree
inthe directory, and will be visibleto the M-Link service which means that the user
will be able to authenticate to this IM domain.

For cases where M-Link Console is not configured to connect to the provisioning
directory, active users will include all usersthat the M-Link server has knowledge
of. Depending on the how the provisioning directory is configured, this may mean
that the list includes users who would be prevented from authenticating (e.g. if the
directory regards the user account as expired, it may still appear as an active user
so far asthe M-Link service is concerned).

» alocked user entry appears beneath the Users subtree, but is locked (either asa
result of password policy or because the administrator has manually locked the
account). Such users are visible to the M-Link service but will be prevented from
logging in to the service when they try and authenticate.

Extrainformation about why a user islocked is available with the Details button
(see Section 6.2.6, “Viewing details for a user”).

» aDeleted user entry appears beneath the Del eted Users subtree in the directory, and
as such will not be visible to the M-Link service. Such userswill not be ableto log
in to the M-Link service

» Residual entries appear when a user is not visible to the M-Link service but where
the M-Link service can see roster information relating to that user. The most likely
situation where thiswill occur iswhen an active user is deleted, leaving their roster
behind (or where other users still refer to the deleted user in their roster)
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Last Authentication
This displays the time the user last authenticated to the user directory, which (unless
the directory is being used to provision other services) will also be the time that the
user last authenticated successfully to the M-Link service. This requires the User
Directory to have been configured to store Authentication Timestamps.

Clicking on the column headers will sort the entries by that column.
Thelist of users shown can befiltered by selecting from the Select Filter combo box.

Figure 6.6. Select Filter

Selected Domain: ‘wondar\and‘ht v| | Cenfigure...

User Provisioning for this domain is provided by |dap://wonderland.lit:29389

Select Filter: | Al User Data =

All User Data

Mail '“55’5 Status Last Authentication Add User...
alice@w Password time invalid 8 Active 21-5ep-2017 12:02:53 =
march.h Idle Users B Active 30-0¢t-2017 15:26:23 .
operator Password Expired B Active 30-Oct-2017 15:43:33 Select Action...

Administratively Locked R
madhat gecigual user data Locked Mever
easter.bunny@wonderand.li + Deleted Never
queen.hearts@wonderland.lit + Deleted/Residual 21-Aug-201715:13:17 —
white.rabbit@wenderland.lit Residual Unknown —
User Statistics..
Search...
< M »
7 users found
Refresh | @

Thiswill reduce the users shown in the list to only those that match the given filters. The
availablefilters are:

All Users
Displays al users.

Non-deleted user
Displays all userswho are visible to the server i.e. the Active and Locked users.

Deleted Users
Displays al Deleted Users, i.e. users under the deleted users node in the directory.

Password time invalid
Users whose passwords are out of the validity period according to their entry in the
directory.

Idle Users
Users whose password has become idle according to the directory's password policy.

Password Expired
Users who password has expired according to the password policy.

Administratively L ocked
Users who have been manually locked by an administer.

Residual user data
Deleted or Purged users who still have residual data on the M-Link Service.
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Figure 6.7. Using a Filter

Selected Domain: Iwonderland‘lit 'I IConf\gure..‘

User Provisioning for this domain is provided by Idap://wonderland.[it:29389

Select Filter: | peleted Users -
Mail Status Last Authentication Add User.

easter.bunny@wonderland.lit #+ Deleted Never
queen.hearts@wonderland.lit # Deleted/Residual 21-Aug-2017 151317

Reset Password...

Select Action...

Details

User Statistics...

Open User View...

] m r

2 users found

(Rarn]

Note some of these will not be applicable depending on whether a password policy is set
and how it is configured for the directory.

A new search can be performed at any time be pressing the refresh button.

6.2.4 Custom user search

In addition to the standard filters described above a custom search may be performed for
the users on the service. This consists of string matching against fields provided by either
the M-Link serviceor LDAP directory. This search may be performed regardless of whether
directory information is configured for the domain.

To perform a custom search select the Search... button which will bring up the Perform
Custom Search dialog.

Figure 6.8. Perform Custom Search dialog

- y

%] Perform Custom Search o || B R

Fill in one or more fields to search for matching local users. The asterisk character ()
may be used for wildcard matching.

Given Mame

Family Mame

Ernail Address
Description Contains

Job Title
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Thefieldsin the dialog are Given Name, Family Name, Email Address, Description
contains and Job Title, representing corresponding fields for the users entriesin the
directory. Each field can befilled in with a string to match against, with * used for wild
card matching.

Thefields Given Name, Family Name, Email Address, and Job Title are matched using
exact matches, i.e. the search string has to match exactly; the Description Containsfield,
as the name implies, the match is made if the description contains the given string. Any
fields left blank will not be searched against.

Figure 6.9. Search to find all users whose email begins with m

- Y

%] Perform Custom Search o || B R

Fill in one or more fields to search for matching local users. The asterisk character ()
may be used for wildcard matching.

Given Mame

Family Mame

Ernail Address m
Description Contains

Job Title

0] 4 ] I Cancel

To run the search enter the required fields and select ‘ OK’. M-Link Console will then
perform the search and the results will be displayed in the list. The Select Filter combo
will have itstext changed Custom Search to indicate that it is displaying the results of a
custom search.

Figure 6.10. Results from a Custom Search

Selected Domain: Iwonder\and‘ht v] l(onflgure.‘.

User Provisioning for this domain is provided by dap://wonderland.|it:39383

Mail Status Last Authentication Add User...
march.hare@wonderland.lit 8 Active 17-Jan-2018 16:19:21 = -
mad.hatter@wonderland lit R Locked Mever - "

Select Action...

Details

User Statistics...

Open User Vie

< M. r

2 users found

en) 0

To clear the search results any other filter from the Select Filter combo box.
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Dealing with large numbers of users

M-Link Console imposes alimit of 1000 usersto display in the user list at any one time;
if theresult set is ever more then thisthen only 1000 userswill be shown and the user count
message will be updated to demonstrate that not all the results have been displayed.

Figure 6.11. User List when over 1000 entries available

Selected Domain: [tardls‘ht '] [Conﬁgure.‘.

User Provisioning for this domain is provided by |dap://tardis.|it29389

Select Filter: | a|| User Data -
Mail Status Last Authentication - Add User...

XUser0000 @tardis.lit B Active MNewver
XUser0001 @tardis.lit B Active Mever e
KUser0002@tardis.lit 8 Adtive Newver Select Action...
HUser003 @tardis.lit 8 Active MNewver
XUserD004 @tardis.lit B Active Mever
HUserD005 @tardis.lit B Active MNewver =
XUser0006 @tardis.lit B Active MNewver fialk
XUserd007 @tardis.lit A Active Mewver
HUsed008 @tardis.lit B Active MNever
HUser009 @tardis.lit 8 Active MNewver Open User View...
HUser010 @tardis.lit B Active Mever
XUser0011 @tardis.lit B Active MNewver
KUserd012@tardis.lit B Active Newver il

] m r

Showing only 1000 results of 10001

(e 0

Viewing details for a user
More details can be seen for a user by either double clicking them, or selecting them and

then pressing the Detail s button found to the right of thetable. Thisbringsup aUser Details
diaog for the user.
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Figure 6.12. User Details Dialog

- y

W] User Details = || = ER

np:
mad.hatter@wonderland.lit

Given name:

Email address:
mad.hatter@wonderland.lit

Family name:
mad.hatter@wonderland.lit

Description contains:

Job Title:

Status:
This user account is active,

Account locked for the following reasons:
The account has been locked by an administrator,
Lock Reason: Locked Administratively - 20017-10-30.

This contains information on the user's JID and Status. If they are locked it will give the
list of all reasons the account was locked; if the M-Link service has residual datafor the
user, that will be reported here.

Adding a new user

New users can be added to the directory by selecting the Add User... button found to the
right of the table. Thiswill bring up the Add New User dialog.

Figure 6.13. Add New User Dialog

-

%] Add New User o [= |22

Provide a Jabber ID of the user to add and its account password

ﬁ JabberID' mock.turtle @ wonderland.lit

Password: essssss [ Show

OK ] ’ Cancel

Enter the required JID for the new user in the Jabber 1D field. The domain part of the JID
will be set to the current IM domain.
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Aninitial Password for the user should be entered into the password field. If needed a
random one can be generated via the Gener ate button.

Once avalid JID and password are entered click OK to complete the dialog. M-Link
Console will check that the user (either active or deleted) with the given JID does not
already exist. An error message will be displayed if it already exists and return you to the
Add New User dialog.

Figure 6.14. User Exists Error Message

[®] JID not unique X
q

I.Q.I The JID mock.turtle@wonderland.lit is already in use

If thereis no existing user with that name then M-Link Console will create a new user in
the directory. A new search will then be performed and the new user will appear in the user
list.

Reset a users Password

The password of a selected user can be changed by selecting the Reset Passwor d Button
found to the right of the table. This opensthe Reset User Password dialog.

Figure 6.15. Reset User Password Dialog

Reset User Password 5

Enter a new password for alice@wonderland.lit

Mew Password: Show | Generate
] Cancel

Enter anew password for the user in New Passwor d. A random password can be generated
by clicking on the Gener ate button, setting the Show check box will make the password
visible. On selecting OK M-Link Console will write the updated password value to the
directory before performing a new search.

User Statistics

M-Link Consoleisableto provide information on the number of user accounts created and
deleted in agiven date range. Thisisdone by doing asearch for accounts created or deleted
on the directory server, so it only available if user provisioning information is set for the
domain. To access the feature select the User Statistics... button, this will open the User
Satistics dialog.
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Figure 6.16. User Statistics dialog

-

(%] User Statistics =8 =R e

M-Link Console will search the user directory to obtain user statistics for a specified date range.

Date Range

From 31-Oct-2017 10:20
To  31-Oct-201710:29
Results

Specify a date range

In the dialog the Date Range for which the statistics should be retrieved needs to be set.
This can be done by modifying the From and To by selecting the Select.. button for either
to bring up the Select Time dialog.

Figure 6.17. Select Time dialog

%] Select Time [ == |
Time
1 April 2017 k

Mon Tue Wed Thu Fni Sat Sun
27 28 29 3w A 1 2
3 4 5 6 7 3 9
10 11 12 13 14 15 14
17 18 19 20 21 22 23

4 25 2% 27 2/ 29 30
1 2 3 4 5 ] 7 10:29:28 =

O ] ’ Cancel

Once the desired Date Range is set the Sear ch buttons should be selected to send the
request to get the statistics. When this returns the results will be displayed in the bottom
half of the dialog.
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Figure 6.18. Results being shown in the User Statistics dialog

-

(%] User Statistics =8 =R e

M-Link Console will search the user directory to obtain user statistics for a specified date range.

Date Range

From 30-Apr-2017 10:29
To  31-0ct-201710:29

Results
For the the date range '30-Apr-2017 10:29' to '31-Oct-2017 10:29'
Users Created 7

Users Deleted 2

H
-

Other Actions

The remaining actions: Lock, Unlock, Delete, Restore, Purge and Cleanup are accessed
viathe Select Action... drop-down button:

Figure 6.19. Select An Action

Selected Domain: [wondar\and.\it V] [Conf\gura..‘

User Pravisianing for this domain is provided by Idap://wonderland lit:29389

Select Filter: [ All User Data -

Mail Status Last Authentication Add User...
alice@wenderland.lit E; Active 21-5ep-2017 12:02:53
march.hare@wonderland.lit & Active 30-Oct-2017 15:26:23
mock turtle@wonderland.lit B Active Never
operator@wonderland. it B Acive 30-Oct-2017 15:58:34 Select Action..
mad.hatter@wonderland.lit R Locked Never
easter.bunny@wonderland.lit % Deleted Mever Delete -
queen hearts@wonderland.lit & Deleted/Residual 21-Aug-2017 151317 =
whiterabbit@wonderland.lit Residual Unknown
Open User View...
<« i, G

8 users found

o
Once the action is finished a new search will performed to get any updates that occurred
to the user list asthe result of the action.

The Select Action... button is context aware and will only show actionsvalid for the current
selection, which may be a single or multiple selected users, though an action can only be
performed on a selection of usersif it isvalid for al usersin aselection.

The remainder of this section details each of these actionsin brief.
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Lock

This adds an administrative lock to the user(s) account to prevent them from logging into
the service and directory. When selected a Provide L ock Reason dialog will be presented.

Figure 6.20. Provide Lock Reason Dialog

r' \

Provide lock reason for user mock.turtle@wonderland.lit o || = | 23
Provide a reason for locking user mock.turtle@wonderland.lit

Reason Locked Administratively - 2007-10-30

0] 4 ] I Cancel

A reason for locking the user(s) can be added here that will be stored in the directory.
Unlock

This removes an Administrative Lock (see Section 6.2.10.1, “Lock”) from the selected
user(s).

Delete

This deletes the sel ected user(s) by moving them from the Active User treein the directory
to the Deleted User tree. Although the users have been removed from the perspective of
the M-Link Server, information about them will till exist in the directory (and M-Link
Console will prevent you creating a new user with the same JID).

When selected aconfirm dial og will be shown to confirm that the user(s) should be deleted.

Figure 6.21. Confirm Delete Dialog

2

Confirm deletion of user "mad.hatter@wonderland.lit”

The user "mad.hatter@wonderland lit” is about to be deleted, They will no longer be
able to authenticate to the M-Link Server but their details will still be retained on the
directory. Some residual user data may remain in the M-Link Server, and this can be
removed by the 'Cleanup’ command.

Are you sure you wish to continue?

OK ] I Cancel

Purge

When auser is deleted their information is still retained in the directory, thisinformation
can be removed from the directory by selecting the Purge action. Thiswill Purge all entries
for the selected user(s) from the directory, no more information will exist for them on the
directory though some may still exist on the M-Link Server (see Section Cleanup). Once
purged the user dataisirrecoverable.

When selected aconfirm dialog will be shown to confirm that the user(s) should be purged.
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Figure 6.22. Confirm Purge Dialog

Confirm Purge of user "easter.bunny@wonderland.lit” 3

The user "easter.bunny@wonderland.lit” is about to be purged from the directory.
This means their data will be removed completely from the directory (though some
residual data may remain on the M-Link Server). This is irreversible: once purged, the
user account cannot be recovered.

Are you sure you wish to continue?

OK ] | Cancel

6.2.10.5 Cleanup

If auser is Deleted or Purged some residual data may still exist for them on the M-Link
Server. This may be stuff such as XMPP roster information for the user. If thisis the case
then the user list table will describe the user as having an Residual or Deleted/Residual
status. This residual data can be removed from the Server by performing a Cleanup
operation. Notethat thisaction isirreversible and once deleted the data can not be restored.

When selected a confirm dialog will be shown to confirm that the users data should be
cleaned up.

Figure 6.23. Confirm Clean Up Dialog

Confirm cleanup of residual data for user "white.rabbit@wonderland.lit” &3

'o Residual data for the user "white.rabbit@wonderland.lit" about to be removed from
the M-Link Server. This is roster information which is still present on the M-Link
Server after a user has been deleted or purged from the user directory. Once
removed, this data will not be recoverable.

Are you sure you wish to continue?

OK ] | Cancel

6.3 Windows Single Sign-On Configuration

This section describes how to integrate an M-Link Server with Active Directory in support
of Windows Integrated Single Sign-On.

Windows Integrated Single Sign-On (Windows SSO) allows as user, once signed into
Windows system joined to an Active Directory (AD) domain, to access any resourcein
the network that isintegrated an AD service for that domain. Thisintegration utilizes
Kerberos V5 technol ogy.

M-Link Server supports the Smple Authentication and Security Layer KerberosV5
("GSSAPI") authentication mechanism which can be used to support Windows Integrated
Single Sign-On. This Windows Integrated Single Sign-On support relies on the M-Link
Server being deployed on aWindows host system that has joined an AD domain. It also
requires that M-Link is configured to get user information from Active Directory.
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SPN and AD Domain Naming

Services that can be used for Windows SSO are identified by an Service Principal Name
(SPN). XMPP Server SPNs are of the form xnpp/ i m domai n wherei m domai n isthe
instant messaging domain of an XMPP service, for example xnpp/ exanpl e. com It is
anticipated that this convention will be standardized for XMPP.

In order to enable SSO for agiven IM domain, the SPN needs to be correctly set for the
IM domain. Once thisis done, M-Link will offer SSO for that domain. If multiple IM
domains are configured in M-Link, SPNs need to be set for each IM domain for which
SSO is desired.

It isrecommended that IM domains are chosen to be either the same asthe AD domain on
which M-Link isrunning or as a subdomain. While thisis not required, it will facilitate
SSO where the XMPP client is running on a different AD domain, asit enables the client
to discover the AD domain supporting the desired M-Link server. For example, with an
AD Domain exanpl e. comalikely IM domain isexanpl e. comwith SPN

xnpp/ exanpl e. com Another possible IM domain for thisAD domainis

xnpp. exanpl e. comwith SPN xnmpp/ xnpp. exanpl e. com

M-Link Server Account

To support Windows SSO, an M-Link Server must be hosted on a Windows system that
has joined an Active Directory domain.

M-Link Server'sdefault installation is set up asaWindows service under theLocal Syst em
account. It is recommended that a special Windows Managed Service Account is used to
run M-Link and that SPNs are associated with this special account. This providesWindows
operational benefits. It also provides two SSO security benefits:

1. The XMPP SPNswill only be available to M-Link.

2. M-Link will not have access to other SPNs created for other services.
To do this create a Windows Managed Service Account using standard Windows tools,
which will assign appropriate privilegesto the account. For aclustered M-Link configuration

all severs must run in the same AD domain and one Managed Service Account must be
used for all the M-Link servers. The SPN is associated with the Managed Service Account.

Isode Service Configuration tool can be used to set the Windows Service Account to run
M-Link as shown below.
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Figure 6.24. Set Windows Service Account
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w ) Isode M-Box IMAP server
J |sode Web Harrier Server Required Services
) Isode M-Box LMTP server

Service Executable Arguments | |

The service depends on the following services:
) Isode Event server

) Isode M-Link Message Archiving Service Name Service ID Add...
s M-Link XMPP server

4 Remove...

) 6 Distributed Data Servic

J Icon-5066 Care Pratacal Server

< >

< 5 Apply Cancel
Abort

In the example the account DOVAI N/ ml i nk is used. The password needs to be entered to
set the configuration but is not stored by Isode tools.

Setting the SPN

This section illustrates how to use the Windows setspn command to set and manage
necessary SPNs.

Where the SPN isassigned to aWindows account (recommended), use the setspn - Uflag.
For exampl e, to assign the SPN xnpp/ exanpl e. comtotheuser m i nk, usethe command:

C. \>setspn -U -S xnpp/ exanpl e. com nml i nk

To view the the SPNs assigned to user nl i nk. use the command:

C\>setspn -U - mink -I

Further details on use of the setspn command are provided in Microsoft documentation.

Testing that SSO is Being Offered

To validate that SSO is being correctly offered by M-Link for an IM domain, the best
approach is to connect with a client to M-Link and examine the protocol trace. This can
be done easily using the | sode Swift client. Prior to connection select Show Debug Console
as shown below.
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Figure 6.25. Show Debug Console in Swift

3| Swift - O >
Swift
About Swift

Show Debug Console

Show File Transfer Overview
Edit Highlight Rules

Play Scunds

5

5

Display Pop-up Motifications

Quit

P

Protocol trace will appear in aspecial window. Thefirst point to check isthefirst message
sent from client to M-Link and thet o field which is set to the IM domain. In the following
examplethisisexanpl e. com

<l-- QUT 2017-11-16T18:57:48 -->

<?xm version="1. 0" ?><stream stream xnl ns="j abber:client"
xm ns: strean="htt p:// et herx. j abber. org/ streans"
t o="exanpl e. cont versi on="1.0">

The second point to check isthe<st r eam f eat ur es> response from M-Link, which will
typically be the third message back from M-Link (after TLS negotiation). If thisincludes
<mechani sm>GSSAPI </ mechani sm» then SSO isenabled. Thefollowing example shows
aresponse with SSO enabled.

<l-- IN 2017-11-16T18:57:48 -->
<?xm version='1.0"' ?><stream stream xm ns='j abber:client'
xm ns: strean¥' http://etherx.jabber.org/streans' fron¥'isode.con
i d=' e364738402164a23' version="1.0"' ><stream f eat ures>
<mechani sns xm ns="urn:ietf:parans: xm : ns: xnmpp- sasl ' >
<mechani sn>GSSAPI </ mechani sne<nmechani sn>PLAI N</ nechani s>
</ mechani sms></ st ream f eat ur es>

Configuring JID Mappings for an IM Domain

When M-Link authenticates a user using Windows SSO, it will determine the JID to be
used based on the Windows authentication information and on M-Link configuration.
Windows SSO Authentication (Kerberos) will determineaUser Principal Nameto identify
the client. M-Link will use this to determine the AD directory entry associated with the
user. M-Link will then use information from this directory entry to determine the user's
JID. Thisis configured with the IM Domain Mapping tab shown bel ow.

M-Link User Management




M-Link Administration Guide

87
Figure 6.26. IM Domain Mapping
[®] M-Link Service for “shore.uk”, Profile: shore.uk - m] =
M-Link Conscle Qperations  Edit  Archive Graph View Help
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v E.ENI(E Infor.matmn Domains are used to identify instant messaging services, such as the "shore.uk” in
‘% Connection "admin@shore.uk”, and other services, such as Multi-User Chat.
4 Security Checklist
h‘ Statistics Selected Domain | shore.uk (IM) ~
v i_L Service Administration
@ Users
@ Multi-User Chat Domain Administrators | < Mot Specified » Change... | | Clear |Members... &
@ Publish-5ubscribe
@ Form Discovery and Publishing
v E Service Cenfiguration Authentication  Mapping  Archiving Filtering  Security Labels  Security Clearanc) * | *
) TLS ~
? SE(LI!’ITE)‘ Label Users DN | cn=Users,0=messaging | Pick... | |Scope:Onelevel
‘2L, Archiving
&? Peers and Links Groups DN | cn=Groups,o=messaging || Pick... |Scope:Onelevel ~
Eg Groups LDAP Filters
. Domains
E General
= . Attribute Mame | mail ‘
¥ Server Logging
B Advanced (Service Wide) Mapping Rules
User ID Mapping Rules | Mo Mapping Rules ~ | | Edit...
Mapping lllustration
“mail" Value | xmpp.user@example.net |
JID | xmpp.user@example.net |
v
Add Domain... | | Delete Domain... | Details Apply Cancel @&
Abort

The user's JID is derived from a directory attribute. This can be any attribute, but one of
asmall number will typically be chosen:

mai |
Thisisthe default. It is an attribute that will usually be set and it is often desirable to
have email address and JID the same.

jid
Thisis aspecific attribute to set JID. This enables completely flexible specification
of aJID for each user and may be useful when other attributes do not give the desired
mapping.

SAMAccount Narne
A standard Windows account name to identify users.

User Pri nci pl eNane
The Kerberos Principal Name of the user.

There is some post-processing done on the attribute to ensure that avalid JID is always
derived:

1. Any characters not valid in aJID, such as space, are mapped or stripped.

2. If the attribute isa simple string (e.g., asin SAMAccount Name) the configured IM
domain value is added.

Additional mappings may also be configured, as shown bel ow.
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Figure 6.27. Additional Mappings
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“mail" Value | xmpp.user@example.net |

JID | xmpp.user@shore.uk |

Add Domain... | Delete Domain... | Details Apply Cancel &

Abort

The mapping that may be useful in SSO setup is | gnore Domain. Thiswill remove the
domain that isincluded in the attribute and replace it with the configured IM domain. The
Ul illustrates the mapping that will take place.

Testing SSO
Now that the server is fully configured, SSO can be tested with any XMPP client that

supports SSO. An XM PP client that correctly supports SSO will only prompt for the IM
Domain and the JID will be set by the server.

SSO Configuration for M-Link Access to Active
Directory

In asetup using SSO, it will usually be desirable to configure M-Link accessto AD to use
SSO. This can be done by selecting Windows SSO for the IM domain, as shown below.
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Chapter 7 Security Labels in XMPP

This chapter discusses M-Link configuration of security labels.

7.1 Overview

In an environment using security labelling, there are a number of elements which allow
user-friendly control of the sensitivity of a particular object, and which objects and users
are alowed to see that object.

M-Link supports both the newer, X SF standards-track XEP-0258, and the older form of
security labels used by the CDCIE system, including the TransVerse client. Setting up both
requires a number of itemsto be configured. A policy isrequired for the server to evaluate
labels and clearances, and a server itself will most likely need a clearance, and may be
labelled.

7.2 Concepts

A number of concepts are key to understanding M-Link’s handling of security labels.

7.2.1 Security Policy

A Security Policy defines what sensitivity levels and categories exist, and more generally
what they mean, and how they interrelate. M-Link isinformed of the key functional aspects
viaa Security Policy Information File, or SPIF, which isin the Open XML SPIF [http://
www.xmlspif.org/] format.

7.2.2 Security Label

A Label embodiesaparticular sensitivity, and is attached to the object with that sensitivity.
For example, a Confidential message would have a Confidential label present, and a
Confidential chatroom would have alabel present in its configuration.

Applying alabel to a server restricts those who can connect to those with sufficient
clearance.

Labelsinclude a Display Marking which provides a human-readable form of the
machine-readable label as well asinformation about which colors XMPP clients should
use when presenting the label to human.

7.2.3 Security Clearance

Applying aclearance to an object enables it to handle labelled information. For example,
server clearances are used to prevent messages labelled with a high sensitivity label from
being accepted by the server, and to restrict a“top secret” server to only handling top secret
data
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Catalogs

Catalogs are used to provide aworking set of useful labelling options to security |abel
capable clients which are not policy-aware. If no catalog is provided, then clients will be
unable to label messages unless they are policy-aware - typical clients are not.

For example, chatroom configuration forms provide asimple list of labels and clearances
so that auser may simply pick from alist instead of providing alabel or clearancein native
form.

7.3

System Wide Configuration

To enable security labelling, a SPIF must be configured at minimum (see Section H.2,
“SIO Options”). It is also recommended to configure both alabel catalog and a clearance
catalog.

Neither catal og needs to be exhaustive, and the catal ogs are filtered down as appropriate.

FLOT injection can be enabled to support clients which do not have native support; this
will inject the display marking of alabel into the message’'stext.

7.4

User Configuration

Users should have clearances defined for them.

Clearances are refreshed on each authentication by the user.

7.5

7.5.1

Object Configuration

Server

Servers also may have clearance, which will cause any messages not passing the clearance
to be rejected. Note that the absence of a clearance simply disables this check; a default
clearanceis not used.

A label will prevent user connections by users without the requisite clearance. If auser's
clearance is found to be insufficient at authentication time, then all the user’s existing
sessions are al so terminated.

Finally, adefault label acts as a default of last resort; if no more specific default label can
be found for a message with no label of its own, thislabel will be used.
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Service Domain

Service domains, such asIM, MUC, and PubSub domains, may also have Clearances,
Labels, and Default Labels associated with them. Thisisdetailed in Section H.3, “Domains
Options”.

Chatrooms

MUC Chatrooms may also have clearances, |abels, and default 1abels, as seenin Chapter 9,
Multi-User Chat.

Peers

Peers have clearances and default [abels - the default label controls the inbound messages.

Peersmay also have FLOT, and various rel abelling options set as described in Section H.6,
“Peers Options’. This may be used to setup multi-site security policies, or to hide the
labelling from external sites.

7.6

7.6.1

7.6.2

Security Label Configuration using M-Link
Console

Security Labels are described in the | sode Whitepaper available at http://www.isode.com/
whitepapers/security-label s-clearance.html. XEP-0258 describesthe use of security labels
in XMPP.

Note: M-Link Console cannot be used for configuration of security labelling for
aclustered or remote configuration. If you intend to create or update an M-Link
cluster with security labelling or configure security labelling on the M-Link server
remotely, then please contact Isode support.

Setting up Security Policy

The security policy is represented as an SDN.801c SPIF in the Open XML SPIF format.
To configure the security policy, select the * Security Labels” editor on the Service View
of thelocal M-Link Server. Load the security policy XML file using the L oad... button.
| sode provides sample security policies which are called policy.xml. These can be found
in ( SHAREDI R) /security-label/example-data/< sample-folder>. A README.txt filein

( SHAREDI R) /security-label/example-data/ gives details about the policiesin the sample
folders. Click Apply to save the security policy for the server. You will now be able to
create security labels and clearances. The above folders also contain sample clearance
XML, label XML, clearance catalog XML and label catalog XML files. The server will
need arestart to honour the security policy.

Setting up Catalogs

Security label and clearance catal ogs are collections of security labels and clearances
respectively. M-Link Console enables you to create and manage catal ogs using the catalog
editors. If acatalog is available asan XML file, it can be loaded using the L oad... button.
Once loaded, the editor displaysthe catalog as a collection of labels or clearances, each of
which can be displayed and edited. The figure bel ow displaysasecurity label catalog which
isvery similar to the clearance catal og.
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Figure 7.1. Security Label Catalog
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The buttons on the right hand side of the Catalog editor provide various options to edit the
labels or clearancesin the catalog. Click Add... to add a new label or clearance to the
catalog, or Edit... to edit an existing label or clearance in the catalog. The Set Default
button can be used to specify alabel or a clearance as the default item in the catalog. The
catalog items can be rearranged in the catal og using the M ove up and M ove down buttons.
The check button Restricted can be used to set the restricted status which advises the
policy-aware applications to restrict users to only use items of the catal og.

The following editor will appear when adding or editing a new label item in the catalog
(similar editor will appear for a clearance item).
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Figure 7.2. Security Label Catalog Item

(@] Edit Security Label Catalog Item (==za]

Catalog tem Attributes
Item Name  DEMO-UK PROTECT MANAGEMENT
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<securityPolicyld id="1.3.614.1.453.25.5.8"/>
<securityClassification lacv="6"/>
<securityCategory id="216.8401.101.21.83.3">

<natoCategory id="13.6141453.25581.1"
type="informative" tag7Encoding="securityAttributes">
<attributes>
<int=11</int>
< /attributes>
</natoCategory>
</securityCategory>
</SecurityLabel>

I QK I [ Cancel ]

Create... button can be used to create a new label/clearance using the configured security
policy. This button will only be enabled if the label or clearanceis empty. Edit... button
will alow editing the existing label/clearance which will only be enabled when the
label/clearance has been created using the configured security policy. Usethe L oad...
button to load a label/clearance from an XML file. The Item Name identifies the
label/clearance in the catalog. The Selector isused for arranging the catalog itemsin a
User Interface. The value of this attribute represents the item's placement in a hierarchical
organization of theitems. If oneitem hasaselector attribute, al items should have aselector
attribute. Selectors are strings separated by "|".

7.6.3 Applying Labels and Clearances

Once a security policy has been configured, a security |abel and/or a clearance can be
applied to the M-Link Server. Click Load... to load alabel from an XML file, New... to
create anew label using the configured security policy or Select... to select alabel from
the label catalog. Similar options are available on the clearance tab for creating and setting
clearances on the service.
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Figure 7.3. Selecting a Security Label

Security Label of the M-Link Service

Security Label

Security Label File Name

View Remove | | Save... Edit...

[ Select a Security Label from catalog ]

Default Stanza Label of the M-Link Service
Default Stanza Label

Apply Cancel

Note: Make sure that the bound M-Link User (administrator) has a suitable
clearance before applying alabel or default label to the Service or domain.
Insufficient clearance of the administrator may result inlockout if alabel or default
label is applied.

7.6.3.1 Editing Security Labels

The following editor will appear when either the New... or Edit... button is selected for
creating or editing security label (see Figure 7.2, “ Security Label Catalog Item” and
Figure 7.3, “ Selecting a Security Label”).
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Figure 7.4. Security Label Editor
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In order to create a new security label, first select a classification from the drop-down list.
Note that classification cannot be changed when editing an existing label. Selecting a
classification may or may not requireinclusion of certain categories. Therequired categories
if any will be displayed asalist inthe Required Categories pane. The Optional Categories
panelists al the categoriesin the configured policy, from which the user can select certain
categoriesto be added to the label. A category in the Required/Optional Categorieslistis
selected if the user selects a button from the optionsin the pane on the right hand side of
the category group. Once a category is selected, it appearsin the list of Added Categories.

The categories which are disallowed based on the selection of a certain category or
classification, will be disabled automatically on the editor. The obsolete categories will be
allowed for editing, based on whether Edit obsolete elementsis selected or not.

If selection of a classification mandates some categories to be selected which appear on
the Required Categories section, a solid green circle indicates that the requirement for
the required category item have been fulfilled by the selection of categoriesin that group.
An empty green circle will indicate that the requirement for the item is not valid and still
requires you to select categoriesin that group. Required categories are a subset of the
Optional Categories and once selected, will also appear selected on the Optional
Categories pane. Thiswill simplify label creation by highlighting the items that need
reviewing.

Selection rules of a category group determine whether it allows selection of single or
multiple categoriesin the group. For single category selection, the categories are displayed
using radio buttons, and for multiple category selection they are displayed as check-boxes.

The added categories and the XML format of the security label will get updated on the
editor asthe label is edited.
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The markings get updated on the M ar kings tab when a valid combination of categories
has been selected as shown in the figure bel ow.

Figure 7.5. Security Label Markings

[®] Edit Security Label Catalog Item ==

Catalog Item Attributes
Item Mame DEMO-UK PROTECT BUDGET/COMMERCIAL/CONTROL/PERSOMNAL/POLICE

Selector

Security Label

Display Marking DEMO-UK PROTECT BUDGET/COMMERCIAL/COMNTROL/PERSONAL/POLICE
Classification UK PROTECT

General View | Policy View | Markings |ACDF |

Following are the display markings that will be generated for the security label e
Location Any DEMO-UK PROTECT BUDGET/COMMERCIAL/CONTROL/PERSONAL/POLICE
Operator Input DEMO-UK PROTECT BUDGET/COMMERCIAL/CONTROL/PERSONAL/POLICE
Document Start DEMO-UK PROTECT BUDGET/COMMERCIAL/CONTROL/PERSONAL/POLICE
Decument End DEMO-UK PROTECT BUDGET/COMMERCIAL/CONTROL/PERSONAL/POLICE
Page Top DEMO-UK PROTECT BUDGET/COMMERCIAL/CONTROL/PERSONAL/POLICE
Page Bottom DEMO-UK PROTECT BUDGET/COMMERCIAL/CONTROL/PERSONAL/POLICE
Decument Portion DEMO-UK PROTECT BUDGET/COMMERCIAL/CONTROL/PERSONAL/POLICE
Default Location DEMO-UK PROTECT BUDGET/COMMERCIAL/CONTROL/PERSONAL/POLICE
0K ‘ [ Cancel

Note: Rulesfor label editing are based on SDN.801c and are configured in the
security policy.

Editing Security Clearance

Once a security policy has been configured, a clearance can be created. The following
editor will appear when either the New... or Edit... button is selected for creating or editing
security clearance from the clearance editor or a clearance catalog item editor. These are
similar to the ones for security label editor (see Figure 7.2, “ Security Label Catalog Item”
and Figure 7.3, “ Selecting a Security Label™).

Security Labels in XMPP



M-Link Administration Guide

98
Figure 7.6. Clearance Editor
[®] Create New Security Clearance @
Editor | Markings | XML
Display Marking DEMO-UK PROTECT[+ UK UNCLASSIFIED] RELEASABLE TO AUS/CAN

Selected Categories

UK Enumerated Permissive National Identifiers : AUS, CAN

Security Classifications

I 7| @ UK UNCLASSIFIED
@ UK PROTECT
Il (| @ UKRESTRICTED
[C] @ UK OFFICIAL
[C] @ UK CONFIDENTIAL
I | @ UK SECRET
I | @ UKTOP SECRET

Security Categories

oUKND Foreign Transmission [¥] aUS
o UK Enumerated Permissive Mational Identifiers CAN
oUKEnumerated Permissive Markings FINATO
o UK Restrictive Codew.on.:ls FInzL
0 UK Enumerated Restrictive Coverwords UK
o UK Enumerated Restrictive 5 Marking

[ usa

[ ok [ canca |

One or more classifications can be selected from the Security Classifications pane to be
added to the clearance. The Security Categories pane lists al the categoriesin the

configured policy, from which the user can select certain categories to be added to the
clearance.

The added categories and the XML format of the security clearance will get updated on
the editor as the clearance is edited.

The markings get updated on the M arkings tab as and when the clearance is modified:
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[®] Create New Security Clearance

Markings | XML

Location Any DEMO-
Operator Input DEMO-
Document Start DEMO-
Document End DEMO-
Page Top DEMO-
Page Bottom DEMO-
Document Portien DEMO-

Default Location DEMO-

UK PROTECT[+UK UNCLASSIFIED] RELEASABLE TO AUS/CAN
UK PROTECT[+UK UNCLASSIFIED] RELEASABLE TO AUS/CAN
UK PROTECT[+UK UNCLASSIFIED] RELEASABLE TO AUS/CAN
UK PROTECT[+UK UNCLASSIFIED] RELEASABLE TO AUS/CAN
UK PROTECT[+UK UNCLASSIFIED] RELEASABLE TO AUS/CAN
UK PROTECT[+UK UNCLASSIFIED] RELEASABLE TO AUS/CAN
UK PROTECT[+UK UNCLASSIFIED] RELEASABLE TO AUS/CAN
UK PROTECT[+UK UNCLASSIFIED] RELEASABLE TO AUS/CAN

oK ] l Cancel
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Chapter 8 M-Link Edge, Peers and Links

This chapter introduces the M-Link Edge product, explains what XM PP trunking is, and
how M-Link peers can be used to support it. It also shows use of linksto support operation
with XML Guardsand operation over constrained links, including HF Radio using STANAG
5066.

8.1 XMPP Trunking and Peer Controls

Figure 8.1. Standard XMPP Server Configuration

In astandard XM PP configuration, XM PP servers are fully interconnected, as shown in
Figure8.1, “ Standard XM PP Server Configuration”. Thismodel workswell for open XMPP
deployments on the Internet. However, it does not work so well for cross domain,
organizational boundary and constrained link scenarios.
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Figure 8.2. XMPP Trunking

A
- O O e

A

Themodd of XMPPTrunking, shownin Figure8.2, “XMPP Trunking” extendsthe standard
XMPP model to allow for configurations where servers are not fully connected. This
structure enables XM PP messages to be switched through intermediate servers.

Peer Controlsis the mechanism used by M-Link to enable configuration of an XMPP
Trunking architecture. By default, M-Link will use DNS to determine which server to
connect to, which will lead to afully connected approach. A Peer Control provides
configuration for adomain to direct M-Link to connect to a specific peer.

Further information on XM PP Trunking and use of M-Link Peer Controlsis provided in
the Isode white paper “Providing XMPP Trunking with M-Link Peer Controls’ https.//
www.isode.com/whitepapers/xmpp-trunking.html

8.2 Peers and Links

M-Link peer controls apply to domains and are checked prior to DNS being used. There

are three types of peer control configuration:

1. Single Specific Domain. Thisis used to force routing for a specific domain.

2. Domain plus all sub-domains.

3. Default. Thisforcesrouting of all traffic to this peer control, unlessthereisanother peer
control. Thisis helpful in configurationswhere all traffic is handled with peer controls.

This combination provides full flexibility to configure arbitrary XM PP trunking
configurations.

When a peer control isin place, it is possible to configure specific actions for the peer:

 Traffic filtering, which enables removal or modification of traffic to and for the peer.
¢ Security Label checking against a configured security clearance for the peer.
¢ Security label mapping.

M-Link Edge, Peers and Links
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Traffic to a peer configured with peer control may flow in a number of ways:

» Using standard S2S. Here the peer control is simply used to control traffic flow, and
optionally use custom TL S configuration for the peer. The other options use special
protocols.

» XEP-0361 "Zero Handshake Server to Server Protocol" operating over TCP (see
Section 8.11, “XEP-0361 Zero Handshake Links"). This protocol is designed to support
constrained bandwidth links with high latency, where standard S2S will lead to
performance problems. It isalso used to connect XML Guards.

» STANAG 5066. This provides operation of HF Radio using XEP-0361 in conjunction
with XEP-0365: "Server to Server communication over STANAG 5066 ARQ". See
Section 8.12, “STANAG 5066 Links’

8.3

M-Link Edge

M-Link Edge isan M-Link server with no local usersthat isused in boundary and
cross-domain configurations to check and potentially modify traffic. M-Link Edge will
often be used in conjunction with an XML Guard to provide cross-domain protection and
may use XEP-0361 to communicate with the XML Guard.

M-Link and M-Link Edge are both provided by the same underlying technical product, but
are sold asdifferent products. Note that X EP-0361 may not be used with astandard M-Link
deployment that supports local users.

8.4

Constrained Network Configurations

There are two further M-Link product variants used in support of constrained networks.
These variants will aways use XEP-0361: "Zero Handshake Server to Server Protocol”
and may use XEP-0365: "Server to Server communication over STANAG 5066 ARQ" for
HF Radio.

The two product variants are:

1. M-Link Constrained Network Server. Thisisan M-Link server supporting local users
that only communicates using X EP-0361 and does not use standard S2S. Thisis used
to support local users on asystem which only communicates over constrained networks.

2. M-Link Constrained Network Gateway. Thisis an M-Link server with no local users.
On one side it communicates with M-Link Mobile servers using XEP-0361. On the
other sideit will communicate with federated XM PP serversusing standard S2S. It may
also communicate with an XML Guard.
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8.5 Peer Configuration

M-Link Console allows you to manage peer and link configuration using the Peer and
Link editor. This only appears for Server administrators, and will only offer server-wide
configuration (as opposed to node specific configuration - see Chapter 14, Clustering).

Select Peer and Link in the service view and then select the Peer stab. The Selected Peer
selection box can then be used to choose which of the configured peers to see the details
of:

Figure 8.3.Viewing peer configuration

Peers | Links

A peer control can be used to control the network cennection used with a peer, enforce particular authentication and security over the connection, and limit types of traffic
or reject the traffic altogether.

Selected peer [wonderland.it -]

+.isode.com

semewhere.net
wonderland.lit
Connections | Filtering | TLS Clearance and Labeling | Relabeling

~

Connections determine how the server will connect to the peer. You can specify a particular link or host name te connect to, or deny all traffic from the
peer. In addition, you can specify the peer's relay zone if you wish to enable relaying between peers.

Connect To Host

teaparty.wanderland.lit
palace.wonderlandllit
rabbithele.wenderland.lit

m

Connect Link List

7] border-server

Add peer... | | Delete peer... | | HF Chat...| | Details Apply | | Cancel | @
(e ebepens | | (petas o

To add information about a peer, click on the Add peer button. You will be prompted to
supply adomain name, and to specify whether this peer configuration applies just to the
domain in question, or whether it applies also to subdomains:
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Figure 8.4. Adding a peer

[®] Add new peer configuration = @

Domain Name

A domain name is used to determine which peers are affected by this configuration. The
configuration may apply to the demain and all subdomains, just the subdomains, or just to the
domain.

Demain isude.c0m| Domain -

Default Domain

Check this option to specify that this configuration should apply to all peers that don't have
specific peer configuration.

Default Domain

This peer configuration will appear as "isode.com” in M-Link Console

0K ] ‘ Cancel

Before adding the new peer, M-Link Console allows you to set any peer configuration
using the same set of tabs as previously mentioned. Once the configuration is complete,
use the Apply button to add the new peer.

The various configuration options for the peer are separated into the following tabs:

» The Connections tab can be used if you want to direct connections for this peer to a
specific host/IP address (rather than relying on the default lookup for the domain). If
any links are configured (see Figure 8.14, “Link configuration editor with no links
configured”), you can choose one of those links.

» TheFiltering tab is used to specify filters that are used to constrain traffic between this
M-Link Service and the specified peer. See Section 8.8, “Peer Filtering” below.

e TheTLStab is used to configure whether the peer must use TLS, and if so whether it
must use strong authentication. Any certificate supplied by the peer will be verified
against the server's Trust Anchors (see Section 5.2, “ Steps to configure TLS for an
M-Link Server”), or match the Server Certificate shown in this tab.

» TheClearance and Labelling is used to configure the security clearance of the peer and
the security labels used for messagesto and from the peer. See Chapter 7, Security Labels
in XMPP for more information on security labels and clearances.

» The Relabelling tab allows you to configure options related to the relabelling policy for
this peer. See Section H.6, “Peers Options’ for more information.
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8.6 Connection Configuration

Figure 8.5. Configuring Peer Connections
Peers | Links
A peer control can be used to control the network connection used with a peer, enforce particular
authentication and security over the connection, and limit types of traffic or reject the traffic

altogether.

Selected peer | +.shipl.uk v

These settings will apply to the peer *ship1.uk’ and its subdomains.

Connections | Filtering | TLS Clearance and Labeling | Relabeling

A
Connections determine how the server will connect to the peer. You can specify a
particular link or host name to connect to, or deny all traffic from the peer. In
addition, you can specify the peer's relay zone if you wish to enable relaying between
preers,
Connect To Host
L2
Connect Link List
[] Guard from Shore o
[[] HF to Ship 1
£ >
Accept Address
LY
v
Add Peer... | | Delete Peer... | | Details Apply Cancel @

The Connections tab of a Peer enables control of connections when standard S2Sis used.
The Connect to Host allows configuration of the host that is connected to, overriding DNS
lookup. See Section H.6.2, “Connect To Host”.

The Connect Link List shows links that may be used to control how traffic for the peer is
routed. See Section H.6.3, “Connect Link List”.
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Accept Address lists permissible addresses for S2S connections from the domain. See
Section H.6.10, “Accept Address’.

8.7 Authentication with Standard S2S

Figure 8.6. Configuring Peer Authentication

[®] M-Link Service for "shore.uk”, Profile: shore.uk - O X
M-Link Console Operations Edit Archive Graph View Help

® M-Link Services View @ shore.uk (shore.uk) Ef:]

-} Connected to xmpp://shore.uk using password-based authentication (JID/password)

inks

A peer control can be used to control the network connection used with a peer, enforce particular
authentication and security over the connection, and limit types of traffic or reject the traffic altogether.

Selected peer  +.shipl.uk b
These settings will apply to the peer "ship1.uk’ and its subdomains.
Connections Filtering TLS  Clearance and Labeling Relabeling
This specifies how the server will authenticate the peer. You can provide the certificate for the

peer, and specify if all sessions with the peer will require TLS or Strong Authentication.

Server Certificate

<No certificate value present>

View | | Load... | | Remove | Save..
equire
[] Require TLS L7
equire uthentication
[[] Require TLS Authenticati L7
equire Strong Authentication
[[] Require Strong Authenticati L7
TLS Certificate(s) File | o
Add Peer... | | Delete Peer...| | Details Apply Cancel @
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Configuration of peer authentication for a peer using standard S2Sis configured using the
TLStab for the peer. The key options on this tab are:

 Server Certificate. This can be used to specify PEM-formatted certificates which are
sufficient to authenticate the peer. Thisis referred to as Certificate Pinning. It is only
needed where an appropriate trust anchor is not configured for M-Link.

* Require TLS. If thisis selected, use of TLSis enforced for the peer.

* Require TLS Authentication. If thisis selected, the server requires authenticated TLS
in sessions it initiates with the peer.

* Require Strong Authentication. If thisis selected, peers connecting to this server must
assert avalid X.509 certificate.

» TLS Certificate File. This option, if set, overrides values specified in the " Server
Certificate", by specifying the names of files which contain PEM formatted certificates
to authenticate the peer.

The following subsections provide more details on this authentication.

Inbound authentication

S2SAuthentication in M-Link ishandled by first attempting to use any presented certificate
to authenticate the peer.

M-Link expects a peer to provide a from attribute on the stream to identify itself; thiswill
be used asthe requested identity and validated against the certificate. Note that a peer must
have already provided aversion attribute in order to trigger the offer of features (including
TLS).

If there is no from attribute, then the certificate is examined to seeif there exists any jid
which may validate; in either case, SASL EXTERNAL is offered. Note that the tests are
performed at the point where TLS is negotiated, not after the stream is restarted
subsequently, and as such it's possible for a peer to provide afrom attribute only after the
certificate has already been evaluated, and therefore too late.

Also, we only offer SASL EXTERNAL (and indeed trust the certificate at al) if CRL
checking passes — this means that if CRL checking is on, and we cannot find or use the
CRL (it containsunknown critical extensions, or the CRL DP pointsto an unknown protocol
or unreachabl e destination) then the certificate will not be trusted.

However, whether or not wetrust the certificate, if apeer presentsthe certificate configured
inits peer control and requests that domain, then it will be trusted; however in this case, it
MUST use afrom attribute on the stream in order to be offered SASL EXTERNAL.

The remote peer formally regquests to use the identity in one of three ways:
SASL EXTERNAL with no authorization identifier.

In this case, M-Link uses either the stream’s from attribute, or —if there is none — a default
extracted from the certificate. It is possible, in the case of wildcards for example, that no
such authorization identifier exists, in which case the SASL exchangefails.

If the stream’s from attribute is used, this authorization identifier will be checked against

the certificate prior to returning a<success/ >. (Since thisidentifier may have changed
after the initial test earlier, of course).

SASL EXTERNAL with an authorization identifier.

Inthiscase, M-Link will validate the requested authorization identifier against the certificate
and fail if the certificate does not match.
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db:result with a from

If aServer dialback request (see XEP-0220) isreceived and the peer isrequesting adomain
for which the certificate will authenticate it, then an actual dialback is not performed (i.e.,
nodb: veri fy issent) and therequest isimmediately accepted. Thisisknown as* dialback
without dialback”.

If the requested domain (the from attribute on the db:result) is not verifiable viathe TLS
certificate, then the dialback proceeds as normal —if strong authentication is not required
for the peer.

To require this, you will need to configure strong authentication, and then set the Require
TLS (Section H.6.5, “Require TLS”) and Require Strong Auth (Section H.6.7, “Require
Strong Authentication”) settings both to true.

Outbound authentication

Thisissimpler. At the point of authentication, however offered by the peer, M-Link will
check that the peer’s domain is validated by the certificate — either by being present in a
trusted certificate or via configuration.

M-Link authentication to peers

If M-Link is able to verify the peer it's connecting to via TLS, it will still use dialback if
required to authenticate itself. M-Link’s configuration on strong auth requirementstherefore
only affectsits requirements for the remote peer to authenticate to M-Link, and will not
enforce that M-Link use SASL EXTERNAL asaclient.

If M-Link is offered SASL EXTERNAL, it will always useit, and will always include an
authorization identifier. Thiswill always be the same as the stream from attribute. Thisis
technically counter to the strict reading of the specifications; however we have found that
this aids (and never harms) interoperability.

8.8

Peer Filtering

This section describes filtering that may be configured for a peer using the Filtering tab.

Filtering can also be configured on domains, and this section is the reference for this
capability. Note that only JID and |1Q filtering can be applied to adomain. The message
and presence folding capabilities are not available for domains.

The M-Link Server supports filtering configuration for any peer, which alows you to
specify which stanzas (or stanza elements) should be discarded when data is exchanged
with that peer. One typical case where this may be useful is when network capacity is
constrained: for example, on aslow link it may make senseto set up afilter to strip all
presence stanzas. Another use of filtersisto control which stanzas from the peer are
discarded, based on the JID of the sender and recipient of the message.

TheM-Link Server provides various configuration parametersthat determine how filtering
is performed. These parameters are described in Section H.6, “Peers Options’. Aswell as
allowing you to change the val ue of these parametersdirectly, the editor in M-Link Console
also provides some pre-set options: if you select one of these, then M-Link Console will
set the configuration parameter(s) appropriate for that option.

Therearefivetypesof filtering supported by M-Link. The Filtering tab will indicate which,
if any, has been configured, and alow you to manage them:
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Figure 8.7.Viewing Filters for a peer

Connectionsl Filtering |TLS | Clearance and Labeling I Relabeling|

Stanzas sent to and from this peer may be filtered, allowing you to reject certain stanzas, or te control which elements of a stanza should be sent.

Filters

oMessage Folding Configure...

°Preseﬂce Folding
°JID Filtering
(10 'From!' Filtering
(21Q To' Filtering

JID Filtering allows you to filter inbound stanzas based on the JIDs of sender and recipient of the stanza,

[ Deny
Relay Zone

Delete Peer... | | Details L7

Add Peer...

Thefilter types are:

* Message Folding allows you to control which payload elements of a<nmessage> . ..
</ message> stanza are sent to the peer.

The editor provides various pre-sets for this option; in each case, selecting a pre-set will
display an explanation of its meaning:

Figure 8.8. Choosing message folding pre-set

L] Configure Message Folding = I@

Message Folding can be used to limit which message stanzas are sent to the peer, and to strip elements from
the stanzas before they are sent.

Simple Configuration | Advanced Configuration

Select one of the pre-defined message folding eptions,

Use the Advanced Configuration tab to see or make adjustments to the message folding parameters,

Message Folding

Select Preset: | Block Chat State Motifications -

Chat state notifications (XEP-0085) are used to inform users of the state of ones conversation partner

in a chat session ("inactive”, "compesing”, "paused” etc.).

Disabling these notificaticns may be desirable in cases where bandwidth is restricted.

By switching to the Advanced tab, you can see the effects of any chosen preset; you
can also use this tab to fine-tune the configuration:
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Figure 8.9. Advanced view of "Block Chat State Notifications"

[®] Configure Message Folding = @

Message Folding can be used to limit which message stanzas are sent to the peer, and to strip elements from
the stanzas before they are sent.

| Simple Configuration | Advanced Configuration

Fold Mode

-

Message Fold Mode [Strip all elements in the rule set

Any payload element matching any of the rules will be removed before the stanza is sent to the
peer

Required Elements
If this list is not empty, then any message stanza which does not contain at least one element from
this list will be discarded.

Me required elements Acld..
Edit..

Remove

Element Folding
Any message stanza that has not been discarded will have elements stripped from it before being
sent to the peer, using the rules below.

<inactive xmlins="http://jabber.crg/protocol/chatstates” »...</inactiver Add..
<active xmlins="http://jabber.org/protocol/chatstates” = ...« /activer

<paused xmins="http://jabber.org/protocol/chatstates” »...</paused=
<gone xmins="http://jabber.org/protocol/chatstates” > ..</gone> Delete
<composing xmins="http://jabber.org/protocol/chatstates” >...</composing>

Edit..

* Presence Folding alowsyou to control which payload elementsof a<pr esence> . ..
</ pr esence> stanza are sent to the peer. You can discard presence stanzas altogether,
or configure afilter that will allow or discard specified payload elements from presence

Stanzas:
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Figure 8.10. Presence Folding configuration

[®] Configure Presence Folding = '@

Presence Folding controls which elements of presence stanzas are removed before
the stanza is sent to the peer.

Fold Mode

Mode: | Strip all elements in the rule set -

Any payload element matching any of the rules will be removed before the
stanza is sent to the peer

Rule Set

<PRP=>..</PRP=>

Add..
MMM xmins="en" =...</ MMM >

Edit..

Delete

ok || cancel |

« JID Filtering alows you to control which incoming stanzas from the peer should be
discarded, based on the JIDs of the sender and recipient. In the example below, any
stanzas from mad. hat t er @wnder | and. | i t sent to any JID with adomain of
i sode. comwill be discarded (and any other stanzas will be permitted):

Figure 8.11. Configuring a JID filter

[®] Configure JID Filtering = I@

JID Filtering allows you to discard inbound stanzas from ‘'wonderland.lit' depending on the JIDs of the sender
and/or recipient

Filter Mode

Filter Mode

All stanzas from the peer which match the filters will be denied.

JID Filters
From Teo Add..
mad.hatter@wonderland.lit <anyone> @isode.com
Edit..
Remove

[ ok || cancel |

¢ 1Q 'From' Filtering and IQ 'To' Filtering allow you to filter 1Q stanzas from and to the
peer, based on their payload elements:
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Figure 8.12. Configuring an 1Q filter
= [

I 'From’ Filtering controls which 1 Stanzas for queries from the peer are allowed through.

[®] Configure IQ 'From' Filtering

1Q Filter 'From' Mode

Filter Mode

AllTD queries from the peer which match the filters will be denied.

1) Filter 'From' Match Rules Set

<AMM= . < FAMP= Add
<PRP xmilns="mel" »...</PRP=

T
o

=]
m
m
m

0K I \ Cancel

8.9 Clearance, Labelling and Relabelling

Controls on peers based on security labels and security clearances can be configured for
each peer. A general overview of M-Link security label and security clearance capabilities

isprovided in Chapter 7, Security Labelsin XMPP.
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Figure 8.13. Clearance and Labelling

[®] M-Link Service for "shore.uk”, Profile: shore.uk - O X
M-Link Console QOperations Edit Archive Graph View Help

@ M-Link Services View ® shore.uk (shore.uk) 2

e Connected to xmpp://shore.uk using password-based authentication (JID/password)

Peers  Links

A peer control can be used to control the network connection used with a peer, enforce particular authentication and security
over the connection, and limit types of traffic or reject the traffic altogether.

Selected peer +.shipl.uk v

These settings will apply to the peer ship1.uk’ and its subdomains.

Connections  Filtering TLS Clearance and Labeling Relabeling

Security Clearance of the Peer

Security Clearance

Security Clearance File Name

Load...| | Remove  Save Ne Edit

Default Stanza Label of the Peer

Security Label File Name

€ Load...| | Remove | Save Ne Edit Select

Add Peer...  Delete Peer... | Details App Cancel ®

The Clearance and Labeling tab for a peer allows setting of:

e Security Clearance. If set, thisis used to check the security label on all stanzas passing
through. If the access control check fails, messages are rejected.

» Default Stanza Label. If set, this specifies a security label which will be added to any
messages which do not have a security label. This can be helpful when a security label
isrequired on all messages.

8.10 Configuring Links

M-Link Console can be used to configure links of two types:
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1. XEP-0361 Zero Handshake links
2. STANAG 5066 Links for HF Radio using XEP-0361 and X EP-0365

Links are configured as independent objectsin M-Link. M-Link peers may be configured
to use alink. If no links are configured for a peer, standard S2Sis used.

Select the Linkstab in the Peer and Link editor to see information about the links that are
currently configured:

Figure 8.14. Link configuration editor with no links configured

[® M-Link Service for "alexwindow?vm.com”, Profile: aleawindow7vm.com (=] @][=]

M-Link Console Operations _Edit Archive Graph View Help
@ M-LinkServices View [C# alecwindowTvm.com 52

. Connested to xmppi//alexnindowTvm.com using password-based authentication (ID/password)

4 O Senvice Information [P | s |
o Connection [ed]
4 Security Checklist An /O link can be specified in a peer control 5o that traffic to/from the peer can be sent over that link instead of using standard XMPP Server-to-server
| Statistics facilities.

RS ;ENJEAdm\mStYBUDn S—— =
B Users

@ Mutti-User Chat

(®) Publish-Subscribe

(@ Form Discovery and Publishing
4 [£] Senvice Configuration

© User Database
L, Archiving
& Peer and Link
B3 User Groups.
@ Domzin < N link configured >
[E] General
@ ServerLogging

> B, Advanced (Service Wide)

Add link] | Delete link | | Details Apply | [ Cancel

Session monitoring on this service is enabled

Abort

To create anew link, click on the Add link button, and choose alink type:

Figure 8.15. Selecting a link type

Select a Link Type n
Add Link Configuration

Add the configuration of a link.

Link Type
HEP-0361 Zero Handshake Link
STAMAG 5066 Link (HF Radio)

4 A selection for Link Type is required

QK Cancel

You will then be prompted to enter a name for the new link:
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Figure 8.16. Enter a name for the link

[®] Add a new Link = (=[]

#

Mew Link Name Link to Australial

| ok || cancl

If you have any links configured, then they will appear in the Connect Link List section of
the Peer editor. By default, a peer configuration will not be associated with alink, but you
can change a peer's configuration to select one or more links (multiple links may be specified
for failover purposes). Note that asingle link may be used in multiple peer configurations.

Figure 8.17. Configuring a peer with a specific link

Peers | Links

A peer control can be used to control the network connection used with a peer, enforce particular authentication and security over the connection, and limit types of traffic
or reject the traffic altogether,

Selected peer | wonderland.lit

These settings will apply to the the peer "wonderland.lit'.

Connections ‘ Filtering | TLS | Clearance and Labeling Re\abe\mg‘

Connect Link List
[[] Link To Australia
Link To Britain

8.11

XEP-0361 Zero Handshake Links

The options for configuring a XEP-0361 Zero Handshake Server to Server protocol link
are shown below:
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Figure 8.18. Configuring a XEP-0361 link

Peers | Links

An I/Q link can be specified in a peer control so that traffic to/from the peer can be sent over
that link instead of using standard XMPP Server-to-server facilities.

Selected link

Creating XEP-0361 Zero Handshake Link "Link to Australia®

Remote P
Remote Port | O
Local IP

Local Port 0

[] Listen Cnly Link

[] 5tream Management
[] Compress Traffic

[] Encrypt Traffic

eSS S @ @

[] Require mutual authentication

Add Lin Delete Lin Details Applh Cancel | @

The parameters for a XEP-0361 link are set as follows:

» Remote IP: the | P address of the peer

» Remote Port: the port used by the peer

» Local IP: the IPv4 or |Pv6 address that the local server listenson

 Local Port: the port that the local server listens on

» Listen Only Link: alink that accepts connections but does not initiate them
 Stream Management: Whether X EP-0198 stream management is enabled

» Compress Traffic: whether or not traffic is compressed

» Encrypt Traffic: enables TLS encryption. Note that thiswill add TLS handshakes to the
connection.

* Require Mutual Authentication. Use two way strong authentication for the peer

8.12 STANAG 5066 Links

A STANAG 5066 link is used to support HF Radio connections using XEP-0361 and
XEP-0365 "Server to Server communication over STANAG 5066 ARQ". Thelink is
configured as shown below:
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Figure 8.19. Configuring a STANAG 5066 (HF Radio) link

Peers | Links

An I/Q link can be specified in a peer control so that traffic to/from the peer can be sent over
that link instead of using standard XMPP Server-to-server facilities.

Selected link |HF to Ship 1 Ly

STAMAG 5066 Link (HF Radio)

STAMAG 5066 Server 1.1.1.1 o
STAMAG 5066 Server Port | 3066 o
Rernote 53066 Address 2222 o
Local 55066 Address 1234 o
SAPID 6 o
Add Link... | | Delete Link... | | Details Apph Cancel @&

The parameters for a STANAG 5066 link are set as follows:

» STANAG 5066 Server: the IP address where the STANAG 5066 Server isrunning

» STANAG 5066 Server Port: the STANAG 5066 server port, which will usually be 5066
» Remote S5066 Address: the STANAG 5066 node address of the peer

» Local S5066 Address: the STANAG 5066 node address of the local system

e SAPID: the STANAG 5066 SAP ID used - usualy 6 (RCOP).
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Chapter 9 Multi-User Chat

This chapter explainsthe M-Link Server implementation of Multi-User Chat rooms.

9.1 Overview

Multi-User Chat (MUC) rooms allow several entities to communicate together, whether
by simple text messages or more complex structured XML. They have both affiliations —
long-term, persistent, relationships between users and the room — and roles — short-term
rel ationships between room occupants and the room.

M-Link Server isarelatively full-featured implementation of [ XEP-0045] and supports
persistent roomsif configured.

9.2 Persistent rooms

Rooms are persisted in the Publish-Subscribe config directory, usingasimple XML format,
and their history is persisted as a directory of atomically managed files.

These files and directories should not be managed directly, but instead a capable XM PP
client should be used to create aroom under aMUC domain and manage it.

9.3 Creating and configuring rooms

Although persistent rooms can be precreated in XML, the simplest method for creating
chatroomsisto simply use astandard XMPP client. Rooms are, by default, made as partial
copies of aspecia room with the node-namet enpl at e- r oom which can be changed to
provide useful defaults.

9.3.1 Room configuration options

Room configuration optionsarelisted in Appendix |, MUC Room Settings Reference. They
areidentified by the data form (see [ XEP-0004]) field variable name, and also include the
descriptive name used by M-Link in the form.

If FMUC or IRC gatewaying support is enabled, additional optionsrelated to these features
will also be present. See Section 9.6.2, “ Configuring federation of aMUC room” and
Section 9.7.1, “Enabling IRC Gatewaying for the server” for details of these

Form names beginning with nuc# are standardized as part of [ XEP-0045], and more details
will be found there.
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9.3.2 Affiliations

This section explains the default rights and roles of affiliations. No affiliations or roles are
allowed to manipulate users of a higher affiliation or role, hence a Administrator cannot
kick an Owner or Super from aroom.

9.3.2.1 Super

Server administrators and Domain administrators of the MUC domain (see Section 2.5,
“M-Link Server Administrators’), will automatically be Owners of any chatroom they join
on the server. Owners of the template-room will automatically be owners of rooms they
join on the same server.

This automatic owners are, internally, treated as 'Super’, with arole of 'Super’, which are
presented as 'Owner' and 'Moderator' respectively.

They do not appear on room affiliation lists, and these affiliations are temporary only.
9.3.2.2 Owner

Room owners conceptually have complete control of the room. They will be made
Moderators on joining the room.

9.3.2.3 Administrator

Administrators conceptually manage the room, and can view and change affiliations equal
to or lower than theirs. Like owners, they will be made Moderators on joining the room.

9.3.24 Members

Members have along-term rel ationship with the room, and will always become Participants
when they join aroom, alowing them to post messages in the chatroom itself. If made
Moderator, then they can manipulate users with affiliations equal to or less than their own.

9.3.25 Outcast
These are conceptually banned from the room, and cannot join the room.
9.3.2.6 None

Anyone without an affiliation — even after domain matching —will be assigned the default
role when they join the room. Thisistypicaly indirectly set either by the 'Moderated' or
'‘Members Only' settings to be either Participant, Visitor, or None. The latter setting will
not allow them to join the room.

Note that ‘Moderated' and 'Members Only' settings are mutually exclusive.

9.4 The template room

Each MUC service has a specia room, called template-room, which can be used to set
certain service-wide settings. Room affiliations on thisroom are special, and room settings
are copied to newly created rooms, allowing the provision of defaults. Finally, service-wide
settings are also found here.
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9.5

MUC Administration using M-Link Console

M-Link Console provides some basic functionality for MUC administration viathe
Multi-User Chat editor editor. Thisis accessibleto al Server administrators and any
Domain administrators of one or more MUC domains. To open the editor select it from
the left hand side of the Service view, it can be found under the Service Administration
sub heading.

Figure 9.1. Selecting the Multi-User Chat editor

a4 (O Service Information
(@ Connection
4 Security Checklist
s Statistics
4 é Service Administration
B Users
@ Multi-User Chat
(@) Publish-Subscribe
(©) Form Discovery and Publishing
4 [£] Service Configuration
£ TLS
F security Label
L, Archiving
@® Peers and Links
Bz Groups
@ Domains
@ Components

- [E] General

[# Server Logging
> é Advanced (Service Wide)

Once selected the editor will show atree consisting of the list of MUC domains the user
can administrate with thelist of roomson that domain underneath. For a Server administrator
thiswill be alist of all the MUC domains on the server, for a Domain administrator this
will bethe list of the MUC domains they are set as an administrator for.

Figure 9.2. Editor for a Server administrator

List of MUC domains and associated chat rooms

4 @ mucalewindowTvm.com Create New Room...
@ engineering@muc.aleawindowlvm.com —
¥ hangout@muc.alexwindewvm.com New Room Defaults..
® planning@muc.alexwindowlvm.com " MUC Domain statistics... |
4 @ muc2aleawindowTvm.com
@ kitchen@muc2.alexwindewTvm.com MUC Domain Affiliations...

@ livingroom@muc2.alexwindowlvm.com
4 @ chatroom aleavindowTvm.com
@ rooml01@chatroom.alexwindowlvm.com

Last refreshed on 20 September 2017 10:53:15 BST

Refresh | | Abort | @
[Refresh]
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Figure 9.3. Editor for a Domain administrator

List of MUC domains and associated chat rooms

4 @ muc.aleawindowlvm.com
@ engineering@muc.alewindowlvm.com
@ hangout@muc.aleavindowTvm.com
@ planning@muc.alexindowTyvm.com
4 @ chatroom.zleavindow?vm.com
¥ rooml01@chatroom.alewindowivm.com

Last refreshed on 20 September 2017 10:54:30 BST Refresh | | Abort | @

If no MUC domains are present on the server then the Server administrator will instead
see adifferent view, informing them of the fact and directing them to the domain editor
(Chapter 3, Domains).

Figure 9.4. Server administrator view when there are no MUC domains

This editor will allow you to view and manage all the Multi-User Chat (MUC) rooms on this service,
MUC rooms exist inside MUC domains, and so before any room can be created, you must first create at least one MUC domain.

There are no MUC domains configured on this service at the moment. You can create and configure MUC domains by using Domains.

Persistent chat rooms can be created under aMUC domain, if one exists, by selecting the
MUC domain and clicking the Create Room... button. The default room settings will be
used unlessthe " customise room settings' has been selected, in which case adialog will
be displayed to allow configuration of all room settings (see Figure 9.6, “Chat Room
Configuration”).
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Figure 9.5. Creating a Chat Room

[®] Create Mew MUC Room @

Room Name  chitchat]

[] Custornise room settings

| ok || cancel

An existing chat room can be reconfigured using the Configure Room... button which
presents the form shown below (the form fields are described in Section 9.3.1, “Room
configuration options”).

Figure 9.6. Chat Room Configuration

Configure Reom "hangout@muc.alexswindowivm,.com” @

Complete this form to configure the room.

Room Title |
Description

Marking

m

Marking Foreground Coelor
Marking Background Color
Publicly Listed?

[] Mederated

[] Members Only
Password

Persistent Room

Real JIDz visible to
Anyone

Anycne with voice
Maderators Only

Nobody
‘ T ¢

[ ok [ Concad |

Default configuration parameters for all the rooms created in aMUC domain can be
configured using the Room Defaults... button. The button is enabled when aMUC domain
is selected on the tree. On clicking the button a configuration form will be displayed to
allow setting the default parameters.

An existing chat room can be destroyed using the Destroy Room... button. Only authorised
users are able to destroy rooms.
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Affiliations Administration using M-Link Console

M-Link Console allows you to view and edit MUC room affiliations. Affiliations control
user privilegesinaMUC room, and apply whenever auser attemptsto visit theroom. More
information about Affiliations can be found in Section 9.3.2, “Affiliations’. The following
affiliations are defined:

1. Owner

2. Admin

3. Member

4. Outcast

5. None (the absence of an affiliation)

M-Link Console can be used to specify affiliations on aroom on on a domain wide level.

Domain wide affiliations will take priority over room specific affiliations. So if user has
an dffiliation set on both the room and the domain, the one on the domain will apply.

To edit the affiliations on aroom select it then click on the Room Affiliations... button.
Thiswill bring up the affiliation editor for that room.

Figure 9.7. MUC Room Affiliations

[®] Edit Affiliations for kitchen@muc.alexwindowTvm.com @
Room Affiliations | MUC Domain Affiliations
These affiliations apply to the room "kitchen@rmuc.aleswindowlvm.com”. The "Domain
Affiliations” tab shows domain-wide affiliations, which will take precedence over room-specific
affiliations.
Jabber ID Affiliation Add...
A alex.clayton@alexwindowlvm.com Owner
Display
Chwner
[¥] Admin
Member
Qutcast
4 Tl r

Click the Add... button to add a user to a specific affiliation; click Change... button to
modify the affiliation of selected user; and Delete... button to remove any affiliations for
the selected user.

You can also view (but not edit) the domain level affiliations for the room's domain using
the MUC Domain Affiliations tab

To edit the affiliations on a domain select either the domain or aroom on the domain then
press the MUC Domain Affiliations.... Thiswill bring up the MUC Domain Affiliation
editor which can be used similarly to the Room Affiliation Editor.
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Figure 9.8. MUC Domain Affiliations

[®] Edit domain level Affiliations for muc.alexwindowlvm.com | G |
These affiliations apply to the MUC domain "muc.alexwindow?vm.com”, These affiliations affect all
reoms in the MUC doemain, and take precedence over any reom-specific affiliations.

JabberID Affiliation

ﬂ admin@aleawindowivmc.com LAdmin

|

a spammer@alexwindowfvm.com Outcast
Display
Chwiner
[¥] Admin
Member
Cutcast

4 m 3

9.5.2 Room Statistics and Room Occupants

The Room statistics... button will be enabled when any MUC domain is selected, and
when clicked it will display a dialog with information that may be useful for room
administration:

Figure 9.9. MUC Room Statistics

-

MUC Rooms in muc.alexwindowlvm.com | T |
Room Occupants Time Since Last Activity Refresh
engineering@muc.alexwindowfvm.com 0 2 minutes, 1 second Destroy
hangout@muc.alexwindowlvm.com 2 1 minute, 6 seconds :
planning@muc.alexwindowlvm.com 3 22 hours, 51 minutes, 50 seconds
< 1 +

Viewing room statistics may help to identify MUC rooms which are moribund; by sorting
the list of rooms with the Time Since Last Activity, you can quickly identify rooms that
have been inactivefor long periods of time, and - if appropriate - destroy those roomsusing
Destroy....

The Room occupants... button will be enabled when any MUC is selected, and when
clicked it will display a diaog showing the current list of room occupants:
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Figure 9.10. MUC Room Occupants

[®]  current occupants of chitchat@mymucdomain |~ = | 5 ||nf5m

Fred Smith

Jim Johnson
Hansy Roentgen
Josh Singer
Fiona Gray

Anna Winterborn

9.6 Federated MUC (FMUC)

Figure 9.11. Standard MUC Architecture

MUC Room

Slaw Link

Client
(sender}

Although XMPP provides a service federated over multiple servers, standard MUC rooms
operate on asingle server. This centralized MUC model works well in many situations,
but isnot ideal in all environments. In particular:

* Where there is aconstrained link between a pair of servers, operating a MUC room on
one server with clients on both servers|eadsto inefficient operation, asillustrated in the
diagram above. It a so prevents operation of remote clientswhen thelink is not working.

¢ Inacross-domain environment, it is undesirable to have clients directly accessing a
MUC room in the remote domain
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Figure 9.12. Federated MUC Architecture

Federated MUC Room

MUC Room

MUC Room

Slow Link

Client
[sender)

Federated MUC (FMUC), specified in XEP-0289: Federated MUC for Constrained
Environments (https://xmpp.org/extensions/xep-0289.html), addresses theseissues. FMUC
enables MUC rooms on multiple serversto federate and provide asingle MUC room. This
provides optimized performance for constrained links, as shown in the diagram above.
More information on FMUC is provided in the | sode whitepaper "Federated Multi-User
Chat: Efficient and Resilient Operation over Slow and Unreliable Networks', available at
https://www.isode.com/whitepapers/federated-muc.html.

FMUC is enabled server-wide (see Section 9.6, “ Federated MUC (FMUC)"); individual
MUC rooms can be configured to participate in afederated FMUC room, simply by
including the names of the federated rooms to which messages are sent. FMUC is simply
configured using a set of standard MUC rooms that will work together.

FMUC configuration is per-room, but first requires FMUC to be enabled for the server.

9.6.1 Enabling FMUC for the server

To alow MUC roomsto be federated first enable the FMUC functions of the server. Using
M-Link Console select the Gener al editor and go the the M UC tab; then select the Enable
FMUC option from the FMUC/IRC Configuration combo. Once selected the FMUC
Rejoin Frequency will be configurable in the provided text box.
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Figure 9.13. Enabling FMUC for the server

£25/525 | BOSH | Cluster MUC Miscellaneous

FMUC/IRC Configuration | Enable FMUC b

Federated MUC functicnality is enabled on this server and can be configured
for individual MUC rooms using the MUC editor

FMUC Rejoin Frequency | 30

Apply | | Cancel

Selecting Apply will cause the server to be updated, a restart may be required for the
settings to be applied.

9.6.2 Configuring federation of a MUC room

Once FMUC is enabled on the server then M-Link Console will alow the managment for
FMUC configuration of a MUC room through the Multi-User Chat editor. To enable
federation for aMUC room, open the room configuration dialog for the room as described
in Section 9.3, “Creating and configuring rooms”, then select the FMUC tab, thiswill
display the FMUC configuration form for the MUC room.

Figure 9.14. Configuring FMUC for a room

CUI’]ﬁgLIrERUUm "frnuc@muc.alexwindowlvm.com” o || = | 2=
General | FMUC
History requested from FMUC 10
[] Add remote FMUC domain name to nicks
[] Allew FMUC from arbitrary sources
Federated MUC nodes
JabberID Domain
Edit...
Remove
4 111 3
OK ] [ Cancel

Two key fields of thisform are:
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» "Allow FMUC from arbitrary sources' will, if enabled, accept requests to start
federating from any other MUC, irrespective of whether it isin the configured node list
or not.

* "Federated MUC nodes" isalist of the MUCsthat thisMUC is configured to federate
with - note that whileit is possible to federate with many nodes, there must be no 'loops
in the config (that is: it must be an acyclic graph). So to have the rooms
demo@conference.example.com and sample@rooms.server.local federate you would
add sample@rooms.server.local to the Federated MUC nodes list of
demo@conference.example.com, and add demo@conference.example.com to the
Federated MUC nodes list of sample@rooms.server.local.

Once the required configuration is set, select OK to save the settings.

Things to note

» When afederated MUC becomes unavailable it may take some time before the link is
considered ‘dead’ and remote occupantsin the MUC are marked as having |eft the room.
It ispossible for occupants of different nodes of an FMUC room to see messages arrive
inadightly different order when either messages are sent at the sametime or the network
link between serversis slow.

* You can only federate between local and remote MUC rooms, you cannot federate
between two MUC rooms hosted on the same M-Link instance.

¢ If FMUC isenabled for the server, anyone ableto create aMUC room can then configure
it to federate with aremote host - this provides a mechanism for potential abuseif your
users are not trusted.

9.7

IRC Gatewaying

Internet Relay Chat (IRC) isawidely deployed real time text chat service. Although IRC
can used for 1:1 user chat, it is primarily used for group chat, using "channels'. M-Link
provides a capability to interconnect XMPP with IRC, asillustrated bel ow.

Figure 9.15. M-Link IRC Gateway

IRC C25

IRC
Server

TheM-Link IRC gateway works by associating an |RC channel with an XMPPMUC room.
This gives a number of advantages:

¢ XMPP usersjoining anormal MUC room, where the room happens to have IRC
participantsin it, do not need to be aware of IRC in any way

¢ IRC users operate in anormal channel and receive messages from XM PP users who
appear to them as IRC channel members
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* Straightforward migration from IRC to XM PP can be achieved, with the IRC Gateway
being removed once there are no longer any IRC users.

Further details on the architecture, and comparison to other approaches, is available in the
I sode whitepaper "Interconnecting XM PP and IRC", available at https://isode.com/
whitepapers/interconnecti ng-xmpp-and-irc.html

Once|RC Gateway functionality has been enabled for an M-Link service (see Figure 9.16,
“Enabling IRC Gatewaying for the server”), individual MUC rooms can be configured to
IRC channels as required (see Figure 9.17, “ Configuring IRC Gatewaying for aMUC
room”).

IRC gatewaying is per-room, but first requires the gateway to be enabled for the server.

Enabling IRC Gatewaying for the server

To enablethe IRC Gateway functions of the server using M-Link Consol e select the Gener al
editor and go the the M UC tab; then select the Enable IRC option from the FMUC/IRC
Configuration combo.

Figure 9.16. Enabling IRC Gatewaying for the server

£25/525 | BOSH | Cluster | MUC | Miscellaneous

FMUC/IRC Configuration | Enable IRC "

IRC gateway functionality is enabled on this server and can be configured for
individual MUC recms using the MUC editor

FMUC Rejoin Frequency 30

Apply | | Cancel

Selecting Apply will cause the server to be updated, a restart may be required for the
settings to be applied.

Configuring gatewaying of a MUC room to an IRC
channel

Once IRC Gatewaying is enabled on the server the management of the gatewaying for a
given MUC room can be configured in M-Link Console viathe Multi-User Chat editor.
To enable or configure gatewaying of aMUC room, bring up the configuration dialog for
theroom asdescribed in Section 9.3, “ Creating and configuring rooms” and select the | RC
tab. In the displayed form set the IRC Host, IRC Port, IRC TLS, IRC Channel and IRC
Channel Passwor d to the appropriate values for the IRC server and channel you want the
MUC to gateway onto.
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Figure 9.17. Configuring IRC Gatewaying for a MUC room

General [RC

IRC Host | |

IRC Port | 6667 |
O] IRCTLS
IRC Channel | |

IRC Channel Password | |

Nick Regex | *[2-zA-Z\\W_\\(\MI[2-2A-Z0-9\ AW A, 108 |

[ IRC suitable regex for nicknames upto | 11 < characters (use 0 for unlimited length)

IRC places additional restrictions on namesin a channel beyond those that XM PP places
on namesin aMUC and as such it is useful to set alimit for the nicknames of usersin the
MUC to thosethat are supported by IRC. This can be done by setting an appropriate regular
expression for the room’s Nick Regex. M-Link Console can generate aregex that matches
the typical requirements for IRC nicknames, or you can enter a regex manually. For an
IRC server which is configured to accept nicknames consisting of one letter/special character
followed by up to eight letter/digit/special characters (in accordance with RFC 2812), then
an appropriate regexp would be N a-zA-Z\[\|\W_\VW{\[\}][a-zA-Z0-9\-\[\]\W_WW{\\}{1,8}$

9.7.3 Things to note

» Only the MUC messages and occupancy are gatewayed - direct interactions between
occupants such as private messages and file transfers are not supported.

* FMUC and IRC gatewaying can not be enabled for the same MUC room.

» All MUC configurations gatewaying a room onto an IRC channel should set the IRC
TL S option exactly the same way when these are for the same IRC server - e.g. you
should not have one room using TL S and another using non-TL Sif both rooms gateway
to the same IRC server.

 All MUC configurations gatewaying a room onto an |RC channel should refer to IRC
serversin aconsistent way. When referring to an IRC server, alwaysrefer to it in exactly
the same way in the configuration of different MUC rooms - e.g. you should not refer
toitas'irc' in oneroom, 'irc.isode.net' in another and '172.16.3.101" in another if these
aredll thesame server. Itislegal to have different MUCs gatewaying to different servers
- e.g. one room can gateway to ‘irc.isode.net' and another to '172.16.3.101' aslong as
these are not different addresses for the same IRC server.
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Chapter 10 Publish-Subscribe, PEP, and FDP

This chapter discusses configuration of M-Link Publish-Subscribe and related services.

10.1 Overview

Publish-Subscribe (PubSub) [ XEP-0060] provides a powerful publish-subscribe facility
viaXMPP. Isode M-Link aims to provide a complete PubSub implementation.

The Personal Eventing Protocol (PEP) [XEP-0163] provides apersona variant of PubSub
typically used for rich presence use cases.

Internally, M-Link Server uses PEP for various storage tasks, including private XML
storage [ XEP-0049] and offline messages [ XEP-0160].

Form Discovery and Publishing (FDP) [ XEP-0346] isimplemented using PubSub and
provides a mechanism to allow the XMPP Server to store alist of form templates that can
be enumerated and retrieved by an FDP-aware client.

10.2 Service configuration

User specific datais stored within the users personal directorieson thefilesystem, asgiven
by the user directory (see Section H.1.1, “Users Root Directory”).

Service datafor PubSub domain is stored in the directory tree defined by Section H.1.111,
“Publish-Subcribe Directory”.

10.3 Node configuration

Node configuration is as per the standard.

10.4 Using M-Link Console to manage
Publish-Subscribe services

M-Link Console can be used to administrate Publish-Subscribe (PubSub) services using
the Publish-Subscribe Administration editor. Note that to be ableto setup PubSub nodes,
you must have at least one PubSub domain configured (see Section 3.2, “Using M-Link
Console to manage domain configuration”).
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Applications using PubSub will typically create nodes using some application-specific
naming convention. A new PubSub node will initially have an owner affiliation matching
that of the creator's JID; additional affiliations may be added later. Apart from administrators,
only users who have appropriate affiliations may make changes to a given PubSub node
(see Figure 10.5, “Managing PubSub node affiliations”).

PubSub nodes hold application-specific datain the form of one or more items, each of
which isan XML fragment. The XMPP service itself does not impose any constraints on
the contents or format of these items (other than that they bevalid XML). So while M-Link
Consoleis able to view the contents of PubSub nodes, it will not be able to validate this
information, or to render it in any form other than raw XML.

In most cases, you will use M-Link Consoleto view the current PubSub setup: to see what
nodes exist and see who is subscribing to individual PubSub nodes. Whileit is possible to
use the editor to add, change or del ete PubSub nodes and their contents, this ought only to
be done if you have an understanding of the impact of such changes on any applications
which may be using the PubSub configuration in question.

The editor uses atree structure to display all the PubSub domains (blue icons) which the
user can administrate. For a Server Administrator thiswill be al the PubSub domains on
the server, for aDomain Administrator it will be the PubSub domains they are an
administrator of. Individual PubSub nodes inside the domains are displayed with green
icons:

Figure 10.1. PubSub view for Service Administrators

List of publish subscribe domains and associated publish subscribe nodes

@ pubsub3.alexwindowlvm.com Add Node
4 (@) pubsub2.alexwindowTvm.com EEE——
} node3@pubsub2.alewindowlvm.com Configure Node..
] @ pubsub.alexwindow?vm.com W
3) 1122331212@pubsub.aleavindowTvm.com -
} node2 View ltems..
) testnode P —
Upload em..
Manage Affiliations..
View Subscribers..
Refresh | @
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Figure 10.2. PubSub view for Domain Administrators

List of publish subscribe domains and associated publish subscribe nodes

4 @ pubsubZ.alewindowlvm.com
E node3@pubsubl.alexwindowlvm.com

Refresh | @

If no PubSub domains are present on the server then the Server administrator will instead
see adifferent view, that informs them of the fact and directs them to the domain editor
(Chapter 3, Domains).

Figure 10.3. PubSub view for when no domains are configured

No Publish-5ubscribe domains detected on server. Please create them wsing the domain editor

Refresh | &

Selecting a PubSub node enables various options:

» Using Configure Node.. allows you to view or maodify the current configuration of a
PubSub node - for exampl e, to change the maximum number of items stored on the node.

» Delete Node.. will delete the selected node, as well as any items that were stored on the
node.

» View Items.. alows you to display the contents of the selected PubSub node. Items on
aPubSub node areidentified by an Item D, and havean XML payload. If multipleitems
are stored on the node, there is no guarantee asto what order the itemswill be displayed
(the collection of itemsisaset rather than asequence), but M-Link Consolewill indicate
which item was the most recently published one using italics.
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Figure 10.4.Viewing items on a PubSub node

[®] Viewing items on node testnode EaERIE
ltems on node ftemID 5837426e-b261-49¢0-b617-4e6b337ccabd

Sl e b 76 300 <data xmlns="http://jabber.org/protocal/pubsub”> -
0512798d-075c-42ed-aba| | 4ot

7d975b0b-a067-4a31-80)  xmlns="http://jabber.org/protocol/pubsub”> hello< /text=>
<rarking xmlns="http://jabber.org/protocol/pubsub"/=
</data>

3 iterns on node (italics indicate the most recently published item)

M-Link Console allows you to replace the contents of any existing item by selecting it
and then using the Update button.

» Upload Item.. alowsyou to upload anew item to the sel ected node. This operation may
result in an existing item being removed (if the number of items on the node is already
at the maximum number for that node). M-Link Console will prompt you for the name
of afile whose contents are to be uploaded, and will check that the file contents are
XML, but beyond that it performs no validation on the data.

» ManageAffiliations.. allowsyou to view and configurethelist of userswho are allowed
to make changes to the selected node. Initially, a newly created node will have asingle
owner affiliation corresponding to the JID of its creator.

Figure 10.5. Managing PubSub node affiliations

[®] Edit Affiliations for node testnode =] @
1D Affiliation [ Add Affiliation... ]
jehn.smith@funkywind isodenet Owner Edit Affiliation...
publisher@funkywin?.isode.net Publisher
somecne else@funkywind.isode.net Mermber Remove Affiliation...

oK I [ Cancel

» View Subscribers.. will display alist showing all the current subscribers. This may be
auseful check to perform if you are considering deleting a PubSub node.
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Figure 10.6. Viewing subscribers to a PubSub node

[®] Viewing subscriptions to node testnode (=] @

Subscribers to the node "testnode” on the domain "pubsub.funkywind.iscde.net”

Subscriber JID Subscription Status
tom.jones@funkywin? isodenet/41759c68c8bTa05a  Subscribed

10.5 Using M-Link Console to manage Form
Discovery and Publishing

Form Discovery and Publishing (FDP) is supported by M-Link Server and can be configured
by M-Link Console. FDP isimplemented using PubSub.

FDP provides amechanism to allow the XM PP Server to store alist of form templates that
can be enumerated and retrieved by an FDP-aware client. Such a client may allow a user
to choose from thelist of form templates, and then present achosen template in away that
lets the user "fill in" the form. Once a user hasfilled in aform, it is submitted back to the
XMPP Server, which will notify any interested entities that a new copy of that form has
been submitted, allowing them to request a copy of thefilled in form.

A commonly used example is the case of aMEDEVAC (Medical Evacuation), following
acasualty in thefield. When such an event occurs, many people need to take actions (from
lawyers to helicopter pilots) and many more may need to be informed. With FDP, an
arbitrary number of entities can register an interest, so that whenever someone submits a
completed MEDEVAC form, all of those interested partied will immediately be notified.

M-Link Console provides the Form Discovery and Publishing editor that allows an
administrator to manage FDP configuration. The editor can be found under the Service
Administration heading. It will be availablefor all Service Administrators and any Domain
administrators who are administrators of one or more FDP Domains.
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Figure 10.7. Selecting the Form Discovery and Publishing editor

4 () Service Information
C# Connection
1 Security Checklist
| Statistics
4 @, Service Administration
B Users
@ Multi-User Chat
(@) Publish-Subscribe
@ Form Discovery and Publishing
4 E Service Configuration
Wy TLS
3 Security Label
EL Archiving
gq Peers and Links
% Groups
'. Domains
0 Components
E General
[# Server Logging
. | Advanced (Service Wide)

Since FDPisimplemented using PubSub, any FDP configuration will be visiblein M-Link
Consolée's PubSub editor (see Section 10.5.7, “Viewing FDP configuration in the PubSub
editor”). However, since the PubSub editor has no special knowledge of FDP and cannot
validate FDP-specific configuration changes, it is recommended that you do not use the
PubSub editor to make changes to FDP configuration.

When selected the editor gives atree view listing all the FDP domains the user can
administrate with the domains FDP topics underneath. For a Server administrator thiswill
be al FDP domains on the service, for aDomain Administrator it will bethe FDP domains
they can administrate.

Figure 10.8. Form Discovery and Publishing edior for Server administrator

List of Form Discovery and Publishing Domains Create FDP Domain...
Pl @ noticeboard aleswindowlvm.com e
K CASREP opic.
4@ fdp Edit FDP Topic...
5 CASREP
I MEDEVAC 9-Line Stylesheet...
4 @ fdp2.alexwindow7vm.com -
I Accident report form, cete Opic-
I casrep Configure Publishers...
I MEDEVAC 9-Line
Test Form Template...
View Form Template...
View Submitted Forms...
Atternpt Repair...
o
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Figure 10.9. Form Discovery and Publishing edior for Domain administrator

List of Form Discovery and Publishing Domains Create FDP Domain...
fd
4 @ .p Add FDP Topic...
s CASREP
B MEDEVAC 9-Line Edit FDP Topic...
Stylesheet...

Delete FDP Topic...

Configure Publishers...

Test Form Template...
View Form Template...

View Submitted Forms...

Attemnpt Repair...

(n] @

If no FDP domains are configured on the service, then the Server Administrator will seea
message informing them of this fact which will include alink to open the Create FDP
Domain dialog (see Section 10.5.1, “Creating an FDP domain”).

Figure 10.10. Form Discovery and Publishing edior when no FDP domains
configured

Mo FDP domain detected on this XMPP Service, Click here to create an FDP demain.

(] @

The functionality provided by M-Link Console for managing FDP includes:

* Creating an FDP domain (see Section 10.5.1, “Creating an FDP domain”)

» Adding and removing FDP topics (see Section 10.5.2, “Adding and removing FDP
topics’)

* Editing existing FDP topics (see Section 10.5.3, “Editing existing FDP topics’)

 Testing an FDP template (see Section 10.5.4, “Testing an FDP template”)

 Viewing existing form templates and viewing submitted forms (see Section 10.5.5,
“Viewing existing FDP topics’)
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 Itisaso possibleto view "raw" FDP configuration from within the PubSub editor (see
Section 10.5.7, “Viewing FDP configuration in the PubSub editor”).

Creating an FDP domain

FDP form templates and submitted forms are held inside an "FDP domain" and so you
must create an FDP domain before you can load form templates.

As specified in [ XEP-0346], an "FDP domain” is a normal PubSub domain which has a
type of ur n: xmpp: f dp: 0. You could create an FDP domain by by creating an PubSub
domain and then setting itstype viathe the Domains editor (see Section 3.2, “Using M-Link
Console to manage domain configuration”).

However, M-Link Consol€e's FDP editor provides the ability to create FDP domains
automatically, without the need to set the type. This can be accessed by selecting the Create
FDP Domain... button or selecting the link in the no FDP domains configured view
described above. Thiswill open the Create FDP Domain dialog.

Figure 10.11. Creating a new FDP domain

[®] Create a new Form Discovery and Publishing Domain = @

Please specify a name for the new FDP domain. This should be a valid domain name.

Domain Name  fdpdomain.funkywin]|

The new domain will have funkywind.isode.net as its parent

0] 4 ] | Cancel

The domain name you choose can be any valid domain name, but typically will be one that
is meaningful for users of FDP on this XMPP service. Once the domain has been created,
it will appear in the tree view (it will also be shown by the Domain and PubSub editors),
and you can add new FDP form templates.

Adding and removing FDP topics

An FDP domain contains zero or more FDP topics, where each topic contains two pubsub
nodes: atemplate node that contains the form template, and a submitted node that will
contain a number of filled in forms submitted by FDP-aware applications. The template
and submitted node pair for any given form are called an FDP topic by M-Link Console.
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Figure 10.12. The add FDP topic wizard

Al opIC (=]
[®] Add FDP Topi = |[ =

Create or load FDP template

Select an existing FDP template, or create a new FDP template

You can create a new form or load an existing XEP-0004 form definition, in which case the wizard will let you test and
make changes to the form before creating the FDP topic.

Far forms which contain elements that the editor cannot recognise, you can upload a form directly from a file without
using the editor,

Create a new form @) Edit an existing form Upload a form without editing

File: Select..

Use the "Select...” button to browse for a file, or type the name of a file and press Enter

< Bac Jext = Finish Cancel

The Add FDP Topic... wizard is used to create a new topic. This allows you to upload or
create an FDP template, before configuring the topic and uploading it.

Using the FDP template editor

After opening the wizard, a selection pageis displayed. Here you have the option to upload
and edit an existing FDP template, create a new FDP template, or upload an existing FDP
template without editing it

When loading an existing template, the specified XML filemust beavalid XML document,
meeting the requirements for a XEP-0004 data form. If the provided template isinvalid,
M-Link Console will present an error dialog, indicating the cause of the error if possible.
In this case you will be unable to proceed with the selected template and it should be fixed
manually beforetrying to load the file again. If the FDP templateisvalid, M-Link Console
will display a preview of the selected file and allow you to proceed. If you did not select
Upload a form without editing then the selected file will be loaded in the editor.
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Figure 10.13. The FDP template editor showing a MEDEVAC 9-Line FDP
template

[®] Add FDP Topic o | )

Template Editor
Use 'Complete’ to indicate that no further editing is required

Title: MEDEVAC 9-Line

Instructions: Radio Operator - Fill in all blanks on this form for MEDEVAC from Battalion. If a line is missed ask for c

text-single (required)
Line 1: Location of Pick-up-Site:

©)

m

text-single (required)
Line 2: Radio Frequency/Call 5ign

©)

text-single (required)

@)

Line 3: Number of PTs by precedence:

list-rulti (required)

©)

Line 4: Special Equipment:

— label value

lLJ [[] A-Mone A

- [ B-Hoist B
[[] C-Extraction Equipement C
[] D-Ventilator D

I Testtemplate.. | Savetemplate.. xmu XML editor.. 3 Cleartemplate.. [ | Complete
< Back MNext » Finish Cancel

The editor will display avisual representation of the form as it might be presented by an
FDPclient. Using the Add field... button displayed at the bottom of the editor content area,
you can append fieldsto the currently displayed template. Fields must be of aspecific type,
and any fields of an unknown type will berendered as atext-singlefield, as per XEP-0004.
Inserting fields is possible by selecting the configuration icon, displayed to the right of
each field and navigating to the add field menu. By specifying afield type from this menu,
for example 'text-single’, anew form field of the specified type will be inserted after the
selected field.
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Figure 10.14. FDP template editor field options

Fw]]
et ]

View Form | emnplate...
‘ l P J

[ - ——— .
insert field 2 boolean J
rermove field... fixed ]
MoveE up hidden
move down jid-rulti
set description... jid-single
v set required list-rnulti
set var... list-single
tesxt-multi
text-single
text-private

Aswell asinserting fields, the configuration menu contains options to remove and modify
fields. By selecting removefield..., adialog will be presented asking you if you want to
removethe currently selected field. You can al so change the position of thefield by moving
it up or down, using the move up and move down options.

Selecting the Clear template... button will present adialog asking if you want to clear the
current template. Selecting OK will clear the currently displayed field, removing all existing
fields, selecting Cancel will cancel the operation without modifying the template.

Figure 10.15. Editing a var attribute for a form field

(@] Set Field Var: Line 2: Radio Frequency/Call Sign |22 |

The var attribute is an identifier that uniquely identifies the field in the context of
the form.

Enter a unique var for this field: fieldl

QK ] I Cancel

Selecting the set var... option opens adialog to edit the 'var' attribute for the current field.
The var attribute is an identifier for the field which must be unique, invalid var attributes
will not be permitted. Selecting set description... opensadialog to edit the description for
the current field. Thisis often displayed as atooltip by the FDP client. Selecting the set
required... option will present a dialog to specify whether the selected field is mandatory
or optional, the required statusis indicated in the title above each field.
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Figure 10.16. The XML editor dialog for an FDP template

[®] Add FDP Topic = |[@ ][

Td [®] XL Editor (=]
1| View and modify the XML for the current template

e xrmins="jabberxdata” type="form"> B
<title> MEDEVAC 9-Line</title>
<instructions>Radio Operator - Fill in all blanks on this form for MEDEVAC from Battalion, If a line is
T \missed ask for clarification from reporting unit.</instructions>
<field label="Line 1: Location of Pick-up-Site:" type="text-single" var="linel">
<required/>
<desc>Cannot be blank</desc>
<value/>
= /field>
«field label="Line 2: Radio Frequency/Call Sign" type="text-single" var="line2">
<required/>
<desc> Cannot be blank</desc>
<value/>
</field>
«<field label="Line 3: Number of PTs by precedence:” type="text-single" var="line3">»
<required/>
<desc> Cannot be blank</desc>
<value/>
< /field>
<field label="Line 4: Special Equipment:" type="list-multi" var="lined"»
<required/>
<desc>Choose at least one</desc>
<option label="A-None">
<value> A= fvalue>
</option>
<option label="B-Hoist">
<value>B< /value»
</option>
<option label="C-Extraction Equipement”>
<value> C< fvalue>
</option>
<option label="D-Ventilator"> -

m

Valid data form

Apply Cancel
— =

The XML editor... button opens an editor, allowing you to view and modify the XML for
the current form. The editor will attempt to validate any XML you provide. If the XML
provided isinvalid, awarning or error message will be presented and you will be unable
to apply any changes. It isonly possible to click Apply when all the XML isvalid. When
you have finished making changes to the XML, select Apply and the changes will be
applied to the currently displayed form.

Configuring the Topic

Once you have finished making changes to the template, check the Complete box and
select the Next button to proceed to the next page.

On the next page, you can specify a name for the new FDP topic, and configure the
maximum number of submitted forms the XM PP server should retain. It is possible to
adjust this maximum value once the topic has been created (see Section 10.5.7, “Viewing
FDP configuration in the PubSub editor”). It is also possible to edit the template for an
existing node once the topic has been created (see Section 10.5.3, “Editing existing FDP
topics’).
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(@] Add FDP Topic

Figure 10.17. FDP Topic Details

FDP Topic Details

Specify topic name and the maximum number of submitted
forms

The topic name may be any string, but it must be unique for this FOP
demain, and will typically be a value that users will recognise and
understand, for exarnple, "AccidentReport”,

=[5 =]

Topic Name [F0E5]

The server limits the number of submitted forms which are stored: when
this limit is reached, then the server will delete the oldest existing form to
rmake room for any newly submitted form.

Maximum number of submitted forms to keep: 100

0 This page is complete

[ <Back | Net> Finish

Set the XSLT Stylesheet

The next page lets you set an XSLT stylesheet for the topic. This may be used by some
clients (such as the NATO JChat client) to transform submitted FDP formsinto another
format. Thisis an optiona field and not required, initially it is unset, and the pageis
displayed as shown below.

143
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Figure 10.18. Set XSLT Stylesheet - No sheet selected

-

[®] Add FDP Topic o |[=][=]

Set XSLT Stylesheet
Set an optional X5LT stylesheet for the topic

An Optional X5LT stylesheet can be set for the topic. This will be used by some clients to transform submitted forms
inte a more readable format in some contexts.

XSLT File: Ten

-

| <Back | Nea> | Goen

To set an XSLT stylesheet select the Select button to bring up the Select XSLT Filedialog.

Figure 10.19. Select XSLT File dialog

-

Select File to open =]
. *| |/ « dynamic_chat_forms » forms_templates » - |+ Search forms_templates 0 |
= y P +
Organize v Mew folder =~ [ '@'
| Users i MName ’ Date modified Type
, Windows - .
. ) | J ExampleForm 09/11/2017 14:44 File fole
!Tﬁ CD Drive (%) VirtualBox Guest Addi U .
. | casrep.xsl 09/11/2017 14:44 XSL Styl
€l Network . TR o
N s medevac_9_line.xsl 09/11/2017 14:44 XSL Styl
1M ALEXWINDOWTVM . .
_ | medevac_9-line_ext.sl 13/11/2017 10:11 XSL Styl
1M VBOXSVR . J— .
) 4| mistasl 09/11/2017 14:44 X5L Styl
4 WWBOXSVR\Window7VMShared R .
e A2 mrtxsl 09/11/2017 14:44 XSL Styl
J bui
52 rapid_request.xsl 09/11/2017 14:44 XSL Styl
J JCHAT Client 212 CD'1 P .
. i (| spot_reportasl 09/11/2017 14:44 XSL Styl
. docurmnentation K X .
. ‘E‘ | uxo_jed_9_linexsl 09/11/2017 14:44 XSL Styl
J dynamic_chat_forms | B i . U "
- 52 uxo_ied_9_line_shortaxsl 09/11/2017 14:44 XSL Styl
. documentation
. forms_templates
© plugins - 4 m | +
File name: medevac_9-line_extxsl - ’*-X5| ']
’ Open ] ’ Cancel ]

Browse the the location of the required XSLT file in the file browser and select it. The
selected stylesheet will then be displayed in the editor.
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Figure 10.20. Set XSLT Stylesheet - Showing selected stylesheet
[®] Add FDP Topic o |[= =]

Set XSLT Stylesheet
Set an optional X5LT stylesheet for the topic

An Optional X5LT stylesheet can be set for the topic. This will be used by some clients to transform submitted forms
inte a more readable format in some contexts.

XSLT File: \WWBOXSVRE\WindowTVMShared\JCHAT Client 2.1.2 CD 1\dynamic_chat_forms\forrr | Select., | | Clear

<Txml version="1.0" encoding="150-8859-1"7> »
<xshstylesheet version="2.0" xmlns:xsl="http://www.w3.0rg/1999/X5L/ Transform" xmins:x="jabberx:data" >
<xslkoutput method="text"/>
<xslternplate match="/">
<ysltext> 8#10;===== My MEDEVAC 9-Line =====</xshtext>

This is Line 1: <xshvalue-of select="wx/xfield]@var="linel ' xvalue"/>

"y

This is Line 2: <xshvalue-of select="wx/wfield] @var="line2 '/ wvalue"/=

"y

This is Line 3: <xshvalue-of select="wx/field[@var="line3']/wvalue"/=
This is Line 4: <xskvalue-of select="xx/xfield[@var="lined']evalue"/>
This is Line 5: <xslvalue-of select="x/x:field[@var="line5']/x:value"/>
This is Line 6: <xslvalue-of select="x/xfield[@var="lined']/x:value"/>
This is Line 7: <xslvalue-of select="x/xfield[@var="linel"']/xvalue"/>

"y

This is Line 8: <xshvalue-of select="wx/field] @var="lined'|/wvalue"/=
This is Line 9: <xshvalue-of select="wx/field[@var="lined']|/wvalue"/=
<xshtext> 8#10; < /xshtext>
< fusktemplate>

< fxskstylesheet>

[ <Back || Net> [ Finish [ cancel

If needed you can change the selected XS T stylesheet by selecting the Select... button
again, or clear the selection by selecting the Clear button. Once satisfied select the Next
button to select the next page.

Specify completed form publishers

The next page lets you configure who is alowed to publish completed forms. This can
either be awhitelist of specified usersor it can be set to allow anyone to publish them. By
default it will be set to specified userswith only the topic creator allowed to publish. These
options can be configured now or at any subsequent time, using the Configure Publishers...
button, or by using the Edit FDP Topic... wizard.
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Figure 10.21. Specifying who can publish completed FDP forms

[®] Add FDP Topic =R ECR—=

Set publisher list

Specify who is allowed to publish completed forms

Who can publish
() Anyone
(@ Specified Users

Any user whose JID (e.g. "alice@wonderland.lit") appears in the list will be allowed to publish completed forms,

For any domain (e.g. "wonderland.lit"} that appears in the list, all users from that domain will be allowed to publish
completed forms.

JID/Demain

Add | | Remove

alex.clayton@alexwindowlvm.com

@ This page is complete

| <Back | Nea> | Goen

On completion of the wizard, M-Link Console will create the necessary PubSub nodes to

contain both the FDP form template and any submitted forms, and then show the new topic
in the editor, beneath the FDP domain:

Figure 10.22. FDP editor showing a single FDP Topic

List of Form Discovery and Publishing Domains

Create FOP Domain...
4 @ fdp

K CASREP

Add FDP Topic...
Edit FDP Topic...
Stylesheet...
Delete FOP Topic...

Configure Publishers...

Test Form Template...
View Form Template...

iew Submitted Forms...

Attempt Repair...

eren] 0
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When any FDP topic is selected, you can delete the topic using the Delete FDP Topic...
button. Note that if you delete an FDP topic, then both form template and all stored
submitted forms for that topic will be deleted.

Editing existing FDP topics

M-Link Console also provides awizard to edit existing FDP topics. To edit an existing
topic, select the topic from the FDP menu and select the Edit FDP Topic... button. This
will open an editor and load the template for the selected topic. From this editor, you are
able to modify the selected topic. By selecting the XML editor... button, you will be able
to view and edit the XML for the selected template. When you have finished editing the
template, check the Complete check-box. At any stage, you can either press the Finish
button to skip subsequent configuration and apply the changes, or the Next button to
continue making changes to the selected topic.

Selecting Next opens a page for configuring the maximum number of forms retained by
the server. Pressing Next again opens a page where you can edit the publishers configured
to submit forms for the selected node.

Thefinal page of the wizard contains a summary page. This page will display awarning
message if the template has been modified, or if the server submitted-form-limit has been
reduced. If the template has been changed, the original FDP submit node becomesinvalid.
This means that any previously submitted forms may not render correctly with the new
templateif you apply the changes. If the submitted-form-limit has been reduced, the server
will remove the oldest existing submitted form until the number of items has been reduced
tothe new limit. Clicking Finish will apply any changesto the FDPTopic. Clicking Cancel
will return you to the FDP menu cancelling any changes.
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10.5.4 Testing an FDP template
Figure 10.23. Testing FDP templates

[®] Test FOP template @

This page allows you to test the form by filling it in. Once the form is complete (when all mandatory fields
have been filled in), the "Test" button can be used to show what the submitted form would look like

MEDEVAC 9-Line

Radic Operator - Fill in all blanks on this ferm for MEDEVAC from Battalion. If a line is missed ask for
clarification from reporting unit.

Line1: Location of Pick-up-Site: Hampton
Line 2: Radio Frequency/Call Sign Bravo
Line 3: Number of PTs by precedence: 4

m

Line 4: Special Equipment:
A-None
i [V] B-Hoist
V| C-Extraction Equipement
D-Ventilator

Line 5: PTs by Type:

Line 6: Security at Site (Tactical):

MN-No enemy troops

P-Possible Enemy

M-Link Console provides adialog to test an FDP topic's template, and view a sample
submitted form. To do this, select the Test Form Template... option from the FDP menu.
Thiswill open adialog containing the selected topic's template. Here you canfill in the
fields for the template and view the resulting submitted form by selecting the Test button.
Selecting the Reset button clears any user input.

10.5.5 Viewing existing FDP topics

After selecting an FDP topic, you are able to view the topic's form template (as shown in
...) and also to view the contents of any forms which have been submitted. The maximum
number of submitted forms stored for any topicislimited, and is configured when the topic
is created (see Figure 10.17, “FDP Topic Details”). To view the forms which have been
submitted for a given topic, use the View Items... button.

M-Link Console displays awindow containing the list of 1Ds corresponding to the forms
that have been submitted (on the left), which you can use to view any of the submitted
forms (the list isnot held in any particular order, although the most recently submitted
form will have an ID shown in italics). The selected submitted form is shown in the right
hand side of the window:
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Figure 10.24.Viewing submitted FDP forms

(® Viewing submited CASREP forms o (&3]

24965c47-0ccT-4ff0-8c0e| Item ID  24965c47-0cc7-4ff0-8c0e-4b415214478e
Zab7dea5-c2dd-4ch5-8d,

Line 1: Mame,Grade, 55N, Unit:  Bob A XY
Line 2: Time of Incident 13:47

Line 3: Location of Incident: Hill

m

Line 4: Type of Wound (Select all that apply):
[[] A-Gunshot

[T] B-Shrapnel

C-Concussion Equipement

[] D-Burn

[] E-Other

Line 5: Part of Body Affected (Select all that apply): -
[] 1-Head
2-Face
[[] 3-Chest

[[] 4-Abdomen
Submitted forms —_ - - -

m

4 LI k

2 forms submitted for form CASREP. Most recent form in italics.

Because M-Link Console's FDP editor has knowledge of the structure of datain thetemplate
and submitted nodes, it is able to use this to render the submitted form in a helpful way. It
ispossibleto view submitted form information from the PubSub editor (see Section 10.5.7,
“Viewing FDP configuration in the PubSub editor”) although in this case any datawill be
rendered in its raw, unformatted form.

10.5.6 Viewing and editing the XSLT Stylesheet for an FDP
Topic

Each FDP Topic can have an XSLT stylesheet associated with it. Thisis an optiona value
that clients may use to transform submitted FDP forms into another format.

The XSLT stylesheet can be set during the creation of FDP Topic (see Section 10.5.2.3,
“Set the XSLT Stylesheet”). Alternatively it can be viewed (if set) and edited via the Edit
stylesheet dialog.

This dialog can be opened by selecting an FDP Topic and then pressing the Stylesheet...
button. For a Topic without a stylesheet, the dialog will be displayed with an empty
stylesheet as shown below. The Select... button can be used to launch afile browser to
select an XSL file to upload. To save changes select the OK button.
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Figure 10.25. Edit Stylesheet Dialog for Topic with no stylesheet
[®] Edit stylesheet for'CASREP' = (&=

The topic 'CASREP' does not currently have an XSLT stylesheet set for it. This can be used by some clients to

transform submitted forms into a more readable format in some contexts. If you wish you can set one below
for upload.

XSLT File: i

a

For aTopic which aready hasan XSLT Stylesheet selected the dialog will show the contents
of that stylesheet. Here the Select... button can be used to open afile browser for selecting

anew stylesheet, or the Clear button can be used to remove the stylesheet. As before use
the OK button to save the changes.
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Figure 10.26. Edit Stylesheet Dialog for Topic with a stylesheet

-

[®] Edit stylesheet for 'MEDEVAC 9-Line' o =] =]

The topic 'MEDEWAC 9-Line' currently has a XSLT stylesheet set for it. This will be used by some clients to
transform submitted forms into a more readable format in some contexts. You can choose to modify or remove

it if you wish.
<Txml version="1.0" encoding="150-8859-1"7> -

<xslstylesheet version="2.0" xmlns:xsl="http://www.w3.o0rg/1999/X5L/ Transform” xmins:x="jabber::dat:

<xshoutput method="text"/>

<xsltemplate match="/">

<xshtext> 8#10;===== MEDEVAC 9-Line =====</xsltext>
Line1: <xskvalue-of select="wx/field[@var="linel '|ievalue"/>
Line 2: <xshvalue-of select="xx/ufield[@var="line2']fevalue"/>
Line 3: <uskvalue-of select="wx/wfield[@var="line3'])ievalue"/>
Line 4: <xshvalue-of select="wx xfield[@var="lined | xvalue"/>
Line 5: <xshvalue-of select="ww/field[@var="line5"]xevalue" />
Line 6: <xshvalue-of select="xx/wfield[@var='lineb'] evalue" />
Line 7: <uslkvalue-of select="wxfwfield[@var="linel']ievalue”/»
Line 8: <xshvalue-of select="wx xfield[@var="lined']xvalue"/>
Line 9 <xshvalue-of select="wx/ufield[@var="lined"] ovalue" />

<xshtext> 8210, < fxshtexdt>

< /fxsltemplate>

< fxslstylesheet>

K Cancel

10.5.7 Viewing FDP configuration in the PubSub editor

Since FDP isimplemented using PubSub, any FDP topics that you configure will appear
as PubSub nodes that will be visible in M-Link Console PubSub editor. In normal usage,
it will not be necessary to use the PubSub editor to manipulate FDP configuration, but
there may be caseswhereit is useful to do so, and this section describes the appearance of
FDP information when viewed in the context of the PubSub editor.

When using the PubSub editor, an FDP topic will appear as two separate nodes, as shown
below:
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Figure 10.27. FDP Topic shown in PubSub editor

List of publish subscribe domains and associated publish subscribe nodes

Pl @ fdp Add Node..
3) fdp/submitted/CASREP
3 fdp/submitted/MEDEVAC 9-Line Configure Node..

3 fdp/template/ CASREP

. Delete Node..
3) fdp/template/MEDEVAC 9-Line
3) fdp/xsit/MEDEVAC 9-Line View ltems..

4 @ pubsub
9 Notice Board Upload Item..
9 Work Que Manage Affiliations..
3 postbot@pubsub
View Subscribers..
o

Beneath the FDP PubSub domain, each FDP topic is represented by a number of nodes
(/template, /submitted and optional /xdlt). The items on these nodes can be viewed inside
the PubSub editor using the View |tems... button although since the PubSub editor has no
specia knowledge of FDP forms, the template and submitted values will be rendered as
raw XML (see Figure 10.4, “Viewing items on a PubSub node”).

Some functionsin the PubSub editor may be useful in the context of FDP, such asthe View
Subscribers... option, which could be used to find out whether any clients are currently
monitoring a given FDP topic. It is also possible to use the Configure Node... to examine
or change options:. specifically, you can change the Max Items for a/submitted node:

Figure 10.28. Viewing PubSub configuration for an FDP "submitted" node

[®] Configure node fdp/submitted/CASREP =

Mode Title |

Mode Type
Leaf Mode

m

Access Model
Open
Whitelist

Max items 100
[ Motify Retracts

Collections

QK I [ Cancel
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Chapter 11 M-Link FDP Gateway

This chapter describes the M-Link FDP Gateway.

11.1 Introduction

The M-Link FDP Gateway is a simple application that can discover forms using Form
Discovery and Publishing (FDP) (as defined in [ XEP-0346]) and forward them on to a
target JID. When run, the application connects to a specified FDP domain and subscribes
to the subscription node of a given FDP topic. Whenever it receives notification of the
publication of aform, it will serialize the form into a XM PP <message/> stanza and send
it to the target JID.

The M-Link FDP Gateway is robust enough to survive disconnections from the server due
to network failures or server restarts, because it maintains alist of which formsit has
processed. This prevents the sending of duplicate messages for the same submitted form,
and also allows the M-Link FDP Gateway to determine which forms may have been
submitted to the XM PP server while it was not connected to the server, so that it can "catch
up" when a connection is established.

Notethat the M-Link Server maintainsalist of the most recent n published formsfor each
topic, where nis a configurable value (see Figure 10.17, “FDP Topic Details’). Once the
list isfull, then the server will delete old forms to make room for new ones. When the
M-Link FDP Gateway loses its connection to the server, it will check thislist as soon as
it reconnects, so that it will be able to forward any forms that it might otherwise have
missed.

In most cases, a"max items" value of 100, as used by M-Link Console when configuring
FDP topics, will be adequate; in cases where very many forms are being submitted, you
may want to consider using alarger value.

If the M-Link FDP Gateway finds, when it connects to the server, that the list of published
forms has been completely re-filled sinceit last looked, then it will log awarning, and you
should consider raising the "max items" value on the server for the topic concerned.

11.2 Installation

The M-Link FDP Gateway will be installed automatically when you install 1sode M-Link.
It can be found in the Isode Java classes directory with the file isode-fdpgateway.jar

11.3 Configuring the XMPP service

The M-Link FDP Gateway requires an XM PP service to connect to, and an FDP topic to
subscribe to. The topic will need to be on a correctly configured FDP domain (as per
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[XEP-0346]). The submit node for the topic should be configured to allow the login JID
used by theM-Link FDP Gateway (see Section 11.4.1, “M-Link FDP Gateway Parameters”).

If you have M-Link Consoleinstalled, you can use it to create and configure the FDP
domain and topics. This can be done using the Form Discovery and Publishing
Administration editor in the service view. New domains can be created using the Create
FDP Domain... wizard, and topics created using the Add FDP Topic... wizard. When
using these wizards the created domains and topics will be created correctly for use with
the M-Link FDP Gateway, and will not require further configuration.

11.4

11.4.1

Running the M-Link Console

M-Link FDP Gateway can be run either from the command line (or from a script) or asa
Windows service. In either case it will need to be configured by passing it a number of
parameters. When run from the shell these parameters can be passed to it directly, as
command line arguments, or passed inside an XML configuration file. When run as a
Windows service then the parameters must be provided viaan XML configuration file.

M-Link FDP Gateway Parameters
Thelist of parameters and their meanings are described below:
* login-jid <jid>

(Required)

Thisisthe JID the M-Link FDP Gateway will useto authenticate to the the XM PP server.
It should be avalid JID that is a user on the target XM PP service. The user should have
permission to subscribe to the submit node of the specified FDP topic.

Thelogin JID used by the M-Link FDP Gateway should not be used by any other clients.
* | ogi n- password <passwor d>

(Required)

Thisisthe password associated with thel ogi n-j i d.
* fdp-domai n <fdpDomai n>

(Required)

Thisshould bethe FDPdomainthat f dp- t opi ¢ ison. It should be aproperly configured
FDP domain (see Section 11.3, “ Configuring the XM PP service”).

e fdp-topic <fdpTopic>
(Required)

The FDP topic to connect to. This should be a properly configured FDP topic that ison
the specified f dp- domai n. The specified | ogi n-j i d should be able to be allowed to
subscribe to its submit node.

e target-jid <targetJI D>
(Required)

Thisisthe JID that the serialised forms will be sent to. It should be avalid J D, and
correspond to an existing user.

M-Link FDP Gateway



M-Link Administration Guide

155

TheM-Link FDP Gateway does not have any way of validating thetarget JID. Therefore
itis strongly recommended you confirm that the intended user is receiving the forms
when first configuring the M-Link FDP Gateway.

serialize-node <node>
(Required)

When serialising the forms the M-Link FDP Gateway can either convert them into text
and include them in the <body/> element of the <message/> stanzas, or just include the
form payload in the <message/> stanza. When included in the <body/> element, any
XMPP client connected asthet ar get - j i d will seethe formsforwarded ontoit as
messages from the | ogi n-j i d. If the forms areincluded inline as part of the payload,
then a specialized client will be required to interpret them.

The serialize-mode parameter specifies which of these two options will be used. Use
SERI ALI ZE to seriaize them into the <body/> element, and RAWto include them inline
in the <message/> stanza.

data-directory <databDirectory>
(Required)

The M-Link FDP Gateway maintains alist of the itemsthat it has sent. This preventsit
sending duplicate items and allows it to determine if it has missed any items when it
reconnects. A copy of thislist is saved to the filesystem. The data directory parameter
specifies the directory this data should be saved to. It does not have to be an existing
directory: the M-Link FDP Gateway will try to create the directory if it does not exist,
but the user running the M-Link FDP Gateway must have permission to create and write
to the directory.

certs-file <pinnedCertificateFile>
(Optional)

The name of afile that contains one or more PEM format certificates which will be
trusted by M-Link FDP Gateway when checking the certificate presented by an XM PP
server when aTL S connection is established. For more information on TLS and
certificates, see Section 11.7, “TLS").

ta-file <trustedRoot CAsFil e>
(Optional)

The name of afile that contains one or more PEM format CA certificateswhich will be
trusted when performing certificate verification on any certificate presented by an XM PP
server when a TL S-protected connection is established. For more information on TLS
and certificates, see Section 11.7, “TLS").

get-itens-threshol d <val ue>
(Optional)

As elsewhere described the M-Link FDP Gateway maintains alist of al the submitted
formsthat it has processed. Items are only removed from thislist when it is determined
that no copy exists on the server (forms on the server are purged to make room for new
ones when the "max items" is reached). The M-Link FDP Gateway will ask the server
for its current list of submitted forms every so often, so that it can purge old items from
its cache.

By default, this refresh operation will be performed after every 10 forms received as
publish subscribe notifications, but this can be configured by setting the
get-itemns-threshol d parameter.

e plain-without-tls <val ue>
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(Optional)

When the M-Link FDP Gateway authenticates to a server which is holding FDP
information, it will normally only use a plain text password authentication mechanism
when TLS has been established. This means that when connecting to a server that does
not offer TLS, but which requires plain text authentication, the M-Link FDP Gateway
will fail to connect. In thiscase, thelog filewill report amessage similar to the following:

2018-02-25 16:08: 38 - Unable to connect, reattenpting connection..

Thepl ai n-wi t hout -t | s option may be specified in this case to relax the restriction
which otherwise prevents the connection. Note that in thie case, the password will be
transmitted in the clear over thewire. Disabling TL Sisnot recommended unlessM-Link
FDP Gateway is operating on the same host system as M-Link Server

Providing parameters via command line

When it is being run from the command line (or script), the parameters for the gateway
can be passed to it as command line parameters. This can be done as follows:

The parameters should be listed after the command that runs the gateway, with each
parameter paired with the value it should be set to. Each parameter should prefixed with
two dashes (--) and followed by the value for the parameter. If the value contains any spaces
then the value should be enclosed in quotation marks.

Here is a sample command for starting the M-Link FDP Gateway from the command line
(or from within a script) on a Unix system where the parameters are provided viathe
command line. Thisis asingle command, but the lines have been split for readability.

% /opt/isode/bin/fdpgateway

--login-jid mad.hatter @wonderland.lit
--login-passwor d secret

--fdp-domain fdpdomain.wonderland.lit

--fdp-topic " MEDEVAC 9-Line"

--target-jid march.hare@rabbit.hole

--serialize-mode SERIALIZE

--data-directory /home/user/documents/fdpGatewayDir
--get-items-threshold 25

--certs-ile lhome/user /fdpgateway/ser ver cert.pem

This command causes M-Link FDP Gateway to attempt to connect to the server

wonder | and. | i t, authenticating as mad. hat t er @wnder | and. I i t with a password of
secret . If theserver uses TLS, then any certificate that it sends will be compared with the
contentsof / hone/ user / f dpgat eway/ ser ver cert . pem and the connection will only
proceed if thefile containsthe server certificate (see Section 11.7,“TLS"). Once connected,
it will attempt to subscribe to the FDP topic MEDEVAC 9- Li ne which it will expect to find
in the Publish-Subscribe domain f dpdonai n. wonder | and. 1'i t . Using and updating its
cachein/ hone/ user/ docunent s/ f dpGat ewayDi r , it will determinewhether thereare
any un-forwarded forms held on the server, and it will send these, and subsequently any
newly published forms, to mar ch. hare@ abbi t . hol e.

For every 25 formsit forwards, it will purge itslocal cache by asking the server at
wonder | and. 1i t which old forms have expired.
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Providing parameters via XML File

Paramters can be passed to M-Link FDP Gateway as part of a XML file. This can be done
when the gateway is running from the shell or when its being run as a Windows service.
The XML must follow a specific Isode defined structure that is described bel ow.

Thereshould beasingletop level <gat eway_confi gurati on versi on="1">element,
thismust containanver si on attributesetto 1. The<gat eway_conf i gur at i on>element
can contain one or more <pr of i | e> elements, each one representing one configuration
for the gateway. Each configuration can be run as separate instances of the gateway (see
Section 11.8, “Deploying more than one M-Link FDP Gateway” for more information of
running multiple gateways). Each <pr of i | e> should contain the parameters for that
configuration as separate child elements, with the element's contents set to its required
vaue. The profile can haveani d attribute that will be used to distinguish it from the others.

Hereisasample XML for atwo separate configurations of the M-Link FDP Gateway on
aUnix type system:

<gat eway_confi guration version="1">

<profile id="Profile 1">

<l ogi n-j i d>mad. hat t er @wnder| and. | i t </l ogi n-jid>

<l ogi n- passwor d>secr et </ | ogi n- passwor d>

<f dp- domai n>f dpdonai n. wonder | and. | i t </ f dp- domai n>

<f dp- t opi c>MEDEVAC 9- Li ne</ f dp-t opi c>
<target-jid>narch. hare@abbit. hol e</target-jid>

<seri al i ze- nnde>SERI AL| ZE</ seri al i ze- node>

<dat a- di r ect or y>/ hone/ user/ docunent s/ mar ch- har e</ dat a- di r ect or y>
<get-itenms-threshol d>25</ get-itens-threshol d>
<certs-file>/honme/user/fdpgateway/servercert.penx/certs-file>
</profile>

<profile id="Profile 2">

<l ogi n-j i d>mad. hat t er @wnder| and. | i t </l ogi n-jid>

<l ogi n- passwor d>secr et </ | ogi n- passwor d>

<f dp- domai n>f dpdonai n. wonder | and. | i t </ f dp- domai n>

<f dp- t opi c>MEDEVAC 9- Li ne</ f dp-t opi c>
<target-jid>alice@onderland.lit</target-jid>

<seri al i ze- nnde>SERI AL| ZE</ seri al i ze- node>

<dat a- di r ect or y>/ hone/ user/ docunent s/ mar ch- al i ce</ dat a- di rect ory>
<get-itenms-threshol d>25</ get-itens-threshol d>
<certs-file>/honme/user/fdpgateway/servercert.penx/certs-file>
</profile>

</ gat eway_confi gurati on>

If using Profile 1 M-Link FDP Gateway will to attempt to connect to the server
wonder | and. | i t , authenticating as nad. hat t er @wonder | and. | i t with a password of
secret . If theserver uses TLS, then any certificate that it sendswill be compared with the
contentsof / honme/ user / f dpgat eway/ ser ver cert . pem and the connection will only
proceed if thefile containsthe server certificate (see Section 11.7,“TLS"). Once connected,
it will attempt to subscribe to the FDP topic MEDEVAC 9- Li ne which it will expect to find
in the Publish-Subscribe domain f dpdonai n. wonder | and. 1'i t . Using and updating its
cachein/ home/ user/ document s/ mar ch- har e, it will determinewhether thereareany
un-forwarded forms held on the server, and it will send these, and subsequently any newly
published forms, to nar ch. har e@ abbi t . hol e.

Profil e 2 will behave similarly but send will send itsformsto al i ce@onder| and. I it
and storeits cachein/ hone/ user s/ docunent s/ al i ce.
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Another example, this time configured for aWindows system, can be found in
( SHAREDI R) /examples/fdpgateway-params.xml.sample.

Launching the gateway using an XML File

When running from the shell the XML file (see Section 11.4.3, “Providing parametersvia
XML File") can be specified by passing it asthe - - xmi - f i | e command line parameter.
Optionally the profile to use within that file can be passed asthe - - pr of i | e parameter.
If no profileis specified the gateway will load with the first profile it findsin the file. For
example:

Here is a sample command for starting the M-Link FDP Gateway with an XML fileon a
Unix system. Thisis asingle command, but the lines have been split for readability.

% / opt /i sode/ bi n/ f dpgat eway
--xm -file /hone/user/docunent s/ gat eway- par ans. xm
--profile "Second Profile"

This command will run the gateway using the parameters contained in profile Second
Profil e located inthe XML file/ hone/ user/ docunent s/ gat eway- par ans. xni

For instructions on passing the configuration file to the gateway when it isrun asaWindows
service see Section 11.4.5, “Running the gateway as a Windows service.”.

Running the gateway as a Windows service.

Itis possible to run the M-Link FDP Gateway from the command-line on a Windows
system, but more typically it will be configured as aWindows service. Thiswill require a
XML file configuration similar to the one described above, but with thei d attribute of
profil e required. Here is an example configuration file for aWindows system:

<gat eway_configuration version="1">

<profile id="Profile 1">

<l ogi n-j i d>mad. hatt er @wnderl and. lit</l|ogin-jid>

<l ogi n- passwor d>secr et </ | ogi n- passwor d>

<f dp- domai n>f dpdomai n. wonder | and. | i t </ f dp- dorai n>

<f dp- t opi c>MEDEVAC 9- Li ne</ f dp-t opi c>

<target-jid>narch. hare@abbit. hol e</target-jid>

<seri al i ze- mode>SERI AL| ZE</ seri al i ze- node>

<!-- File paths on wi ndows that contain backslash characters
must be escaped as in the exanple bel ow -->

<dat a- di rect ory>C: \\ f dpgat eway</ dat a- di r ect ory>
<get-itemnms-threshol d>25</get-itens-threshol d>
<certs-file>C \\fdpgat eway\\servercerts. penx/certs-file>
</profile>

</ gat eway_confi gurati on>

Thisfile should be saved to ( ETCDI R) /f dpgat eway- par ans. xm . A samplefileis
supplied in ( SHAREDI R) /examples/fdpgateway-params.xml.sample, this can be copied to
the location and modified for the appropiate configuration.

Oncethefile (ETCDI R) /f dpgat eway- par ans. xnl isin place, you can configure and
create aWindows service that will run the M-Link FDP Gateway.

To create aWindows service to run the M-Link FDP Gateway open the | sode Service
Configuration tool.
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Figure 11.1. Isode Service Configuration tool.
2 Senvice Configuration ==
Service Configuration  Operations View  Help
Isode Services
o Add [ Refresh All [ Refresh @ stop X Remove
D Isode DSA cn=dsa,0=XMPP / Alex Clayton
@ Isode Wabac Server Server General | Advanced
@ Isode M-Link Server Service Name Isode DSA cn=dsa,0=XMPP / Alex Clayton
Service Status Running
License Status
Product Latest Version Expiration Valid
M-Vault 169 unlimited @ vis
HGE-TLS. 169 unlimited Q@ vis
< . G
DSA Detabase  C:Nlsode\d3-db
Apply | [ Cancel
Abort

Select Operations-> Create Service-> FDP-> |sode M-Link FDP Gateway.

Figure 11.2. Select Operations-> Create Service-> FDP-> Isode M-Link FDP
Gateway

' Service Cenfiguration
Service Configuration | Operations | View Help

Isode Services Create Service 3 M-Vault 3
+ Enable Logging M-Link 2
Add |z Refresh : £ Remove
° Start Al M-Log ' ]
Isode DSA cn
e b Stop Al Tomeat 3 ——r——
@ LodeWabac FDP »‘ Isode M-Link FOP Gateway
o Isode M-Link Server

SEMVICE EMeE  [S00E =LK

Thiswill open the Create Service for M-Link FDP Gateway diaog.

Coom oo Poobio Plmie
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Figure 11.3. Create Service for Isode M-Link FDP Gateway dialog

s

Create Service for Isode M-Link FDP Gateway = || ==

Set Service Details

Use this page to set service properties

Service Name (isode.mlink.fdpgateway

Start Type Manual hd

Gateway Profile Profile1

Finish l ‘ Cancel

Thefieldsin thedialog are:

Service Name
Thisis the name the service will appear as in the Isode Service Configuration tool. It
isautomatically generated and can not be edited.

Start Type
This determined whether the service will need to be manually started, or whether it
will start automatically when Windows starts. It defaults to Manual which means the
service will have to be manually started by the user. It can be changed to Automatic
so that the service starts when Windows or Disabled to disable the service.

Gateway Profile
Thiswill need to be set to the name of the gateway profilein
(ETCDI R) /f dpgat eway- par ans. xni that should be run.

Once all thefields are entered, click finish and the new M-Link FDP Gateway service will
be created and added to the I sode Service Configuration tool.
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Service Configuration ol ==
Service Configuration  Operations  View  Help
Isode Services
o Add (3] Refresh Al [3] Refresh B Start > Remove
@ Tsode DSA cn=dsa, o= XMPP / Alex Clayton
@ lsode Wabsc Server Server Generel | Advanced
3 ;SDSE x't"‘: ;;’;’Z’ Service Name  Isode M-Link FDP Gateway
s e Service Stotus Stopped
StatType  [Monual  ~
License Status.
Product Latest Version Expiration Valid
HGE-TLS 169 unlimited o VES
“ '
Gateway Profile Profile1
bort
The service can then be started by clicking the start button on the tool bar
Figure 11.5. New M-Link FDP Gateway service started
Service Configuration oo ==
Service Configuration  Operations  View  Help
Isode Services
= Add 7] Refresh All (2] Refresh @ stop X Remove
@ tsode DSA cn=dsa, o=XMPP / Alex Clayton
@ lsode Wabsc Server Server Generel | Advanced
8 ;5‘7:5 m't‘”: ;;’:2’ ServiceName Tsode M-Link FDP Gateway
e e Service Stotus  Running
StartType  [Menual  ~
License Status.
Product Latest Version Expiration Valid
HGE-TLS 169 unlimited o YES

4

Gateway Profile Profilel

More information about the | sode Service Configuration tool may be found M-Vault

Administration Guide.

11.5

Logging

TheM-Link FDP Gateway logsinformationto alog file about its progress. Thisinformation

is by default logged to the gateway's log file which can be found in

( LOGDI R) /fdpgateway-eventXXXX.log. Logging can be configured by modifying the

fdpgatewayl ogging.xml in the ( SHAREDI R) .
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11.6

Recommendations

TheM-Link FDP Gateway requires alarge number of parametersto configure, and typically
these will be contained in a script which could be configured to run automatically, for
example when the machine is turned on or the user logsin.

When using a script in thisway, it is recommended that you first run the script manually,
to ensure everything has been configured correctly.

11.7

TLS

When connecting to an XM PP server, the M-Link FDP Gateway will use TLSif the server
supportsit. In the case of a server supporting TLS, it istypical for the server to send its
certificate, and M-Link FDP Gateway will check any server certificate before proceeding
with a connection.

A TLS connection will only proceed if the certificate presented by the server istrusted.
There are two ways that you can configure trust:

1. By storing copies of specific certificates ("pinning") that you know belong to a server
that M-Link FDP Gateway is connecting to. Thecerts-fi | e option can be used to
name afile that contains pinned certificates: if a server presents a certificate which
matches any pinned certificate, the connection is allowed to proceed.

2. Iftheta-fil e optionis used, then the file specified is considered to contain a set of
trusted CA certificates. This means that any certificate presented by the server will (if
itisnot a"pinned" certificate) be subject to certificate verification, using the specified
CA certificates as trust anchors.

This mechanism may be useful if you do not want to trust a specific server certificate
(because it is subject to change, or not yet known) but you do know what CAs are
trustworthy (and will be used to issue the server's certificate).

If a certificate presented by the server does not pass either of the above tests, then the
connection to the server will fail.

If server certificate verification fails, then the service will fail to start, and an error message
will be written to the gateway log file (see Section 11.5, “Logging”). This error message
will contain the PEM encoding of the certificate which could not be verified. If it is
appropriate, then you can copy this PEM encoding into afileand usethecerts-file
configuration option to point to thisfile. Having done this, then the next time the M-Link
FDP Gateway is started, it will trust the server certificate.
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11.8

11.8.1

11.8.2

Deploying more than one M-Link FDP
Gateway

It ispossible to have multiple M-Link FDP Gateway instances running at once, which may
be useful in case where there are several FDP forms of interest. Care should be taken to
use different dat a- di r ect or y for each instance, but it is reasonable to have multiple
instances of the application to send different formsto one user, or multiple instances which
watch the same form with each one forwarding information to a different user.

The exampl es bel ow show how to use configuration to deploy two instances of the M-Link
FDP Gateway, first using the command-line arguments, then using a XML configuration
file specified on the command line and finally using separate Windows services.

In al examples, the first instance forwards MEDEVAC 9- Li ne forms from the

f dpdormai n. wonder | and. | it domain to mar ch. har e@ abbi t . hol e. The second instance
forwardsthesameformstoal i ce@wonder | and. | i t . Ineach case, theM-Link FDP Gateway
is connecting to the same server (wonder | and. |i t ) and so they both can use the same
certs-filefile

Multiple M-Link FDP Gateway instances with Command
Line Arguments
Multiple copies of the M-Link FDP Gateway can be run from the command-line, or in the

background, using command line parameters, as separate processes. For example (lines
split for readability):

% / opt / i sode/ bi n/ f dpgat eway
--login-jid nad. hatt er @wnder | and. | it
- -1 ogi n- passwor d secr et
--fdp-domai n fdpdonai n. wonder | and. | it
--fdp-topic "NMEDEVAC 9-Li ne"
--target-jid march. hare@ abbi t. hol e
--serialize-node SERI ALI ZE
--data-directory /hone/user/docunents/fdpGat eway/ nar ch- har e
--certs-file /hone/users/fdpgat eway/ servercert. pem

and

% / opt /i sode/ bi n/ f dpgat eway
--login-jid mad. hatter @wnder | and. | it
- -l ogi n- password secr et
--fdp-domai n fdpdomai n. wonder | and. | it
--fdp-topic "NMEDEVAC 9-Li ne"
--target-jid alice@onderland.lit
--serialize-node SERI ALI ZE
--data-directory /hone/user/docunents/fdpGateway/ alice
--certs-file /hone/user/fdpgat eway/ servercert.pem

Multiple M-Link FDP Gateway instances with XML Files

Alternatively the parameters for both configuration could beincluded in an XML filewith
separate instances of M-Link FDP Gateway being launched for each profile. For example:
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<gat eway_configuration version="1">

<profile id="Profile 1">

<l ogi n-j i d>mad. hatt er @wnderl and. lit</l|ogin-jid>

<l ogi n- passwor d>secr et </ | ogi n- passwor d>

<f dp- domai n>f dpdomai n. wonder | and. | i t </ f dp- dormai n>

<f dp- t opi c>MEDEVAC 9- Li ne</ f dp-t opi c>

<target-jid>march. hare@abbit. hol e</target-jid>

<seri al i ze- mode>SERI AL| ZE</ seri al i ze- node>

<dat a- di r ect or y>/ hone/ user / docunent s/ mar ch- har e</ dat a- di r ect ory>
<get-itemnms-threshol d>25</get-itens-threshol d>

<certs-fil e>/home/user/fdpgat eway/servercert. penx/certs-file>
</profile>

<profile id="Profile 2">

<l ogi n-j i d>mad. hatt er @wnderl and. lit</l|ogin-jid>

<l ogi n- passwor d>secr et </ | ogi n- passwor d>

<f dp- domai n>f dpdomai n. wonder | and. | i t </ f dp- dormai n>

<f dp- t opi c>MEDEVAC 9- Li ne</ f dp-t opi c>
<target-jid>alice@onderland.lit</target-jid>

<seri al i ze- mode>SERI AL| ZE</ seri al i ze- node>

<dat a- di r ect or y>/ hone/ user/ docunent s/ mar ch-al i ce</ dat a- di r ect or y>
<get-itemnms-threshol d>25</get-itens-threshol d>

<certs-fil e>/home/user/fdpgat eway/servercert. penx/certs-file>
</profile>

</ gat eway_confi gurati on>

On aUnix based system if thisis saved to
/ hone/ user / document s/ gat eway- par ns. xni then gateways for these profiles can
be launched using the commands:

% / opt / i sode/ bi n/ f dpgat eway
--xm -file /home/ user/ docunent s/ gat eway- par ns. xm
--profile "Profile 1"

and

% / opt / i sode/ bi n/ f dpgat eway
--xm -file /home/user/docunment s/ gat eway- par nms. xm
--profile "Profile 2"

Multiple M-Link FDP Gateway instances with Windows
services

Section 11.4.5, “Running the gateway as a Windows service.” describes the use of thefile
( ETCDI R) /f dpgat eway- par ans. xnl to configure a single Windows service which will
run the M-Link FDP Gateway. Deploying multiple services with different configuration
requires that:

1. A profilefor each required Windows serviceis created in
(ETCDI R) /f dpgat eway- par ans. xnl . Hereis an example:

<gat eway_confi guration version="1">

<profile id="Profile 1">
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<l ogi n-j i d>mad. hatt er @wnderl and. lit</l|ogin-jid>

<l ogi n- passwor d>secr et </ | ogi n- passwor d>

<f dp- domai n>f dpdomai n. wonder | and. | i t </ f dp- dormai n>

<f dp- t opi c>MEDEVAC 9- Li ne</ f dp-t opi c>
<target-jid>march. hare@abbit. hol e</target-jid>

<seri al i ze- mode>SERI AL| ZE</ seri al i ze- node>

<dat a- di rect ory>C: \\ f dpgat eway\ \ har e- dat a>
<get-itemnms-threshol d>25</get-itens-threshol d>
<certs-file>C \\fdpgat eway\\servercert.penx/certs-fil e>
</profile>

<profile id="Profile 2">

<l ogi n-j i d>mad. hatt er @wnderl and. lit</l|ogin-jid>
<l ogi n- passwor d>secr et </ | ogi n- passwor d>

<f dp- domai n>f dpdomai n. wonder | and. | i t </ f dp- dormai n>
<f dp- t opi c>MEDEVAC 9- Li ne</ f dp-t opi c>
<target-jid>alice@onderland.lit</target-jid>
<seri al i ze- mode>SERI AL| ZE</ seri al i ze- node>

<dat a-di rect ory>C: \\ f dpgat eway\ \ al i ce- dat a>
<get-itemnms-threshol d>25</get-itens-threshol d>
<certs-file>C \\fdpgat eway\\servercert.penx/certs-fil e>
</profile>

</ gat eway_confi gurati on>

. For each profile you wish to run an M-Link FDP Gateway create a new service as

detailed in Section 11.4.5, “Running the gateway as aWindows service.” setting the
Gateway Profile value to the profile name.

Figure 11.6. Creating a service for an addditonal M-Link FDP Gateway

= Create Service for Isode M-Link FDP Gateway = @

Set Service Details

Use this page to set service properties

Service Mame |iscde.mlink fdpgateway

Start Type Manual -

Gateway Profile  Profile 2|

Finish ] | Cancel
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3. The new services can then be started as required.
Figure 11.7. Running the additional service

Service Canfiguration (E=8 BE =
on

Senvice

Isode Services.

4 Add [ Refresh All Refresh

@ tsode DA cn=dsa,0=XMPP / Alex Clayton
@ Lode Wal
@ Lsode M-Link Server

@ Lsode M-Link FDP Gateway
(@ Lsode M-Link FDP Gateway2

Latest Version Expiration Valid
163 unlimited @ ves

Gateway Profile Profile 2

11.9

Encrypting sensitive information in XML
files using servpass

By default the fieldsin the XML configuration file used by M-Link FDP Gateway are
stored in plain text. This may not desirable for certain sensitive information, such as
passwords. The | sode servpass command line tools can be used to hide the information,
encrypting it into aformat that only M-Link FDP Gateway can decrypt.

To encrypt sensitive fields the following steps must be followed:

1. (Thisstep only needsto be peformed once.) Before being able to encrypt parametersin
anM-Link FDP Gateway configuration file, aservice key must be created for the M-Link
FDP Gateway service. The service key only needs to be created once: having created a
service key, you can use it to encrypt any humber of parameter files for the M-Link
FDP Gateway.

To create the service key, use the spassmgt tool on the same machine as the M-Link
FDP Gateway will be run.

spassmgt can be found in ( SBI NDI R) . To create the required key the following
command should be run:

( SBI NDI R) /spassmgt set " isode.fdpgateway"

Example use is shown below:

Unix
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# /opt/isode/sbin/spassmgt set " isode.fdpgateway"”

Windows

C:\>" C:\Program Files\Isode\bin\spassmgt" set " isode.fdpgateway"

When run this command will require a passphrase. This should be at least 16 characters
long and should include at least 3 of the character groups: upper case aphabetic, lower
case alphabetic, decimal digit, non-alphanumeric.

. (Thisand thefollowing steps should be performed for any file that needsto be encrypted.)

The XML Configuration file should be prepared to specify which service it should be
encrypted for and which fields should be encrypted. To do so the following changes
should be made:

e The<gat eway_confi gur ati on> element should have the attributes
"xm ns: servpass='http://wwm. i sode. com servpass' " and
"updat er =' i sode. f dpgat eway' " added to it.

» Thereshouldbea<servpass:info service='"isode. f dpgat eway' / >element
addedtothe<gat eway_confi gur ati on>, at thetop abovethe<pr of i | e> elements.

» Thefield that require encryption should have the attribute
"servpass: encrypt='true' " added toit.

Hereisan example of aXML configuration form, prepared so that thel ogi n- passwor d
parameter is encrypted:

<gat eway_configuration version="1"
xm ns: servpass=' http://wwv. i sode. conl servpass'
updat er =' i sode. f dpgat eway' >

<servpass:info service="isode. fdpgat eway' >

<profile id="Profile 1">

<l ogi n-j i d>mad. hatt er @wnderl and. lit</l|ogin-jid>

<l ogi n- password servpass: encrypt='true' >secret</|ogin-password>
<f dp- domai n>f dpdomai n. wonder | and. | i t </ f dp- dormai n>

<f dp- t opi c>MEDEVAC 9- Li ne</ f dp-t opi c>

<target-jid>march. hare@abbit. hol e</target-jid>

<seri al i ze- mode>SERI AL| ZE</ seri al i ze- node>

<l og-fil e>C:\\fdpgat eway\\f dpgat eway- hare. | og</1 og-fil e>
<dat a- di rect ory>C: \\ f dpgat eway\ \ har e- dat a>
<get-itemnms-threshol d>25</get-itens-threshol d>
<certs-file>C \\fdpgat eway\\servercert.penx/certs-fil e>
</profile>

</ gat eway_confi gurati on>

. The spasscrypt should be run on the XML file to encrypt the tagged fields. spasscrypt

can be found in the (SBINDIR). To encrypt the file the following command should be
run:
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(SBI NDI R) / spasscrypt -e -s 'isode.fdpgateway' -x (pathToXMFile)

Where (pat hTOXM_Fi | e) isthe path to the XML configuration file. Example use is
shown below (split over multiple lines for readability, should be run on oneline):

Unix

# [ opt/isode/ shin/spasscrypt -e -s 'isode.fdpgateway'
-x [/ home/ user/ docunent s/ gat eway- par ns. xmi

Windows

C.\>"C:\ Program Fi | es\ | sode\ bi n\ spasscrypt" -e
-s 'isode. fdpgateway' -x (ETCDI R)/fdpgateway- parans. xm

When run this will encrypt the contents of the fields tagged with
servpass: encrypt =" true' theresulting XML file will look something like this:

<gat eway_configuration version="1"
xm ns: servpass=' http://ww. i sode. conl servpass'
updat er =' i sode. f dpgat eway' >

<servpass:info service="isode. fdpgat eway' >

<profile id="Profile 1">

<l ogi n-j i d>mad. hatt er @wnderl and. lit</l|ogin-jid>

<l ogi n- password servpass:encrypt="true' >

{spcrypt 2} 2| j / 02FmhvvKgP+U2nv8/ 4KXGgW.</ | ogi n- passwor d>
<f dp- domai n>f dpdonmai n. wonder | and. | i t </ f dp- dorai n>

<f dp- t opi c>MEDEVAC 9- Li ne</ f dp-t opi c>
<target-jid>march. hare@abbit. hol e</target-jid>

<seri al i ze- nrode>SERI AL| ZE</ seri al i ze- node>

<l og-fil e>C:\\fdpgat eway\\f dpgat eway- hare. | og</| og-fil e>
<dat a- di rect ory>C: \\ f dpgat eway\ \ har e- dat a>
<get-itemnms-threshol d>25</get-itens-threshol d>

<certs-fil e>C \\fdpgat eway\\servercert.penx/certs-file>
</profile>

</ gat eway_confi gurati on>

When spasscrypt encryptsthefile it will created a backup of the original file in the
same location. Thiswill have the same name as the original file but with the extension
".bak’. This can and should be deleted if the encrypted data should not be stored to the
file system as plain text.

. TheM-Link FDP Gateway instance(s) can now be (re)started. They should automatically

detect that the field has been encrypted and decrypt it.
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If in the future the XML configuration file is update, or anew fileis created, then the
fieldsin it can be encrypted by repeating the above from step 2 onwards.
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Chapter 12 XMPP over BOSH

This chapter discusses configuration of XMPP over BOSH.

12.1

Overview

Bidirectional-streams Over Synchronous HTTP (BOSH) isatransport protocol that emulates
the semantics of along-lived, bidirectional TCP connection between two entities (such as
aclient and a server) by efficiently using multiple synchronous HTTP request/response
pairswithout requiring the use of frequent polling or chunked responses. XM PP over BOSH
provides an aternative to traditional XM PP Client-to-Server (C2S) service. In this guide
and within M-Link Server and M-Link Console, the term BOSH often refersto the XM PP
over BOSH.

12.2

12.2.1

Using M-Link Console to manage BOSH
configuration

M-Link Console allows you to manage BOSH configuration using a customised editor
which appearsin the General editor of XMPP Service view under the BOSH tab. The editor
will only appear for Server administrators. Note that M-Link Server allows for both
cluster-wide as well as node-specific BOSH configuration (i.e., you can have different
values for BOSH configuration parameters on separate nodes in the same cluster). 1sode
recommends you to set the majority of BOSH configuration for all nodes of the cluster and
therefore on the service-wide BOSH Editor of the XMPP Service view. You should only
set specific values that need to be overwritten for a particular server node on the node's
BOSH Configuration editor. The 'BOSH Listener Host' should only be set only in
node-specific configuration.

Select BOSH tab of the General editor to see or modify information about current BOSH
configuration. For a cluster with two nodes, expand and select the Node view under the
General editor to see and override node-specific BOSH configuration values.

Configuring BOSH

A basic configuration of BOSH can be setup using the BOSH Configuration editor in
M-Link Console. Only one option must be set to enable BOSH service, the ' BOSH Path'
option which names the resource which clients obtain BOSH service at. If thisoption is
set to/ bosh on aparticular node, the BOSH service would be available at the URL

htt p: // node. exanpl e. com 5280/ bosh wherenode. exanpl e. comisdomain name
resolving to one or more of that node's | P addresses. Note that this domain nameis
independent of any of the IM domains serviced by the node. Note aswell that thisURL is
specific to aparticular node. Node-independent URL s are discussed below.

It isgenerally recommended that service be offered ussing HTTP over TLSinstead of HTTP.
Setting 'Enable BOSH TLS (https://)' will cause the server to require use of HTTP over
TLS(https://)instead of HTTP (ht t p: / /). In this case, the BOSH service would be
availableat ht t ps: // node. exanpl e. com 5280/ bosh. The server must be configured
to support TL S before enabling this option.
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The port to provide BOSH on may be changed using the '‘BOSH Listener Port' option.

By default, the M-Link Server will listen for connections on | P addresses of all interfaces.
By setting 'BOSH Listener Host', listeners can be restricted to particular | P addresses.

BOSH clients are typically configured by specification of ahtt p: // orhttps:// URL.
It is desirable for this URL to be node independent such that clients can use any node
providing BOSH service. For example, ht t ps: // xnpp. exanpl e. com 5280/ bosh
where xnpp. exanpl e. comresolves to the set of |P addresses the cluster is providing
service. Thisrequiresoptionsimpacting URL to be provided to usersfor client configuration,
namely 'BOSH Path’, 'BOSH TL S, and 'BOSH Listener Port' to be consistently set across
the cluster.

See Section 2.9.5, “DNS Configuration” for information about how to configure DNS to
support BOSH clients.

Figure 12.1. BOSH Configuration editor

[®) M-Link Service for "alexwindowTum.com”, Profile: aleavindowTvm.com EE=]

BOSH | Cluster

Parameters for of BOSH (Bi Over HTTP) on the M-Link Service

BOSH Listener Port 5280
BOSH Path

BOSH Files Folder

C\Program Files\sode\share/bosh files

i

To require use of HTTP over TLS in XMPP over BOSH sessions, check the box below. Note that TLS must be configured for the M-Link Service before
hand,

7] Use TLS (https://)

B Advanced (Service Wide)

The description for the configuration parameters for BOSH can be found in the appendix
starting from Section H.1.30, “BOSH Path”.
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Chapter 13 Filtering using Schematron

This chapter describes how stanzas can be filtered using schematron, and how M-Link
Console can be used to configure certain types of filters.

13.1

13.1.1

Using M-Link Console to configure
schematron for stanza filtering

Schematron provides away to specify a set of rules about which types of stanza should be
rejected by the M-Link service. The M-Link server stores schematronin XML format, and
M-Link Console is able to generate schematron that represents rules for certain common
Cases.

M-Link Console allowsyou to manage schematron configuration using a customised editor
which appearsin the General editor of XMPP Service view under the Filtering tab. The
editor will only appear for Server administrators. Note that M-Link Server allowsfor both
cluster-wide aswell as node-specific schematron configuration (i.e., you can have different
values for schematron configuration parameters on separate nodes in the same cluster).

I sode recommends you to set schematron configuration for all nodes of the cluster and
therefore on the service-wide Filtering Editor of the XMPP Service view. You should
only set specific valuesthat need to be overwritten for aparticular server node on the node's
Filtering Configuration editor.

Select Filtering tab of the General editor to see or modify information about current
schematron filtering configuration. For a cluster with two nodes, expand and select the
Node view under the General editor to see and override node-specific schematron filtering
configuration values.

Configuring Schematron

Figure 13.1. Filtering Configuration editor

a4 () Service Information
# Connection (25/525 | BOSH | Cluster | MUC | Filtering
1 Security Checklist
M Statistics

a ii Service Administration

M-Link can be cenfigured with schematron-based rules that will cause stanzas to be rejected based
on their type and/or content. M-Link Conscle is able to generate schematren for certain conditions
as shown below.
i Users
@ Multi-User Chat
@ Publish-Subscribe [] Block Jingle and Sl negetiations (commeon mechanisms for file transfer and VOIP)
@ Form Discovery and Publishing Block Dirty Words abracadabra66
4 B Service Configuration area51
£ TLS hocus
F, Security Label pocus
-, Archiving
OQ Peers and Links
Eﬁ Groups
. Demains
e Components
[ Genersl|
[# Server Logging
> é Advanced (Service Wide) Apph Cancel @

Restrict Maximum Message Body Size | 1234

M-Link Console provides editors that can generate schematron to represent three different
typesof filter (to view or modify the schematron directly you can use the Advanced editor):

* Restrict Maximum Message Body Sze allows you to specify that the M-Link Server
should reject messages whose body exceeds acertain number of characters. For example,
setting thisvalueto 10 would block amessage saying "Hello everyone!" but would allow
amessage saying "Hello all!"
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» Block Jingle and S negotiations (common mechanisms for file transfer and VOIP) can
be used to block file transfer negotiation for clients using the standard Jingle and Session
Initiation file transfer mechanisms.

» Block Dirty Words allows you to specify alist of text patterns (containing letters and/or
digits) which will be disallowed in the body of any message stanza. Letters'a..'z' are
not case-sensitive: in other words, if you include "Area51" as a pattern to be blocked,
then thiswill also block "AREAS51", "areab1" and "ArEabl" etc.. Note that the blocking
does not take account of word breaks, so a pattern of "help”, will block "help" and
"helpful” and "whelp", €etc..

The Advanced editor (see Section F.1, “Advanced Configuration using MLC") isableto
display and modify the XML schematron, although any changes made to the schematron
specificationin that editor arelikely to mean that M-Link Console will be unableto decode
the updated value.

Filtering using Schematron



M-Link Administration Guide

174

Chapter 14 Clustering

Thischapter explains M-Link clustering, and how M-Link Console can be used to configure

it.

14.1

Background

An M-Link servicewhich consists of two M-Link Server instances co-operating to provide
asingle XMPP serviceis called a cluster. Each of the M-Link Server instancesis a cluster
node or node. This chapter explains how clusters are managed using M-Link Console. If
you are not interested in cluster configurations, you can skip this chapter.

Some of the reasons for using a cluster, rather than a standalone M-Link service, include:

To provide redundancy: if one system fails, then the XM PP service will continue to be
provided by other systemsthat are part of the same cluster. Additionally, single systems
may be removed and re-added to the cluster in a controlled manner (for example, when
upgrading software) without the service having to be completely shut down.

To spread load: as workload increases, it may be more effective to add extra servers that
act as cluster members, rather than upgrade the hardware of a single system.

To reduce network latency: if clients of the service are distributed over awide
geographical area, then having all of them depending on a server in asingle location
may be less efficient than providing servers at |ocations which are close to the users.

Reasons that you might not want to use a clustered configuration would include:

Cost: for every member of the cluster that is added, extra hardware and product licenses
arerequired.

Management complexity: while clustering is relatively straightforward, it does require
extra configuration.

Clustering overhead: nodes of an M-Link cluster communicate with one another to share
state, and so enabling clustering entails some level of extraload on the network and
systems.

14.2

How nodes are added to a cluster

A single-node M-Link service becomes a cluster when you create a new M-Link Server
that is part of the existing service. The two nodes co-operate to ensure that the service
configuration is consistent between them (see Section 2.1, “About M-Link Server and
M-Link Console”).

In atwo-node cluster the initial node retains no special status; both members of a cluster
are equal peers.

Creating a cluster, or adding subsequent nodes to an existing cluster, requires that you
provide the M-Link Server passphrase (see Figure 2.21, “M-Link Server passphrase’).

When creating a new cluster node, you can either create
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» anew Local node, by invoking M-Link Console on the system where you want to create
the new cluster member

* anew remote node, by invoking M-Link Console on any other system (including one
where an existing server is running).

The description bel ow focuses on the process of creating a new Local node.

14.3

Creating a new Local Cluster Node with
M-Link Console

This section will show how acluster is created for the M-Link serviceexanpl e. net , using
M-Link Console. The processinvolvesthefollowing steps, each of which will be described
below:

¢ Run M-Link Console on the system where you want to create the new cluster member.

» Add aprofile for the M-Link service which isto be promoted to a cluster (see
Section 14.4, “Add a profile for the existing M-Link service”).

» Make surethat you can establish a management connection to the existing service (see
Section 14.5, “Verify that the existing service can be managed”).

» Ask M-Link Consoleto create a new cluster member (see Section 14.6, “Using the
wizard to create a new cluster node”).

14.4

Add a profile for the existing M-Link service

M-Link Console needs to be able to connect to the existing service, and so thefirst stepis
to create aprofilefor it. Usethe M-Link Console — Create Profilefor existing XM PP
Service..., and fill in the details required. Note that appropriate credentials (such as the
Admin JID and XMPP Service Admin's Password, in the case of simple authentication) are
required in order to be able to establish a connection with administrator rights.

Clustering



M-Link Administration Guide 176

Figure 14.1. Adding a profile for example.net

[®] Create new XMPP Service profile o || =&

XMPP Service Connection Details
Use this page to set the parameters for connecting to a XMPP Service

AMPP |Archive | Trusted Certificates

Authentication Type
@ password-based

(7 user-certificate
Authentication Details

Admin JID operator@example.net

Admin's Password eesssss

Domain Name jexample.net

Display Mame example.net

Resource
[] Allow "PLAIN" without TLS
[ Advanced
Einish l [ Cancel
14.5 Verify that the existing service can be
managed

When M-Link Console knows about the existing service, it will attempt to connect to it,
using the JID and password you provided. Select the service in the left-hand pane of the
Services view and make sure that you have a connection. If you do not have administrator
access, M-Link Consolewill display the Cluster Satus as not available. Otherwise, M-Link
Console will indicate that you have a connection but that the service is not (yet) clustered.
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[®] M-Link Services (=% E=E~=]
M-LinkConsole  Operations Edit Archive Graph View Help
@ M-Link Services View 50
. E‘EZ"‘" com ConnectionType  M-Link Service
 isode.com
o wonderandit Profile Name complenet
(@ eamplenet Domin ecmplenct
ConnectionStste  Connected (TLS-protected)
Authentication Type _password-based authentication (ID/password)
UserJID operator@example.net
Server Tsode M-Link 16.50-0. Upfime: 11 minutes, 22 seconds
Isode License HGE license valid until 01 April 2017
Cluster
ClusterStatus This service s not a cluster
Refresh

(@) Manage () Reconnect X Delete.. [ CloseViews |2 Refresh Cluster

To create the new cluster node, M-Link Console needs similar information to that used
when creating anew M-Link Server (see Section 2.7, “Create an M-Link Server”), and so
it uses aversion of the same wizard. M-Link Console can obtain service configuration for
the new node from an existing node, but the node-specific configuration and some passwords
must be provided, as detailed in the following section.

14.6

Using the wizard to create a new cluster
node

Select the service in the services view, and use either Operations — New Local Cluster
Node..., or right-click to expose the menu that provides options to create a new cluster
node.
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Figure 14.3. Menu to create new cluster node

(®] M-Link Services
M-Link Console Operations  Edit  Archive Graph View Help

# M-Link Services View i3

G alexmac.com
4 isode.com
Ci wonderland lit

@ exi :
Manage

Reconnect
Connection Details...
Delete...

Close Views

Mew Local Cluster Mode...
Mew Remote Cluster Node...

Refresh Cluster

@Manage () Reconnect ¢ Delete.. [X Close Views |z Refresh Cluster

Abort

When adding a new cluster node, one of the first things that M-Link Console checksis
whether the existing serviceisusing TLS. If it is, then you will be required to specify an
identity for the new server.

Whileit is possible to use different identities on different serversin acluster, it is usualy
appropriate to have the same identity on each server. The Use Existing... button can be
used in this case (Should you wish to create a separate identity, the process is described
Section 5.3, “Creating a new identity for the M-Link Server”):
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Figure 14.4. TLS configuration required when joining a cluster

[®] Configure XMPP Services IEI

The existing M-Link Service is using TL5, so you must configure TLS on the new cluster node, You can cenfigure the new
node to use the same Identity as the existing M-Link Service, or to use a separate identity.

Select "Create Identity..." to create a new TLS Identity for the new cluster node.

Select "Resume..." if you have now received a certificate from a CA in response to a certificate request that was generated
when you initiated identity creation previously.

Select "Pick..." to browse the filesystem and select a TLS identity for the cluster node.

Select "Use Existing...” to use the same TLS identity that is being used by the current connected cluster node.

[ Use Existing... l ICreateIdentity...‘ I Resume... ‘ I Pick... ‘ ’ Cancel ]

The new node will be using directories on the local filesystem, and so the wizard will
require you to provide names of the relevant directories (defaults are suggested):

Figure 14.5. Local directory paths

[®] Create Mew M-Link Cluster Node = @

M-Link Server Directory Paths
Directory paths used by M-Link Server

User Directory Ch\Isode\mshuser Browse...
Pubsub Directory  Chlsodelms\pubsub Browse...

Statistics Directory  Chlsodelms'stats Browse...

i}

Refresh

Lse DefaultsJ IUse Existing J

0 Please ensure that user, pubsub and statistics directories are empty and do not contain
data from another setup.

< Back Mext = Finish Cancel

On pressing next, you will be prompted to provide the configuration details of the archive
server aso called M-Link Archive Server (see Chapter 15, Archive Management). The
description for the configuration parameters for M-Link Archive Server can be found in
the appendix starting from Section H.1.134, “Archive Server Host”. Thewizard will suggest
suitable defaults which can be modified on this page.
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Figure 14.6. Archive Server Database Details

F-

[®] Create Mew M-Link Cluster Mode = @

Archive Server Details

Use this page to configure the Archive Server

Create a new Archive Server on the same machine as the M-Link Server
Archive Server Host 127001
Archive Server port 50001
Archive Server HTTP port 5080

Archive data directory Chlsodemsi\wabacdb
Archive queue directory  C\Isode\mshwabacq

Use Defaults] [Use Existing ]

0 Page is complete

<Back | Net> —

Next, you need to enter the M-Link service passphrase. Thisis the same passphrase that
you specified when theinitial M-Link Server was created (see Figure 2.21, “M-Link Server
passphrase”). The wizard will not let you proceed until you have entered the correct
passphrase.

Clustering



M-Link Administration Guide 181

Figure 14.7. M-Link Service password

[®] Create New M-Link Cluster Node = @

M-Link Server password

The password used by all the cluster members
In order to add a new cluster member, you must supply the same M-Link Server passphrase as
was used when configuring other members of the M-Link Service for this domain,

The wizard will validate the passphrase you enter to ensure that it matches the one being used by
the existing servers.

The passphrase must be at least 16 characters and contain a mixture of digits and upper and lower
case |etters,

Passphrase: thewrongpasswmd | Show

44 Passphrase does not match (Details

< Back Jext = Finis

m
+
T
3
5
Il
[
=]
(a]
m

The last thing to be considered is the IP address and port numbers that are used for
intra-cluster communication. The wizard will fill in values for you based on what
configuration it detects, and in most cases these will be suitable. For systems where you
have multiple | P addresses defined, or when you have other applications using specific
port numbers, you can override the values suggested by the wizard.
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Figure 14.8. Cluster IP address and port numbers

[®] Create New M-Link Cluster Node o -5 [E

M-Link Server Cluster Configuration Details

Provide IP addresses and port information for cluster communication

M-Link Server uses a specific port number (3999 by default) for cluster related communications.
Mew Mode

Other cluster members contact the m-link server on this system by using a specific IP address
and port number. The wizard has determined the most likely IP address for this system, but
you may change it if an alternative IP address is more suitable.

Mew M-Link Server Mode's IP Address  172.16.90.142

MNew M-Link Server Mode's Cluster Port 3999

Existing Mode

The new m-link server on this system needs to know the IP address and port number for one of

the other cluster members. The wizard has determined an IP address for an existing cluster
member, but you may change it if an alternative IP address is more suitable.

Existing M-Link Server Mode's IP Address 172,200,155
Existing M-Link Server Mode's Cluster Port 3999

g This page is complete (Details

< Back ][ Mext = Finish

On pressing Next asimilar pagewill appear for providing the | P addresses and port numbers
of the Archive cluster as shown below:
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Figure 14.9. Wabac IP address and port numbers

[®] Create New M-Link Cluster Node o [[3 ][

Wabac Server Cluster Configuration Details

Provide IP addresses and port information for cluster communication

Wabac Server uses a specific port number (3998 by default) for cluster related communications.
Mew Node

Other cluster memnbers contact the wabac server on this system by using a specific IP address
and port number. The wizard has determined the most likely IP address for this system, but
you may change it if an alternative IP address is more suitable,

New Wabac Server Mode's IP Address  172.16.90.142

MNew Wabac Server Node's Cluster Port 3998

Existing Mode

The new wabac server on this system needs to know the IP address and port number for one of

the other cluster members. The wizard has determined an IP address for an existing cluster
member, but you may change it if an alternative IP address is more suitable.

Existing Wabac Server Node's IP Address 172200155

Existing Wabac Server Node's Cluster Port 3998

0 This page is complete (Details

<Back || Next> Eah

Finally, the wizard displays asummary page confirming the information you have provided
that will be used to create the configuration for the new cluster member.
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Figure 14.10. Cluster creation summary

(® Create New M-Link Cluster Node o (& [

M-Link Cluster Member Creation Wizard Summary

Check the details below before creating the new cluster member

XMPP Primary Domain -
gurmeen.isode.net

Directory used to store user information
Idap://gurmeen.iscde.net:19389

Operator JID
operator@gurmeen.isode.net

Location for user data
Chlsode\ms\user
This directory will be created on the file system

Lacation for pubsub data
CihIsodehms\pubsub
This directory will be created on the file system

Lacation for statistics data
ChIsode\ms\stats
This directory will be created on the file system

On Finishing the wizard
When you click finish, a set of wizard pages will guide you through the process of adding
the new node to the cluster.

Check Firewall Settings
Please make sure that your firewalls are configured correctly to allow access on all
required ports (Details -

Next > Finish | [ Cancel

For the newly configured server to become a cluster member, the other cluster member
has to be restarted. A follow-on wizard is used to guide you through the steps involved:
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Figure 14.11. Steps to add a new node to a cluster

[®] Adding 172.20.1.134 to Cluster
Steps for adding a Cluster Node
This page describes the steps for adding a new cluster node to an existing M-Link
Service
The wizard will guide you through the process of adding a new node to the cluster
The wizard will
- make sure all existing cluster members know about the new node

- prompt you to restart existing members, and check that this has been done properly
- tell you when to start the new node so that it can obtain its configuration from the cluster

- checks for new node's configuration to come in sync with the rest of the cluster
- tell you when to restart the new node again so that it can join the cluster

Press "Mext" to begin. If you don't want to add the new node just yet, you can press "Cancel” now

to exit the wizard.

< Back MNext = Finish Cancel

Thefirst stageisfor M-Link Console to tell the existing cluster member about the new
node. The wizard will wait until the other member has been updated, and so you must

ensure that the other cluster member is online and accessible:
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Figure 14.12. Informing existing node of a new cluster member

[®] Adding 172.20.1.134 to Cluster =3 EcH |

Inform existing nodes

This page ensures existing cluster members know about the new node

The list below shows existing cluster members. A green tick indicates that the existing member
knows about the new node.

IP Address Hostname Status Display Members
172201133 nickwing-64 Connected (no TLS)

4 | n 3

0 The new node has been added to all existing nodes.

< Back Next > e

Once existing cluster member has been informed about the new cluster member, it must
berestarted. M-Link Console cannot remotely restart them, and so waitsfor the administrator
to perform this action:
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Figure 14.13. Waiting for cluster members to restart

(®] Adding 172.20.1.134 to Cluster =

Restart existing nodes
Existing nodes must be restarted before the new node can start and join the cluster

The list below shows existing cluster members, A green tick indicates that the existing member
has been restarted.

IP Address Hostname Status Restart Local Server
H# 172201133 nickwing-64 Connected (no TLS)
i [T b

() Waiting for existing nodes to be restarted...

< Back Next > e

M-Link Console will indicate when the other members have been restarted:
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Figure 14.14. Existing cluster members restarted

(®] Adding 172.20.1.134 to Cluster o [ =] 2]

Restart existing nodes
Existing nodes must be restarted before the new node can start and join the cluster

The list below shows existing cluster members. A green tick indicates that the existing member
has been restarted.

IP Address Hostname Status Restart Local Server
172201133 nickwind-64 Connected (no TLS)

o All existing nodes have been restarted,

< Back Next » e

Thenext step isto start the new node so that it can update its configuration from the cluster:
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Figure 14.15. Ready to start new node to update configuration

(®] Adding 172.201.134 to Cluster o (-]
Start New Node

This waits for the new node to start and join the cluster

You can now start the newly created local server by clicking here.

() Waiting for the new node to be restarted...

< Back Mest = Finish

The wizard will check for the new node's configuration to come in sync with the rest of
the cluster after it has been started:
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Figure 14.16. Check new node's configuration to come in sync

(@] Adding 172.20.1.134 to Cluster o |[=][==]
Restart New Node

Waits for the new node to restart after coming in sync with other nodes

Wizard is waiting for the new node to come in sync with existing node...

The Finish button will be enabled once the new node has been restarted after it comes in sync
with other members.

() Waiting for new node to come in sync with existing members...

< Back Next > e

Once the new node comes in sync with the rest of the cluster, it needsto to be restarted for
the configuration to take effect:
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Figure 14.17.

[®) Adding 172.20.1.134 to Cluster o [ ]
Restart New Node

Waits for the new node to restart after coming in sync with other nodes

The wizard has checked that the new node has come in sync with the existing members,
You can now restart the newly created local server by clicking here,

The Finish butten will be enabled once the new node has been restarted after it comes in sync
with other members.

() Waiting for new node to be restarted...

< Back Mext = Finish

The restarting of the new node isthe final step which leads to finishing of the wizard:
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Figure 14.18.

[®] Adding 172.20.1.134 to Cluster = [ &3]

Restart New Node

Waits for the new node to restart after coming in sync with other nodes

The wizard has checked that the new node has come in sync with the existing members,
You can now restart the newly created local server by clicking here,

The Finish button will be enabled once the new node has been restarted after it comes in sync
with other members.

0 Mew node has been restarted.

< Back Mext = Finish ] I Cancel J

The newly started node will appear in the Services view, with a"green” status (along with
apadlock, if the connectionisusing TLS):

Figure 14.19. New cluster node added

[®) M-Link Services
M-Link Console Operations Edit Archive Graph View Help

 M-Link Services View &%

6 H‘Exma; wam Connection Type  M-Link Service (connected t0172.20.1.54)
4 G oamplen

172.201.209 (AlexWindow?VM) Profile Name eamplenet
2.20.1.54 (ACWindow7Rel) — e
G wondedandit Connection State  Connected (TLS-protected)

Authentication Type password-besed authentication (ID/password)

User D operstor@example. net
Server Tsode M-Link, 16.5+0-0. Uptime: 5 days, 19 hours, 5 minutes, 59 seconds
Isode License HGE license valid until 01 April 2017

Cluster

Cluster Status Al cluster nodes are online, and cluster configuration has been correctly synchronised.

(@) Manage (O Reconnect X Delete.. [ CloseViews |2 Refresh Cluster

When the cluster is operating, member nodeswill synchronize service configuration. When
itiscorrectly synchronized, the configuration hash val ue (obtained using see Section G.52,
“Get Hash (Node)”) will be the same on each node of the cluster. M-Link Console uses

thisvalueto check whether thereis apossible synchronization issue, and displaystheresult
of its check in the Cluster Satus field in the services view (see the previous screenshots).
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If there is a problem with cluster synchronization, you can look at individual nodesin a
cluster to determine the exact value of their configuration hash, which isvisiblein the
services view when you select a particular node:

Figure 14.20. Cluster member configuration hash

B 17220.1.208 (AleWindow7VM) Node Address ACWindow7Rel
17220154 (ACWindowTRel)

nnection State € d (TLS-protected)

Authentication Type d authentication (JID/pessword)
User D operator@example.net
Server Isode M-Link, 16.5v0-0. Uptime: 1 minute, 38 seconds
Isode License HGE license valid until 01 April 2017
Cluster
figuration Hash beshft:

Onetimewhen it may be useful to note the configuration hash valuesisif acluster of more
than two serversisfailing to synchronize, in which case it may be possible to ascertain
which of the servers has a problem (if it reports a hash value different from all the other
cluster members).

14.7

Specifying node-specific configuration

When you open the Service View to manage a clustered service, some of the configuration
elements will appear as expandable items, to reflect the fact that certain service-wide
configuration can be overridden on aper-node basis. For example, configuration parameters
that contain filenames may well be different on each node of the cluster. To view
node-specific configuration, select the item in the left hand pane corresponding to a node.
Theright hand pane will show the configuration for that node: where the configuration for
anode is different to the service-wide configuration, the value will be highlighted:
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Figure 14.21. Node-specific overriding of configuration
g Connected to xmpp://example.net using password-based authentication (JID/password)
@ Connection # | Configuration parameters for M-Link Server
1 Security Checklist
M Statistics ‘ ~
v B Service Administration
0 Users
@ Multi-User Chat BOSH Listener Port [5280 | @
@ Publish-Subscribe
® Form Discovery and Publishing BOSH Files Directory [ CAlsode\bosh_files | @
v E ierv-ir:L:Cnnﬁguratinn C25 Acknowledgment Request Period | 1 | L7]
£ Security Label 525 Startup Timeout [30 | @
4, Archiving 525 Timeout [ 3600 | @
gq Peers and Links X
g Groups Whing Timer | &0 | L’
@ Domains Ping Timer | 300 | L’}
0 Components U . s 1 v
E General
[# Server Logging Search Search Clear Search
~ Bl Advanced
A 172.20.0.155 (n1.example.net)
’ 172.20.1.136 (n2.example.net) Highlights show where this node overrides the service configuration Apply | | Cancel @&

Abort

In the screenshot above, the node n2. exanpl e. net is configured to serve bosh files using
alocally configured directory path. Because thisvalue differsfrom the shared configuration
that would otherwise be used, the editor highlights (in green) the node setting. A tooltip
will show the service configuration for the parameter concerned.

If you make achangein the node-specific configuration editor, then the editor will highlight
the valuein thisway, unlessyou happen to make achange which resultsin the node-specific
value being the same as the service-wide configuration (in which case the value will appear
without a green highlight).
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Chapter 15 Archive Management

This chapter describes the M-Link archiving capabilities.

15.1 M-Link Archive Server

The M-Link Archive Server is used to archive the XMPP traffic on behalf of M-Link
Server. Communication between the M-Link Archive Server and the M-Link Server uses
a high performance protocol.

Most stanzasthat pass through the M-Link Server using XM PP, covering all types of traffic,
are sent to the configured M-Link Archive Server. Key state changes are also sent. The
archiving mechanism is asynchronous, and so normal processing of XMPP traffic is not
affected by database writes (or reads). The M-Link Server writes queued archive datato
disk until they have been transferred to the M-Link Archive Server and acknowledged.
This makes archiving resilient to outages and restarts of both M-Link Archive Server and
M-Link Server processes.

The M-Link Archive Server normally shares configuration settingswith the M-Link Server
running on the host system. When M-Link Server configuration is reloaded, it signalsthe
M-Link Archive Server to reload its configuration.

15.2 User Access to Archives

End user accessto the archivesis provided using the XM PP extension protocol called
MessageArchive Management (MAM). XM PP clientsthat implement MAM issue queries
to the M-Link Server which in turn queries the M-Link Archive Server. Standard XM PP
authentication and access control applies, so users can only see traffic that they were party
to or could have been party to. Thisincludes security label checks (Chapter 7, Security
Labelsin XMPP).

I sode provides the Message Archive Browser, a XMPP over BOSH client that uses MAM
to provide user access to the archives.

15.3 Administrator Access to Archives

M-Link Console connects directly to the M-Link Archive Server to provide administrator
access to the archive as described in Section 15.7.2, “Using Archive Servicesin M-Link
Console”. A command-lineinterfaceisalso provided asdescribed in SectionA.8, “M-Link
Console Archive commands’.

ThesetoolsutilizeaHTTP based protocol to communicate with the M-Link Archive Server.
This Isode internal protocol makes use of JavaScript Object Notation (JSON) objectsto
communicate information. To allow for customer-devel oped administrative access tools,
this protocol is described in Appendix E, Administrator Archive Access Protocol.
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Direct accessis available only to Section 2.5, “M-Link Server Administrators’ and gives
them privileged accessto al data. Access is authenticated, to ensure that only authorized
users access the data, and will generally be TLS protected through the use of HTTPS
(https:/1/).

15.4

Archive Data and Configuration

M-Link Consoleallowsyou to configure archiving for adomain as described in Section 3.2,
“Using M-Link Console to manage domain configuration”.

The following data can be archived:
» 1:1 user chat message

Archiving is done if the option Section H.3.1.31, “Archiving” issettoal | for the M
domain of the local user(s) in the 1:1 chat. If the service has multiple IM domains, and
both users belong to different local domains, then archiving will be done if this option
isset for either of the two local domains.

All children of the <message/> stanza are stored in the archive except Chat State
Notifications [ XEP-0085].

Such amessage isreturned in aMAM query on the user's archive if the option
Section H.3.1.32, “Enable XEP-0313 Archives Access (MAM)” isset tot r ue for the
IM domain of the user.

Free text search can be done on the text contained in the <body/> element of the
<message/> stanza.
» Multi-User Chat (MUC) groupchat message

Archiving isdoneif the option Section H.3.2.11, “Archiving” issettoal | for theMUC
domain of the room.

All children of the <message/> stanza are stored in the archive.

Such amessageis returned in aMAM query on the room's archive if the option
Section H.3.2.12, “Enable XEP-0313 Archives Access (MAM)” isset to t r ue for the
MUC domain of the room.

Free text search can be done on the text contained in the <body/> element of the
<message/> stanza.

* MUC private message
Archiving of aprivate message sent to or received by alocal user inalocal room isdone

if the option Section H.3.1.31, “Archiving” issettoal | for the the IM domain of the
user.

All children of the <message/> stanza are stored in the archive.

Such amessage isreturned inaMAM query on the user's archive if the option
Section H.3.1.32, “Enable XEP-0313 Archives Access (MAM)” isset tot r ue for the
IM domain of the user.

Free text search can be done on the text contained in the <body/> element of the
<message/> stanza.

* MUC subject
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Archiving isdone if the option Section H.3.2.11, “Archiving” issettoal | or
event s- onl y for the MUC domain.

All children of the <message/> stanza are stored in the archive.

The subject is returned inaMAM query on the room's archive if the option
Section H.3.2.12, “Enable XEP-0313 Archives Access (MAM)” isset to t r ue for the
MUC domain of the room.

Free text search can be done on the text contained in the <subject/> element of the
<message/> stanza.
MUC events

Archiving is doneif the option Section H.3.2.11, “Archiving” issettoal | or
event s- onl y for the MUC domain.

Only the relevant information in the stanza is stored in the archive.
Free text search can not be done.

The following events are archived:

* Room creation

* Room destruction

* Room configuration change

¢ User joining the room

 Occupant nickname change

e Occupant availability status change
« Kicking an occupant

 Occupant leaving the room
Publish-Subscribe (PubSub) data

Archiving of anode item created by alocal user is doneif the option Section H.3.3.12,
“Archiving” issettoal | for the PubSub domain of the node.

The node items are returned in aMAM query on the PubSub archive if the option
Section H.3.3.13, “Enable XEP-0313 Archives Access (MAM)” isset to t r ue for the
PubSub domain of the node.

Free text search can be done on the text contained in the node items.

PubSub events

Archiving is doneif the option Section H.3.3.12, “Archiving” issettoal | or
event s- onl y for the PubSub domain.

Only the relevant information in the stanza is stored in the archive.
Free text search can not be done.

The following events are archived:

* Node cregtion

* Node deletion

* Publishing an item

Statistics

Thisisatype of PubSub data. The statistics domain is a PubSub domain and behaves
like any PubSub domain with respect to archiving. Each node of the PubSub corresponds
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to atype of statistic that the M-Link Server generates. The list of supported statistic
nodes can be obtained by sending a Service Discovery Items request to the statistics
PubSub domain.
More details are given in Section 17.3, “Live Statistics’.

» Form Discovery and Publishing (FDP) [ XEP-0346] templates and published forms
Thisisatype of PubSub data. The FDP domain is a PubSub domain and behaves like

any PubSub domain with respect to archiving. Thelist of nodes can be obtained by
sending a Service Discovery Items request to the FDP domain.

More details are given in Section 10.5, “ Using M-Link Console to manage Form
Discovery and Publishing”.
 Personal Eventing Protocol (PEP) [XEP-0163] data

Thisistreated as Publish-Subscribe (PubSub) data. Thelist of supported PEP nodes can
be obtained by sending a Service Discovery Items request to the user JID.

Archiving of PEP datais doneif the option Section H.3.1.31, “Archiving” isset to al |
for the IM domain of the local user.

PEP datais returned in a PubSub-like MAM query on the user's archive if the option
Section H.3.1.32, “Enable XEP-0313 Archives Access (MAM)” isset tot r ue for the
IM domain of the user.

e Component traffic

Archiving of traffic to and from the component (for example, 1-1 messages) is done if
the option archiving issettoal | for the component.

MAM queries can not be done to components.

15.5

Clustering and Archiving

The clustering of the M-Link Server is described in Chapter 14, Clustering.

Inaclustered configuration, | sode recommendsrunning an M-Link Archive Server on each
cluster node. Thereis an archive clustering protocol that connects the M-Link Archive
Servers on each node, so that each M-Link Archive Server holds information from all
cluster nodes. Thisresultsin each M-Link Archive Server holding the archived data of the
entire cluster, so that searches on any M-Link Archive Server will return results for the
whole cluster.

Alternative configurations could be used. For example, asingle M-Link Archive Server
could be run co-located with one M-Link Server while asecond M-Link Server on another
node could also connect to it directly. Or neither of the M-Link Servers could have a
co-located M-Link Archive Server and could connect to the M-Link Archive Server running
standal one on a separate machine. These configurations mean that archive access has a
single point of failure.
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15.6

Archive Configuration Options

The following options can be used to configure archiving:

» Section H.1.134, “Archive Server Host”

» Section H.1.135, “Archive Server Port”

 Section H.1.142, “Timeout for Archive Operations”

» Section H.1.136, “Archive Database Directory”

» Section H.1.137, “Archive Queue Directory”

» Section H.1.138, “Archive HTTP Server Host”

e Section H.1.139, “Archive HTTP Server Port”

e Section H.1.140, “Enable Archive HTTPTLS’

 Section H.1.143, “Archive Database Journal Mode”

» Section H.1.144, “Archive Include Remote MUCs in User Results’
e Section H.1.141, “XMPP Server shares Archive Server Config”

15.7

15.7.1

Archive Service Management in M-Link
Console

For Section 2.5, “M-Link Server Administrators’, it is possible to query and manage
Archive services for asingle-node or cluster-node M-Link Server configuration.

Archive Service Configuration in M-Link Console

M-Link Console allows you to manage M-Link Archive Server configuration using a
customised editor which appearsin the XM PP Service view. Note that | sode recommends
using node-specific configuration for Archive Service options (i.e. configuration for Archive
Services should not be cluster-wide), and so no equivalent editor appearsfor the cluster-wide
M-Link Archive Server Configuration

Select the Archiving editor in the service view to see or modify information about current
M-Link Archive Server configuration. For a cluster with two nodes, expand and select the
node view to see and modify the configuration.
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Figure 15.1. Archive Server Configuration Editor
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The description for the configuration parameters for the Archive Service can be found in
the appendix starting from Section H.1.134, “Archive Server Host”.

Notethat TL S should be enabled on the M-Link Archive Server if M-Link service has been
configured to provide TLS and vice versa, as otherwise you will not be ableto use Archive
Servicesusing M-Link Console

Using Archive Services in M-Link Console

For a profile connected as a Server administrator, it is possible to query and manage the
Archive service for asingle-node or cluster-node M-Link Server configuration. M-Link
Server provides both graphical and command line tools for importing and exporting data
from the Archive database, as well as an interface to search archive data. The following
section details the usage of these toals.

Searching the Archives

M-Link Server provides an interface to perform search queries on the archives. Thisenables
a Server administrator to search for MUC and user chat history, with the option to redact
selected messages, perform zoom operations on a selection of messages, or export the
current page of resultsto afilein PDF/A format. It is also possible to search the database
to see information about submitted FDP forms.

To perform a search, select the Search... option from the Archive menu. Thiswill display
adialog, allowing you to specify the search parameters. By searching for 1:1 chats, results
will include only messages that have been sent to or from a specific person (JID). A search
of 1:1 chatswill match all messages that are sent to or from the specified JID. If you want
to limit these results, you can specify a second JID in the Chats with: in this case, only
messages exchanged between those to users will be returned.

Select the Chatroom option to search for messages that appeared in a specific chatroom
(MUC). The dialog will pre-fill the chatroom field with alist of current chatrooms, which
means you can select aroom from adrop-down list. You can also enter a specific chatroom
name, which may be useful if the drop-down list isvery large, or if you want to see history
for a chatroom that no longer exists.

Select the FDP Topic option to search for submitted forms related to a specific FDP topic.
The dialog will pre-fill the topic field with alist of current FDP topics, which means you
can select atopic from a drop-down list. You can also enter a specific topic, which may
be useful if the drop-down list isvery large, or if you want to see history for atopic that
no longer exists. FDP topics exist in the context of a domain: to specify atopic, use the
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topic name and domain name separated by an @sign, for example MEDEVAC

9- Li ne@ dpdorai n. wonderl and. i t.

Figure 15.2. Archive Search Tool

[®] Search Message Archives =1 >4
1:1 Chats between | userl@wonderland.lit
Search

and <a@anyonex

Between the times Edit... | [ Clear and Edit... | | Clear

Match these words

In addition, it is also possible to specify adate-time range, limiting the results to messages
sent between the specified times. These are optional and one or both date-time parameters
may be omitted from a search query, in which case the maximum available time range is
returned.

Thefinal parameter is an optional text filter, allowing you to specify a string of text that
must be present in the results. Any results that do not contain the specified string will not
be displayed. Text searching is not applicable in the case of FDP searches.

When asearchis performed, M-Link Consolewill query the Archive database, and present
the results in amessage viewer. Thiswill display the timestamp for the message, the
message sender, message reci pient, and the message content. If there are redacted messages
in the results, these will display the date they were redacted on.

Message redaction

Redaction is a process whereby content is adapted into aform suitable for publication.
Within the context of M-Link Console, redaction of messages refers to the removal of
selected message content, preventing the message content from appearing in subsequent
search results. Thisisuseful in cases where it may not be possible or desirable to disclose
the content of specific search results in search history or exported data. By redacting a
message, the content of the message is removed and the message is marked as redacted.
Any subsequent searches returning redacted messages will only display the details of the
message, excluding the message body. When displaying a redacted message in M-Link
Console, text will be displayed in the body of the message indicating that the message has
been redacted, specifying the time at which the redaction occurred.

In order to redact one or more messages, select the messages you want to redact with the
cursor, and then select Redact Selected M essages... from the Ar chive menu. Thiswill
prompt you to make sure that you intend to redact the selection.
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Figure 15.3. Archive viewer showing a redacted selection
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Note that it is not possible to undo a redact operation. Applying the redaction will remove
the content of the selected messages. While the contents of a redacted message are
permanently removed from the archive, the message header containing the time stamp and
sender/recipient addressisretained. If atime-based search returns redacted messages, they
will be shown in the results view, with a message indicating that they have been redacted.
It isalsoworth noting that some IM clientsmaintain local chat history, and any such history
will be unaffected by a redaction operation.

Zoom function

The zoom function in M-Link Console is provided to display a selected message from a
Archive search query in context, with the immediately chronologically preceding and
proceeding messages. Note, this option is only enabled when search results have been
filtered according to a specified search term using the ‘M atch these wor ds field in the
search dialog, or when a search query has been made within a specified time period, and
aresult is selected.

When enabled, the Zoom button will become enabled on the search results page. The zoom
function can also be accessed by navigating to the Archive menu.

Zoom will display messagesimmediately surrounding the selected message, and continue
to zoom out with subsegquent zoom operations, increasing the number of visible search
results surrounding the sel ected message. Thisisuseful in situationswhere amessage from
a search query needs to be viewed in context. The results of the zoom operation result are
displayed in anew tab.

Where a search term has been provided in a search query, only results containing that term
will be displayed. This meansthat the chronologically preceding and proceeding messages
are not necessarily visible, depending on whether they contain the search term or not. By

selecting amessage from the search results, and selecting the Zoom button, chronologically
preceding and proceeding results will be displayed regardless of whether they contain the
search term.

Where atime period has been specified, results will only be displayed if the time-stamp
for each message falls within this period. This may exclude immediately surrounding
messages, depending on the time-stamp of each message. In this context, the Zoom button
will display chronologically preceding and proceeding messages regardless of their
time-stamp.
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Expiring Data

Expiring datais away to remove data from the Archive database. This can be useful in
situations where data can only be retained for a specified time period. M-Link Console
provides acommand-lineinterface (CLI) and agraphical user interface (GUI) for expiring
data before a specified date and time.

When performing an expire operation, an expire request is sent to the M-Link Archive
Server, which removes al of the data before a specified date and time. Depending on the
size of the database, this may take some time to complete, and the operation can not be
undone. Both the CL I and the GUI require amandatory date-time parameter to be specified.

Note that once you have expired any data from the Archive database, you must not
subsequently import data to that database if that data contains information which precedes
the expiry date.

Expiring data using the command line interface

The basic syntax required in order to expire data using the CL1 is as follows:

expire --user (ADM N STRATOR JID) --pwd ( PASSWORD)
- - expdat e (EXPI RY_DATE)

Running the expire command will prompt you to confirm that you want to remove all data
before the specified date-time. Proceeding will remove the archive data and return a
compl etion message when the operation has finished.

A summary of the expire command and any optional parameters can be found in
Section A.8.4, “Expire parameters’.

Expiring data using the graphical user interface

In order to expire data using M-Link Console, select the Expire... option from the Ar chive
menu. It is possible to expire data on a single domain, or for all domains. The Expire
Archive Data dialog alows you to specify the date-time before which all messages will
be expired: either by selecting a specific date, or by specifying atime period relative to the
current date-time. A confirmation dialog will be shown before the expirationiscarried out.
Note that expired data cannot be recovered from the archive, so it may be appropriate to
back up the archive before performing an expire operation.
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Figure 15.4. M-Link Archive Expire Tool
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Archive Backup

The backup operation is used to create a backup of the M-Link Archive Server database,
inadatabasefileformat (.db). Backupsare stored in abackupsdirectory inthe path specified
by Section H.1.136, “Archive Database Directory”, and are named chronologically using
the time-stamp. The backup operation differs from an export operation in several ways:

 Unlike an export operation where datais converted into XML or PDF/A, the format of
the data does not need to be changed for backup. This meansthat in many cases abackup
operation will execute significantly faster than an export operation.

 Archive data can be cloned into a new M-Link Server installation without having to
import the data. To do this, the backup database can be cloned into the Section H.1.136,
“Archive Database Directory” directory. More details can be found in Section B.2,
“Restore’.

A summary of the backup operation can be found in Section A.8.5, “Backup parameters”.
Creating backups using the command line interface

M-Link Console facilitates backup of the M-Link Archive Server database through a CLI.
This can be scheduled to run on aregular basis for automated backups. The syntax for a
backup command is as follows:

backup --user (ADM NI STRATOR JID) --pwd ( PASSWORD)

Importing Data
The M-Link Server enables |oading data from an XML file to the archive.

When performing an import operation, the M-Link Archive Server will attempt to validate
the provided file(s). On the basisthat the provided filesarevalid archive XML files, M-Link
Consolewill upload the datato the server. In caseswhere multiplefiles are being imported,
M-Link Consolewill attempt to upload each filein turn. Any filesthat can not be imported
will be displayed in an error message or dialog.
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Note that once you have expired any data from the Archive database, you must not
subsequently import data to that database if that data contains information which precedes
the expiry date. For more information on dataexpiry, see Section 15.7.2.2, “Expiring Data’ .

M-Link Console provides two methods for importing data, viaa CLI or viaa GUI.
The XML format of the import is given in Appendix C, Message Archive Format.
Importing data using the CLI

The command line tool can be used to import both single files and directoriesinto the
Archive database. Files should contain valid archive XML data, as defined in the schema

The basic syntax required for asingle-fileimport is as follows:

i mport --user (ADM NI STRATOR JID) --pwd (PASSWORD) --inpfn (FILE_PATH)

Thereis also acommand to import adirectory of archive data from afile based archive.
The file-based archive format is discussed in Section 15.8, “File based auditing archive’.
This can be achieved by using the command:

i mport Fol der --user (ADM NI STRATOR JID) --pwd (PASSWORD) --i npdn
( DI RECTORY_PATH)

A summary of the import command and any optional parameters can be found in
Section A.8.1, “Import parameters’ and Section A.8.2, “Import folder parameters’.

Importing data using the GUI

In addition to the command line tool, it is also possible to import data using the M-Link
Console import file and import archive options. These are available from the Archive
menu, under the option Import. Import archive... can be used to import asingle XML
file into the Archive database. Convert and import file-base archive... can be used to
import multiple XML files from afile-based archive format (as described in Section 15.8,
“File based auditing archive”) into the Archive database.

Figure 15.5. M-Link Archive Import XML Tool

L] Import Data to Archive Database = @

This cption will import data into the archive database,

Enter the location of the XML file to be imported.

XML File Mame | Browse...
OK Cancel

The Import archive... option presents adialog alowing you to select an XML fileto
import into the Archive database. Once a valid selection has been made, M-Link Console
will attempt to upload and import the specified file. If the file can not be validated, or an
error occursduring import, M-Link Consolewill present an error message and any temporary
resources created during the import operation will be removed.
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Figure 15.6. M-Link Archive Convert and Import Tool
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This option will convert a set of data from the XML file-based archive format and import it into the
M-Link archive database. .

Enter the path of the directory tree that contains data to be imported. M-Link Conscle will scan
the directory tree for archive files, and convert and import them into the database.

Archive directory

| Change...
OK Cancel

The Convert and import file-based archive... option presents a dialog allowing you to
import multiple XML files from afile-based archive format (as described in Section 15.8,
“File based auditing archive”) into the Archive database. Upon selecting a parent directory,
M-Link Console will scan the directory and any sub-directories for XML files. When the
directory scan has completed, any XML files found below the parent directory will be
presented in alist where you will have the option to specify which filesto import.

Exporting Data

The M-Link Server enables exporting archive datato an XML file. It is possible to export
data for a specific domain, or for al domains, and to specify what time period the export
should include.

The export functionality of M-Link Console can be used to export data from the Archive
databaseto an XML or PDF/A file. Thisisuseful in situations where automated long-term
archivingisrequired asit is possible to schedule an export script or command to execute.
For these requirements, PDF/A isagood choice asit provides excellent long term
compatibility, the main advantage being that all resources required to reliably render the
document are packaged with the PDF/A file. XML export is useful in situations where a
backup of archive dataisrequired. Thisisbecause it can beimported into aArchive server
in the event of aloss of data, loss of hardware or corruption.

When performing an export, M-Link Console sends arequest to the server for the archive
data. Thisisthen returned as XML data, where it is exported to an XML file, or converted
into PDF/A format before being exported to a PDF/A file. M-Link Console provides
command line interface tools, and graphical user interface tools for exporting data.

The XML format of the export is given in Appendix C, Message Archive Format.
Exporting data using the command line interface

The basic syntax required to export from the Archive database is as follows:

export -user (ADM NI STRATOR JID) -pwd (PASSWORD) --expfn (FlLE PATH)
- sdat e( START_DATE) - edat e (END_DATE)

The start date (sdate) and end date(edate) are optional time parameters for specifying the
time period to export. The “xml” option specifies XML as the output format, if omitted
the output format is PDF by default. When an export operation isin progress, M-Link
Console will provide status messages indicating the progress. Depending on the amount
of data being exported, and whether conversion to PDF is required, this may take some
time to complete. If an error is encountered, the operation will terminate and an error
message will be output to the command line.
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A summary of the export command and any optional parameters can be found in
Section A.8.3, “Export parameters’

Exporting data using the graphical user interface

M-Link Console has an Export... option in the Archive menu for exporting data from the
Archive database. Selecting this option will present a dialog where you will be able to
specify the domain to export (if applicable), the file type, either PDF/A or XML, thetime
period to export, and the output directory. It is possible to exclude one of the time fields,
inwhich case data before/after the specified timewill be exported. If no times are specified,
the complete archive (for the selected domains) will be exported.

Selecting OK will send an export request to the Archive server, which will return theresults
to M-Link Console. These results are then written to afile. Depending on the size of the
database, this may take some time. The progress dialog will display the current stage of
the operation and asuccess or failure dialog will be presented when the operation compl etes,
detailing any errorsif applicable.

Figure 15.7. M-Link Archive Export Tool

[®] Export Archive Database to File = @

A request will be made to the server to retrieve archive data, and M-Link Conscle will either save the raw XML
or create a PDF representation of the archive. For large amounts of data, this operation may take some time.

Domain to export

@ All Domains

One Domain only | muc -

File Type
@ PDF format
AML format
PDF File Name Ch\Users\Administrater\Desktop\archive.pdf Browse...

Dates to Export
To export the complete archive, leave the time fields empty

From Edit... | |Clear| Te Edit... | | Clear

i

OK l | Cancel |

Message Statistics

M-Link Console has a M essage Statistics... option in the Archive menu for generating
statistics for messages sent and received by the users. A resquest is made to the Archive
databaseto get the XML which isthen parsed to generate statistics for each user that appears
in the archive XML.

The statistics can be generated either for users of all domains or a selected domain by
selecting the option in the Domainsto sear ch panel. The Date Range can be used to limit
the results based on atime interval. Press the Gener ate button to generate the statistics.

Theresultswill be displayed in the form of atable containing rows per user. The columns
will represent types of message numbers for each user.
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Figure 15.8. M-Link Archive Message Statistics
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15.8

15.8.1

File based auditing archive

Note: Thisfeatureis deprecated in favor of using M-Link Archive Server based
archiving. M-Link Archive Server provides a superset of the capabilities of
file-based auditing archives.

M-Link Server can be configured to provide afile based auditing archive, which can be
configured to audit all messages sent either by user, by MUC room, or both. This auditing
archiveis stored in aset of XML filesin afilesystem, and aviewer is provided in M-Link
Console.

Configuring auditing

The User and MUC audit archive can be enabled by specifying adirectory in which to
archivein the M-Link Server configuration - see Section H.1.113, “User Audit Archive
Directory” and Section H.1.112, “MUC Audit Archive Directory” respectively.

You can use M-Link Console to specify the location of these directories. Since the names
of the directories used for log files are likely to be system-specific, M-Link Console
recommends setting these paths on the Node specific editors, that appear on expanding the
XMPP Logging Configuration treeitem in a clustered configuration. For asingle node
service, M-Link Console displays a single editor for the service to configure paths on the
local node.
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Figure 15.9. XMPP Logging Configuration
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The editor shows the location of the directories for User and MUC audit archives. The
following sections describe how to view the User and MUC archive logs

15.8.2 MUC Archives

To enable MUC archiving, ensure that a valid directory path is specified (the editor will
indicate if you have chosen a path name which does not exist), and press Apply. Note that

if you set, or change the value of the MUC archive directory, the change will not take effect
until the server has been restarted.

Figure 15.10. Restart Server Node

[®] Set Server Configuration (Node) @

() Configuration has been updated successfully

() Restart the node for changes to be active

Once asuitable directory has been configured, and the server restarted, you can view MUC
archives by selecting the View... link on the MUC Archive group. For a clustered service,

the View... link only appears on the Node specific editor and not on the shared cluster-wide
editor.
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Figure 15.11. Browsing MUC Archives
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Archive Logs
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By default, the editor will assume that you want to read MUC archives directly from the
local system (on the assumption that M-Link Console knows wherethesefilesare, and has
sufficient rights to read them). In some cases though, it may be that M-Link Console does
not have direct access to the MUC archives, in which case you can till use its browsing
functionality to view the archives, provided you have copied them to alocation which
M-Link Console can read: in this case, select the Access a copy of the M-Link Server

MUC archive option, and enter the name of a directory where the original MUC archives
have been copied to.

Archivelogfilesroll over each day, and so you need to specify which date you are interested
inlooking at, aswell asthe room name. Once you have selected adate (using the Choose...
button) for which logs exist, M-Link Console will display alist of rooms that have archive
datafor that date in the Select a Room combo-box. Select the room whose archiveisto be
viewed, and the Archive Logs dialog will display the appropriate transcript:

Figure 15.12. Browsing MUC Archives
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(12/04/16 14:50:43) o M.
(12/04/16 14:50:43)
)
)

T

(12/04/16 14:52:54
(12/04/16 14:52:54) 231dd3137cc765d0 to March: Or pehaps it doe:
(12/04/16 14:52:54) a29adacd65530ad2 to Mad Hatter: What?

2 Search

Refresh

15.8.3 User Archives

You can look at the chat history of specific usersif you have configured a suitable user
archive directory. Select the View... link on the User Archive group on XM PP L ogging
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Configuration editor (expand and select the node for a clustered service) on the XMPP
service view:

Figure 15.13. Browsing User Archives

[® ML ; com”, Profile: com ===
M-Link Console _Operations _Edit Archive Graph View Help
# M-Link Services View [ aleovindow?vm.com | User Archive (aleawindon7vm.com) £
© Access M-Link Server User archive
) Access a copy of the M-Link Server User archive
Server User archive will be provided by the local node " com” whichis " C D: Archive” Browse
Date 07 Apr 2016
SelectaUser  [SelectaUser -
Select a contact | Select a cantact
Archive Logs
S search Next | [ Previous
Abort

By default, the editor will assume that you want to read MUC archives directly from the
local system (on the assumption that M-Link Console knows where thesefiles are, and has
sufficient rightsto read them). In some cases though, it may be that M-Link Console does
not have direct access to the user archives, in which case you can still useits browsing
functionality to view the archives, provided you have copied them to alocation which
M-Link Console can read: in this case, select the Access a copy of the M-Link Server
user archive option, and enter the name of a directory where the origina user archives
have been copied to.

User archive filesroll over each day, and so you need to specify which date you are
interested in looking at, aswell as the user name. Once you have selected a date (using the
Choose... button) for which logs exist, M-Link Console will display alist of users that
have datafor that date in the Select a User combo-box. Select the user whose archiveisto
be viewed, and then, optionally, the contact (in Select a contact to focus on) will display
the appropriate transcript in the Archives dialog:

Figure 15.14. Browsing User Archives

© Access M-Link Server User archive

) Access a copy of the M-Link Server User archive

Server User archive will be provided by the local node " .com” which is "C:\L D ts\User Archive”

Browse
Date 12 Apr 2016
SelectaUser  macthatter@alevindowdvm.com -]
Select 2 contact [Select a contact -

rchive Logs S5t contact

feMVELOgS march.hare@alexwindowdvm.com

FETYTEA 2l ceQalexwindonTym.com =

(12/04/16 14:30:48) mad. com to march. i com: Hi

(12/04/16 14:30:48) mad. om to march. i com: Do you want to know 2 secret?

(12/04/16 14:39:48) march, i .com to mad .com: Ves

(12/04/16 14:38:48) mad. com to march com: Are you sure?

(12/04/16 14:39:48) march. com to mad. com: Yes

(12/04/16 14:30:48) mad. com to march. i .com: Welllet me tell you

(12/04/16 14:39:48) march. com to mad. i com: 72777 3

(12/04/16 14:41:53) mad. com to march. .com: Tam neither Mad

(12/04/16 14:41:59) mad. com to march. .com: or 3 Hatter

(12/04/16 14:41:59) march. om to mad. com: Wow | was not expecting that

(12/04/16 14:41:59) mad. com to march. .com: Noone expect the spanish inquistion

(12/04/16 14:58:27) mad. com toali i com: Alice

(12/04/16 14:59:27) aii i .com to mad com: Ves

(12/04/16 14:59:27) aii i com to mad com: ?

(12/04/16 14:59:27) mad. i .com to ali i .com: Alice, are-you ok? are you ok Alice?

/16 14:59:27) aii i .com to mad com: Yes
(12/04/16 14:59:27) mad. com to ali i com: Alice, are you ok are you ok Alice? L
O Search Next | | Previous
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Chapter 16 Troubleshooting

This chapter discusses troubleshooting.

16.1

Local System Diagnostics using M-Link
Console

M-Link Console can perform some diagnostic tests on thelocal system which may provide
information that is useful when things do not appear to be working properly, especialy if
it isrunning on the same system asthe M-Link Server. Some of the tests may reveal simple
configuration problemswhich can be resolved straight away. It will also be useful toinclude
any test results when contacting | sode support.

You can invoke the L ocal System Diagnostics window by using Help->L ocal System
Diagnostics.... The window will display the results of a series of tests, as shown below.
Note that depending on your system configuration, the set of tests run may be different
from that shown.

Figure 16.1. System Diagnostics

[®] Local System Diagnostics = @

Diagnostics for the local system (The Systern that M-Link Console is running on).

0 A'Windows Service for Isode M-Link exists and is running (details
0 M-Link Console is running with elevated privileges (details
0 A service is listening on port 5222 on the local system that appears to be an XMPP server

0 A service on the local system is listening on the archive http port (5080) that appears to be an HTTPS
service

0 You have a valid M-Link licence on this system

0 You have a valid HGE-TLS licence on this system

& Some bind profiles reference domains with no DMS information (details)

0 Found mlink-event log file for 18 May 2016 13:01 (Show contents of Eventlog file

Could not locate a recent Audit log file (details

Refresh

For each of thetests, agreen icon isused to indicate that the test was successful, ared icon
indicates a situation which is likely to mean that functionality isin some way broken or
limited, and ayellow icon indicates a potential problem which may or may not impact the
service functionality.

Some of the tests performed are described below:

* On Windows, M-Link Server runs as aWindows service. A diagnostic test will report
whether alocal Windows service for M-Link Server is configured and running.
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On Windows, M-Link Console needs to run with elevated privileges (Run as
Administrator) in order to be able to start and stop M-Link Server, and so a diagnostic
will report whether M-Link Console has been invoked in this way.

Port 5222 is the default port used by an XM PP server which is accepting client
connections. A diagnostic test will report whether thisport isin use on thelocal system,
and if so whether the server using it appears to be an XMPP server.

XMPP clients (and other XM PP servers) wanting to connect to an M-Link service
commonly use DNS SRV resource records to locate it. Alternatively, clients may use
other DNS resource records, such asA and AAAA resource records for the domain. A
diagnostic test will check whether any locally configured M-Link Server instances can
be located using standard DNS discovery methods.

The M-Link Server will writeto alog file, and so one of the diagnostic tests will verify
the existence of alog file in the default location and allow you to view the current log
contents. Note that if you have configured the server so that it islogging somewhere
other than the default location (see Chapter 18, Monitoring the M-Link Server), then the
diagnostic may not show any logs.

16.2

Security Checklist

M-Link Console performs some checks on the configured M-Link service and its nodes to
check the security aspects of the XM PP service.

The checks are displayed on the Security checklist editor of the XMPP service view.
Figure 16.2. Security Checklist

[®] M-Link Service for "funkywin7.isode.net”, Profile: funkywin?.isode.net EI@

M-Link Console  Operations  Edit  Archive Graph View Help
® M-Link Services View (@ funkywinT.isode.net 52

Connected to xmpp://funkywin?.isode.net using password-based authentication (JID/password)

a (O Service Information Security Checklist
@ Connection
4~ Security Checklist
[y Statistics The server does not require clients to use TLS Details...
s 2| Service Administration
A Users OAdmin Ad-Hoc Commands can only be used by operators Details...
@ Multi-User Chat
(@) Publish-Subscribe
@ Form Discovery and Publishing Admin Ad-Hec Commands are not restricted to TLS

0 The server offers TLS to clients Details...

I

I

i

a E Service Configuration connections Details..
‘?-' . . . -
Ry TLS 0 Authentication using cleartext passwords must use TLS Details...

# Security Label
B User Database
"._-U Archiving
gq Peer and Link
% User Groups
Q Domain
3 @ General
[ Server Logging
. 1| Advanced (Service Wide)

L] T b
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For each of the checks, agreen icon is used to indicate that the service is secure, with
respect to, the security aspect being tested, ared icon indicates that the configuration may
cause a security threat, and ayellow icon indicates a security warning. The detailsfor each
check will be displayed by clicking the Details... button for the check.

Some of the checks that are performed by M-Link Console are described below:
* AnM-Link service can offer Transport Layer Security (TLS) toitsclients. A check will

report whether the service offers TLSto its clients.

* There are checksfor the availability of administrative Ad-Hoc Commands based on the
group of the connected user and type of XM PP connection.

» Depending on your environment, it may be acceptable for passwords to be transmitted
without being encrypted, but in case you are using networks which may not be secure,
one of the testswill warn if you are not requiring that cleartext authentication use TLS.
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Chapter 17 Statistics

This chapter discusses collection and viewing of M-Link Server statistics.

17.1 M-Link Server Statistics

The M-Link Server is capable of reporting variousinformation about its configuration and
status. Two types of statistical information are available:

» on-demand statistics, which are returned in response to arequest from aclient. These
statistics are always available to a suitably privileged client (such as M-Link Console,
when connected as a Server administrator). In some cases, anon-trivial amount of work
isrequired to compute these values, and so the M-Link Server will only compute them
in response to a request from a client. For thisreason, it is generally not agood ideato
poll the server for these statistics.

* live statistics, which are published by the server to a special pubsub domain, and which
will be seen by any client which has an appropriate pubsub subscription. The server
regards the publishing of this datato be arelatively low-priority task, so while some of
the statistics may be refreshed every minute or so, the period between updates is not
guaranteed to be regular.

Since live statistics are associated with a pubsub domain, it is possible to capture live
statistics in the archive, which allows a historical record of "live" statistics. This can
provide auseful way to assess the behaviour and load experienced by an M-Link Server
over arelatively long period of time.

M-Link Console can be used to view both types of statistic, as described in the sections
bel ow.

17.2 On Demand Statistics

An M-Link server provides arange of on demand statistics. These statistics are available
from the server on arequest basis, i.e. the values must be explicitly requested from the
server. M-Link Console providesanumber of customized viewsfor these statistics, accessed
viathe statistics editor.
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Figure 17.1. Example of the On Demand Statistics

4 O Sevice Information Sessions | Online Sessions | 525 Sessions | Memory Usage | Performance | Work Queue|
# Connection
4 Security Checklist
by Statistics

4 Bl Service Administration
B Users The number of eriginating servers 0
@ Multi-User Chat
(© Publish-Subscribe
© Form Discovery and Publishing The number of authoritative servers 0

a [Z] Service Cenfiguration
TS
#, Security Label
User Database
<\, Archiving
&® Peerand Link
Bg User Groups.

The number of anline users 2

The number of receiving servers 0

(@) Server Logging
> B Advanced (Service Wide)

Last refreshed on Tue Apr 12 14:29:48 UTC 2016 Refresh

This M-Link Server is able to publish real time statistics. These can be configured using the "Graph” menu

The On Demand statistics are spread over a number of tabs, each one representing a
collection of related statistics.

The tabs are not automatically updated. To get the latest values the Refresh button should
be pressed. Some of thetabswill beautomatically filled inwith initial valueswhen M-Link
Console loads. Others represent statistics that may take a non-trivial amount of work to
compute. These will have to be explicitly requested from the server. Initially the editor
will display a message in the tab explaining that arefresh is needed to load the statistics.

Figure 17.2. A refresh is needed to load the statistics

Sessions | Online Sessions I 525 Sessions| Memory Usage ‘ Perfermance | Work Queue‘

To request "Memory Usage” statistics, press the Refresh button

"Memory Usage" statistics not yet refreshed

To request the data the Refresh buttons should be pressed. The server will calculate the
current values for the associated statistics and they will then be displayed.
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Figure 17.3. The Tab after the statistics have been loaded

Sessions | Online Sessions | 525 Sessions | Memory Usage | Performance | Work Queue

Memaory used for Routes
Total Route count

Peer Route count
Session Route count
Memery used for PubSub
PubSub count

Memery used for MUC
MUC count

Memaory used for Rosters
Roster count

Roster items count
Memory used for Caps
Caps count

Caps subscriptions count

Caps features count

9403
5

0

5
11187
10
2973
5
1295
5

8
1621
1

0

8

Last refreshed on Tue Apr12 15:50:38 UTC 2016
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m

Refresh

17.3

Live Statistics

An M-Link service can be configured to provide Live Statistics. Thisisa publish subscribe

service that provides real time statistic information for the service.

M-Link Console can then display these statistics, in agraphical format, as part of the Live

Satistics view.

Enabling live statistics on an M-Link service can be used via the Configure Live Satistics
tool in the Graph menu in M-Link Console

Optionally, if the archive database is configured on the service, (see Section 15.7, “ Archive
Service Management in M-Link Consol€”) then it can be configured to archive the statistic.
If thisis done, then M-Link Console will allow browsing of the historical statistic datafor

the service.
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Figure 17.4. An example of the live statistics for an M-Link Server
3 .
\\\
\\’
] shows (1303716 0mt639 - mowasomsoas =) [»] [+] [ [por.]

Enabling live statistics
Live statistics can be enabled via the Configure Live Statistics tool found in M-Link
Console's Graph menu
Figure 17.5. Launching the Configure Live Statistics tool

[E=S =)

When launched the tool will display whether Live Statistics are enabled on the service and
provide check boxes for enabling Live Satistics and Live Satistic Archiving.

Figure 17.6. Configure Live Statistics

[(®] Configure Live Statistics o || =]

The M-Link Service can be configured to publish live statistics, which M-Link Conscle will
display as graphs.

Live statistics can optionally be archived, which allows M-Link Console to include historical
data in its graphs.

[] Enable Live Statistics

Archive Statistics

Advanced...
QK Cancel

Checking the Enable Live Satistics checkbox will enable live statistics on the service.
Doing so will also cause the Archive Satistics button to be enabled and checked. If the
archive database is configured on the server thiswill mean that the Live Satistics will be
archived, allowing M-Link Console to provide historical data about statistics. To disable
Live Satistic Archiving uncheck the Archive Statistics.
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Figure 17.7. Service with Live Statistics and Archiving enabled

[®] Configure Live Statistics = @

The M-Link Service can be configured to publish live statistics, which M-Link Console will
display as graphs.

Live statistics can optionally be archived, which allows M-Link Console to include historical
data in its graphs.

/| Enable Live Statistics
o | Archive Statistics

The domain "stats.alexwindowTvm.com” will be created for live statistics. Use the
"Advanced" tab to select a different domain.

Advanced...

0K l | Cancel ‘

By default when configuring Live Statistics M-Link Console will create anew publish
subscribe domain with the name stats.< servername> on the service and configure the
M-Link service to push the live statistics data to that domain. For advanced configuration
options select the Advanced... button.

Figure 17.8. Advanced Live Statistics Configuration

(%] Configure Live Statistics = @

Domain To Use

-

Live Statistics are stored on a PubSub (Publish-5ubscribe] domain. Itis
recommended that you use a dedicated domain for statistics, although you can
use an existing PubSub domain.

@ Create Mew Domain

Use Existing Domain

Demain Name  ktats.aleswindowTvm.com

Statistic History

Enabling Statistic History will configure the domain so that it archives data, and
enables MAM (Message Archive Management). This will allow M-Link Conscle to
include historical statistics in graph views. You can disable archiving and/or MAM
for this domain at any time.
@ Archive statistics and enable MAM
Archive statistics and disable MAM

Do not archive statistics

Ok ] | Cancel
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Viewing Live Statistics

Once enabled on the M-Link service, live statistics will be visible in Graph menu; which
will contain alist of live statistics available on the service

Figure 17.9. Graph Menu

[®] M-Link Service for "alexmac.com”, Profile: alexmac.com
M-Link Console  Operations  Edit  Archive View Help

# M-Link Services View

"% alexmac.corm

| Connected to xmpp://alexmac.com usin
f

4 () Service Information
‘4 Connection
4~ Security Checklist
M Statistics

a ;‘-ﬂ Service Administration
B Users
@ Multi-User Chat
(©) Publish-Subscribe
@ Form Discovery and Publishing

4 [=] Service Configuration
iy TLS
3 Security Label

User Session Count

MUC Messages per r'r'lir1utek
MUC Room Count
Authoritative 525 Session Count
MUC Messages per day

MUC Messages per hour
Number of occupied MUC rooms
Number of unigue MUC users
Originating 525 Session Count
Receiving 525 Session Count
Total Number of MUC occupants
Uptime

Configure Live Statistics.,

ection Type
k Service Mame
ection State

D

License
nation last reported

5

B User Database

Selecting a statistic will display it asagraph in aLive Satistics View. The graph will be a
line graph plotting value of the statistic against time. If archiving of the statistics domain
isenabled, then the graph will include historical data (including databefore M-Link console
was started). If no archiving has been enabled, then the graph will only show data that has
been published since M-Link Console connected to the service.

Figure 17.10. Live Statistics View

[®) User Session Count - alexmac.com

B
M-LinkConsole Operations Edit Archive Graph View Help
® M-Link Services View @ alexmac.com  [User Session Count - alexmac.com 52
5-
4
3 /A
//
///
2 /I—A’/
/
/
/
1 //
/

T T T T T T T T T T 1
2016-04-13 00:37:00 00:38:00 09:30:00 00:40:00 00:41:00 09:42:00 00:43:00 00:44:00 09:45:00  2016-04-13
00:35:44 09:45:44

[<<] show: [13/04/26 093504 13704716 03u5usa_+| -~ | [+] [J] PDF.
Abort

Red lines or regions on the graph indicate when the M-Link Server's Uptime statistic
indicates that the server was not running.
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Figure 17.11. Red lines or regions indicate when the server is down
[®] user = |[E=]==
M-Lin hive Graph Help
 M-Link Services View | @ alexmac.com  |User Session Count - alexmac.com 52
7-
6
5
4]
3
2
14
T T T T T T T |
20160406 0406 04-07 04-08 04-09 0410 04-11 0412 20160413
09:41:25 23:00 23:00 23:00 23:00 23:00 23:00 23:00  09:41:25
< Show: [06/04/1605:41:35 - 13/04716 094135 | [>» ][] [-] PDF.

The server publishesavariety of live statistics; M-Link Console allowsyou to select which
statistic is being shown.

The control bar at the bottom of the view allows navigation through the historic values for
the statistic. If statistic archiving is not enabled on the server, then you will not be able to
scroll to atime earlier than when M-Link Console connected to the service. The controls
allow you to:

» scroll backwards and forwards in time

» zoom the scale of the horizontal axis, to show larger periods of time, or focus on ashorter
period

* snap the horizontal axisto a predefined time period, such as the last hour, day, week,
€tc.

 export acopy of the currently displayed graph to a PDF file.
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Chapter 18 Monitoring the M-Link Server

M-Link Server'slogging configuration providesaway for the server to log eventsin various
ways.

18.1

18.1.1

18.1.1.1

18.1.1.2

Logging

This section begins with the use of M-Link Console to configure logging. Thisisfollowed
by an overview of the general structure of the I sode logging subsystem.

Note: Sincein most cases you will be using M-Link Consoleto view and update
logging configuration, it is not necessary to be familiar with the details of the
logging implementation, but it may be useful to have an understanding of some
of the concepts involved.

How logging works

This section contains information to help you understand the content and configuration of
log filesin more detail.

Record types

All Isode applications generate two types of log records during normal execution: audit
records and event records.

 Audit records are used to record '‘auditable events — configuration change, for example.
They do not have a severity level associated with them, and have awell defined format,
so that they can be easily parsed.

» Event records are used to record errors, normal program operation, or to provide
debugging information. They are associated with a particular severity level, and contain
free-form text with substituted data items. The free-form text is contained in a separate
dynamically-loaded library (on Windows) or a message catalog (on Unix), which makes
it possible to replace the standard set of English messages with equivalent text in other
languages simply by substituting a suitable message file.

No output mechanism isdirectly associated with log records. When an event or audit record
is generated by an application, then whether or not it islogged, where it islogged to, and
what the output of thelog lookslike, depends on what output streams have been configured.

Output streams

An output stream is a description of how a particular set of event and audit records should
be recorded or displayed. Multiple output streams may be configured for an application,
and whenever an event or audit record is generated, the logging subsystem checks to see
which, if any, of the available output streamsis eligible to processit.

Aswell as defining which records are eligible to be logged, the configuration of an output
stream also determines the format of the messages that are produced by the stream.

This means that a single event or audit record may be processed by one or more separate
streams (or by no stream at al), and that, in the case of multiple streams, the messages
output by the streams may be of differing formats, containing more or less detail. For
example, it would be possible to configure one output stream to generate a brief message
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about all ‘warning' level events, and another to generate a detail ed message about a specific
‘warning' event which is of particular interest.

Stream types that are currently available:

» thefil e type, where the records are output to afile

* the npp type, which sends logging over the network to Isode's server watch daemon,
which enables further processing and/or consolidation.

* thesnnp type, which sends events to an SNMP agent. See Section 18.2, “High-priority
event monitoring using SNMP” for more details.

» thesyst emtype, where the records are passed to the system event log (syslog on Unix
systems and the Application Event L og on Windows)

» thetty type, whichisidentical to file type, except that the records are written to either
st dout orstderr

M-Link will be configured with a default file stream to record log events.

Format of messages in output streams

When agiven audit or event is generated, then for each output stream that is configured to
process records of that type, the settings for the output stream determine the format of the
message that isoutput. Inthecaseof fi | e andt t y streams, the stream may be configured
to contain any combination (including none) of the following fields:

» dateand time: the format of date and time is configurable on a per-stream basis.

* program name: the name of the program generating the message. Any i sode prefix
will have been removed, and the program name will be truncated to 8 characters.

* processid

 thread id: thisfield may be useful to distinguish separate threads in the same process.

 username: the username of the process which generated the record. Thisfield isonly

meaningful on Unix systems. If the username cannot be established, then anumeric UID
islogged.

 severity: audit records have no associated severity, but event records always have a
severity, which, if displayed, is represented using one of the following single letters, as
follows:

| —Information N— Notice S — Success D - Detail
W-Warning E —Error F — Fatal C— Criticd
L —AuthOK A —Authfall X —Debug P—-PDU

« facility code: the name of the facility which generated the message. Audit records are
not associated with a particular facility.

» message identifier: an identifier representing the event. Audit records do not have a
message identifier.
* text: the formatted text describing this event. Audit records do not have atext field.

» supplementary audit record parameters

For certain types of audit records, extrainformation may be associated with the record,
and if the stream is suitably configured, thiswill be included as a sequence of key-value
pairs on the end of the message.

As an example of an audit record, consider that the node configuration has been modified
by the Server administrator. Assuming an audit stream has been created to capture such
records, and that the stream is configured to display all possible fields, then the resultant
message from the audit output stream will look like this:
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2015- 02- 13 14: 20: 27 xnppd 04932 (root )

M.i nk_AdHoc- Server _Confi gurati on session: SI D2
jid:william brown@ unkyw n7.i sode. net
operation:"http://isode. com xnpp/ confi g#set confi g_node"

Asan example of an event record, consider that the M-Link Server is shut down. Assuming
an event stream has been created to capture such records, and that the stream is configured
to display all possible fields, then the resultant message from the event output stream will
look likethis:

2015- 02- 13 15: 20: 27 xnppd 04932 (root ) N M. nk-Notice
PROCESS: exited(0) shutting down

In both cases, the date, program name (xmppd) and processid (04932) and username
(r oot ) areincluded.

The event record contains severity (N, for Notice), facility (M_i nk) andidentifier (Not i ce)
of the event, aswell asthe text field giving more details.

Theaudit record isidentified by thefixed string MLi nk_AdHoc- Ser ver _Conf i gur at i on.
Thistype of audit record contains supplementary information which (assuming the stream
isconfigured to display them) is shown in the log as a sequence of key: val ue pairs. Inthis
case, the MLi nk_AdHoc- Ser ver _Conf i gur at i on operation islogged with three
supplementary parameters, sessi on, j i d and oper ati on.

Logging configuration
Information about logging stream configuration is stored as XML data.

An application loads its logging stream configuration generally from an XML file. For
Isode DUASs (such as M-Link Console and Sodium, thisis contained in the dual ogging.xml
file, located in either (ETCDI R) or ( SHAREDI R) . In the case of M-Link Server, the
corresponding mlinklogging.xml file contains configuration used by the M-Link Server.

M-Link Server providesacustomised editor (see Section 18.1.2, “ Changing M-Link Server
logging using M-Link Console”) for modifying the logging configuration viathe Ad-Hoc
Command described in Section G.54, “ Set Logging Settings (Node)”. This GUI isaso
available as a standalone tool (in the case of individual XML files, see Section 18.1.3,
“Using the standal one logconfig tool”) which can be used for managing any | sode product's
(including M-Link Console) logging configuration XML file.

Changing M-Link Server logging using M-Link Console
You can use M-Link Console to configure logging for your M-Link Server.

M-Link Console allows you to manage log configuration using the Server Logging editor
which appearsin the XMPP Serviceview for Server administrators. Note that M-Link does
not allow for cluster-wide common logging configuration (i.e., logging configuration is
node-specific), and so no equivalent editor appears for the cluster-wide logging.
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Figure 18.1. Configuring logging using M-Link Console

@ ML *al

M-Link Console  Operations _ Ed

 M-Link Services View

ted to xmpp://alexmac.com using password-based authentication (ID/password)

Configuration of M-Link Server's logging
Log Stream Stream Status Add..
K fileAudits No Audit Logging
fileEvents . Event logging
MLinkEvent Event logging
Modify Auditing.
‘ B Defauit
File Logging | Event Logging
Log File Path
Log file Directory . Use Default
LogfileName  miink-eventlog
Rollover Log File .
Advanced
Preview
Exemple Log il mLink-event. 2016-64-13-00-00. log
Exemple Event Log:  2016-94-13 16:53:01 H-Link € 01786 (40 ) I-javalib-information <event log record messa

1. Two different record types (see Section 18.1.4, “What is written to the log files?") are
shown (Audit and M LinkEvent):

* If you select Audit (as shown above), theinformation below relatesto the audit record
type.

 If you select M LinkEvent, the information relates to the event record type.

Existing log streams can be renamed, removed or modified. It is also possible to add
one or more log streams to the logging configuration using the Add button.

Figure 18.2. Add a Log Stream

rm Add a Log Stream @ﬁ
Mame mlinkLog
Program
Logging Type ’ERRGR v]
Type ’FILE: Append to a log file v]
Stream Subtype ’Events v]
OK ] [ Cancel ]

. Either Browse to find a suitable directory in which to store the log files, or click Use

Default.

The Log file Name is shown by default. For the Audit log it is mlink-audit.log and for
the MLinkEvent log it is mlink-event.log.

. You can choose to create anew log file at regular intervals. The default isfor anew file

to be created daily, but you can change thisto hourly or weekly if you prefer. The name
of the log file contains the date and time at which it was created; for example,
mlink-event.2012-08-27-00-00.log

Click Advanced to specify more details.
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Figure 18.3. Advanced Setting for File Stream

[®] Advanced Log File Properties @
File Settings
Leg File Path
Log file Directory | Browse | | Use Default
Log file Name mlink-event.log

Set File Permissions, e.g,'644"

Log to Open File descriptor number
Close file after a message is written
Sync log messages to disk

(Windows only) Lock the file prior to writing the message

Rollover Settings for the File

Interval after which a new log file will be created

=
Rl L

days -

Rollover Offset from Standard Time Division hours -

L=
Rl L

[ 0K l | Cancel

» Log FilePath - information is as on the basic page.
» Set File Permissions - You can set read, write and execute file permissions.
» LogtoOpen Filedescriptor number - Enter the integer that identifies thefile.

» Closefile after amessageiswritten - Thefile is opened to write the message and
closed again immediately afterwards. This helps to ensure security of the data but
thereis a significant performance overhead.

» Sync log messagesto disk - asks the operating system to ensure that messages are
written to disk. The helps to ensure security of the data but there is a significant
performance overhead.

» (Windowsonly) Lock thefileprior towriting the message - ensuresthat if multiple
processes are logging to the same file, the messages are not mixed.

* Rollover Settingsfor the File - setsarollover interval for the file and enables you
to specify an offset from the default start point of the specified period. For example,
the default start time for adaily roll-over is midnight, and the default start point for
aweekly roll-over is 00:00 hours on a Sunday.

4. Click Edit For matsto change the content of the log file. Examples are shown of the
current format in the Preview area—you may need to enlarge the window to see them.
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Figure 18.4. Logging Formats

=, | Edit Log Record format settings @

Date Format for a log record

|Defau|t date format -

Configure additions to the basic timestamp format of HH:MM:S5
Add microseconds to timestamp
Provide timestamp in UTC
Separate date and time by character T
Choices for fields to include in Records logged
Include time in log record
Include process ID
Include the thread ID
Include the program name
{Unix) Include the username from the envirenment or numeric UID
Include a single letter indicating the severity level of the event

Only leg the first message in the set

[ OK l | Cancel

» Select your preferred date format from the options available. The default is
YYYY- MM DD HH: MM SS.

 Select any additions you want to make to the timestamp.

» Select any fields you want to be included or excluded from the records. This option
is: agreen tick specifiesthat afield will beincluded, ared cross specifiesthat it will
not. Leave the option blank for it to take a default value.

18.1.2.1 Audit logging
Audit logging can be switched on and off as desired. By default it is off and no audit logs
will be created. To switch it on or off, usethe M odify Auditing... button to open the Modify
Auditing Dialog

Figure 18.5. Modify Auditing Dialog

(®] Modify Audit Logging 52 |

Audit Legging is used to generate records of operations performed by the server which
can be analyzed in order to establish when the server has been busy and what it has
been doing. Audit Logs contain information about operations such as user
authentication, or users entering or leaving a chatroom.

Depending on how busy a service is, Audit Logging may impose a significant overhead,
and so Isode recommends that you normally disable it, unless there are specific

requirements to maintain an audit log.

Audit legging is currently disabled. Are you sure you want to enable audit logging 7

Enable Audit Lu:ugging] l Cancel
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By default enabling auditing will cause al audits to be logged. To log only specific audits
open the Audit Logging tab and select the Specific Audits radio button.

Figure 18.6. Select Specific Audits

[®] M-Link Service for "alexmac.com”, Profile: alexmac.com [f=ie ==
M-Link Console  Operations _Edit Archive Graph View Help

# M-Link Services View | alexmac.com 57

', Connected to xmpp://alexmac.com using password-based authentication (ID/password)

4 © Senvicelnformation Configuration of M-Link Server's logging
“ Connection
2 Security Checklist Log Stream Stream Status Add..
Il statistics
4 B Senvice Administration fleAudits Audé Logying
=8 Vs fileEvents Event logging

& Mutti-User Chat MLinkEvent

© Publish-Subscribe
(© Form Discovery and Publishing

Modify Auditing.
4 [£] Senvice Configuration

<
£ TLS

v Default
P Security Label File Logging | Audit Logging

© User Database it

2\, Archiving v

& Peer and Link
B3 User Groups. 7 Log all audits
@ Domain ® Specific Audits

. [£] General

@) ServerLogging

> Bl Advanced (Service Wide)

© Do not log any audits

I

Apply | [ Cancel
Session monitoring on this service is enabled

Abort

To specify which audits are logged click the Edit button to bring up the Specific Audits
Dialog.
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Figure 18.7. Specific Audits Dialog
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(%] Set values for Audit Legging

Record Types
All

MLink_AdHoc-Roster Reset

MLink_AdHoc-User_ Admin
MLink_&dHoc-User_&dmin

MLink_MAM_Access

MLink_MUC-Aff_Chg
MLink_MUC-Config
MLink_MUC-Create
MLink_MUC-Destroy
MLink_MUC-Enter
MLink_MUC-Enter_Reject
MLink_MUC-Kicked
MLink_MUC-Leave

Mlink MUC-Meszane Reiect

MLink_AdHoc-Admin_Forbidden

MLink_AdHoc-5end_Announcement

MLink_AdHoc-Server_Configuration

MLink_&dHoc-Terminate_Sesszion

MLink_AdHoc-User_Configuration

MLink_MAM_Access-Forbidden
MLink_MUC-Action_Forbidden

m

Data Keys

All

domain
encryption-info
host

initiator

jid

nick

node

old-nick
operation
original-jid
reason
resource-conflict
room

session
target-jid
timestamp

uid

UseErname

0K l | Cancel

The example above shows that all Record Typesand all Data Keyswill be included.

e Click anitemtoincludeit.

» Click aincluded item to excludeit.

Event logging

First choose the level of event logging you want to include in the log files.
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Figure 18.8. Event Logging
File Logging | Event Legging

Turn off logging
Leg errors and warnings
Detailed Logging
Debug Logging
@ Custom Events
Facilities

Al |Ad~.rar1ce-:|... |

| Edit.. |

You can choose Custom Eventsif you want to specify the logging levels not offered by
the other radio buttons.

Note: To see what isincluded and excluded at each level, select the level and

click Edit.... The example below shows what is included when Log errorsand
warningsis selected.
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Figure 18.9. Logging Levels

-

= Global Logging levels

critical
fatal
Error
warning
authfail
authok
notice
information
detail
SUCCESS
peu
debug

5=

oK | |

Cancel
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Click Advanced... to specify in more detail exactly what you want to log. Thisalso alows

you to set logging levels for facilities offered by the server.

Facilities are used by the M-Link Server to group logging for similar events, in order to
simplify event log analysis. For example, all X.509 related logging is done using the X509
facility. In order to debug X .509 rel ated problems, specific eventsand level s can be enabled

for the X509 facility.
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Figure 18.10. Advanced Logging Levels

[®] Event Legging Facilities Editor
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[l

OAppIication
Oasnl
OCnmpat

@ MLink

O MLink_MUC
(D MLink_PubSub
OMLink_Session
OMLink_UserData
Onsnmp
(OrFra1ss

@ sasL

O xs09

Global...

ok || Cancel |

The facility which has logging levels set to a value other than default will be shown by
solid green icon, while the others would be shown by an empty green icon.

Note: A tool tipisdisplayed if you hover your mouse over an entry giving details
of the type of event referenced by that entry. For example, X.509 displays X.509

System.

» Glaobal... takes you to the Global L ogging L evels window (above). These levels apply
to the default logging levels for the server which can be overridden for certain facilities

and eventsif required.

* To specify more details about a particular event type, select it and click Edit....
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Figure 18.11. Facility Logging Levels and Events

[®] Facility Editor for "MLink" @
Facility: MLink (General messages relating to M-Link)
Facility Levels Specific Events
Select All Select All
warning Auth (detail)
detail Debug (detail)
error Error (error)
notice Info (information)
information Motice (notice)
debug Trace (detail)

Warning (warning)

0K l | Cancel

18.1.2.3 Creating a new logging stream

You can create anew logging stream for information of a particular type or from a specific
tool or program. To create the new log stream:

Click Add on the tool bar and select L og Stream from the options displayed. Follow the
instructions given in Section 18.1.3, “Using the standal one logconfig tool”, except that you
will not need to specify the Application Type.

18.1.3 Using the standalone logconfig tool

This section describes the use of the standalone logconfig tool, and shows how you can
create new log streamsin any |sode product's logging configuration.

On Unix systems, run /opt/isode/sbin/l ogconfig

OnWindows, a shortcut to the L og Configuration Tool will have been set up in the | sode
folder on your Start menu.

If no logs have been configured, the tool opens displaying awindow ready to create a new
logging configuration.
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Figure 18.12. Create Log Stream
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P

File Stream Help

#  Create a new logging configuration

Create a new logging configuration and add a logging stream to it

Application Type | Other

Log Stream Properties
Mame fileAuditsMevents

Program

Logging Type | ERROR

Type |FLLE

Stream Subtype | AUDITS_AND_EVENTS

oK

|

Cancel ]

1. Select M-Link XM PP Server from thelist in Application Type (assuming you are

creating a configuration for the M-Link Server).

2. Thedefault Namewill changeto anew nameif you changethe Type or Stream Subtype

(final options).

3. If you want to associate this particular logging stream with a program or utility, type
its name in Program. If you do not specify anything here, this stream will be used for

all programs and utilities.

4. Select the Logging Type: ALL, DETAIL, ERROR, NONE or WARNING.
5. Select the Type of output (see Section 18.1.1.2, “Output streams’ for an explanation of

the options available).

6. Select the Stream Subtype. Thisoptionisonly availableif FILE or TTY was selected
in Type. You can choose from AUDITS, EVENTSor AUDITS AND_EVENTS.

Oncethe stream has been created, it should be set to output to asuitablelog file. The stream

may be configured using the various available tabs.

You may wish to create several logging streamsin order to configure different types of
logging. To create a new stream, select Stream — Add from the menu.
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Figure 18.13. Log Config Browser

¢« Isode LogConfig Browser |i”£|@
File Stream Help

2 filefudits File Logging | Audit Logging
Log File Path
Log file Directory |@|
Log file Mame isodelog.log

Rollover Log File |daily  «
Advanced...
Preview

Example LogFile  isodelog.2011-05-19-00-00.1cg

Example Audit Log: 2011-05-19 16:16:54 logconf 01352 (#0 ) a

Edit Formats...

Restore Defaults

All of the other configuration options available in the standal one logconfig tool areidentical
to those within M-Link Console and are described in Section 18.1.2, “ Changing M-Link
Server logging using M-Link Console”.

What is written to the log files?

The default configuration for an M-Link Server provides two file output streams:

» The Events stream captures all event records with severity of Notice (N), Warning (W,
Error (E), Fatal (F), Critical (C), or Information (1 ). It will capture messages for the
facilities MLink and SASL. These are output to mlink-event_<date>.log in (LOGDI R) .

If you are reporting a potential bug to support@isode.com, then it may be useful to
configure the Events stream (or to create another output stream), so that whilereproducing
the problem, all levels of event records are logged. The resulting output should then be
included in your report.

Note: Production M-Link Server instances should not be run with full logging,
asthis can significantly impact performance and use up large amounts of disk
space.

» The Audit stream captures all audit records, with the exception of those relating to
“internal” events, and outputs them to the mlink-audit_<date>.log in (LOGDI R) .

Thefollowing sections describe logging behaviour when these default settings arein effect.
However, since the streams are fully configurable, and streams may be added or removed,
it may be that the filenames and file contents will be different on a given system.

Events stream

A new record is appended to it whenever the M-Link Server generates an event with a
severity level of N, WE, F, Cor | (see Section 18.1.1.3, “Format of messages in output
streams’). Problemsthat prevent the M-Link server from operating correctly have aseverity
level of E, F or C. Possible problems that may be worthy of investigation have N, W E, F
or C severity codes.
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For an example of what the contents of mlink-event.log look like, see Section 18.1.1.3,
“Format of messages in output streams’.

Audit stream

A new record is appended to this file whenever an auditable event, such as configuration
update, is generated by the M-Link Server.

Each audit record may include supplementary information which is shown as a sequence
of key: val ue pairs. Thetypesof audit recordsthat may belogged, with their corresponding
supplementary parameters, are described in the following sections. Bear in mind that it is
possible to configure a stream so that audit message parameters are omitted from the log
file.

18.2

High-priority event monitoring using SNMP

Production systems may requirethat certain high-priority events, such as'server has stopped'
arenot simply logged to afile, but instead cause SNM P trapsto be sent to interested SNMP
management tools. Isode's Server Watch Daemon (if available) enables this.

The daemon is configured by the ( ETCDI R) /ms.conf file. The XML file needs to contain
at least the following two elements:

m ogd_host
On Unix systems this is the name of a UNIX-domain socket if the value starts with a
/. Otherwise it is the hostname or P address to listen on.

m ogd_port
If M ogd_host contains adomain name or IP address, ml ogd_port identifiesthe
TCP port number that should be listened on.

Any mpp log streams should be configured to log to this daemon. Once enabled, Server
Watch Daemon (if available) can be configured to act as an AgentX sub-agent by adding
the following element to ( ETCDI R) /ms.conf;

agent x_sl ave
This element is empty.

To enable SNMP traps to be issued, the etc/snmp/snmpd.conf file (on Windows) or
[etc/snmp/snmpd.conf file (on Unix) needs to be edited to contain the line:

trap2si nk host name public
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Chapter 19 Session Monitoring

This chapter discusses monitoring of sessions.

19.1 Background

It is sometimes useful to be able to monitor traffic sent to and from a specific client or peer.
The M-Link Server allows monitoring of this traffic in real-time using special-purpose
chat rooms, in which will appear copies of the stanzas sent to and from clients and other
servers, as well as state changes.

M-Link Console can be used to configure session monitoring, and to monitor the contents
of the associated chatrooms, providing a"live view" of session traffic. Two important
factors should be noted:

* Any data shown in the session monitor will be uncompressed and unencrypted. There
is no mechanism to hide or obfuscate any sensitive data, including passwordsin the
session logs.

 Enabling session monitoring may impose a performance overhead on the server

For these reasons, session monitoring is disabled by default, and, when enabled, can only
be accessed by Server administrators (see Section 2.5, “M-Link Server Administrators’).
I sode recommends that session monitoring only be used to diagnose problems, and only
after appropriate consideration of the ramifications.

19.2 Configuring Session Monitoring

In order to be able to monitor traffic for aspecific session, the server must first be configured
to enabl e the session monitoring feature. To do this, use the Session M onitor... —
Configure... from the Oper ationsmenu. M-Link Consol e displays awindow which shows
you whether session monitoring is enabled, and lets you change the server setting:
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@ Configure session monitoring @

Session monitoring allows the creation of special chat rooms into which the M-Link Server
will send live messages for specific peer (525) and client (C25) sessions.

These chat reoms will be created in a specific MUC demain which is dedicated to this
purpose, and may only be created and accessed by users who have operator privileges.

X Session menitoring is currently disabled

Enable session monitoring

8] Cancel

You can use the Enable session monitoring checkbox to enable session monitoring; in
this case, M-Link Console will configure anew MUC domain:

Figure 19.2. Enabling Session Monitoring

[« Configure session menitoring

Session monitoring allows the creation of special chat rooms into which the M-Link Server
will send live messages for specific peer (525) and client (C25) sessions.

These chat rooms will be created in a specific MUC domain which is dedicated to this
purpose, and may only be created and accessed by users who have operator privileges,

X Seszion monitoring is currently disabled

| Enable session monitoring

Session monitoring will be setup on MUC domain "telemetry.funkywin.isode.net”
belenging to the parent IM domain "funkywind.isode.net”

l 0K ] | Cancel

Note: If session monitoring is enabled, then M-Link Console will display a
warning message whenever a connection is made to the service; the warning is

intended to help avoid a situation where session monitoring is left enabled after
itisnolonger required.

When session monitoring is enabled, you can monitor user sessions (C2S), or server traffic
(29) by using the Session Monitor... - Monitor... from the Oper ations menu:

Session Monitoring
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Figure 19.3. Choosing a session to monitor
Start Monitoring a Session = || = | ER |

You can choose to monitor a specific user (C25) or a specific XMPP domain (525).

Session Type | Manitor a User (C25) - |
ﬁ labberID' alice @ | aleowindowivm.com v|
|User on a local domain -

When you press OK, session monitoring will appear in a dedicated view and will
continue until the view is closed.

[ 0] 4 ] | Cancel |

S monitoring cannot be used to capture traffic for X2X (XEP-0361/X EP-0365)
connections, but it is possible to use C2Smonitoring to view X2X traffic for specific users
on a server which is configured for XEP-0361/XEP-0365: in this case, use the User on a
remote domain option and provide the appropriate remote user D and domain.

Note: You cannot monitor yourself (because anything you monitor would need
to be reported back to you, generating more traffic that needs to be reported back
to you, resulting in an infinite loop).

A new window will be displayed that contains any data for the nominated user (C2S) or
server (S2S). You can monitor multiple sessions at the same time; a separate window will
be created for each session being monitored.

The monitoring window displays stanzas sent from and to the client (or server) being
monitored. M essages are colored and prefixed by <!-- In -- > and <!-- Out -- > to help
distinguish which direction they are going. The window will update in real-time, and you
can use the Sear ch box to search for specific strings inside the log:
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Figure 19.4.Viewing live C2S session data

com", Profile: com

M-Link Console  Operations Edit Archive Graph View Help

® M-Link Services View

.com [Session com) £

Session Logs

<iq to='telemetry.alexwindowZvm.com’ typ

<1-- out

<iq from="telemetry.a .com’ to="alicegalexwindow7vm. :m/ﬂdabcs?b?f?sssd]' type—'resun id="142d6cob-d2ab- afm 2e84-f63fa6f3e6a5 ><query xmlns="http://jabber. org/proto

col/discofinfo’ >cidentity category="conference’ type="text’ sode M-Link Multi-User Chat >cfeature va 1/ 3abber.-org/protocol /i scorinto’ / <feature v

//3abber. org/protocol/discoitens’ /><feature var="http: //]abber.or-g/pmto(ol/mu( J><Feature var=" mp II]abber org/pmtu(ol/mu(atun)que J><feature var="Jabber:iq:version /)(fsa(ur
rn'mpp'ping'/)(lquery)(/iq)

<le-In -

da tu- al)(e@alex\nndmﬁum com’ types='get’ i

get' id='14ed6c0b-d2ab-4707-aeB4-F63fabF3e6a5 s<query xmlns="http://jabber .org/protocol/discotinfo"/>¢/iq>

*98a88DC2-d81C-4606-9C56-3a617a7eb349" ><query xmlns="http://jabber.org/protocol/discosinfo” /></ig>

‘result’ i

L i .com’ to="ali . com/9dabcs7bIf7688d1" type 98aBBbc2-d81c-4600-9c56-3a617a7ch349 "> <query xmlns="http: //jabber. org/protacol/
diacorinor ><identi(y category="account’ type=' regls(ered /><identity category='pubsub’ t. ep' /><identity category='pubsub’ type='collection'/><feature var='google: e /><f
eature v p://jabber .org/protocol/commands' /><feature var="http://jabber. org/protocol/disco#info’ f><feature var='https//jabber.org/protocol/discottitens’ /><feature var="http:
//ijbEr org/pmtaml/pubsuwmess presence’/><feature var="http://jabber.org/protocol /pubsubfiauto-create'/><feature var="http: //ijber org/protocol/pubsubttauto- 5uh5:r1be'/>(fsa
ture v tp: //jabber .org/protocol/pubsublicol lections’ />¢feature var="http://jabber.org/protocol /pubsubkconfig-node ' /><feature var :J/jabber .org/protocol /pubsub#create-and
r:onflgure /)(fasture var="http://jabber .org/protocol /pubsubécreate-nodes’ />¢feature vars'http://jabber.org/protocol /pubsubidelete-items /><festure var="http: //jabber .org/protoco
1/pubsub#delete-nodes’ /><feature var="http://jabber. org/pm‘tocol/pubsubﬂxltered “notificatione" /> eature vare http: //Jabber org/protoce] /pubsubttinstant-nodes ' /><feature var="htt
p://jabber .org/protocol/pubsubsitem-ids ' /><feature var="http://jabber .org/protocel/pubsub#last-published’/><feature va p://jabber. org/protacol /pubsub#manage-subscriptions’ />
«feature var="http://jabber. org/pmtuml/pubsummber aff)l)al)on /><feature var="http://jabber. org/pmtu(ol/pubsubzunod)fy e S “http: /Jjabber- org/protoco
1/pubsub%outcast-affiliation’ /><festure va p://jabber. org/pmtoml/pub;umzperg;tem items' /><Teature var='http://jabber. org/pmtocol/pubsubztpubl)sh /><feature var="http://j
abber .org/protocol/pubsubiipublish-only- aff)l)stmn J><Feature var=" /jabber .org/protocol/pubsubtipublisher-affiliation” /><feature va p://jabber.org/protocol /pubsubspurge
-nodes’ /><feature var="http://jabber.org/protocol/pubsubdretract-itens b e *http://jabber .org/protocol/pubsubiretrieve- aff)lm(mni B e e ey org/p
rotocol/pubsubretrieve-default’/><feature var="http://jabber .org/protocol/pubsubfiretricve-items' /><feature var="http: //jabber.org/protocol/pubsubretrieve-subscriptions’/»<featu
re var="http://jabber .org/protocol/pubsub#subscribe ' /><feature var='jabbersiq:private’/><feature var="urn:xmpp:blocking’/><feature var='urn:xmpp:mam:@’/><feature var=

enixmpp:na
mi'/><Feature var='veard-temp'/></query></iq>

<l-- out -->

<presence from="mad. t E 16" to='ali i . com" >mlns="vcard-temp:x:update"><photo></phote></x><c hash="sha-1" nod
e="http://swift.in" ver="3ScHZHihKmksks0e7RGEBAC]aT8=" smlns="http: //jabber.org/protacol/caps"/></presence>

1= In -->

<iq to="mad.hatter@alexwindow7vm.con’ type="get’ id='dedfe022-582F-42b1-bac2-8ba3f5482a2b ><uCard xmlns="vcard-temp”/></ig>

<1~ out

<iq from="mad.hatterga .com’ to="ali indow7vm. com/9dabe87baf7688d1" type="result’ i

Aedfe022-582F-42b1-bac2-8ba3f5482a2b " ><uCard xmlns="vcard-temp’ ><Fl>Mad Ha|_
tter(/ﬂb<M)(fMILY)Hatler(/rmILYx/m<EMAILXIMTERNET/)(MRK/)(USERID)msd hatter@alexsindow7um. com</USERTD></EMATL>< /vCard></ iq> 3
<l-- out -->

<message from="mad. hat i 5

.con’ type="chat c40cT81-275d-429d-b71a-88C7F541a17" ><body>Hi</body></message>

<l--In -->
<message mr mad. hatter@alexwindow?vm, con/6967ae0e43226216° type="chat ' ><composing xmlns="http://jabber.org/protocol/chatstates”/></message>
At --

“nessage to~"nad.hattergaleorindon?ve, con/6367ac0c4I226216" type="chat! 4
states”/></message>
(following. ..)

'7a670fa3-as2f -4bad-b2ae-8b3aasfe711b " »<body>HEMNG</body><active xmlns="http://jabber.org/protocol/chat

Search

Hello

Abort

Session monitoring will continue until the window is closed.
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Chapter 20 M-Link Web Application

This chapter discusses deployment, configuration and use of the M-Link Web Application

20.1 Overview

The M-Link Web Application provides monitoring and management capabilities for an
M-Link Server through aweb browser. This can be useful when multiple clients need
access to specific functionality on the M-Link Server from arange of devices. In this
context, it is often impossible to ensure each client has access to M-Link Console, asin
many cases clients may not support desktop applications. Even if each client has the
capability to support an M-Link Console installation, it is often undesirable to expose all
of the functionality provided by M-Link Console. The M-Link Web Application addresses
these issues by providing access to management capabilities through aweb browser. This
enables hosts to configure the modules available to clients, and the only requirement for
clientsis access to aweb browser.

The M-Link Web Application isimplemented using JavaScript A modern web browser is
required and browser support for JavaScript applications must be enabled. For instance,
Internet Explorer versions prior to version 10 are not supported.

The M-Link Web Application utilizes M-Link Server's XMPP over BOSH service.

20.2 Deployment

The M-Link Web Application can be deployed in two ways: self hosted or deployment as
part of an existing WWW service.

Both methods are dependent on having the XM PP over BOSH service enabled. Configuring
BOSH isdiscussed in detail in Chapter 12, XMPP over BOSH.

20.2.1 Self-Hosted deployment

M-Link, by default, provides self-hosting of the M-Link Web Application smply by having
the 'BOSH File Folder' configuration option having the default value when configuring
BOSH.

If the BOSH URL ishttp://node. exanpl e. com 5280/ bosh, simply browse to
htt p:// node. exanpl e. com 5280 to begin.

20.2.2 WWW Integration

To deploy the M-Link Web Application using an existing WWW service the content of
the ( SHAREDI R) /webapps/mlink/webmlink.zip package must be extracted into the
appropriate directory on for serving by an existing web browser. The default location of
this directory will vary depending on the server used to host the applications. After
configuring the web browser to serve the content, it is often desirable to configure the
M-Link Web Application as described bel ow.
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Apache HTTP Server configuration
On Apache HTTP Server, default content directories are typically:

 Linux systems: /var/www
» Unix systems: ( HOME_DI R) /Sites
» Windows systems: ( LOCAL_DRI VE) :\( APACHE_| NSTALLDI R) \www

To install the M-Link Web Application into an Apache HTTP Server content directory,
the public_html folder must be extracted into the www folder on the server. Optionally,
you may choose to rename the public_html folder.

Microsoft IIS configuration

Figure 20.1. Configuring the M-Link Web Application on Microsoft Internet
Information Services Manager

H\ﬂ Internet Information Services (TI5) Manager =

==
G () [E ) WINSRRGDINR b Sites » |& @ -
g = -
File View Help
‘Connections - . Actions
: Ug' Sites
d L & -
-85 WIN-9F49JGDILNP (W] = Site Defaults
455 WIN-SFISIGDILNP (v Fitter: [ Add Web Site 7 oz | Site Defaults
2} Application Pools _
. N
> il Sites efme Site name:
Default ——————
o m-link_webapp m-link_webapp Select...
Content Directory
Physical path:
Pass-through authentication
Connect as...
Browse For Folder 22
Binding Select a directory for the application.
Type: IP address:
http +| Al Unassigned @) history -
Host name: ' logs
temp
4 wwwroot
Example: www.contoso.com or marketing.contos: "
public_html
Isode
PerfLogs
. V| Start Web site immediately Program Files
Proaram Files (861 A
‘ n 1 | [EIFestures MakeNewFoder | [ ok | [ cancel
Ready |

For deployment on a Microsoft Internet Information Services (11S) managed server, the
default directory for content is ( LOCAL_DRI VE) :\inetpub\wwwroot. The applications can
be extracted into this folder; alternatively it is possible to deploy the M-Link Web
Application using the Internet Information Services manager interface. To do this, open
the Internet Information Services Manager and select the Sites node from the Connections
tree. Next, select Add Web Site... and specify the path for the public_html folder extracted
from the M-Link Web Application package.

After extracting and deploying the M-Link Web A pplication, the application can be accessed

with the relevant URL. Assuming default names, the URL is constructed as follows:
http://( SERVER- ADDRESS) /public_html/index.html.
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20.3 Configuration

20.3.1 The configuration file

A configuration file (config.js) is provided with the M-Link Web Application, enabling
administratorsto configure application parameters. This can be used, for instance, to select
which authenti cation mechani smsthe M-Link Web A pplication should use when connecting
to M-Link Server. Assuming default folder names, the configuration file can be found in
the ( SHAREDI R) /public_html folder, asample configuration (config_sample.json) hasalso
been provided for reference. To add a new configuration, copy the sample configuration
fileand modify the parameters asrequired. To enable the configuration, replace the existing
config.js with the new configuration. The configurable options include:

* transport s -- Thisspecifiesthetransport protocol used by the application, this should
be specified asbosh.

* boshURL -- Thisisthe URL used to connect to the M-Link Server using XMPP over
BOSH. Itsformed as described in Chapter 12, XMPP over BOSH.

* hi deLogi nURLs -- This specifies whether the BOSH URL field is visible on the login
page. Settot r ue to hide, set tof al se for BOSH URL field to be visible.

* | ogi n -- This option should be set to the empty string.
* pwd -- This option should be set to the empty string.

* sasl -- Themethods available to authenticate the user. This option does not generally
need to be altered.

* nodul es -- This option specifies the modules enabled on the application. The available
modules are:

* f dp -- Providesform discovery and publishing capabilities, allowing usersto publish
and subscribe to available FDP nodes.

* mam-- Provides Message Archive Management (MAM) capabilities.
* stats -- Provides statistics monitoring capabilities for the M-Link Server.
By default all modules are enabled and will be accessible from the menu in the M-Link

Web Application. It is possible to disable modules by changing the value from true to
false.

Note: The contents of thisfile are readable by anyone able to access the M-Link
Web Application files, including al M-Link Web Application users, and hence
should be free of sensitive information.

20.4 Usage

The M-Link Web A pplication requires administrative rights on the server in order to access
certain features. This can be configured using M-Link Console by navigating to User
Group Configuration and adding members to the relevant groups. Group configuration
is covered in detail in Chapter 4, Configuring Groups. Provided a user has the required
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privileges to access the M-Link Web Application, they will be able to login and use the
available modules listed in the application menu.

Statistics

Figure 20.2. M-Link Web Application - Statistics
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= Logout = =
S o5 E
.1506 15:07 15:08 15:09 15:10 15:11 15:12 15:13 15:06 15:07 15:08 15:09 15:10 15:11 15:12 15:13
MUC Room Count Total Number of MUC occupants
1 1.5
1= 2 1.0
S 5 '\._' 5 A
< 05
15:07 15:08 15:09 15:10 15:11 15:12 15:13 ‘15[:6 15:07 15:08 15:09 15:10 15:11 15:12 15:13
Uptime User Session Count

”‘\_/_.\'

Count

Seconds
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Connected as nick hudson@aslad.isode net

The Statistics module provides an overview of some key statistics for the M-Link Server,
displaying a graph for each statistic and a summary of the current valuesin atable. These
include the authoritative server-to-server (S2S) session count, MUC messages per hour,
MUC room count, total number of MUC occupants, server uptime and user session count.
The charts are updated automatically, at aregular time interval determined by the M-Link
Server.

Form Discovery and Publishing

Figure 20.3. M-Link Web Application - FDP Publisher

I SOde Form Display and Publishing

Menu FDP Publisher

« Home MEDEVAG 84in v | Reload
= FDP Publisher

» FDP Subscriber MEDEVAC 9-Line

Radio Operator - Fill in all blanks on this form for MEDEVAC from Battalion. If a line is missed ask for clarification
= Logout from reporting unit.

Line 1: Location of Pick-up-Site: *

Line 2: Radio Frequency/Call Sign *

Line 3: Number of PTs by precedence: *

Line 4: Special Equipment: * A-None
B-Hoist
C-Extraction Equipement
D-Ventilator

Line 5: PTs by Type: ©

Line 6: Security at Site (Tactical) N-No enemy troops v
Line 7: Methad of Marking Pick-up Site A-Panels v

Line 8: Patient Nationality and Status: *

Line 9: NBC Contamination N-Nuclear
B-Bio
C-Chemical

Submit

Connected as nick hudson@aslad.isode.net

The FDP Publisher module provides capabilitiesto view and submit FDP forms. The FDP
Publisher moduleletsusersfill in and submit FDP forms. It contains a sel ection box, where
available FDP templates on the M-Link Server will be listed. Choosing a template and
selecting Reload will display the selected template on the page. The template can then be
filled in, when the Submit button is selected the form will be published on the M-Link
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Server. The mobile version provides the same functionality, but with alayout more suited
to mobile devices.

Figure 20.4. M-Link Web Application - FDP Subscriber
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Line 8: Patient Nationality and Status: * uk
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Clear FDP Leg
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The FDP Subscriber module displays alog of any published FDP forms from subscribed
FDPtopics. Thelog containsthe formtitle, time-stamp and form content. Thelog is updated
when the server publishes a new form. To reset the FDP log, select the Clear FDP Log
button.

20.4.3 M-Link Web Application - Message Archive Browser

Figure 20.5. Message Archive Browser
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Connected as nick hudson@aslad isode net
The Message Archive Browser module provides access to MAM-based message archives,

allowing administrators to view chat history for Multi-User Chat rooms and chat history
between specific users. The page displays several filters allowing you to configure the
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search query. Once the search has been configured, you can select the Sear ch button to
display alog of the chat history.

M-Link Web Application



M-Link Administration Guide 247

Chapter 21 SPIF Editor

This chapter describes the SPIF Editor application and explains how to useit to create, edit
and view a SPIF (Security Policy Information File) and various utility functions.

Theterm SPIF referesto Security Policy Information File. A Security Policy isrepresented
asan SDN.801c SPIF in the Open XML SPIF format. A SPIF is structured data which
defines for agiven policy ID the valid classifications and security categories. It also can
define strings to be associated with labels, which are used for mark-up of data for human
reading. It can define equivalent policies, which enables |abels defined by a different
authority to be associated with labels defined in this SPIF. It also defines how the ‘Access
Control Decision Function' (ACDF) isto be applied.

21.1 SPIF Editor Overview

SPIF Editor isa GUI that allows you to create, edit and view SPIFs. The primary purpose
of the editor isto make it easy to create and manage security labeling for Isode servers and
clients. It is not necessary to use the SPIF Editor in order to use security labeling in Isode
products, but in many cases it may prove to be the simplest means of doing so.

21.1.1 Getting started

On launching the SPIF editor, adialog will appear that provides options to create a new
SPIF, load an existing SPIF XML file or load one of the samples provided as part of its
installation.

Figure 21.1. SPIF Editor Launch Screen

E SPIF Editor
SPIF  Operations  Utilities View Help

£ Manage SPIF =] @

You can use the "Create SPIF..." option to create a new SPIF, or "Load SPIF..." to load an
existing SPIF from an XML file, or "Lead Sample..." to load one of the sample SPIFs.

These optiens are also available on the SPIF menu.

Create SPIF.. | | Load SPIF.. | [Load Sample..| [ Cancel
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21.2 Creating New SPIF

A new SPIF can be created by choosing the” Create SPIF..." button on the launch dialog.
The option isalso available on the SPIF - Create... menu. The wizard for creating a new
SPIF is shown in the figure below.

Provide the policy model, name and ID for the SPIF on the first page.

Figure 21.2. Create SPIF

& Create New SPIF = @

General SPIF Details
Specify the SPIF model, Policy Mame and ID

Policy Model | NATO (AC 322-D) -

Mame isode

Policy ID 136141453.288511

Generate Policy ID

< Bac Mext » Finish Cancel

On pressing Next button, list of standard classifications will be offered as a defaullt.
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Figure 21.3. Create SPIF Classifications

T Create New SPIF o [ -E-] -

Add Classifications

r

Provide a list of classifications starting from a given base hierarchy and
LACY

LACY Base 1

Hierarchy Base 1

Classifications Add
popeert [ Remove |

Remowve
o | Remove |
Canfidential
Restricted

M u
Unclassified

Move Down

1 1 | »

Use this as the default label classification

Next > Finish | [ Cancel

The list can be modified to add or remove classifications. The name of the classifications
can be modified using Edit... button. The LACV value stands for the classification value
whereas the hierarchy governs the ordering of the classifications in the SPIF.

On pressing Finish, the SPIF will appear on the SPIF editor as shown below.

Figure 21.4. Created SPIF

T lsode [E=N BoR =)
SPIF  Operations  LUtilities  View Help
Isode 3
4 a Isode e ==
Leode Unclassified Classification: [sode Unclassified
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Isode Secret
Isode TopSecret

| »

Mame Isode Unclassified
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Background Color
Marking Data

Marking data identifies the marking information attached to the data object.
Marking codes specify where the marking phrase is physically applied.

m

Marking Codes Marking Phrase Add...
Edit...
Remove...
L] 1 | » bl

Confirm Revert | | Revert to last valid policy

X Remove
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21.3

Managing Existing SPIF

Anexisting SPIF XML filecan beloaded in a SPIF editor usingthe SPIF - Load... menu.

Once a SPIF has been created or |loaded from an XML file, it can be viewed or edited using
the SPIF editor. The left hand side presents the classifications and categories of the SPIF
in atree format. The classifications are listed on top of the tree followed by categories.

Classifications are displayed using their background color icon and categories are displayed
using green circleicons. Note that categories are optional and may not exist in most SPIFs.

On selecting a classification or a category, the right hand side pane will display the details
of selected classification or category.

When the selected classification or category is edited, the Confirm and Revert buttons
will get enabled to let you apply the current set of changes or cancel them. Note that the
Confirm button will not get enabled until the current set of changes made are complete
and valid.

Figure 21.5. Category Edit

F lsode == s

SPIF  Operations Utilities View Help
Isode

‘ [-Dd[j:tls Unclassified Tag Category: Sensitive
Isode Restricted General Equivalences Allowed elassifications Excluded categories
Isode Confidential
Isode Secret Name Sensitive

Isode TopSecret Marking Data
4 @ Information Marking data identifies the marking information attached to the data object. Marking

Sensitive codes specify where the marking phrase is physically applied.

Marking Codes Marking Phrase Add...

Canfirm Rewvert | | Revert to last valid policy

The editor allows you to modify only one classification or category in one operation. For
complex policies, achange in more than one classification or category may be required to
create avalid policy. If an edit makes the policy invalid Revert to last valid policy will
get enabled to allow you to revert to last valid state to undo the changes that lead to the
invalid policy.
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21.4 SPIF Classifications

Select aclassification on theleft hand side sidein order to edit it. After making the required
changes, click the Confirm button.

The following figure displays the SPIF after adding a marking code and changing the
background color of the classification.

Figure 21.6. Classification Edit
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The General tab lists the most commonly used attributes. Rest of the tabs define advanced
parameters that are required for complex SPIFs.

21.4.1 Adding Classifications

Select the topmost tree item for the policy and click Add Classification button to add a
new classification. Provide the details of the new classification to be added on the right

hand side pane. The tabs that require mandatory parameters for completing classification
creation will display ared icon on the top.
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Figure 21.7. Add Classification
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Once the details of the new classification have been provided, press the Confirm button
to create the new classification. By default, the editor will fill in default values and in
simple cases you will only need to provide the classification name. Colors and markings
can be added to suit the requirements.

Removing Classifications

Select a classification and click Remove button and confirm to remove the selected
classification from the policy. Errors will be reported if removal of a classification
invalidates the security policy.

21.5

2151

SPIF Categories

Adding Category

In order to add a new category group, select the topmost tree item for the policy and click
Add Category button. A wizard to add a new category will be displayed.
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Figure 21.8. Adding Category

4 Create Category Wizard |'= '@

Category Details
Provide the details of the new category to be added

General Advanced

Category Name Information

First Category Mame  sesitive

First Category value 0|
Category Type and Encoding

Category Type lInformative = | Encoding Type | Enumerated -

Finizh l [ Cancel

The wizard page will ask you to provide the details of the new category group and first
value in the group. For simple case, category name and type will have to be provided. See
the tooltips on the widgets for more information on the parameters.

On pressing the Finish button the editor will display the category to be added on the editor.
You can make further changes to the values for this category. Press Confirm button to add
the category to the SPIF.
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Figure 21.9. New Category
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Adding Category Value

To add a new category value to an existing category group, select the category group and
click the Add Category Value button. The right hand side pane will change to amode for
adding anew category. Provide the name of the category value and other detailsif required
and press the Confirm button. The new value will be added to the SPIF as shown below.

Figure 21.10. Adding Category Value
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Removing Category

Select the category value and click Remove button to confirm removal of the category
value. Similarly, select a category group and click Remove button to remove the selected
category group and al its values from the policy. Errors will be reported if removal of a
category invalidates the security policy.

Moving Categories

Select a category group or value and click on Move Up or M ove Down button to move
it up or down the hierarchy. Press Confirm to apply the changes to the SPIF.

21.6

21.6.1

SPIF Utilities

The SPIF editor provides commonly used functions that are available viathe Utilities
menul.

Generate Catalog

Security label and clearance catal ogs are collections of security |abelsand clearances. Click
the Utilities — Generate Catalog... menu to launch awizard to auto generate label and
clearance catalogs.

First select the type of catalog to be generated.
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Figure 21.11. Select Catalog Type

& Generate Automated Catalog

Select Catalog Type
Select the type of cataleg to be generated

Catalog Type
Generate Security Label Catalog

@ Generate Security Clearance Catalog
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Cancel

If the policy is ssimple with few classifications and categories (optional), the wizard will
generate a catalog with all possible combinations of classifications and categories. The
generated catalog will appear as shown in the figure below that displays a sample auto

generated label catal og.
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Figure 21.12. Label Catalog

-}

# Generate Automated Catalog

Generated Label Catalog

Following is the generated security label catalog

»

g
£l

° Mame=UnclassifiedUnclassified

o Mame=UnclassifiedUnclassified Sensitive
o Mame=UnclassifiedUnclassified Restricted
o Mame=UnclassifiedUnclassified Sensitive/Restricted Copy
o Mame=Restricted

o Mame=Restricted Sensitive
°Name= Restricted Restricted Remove
° Mame=Restricted Sensitive/Restricted
° Mame=Confidential

o Mame=Confidential Sensitive

o Mame=Confidential Restricted

o Mame=Confidential Sensitive/Restricted Maove up
o Mame=>5ecret

o Mame="5ecret Sensitive

° Mame="5ecret Restricted

° Mame=>5ecret Sensitive/Restricted
° Mame=Top5Secret

[ TN e R SR

Edit...

m

Set Default

Save..

IMowve down

-

[] Restricted

Going back on the wizard page will lose any changes made to the catalog on this page

<Back | Net> | B

However, for apolicy which haslarge number of classifications and categories, the wizard
will present a page to choose a set of classifications and categoriesto be included in the
catalog.
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Figure 21.13. Selected Classifications and Categories
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The specified selections would result in 7168 possible labels in the catalog.

< Back “ Meaxt = Finish

The wizard will attempt to generate a catalog from all possible combinations of selected
classifications and categories. A warning will be displayed on the bottom of wizard page
if the number of possible combinationsis high (in terms of hundreds) and an error will be
displayed if the number of combinationsis very high (in terms of thousands).

Once alabel or clearance catal og has been generated, it can be edited if required on the
wizard page that displays the genererated list as shown in figure Figure 21.12, “L abel
Catalog”. On pressing the Next button, the page will prompt you to select an XML file
location to save the catal og.
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Figure 21.14. Export Catalog

i Generate Automated Catalog = @

Export Catalog to XML file
Use this page to specify the location of XML file to export the catalog

AML Filename Ch\Users\Gurmeen'\Desktop'catalog.xml Browse...

Mext > Finish ] I Cancel

Press Finish to compl ete the catal og generation.

21.6.2 Converting Label Catalog to XEP-258 Format

The Utilities — Convert to XEP258 Catalog... can be used to convert alabel catalog to
aformat that conforms to the XEP 258 format of the XM PP standards.

Figure 21.15. Convert to XEP258 Catalog

-

& Convert to XEP258 Catalog

Input 510 Catalog File | Browse...

= [ -5 s]
Output XEP258 Catalog File Browse...

8] Cancel

21.6.3 Generate Label

For simple policies, select a classification and one or more categories to generate alabel.
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Figure 21.16. Generate Label for Simple Policy

Generate Security Label

Use this page to generate a security label for a classification and
categories
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Label generation for complex policies is described below.
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Figure 21.17. Generate Label for Complex Policy
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First select a classification from the drop-down list. Selecting a classification may or may
not require inclusion of certain categories. Therequired categoriesif any will be displayed
asalistin the Required Categories pane. The Optional Categories panelistsall the
categoriesin the configured policy from which the user can select certain categoriesto be
added to the label. The categories which are disallowed based on the selection of acertain
category or the classification will be disabled automatically on the editor. The obsolete
categorieswill be allowed for editing based on whether Edit obsolete elementsis selected
or not.

Selection rules of a category group determine whether it allows selection of single or
multiple categoriesin the group. For single category selection, the categories are displayed
using radio buttons and for multiple category selection they are displayed as check-boxes.
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The markings get updated on the M ar kings tab when a valid combination of categories
has been selected.

Note: Rulesfor label editing are based on SDN.801c and are configured in the
security policy.

Generate Clearance

The Utilities — Generate Clearance... can be used to generate a security clearance using
the selected policy. The following wizard will be presented for clearance generation.

Figure 21.18. Generate Clearance

£ =[5 |m=5]

Generate Security Clearance

Use this page to generate a security clearance for the selected
classifications and categories

Editor Markings | XML

Selected Categories -

Permissive Markings : Sales -

Security Classifications

[ | 0 Unclassified
g Restricted
[T @ Confidential
O] @ Secret
[ g TopSecret

m

Security Categories

OPermissive Markings [¥] sales
[T Engineering

= Back Mext = Finish

One or more classifications can be selected from the Security Classifications paneto be
added to the clearance. The Security Categories pane lists al the categoriesin the
configured policy from which the user can select certain categories to be added to the
clearance. The markings get updated on the Markings tab as and when the clearanceis
edited.

Access Control Checks
SPIF editor can be used to verify a security label against a security clearance and vice

versa. To check access controls, select Utilities — Access control checks.... menu. A
diaog for performing these checks will be presented.
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Figure 21.19. Access Control Checks

© Access Control Check | = '@

Label Checker | Clearance Checker

Security Label

Security Label
File Mame

Clearance

Clearance/Catalog
File Mame

= Mo Security Label Specified =

Select Label Checker to check access control of alabel against a clearance or a catalog
of clearances. Select Clearance Checker to check access control of a clearance against
alabel or acatalog of labels.

Thelabel can be selected from an XML file by browsing thefile system using the Browse
button or picked up from alabel calaog using the Pick... button. The Pick... button will
offer the labels in the catalog in the form of a dropdown list as shown below.

Figure 21.20. Pick Label from Catalog

i Select Security Label = '@

Select Security Label | UK|Official T]

ok || cancel |

Thelabel can be checked against a clearance or a clearance catalog that can be selected
from the file system using the Browse button.
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Once alabel and clearance/catal og has been selected, the result of access control checks

will be displayed in the bottom pane.

Figure 21.21. Access Control Check of Label with Clearance Catalog

% Access Control Check

Label Checker | Clearance Checker

= |5 s

Clearance
Clearance/Catalog Catalog containing 20 clearances

File Mame C:hUsers\Gurmeen'Desktop'.clrcatalog.xml

The following table shows whether this security label would be granted or denied
access for each of the clearances in the configured clearance catalog, based on the
policy's Access Control Decision Function (ACDF).

Security Label
Security Label Confidential
File Mame Security Label from cataleg ChUsers\Gurmeen\Desktop'lblcatalogaxml

Browse

13

m

Clearance ACDF

) Default

aUncIassified

aUncIassified Sales
aUncIassified Engineering
aUncIassified Sales/Engineer...
a Restricted[+ Unclassified]
aRestrictedh Unclassified] 5...
'aRestricted[+ Unclassified] E...
'aRestricted[+ Unclassified] 5...

0Canfidential[+Restricted+U... Granted
oCanfidential[+Restricted+U... Granted
0Cu:unfidential[+Restricted+U... Granted
0Cu:unfidential[+Restricted+U... Granted
0 Secret[+ Confidential+Restr..  Granted

Granted

0 Secret[+ Confidential+ Restr...

Denied: ACDF: reason (clearance does not gran...
Denied: ACDF: reason (clearance does not gran...
Denied: ACDF: reason (clearance does not gran...
Denied: ACDF: reason (clearance does not gran...
Denied: ACDF: reason (clearance does not gran...
Denied: ACDF: reason (clearance does not gran...
Denied: ACDF: reason (clearance does not gran...
Denied: ACDF: reason (clearance does not gran...

Denied: ACDF: reason (clearance does not gran...
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Figure 21.22. Access Control Check of Label - Acess Granted

Label Checker |Clearance Checker

Security Label

Security Label Restricted Browse |Piclc...|

File Name Security Label from catalog
ChUsers\Gurmeen' Desktophlblcatalogxml
Clearance
Clearance/Catalog  Restricted[+ Unclassified] Browse
File Mame [C:\Users\Gurmeen\Desktop'clearance.xml

. Access Granted
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Figure 21.23. Access Control Check of Label - Access Denied

& Accesz Control Check = @

Label Checker | Clearance Checker

Security Label

Security Label Confidential

Security Label from catalog

File Name ChUsers\Gurmeen' Desktoptlblcatalog.xml

Clearance

Clearance/Catalog  Restricted[+Unclassified]
File Mame Ch\Users\Gurmeen'Desktop'.clearancexml

Denied:clearance does not grant access to label's classification (lacv=3)

Follow the above stepsin asimilar way to check a clearance against alabel or a catalog
of labels by selecting the Clear ance Checker tab.
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Appendix A Command Line Operations

This chapter explains the command-line operations to manage the M-Link.

» SectionA.1, “Running as Operating System Service’
e SectionA.2, “ Start the server (debug mode)”

» Section A.3, “Reload configuration”

» Section A .4, “mlinkadm utility”

» Section A.5, “Reset server passphrase’

» Section A.6, “Create or update server configuration”
» SectionA.7, “Import and export of user data’

» SectionA.8, “M-Link Console Archive commands”

A.l Running as Operating System Service

This section describes how to setup M-Link Server as an operating system service. This
setup differs depending on the host operating system.

e SectionA.1.1, “Linux” setup
* SectionA.1.2, “Windows’ setup

All Linux

On Linux the M-Link Server can be identified by the processi sode. xnppd and M-Link
Archive Server by the processi sode. wabacd.

An exampl e startup/shutdown script, /opt/isode/sbin/mlink.sh, isincluded in the M-Link
package.

The script can start, stop and query the M-Link Server aswell as M-Link Archive Server.
A symbolic link mlink to the script is created in the rc directory specific to the platform.
For example, on Red Hat Enterprise Linux 3.0 thiswill be /etc/init.d/mlink.

In order to start M-Link Server and M-Link Archive Server; run:

# /etc/init.d/mMink start

In order to stop it run:

# letc/init.d/mink stop

To check if the M-Link Server isrunning:

# /etc/init.d/ mink status

To allow corefilesto be created (or to override the system-wide setting), set the
DAEMON_COREFI LE_LI M T parameter in /etc/isode/mlink.rc to the valueunl i mi t ed. A
restart of the server using the startup script isrequired for any changes to comeinto effect.
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DAEMON_COREFI LE_LIM T=unlinited

A.l.2 Windows

When M-Link Consoleis used to create M-Link Server instance, it will setup M-Link
Server and M-Link Archive Server to run as Windows services and can be used to start
and stop these services as needed. However, at times, it may be desirable to start and stop
using other service management tools, such as Services Microsoft Management Console
(MMC).

While you may use such tools to start and stop the M-Link Windows services, it is
recommended you do not use these to add or remove these services or modify their run
time parameters. Instead the M-Link Console or, where needed, the | sode Service
Configuration tool should be used. Isode Service Configuration tool is documented in the
M-Vault Administration Guide

The M-Link Server and M-Link Archive Server can be identified by the Windows service
servicesi sode. m i nk. xnppd andi sode. m i nk. wabacd, respectively.

You may use mlink.exe to uninstall, install, stop and start M-Link Server in cases where
M-Link Consoleis not available (such as when Javais not installed). mlink.exe will need
to be run with Administrator privileges or a user with the relevant permissions to manage
these Windows services. Each of the following commands must be run from the command
prompt as Administrator.

Al121 Deleting a service

C.\>"C: \Program Fi |l es\ | sode\ bi n\ m i nk. exe" uni nstal |

A.122 Adding a service

C.\>"C: \Program Fi |l es\| sode\ bi n\m i nk. exe" install

A.1.2.3 Starting and stopping a service

C:\>"C:\Program Fi |l es\ | sode\ bi n\ m i nk. exe" start

C.\>"C: \Program Fi |l es\| sode\ bi n\m i nk. exe" stop

A.2 Start the server (debug mode)

The M-Link Server and M-Link Archive Server can be started on the command-line. This
will usually be required when debugging the server. Otherwise M-Link should be run as
aservice. See Section A.1, “Running as Operating System Service”

The command name for M-Link Server isisode.xmppd.The command name for M-Link
Archive Server isisode.wabacd.

The set of command line parameters used when starting either server are described below.
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-d
Run the server in debug mode. When running from the command line, this parameter
should be specified. On Unix, the server will not detach and does not become adaemon.
On Windows, the server is not started as a Windows service service.

-c configuration-file
Specifiesthe name of the configuration file. If this parameter is not specified, then the
server will look for the default configuration file ( ETCDI R) /mlink.conf. If that is not
found, then it will look for the default configuration file of versionsbefore 15.2, namely
( ETCDI R) /ms.conf. If that isalso not found, then the server will use hardcoded defaults.

-| log-path
Specifiesthe directory where the server will createitslog files. If this parameter is not
specified, then (LOGDI R) .

-slabel
Specifiesthelogging label that isgoing to be used to identify thisinstance of the server.
For the M-Link Server, it must start with xnppd, for e.g. xnppd- 01. If this parameter
is not specified, then the default service name xnppd is used. Similarly for M-Link
Archive Server, it must start with wabacd which is also the default.

Example use is shown below:

Unix

# [ opt/isode/ shin/isode. wabacd -d -c /etc/isode/mink.conf
-1 /var/isode/l og

# [ opt/isode/sbin/isode. xnppd -d -c /etc/isode/mink. conf
-1 /var/isode/l og

Windows

C.\>"C: \Program Fi | es\ | sode\ bi n\i sode. wabacd. exe" -d
-c C\lsode\etc\mink.conf -1 C\lIsode\log

C.\>"C:\ Program Fi | es\ | sode\ bi n\i sode. xnmppd. exe" -d
-c C\lsode\etc\mink.conf -1 C\lIsode\log

As each of these commands will run until it isinterrupted, each must be run in a different
command shell.

A.3

Reload configuration

This can be done to load the configuration on anode (say if the configuration files are
hand-edited) or reload the groups on the node from the directory. If the service configuration
file on the node has changed, the reload will trigger the configuration to be passed on to
all the nodes of the cluster.

Example use is shown below:

Unix

# /etc/init.d/ mink rel oad
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Windows

C.\>"C: \ Program Fi | es\ | sode\ bi n\ nl i nk. exe" rel oad

A4

mlinkadm utility

Themlinkadm utility is used for certain administrative tasks like resetting the passphrase
of the server or creating or updating the server. The various tasks will be described in later
sections.

The set of command line parameters used when starting mlinkadm are described bel ow.
-c configuration-file

Refer to Section A.2, “ Start the server (debug mode)”.

-l log-path
Refer to Section A.2, “ Start the server (debug mode)”.
-V
Report version of software.
-S
Use secure mode in the mlinkadm prompt which does not store the history of

commands. Thisis especially useful if passwords are set. The secure mode has no
effect on Windows.

Examples of mlinkadm below.

Unix

# [ opt/isode/ sbin/minkadm -s
m i nkadm >

Windows

C.\>"C: \ Program Fi | es\ | sode\ bi n\ m i nkadm exe"
m i nkadm >

A.5

Reset server passphrase

Passwords in the configuration files are stored in an encrypted form. A server passphrase
isrequired by the mechanism used to encrypt these. You will be required to choose this
server passphrase when you create the first node of the cluster. When creating any
subsequent nodes, you will need to provide the same passphrase as the passwords encrypted
on one node will need to be decrypted on another. The passphrase can be reset if desired,
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but it will have to be done on all nodes. Thiswill usually be required when anew nodeis
being added and you have forgotten the original server passphrase.

The passphrase must contain at least 16 characters and have characters from at |least three
of the following groups:

» Uppercase letters

» Lowercase letters

* Digits

Everything else
Start the mlinkadm utility as described in Section A .4, “mlinkadm utility”.

The set of command line parameters used on the mlinkadm prompt when resetting the
passphrase are described below.

-c configuration-file
Refer to Section A.2, “ Start the server (debug mode)”.

-p passphrase
Passphrase to use for encrypting passwords (must be the same on all cluster nodes).

The M-Link Server on the node needs to be stopped before resetting the passphrase.
Example use is shown below:

Unix

# Stop-the-server

# [ opt/isode/sbin/minkadm -s

m i nkadm > configure -c /etc/isode/ mink. conf
-p Secret0123456789

1: configure succeeded

m i nkadm > qui t

# Start-the-server

Windows

# Stop-the-server
:\>"C: \ Program Fi | es\ | sode\ bi n\ m i nkadm exe"
m i nkadm > configure -c C\Isode\etc\mink.conf
-p Secret0123456789
1: configure succeeded
m i nkadm > qui t
# Start-the-server

A.6

Create or update server configuration

M-Link storesits configuration in files ( ETCDI R) /mlink.conf and
( ETCDI R) /mlink.conf.node. This section describes the commands to create ssmple
configuration files or make simple updates to them. For advanced configuration, Ad-Hoc
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Commands commands described in Section 1.1.6, “Management through Ad-Hoc
Commands’ need to be used.

Start the mlinkadm utility as described in Section A .4, “mlinkadm utility”.
The set of command line parameters used on the mlinkadm prompt are described bel ow.

-c configuration-file
Specifies the path and name of the service configuration file. If this parameter is not
specified, then the service configuration file is assumed to be ( ETCDI R) /mlink.conf
and the corresponding node configuration file ( ETCDI R) /mlink.conf.node.

-p passphrase
Passphrase to use for encrypting passwords as described in Section A.5, “ Reset server

passphrase”.

Thisis specified to create a new configuration. It ignores and overwrites any existing
configuration files of the same name and generates new ones from scratch. If thisis
not specified, then any existing configuration files of the same name will be read first
and then updated, and configuration options that were not updated will remain.

This should be used if the configuration is being generated for a remote system.

-m name=value
Thenane canbetheConfig file XM. Opti on value of any configuration option
in Section H.1, “Globa Options’. Theval ue isthe value to be assigned to this
configuration option. These configuration options are for the service configuration
file.

-n name=value
Thenane canbetheConfig file XM. Opti on value of any configuration option
in Section H.1, “Global Options’. Theval ue isthe value to be assigned to this
configuration option. These configuration options are for the node configuration file.

-0 server-admin
The JID of theinitial server administrator. If the configuration option Section H.1.50,
“Server Administrators’ is supplied using '-m' above, then alocal group of the name
corresponding to the option value will be created in the primary IM domain. The JID
indicated here will be set as the member of that group.

-b backend
This specifies the primary Instant Messaging domain's authentication backend. The
possible values are anonymous, xmldb, Idap, authp.

-aname=value
Thenanme canbetheConfig file XM. Qpti on value of any primary Instant
Messaging domain authentication option. The val ue isthe value to be assigned to
this configuration option. These configuration optionsare for the service configuration
file. Plese contact support@isode.com for details of these options.

Local configuration

Example use to create the configuration if the M-Link Server ison the local systemis
shown below. Thiswill also do other initialization required for the M-Link Server on the
local system.

On Unix, please ensure that you execute the command as 'root' or Section H.1.16, “Runtime
User ID”. The user running the command should have the correct ownership and permissions
of the (ETCDI R) /servpassfolder if it existsand if not, then the user should have the correct
permissions to create it.
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Windows

C.\>"C: \ Program Fi | es\ | sode\ bi n\ nl i nkadm exe"
m i nkadm > configure -w -p "Secret0123456789"
-0 "john. doe@xanpl e. net"
-m "server _adnmi ns=exanpl e. net/ group; | ocal ; nane: adm ns"
-m "domai n=exanpl e. net"
-b | dap
-a "passwor d=secret"”
-a "aut hci d=cn=M Li nk server, cn=User s, o=exanpl e"
-a "user_base=cn=User s, o=exanpl e"
-a "uri=ldap://|dap. exanpl e. net: 29389"
-n "service_group=i sode. m i nk"
-a "group_base=cn=G oups, o=exanpl e"
1: confi gure succeeded
m i nkadm > qui t

Remote configuration

Example use to create the configuration for a remote system is shown bel ow.

Windows

C.\>"C: \ Program Fi | es\ | sode\ bi n\ m i nkadm exe"
m i nkadm > configure -r -w -p "Secret0123456789"
-0 "john. doe@xanpl e. net "
-m "server _adni ns=exanpl e. net/ group; | ocal ; nane: admni ns"
-¢ C\nlink.conf
-m "domai n=exanpl e. net"
-b | dap
-a "password=secret"”
-a "aut hci d=cn=M Li nk server, cn=User s, o=exanpl e"
-a "user_base=cn=User s, o=exanpl e"
-a "uri=ldap://|dap. exanpl e. net: 29389"
-n "service_group=i sode. m i nk"
-a "group_base=cn=G oups, o=exanpl e"
1: configure succeeded
m i nkadm > qui t

Before copying the above files to the remote system, some initialization needs to be done
on the remote system. An example on how to do this on the remote system is shown bel ow.
The passphrase specified in this command should be the same as that specified when
creating the configuration above.

On Unix, please ensure that you execute the command as 'root' or Section H.1.16, “Runtime
User ID”. The user running the command should have the correct ownership and permissions
of the (ETCDI R) /servpassfolder if it existsand if not, then the user should have the correct
permissions to create it.

Windows

C.\>"C: \Program Fi | es\ | sode\ bi n\ nl i nkadm exe"
m i nkadm > configure -w -p "Secret0123456789"
1: confi gure succeeded
m i nkadm > qui t
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The configuration files generated before can now be copied over to the (ETCDI R) folder
of the remote system.

Resulting configuration
The above example will produce configuration files similar to below:

( ETCDI R) /mlink.conf

<ms_options xm ns: servpass=' http://ww. i sode. conf servpass'
updat er =" xnppd' >
<servpass:info service=' xnppd' verifier=" AbeFP' />
<domai n>exanpl e. net </ domai n>
<server _adm ns>exanpl e. net/ group; | ocal ; nane: adni ns</ server _adm ns>
<mul t i domai n>
<domai n name=' exanpl e. net"' >
<aut h>
<l dap>
<uri >l dap:/ /| dap. exanpl e. net: 29389</ uri >
<aut hci d>cn=M Li nk server, cn=User s, o=exanpl e</ aut hci d>
<passwor d servpass: encrypt="'true' >{spcrypt 2} xxx</ passwor d>
<user _base>cn=User s, o=exanpl e</ user _base>
<group_base>cn=G oups, o=exanpl e</ gr oup_base>
</| dap>
<l ocal _groups>
<group nane='adm ns' >
<menber id='john.doe@xanple.net'/>
</ gr oup>
</l ocal _groups>
</ aut h>
</ donmai n>
</ mul ti domai n>
<peeri ng>
</ peeri ng>
</ ns_opti ons>

( ETCDI R) /mlink.conf.node

<ms_options xm ns: servpass=' http://ww. i sode. con servpass’
updat er =" xnmppd' >

<servpass:info service=' xnppd' verifier=" AbeFP />

<servi ce_group>i sode. m i nk</ servi ce_gr oup>

<peeri ng>

</ peeri ng>

</ ns_opti ons>

Itisadvised that you use M-Link Consoleto create atest M-Link Server with the features
you require and use the options in generated configuration files to construct the correct
command line arguments.

A.7

Import and export of user data

This can be used to export user data from the M-Link Server or import user datainto the
M-Link Server according to XEP-0227.

Example use is shown below:
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Unix
Help

# [ opt/isode/ sbin/xep227 -h
Usage: /opt/isode/sbin/xep227 -v | -h | [-gndea] [-c config]
[-1 lTog path] filenane

-v @ version - display version message, and exit.

-h @ help - display this nessage, and exit.

-q : quit - at first error

-n : dry run - do not wite anything.

-d : debug - produce verbose nessages.

-c : config - select alternate config file.

-1 : log path - select alternate log file.

-e : export - exports users.

-a: all - exports all users even ones already exported

Export to directory /tmp/export-2015-03-14

# [ opt/i sode/ shin/ xep227 -e /tnp/export-2015-03-14
Fi ndi ng users

Exporting users

Exporti ng donmi ns

Nurmber of users exported: 300

Import the data exported above

# [ opt/isode/ sbhin/ xep227 /tnp/ export-2015-03- 14/ xep227. xm

Number of users inported: 300

Windows
Export shown here, the rest are similar to Unix examples

C:\>"C:\ Program Fi |l es\ | sode\ bi n\ xep227. exe" -e C:\export
Fi ndi ng users

Exporting users

Exporti ng domai ns

Nurmber of users exported: 300
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A.8

M-Link Console Archive commands

M-Link Console provides a command-line interface with which you can perform certain

operations on the Archive Server for an M-Link Service. The four available commands

are:

* export - exports the data from the Archive server to afilein XML or PDF/A format

* expire - removes data from the Archive server database prior to a specified date

* backup - creates a backup of the Archive SQLite3 database in a database format

* import - imports an XML file that was previously exported from aArchive server

* importFolder - converts and importsaset of XML archive data (see Chapter 15, Archive
Management)

Commands for Archive operations are structured as follows:

Unix:

% (BINDIR)/ ml ¢ ( MANDATORY_PARANMETERS) ( COVMAND) ( COMVAND PARANVETERS)

Windows (note: adefault path for the Java 8 JRE is assumed in this example):

C.\> cd $bindir;

C:\ Program Fi | es\ | sode\ bi n>"C:\ Program Fi | es\ Java\j re8\ bi n\j ava. exe'
-jar java\cl asses\isode-m c.jar (MANDATORY_PARAMETERS)

( COWAND) ( COMMAND_PARANMETERS)

Every Archive command requires two common, mandatory parameters; a user JID and
corresponding password. These parameters are defined below:

-u/--user JD

The JD of auser with the required privileges to perform the Archive command.
-p / --pwd password

The password corresponding to the specified JID.

In addition to operation specific optional parameters, there are several optional parameters
that are applicable to al Archive commands:

-s/ --silent
Run the command in silent mode. Thiswill disable any output logged to the command
line.

-h/ --host
The HTTP hostname to use for the command.

-port / --port
The HTTP port number to use for the command.

-tIs/ --tls
Specifies TLS encryption, using the HTTPS protocol.

-cf / --certfile
Specifies acertificate file that contains one or more pinned certificatesin PEM format
to use for verifying server certificate.
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-tf / --tefile
tafile Specifies one or more trust anchors (root CA certificates) in PEM format to use
for verifying server certificate.

Import parameters

The Archive import command can be used to import datainto the Archive database from
aArchive XML file-based format.

-if / --impfn
[mandatory] Theinput fileto use. This should bean XML file containing valid Archive
archive data.

An example of an import command is included below:

Unix:

% $(BINDIR)/m ¢ inport -u adm n@wnderland.lit -p secret
-if archive. xn

Windows:

C:\>cd (BI ND R)

C.\ Program Fi | es\ | sode\ bi n>"C:\ Program Fi | es\ Java\j re8\ bi n\j ava. exe'
-jar java\cl asses\isode-mc.jar inport -u adm n@wnderland. it

-p secret -if archive.xn

Import folder parameters

The Archive import archive command is used to import file-based XML archives, as
described in Chapter 15, Archive Management.

-id / --impdn
[mandatory] The input directory to use. This should be the path of a directory tree
containing XML file-based archives.

An example of an import folder command isincluded below:

Unix:

% $(BINDIR)/ m ¢ inportFol der -u adm n@wonderland.lit -p secret
-id archive_fol der

Windows:

C.\>cd (BI ND R

C:\ Program Fi | es\ | sode\ bi n>"C:\ Program Fi | es\ Java\j re8\bi n\j ava. exe'
-jar java\cl asses\isode-m c.jar inportFol der

-u adm n@wnderland.lit -p secret -id archive_fol der

Export parameters

The Archive export command can be used to export archive datato XML or PDF/A file
format.
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-dom/ --domain
The domain to which this operation applies

-sdate / --startdate
The date-time after which all archive datawill be exported. This should bein theform
dd/MM/yyyy'T'HH:mm:ss, e.g. 03/09/2014T12:35:00

-edate / --enddate
The date-time before which all archive datawill be exported. This should bein the
form dd/MM/yyyy'T'HH:mm:ss, e.g. 03/09/2014T12:35:00

-xml / --isXML
Specifies the file type to export, either XML or PDF/A.

-ef [ --expfn
[mandatory] The path and name for the output file, e.g. /home/user/output.xml. The
path prefix should be avalid directory on the file system.

An example of an export command is included below:

Unix:

% $(BINDIR)/ m ¢ export -u adm n@wonderland.lit -p secret
-ef archive. pdf

Windows:

C.\>cd (BI ND R

C:\ Program Fi | es\ | sode\ bi n>"C:\ Program Fi | es\ Java\j re8\bi n\j ava. exe'
-jar java\cl asses\isode-nmc.jar export -u adm n@wnderland. it

-p secret -ef archive. pdf

Expire parameters

The expire command is used to remove data before a specified date-time. Note that this
operation can not be reversed.

-dom/ --domain
The domain to which this operation applies

-exdate / --expdate
[mandatory] The expiry date before which all messageswill be removed. This should
be in the form dd/MM/yyyy'T'HH:mm:ss, e.g. 03/09/2014T12:35:00

An example of the expire command is included below:

uUnix:

% $(BINDIR)/m c expire -u adm n@wonderland.lit -p secret
-exdate 03/09/2014T12: 35: 00

Windows:

C.\>cd (BI ND R)

C.\ Program Fi | es\ | sode\ bi n>"C:\ Program Fi | es\ Java\j re8\ bi n\j ava. exe'
-jar java\cl asses\isode-nmc.jar expire -u adm n@wnderl and. |it

-p secret -exdate 03/09/2014T12: 35: 00
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A.8.5 Backup parameters

The Archive backup command can be used to create a backup of the Archive SQL.ite3
database, asadatabasefile (.db). There are no optional parametersfor the backup command,
except the standard optional parameters defined in Section A.8, “M-Link Console Archive
commands”.

Running aArchive backup operation will construct a copy of the database with the current
time-stamp as the file name, and place this into the backups directory within the path
specified by Section H.1.136, “Archive Database Directory”.

An example of a backup command is included below:

Unix:

% $(BINDIR)/ ml ¢ backup -u adm n@wnderland.lit -p secret

Windows:

C.\>cd (BI ND R

C:\ Program Fi | es\ | sode\ bi n>"C:\ Program Fi | es\ Java\j re8\ bi n\j ava. exe'
-jar java\cl asses\isode-nc.jar backup -u adm n@wnderl and. |it

-p secret

Command Line Operations



M-Link Administration Guide 280

Appendix B Backing up M-Link

This appendix explains how to take a backup of the M-Link system and restoreit with the
backup.

B.1 Backup

Before taking the backup, create the the M-Link Archive Server backup as described in
Section 15.7.2.3, “Archive Backup”. Thiswill create YYYY- M DD- HH- M\t SS. db.

Taking a backup of the M-Link system data means backing up the following directories:

« (ETCDI R
« (MSDIR)
* Directory specified by Section H.1.1, “Users Root Directory” if not part of ( MSDI R)

« Directory specified by Section H.1.136, “Archive Database Directory” if not part of
(MSDI R)

* Directory specified by Section H.1.137, “Archive Queue Directory” if not part of
(MSDI R)

* Directory specified by Section H.1.110, “Queues Statistics Directory” if not part of
(MSDI R)

* Directory specified by Section H.1.111, “Publish-Subcribe Directory” if not part of
(MSDI R)

* (LOGDI R) or the non-default log-path as specified in Section A.2, “ Start the server
(debug mode)”

B.2 Restore

Stop the M-Link Server and the M-Link Archive Server before restoring it from a backup.
Restore the backed up copies of the above directories to their original locations.

In the path specified by Section H.1.136, “Archive Database Directory”, delete archive.db,
archive.db-shm and archive.db-wal. Rename the backup of the Archive Server

YYYY- M DD- HH M\t SS. db to archive.db in the path specified by Section H.1.136,
“Archive Database Directory”.

Start the M-Link Server and the M-Link Archive Server.
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Appendix C Message Archive Format

This chapter provides an example of the format of an import or export of the message
archive.

XML Commentsareincluded in the below example as documentation of theformat. These
are not generated by M-Link during export and will be ignored during import. An ellipsis
(...) issometimes used to elide uninteresting content of stanzas.

<l-- vl.1l-->

<archi ves xm ns="http://isode. coml xnpp/ ar chi vi ng" nanme="exanpl e"
start="2013-07-21T02: 58: 15. 000Z2"
end="2014-07-21T02: 58: 15. 000Z" >

<l-- Archives nmight also have a donmin attribute if this file was
generated as an export operation for a single donain -->
<user s>
<user jid="Iocal userl@xanpl e.coni >
<l-- all archived stanzas in order, one per itemelenment -->

<itemuid="a" tinestanp="2014-07-21T02: 56: 15. 000Z"
order="0">
<l-- The stanza is enbedded here unnodified other than
i njecting the correct nanespace -->
<message to="I|ocal user 1@xanpl e. com et uhet "
from="renot euser 1@xanpl e. org" type="nornal "
i d="maybe" xm ns="j abber:client" |ang="en">

<l-- stanza payl oads remain here-->
<body>H Kev</body>
<xhtm -imxm ns="..."><b>

H user

</ b></xhtm -i n>
</ nessage>
</itenr

<item ui d="b" tinestanp="2014-07-21T02: 58: 15. 0002" >
<message fron¥"| ocal user1@xanpl e. conl et uhet"
to="renot euser 1@xanpl e. org" type="nornmal "
i d="maybe2" xm ns="j abber:client">
<body>H back</ body>
</ nessage>
</iten>
</ user>
</ user s>
<pubsub>
<!-- Publish-Subscribe history is split per service (including
PEP servi ces) and per node -->
<service jid="|ocal user1@xanpl e. coni >
<node node="http://]jabber. org/ protocol / geol oc">
<I'-- Node creations are |l ogged with the user responsible
and tinmestanmp -->
<i tem publ i sher="I1 ocal user 1@xanpl e. com bou. adg2d98213"
ti mest anp="1979- 07- 21T02: 55: 15. 000Z" ui d="b"
order="0">
<cr eat e></ cr eat e>
</iten>

<l-- Item publication waps the payload in an
<itenp<publish>. .. format -->

<i tem publ i sher="I1 ocal user 1@xanpl e. com bou. adg2d98213"
i d="ut eut udaos"
ti mest anp="1979-07-21T02: 56: 15. 000Z"
ui d="c" order="0">

<publ i sh>
<!--payl oad here-->
<geol oc
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xm ns=' http://jabber. org/ protocol / geol oc
xm : | ang='en' >
<accur acy>20</ accur acy>
<country>Ital y</country>
<l at >45. 44</| at >
<l ocal i t y>Veni ce</| ocal i ty>
<l on>12. 33</| on>
</ geol oc>
</ publ i sh>
<[itenr
<I-- Node deletions are |ogged with the user responsible

and tinmestanp -->
<i tem publ i sher="I1 ocal user 1@xanpl e. com bou. adg2d98213"
timestanp="1979-07-21T02: 57: 15. 000Z" ui d="d"
order="0">
<destroy></ destroy>
<[itenr
</ node>
</ service>
<servi ce jid="pubsub.isode. cont >
<I-- Where an itemis published and repl aced by another with
the sanme pubsub id, both publishes are archived -->
<node node="not es/for/user2">
<i tem publ i sher="I| ocal user 2@xanpl e. coni et uhoe"
i d="euth.tu" tinestanp="1979-07-21T02: 56: 15. 000Z" >
<publ i sh>
<note>this is note 1</ note>
</ publ i sh>
</itenr

<i tem publ i sher="I| ocal user 3@xanpl e. com Psi " ui d="¢e"
i d="euth.tu" tinestanp="1989-07-21T02: 57: 15. 000Z" >

<publ i sh>
<note>this is note 2</note>
</ publ i sh>
</itenr
</ node>
</ service>
</ pubsub>
<mucs>
<I-- MJC history is stored sequentially per room-->
<room ji d="rooml @ al k. exanpl e. cont' >
<itemuid="f" publisher="1ocal user 1l@xanpl e. coni et uhet "

ti nmest anp="2014-07-21T02: 56: 15. 000Z" order ="0"
ni ck="User 1">
<nmessage fronme"l ocal user 1@xanpl e. contf et uhet "
to="rooml @ al k. exanpl e. com' type="groupchat"
i d="maybe" xm ns="jabber:client">
<!-- payl oads here-->
<body>H Everyone</ body>
</ message>
</itenr

<item ui d="g" publisher="1ocal user 1@xanpl e. coni et uhet "
ti mest anp="2014-07-21T02: 56: 15. 000Z" ni ck="User 1">
<pr esence></ pr esence>
</itenr

<item ui d="h" publisher="1ocal user 5@xanpl e. coml oued"
ti nmest anp="2014-07-21T02: 56: 16. 000Z" ni ck="User5" >
<subj ect >Changi ng t he subj ect </ subj ect >
</itenr

<itemuid="i" publisher="1ocal user 5@xanpl e. coml oued"
ti mest anp="2014-07-21T02: 56: 17. 000Z" ni ck="User5" >
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<ni ck>A d Ni ck</ni ck>
</itemr

<itemuid="j" publisher="1ocal user 5@xanpl e. coml oued"
ti nmest anp="2014-07-21T02: 56: 16. 000Z" ni ck="User5" >
<I-- the new config is stored when it changes -->
<config>...</config>
<[itenr

<i tem ui d="k" publisher="1ocal user 5@xanpl e. conf oued"
ti nmest anp="2014-07-21T02: 56: 16. 000Z" ni ck="User5" >
<ki cked>Go away</ ki cked>
<[itenr

<itemuid="1" publisher="1ocal user 5@xanpl e. conf oued"
ti nmest anp="2014-07-21T02: 56: 16. 000Z" ni ck="User5" >
<l eave>l"' m goi ng hone</| eave>
<[itenr

<item ui d="nt" publisher="1ocal user 5@xanpl e. conf oued"
ti nmest anp="2014-07-21T02: 56: 16. 000Z" ni ck="User5" >
<j oi n>st at us</j oi n>
<[itenr

<item ui d="n" publisher="1ocal user 5@xanpl e. conl oued"
ti nmest anp="2014-07-21T02: 56: 16. 000Z" ni ck="User5" >
<dest r oy>r eason</ dest r oy>
<[itenr

<item ui d="0" publisher="1ocal user 5@xanpl e. coml oued"
ti nmest anp="2014-07-21T02: 56: 16. 000Z" ni ck="User5" >
<cr eat e>r eason</ cr eat e>
<[itenr

</ roonp
</ mucs>
</ ar chi ves>
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Appendix D Customizing Archive PDF/A Files

This appendix discusses customization of the Archive PDF/A files.

Archive PDF/A files generated using M-Link Console for exporting archives can be
customized using the property files. Sample property filesareinstalled in ( SHAREDI R) .
Local copiesin (ETCDI R) can override thefilesin ( SHAREDI R) .

D.1 Property Files

M-Link Console generates PDF/A files for three different purposes. Each PDF/A file can
be customised using a corresponding property file.

» Thefilesearch. props in (ETCDI R) can be used to customise PDF/A files generated
from Archive search results (see Section 15.7.2.1, “ Searching the Archives’).

» Thefilest ats. props in( ETCDI R) can can beused to customise PDF/A filesgenerated
from the statistics graphs (see Section 17.3.2, “Viewing Live Statistics”)

e Thefileexport. props in(ETCD R) can be used to customise PDF/A files generated
from exported archive data see(Section 15.7.2.5, “Exporting Data’)

D.2 Customisation

D.2.1 Metadata

The PDF metadatais used to provide additional information about the PDF file. This data
can be modified using the propertiesfor the keys starting with META _in the corresponding
property file. The properties allow you to provide thetitle, author, subject and keywords
metadata for the PDF.

As an example the following line in the property file sets the title metadata to “XMPP
Archives”

META _TI TLE=XMPP Ar chi ves

D.2.2 Cover Page

It is also possible to customise the cover page and security label on the header and footer
of pages on the export and search query PDFs. Notethat this customisation isnot supported
for the statistics graph PDF.

In order to modify theimagelogo on the cover page, provide the absolute path of theimage
file for the IMAGE_LOGO key using the format as specified in the example below.

Unix example:

| MAGE _LOGO=file:////home/user/| ogo. svg
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Windows example:

| MAGE LOGO=file:///C:/]lsodeletc/imagel/l ogo. svg

The value of the TITLE key provides the title on the cover page.

Thelabel that appears on the header and footer is derived from the value of the LABEL
key. This should be left blank if no label is to be displayed on the PDF.

The cover page displays atable that lists information about the archive. If required, more
rows can be added to thistable using the property file. All properties starting with TABLE
will appear as additional rows on the cover page table.

Thefollowing isasample property to add arow with columns* Point Of Contact” as*Henry
Brown” to the table.

TABLE_Poi nt O Cont act =Henry Brown
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Appendix E Administrator Archive Access

Protocol

This chapter provides the protocol for administrator access to message archives.

The administrator accessis an HTTP based protocol using JavaScript Object Notation

(JSON)

E.1l Request

{
"type": "jsonwsp/request",
"version": "1.0",
"met hodnane": <nmet hod- nane>,
"args": { ( <key>: <value>, )* }

}

E.2 Response

{
"type": "jsonwsp/response",
"version": "1.0",
"met hodnane": <net hod- nane>,
"result": <val ue>

}

E.3 Fault

{
"type": "jsonwsp/fault",
"version": "1.0",
"fault": {
"met hodnane": <net hod- nane>,
"code": <fault-code>,
"string": <fault-string>
}
}
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E.4

Description

"type": "jsonwsp/description”,
"version": "1.0"
"types": {
"message": {
"uid": "string",
"to": "string"
"from': "string",
"timestanp": "nunber”(,
"id": "string")?(,
"node": "string")?(
"itemid": "string")?(,
"stanza_type": "string")?(,
"payl oad": "string")?

}

esponse": {
"success": "bool ean"
}
"port_state": {
"upl oaded": "bool ean",
"downl oaded": "bool ean",
"inmported": "bool ean",
"exported": "bool ean",
"valid": "bool ean",
"invalid": "bool ean"
i
"port": {
“url": "string",
("nane": "string",)?
("domain": "string",)?
"start": "nunber",
"end": "nunber",
"recCnt": "nunber",
"state": "port_state"
i
"op_history": {
"operation": ( "backup" | "inmport" | "export"
"upl oad" | "delete" | "downl oad"
"unknown" ),
"successful ": "bool ean",
"run_tinme": "float"(,
("nane": "string")?

}

ctive_op": {
"met hodnane": ( "export" | "inmport" | "backup"
"none" ),
"per cent Conpl et ed": "nunber"
}

i st_response": {
"files": [ "port" ],
"“operation_history": [ "op_history" ](,
("activeOperation": "active_op")?
}
1
"met hods": {

"query": {
"doc_lines": ["Query an archive to find nessages which
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match a given filter"],
"paranms": {
"archive": {
"doc_lines": ["JID of archive to query"],
"type": "string"
"optional": false
),
"with": {
"doc_lines": ["Matching JID'],
"type": "string"
"optional": true
),
"start": {
"doc_lines": ["Start tinestanp"],
"type": "nunber",
"optional": true
),
"end": {
"doc_lines": ["End tinestanp"],
"type": "nunber",
"optional": true
),
"text": {
"doc_lines": ["Text string to match the body
on"],
"type": "string"
"optional": true
),
"before": {
"doc_lines": ["Return nessages sent before this
U D or fromthe end of the
archive in case of null"],
"type": ["string", "null"],
"optional": true
),
"after": {
"doc_lines": ["Return nessages sent after this
uboj,
"type": "string"
"optional": true
),
"max":
"doc_lines": ["Mxi mum nunber of nessages to
return"],
"type": "nunber",
"optional ": true
),
"count": {
"doc_lines": ["Return the nunber of nessages
i nstead of the nessages
t hensel ves"],
"type": "bool ean",
"optional": true
),
"node": {
"doc_lines": ["PubSub node to query"],
"type": "string"
"optional": true
}

"real jids": {

"doc_lines": ["Determ nes wether to return
real jids or occupant jids
inresults for MJC roons"],

"type": "bool ean",

"optional": true
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),
"ret_info": {
"doc_lines": ["List of nessages, or nunber of
messages if count is requested"],
"type": ( "nunmber" | [ ( "nessage" )* ] )

}
B
"expire": {
"doc_lines": ["Expire nessages sent before the
specified end tinestamp"],
"parans": {
"end":
"doc_lines": ["End tinestanp"],
"type": "nunber",
"optional": true
}
"domai n": {
"doc_lines": ["If specified, only expire data
fromjids in this domain"],
"type": "string",
"optional": false
B
B
"ret_info": {
"doc_lines": ["Result of the expire"],
"type": ["response"]
}
B
"redact": {
"doc_lines": ["Redact a message in the archives"],
"parans": {
"uid": {
"doc_lines": ["Unique ID of the nessage"],
"type": "string",
"optional": false
B
B
"ret_info": {
"doc_lines": ["Result of the redact"],
"type": ["response"]
}
}
"export": {
"doc_lines": ["Export archive to an XM file"],
"parans": {

"nane": {
"doc_lines": ["Resource of data to export"],
"type": "string",

"optional": false
),
"start": {
"doc_lines": ["Start tinestanp"],
"type": "nunber",
"optional": true
),
"“end": {
"doc_lines": ["End tinestanp"],
"type": "nunber",
"optional": true
}
"domai n": {
"doc_lines": ["If specified, only export data
associated with this domain"],
"type": "string",
"optional": false
)
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"’et_i nfo": {

"doc_lines": ["Result of the export"],
"type": ["response"]

}

"inmport": {

}

"doc_lines":

"parans": {

["Inport data froman XM file into the
archive"],

"nane": {
"doc_lines": ["Resource of data to inmport"],
"type": "string",
"optional": false

h
}

"’et_i nfo": {

"doc_lines": ["Result of the inport"],

"type":
}

"list": {

}

"doc_lines":

"ret_info":
"doc_lin
"type":

}

"backup": {

"doc_lines":

"ret_info":
"doc_lin
"type":

["response”]

["List of inmport / export files"],
{

es": ["List of files"],
["I'ist_response"]

["Backup of archive"],

{
es": ["Result of the backup"],

["response”]
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Appendix F Advanced Configuration

This appendix explains how to do advanced configuration.

F.1 Advanced Configuration using MLC

M-Link Console attempts to provide areasonably friendly interface to allow you to access
the most common configuration options, and separates service and node options to reduce
the chance of misconfiguration. However, there may be cases where you want to view or
modify a parameter which is not catered in the standard views, or where you want to set a
parameter at the node or service level regardless of whether M-Link Console thinks that
thisisagood idea.

The XMPP Service view contains an Advanced item, which provides away to read and/or
modify any of the values that the M-Link Server exposes using its Ad-Hoc Commands
Section G.24, “ Set Server Configuration (Shared)” for service and Section G.25, “ Set
Server Configuration (Node)” and for node configuration respectively. For example, within
the General Configuration (Node specific) editor, you can update node-specific configuration
for any parameter, including those which M-Link Console would normally restrict to only
being visible in an editor for the cluster-wide service.

Figure F.1. Advanced General Configuration

rofile; :
Graph View Help

<om (E=8|E=R ==

m &

assward-based authentication (ID/password)

Configuration perameters for M-Link Service

Cilsode\mshuser
Clsode\tmp/

alexwindow7vm.com

Note that the configuration options which appear under the Advanced item comprise a
superset of the ad-Hoc based configuration which M-Link Console presents el sawhere.
For example, al of the configuration availablein the XMPP Log Configuration editor could
be modified by changing the appropriate valuesin the General Configuration (Node Specific)
editor (although without any of the checking that M-Link Console might otherwise be
carrying out on the validity of any changes you make).
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Appendix G Ad-Hoc Command Reference

This appendix lists the Ad-Hoc Commands offered by the M-Link Server.

G.1

Send announcement

Description:;
Enter the message below to send to all online users.

Ad-Hoc Command:
http://jabber.org/protocol/admin#announce

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.2

End user session

Description:
Enter the Jabber I1D(s) to be disconnected.

Ad-Hoc Command:
http://jabber.org/protocol /admi n#end-user-session

Applicableto IM Domain:
yes

Applicable to MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
yes

Available to users:
no
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G.3

Get number of online sessions

Description:
-None-

Ad-Hoc Command:
http://jabber.org/protocol/admin#get-online-users-num

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.4

Get a list of online sessions

Description:
Enter the max number of usersto belisted

Ad-Hoc Command:
http://jabber.org/protocol/admin#get-online-users-list

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.5 Get User Statistics

Description:
Fill out thisform to gather user statistics.

Ad-Hoc Command:
http://jabber.org/protocol/admi nfuser-stats

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
yes

Available to users:
no

G.6 Get information about a server

Description:
-None-

Ad-Hoc Command:
http://isode.com/protocol/admin#server-info

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.7

Get a list of S2S sessions

Description:
Enter the max number of sessions to be listed

Ad-Hoc Command:
http://isode.com/protocol/admin#get-s2s-list

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.8

Get Domain S2S Statistics

Description:
Fill out thisform to gather domain S2S statistics.

Ad-Hoc Command:
http://isode.com/protocol/admin#domain-stats

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.9 Get information about a cluster

Description:
-None-

Ad-Hoc Command:
http://isode.com/protocol/admin#cluster-info

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.10 Dump the router table to disk

Description:
The file xmpp_state.txt containing the router dump of the node will be created in the
'Queues Statistics Directory' if it exists. If afile already exists, it will be overwritten.
Thisfeature is used for debugging only.

Ad-Hoc Command:
http://isode.com/protocol/admin#router-table-dump

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.11

Get work-queue statistics

Description:
-None-

Ad-Hoc Command:
http://isode.com/protocol/admin#workqueue-stats

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.12

Get performance statistics

Description:
-None-

Ad-Hoc Command:
http://isode.com/protocol/admin#performance-stats

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.13

Get memory usage statistics

Description:
-None-

Ad-Hoc Command:

http://isode.com/protocol/admin#memusage-stats

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.14

Reset a user's roster

Description:
Fill out thisform to reset auser's roster

Ad-Hoc Command:

http://isode.com/protocol/admin#roster-reset

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.15 No-Op

Description:
-None-

Ad-Hoc Command:
http://isode.com/xmpp/commandsttest

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.16 User Configuration

Description:
Complete the form below to configure personal preferences.

Ad-Hoc Command:
http://isode.com/xmpp/commandstuser_config

Applicable to user account:
yes

Available to Server Admins:
no

Available to IM Domain Admins:
no

Available to users:
yes

G.17 List blocked users

Description:
Listsall usersthat're being blocked.
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Ad-Hoc Command:
http://isode.com/xmpp/commands#list_blocks

Applicable to user account:
yes

Available to Server Admins:
no

Available to IM Domain Admins;
no

Available to users:
yes

G.18 Block User

Description:
Add a user to your block list.

Ad-Hoc Command:
http://isode.com/xmpp/commandsttadd _block

Applicable to user account:
yes

Available to Server Admins:
no

Available to IM Domain Admins;
no

Available to users:
yes

G.19 Unblock User

Description:
Remove a user from your block list.

Ad-Hoc Command:
http://isode.com/xmpp/commandstremove_block

Applicable to user account:
yes

Available to Server Admins:
no

Available to IM Domain Admins:
no

Available to users:
yes
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G.20 Reload Server Data

Description:
Reload data like configuration file, user groups and TL S context.

Ad-Hoc Command:
http://isode.com/protocol/admin#reload_data

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.21 List Residual Users (Node)

Description:
Traverse the on-disk user data and report an overview of users that no longer exist

Ad-Hoc Command:
http://isode.com/protocol/admin#list_residual_users

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.22 Remove Residual User Data (Node)

Description:
Remove on-disk data belonging to the specified users. Only data that can no longer
be correlated to existing users may beremoved. A list of residual users can be obtained
using the'List Residual Users command.

Ad-Hoc Command:
http://isode.com/protocol/admin#remove residual_user_data

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.23 Scrub User References

Description:
Remove referencesto auser from PubSub and MUC &ffiliations, rosters and blocklists

Ad-Hoc Command:
http://isode.com/protocol/admin#scrub_user_references

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.24 Set Server Configuration (Shared)

Description:
Set the configuration of the server shared by all nodes. Note that any of the
configuration values may have been overridden on either or all of the nodes.

Ad-Hoc Command:
http://isode.com/xmpp/config#set_config

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.25 Set Server Configuration (Node)

Description:
Set the configuration of this node.

Ad-Hoc Command:
http://isode.com/xmpp/config#set_config_node

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.26 Set SIO Configuration (Shared)

Description:
Set the Security Information Objects configuration of the server shared by all nodes.
Note that any of the configuration values may have been overridden on either or all
of the nodes.

Ad-Hoc Command:
http://isode.com/xmpp/configiset_config_sio

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.27 Set SIO Configuration (Node)

Description:
Set the Security Information Objects configuration of this node.

Ad-Hoc Command:
http://isode.com/xmpp/config#set_config_sio_node

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.28

Set Filter Configuration (Shared)

Description:
Set the filter configuration of the server shared by all nodes. Note that any of the
configuration values may have been overridden on either or all of the nodes.

Ad-Hoc Command:
http://isode.com/xmpp/config#set_config_filter

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.29

Set Filter Configuration (Node)

Description:
Set the filter configuration of this node.

Ad-Hoc Command:
http://isode.com/xmpp/config#set_config_filter_node

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.30

Get Domain Configuration

Description:
Get the configuration of adomain.

Ad-Hoc Command:
http://isode.com/xmpp/config#get_config_domain

Applicableto IM Domain:
yes

Applicableto MUC Domain:
yes

Applicable to PubSub Domain:
yes

Auvailable to Server Admins:
yes

Availableto IM Domain Admins:
no

Available to users:
no

G.31

Add Domain Configuration

Description:
Add the configuration of adomain.

Ad-Hoc Command:
http://isode.com/xmpp/config#add _config_domain

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.32

Modify Domain Configuration

Description:
Modify the configuration of a domain.

Ad-Hoc Command:
http://isode.com/xmpp/config#mod_config_domain

Applicableto IM Domain:
yes

Applicableto MUC Domain:
yes

Applicable to PubSub Domain:
yes

Auvailable to Server Admins:
yes

Availableto IM Domain Admins:
no

Available to users:
no

G.33

Delete Domain Configuration

Description:
Delete the configuration of a domain.

Ad-Hoc Command:
http://isode.com/xmpp/config#del_config_domain

Applicableto IM Domain:
yes

Applicableto MUC Domain:
yes

Applicable to PubSub Domain:
yes

Available to Server Admins:
yes

Availableto IM Domain Admins:
no

Available to users:
no
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G.34 Get Component Configuration

Description:
Get the configuration of a component.

Ad-Hoc Command:
http://isode.com/xmpp/config#get_config_component

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.35 Add Component Configuration

Description:
Add the configuration of a component.

Ad-Hoc Command:
http://isode.com/xmpp/config#add _config_component

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.36 Modify Component Configuration

Description:
Modify the configuration of a component.

Ad-Hoc Command:
http://isode.com/xmpp/config#mod_config_component

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.37 Delete Component Configuration

Description:
Delete the configuration of a component.

Ad-Hoc Command:
http://isode.com/xmpp/config#del_config_component

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.38

Get Peer Configuration

Description:
Get the configuration of a peer.

Ad-Hoc Command:
http://isode.com/xmpp/config#get_config_peer

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.39

Add Peer Configuration

Description:
Add the configuration of a peer.

Ad-Hoc Command:
http://isode.com/xmpp/config#tadd _config_peer

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.40

Modify Peer Configuration

Description:
Modify the configuration of a peer.

Ad-Hoc Command:
http://isode.com/xmpp/config#mod_config_peer

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.41

Delete Peer Configuration

Description:
Delete the configuration of a peer.

Ad-Hoc Command:
http://isode.com/xmpp/config#del _config_peer

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.42

Get Link Configuration

Description:
Get the configuration of alink.

Ad-Hoc Command:
http://isode.com/xmpp/configiget_config_link

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.43

Add Link Configuration

Description:
Add the configuration of alink.

Ad-Hoc Command:
http://isode.com/xmpp/config#tadd_config_link

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no

Ad-Hoc Command Reference



M-Link Administration Guide

313

G.44

Modify Link Configuration

Description:
Modify the configuration of alink.

Ad-Hoc Command:
http://isode.com/xmpp/config#mod_config_link

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.45

Delete Link Configuration

Description:
Delete the configuration of alink.

Ad-Hoc Command:
http://isode.com/xmpp/config#del _config_link

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.46

Add Local Group Configuration

Description:
Add the configuration of alocal group.

Ad-Hoc Command:
http://isode.com/xmpp/config#add _config_group

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.47

Modify Local Group Configuration

Description:
Modify the configuration of alocal group.

Ad-Hoc Command:
http://isode.com/xmpp/config#mod_config_group

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.48

Delete Local Group Configuration

Description:
Delete the configuration of alocal group.

Ad-Hoc Command:
http://isode.com/xmpp/config#del _config_group

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.49

Get Cluster List (Node)

Description:

Get the list of cluster nodes configured on this node.

Ad-Hoc Command:
http://isode.com/xmpp/config#get_config_list_node

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.50

Add Node to Cluster (Node)

Description:
Add acluster node to the list configured on this node.

Ad-Hoc Command:
http://isode.com/xmpp/config#tadd config_node

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.51

Delete Node from Cluster (Node)

Description:
Delete a cluster node from the list configured on this node.

Ad-Hoc Command:
http://isode.com/xmpp/config#del _config_node

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.52 Get Hash (Node)

Description:
Get the hash of the shared config on this node.

Ad-Hoc Command:
http://isode.com/xmpp/config#get_config_hash_node

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.53 Get Host (Node)

Description:
Get the host name of this node.

Ad-Hoc Command:
http://isode.com/xmpp/config#get_config_host_node

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.54

Set Logging Settings (Node)

Description:

Set the logging settings of this node.

Ad-Hoc Command:

http://isode.com/xmpp/config#set_config_log_node

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.55

Get Passphrase Info (Node)

Description:

Get the servpass service and verifier used on this node.

Ad-Hoc Command:

http://isode.com/xmpp/config#get_config_servpass_node

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.56 Get Archive Cluster List (Node)

Description:
Get thelist of Archive cluster nodes configured on this node.

Ad-Hoc Command:
http://isode.com/xmpp/config#get_config_wabac list node

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.57 Add Archive Node to Cluster (Node)

Description:
Add aArchive cluster node to the list configured on this node.

Ad-Hoc Command:
http://isode.com/xmpp/config#add_config_wabac_node

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no

Ad-Hoc Command Reference



M-Link Administration Guide 320

G.58 Delete Archive Node from Cluster (Node)

Description:
Delete aArchive cluster node from the list configured on this node.

Ad-Hoc Command:
http://isode.com/xmpp/config#del _config_wabac node

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.59 Get Roster Groups

Description:
Get the roster groups configured on adomain.

Ad-Hoc Command:
http://isode.com/xmpp/config#get_roster_groups

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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G.60 Add Roster Group

Description:
Add aroster group to adomain.

Ad-Hoc Command:
http://isode.com/xmpp/config#add roster_group

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins:
no

Available to users:
no

G.61 Delete Roster Group

Description:
Delete aroster group from a domain.

Ad-Hoc Command:
http://isode.com/xmpp/config#del _roster_group

Applicableto IM Domain:
yes

Applicableto MUC Domain:
no

Applicable to PubSub Domain:
no

Available to Server Admins:
yes

Available to IM Domain Admins;
no

Available to users:
no
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Appendix H Configuration Option Reference

This appendix describes each M-Link Server configuration option.

» Section H.1, “Global Options’

e Section H.2, “SIO Options’
 Section H.3, “Domains Options’
 Section H.4, “Components Options”
» Section H.5, “Groups Options’

» Section H.6, “Peers Options’

» Section H.7, “Links Options’
 Section H.8, “Clustering Options’

H.1

H.1.1

Global Options

This section describes each global configuration option.
Ad-Hoc Commands:

» See Section G.24, “ Set Server Configuration (Shared)”.
» See Section G.25, “ Set Server Configuration (Node)”.

The parent XML element in the configuration fileis<ns_opt i ons>.

Users Root Directory

Description:
This specifies the default location for user data. Each user's datawill be located in a
subdirectory of this directory, named after the user.

On Unix, dl filesin this directory are created as the user specified in the option
'Runtime User ID' so it should be ensured that if the directory exists then it has correct
ownership and permissions and if it does not exist then the 'Runtime User ID" hasthe
correct permissions to creste it.

Syntax:
String (Mandatory)

Default Value:
Ivar/isode/ms/user

Example:
C:\JabberStore\users\

Config file XML Option:
userdir

Other Info:
Update requires server restart.
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User Directory Hash Format

Description:;
This specifies the user hash format, which is used in constructing the user's data
directory path. The default simply uses a hash of the username, and is suitable for
almost every system. This should not be changed on a running system. Please contact
I sode support before changing.

Syntax:
String (Mandatory)

Default Value:
${ hash}
Example:
${ hash}

Config file XML Option:
user_hash

Other Info:
Update requires server restart. Advanced option - not availablein Ad-Hoc Commands.

Temporary Files' Directory

Description:
Thisdirectory isused by the system for temporary files, particularly cache files.

Syntax:
String (Mandatory)

Default Value:
tmp

Example:
C:\Isode\tmp

Config file XML Option:
cache_tmpdir

Other Info:
Update requires server restart.

Runtime Directory

Description:
This specifiesthe runtime directory for the server on Unix. Thisisthe current directory
for aserver before it switches to the daemon mode and where it saves the pid file.

All filesin this directory are created as the user that starts the daemon so it should be
ensured that the directory has correct ownership and permissions.

Syntax:
String (Mandatory)

Default Value:
Ivar/run

Example:
Ivar/isode/ms/run

Config file XML Option:
run_dir

Other Info:
Update requires server restart. Unix only option.
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Telemetry Log Directory

Description:;
This specifies the top level directory for telemetry logging. This directory must exist
for telemetry logs to be generated.

On Unix, dl filesin this directory are created as the user specified in the option
'Runtime User ID' so it should be ensured that the directory has correct ownership and
permissions.

Syntax:
String (Optional)
Default Value:
-None-

Example:
Ivar/telemetry

Config file XML Option:
telemetry_log

Other Info:
Update does not require server restart.

Automatically create Telemetry user directories

Description:;
If set totrue, and telemetry _logisset, telemetry directoriesfor entitiesare automatically
created

Syntax:
Boolean (Mandatory)

Default Value:
false

Example:
true

Config file XML Option:
telemetry _auto create

Other Info:
Update does not require server restart. Advanced option - not available in Ad-Hoc
Commands.

Enable stack tracing

Description:
If enabled, when acrash occurs, afile containing the back traceis created in the same
directory that logs are generated in. The same fileis a so used to log the stack trace of
the running process using a pre-defined signal.

This option is not supported on Solaris.

Syntax:
Boolean (Mandatory)

Default Value:
true

Example:
false

Config file XML Option:
stack_tracing
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Other Info:
Update requires server restart.

H.1.8 Minimum Number of Worker Threads

Description:
This option specifies the minimum number of worker threads that will be created for
any work queue. This value can not be less than 1.

The exact number of worker threads depends on the number of CPU cores and the
value of the 'Maximum Number of Worker Threads option.

If the number of CPU coresislessthan or equal to the value of this option, then the
number of threads created will be the value of this option.

If the number of CPU cores is greater than or equal to the value of the 'Maximum
Number of Worker Threads, then the number of threads created will be the value of
the 'Maximum Number of Worker Threads' option.

Otherwise the number of threads is equal to the number of CPU cores.

Syntax:
Numeric (Mandatory)

Default Value:
1

Example:
4

Config file XML Option:
thread_pool_min

Other Info:
Update requires server restart. Advanced option - not availablein Ad-Hoc Commands.

H.1.9 Maximum Number of Worker Threads

Description:
This option specifies the maximum number of worker threads that will be created for
any work queue.

See 'Minimum Number of Worker Threads' for details.

Syntax:
Numeric (Mandatory)

Default Value:
8

Example:
16

Config file XML Option:
thread_pool_max

Other Info:
Update requires server restart. Advanced option - not availablein Ad-Hoc Commands.

H.1.10 Use Memory Maps

Description:
If set to false, various operations typically using memory-mapped files will instead
use simplefile reads.

Syntax:
Boolean (Mandatory)
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Default Value:
true

Example:
false

Config file XML Option:
use_mmap

Other Info:
Update does not require server restart.

Maximum Net Buffer

Description:;
If any session has more than this number of bytes outstanding after a write attempt,
the sessionis considered choked and will be dropped to avoid a sizable buffer build-up.
Low bandwidth connections using high traffic are particularly likely to fall foul of
this, as are the presence of large avatar images on the network. High bandwdith
connections can also run afoul of this, especially when trafficisamplified. Thisoption
should only be used in cases where the memory useis so large that it hinders proper
operation of the service.

Syntax:
Numeric (Mandatory)

Default Value:
0

Example:
1073741824

Config file XML Option:
max_net_buffer

Other Info:
Update does not require server restart.

DNS Resolver to use

Description:
This option specifies which DNS Resolver to use, ahern (the default) or c-ares
(deprecated).

Syntax:
String (Mandatory)

Default Value:
ahern

Example:
c-ares

Config file XML Option:
resolver

Other Info:
Update requires server restart.

Act as AgentX Slave (SNMP)

Description:;
If set, the system connectsto an SNM P master agent viaAgentX and exports statistical
data over SNMP.

Syntax:
Boolean (Mandatory)
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Default Value:
fase

Example:
true

Config file XML Option:
agentx_slave

Other Info:
Update requires server restart.

AgentX Socket

Description:;
This can be used to override the standard AgentX socket address.

Syntax:
String (Optional)
Default Vaue:
-None-

Example:
Ivar[run/agentx/socket

Config file XML Option:
agentx_socket

Other Info:
Update requires server restart.

Primary Domain

Description:
This specifies the domain name to use if an unqualified userid is received.

Syntax:
String (Mandatory)

Default Value:
-None-

Example:
example.com

Config file XML Option:
domain

Other Info:
Update requires server restart. Shared only option.

Runtime User ID

Description:;
This specifies the runtime Unix user.

If the server is started as "root' it will then drop privileges to run as this user. All files
inthe 'Users Root Directory', 'PubSub Directory', '‘Queues Statistics Directory', 'MUC
Audit Archive Directory', 'User Audit Archive Directory' and ‘Telemetry Log Directory’
are created as this user so it should be ensured that the directories have correct
ownership and permissions.

Syntax:
String (Mandatory)

Default Value:
mbox
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Example:
Xmppsrv

Config file XML Option:
ms_user

Other Info:
Update requires server restart. Unix only option.

Process Manager is used

Description:
This specifies if the services are to be managed internally. When managed internally,
each processforksachild processthat would perform the actual work, while the parent
process keeps monitoring the child and will restart the child if it terminates abnormally.
Set thisto 'false' if the services are to be managed by an external manager such as
daemontools or Solaris SMF.

Syntax:
Boolean (Mandatory)

Default Value:
true

Example:
false

Config file XML Option:
managed_services

Other Info:
Update requires server restart. Unix only option.

Windows Service Group Name

Description:
This allows multiple copies of the server to run. Typically thisis not required.

Syntax:
String (Optional)

Default Value:
isode.mbox-18.0

Example:
isode.mlink-15.2

Config file XML Option:
service_group

Other Info:
Update requires server restart. Windows only option. Advanced option - not available
in Ad-Hoc Commands.

Require TLS in Clustering

Description:
If thisis set to 'true’ then TLSisrequired over clustering links.
Otherwise TLS will be used optimistically.

Syntax:
Boolean (Mandatory)

Default Value:
false

Example:
true
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Config file XML Option:
cell_tls

Other Info:
Update requires server restart.

H.1.20 Require TLS Authentication in Clustering

Description:
If thisoption is set to 'true’, then the cluster node will authenticate other cluster nodes
by 'self' certificate checks.

This option implicitly requires TLS.
Syntax:
Boolean (Mandatory)

Default Value:
false

Example:
false

Config file XML Option:
cell_tls auth

Other Info:
Update requires server restart.

H.1.21 Cluster Timeout

Description:
This specifies how long a M-Link node has to send a heartbeat beforeit is declared
unreachable. The value isin seconds and the minumum valueis 1.

Syntax:
Numeric (Mandatory)

Default Value:
6

Example:
10

Config file XML Option:
cluster_timeout

Other Info:
Update does not require server restart.

H.1.22 Dcons Port

Description:;
Thisprovidesaccess, vialoca host, to areatime debugging log, accessing viaTELNET.
Customers will be advised on occasion to use this by Isode support.

Syntax:
Numeric (Mandatory)

Default Value:
0

Example:
4000

Config file XML Option:
dcons_port

Other Info:
Update requires server restart.

Config