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M-Link EDGE R19.3 Evaluation Guide

Installing and configuring R19.3 of M-Link EDGE, Isode’s XMPP Gateway Server.
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Introduction

This guide demonstrates how to get up and running with M-Link EDGE Rig.3.

Objectives

By the end of this evaluation you will have:
o Installed M-Link EDGE Ri19.3
e Requested a Product Activation Key (PAK)
e Receive and Installed the PAK.

e Connected to two External XMPP Servers.

Using Isode Support

You will be given access to Isode support resources when carrying out your evaluation. Any
queries you have during your evaluation should be sent to support@isode.com. Please note that
access to the Self-Service Portal for web-based ticket submission and tracking is not available to
evaluators.
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Preparation

You should visit www.isode.com/products/supported-platforms.html to discover which operating
systems are supported for Isode evaluations. In addition to the server platforms listed, we support
the use of Isode server products on Windows 10 for simple evaluations and demonstrations.

Isode supports the use of the latest versions of Google Chrome, Mozilla Firefox and Microsoft
Edge browsers with the Harrier web client. Internet Explorer is not supported.

External Dependencies

You will need a Chrome Browser installed on the Server and set as the default browser.

Product Download

Product downloads are held in a password-protected section of the Isode website. If you have not
already done so you should apply for a username/password by filling in the form located at
www.isode.com/evaluate/evalrequest.html.

***4**TBC Download information***.

Product Activation Key

M-Link EDGE requires a valid Product Activation Key from Isode before it will run correctly. Keys
are issued by Isode Customer Services. You will be show in this guide how to copy and send the
Product Activation Key request to support@isode.com.

External XMPP Server Details

This guide assumes that you already have access to an external XMPP server and an XMPP Guard,
which this installation will interact with.
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Installing M-Link

Linux

Run the following commands.

I root@mlel92-mt:/tmp =

File Edit View Search Terminal Help

[root@mlel92-mt tmpl# rpm -1 mlink-19.2v1.rpm
Created symlink from /fetc/systemd/system/multi-user.target.wants/mlink.service t

o /etc/systemd/system/mlink.service.
[root@mlel92-mt tmp]# service mlink start
Redirecting to /bin/systemctl start mlink.service
[root@mle192-mt tmpl# ]

Figure 1: Installing M-Link R19.3 Step 1 (Linux)

Then jump to the browser screen of the Windows Install (on Page 8) and point your browser at

https://localhost:5221 .
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Windows

Double-click the .msi file that you downloaded earlier and follow the instructions for a fresh

install.
"3 Isode M-Link 19.3v3 Setup — X

Welcome to the Isode M-Link 19.3v3
Setup Wizard

The Setup Wizard will install Isode M-Link 19.3v3 on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Back Next Cancel

Figure 1a: Installing M-Link R19.3 Step 1

Click “Next”.
" Isode M-Link 19.3v3 Setup — X

End-User License Agreement
Please read the following license agreement carefully @

License Agreements

All Isode Software is subject to a license agreement. Be sure to read
and agree to the license BEFORE you use the software.

Isode Software License (Direct Use)

BY CLICKING THE ACCEPTANCE BUTTON OR INSTALLING THE
SOFTWARE, YOU ARE

CONSENTING TO BE BOUND BY AND ARE BECOMING A PARTY TO
THIS AGREEMENT.

IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THIS

AAPECAACAMT ALIAL THIE

. I accept the terms in the License Agreement

Print Back Next Cancel

Figure 2: Installing M-Link Ri9.3 Step 2

Check the checkbox to accept the terms of the license and click “Next”.
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" Isode M-Link 19.3v3 Setup — X
Destination Folder
Click Next to install to the default folder or dlick Change to choose another. @

Install Isode M-Link 19.3v3 to:

C:\Program Files\Isode M-Link\

Change...

Back Next Cancel

Figure 3: Installing M-Link Ri19.3 Step 3

Click “Next”.
" Isode M-Link 19.3v3 Setup — X
Ready to install Isode M-Link 19.3v3 @

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back w Install Cancel

Figure 4: Installing M-Link Ri9.3 Step 4

Click “Install”.
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o | Iso.de. F\:‘i—Link 19.3v3 éetup = X
Completed the Isode M-Link 19.3v3 Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Eaunch M-Link Web Console to configure M-Link

Cancel |

Figure 5: Installing M-Link Ri19.3 Step 5
Click “Finish” and the following Browser window opens.

@ Privacy error x +

c A Notsecure | localhost:5221

A

Your connection is not private

Attackers might be trying to steal your information from localhost (for example,
passwords, messages or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhance:

protection

Figure 6: Initial M-Link R19.3 Configuration Step 1

Click “Advanced”.
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i @ Privacy error x +

C A Notsecure | localhost:5221

A

Your connection is not private

Attackers might be trying to steal your information from localhost (for example,
' passwords, messages or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome’s highest level of security, turn on enhanced protection

Hide advanced Back to safety

This server could not prove that it is localhost; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Figure 7: Initial M-Link R19.3 Configuration Step 2
Click “Proceed to localhost (unsafe)”.

@ M-Link x  +

C A Notsecure | localhost:5221

®ee M-Link Global Options

@ These initial administrator credentials will be used to log in to the administr...

Login

A Global options

Administrator login (letters, numbers and punctuation other than @ and / are allowed)

Password

Administrator password [no character restrictions)

Figure 8: Initial M-Link R19.3 Configuration Step 3

Enter an Administrator Login Name of your choice and set a Password.

%
s
x
a
2]
About
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@ M-Link x 4+ o - %
C A Notsecure | localhost:5221 T A
®®® MLink Global Options ne
@ These initial administrator credentials will be used to log in te the administr...
Login
@A Global options Admin
Administrator login (letters, numbers and punctuation other than @ and / are allowed)
Password
@
Administrator passward (no character restrictions)
=
Figure g: Initial M-Link Ri9.3 Configuration Step 4
Click “Submit”.
@ M-Link x + o — x
C A Notsecure | localhost:5221/login?redirect=%2F W A

Username:

Password:

Figure 10: Initial M-Link Ri9.3 Configuration Step 5

Enter the Administrator Login Name and Password you created previously.
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@ M-link x  +

C A Mot secure | localhost:5221/login?redirect=%2F

Username:
Admin

Password:

[ e

Figure 11: Initial M-Link Ri19.3 Configuration Step 6
Click “Login” and the following screen appears.

@ W-Link X  +

C A Notsecure | localhost:5221

Product Activation

This product is not activated.
s If Isode has sent you an Activation Key, you may enter it now.

= If not, or you require different features, please request one.

Request Activation Key Enter Activation Key

Figure 12: Initial M-Link R19.3 Configuration Step 7

Click “Request Activation Key”.
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@ M-Link x o+ o - X

C A Not secure \ localhost:5221 p¢ -

Product Activation

Please provide a reference identifying this server, which will be displayed as part of the
product activation information.

Reference:

Figure 13: Initial M-Link Ri9.3 Configuration Step 8
Enter a reference for the Server.

@ M-link x  + o — X

C A Notsecure | localhost:5221 b Y §

Product Activation

Please provide a reference identifying this server, which will be displayed as part of the
product activation information.

Reference:

Evaluation Guide

| Generate Activation Request |

Figure 14: Initial M-Link Rig.3 Configuration Step 9

Click “Generate Activation Request”.
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@ M-Link x 4+ o - *
€ A Notsecure | localhost:5221 w A i

Product Activation

Please send the following Activation Request code to the Isode Product Activation Service
support@isode.com, explaining your requirements for this server.

ZmvhdHYyZTeiTS1MaWsr IiBdXNBb211ci1yZWYIIkV2YWx1YXRpb24gR3VpZGUL IGhve3RpZDAIVVY
JRDS4YWF1OWTiMzh JODURN JM1 ZTMZNmEZM2R JMGN1 ZDU2YmFmNZU4NZASNThIMTF 1INhkZTA4ODEGNT
hhMzg3Y2F 10GM4NZE4YTgZNJI2NEWNZAY ZDZmNDNLN jk4MIU2NZAZYTd10GZ1 ZmUy ZGMy ZGMyMINkN
JcwZGI4NGVhZmU4YiT=

Figure 15: Initial M-Link R19.3 Configuration Step 10

Use the “Copy” button (bottom left) to copy this “Activation Request” and then email it to
support@isode.com .

@ M-Link X + o — »

C A Notsecure | localhost:5221 % & i

Product Activation

Please send the following Activation Request code to the Isode Product Activation Service
support@isode.com, explaining your requirements for this server.

ZmvhdHVyZTA1TSIMaW5rI1iBIdXNBb211c11yZWYSTkV2YWx1YXRpb24gR3VpZGU IGhvc3RpZDA1VVY
JRDs4YWFLOWIiMzhJODUxN M1 ZTMZNmEZM2RIMGN1 ZDU2YmFmNZU4NZASNThIMTF INFhKZTA40DEGNT

hhMzg3Y2F 10GMANZE4YTgzNII2NjEwNzAY ZDZmNDNLN 1k4MjU2NzAZ Y Td1i06Z1ZmUy ZGMyZGMyM jNKN
JewZGI4NGYhZmU4YiI=

Figure 16: Initial M-Link R19.3 Configuration Step u

Click “Back”
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@ M-Link x + [~] = X

C A Notsecure | localhost:5221 h* G-

Product Activation

This product is not activated.
* If Isode has sent you an Activation Key. you may enter it now.

s If not, or you require different features, please request one.

Request Activation Key Enter Activation Key

Figure 17: Initial M-Link Rig.3 Configuration Step 12

You will receive the “Product Activation Key” from Isode Support and you should then Click “Enter
Activation Key”.

@ M-link x  + o - X

C A Notsecure | localhost:5221 T A

Product Activation

Please input the Activation Key provided by the Isode Product Activation Service,

Figure 18: Initial M-Link Ri19.3 Configuration Step 13

Paste the “Product Activation Key” in the space provided.
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@ M-Link X + o - %

C A Notsecure | localhost:5221 o =

Product Activation

Please input the Activation Key provided by the Isode Product Activation Service.

T e T

WZIYXR1cmuUgimdjeHAIlGNvdws0cmllcz0ivwspdGVKIELD
bmdkb20iIGN 1 C3RVBWVYLXJIZI0ITS 1 MaWsrIEVKZ2UgUJES
LjlgQ2hlY2silGN1c3RVEWVYLWShbWUSIk1 hcmsgVGItYmy
ybGFrZSIKe2InbjoiTUVVQOICOGhISHEOaVpYYIp1dUZQZ3
U2ckRIcFIhZkgxSCIRAEXhOHNBOHM3IWWhVQWIFQTY1S
EIKMKIWYkdYNkpzY01IMTC3YNNSYUZXbmZZZHBMTESmM
SEPOSXNFCcXcdlgod

Figure 19: Initial M-Link Ri19.3 Configuration Step 14

Click “Activate”, and the following screen should appear.

© @ e M-Link Edge Global Options Agut pmeme

® Server configuration
A Global options
Customise Ports

Peer Controls (1) . defaul
g4 Use default

& Links (0) Allow the customisation of listening ports for the various services.
X Use HTTPS
& TLS Configuration
ﬂ Use default

& Logging Configuration

When enabled, the administrative interface will be exposed over HTTPS. More...

This is being used as the default in the following places:
& stores « /Use Secure Cookie Flag

B Monitoring Use Secure Cookie Flag

3 use default

When enabled, the login cookie can only be sent over HTTPS connections. More...

YYour Product was activated Successfully

Figure 20: Initial M-Link R19.3 Configuration Complete

Your server is now ready for further configuration.
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Configuring M-Link Edge
There are a number of configuration options and the intention of this guide is to give you an overview of the
most used ones. The options detailed below will be configured in this guide.

1. TLS Configuration (Only shown if you have a TLS Product Activation Key)

2. GCXP Link Configuration - for use with Isode M-Guard

3. X2X Link Configuration - for use with some 3'd Party Guards and SATCOM Links

4. Peer Configuration

TLS Configuration
Before you start this you will need the following.

e A Certificate Chain file in PEM format containing your Server Certificate, CA Certificate and any
Intermediate CA Certificates.

e A Private Key file in PEM format (you must know the passphrase for the Private Key).

e Asa Minimum the Certificate Subject should be the hostname of the server, e.g. cn=hostname and
have a Subject Alternative Name of DNS Name=Hostname.

e  The issuing CA Certificate should either be either a Globally Trusted Root CA or in the Trusted
Root CA Store.

From the “Home” - Global Options screen

® & ® M-Link Edge TLS Configuration sbout  Profile

@ TLS configuration.

A Global options

Default TLS Identity
& Peer Controls (1) Default public/private key pair used when other key pairs ...

Edit

& Links (0)

0 TS @ s i Disable TLS Version 1

8 Logging Configuration Use default
Disable use of TLS version 1

& stores
Cipher Suites

B Monitoring

P Access Tokens Standard OpenSSL cipher suite string,

Override Default DH Parameters

Use default

DH Parameters are used during TLS.

Ignore System Trust Anchors

Use default

Figure 21: TLS Configuration Step 1

Click TLS Configuration.
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®® @ M-Link Edge TLS Configuration

® TLS configuration.

# Global options

Default TLS Identity

28 Peer Controls (1) Default public/private key pair used when other key pairs ...

& Links (0)

& TLS Configuration Disable TLS Version 1

8 Logging Configuration

Disable use of TLS version 1.
& stores
Cipher Suites

B Monitoring

P Access Tokens Standard OpenSSL cipher suite string.

Override Default DH Parameters

DH Parameters are used during TLS.

Ignore System Trust Anchors

Figure 22: TLS Configuration Step 2

Select “Edit” next to “Default TLS Identity”.

Default TLS Identity Selection

Edit

(2] o

Abour Profile

Use default

Use default

Use default

Default TLS Identity

Select...

Default public/private key pair used when other key pairs have not been configured.

Add new Clear value

Cancel

Figure 23: TLS Configuration Step 3

Click “Add new”.
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Upload File(s)

Certificate Chain
The certificate chain in PEM format

Choose a file...

Private Key
The private key in PEM format

Choose a file...

Passphrase
The passphrase with which the private key has been encr.. More...

Name
Provide a name to identify the file

Cancel

Figure 24: TLS Configuration Step 4

|Isode

Use the “Choose a file...” buttons to load the Certificate chain and Private Key, enter the Private Key Passphrase and

Provide and “Name” of your choice for the “Identity”.

Upload File(s)

Certificate Chain
The certificate chain in PEM format

mle-192-chain.pem Choose a file...

Private Key
The private key in PEM format

mle192-mt.pem Choose a file...

Passphrase
The passphrase with which the private key has been encr... More...

@

Name
Provide a name to identify the file

M-Link Edge Evaluation

Cancel

Figure 25: TLS Configuration Step 5

Click “Upload”.
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Default TLS Identity Selection

Default TLS Identity

M-Link Edge Evaluation

Default public/private key pair used when other key pairs have not been configured,

Add new Clear value
‘ | Cancel
Figure 26: TLS Configuration Step 6
Click “Confirm”.
@ M-Link Edge x + Q = x
<« C A Notsecure | localhost:5221/tlsConfig w -
® ® ® M-Link Edge TLS Configuration e Profile
Q @® TLS configuration.
Default TLS Identity
# Global options M-Link Edge Evaluation Edit
)efault public/private key pair used when other key pairs have not been configured.

8% Peer Controls (1)
Disable TLS Version 1

& Links(0) B2 use default

. Disable use of TLS version 1.
& 1s Configuration

Cipher Suites

5 Logging Configuration

&b stores Standard OpenSSL cipher su

Sessions Override Default DH Parameters

B use default

DH Parameters are used during TLS. More

Ignore System Trust Anchors

Figure 27: TLS Configuration Step 7

Scroll down to the bottom of the screen.
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@ M-Link Edge x 4+

&« C A Notsecure | localhost:5221/tlsConfig

®®® M-Link Edge TLS Configuration

Cipher Suites

Q F

Standard OpenSSL cipher suit

A Global options Override Default DH Parameters

323 Peer Controls (1)

DH Parameters are used during TL!

Links (0]
6, & Ignore System Trust Ancheors

& s Configuration

Disregard any pre-installed trust anchor certificates
-] Logging Configuration
Default Trust Anchors

& stores

Sessions by all darnains.

Cancel

Figure 28: TLS Configuration Step 8

Click “Submit”.
| @ M-link Edge x 4+
< C A Notsecure | localhost:5221/tIsConfig

® @@ M-Link Edge TLS Configuration

Cipher Suites

Q

Standard OpenSSL cipher suite string,

A Global options Override Default DH Parameters

38 Peer Controls (1)

DH Parameters are used during TLS. More

& Links (0)

Ignore System Trust Anchors

& TLs configuration B3 use default

Disregard any pre-installed trust anchor certificates

B Logging Configuration
Default Trust Anchors

& stores

Sessions

Figure 29: TLS Configuration Step 9

Click “Global options”, the following screen is displayed.

Evaluation Guide: M-Link EDGE R19.3

Page 20 of 56



@ M-Link Edge x + -] - X
&« C A Notsecure | localhost:5221 w A
® @@ M-Link Edge Global Options rofie
® Server configuration
Customise Ports
A Global options Use default
Allow the customisation of listeni ng po
28 Peer Controls (1)
Use HTTPS
& Links (0) ;f Use default
When enabled, the administrative interface will be exposed over HTTPS, M
ﬂ TLS Configuration
TLS Key Pair for Administrative HTTPS Interface
-] Logging Configuration
HTTPS Identity Edit
& stores This is used when serving the administrative interface over HTTPS.
i Administrators inactivity logout period
180 Use default
If an Administrator's login to the web interface is uni for this period (in minutes}, the login
will be invalidared (the Administraror will be logged out). e
Customise Storage Paths o
Figure 30: TLS Configuration Step 10
@ M-link Edge x  + (~] - X
&« G A Notsecure | localhost:5221 I O

® @@ M-Link Edge Global Options

Q

@ Server configuration

Customise Ports

# Global options

or the various services,

he customisation of listening po

322 Peer Controls (1)
Use HTTPS

& Links (0)

‘When enabled, the administrative interface will be exp

ﬂ TLS Configuration

TLS Key Pair for Administrative HTTPS Interface

Use default

i

g4 Use default

-] Logging Configuration

HTTPS Identity Edit

&€ stores

This is used when serving the administrative interface over HTTPS.

Administrators inactivity logout period

Sessions

180

Customise Storage Paths

Use default

(in minutes), the login

Figure 31: TLS Configuration Step 1

Click “Edit” on the “TLS Key Pair for Administrative HTTPS Interface”.
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TLS Key Pair for Administrative HTTPS Interface Selection

TLS Key Pair for Administrative HTTPS Interface
HTTPS Identity Use default
This is used when serving the administrative interface over HTTPS.

Add new Clear value

Cancel

. 4

Figure 32: TLS Configuration Step 12

TLS Key Pair for Administrative HTTPS Interface Selection

TLS Key Pair for Administrative HTTPS Interface

HTTPS Identity Use default

This is used when serving the administrative interface over HTTPS.

Add new Clear value

Cancel

Figure 33: TLS Configuration Step 13

Select the “Dropdown”.

TLS Key Pair for Administrative HTTPS Interface Selection

TLS Key Pair for Administrative HTTPS Interface

HTTPS Identity hd Use default
HTTPS Identity
M-Link Edge Evaluation Clear value

Cancel

Figure 34: TLS Configuration Step 14

Select the Identity you just loaded.
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TLS Key Pair for Administrative HTTPS Interface Selection

TLS Key Pair for Administrative HTTPS Interface

| M-Link Edge Evaluation e Use default

This is used when serving the administrative interface over HTTPS.

Add new Clear value

| Cancel

Figure 35: TLS Configuration Step 15

Click “Confirm”.
@ M-Link Edge x  + [~] - x
&« C A Notsecure | localhost5221 o &
@ ® @ M-Link Edge Global Options ? sroile

Q

@ Server configuration

Customise Ports

4 Global options B use default
Allow the customisation of listening ports for the various services.

8% Peer Controls (W)}
Use HTTPS

& Links () | 8 | B use defauit

When enabled, the administrative interface will be exposed over HTTPS, Mo

ﬂ TLS Configuration

TLS Key Pair for Administrative HTTPS Interface
5 Logging Configuration

M-Link Edge Evaluation Edit
& stores This is used when serving the admirnistrative interface over HTTPS.
SR Administrators inactivity logout period
180 @ Use default

If an Administrator's login to

b interface is unused for this period (in minutes), the login

will be invalidated (the Administrator will be logged out). More

Customise Storage Paths

Figure 36: TLS Configuration Step 16

Scroll down to the bottom of the screen.
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@ M-Link Edge X + [~} - X
< c A Not secure localhost:5221 e -
® @@ M-Link Edge Global Options sboue  Profie
Q Maximum Body Size &
o @ Use default
The maximum stanza body size {in byt hich will be accepted. M
4 Global options Use Security Labelling
423 Peer Controls (1) B3 use default
Enable se belling configuration.
& Links (0)
Use Statsd
& 115 configuration 3 Use default
B t Statistics over the statsd protocol.
a Logging Configuration S s
Application Title Override
& stores
Sessions Custom window/tab title for display in a browser, if not empty.
Cancel
Figure 37: TLS Configuration Step 17
Click “Submit”, the following screen is displayed — this is normal.
@ M-Link Edge x  + (~] - X
&« C A Notsecure | localhost:5221 b+ G-
® @@ M-Link Edge Global Options Apout  Profile

Loading...

Error

Failed to fetch

Figure 38: TLS Configuration Step 18

Now point your browser at https://hostname:5221 .
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@ M-Link Edge x 4 o - %
&« C & mle192-mt:5221/login?redirect=%2F o Y A
[ X X ]
M-Link Edge
Username:
Password:
Figure 39: TLS Configuration Step 19
Enter the “Admin” Username and Password you previously configured.
@ M-Link Edge X + [~ = b4
<« C & mle192-mt:5221/login?redirect=%2F o P 2

M-Link Edge

Username:

Admin| ‘

Password:

@

Figure 40: TLS Configuration Step 20

Click “Login”.
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x 4+ © - o

£ c & mle192-mt:5221 o ¥ A

®®® M-link Edge Global Options e 2

Q

@ Server configuration
Customise Ports

[ use default

4 Global options

Allow the customisation of listening ports for the various services,
382 Peer Controls (1)
Use HTTPS
& Links(0) [ v | 4 use default

When enabled, the administrative interface will be exposed over HTTPS.

ﬂ TLS Configuration

TLS Key Pair for Administrative HTTPS Interface

-] Logging Configuration

M-Link Edge Evaluation Edit
& stores This is used when serving the administrative interface over HTTPS,
£ Administrators inactivity logout period
Sessions yiegoutp
180 B2 Use default
If an Administrater's login to the web interface is unused for this period {in minutes), the login

will be invalidated (the Administrator will be logged out). More

Customise Storage Paths

Figure 41: TLS Configuration Complete

Your TLS configuration is now complete and you can proceed to configuring other options.
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Configuring a GCXP Link

A GCXP Link is typically used for connecting to Isode’s M-Guard product but is a published standard so
could be used by other vendors. M-Guard requires a TLS connection so M-Link EDGE will need to import
the M-Guard Certificate Chain (CA Certificate and Server Certificate) in PEM format before configuring the
Link. These steps will be the same for any Link that requires TLS.

@ M-Link Edge X + (-] = x
<« C & mle192-mt: o~ Yr &
- : @ o
M-Link Edge Global Options G e
® Server configuration
Customise Ports
=
4 Global options K4 Use default
Allow the customisation of listening ports for the various services,
283 Peer Controls (1)
Use HTTPS
& Links (0) B3 use default
When enabled, the administrative interface will be exposed over HTTPS.
ﬂ TLS Configuration
TLS Key Pair for Administrative HTTPS Interface
B Logging Configuration
M-Link Edge Evaluation Edit
& stores Thi ving the administrative interface over HTTPS,
o . Administrators inactivity logout period
180 Use default
If an Administrator's login ed for this period {in minutes), the login
will be invalidated (the Admir out)
Customise Storage Paths -

Figure 42: Adding M-Guard Certificate Chain in PEM format Step 1.

Click “Stores”.
@ M-Link Edge x  + o - X
&« C & mle192-mt:5221/stores o~ fr &

® ®® M-Link Edge

Stores

Certificate Chain Store —

Main Menu
& stores 510 Clearance Catalog Store —
Certificate Chain Store
SI0 Policy Store =
Key Pair Store

SIO Clearance Catalog St...

SIO Label Catalog Store

SIO Policy Store

Stanza Transformations ...

Key Pair Store =

SIO Label Catalog Store —

Stanza Transformations Store —

Figure 43: Adding M-Guard Certificate Chain in PEM format Step 2.

Click “Certificate Chain Store”.

Evaluation Guide: M-Link EDGE R19.3

Page 27 of 56



@ M-Link Edge x4+ Q - x
&« c @ mle192-mt:5221/stores/%2Fapi%2Fstores%2Fcertificate_chains o Yr 4
®®® M-Link Edge Stores ‘ﬁ pf: .

Stores » Certificate Chain Store

® stares certificate chains

There are no items to display.

A Main Menu

&S stores

Certificate Chain Store

Figure 44: Adding M-Guard Certificate Chain in PEM format Step 3.

Click “Add item”.

Upload File(s)

Certificate Chain
The certificate chain in PEM farmat

Choose a file...

Name

Provide a name to identify the file

Cancel

Figure 45: Adding M-Guard Certificate Chain in PEM format Step 4.

Click “Choose a file...”, then select the PEM file containing the Certificate Chain from the File Explorer.

Evaluation Guide: M-Link EDGE R19.3 Page 28 of 56



|Isode

Upload File(s)

Certificate Chain
The certificate chain in PEM farmat

M-Guard-Chain.pem Choose afile...

Name

Provide a name to identify the file

M-Guard

|[:J cancel

% d

Figure 46: Adding M-Guard Certificate Chain in PEM format Step 5.

Enter a “Friendly Name for the Certificate and Click “Upload”.

@ W-Link Edge X 4+ [~] - X

& C @ mle192-mt:5221/stores/%2Fapi%2Fstores%2Fcertificate_chains o 3 A

Stores e o

Stores » Certificate Chain Store

@ stores certificate chains ﬁ

Name *  Upload Date Actions

M-Guard 10/08/2021, 15:30:52

® ®® M-Link Edge

2 Main Menu
& stores
Certificate Chain Store

M-Guard

Figure 47: Adding M-Guard Certificate Chain in PEM format Step 6.

To check the details of the Certificate, Click “Details”.
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@ M-Link Edge x  + o - x

e c B mle192-mt:5221/stores/%2Fapi%2Fstores%2Fcertificate_chains/36e840db-e713-4b7e-90e3-ea2dc722a52 o Yy -

® ® ® M-Link Edge Stores i
Stores * C ofils

A Main Menu

Uploaded on 10/08/2021. 15:30:52, from file M-Guard-Chain.pem.

& stores

Properties
Certificate Chain Store P

Certificate Chain Length: 2
Root Subject Name: ICN=M-Guard CA
Subject Name: /CN=xmpp.guard.net

M-Guard

Figure 48: Adding M-Guard Certificate Chain in PEM format Step 7.

You can optionally delete the Certificate here if it is wrong, we will now continue with the configuration of the
GCXP Link so Click, “Main Menu”.

@ M-Link Edge x  + (+] = X

&« G & mle192-mt

® @@ M-Link Edge Global Options

@ Server configuration
Customise Ports

A Global options B3 use default

e custemisation of listening ports for the various services,
484 Peer Controls (1)
Use HTTPS

& Links (0) A use default

When enabled, the administrative interface will be exposed

ﬂ TLS Configuration

TLS Key Pair for Administrative HTTPS Interface

-] Logging Configuration
M-Link Edge Evaluation Edit

& stores This is used when serving the administrative inerface over HTTPS.

Administrators inactivity logout period

Sessions

BB use default

riod (in minutes), the login

Customise Storage Paths =

Figure 49: Configuring the GCXP Link Step 1.

Click “Links”, not the number in brackets indicates the number of links currently configured.
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@ M-Link Edge x  +

& c & mle192-mt:5221/links

® @ ® M-Link Edge Links

A Global options

38 Peer Controls (1)

& Links (0)

ﬂ TLS Configuration

a Logging Configuration
& stores

Sessions

Figure 50: Configuring the GCXP Link Step 2.

@ Specialised federation mechanisms.

There are no items to display. Get started by adding one above.

Click “Add...”.
@ M-Link Edge x 4+
& c 8 mle192-mt:5221/links/-?add =true
@@ e MLinkEdge Add new item to Links
Links » add
@ Link
£ Main Menu Link Name
& Links (0)
Distinctive name for the link.
Link Type

Please select an option

Link type.

Local Port

Port on which to

Fallback Link

Please select an option

Listen Only

Identifies a link to use as & fallback if this link cannot be established

Figure 51: Configuring the GCXP Link Step 3.

Enter a “Friendly Name” for the “Link Name”, select “GCXP” from the Drop Down for the “Link Type” and enter

the Port that M-Link EDGE will listen on.
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@ M-Link Edge x + [~] - X

& C & mle192-mt:5221/links/-?add=true o % &

®® @ M-Link Edge Add new item to Links

Links > add soe Frefle
@ Link
A Main Menu Link Name
& Links (0) EDGE to M-Guard
Distinctive name for the link.
Link Type
GCXP (Guard Content Exchange Protocol) B
Link type.
Local Port
5280
Port an which to listen.
Fallback Link
Please selact an option 5
Identifies a link to use as & fallback if this link cannot be established
Listen Only
Figure 52: Configuring the GCXP Link Step 4.
Now scroll down.
@ M-Link Edge x o+ o - X
“~ C & mle192-mt:5221/links/-?add=true o r A
®®8 M-LinkEdge Add new item to Links 0

Links » add

Remote Host

Q

X Main Menu

Hast to which to connect.

6’ Links (0) Remote Port

Port 1o which to connect.

Send GCXP Responses

will generate audit log

B use default

Use TLS

o
B4 Use default

Figure 53: Configuring the GCXP Link Step 5.
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@ M-Link Edge x + (-] - kS

&« C & mle192-mt:5221/links/-?add=true or 3 &

Add new item to Links

®®@® M-Link Edge

Links » add Abour Profile
Remote Host “
A Main Menu
Host to which to connect.
& Links (0) Remote Port
Port to which to cannect,
Send GCXP Responses
Use default
nza received, and will generate audit log
Use default
udit log messages generated for stanzas rejected by M-Guard will include the full
Use TLS
Use default
o

Figure 53: Configuring the GCXP Link Step 5.

Enter the “Remote Host” and “Remote Port” of the M-Guard Server you will be using and check the “Use TLS” box.
@ M-Link Edge x  + o — 4
& C @ mle192-mt:5221/links/-?add=true o Y &

®®® M-Link Edge Add new item to Links

Links ad

ok Remote Host -
192.168.56.3
A Main Menu
Host to which te connect.
(9 Links {0) Remote Port
5290
Part to which to connect.
Send GCXP Responses
[v] )
[ ¥ 4 Use default
If za received, and will generate audit log
I ges for st
Include Full Stanza in Audit Logs
a;}; Use default
audit log messages generated far stanzas rejected by M-Guard will include the full
Use TLS
Use default
-

Figure 54: Configuring the GCXP Link Step 6.

Scroll down to configure the TLS.
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@ M-Link Edge x + [~] - X
& C & mle192-mt:5221/links/-?add=true o % &
©®® M-Link Edge Add new item to Links ? pgls
Links » add o -
Q Fin TLS Identity
A Main Menu M-Link Edge Evaluation Edit
Public/private key pair.

& Links (0)

Pinned Link TLS Certificate

Edit

Pinned link certificate store identifier.

Require a Valid Certificate in TLS Session

| ﬂ | nUSE default

Require the link peer ta provide a valid certificate in its TLS session.
Ignore System Trust Anchors

n Use default

Disregard any pre-installed trust anchor certificates.

Link Trust Anchors

Figure 55: Configuring the GCXP Link Step 7.

As the Certificate we are using is a Certificate Chain including the Trust Anchor there is no need to add any Trust
Anchors here. Click “Edit” on the “Pinned Link TLS Certificate.

Pinned Link TLS Certificate Selection

Pinned Link TLS Certificate

| Select... ~ |

I M-Guard

Clear value

Figure 56: Configuring the GCXP Link Step 8.

Select the M-Guard Certificate you have loaded previously and Click, “Confirm”.
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@ M-Link Edge x  + o - x
<« C & mle192-mt5221/links/-7add=true o % &
®®® M-LinkEdge Add new item to Links o Fe
Links » add N o=
Pinned Link TLS Certificate -
M-Guard Edit
& e
SRMEDMET Pinned link certificate store identifier.
6’ Links (0) Require a Valid Certificate in TLS Session
Use default
Require the link peer to provide a valid certificate in its TLS session.
Ignore System Trust Anchors
Use default
Disregard any pre-installed trust anchor certificates
Link Trust Anchors
Trust anchors o be used by a specific link.
Cancel
Figure 57: Configuring the GCXP Link Step 9.
Click “Add”.
| @ M-link Edge X 4 o - x
& [} & mle192-mt:5221/links/0 o P &
@@ @ M-LinkEdge EDGE to M-Guard Delete..  Add another...
Links * EDGE to M-Guard
Pinned Link TLS Certificate &
M-Guard Edit
~ ,
S Mdu Menu Pinned link cercificare store identifier.
6’ Links {1) Require a Valid Certificate in TLS Session
[ v | B2 use default

EDGE to M-Guard

Require the link peer to provide & valid certificate in its TLS session.

Ignore System Trust Anchors

&:’; Use default

hor certificates.

Disregard any pre-installed t

Link Trust Anchors

Trust anchors to be u

Figure 58: Configuring the GCXP Link Step 10.

We have now completed the GCXP Link configuration and are ready to create a “Peer Control” that will use it.
Click “Main Menu”.
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| @ M-Link Edge x 4+ Q = x

| i~ c & mle192-mt5
® @8 M-Link Edge Global Options

Q Maximum Body Size

0 ag Use default

The maximum stanza body size (

which will be accepted. More

A Global options

Use Security Labelling

| Use default

48t peer Controls (1)

Enable security labelling configuration.
& Links (1)
Use Statsd

TLS Configuration -
a = K4 Use default

Export Statistl ver the statsd protocol.

L -] Logging Configuration

Application Title Override

& stores

Sessions

Custom windowitab title for display in a browser, if not empty.

Figure 59: Configuring the Peer Control Step 1.

Select “Peer Controls” note that the number in brackets is the number of Peer Controls currently configured.

@ W-link Edge X  + (-] - B

&« c & mle192-mt:5221/peerControls o Yr A&

®® e M-LinkEdge Peer Controls

® settings controlling details of federation with other servers.
2 Main Menu
default —

482 Peer Controls (1)

default

Figure 60: Configuring the Peer Control Step 2.

Click “Add...”.
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@ M-Link Edge x + (-] - x

&« C & mle192-mt:5221/peerControls/-?add=true or Y A

Add new item to Peer Controls

Peer Controls » add

® ® & M-Link Edge

@ settings controlling details of federation with other server(s).

R Main Menu Domain

382 Peer Controls (1)

The peer's domain.
default
Matching Rule

Domain B Use default

Determines which domains will match against this Peer Control,
Use Specialised Connection Mechanism

Use default

Use specialised connection mechanisms such as 'Zero Handshake Server to Server Protocol’

Use default

Disallow reuting to or from this damain.

Perform Dialback When Offered

Figure 61: Configuring the Peer Control Step 3.

Complete the “Domain”, “Matching Rule” and Check the “Use Specialised Connection Mechanism” Checkbox.
| @ M-Link Edge X+ (- - e
| L C & mle192-mt:5221/peerControls/-?add=true o W 2

®®e M-LinkEdge Add new item to Peer Controls 9 G’I

Peer Cor

Q

@ Settings controlling details of federation with other server(s).

A Main Menu Domain

383 Peer Controls (1) black.net

The peer's domain.
default

Matching Rule

Demain and Subdomains Use default

@+

Determines which domains will match against this Peer Control,
Use Specialised Connection Mechanism

|2 Use default

Use specialised connection mecha such as ‘Zero Handshake Server

XP',

Link Reg

EDGE to M-Guard

@

Reference to the link to use.

Block -

Figure 62: Configuring the Peer Control Step 4.

The “Domain” should be the XMPP Domain of the Server you are connecting to.

The “Matching Rule” should be “Domain and Subdomain” if you want to include both the 1 to 1 Domain and Multi
User Chat (MUC) Domain. You should then select the “Link” you have just created from the drop down and then
scroll down.
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| @ M-Link Edge x + -] = X
&« C @ mle192-mt:5221/peerControls/-?add=true o r A&
p Add new item to Peer Controls [~}
® @@ M-Link Edge ipos e

Peer Controls » add

Link -
EDGE to M-Guard +
A mra
A Main Menu Reference o the link 1o use
282 Peer Controls (1) Block
Use default
default
Disallow routing to or from this domain.
Relay Zone
This specifies the relay zones for contralling relaying.

Transformations

Alist of Stanza Transformations applied for stanzas coming fram or going to this peer.

ﬁ cancel

Figure 63: Configuring the Peer Control Step 5.

The M-Link EDGE Server as it has no domain of it’s own it typically relays between different XMPP Domains. In
order to do this each link needs a unique “Relay Zone” defined. This is a free text name, so should be something to
remind you of where you are relaying between.

| @ Wi-link Edge x4 o - X
&« G @ mle192-mt:5221/peerControls/-?add=true - ¥ A

®®® M-Link Edge Add new item to Peer Controls

Peer Controls » add Abou profile
Link a
EDGE to M-Guard :
PO
A Main Menu Reference to the link to use
282 Peer Controls (1) Block
Use default
default
Disallow routing to or from this domain.
Relay Zone
r2g
This specifies the relay zones far controlling relaying.

Transformations

Alist of Stanza Transformations applied for stanzas coming fram or going to this peer.

Cancel

Figure 64: Configuring the Peer Control Step 6.

Enter your “Relay Zone” name and Click “Add”.
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| @ M-Link Edge X + [~] - s
&« C & mle192-mt:5221/peerControls/1 or ¥r &
black.net Delete... Add another... ;?_ e
Peer Controls » black.net o o
Link -
EDGE to M-Guard -
R/ Main Menu Reference to the link wo use.
283 Peer Controls (2) Block
Use default
default
Disallow routing to or from this domain.
black.net Relay Zone
R2B
This specifies the relay zones for controlling relaying.

Transformations

Alist of Stanza Transformations applied for stanzas coming from or going to this peer.

Figure 65: Configuring the Peer Control Step 7.

You have now completed the configuration of the GCXP Link and associated Peer Control. We will now proceed to
create an XEP-0361 Zero Handshake Server to Server Protocol Link (X2X) and associated Peer Control.

| @ M-linkEdge x 4+ (~] = >
<« c & mle192-mt:5221/peerControls/1 o r a
®®® M-Link Edge black.net Delete... Add another... e _E
Peer Controls > black.net e e
Link -
EDGE to M-Guard v
2 Main Menu Reference to the link to use
8% Peer Controls (2) Block
Use default
default
Disallow routing to or from this domain.
black.net Relay Zone
R2B
This specifies the relay zones for cantralling relaying.

Transformations

Alist of Stanza Transformations applied for stanzas coming from or going to this peer.

Figure 66: Configuring the Peer Control Complete.

Click “Main Menu”.
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Configuring a XEP-0361 Zero Handshake Server to Server Protocol Link

A XEP-0361 Zero Handshake Server to Server Protocol Link is typically used for connecting over a Low Bandwidth
TCPIP Connection €.g. SATCOM or some 3" Party XMPP Guards.

M-Link Edge x
@ 9

<« | &) # mle192-mt:5221

® ® ® M-Link Edge

ol

4 Global options

383 Peer Controls (2)

& Links (1)

ﬂ TLS Configuration

B Logging Configuration
& stores

Sessions

B

Global Options

Administrators inactivity logout period

se default

s unused for this period (in minu

es), the legin

Customise Storage Paths

Allow the customisation of paths used for data starage.

Enable Advanced Connection Management

Allows changing advanced connection settings, such as timers and queue limits
Maximum Body Size

a i;‘; Use default

The maximum stanza body size (in

Use Security Labelling

Figure 677: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 1.

Click “Links”.
@ M-Link Edge x +
&« c # mle192-mt:5221/links

® @ ® M-Link Edge

A Main Menu

& Links (1)

EDGE to M-Guard

Links

@ Specialised federation mechanisms.

EDGE to M-Guard —

Figure 68: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 2.

Click “Add...”.
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@ M-Link Edge x + (-] = X

&« c @ mle192-mt:5221/links/-?add=true o~ Y &

® @@ M-Link Edge Add new item to Links

Links » add About Profile
@ Link
£ i .
2 Main Menu Link Name

& Links (1)

Jistinctive name for the link.
EDGE to M-Guard
Link Type

Please select an option

-~

Link type.

Local Port

Port on which to listen,

Fallback Link

Please select an option

-~

Identifies a link to use as a fallback if this link cannot be established

Listen Only

Figure 69: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 3.

The “Link Name” is a “Friendly Name” that you should use to identify the Link, the “Link Type” will be “XEP-0361
Zero Handshake Server to Server Protocol Link” selected from the drop down. The Port will be agreed between the
two servers.

@ M-Link Edge x 4+ o - x|
&« c 8 mle192-mt:5221/links/-?add=true o Y &

® 68 M-Link Edge Add new item to Links

nks » add About Profile
® Link

R Main Menu Link Name

& Links (1) EDGE to Other-Guard

Distinctive name for the link.
EDGE to M-Guard
Link Type
X2X (XEP-0361 Zero Handshake Server to Server Protocol) 4
Link type.

Local Port

6500

Port on which to listen,

Fallback Link

Please select an option

ar

|dentifies a link to us fallback if this link cannot be established

Listen Only

Figure 70: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 4.

Scroll Down.
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M-Link Edge X - X
3

& c @ mle192-mt:5221/links/-?add=true or Y &

Add new item to Links

Links » add

Bidirectional Connections

Use default
A Main Menu
If set, a single connection can send XML stanzas in both directions.
& Links (1) Remote Host
EDGE to M-Guard
Host to which te connect
Remote Port
Port to which to connect.
Enable XEP-0198
Use default

If set, this link will use XEP-0198 Sream Management requests and acknowledgements,

Enable Compression

Use default
If set, this link will use compression.
Figure 71: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 5.
Enter the “Remote Host” IP or Hostname and “Remote Port”.
@ M-Link Edge X + [~ ] - X
< c & mle192-mt:5221/links/-?add=true or iy F3
®® @ M-Link Edge Add new item to Links e e
Links » add o o
Q Bidirectional Connections -
Use default
A Main Menu
single connection can send XML stanzas in both directicns.
& Links (1) Remote Host
EDGE to M-Guard 182.168.56.6
Host te which to connect.
Remote Port
6500
Port to which to connect.
Enable XEP-0198
Use default
If set, this link will use XEP-0198 Stream Management requests and acknowledgements.
Enable Compression
Use default
If set, this link will use compression.

Figure 72: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 6.

Scroll down.
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| @ M-Link Edge x 4+ o - X
&« G & mle192-mt:5221/links/-?add=true o ¥ &
® @@ M-LinkEdge Add new item to Links )
Links » add About Profile
Q n ng Remote Port
6500

A Main Menu

Port ta which to connect.

& Links (1)

Enable XEP-0198

EDGE to M-Guard Use default

If set, this link will use XEP-0198 Stream Management requests and acknowledgements,
Enable Compression

Use default

If set, this link will use compression.
Use TLS

Use default

If enabled, and if a certificate is configured, this link will use and require TLS.

W Cancel

Figure 73: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 7.

If you are using TLS Check the “Use TLS” Checkbox otherwise Click “Add” and skip to the end of the Link
Configuration Screens. We will continue with “Use TLS” Checked.

@ M-Link Edge x  + o - X
&« c & mle192-mt:5221/links/-?add=true o Y &
® 0@ M-Link Edge Add new item to Links 9 e
Links » add \bout ofile
TLS Identity a
M-Link Edge Evaluation Edit
A Main Menu Public/private key pair.

& Links(1) Pinned Link TLS Certificate

Edit
EDGE to M-Guard

Pinned link certificate store identifier.

Require a Valid Certificate in TLS Session

Use default

Require the link peer to provide a valid certficate in its TLS session,

Ignore System Trust Anchors

Use default

Disregard any pre-installed trust anchor certificates

Link Trust Anchors

Trust anchors to be used by a specific link.

Figure 74: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 8.

Unless you want to use a different TLS Identity for different Links and have configured other TLS Identities then
leave the TLS Identity as it is. Click “Edit” on the “Pinned TLS Certificate.
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Pinned Link TLS Certificate Selection

Pinned Link TLS Certificate

| Select... v

M-Guard

Clear value
Other-Guard

Figure 75: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 9.

Select the TLS Certificate you have previously loaded for your remote server and Click “Confirm”.

@ M-Link Edge x -+ [~] - x

&« (]} & mle192-mt:5221/links/-?add=true o ¥ A

®®® W-Link Edge Add new item to Links te Pg‘e
Links » add \bout o

Pinned Link TLS Certificate

Other-Guard Edit
K Main Menu

Pinned link certificate store identifier,

& Links (1)

Require a Valid Certificate in TLS Session

EDGE to M-Guard | a | ﬂ Use default

Require the link peer to provide a valid certificate in its TLS session.
Ignore System Trust Anchors

u Use default

Disregard any pre-installed trust anchor certificates.

Link Trust Anchors

cance'

Figure 76: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Step 10.

No “Link Trust Anchors” are required as the Trust Anchor is included in the Certificate Chain previously imported.

Click “Add”.
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| @ M-LlinkEdge X+ (-] - X
| < C & mle192-mt:5221/links/1 or Yr &
® ®® M-Link Edge EDGE to Other-Guard Delete... Add another... Pg
Links » EDGE to Other-Guard i
Pinned Link TLS Certificate -

Q

Other-Guard Edit

~ :
D s Pinned link certificate store identifier.

@ Links (2) Require a Valid Certificate in TLS Session

a;{ Use default

EDGE to M-Guard

Require the link peer to provide a valid certificate in its TLS s

EDGE to Other-Guard
Ignore System Trust Anchors

) Use default

Disregard any pre-installed trust anchor cerrificates.

Link Trust Anchors

Figure 77: Configuring the XEP-0361 Zero Handshake Server to Server Protocol Link Complete.

The configuration of the XEP-0361 Zero Handshake Server to Server Protocol Link is now complete and we can
proceed to add it to a Peer Control Configuration. Click “Main Menu”.

@ M-Llink Edge X + o - X

<« C @ mle192-mt:5221 o r &
® @@ M-Link Edge Global Options

Q [ Maximum Body Size

a 3 Use default

The maximum stanza body size (i ) which will be accepred

A Global T Use Security Labelling

Use default

38% peer Controls (2)
Enable security labelling configuration.

& Links (2)
Use Statsd

ﬂ TLS Configuration

Export Statistics over the statsd protocol.

B Logging Configuration

Application Title Override

& stores

Sessions Custom wind:

/<ab title for display in a browser, if not empty. More

Figure 78: Configuring the Peer Control with an X2X Link Step 1.

Click “Peer Controls”.
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@ M-Link Edge X  + [~] - X

&« C & mle192-mt:5221/peerControls or ¥
. 7]
® @ @ M-Link Edge Peer Controls About  Profile

@ Settings controlling details of federation with other servers.

2 Main Menu

default — black.net —

282 Peer Controls (2)

default

black.net

Figure 79: Configuring the Peer Control with an X2X Link Step 2.

Click “Add...”
| @ M-linkEdge x  + o - %
&« c @ mle192-mt:5221/peerControls/-?add=true o~ ¥ &

Add new item to Peer Controls

Peer Controls » add

® ® ® M-Link Edge

Q

@ settings controlling details of federation with other server(s).

f! Main Menu Domain

382 peer Controls (2)

ThEpeerT oomET
default
Matching Rule

black.net
Domain B Use default

Determines which domains will match against this Peer Control,

Use Specialised Connection Mechanism

Use default

Use default

Disallow routing to or from this domain.

Perform Dialback When Offered

Figure 8o: Configuring the Peer Control with an X2X Link Step 3.

Complete the “Domain”, “Matching Rule” and Check the “Use Specialised Connection Mechanism” Checkbox.
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@ M-Link Edge x + (-] = X |
& C @ mle192-mt:5221/peerControls/-?add=true o ¥ &
®88 MLinkEdge Add new item to Peer Controls o
@ Ssettings controlling details of federation with other server(s).
A Main Menu Damsin
382 peer Controls (2) blue.net
The peer's domain,
default
Matching Rule
black.net
Demain and Subdomains i Use default
Determines which domains will match against this Peer Contral. More
Use Specialised Connection Mechanism
Use default
specialised connection mechanisms such as 'Zero Handshake Server to Server Protocol
Link
EDGE to Other-Guard B
Reference to the link to use,
Block -

Figure 81: Configuring the Peer Control with an X2X Link Step 4.

The “Domain” should be the XMPP Domain of the Server you are connecting to.

The “Matching Rule” should be “Domain and Subdomain” if you want to include both the 1 to 1 Domain and Multi
User Chat (MUC) Domain. You should then select the “Link” you have just created from the drop down and then
scroll down.

@ M-Link Edge x  + (-] - X
& C & mle192-mt:5221/peerControls/-?add=true o r &
® 0@ M-Link Edge Add new item to Peer Controls (7]
Peer Controls > add About Profile
Link -
EDGE to Other-Guard v
A Main Menu Reference to the link 1o use.
38} Peer Controls (2) Block
Use default
default
Disallow routing to or from this domain.
BEELAE Relay Zone
This specifies the relay zones for controlling relaying.

Transformations

Alist of Stanza Transfarmations applied for stanzas coming from or gaing to this peer.

W Cancel

Figure 82: Configuring the Peer Control with an X2X Link Step 5.

The M-Link EDGE Server as it has no domain of it’s own it typically relays between different XMPP Domains. In
order to do this each link needs a unique “Relay Zone” defined. This is a free text name, so should be something to
remind you of where you are relaying between.
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<« [&] & mle192-mt:5221/peerControls/-7add=true o ¥ A
®®® MLinkEdge Add new item to Peer Controls (]
Peer Controls » add . Frene
Link -
EDGE to Other-Guard v
& Main Menu Reference to the link to use
282 Peer Controls (2) Block
Use default
default
Disallow routing ts or from this domain.
black.net Relay Zone
R2Blue]
This specifies the relay zones for contralling relaying.
Transformations
A list of Stanza Transformations applied for stanzas coming from or going to this peer.
Cancel
Figure 83: Configuring the Peer Control with an X2X Link Step 6.
Enter your “Relay Zone” name and Click “Add”.
@ M-Link Edge x + (+] - bt
&« ] @ mle192-mt:5221/peerControls/2 o fr A
®® @ M-Link Edge blue.net Delete... Add another... e o
Peer Controls ¥ blue.net e e
Link -
EDGE to Other-Guard ¥
A& Main Menu Reference to the link to use
382 peer Controls (3) Block
Use default
default
Disallow routing to or from this domain.
black.net Relay Zone
blue.net R2Blue
This specifies the relay zones for contralling relaying.

Transformations

Alist of Stanza Transformations applied for stanzas coming from or going to this peer.

Figure 84: Configuring the Peer Control with an X2X Link Complete.

You have now completed configuring the XEP-0361 Zero Handshake Server to Server Protocol Link (X2) Link and
associated Peer Control. Click “Main Menu” and we will configure an XMPP Server to Server Peer Control.
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Configuring a XMPP Server to Server Peer Control

A XMPP Server to Server Peer Control is typically used to connect the M-Link EDGE Server to an XMPP User
Server e.g. M-Link R17.0.

@ M-Link Edge x  + o - X
& c 8 mle192-mt:5221 o ¥ A
- . (2] o
® @@ M-Link Edge Global Options pbout  Prafie
@ server configuration
Customise Ports
A Global options 4 Use default
Allow the customisation of listening ports for the various services.
333 Peer Controls (3)
Use HTTPS
& Links () 3 use default
When enabled, the administrative interface will be exposed over HTTPS,
a TLS Configuration
TLS Key Pair for Administrative HTTPS Interface
B Logging Configuration
M-Link Edge Evaluation Edit
& stores This is used when serving the administrative interface over HTTRS,
i Administrators inactivity logout period
180 B3 use default
If an Administrator's login to the web interface is u riod {in minutes), the login
will be invalidated (the Administrator w
Customise Storage Paths it
Figure 85: Configuring the XM PP Server to Server Peer Control Step 1.
Click “Peer Controls”
@ W-Link Edge x  + o = X
&« c @ mle192-mt:5221/peerControls o Y &

® @@ M-Link Edge Peer Controls

Q

@ Settings controlling details of federation with other servers.
K Main Menu
default —+ black.net —

8% peer Controls (3)

default
blue.net —+

black.net

blue.net

Figure 86: Configuring the XM PP Server to Server Peer Control Step 2.

Click “Add...”
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| @ M-Link Edge x  +

&« c & mle192-mt:5

1/peerControls/-?add=true

Add new item to Peer Controls

Peer Controls » add

® ®® M-Link Edge

Q

@ Settings controlling details of federation with other server(s).

K Main Menu Domain

28t peer Controls (3)

The peer's domain.
default
Matching Rule

black.net
Domain B Use default

Determine ch damains will match against this Peer Control.

blue.net

Use Specialised Connection Mechanism

Use default

specialised connection mechanisms such as "Zero Handshake Server to Server Protocol’

Use default

Disallow routing to or from this domain.

Perform Dialback When Offered

Figure 87: Configuring the XM PP Server to Server Peer Control Step 3.

Complete the “Domain” and “Matching Rule”.

| @ M-Link Edge x |+

< [ # mle192-mt5221/peerControls/-7add=true

Add new item to Peer Controls

Paer C

® ® ® M-Link Edge

Is > add

Q

® settings controlling details of federation with other server(s).

2 Main Menu Domain Required

282 peer Controls (3) red.net
The peer's domain
default
Matching Rule
black.net
Domain and Subdomains & Use default
[t Determines which domains will march against this Peer Control. More.
Use Specialised Connection Mechanism
;:;9; Use default
cialised connection mechanisms such as 'Zero Handshake Server to Server Protocol'
o
Block
|§'f Use default
Disallow routing to or from this domain.

Perform Dialback When Offered

Figure 88: Configuring the XM PP Server to Server Peer Control Step 4.

The “Domain” should be the XMPP Domain of the Server you are connecting to.

The “Matching Rule” should be “Domain and Subdomain” if you want to include both the 1 to 1 Domain and Multi

User Chat (MUC) Domain. Scroll down.
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@ W-link Edge x + (-] - S

<« c & mle192-mt:5221/peerControls/-?add=true o ¥ A

Add new item to Peer Controls

® ® ® M-Link Edge

Peer Controls » add i Frefie
TLs
o Ri TLS B Use default
X Main Menu squire v
Control the use of TLS.
482 peer Controls (3)
Override DNS
ezl Use default
Use explicitly configured hostname or IP address and port values.
black.net
Relay Zone
blue.net
This specifies the relay zones for contralling relaying.
TLS Identity
Edit
Public/Private Key Pair.
Pinned Peer TLS Certificate
Edit
Pinned peer certificate store identifier, M

Figure 89: Configuring the XM PP Server to Server Peer Control Step 5.

There are various TLS Options from “Do not use TLS” to “Require Authenticated TLS”, choose the option that best
suits you. In this guide we will use the default “Require TLS”. If the Remote XMPP Server does not have any DNS
XMPP SRV Records then you can manually configure this using the “Override DNS” Checkbox and we will do this
in this example.

@ M-Link Edge x 4+ o = X
& c 8 mle192-mt:5221/peerControls/-7add=true o Y &
: Add new item to Peer Controls
©®®® M-Link Edge ) ot e
Peer Controls > add
TLs
a
2 Main Menu Require TLS B Use default
Control the use of TLS.
282 peer Controls (3)
Override DNS
i Use default
Use explicitly configured hostame or IP address and port values.
black.net
Peer Connections
blue.net
TOF this Peer, instead of perferming normal
okups to find t
Relay Zone
This specifies the relay zones for controlling relaying.
TLS Identity
Edit -

Figure go: Configuring the XM PP Server to Server Peer Control Step 6.

Click “+ Add item” on the Peer Connections.
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| @ M-Link Edge x B o - x
| & [} @ mle192-mt:5221/peerControls/-?add=true o ¥ A
®®® M-iinkEdge Add new item to Peer Controls 0 e
Peer G s » add Abou Prafile
Use explicitly configured hostname or IP address and port values £

Q

Peer Connections

A Main Menu

Connect Host

423 Peer Controls (3)

default

black.net
Connect Port

blue.net 5269 3_:.3 Use default

Specifies the remore part to which to connect.

hostnames  this Peer, instead of performing normal

DNS lookups to fin

Relay Zone

This specifies ©

relay zanes for

lling relaying. M

Figure g1: Configuring the XMPP Server to Server Peer Control Step 7.

Enter the IP Address of the Remote XMPP Server and Change the Port if it is not default.

@ M-Link Edge X 4+ o - x

& %l & mle192-mt:5221/peerControls/-?add=true o P &

©68 MLinkEdge Add new item to Peer Controls

Pee Is » add

Use explicitly configured hastname or IP address and port values

Peer Connections

A Main Menu
Connect Host

382 peer Controls (3) 192.168.56.7
|
performing normal DNS loakups to find the
default er, conn tly to the provided
black.net
Connect Port
blue.net 5269 '*5, Use default

Specifies

connect.

will be used for this Peer, instead of performing normal

Alist of hostnames/p
DNS lookups to find ¢

Relay Zone

This specifies the relay zones for controlling relaying. M

Figure 92: Configuring the XM PP Server to Server Peer Control Step 8.

If there are Multiple XMPP Servers supporting this domain e.g. in a M-Link User Server Cluster then repeat the
previous two steps. Otherwise Scroll Down.
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| @ M-Link Zdge x  + o - X

&« c & mle192-mt:5221/peerControls/-?add=true o ¥ A&

Add new item to Peer Controls

Peer Controls » add

®®® M-Link Edge

Q - . Relay Zone

K Main Menu

This specfi relay zones for controlling relaying.

282 Peer Controls (3)

TLS Identity

default Edit

Public/Private Key Pair.
black.net
Pinned Peer TLS Certificate

blue.net
Edit

Pinned peer certificate store identifier.

Openfire Compatibility

Use default

Work around for

s that corrupt the

Ignore System Trust Anchors

Use default

Disregard any pre-installed trust anchor certificates

Figure 93: Configuring the XM PP Server to Server Peer Control Step 9.

The M-Link EDGE Server as it has no domain of it’s own it typically relays between different XMPP Domains. In
order to do this each link needs a unique “Relay Zone” defined. This is a free text name, so should be something to
remind you of where you are relaying between. As we are using TLS we will need to configure the “TLS Identity”
for the Link and also the “Pinned Peer TLS Certificate” using the “Edit” Buttons.

| @ M-Link Edge x  + e - e

e c & mle192-mt:5221/peerControls/-?add=true o ¥ A

®® @ MiinkEdge Add new item to Peer Controls

Pee ols » add
Q s Relay Zone =
B2R
A Main Menu
This specifies the relay zones for controlling relaying. More
. 2
4m* Peer Controls (3) LS Identity
default M-Link Edge Evaluation Edit

Public/Private Key Pair.
black.net
Pinned Peer TLS Certificate

blue.net

Red.net Edit
Pinned peer certficate store identifier,
Openfire Compatibility

MS' Use default

Work around for servers that carrupt their sream headers.
Ignore System Trust Anchors

é"g: Use default

Disregard any pre-installed trust anchor cersificates

Figure 94: Configuring the XMPP Server to Server Peer Control Step 10.

The “TLS Identity and” “Pinned Peer TLS Certificate” will be selected from a dropdown of previously configured
Identities/Certificates.

Scroll down.
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®® ® M-Link Edge

A Main Menu

383 Peer Controls (3)

default

black.net

blue.net

Figure 95: Configu

Add new item to Peer Controls
Peer Controls » add
upenrire Lompatiplity
Use default
Work around for servers that corrupt their stream headers

Ignore System Trust Anchors

Use default

Disregard any pre-installed trust ancher certificates

Peer Trust Anchors

Trust anchors to be used by a specific peer control.

Transformations

Alist of Stanza Transformations applied for stanzas coming fram or gaing to this peer.

E —

ring the XM PP Server to Server Peer Control Step 11.

There are no “Peer Trust Anchors” to configure as they are included in the Certificate Chain previously loaded.

Click “Add”.

| @ M-Link Eage

&« c & mle192-mt:

® ®® M-Link Edge

o}

2 Main Menu

38 peer Controls (4)
default
black.net

blue.net

red.net

x  + o -

1/peerControls/3 or

red.net Delete... Add another...
Peer Controls » red.net

upenTire Lompatiniicy

Use default

I3

Werk around fer servers that corrupt their swream headers.

Ignore System Trust Anchors

Use default

Disregard any pre-installed trust anchor certificates

Peer Trust Anchors

Trust anchars o be used by 5 specific peer control.

Transformations

Alist of Stanza Transformations applied for stanzas coming fram or going to this peer.

Figure 96: Configuring the XM PP Server to Server Peer Control Complete.

You have now completed configuring the XMPP Server to Server Peer Control.

You have also reached the end of this Guide. Further Advanced Configuration Options can be found in the M-Link
R19.3 User Manual or by contacting support@isode.com .
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Other Evaluations

This guide is one 5 relating to Isode’s XMPP Messaging Products, the other guides are:
e  Setting up an XMPP System for 1:1 and Multi-User Chat
e  Connecting XMPP and IRC Chat Services
e  XMPP for Constrained Network Environments

Information on all of these evaluations can be found at www.isode.com/evaluate/evaluate-xmpp.html . For

messaging evaluations outside the scope of these guides, please contact us.

Whitepapers

Isode regularly publishes whitepapers on technical and market topics related to its products. A full list of
these can be found at www.isode.com/whitepapers/.
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Copyright

The Isode Logo and Isode are trade and service marks of Isode Limited.

All products and services mentioned in this document are identified by the trademarks or service
marks of their respective companies or organizations, and Isode Limited disclaims any
responsibility for specifying which marks are owned by which companies or organizations.

Isode software is © copyright Isode Limited 2002-2020, All rights reserved.

Isode software is a compilation of software of which Isode Limited is either the copyright holder
or licensee. Acquisition and use of this software and related materials for any purpose requires a
written licence agreement from Isode Limited, or a written licence from an organization licensed
by Isode Limited to grant such a licence.

This manual is © copyright Isode Limited 2018.
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