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Introduction

The purpose of this guide is to introduce M-Vault to readers new to Isode's servers and
management tools. The guide will introduce some basic directory concepts in the context of the
Isode product set. M-Vault Directory Server is one of a family of Directory and messaging
products which comprises:

M-Switch SMTP (SMTP Message Transfer Agent)
M-Box (POP/IMAP Message Store)

M-Switch X.400 (X.400 Message Transfer Agent)
M-Store (X.400 Message Store)

M-Switch MIXER (message gateway providing conversion between X.400 and Internet email
according to the MIXER specifications)

M-Switch Gateway (Email Messaging for low-bandwidth and/or high-latency networks)
Harrier (web based email client)

M-Switch products are widely deployed in the Government, Military, Intelligence, Civil Aviation
and EDI markets.

Use of TLS: Due to UK Export Controls we are unable to provide Evaluation
Activations that support TLS to certain geographic regions. This guide is written with
the assumption that the reader is not a member of those regions and by default, we
will provide a product activation that supports TLS. For customers whose region we
have no current export control arrangement, further configuration information may
be required and provided separately.
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Objectives

By the end of this guide you will have:

1. Become familiar with some directory terminology and concepts

2. Created a Directory Server using M-Vault Console.

3. Configured a Sodium CA

4. Configured M-Vault to support TLS with Certificates generated with Sodium CA

5. Added, modified and deleted directory entries using Sodium (Secure Open Data, Identity
and User Manager)

6. Bulk loaded data into the Directory from a sample LDIF file
Created a Directory Server using Cobalt.
8. Added, modified and deleted entries in the directory using Cobalt

9. Synchronized directory data using Sodium Sync
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Environment Overview

The following diagram shows the high-level overview of what you will be building.

High Level Overview

HEADQUARTERS FIELD

M-Vault

M-Vault

Sodium Sodium

Sodium Sync

Cobalt

Where passwords are required, the guide will assume “Secreti+”

Evaluation Guide: M-Vault Directory Server Evaluation Page 5 of 52



|Isode

Using Isode Support

You will be given access to Isode support resources when carrying out your evaluation. Any
queries you have during your evaluation should be sent to isode.support@isode.com. Please note
that access to the Self-Service Portal for web-based ticket submission and tracking is not available
to evaluators.
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Terminology

This section describes some of the major Directory concepts that you will encounter in this
evaluation. Feel free to skip this section if you are already familiar with Directories.

Prior to creating a new Directory Server, you need to decide what schema (data dictionary) you
want to use and the structure of the Directory. One good way to plan this is to draw a chart of
your company's structure, as this will be very similar to the structure of the Directory that you
create. Shown below is part of such a chart for a fictional company, Headquarters.net. An LDIF
file containing this 'Headquarters.net' dataset is one of the sample files shipped with M-Vault and
later in this guide you'll load and work with this data.

Organizational Chart

Team

Coyote Road Runner |
Building Building |

I Sales I I Marketing | I Accounting I IAdministralion MD's Office
Joseph Miller | | ErikPerez | | EmilyFox || Ewan Herbert L Sally Brown
Head of Sales Head of Marketing Head of Accounting Head of Admin Managing Director

g I I-l e I |.I = l = | Director

m sy

In this organizational chart we can see entries for an organization (Headquarters.net),
organizational units (Head Office, Labs, Sales, Marketing, etc.), locations (the two buildings),
people, an organizational role (Managing Director) and a Group of Names (the Management
Team).

The hierarchical structure of the information held in the Directory is called the Directory
Information Tree (DIT). Most of the useful information, from the perspective of a user, is found at
the lower levels of the DIT, while the top levels hold information that facilitates identification and
navigation of entries across the hierarchy.

Each entry in the Directory (such as a person, organizational unit or organization) has attributes
which contain information about it. An attribute consists of an attribute type and one or more
values. An entry for Eric Perez contains attributes like:

telephoneNumber: 070 4166 2970

mail: eric.perez@acmelabsldifdemo.com

In this example, “telephoneNumber” and “mail” are attribute types, while “070 4166 2970” and
"eric.perez@acmelabsldifdemo.com” are values for these attribute types.

Each entry must also have at least one attribute which is used to name the entry (naming
attribute). This attribute forms the Relative Distinguished Name (RDN) for this entry. The
examples below are all valid RDNs, where cn stands for the attribute type “commonName”, ou for
“organizationalUnitName”, and o for “organizationName”:

cn=Eric Perez ou=Marketing o=Acme
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An entry can have more than one naming attribute, although usually only one is used. You may
adopt a more complicated naming system, involving multiple naming attributes, to distinguish
between large numbers of entries located at a single level of the DIT. For example, if there are two
employees in the Marketing department called John Smith, you could use the userld (uid)
attribute type to distinguish between them:

cn=John Smith+uid=jrs

cn=John Smith+uid=cbs

Each Directory entry also has a Distinguished Name (DN), which uniquely identifies the entry in
the DIT. The DN is constructed by joining the RDNs of all the entries in the DIT at and above this
entry, up to the root. For example, consider the image below which shows the Directory
Information Tree for the Sales department (an organizational unit) of Headquarters.net.

Sales Department DIT

ROOT

ou=Head Office

I

|I=Coyote Building

ou=Sales

| |

cn=Joseph Miller cn=Kate Kirby cn=Vaughn Whiting

This chart shows the RDN of each level of the hierarchy. To construct the DN for the entry for
Joseph Miller, join the RDNs of all entries at and above this entry up to the root. The chart above
shows the required information. Therefore, the DN for the entry for Joseph Miller is:

cn=Joseph Miller, ou=Sales, 1=Coyote Building, ou=Head Office,
o=Acme

The DN of an entry thus shows its position in the DIT as well as identifying it.

Note that the RDN of an entry must distinguish it from all other entries with the same parent,
where a parent is the next level up in the DIT. This means that you cannot have two entries with
the same RDN (e.g. cn=Joseph Miller) underneath the same parent (e.g. ou=Sales).
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Preparing the Server Environment

These steps should be followed on two servers.

Naming the Servers

Make the first machine name : HQDSASERVER

Make the primary dns suffix for this server HEADQUARTERS.NET
Make the second machine name : FIELDDSASERVER

Make the primary dns suffix for this server FIELD.NET

Alternatively, you may use your own names or add dns entries in a dns server or hosts file.

Install the Isode Software
Follow the instructions in the release notes for the appropriate platform for the products.

Remember to install an appropriate java runtime engine first (refer to product release notes) and
in a Windows environment the visual c++ redistributable package. For this guide, the following
products were used:

Messaging Activation Server 1.1v1
M-Vault 19.0v21

Cobalt-1.5v3

Please use a supported web browser as documented in the product release notes.
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Ensure the MAS server has started by using the Isode Service configuration tool.

Isode Service Configuration - MAS

7 Service Configuration

Isode Services

o Add 3 Refresh All [3) Refresh

Service Configuration  Operations  View Help

Q) Isode MAS
@ Isode M-Vault DSA Creation Service
@ Isode Cobalt server

Abort

@ Stop X Remove

General Recovery Advanced

Service Name | Isode MAS

Service Status | Running

Start Type Automatic ~

Product Activation Status

< Activation file (C:\lsode\etc\activate.dat) not found »

Apply

Browse to “https://localhost:9000”

v

Cancel

The browser will provide a security warning. Choose an option to override the warning

MAS First Time Log in

e

Messaging Activation
Server

First time Login

edentials here to register a new

masadmin

Password:

Confirm Password:

Secrett+ EY

In “Username” type “masadmin”

In “Password” type “Secreti+”

In “Confirm Password” type “Secreti+”

Press “Register”

You will be presented with a list of installed products.

Evaluation Guide: M-Vault Directory Server Evaluation
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View installed Product List

masadmin
Logged in

AP Isode Messaging Activation Server (HQDSASERVER)

Products

Refresh

19.0v21-1

cobalt 1.5v3-0 [l M-Vault 19.0v21- Sodium SYNC  prws——
1 == ==

of Files View Log Files view Log Files View

View Deta view Det. View

Select “Activate Products”

In “Reference” type “M-Vault Evaluation HQDSASERVER” (or FIELDDSASERVER)

Populate Activation Request

&E' Isode Messaging Activation Server (HQDSASERVER)

88 Products

Activate Products

Activations

Generate Activation Request
B8 Activate Products

Reference

82 Activation Server
Enter the text in the box below which will be recurned as p...

NrVau\t Evaluation HQDSASERVER

—

Press “Generate”
Copy the activation request code to your clipboard.
Generate Activation Request

Generate Activation Request

he Isode Product

lirements for this

se send the following Activation Request code t
on Service support@isode.com, explaining you

Y3VzdGOZXTtemVmPSISMTkuMCBNLVN3aXRjaCBDb25zdHhaWS1ZCBO
ZXR3b3TIFNlenZiciBEdmFsliBobIN0aWQUIIVVSUQIOTM3MUZN2Q2MR
BYTR2M2IxY 2d{NzQOYmZIMWY xODY2MTMS Y2VKMTEy ZjUz Y TZiN2ZIM
mMRENWQONzC2 V12 VigdOG Yy OGRKZWY wNmQIMDI3Zm Y 4 YjEWODMsN
mQWY2ViNDE2MDZIMDIZM2MOM2FIMTQzM; Yy OGILYZBKNmQyNWEi

Copy to clipboard | [0

Cancel

|Isode

Send an email to Isode support asking for a Product Activation for M-Vault, Sodium Sync and

Cobalt for a “Rig.0 M-Vault Evaluation”. Include the activation request code.

Isode support will supply a set of Product Activation keys.

Evaluation Guide: M-Vault Directory Server Evaluation
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It is likely that the session between the browser and MAS will have timed out between requesting
the product activation and receiving the keys. It is therefore sensible, once the keys have been
received, to close the browser window and log back into MAS again.

Select “Activate Products”

Paste the keys into the “Reference” field.

Submit Activation key

Activate Key

Activation Key
vation Key provided by the lsade Pro... More

Please input the £

hyaXMgTWFycZhhbGwiCnNpZ2491k1 FVUNJQWZ
SZUcrRDAUaUt3R]UTRUdpRXF1UGXIeWThVEtVa
m1JMTZKeUNYejZzTOFpRUFXSWIKU3BNchUbO1
DeDI2T2dVZy8r TOFDWHY2TEw1 RidTdjIkYllzYnFR
PSIK

ﬁ S

Press “Submit”.

You will be presented with an “Activation Result”

Activation result

Activate Key

Activation Result

This shows the result of the Activation Keys submitted. Click Cancel / Clear to submit new
keys.

o Processing i Activation and Installed

Status Status
1 Added M-Vault 19.0 OK
ii y
2 Added sodiumsync oK
19.0
3 Added Cobalt1.5 OK
Clear

Select “Products”

The products that have been activated should appear in green.

Activated Product List

)3 Isode Messaging Activation Server (HQDSASERVER) Logged in

Products

Refresh

Cobalt1.5v3-0 [ M-vault 19.0v21-1 [l sodium Sync [

19.0v21-1

Files view g File: View

view Detail View Details
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Creating a Directory Server Using M-Vault Console

This part of the guide is written to be carried out on HQDSASERVER.

Create the DSA

Open the “M-Vault Console” from the Windows Start menu. On Linux execute the following
command:

% /opt/isode/bin/mvc

Confirm Encryption

g 1 This operation encrypts sensitive data in the bind profile file, which means that the
' bind profile can be used to store passwords (for simple authentication), and
passphrases (for X.309 identities).

Once the data is encrypted, you will be prompted to enter your passphrase whenever
an application needs to decrypt data in the profile filg; failing to enter the correct
passphrase means you will not be able to use any saved bind profiles. Mote that once
you have encrypted the data, you cannot subsequently choose to decrypt it.

Do you really want to encrypt your bind profile file?

Click “Yes”.

Enter a Passphrase for the Bind Profile

=il Enter Profile passphrase Y

Please enter a Profile passphrase. This will be used to encrypt all of the passwords,
and means that you will be prompted for this passphrase from now on whenever you
run Sodium, M-Vault Conszole, MConscle or M-Link Console.

Passphrase: | sssseses |

Verify Passphrase: | | |

Enter and verify the password “Secreti+”

Click “OK”.

Bind Profile encryption confirmation

Bind profile file encrypted *

The bind profile file has been encrypted

Click “OK”.
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No managed DSAs configured
=il No Managed DSAs Configured b

You currently do not have any managed DSAs configured.

You can use the "Create” option to create a new D5A, or to create a bind profile for an
existing D5A.

Click “OK”.

Create Directory Server
=i] M-Vault Console - O X
File Help
b Create.. » Q Scan ~

Directory Servers  Shadowing Ag Directory Server

—————————— Shadow Directory Server
Profile ) Hostname(s)
Muktimaster Replica Server

New Bind Profile

Abaort

Select “Create” and then from the menu presented “Directory Server”

Click “OK”.

DSA template selection
=71 Create Directory Server O ®

DSA creation template selection

Select the template for the server you want to create

Default DSA Configuration
M-Vault DSA configured to store M-Link user infermation
Simple DSA setup for Messaging Evaluations

Standard DSA with Super User (Not Usually Recommended)

< Back Finish Cancel

Ensure “Default DSA Configuration” is selected.

Click “Next >”.

|Isode
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DIT structure configuration

Ei] Create Directory Server o

DIT structure configuration

Adjust the DNs provided by the template to suit your requirements

Base DN, for example: Country (c=GB), 0 ion (o=Isode), Ot (o=lsode.c=GB), or Internet

Domain (de=Isode,de=com)

DSA DN: This identifies the DSA when working with several DS&s. It must be unique within the group of DSAS that you plan to
interact with using M-Vault Console. For a standalone DSA, you may simply call it cn=DSA. It is not necessary for there to be

areal entry with this DN,

[(cn=DsA 0=

Users subtree location: This can be put either under the base DN (as below), or i you prefer, at the root (cn=Users)

[ cn=Users,0=

Groups subtree location: This can be put either under the base DN (as below), or if you prefer, at the root (cn=Groups)

[ cn=Groups,o=t

Initial Directory User: This user is put into all the initial groups, and the bind profile created will bind as this user. Afterwards
you can create more users and change which users are put in which roles. You should change the common name to a suitable

value for a real person.

cn=DSA Manager,cn=Users,o=Headquarters|

<Back Finish Cancel

In the “Base DN” field type “o=Headquarters”

In “Initial Directory User” type “ cn=DSA Manager,cn=Users,o=Headquarters”

Click “Next >”.

Access control rule selection

7] Create Directory Server

Access Control rule selection

Choose which predefined access control rules to create

control rules.

The following pre-defined access control rules may be created in the new DSA:
Everyone has read access by default

[] Only authenticated users have read access by default

Allow users to modify their own entry's attributes

Allow users to modify their own password

< Back Finish

Leave the Defaults
Click “Next >”

Access control group configuration

7] Create Directory Server o X

Access Control group configuration

Mandatory groups are displayed here and optional groups may be selected/deselected

Mandatory groups:
ACI Managers Group
DSA Managers Group
DSA Operators Group
Password Managers Group

User Managers Group

Optional groups:

Data Managers Group
CRL Writers Group
Certificate Writers Group

CA Managers Group

<Back Finish Cancel

Once the DSA has been created, you can use the Global Access Control editor in Sedium to add, modify or delete access

Cancel

SO

Evaluation Guide: M-Vault Directory Server Evaluation
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On “Access Control group configuration” ensure all optional groups are selected.

Click “Next >”

Password configuration

HC e [m]
Password configuration

Passwords are auto-generated, but can be modified here if required

Initial Directory User: cn=DSA Manager,cn=Users,o=Headquarters

Password: | Secretl+ | B show

Copy password to clipboard | | Save password to file
[JRecord user authentication times (authTimestamps)

Password Hashing

Hashed passwords are more secure, but are not compatible with password-based SASL mechanisms other than PLAIN,

LOGIN and SCRAM-SHA-1.

Note that while nen-hashed passwords may be recovered from the DSA database, hashed passwords are NOT recoverable.
[] Hash all passwords using SCRAM-SHA-1

<ok Frish Conce

Provide a memorable password

Click “Next >”

Bind Profile Names
=11 Create Directory Server = w
Bind Profile Names and Filesystem Location

Use the suggested values, or enter your own

Management bind profile name: Used to manage the D5A in M-Vault Console

| cn=D5A, o=Headquarters / D54 Manager ‘

The folder which will centain the directory server's database and configuration (this folder will be created in order to initialize the
DSA):

[ casoderds-db | | Browse

<Back Finish Cancel

Leave as default

Click “Next >”.
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Address configuration

E7] Create Di

irectory Server

Address Configuration

Enter the ser

rver hostname / IP address and ports to listen on

Hostname: |

HODSASERVER HEADQUARTERS. NET|

Enable:
LDAP

DAP

Port numbers:

) Stand;
O stand.
@ Isode

ards, ne messaging: 383 / 102
ards with messaging: 389 / 12999
default: 19389 / 19999

O Alternate 2: 20330 / 20909
(O Alternate 3: 39389/ 39999
O Alternate 4 49389 / 49599

O Altemn

ate 5: 59389 / 59999

Advanced Editor

In “Hostname:” type “HQDSASERVER.HEADQUARTERS.NET”

Click

Recheck Ports.

< Back Finish Cancel

“Next >”.

Confirm details

7] Create Directory Server

Confirm Details

Check the details below before creating the DSA

DSA creation

n template:

Default DSA Configuration

DSA

DSA name:

en=D5A,0=Headquarters

Bind profile

name:

cn=DS4,0=Headquarters / DSA Manager

Password hashing:

None

< Back

Click “Finish”.

address:
Host HODSASERVER.HEADQUARTERS.NET, X.500 on port 19399, LDAP on port 19389

Next > Cancel

The DSA will be created and started.

Ef{ M-Vault Console

File Hel

b Conn
@ Dires

DSA successfully created

P

ect [ Stop  dp Create...

ctory Servers  Shadowing Agreements

v Q Scan ~

2 Failover 2 Multimaster

Profile

[¥] cn=D5A o=Headquarters / D5A Manager

Server Hostname(s)

cn=DSA o=Headquarters HODSASERVER.HEADQUA...

=i | Directory Server Created Successfully

The directery server has been created and started successfully.

Do you wish to connect to and manage it now?

[

X

Abort

Press “Yes”

|Isode
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DSA configuration

=01 cn=DSA,0=Headquarters / DSA Manager - M-Vault Censole - o %
File Help
dh Creaste =~ @) Refresh

4+ Configuration [1] Shadow Agreements B3 Databases L PeerDsas Log Streams  [£] OCSP Services

5 Operation
g N P The address(es) that the directory server listens on and that it advertises in the root
5 Logging

{} Superior Knowledge Type Hostname or network address Port number Add,
(1] sast X300  HODSASERVERHEADQUARTERSNET 19939

;L:Dg LDAP HQDSASERVER HEADQUARTERS.NET 19389
T

&f Password Policy
[} Shadowing
Failover
Muttimaster

@ HTTP Services
Ohuth

oCsP < >
[, Security Labels
[El LDAP Changelog

Edit...
Remove
Selectors...

Advanced...

Selectors : (none)

Apply | | Cancel

Abort "‘, Session is bound for "cn=D5A, o=Headquarters”. Last data refresh: 2 January 2025 at 12:33:51 GMT

It is sensible at this point to configure the dsa to start automatically with Windows.

Start the “Isode Service Configuration” tool from the Windows Start menu.

Service Configuration tool

4%, Service Configuration -
Service Configuration  Operations  View  Help

Isode Services

o Add

@ Isode Cobalt server
@ Isode M-Vault DSA Creation Service

2| Refresh All [ Refresh @ stop X Remove

General Recovery Advanced

@ Isode MAS Service Neme | Isode DSA cn=D5A,0=Headquarters / DSA Manager

Q) Isode DSA cn=DSA,0=Headquarters / DSA Manager

Service Status | Running

Product ActiManual |

Automatic

Disabled

M-Vault 191
<

Product Latest Version Expiration Valid

31-Dec-2026 @ vis

Abort

Select the newly created DSA service in the left hand pane.
In the right-hand pane, select “Automatic” from “Start Type”

Press “Apply”

(Linux : systemctl enable isode-dsa@d3-db)

Create an Isode PKI
These steps explain how to create an Isode PKI to generate certificates.

You may skip this step if you already possess a PKI infrastructure.

Create the directory “c:\IsodeCerts”
(Linux:/var/isode/certs)
Open “Sodium CA” from the Windows start menu

(Linux: %/opt/isode/sbin/sodiumca)

Apply

Cancel

|Isode
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Click “New”

On “Set Properties of the Certificate Authority” leave Defaults
Click “Create”
create ca

I3 Sodium CA

SodiumCa Operations Session View Help

I Sodium CA Profile Manager o | = Newea o X

Configured CAs Set Properties of the Certificate Authority

Use this page to set the display name, key passphrase and CADB
New.. directory for the CA

Modify... Sodium CA Prafile Name [ BodiumCA
CADE Directory

Delete

C\Isode\cadb-SodiumCA | |Change...| | Create

Encrypt.

Passphrase (Optional) : | Oshow

Set the CA to work with the Directory.

Abort

_ =t B =sh I

Click “Next >”

In “Hostname” type the fully qualified host name (“HQDSASERVER.HEADQUARTERS.NET”)
Click “Pick”

Browse to “cn=DSA Manager,cn=Users,o=Headquarters”

Pick CA Bind DN

[ Pick an entry to use for the bind DN X

~ <World>
~ o=Hesdquarters
> cn=Groups
v cn=Users
en=DSA Manager

Selection | en=DSA Manager,cn=Users, o=t

Click “OK”

Define bind password
& NewcA a 3
Set Bind Details for the CA

to work with a d
"3

Address: [LDAP | Hostname: | MU-ONE FELDINET Port [19369 |

Bind ON cnv=Messaging Admincrv= Users, 0= Messaging System | ik

Bind Password : | ol |

< o

In “Bind Password” type “Secreti+”
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Click “Next >”

create ca directory entry

Select an Entry for the CA

Use this page to select an Entry for the Certificate Authority

Choose a suitable Iocation forthe CA. Use "Add" to create a new entry below the selected
entry, or "Promote” to add the "pkiCA" objectClass to the selected entry.
Existing "pKiCA” objects are shown with the icon: 5

v @ <World> 4 Promate
en=config
o=Headquarters = Add.
[ Enter RDN for the new CA entry X

Enter RN for the CA
/) en= | HQDSASERVER CA|

[—

< Back Next » Finish Cancel

On “Select an Entry for the CA” browse to and select “o=Headquarters”
Click “Add”

On “Enter RDN for the new CA entry” type “HQDSASERVER CA”
Click “OK”

CA object created
Select an Entry for the CA

Use this page to select an Entry for the Certificate Authority

Choose a suitable location for the CA. Use "Add” to create a new entry below the selected
entry, or "Promote” to add the "pkiCA" objectClass to the selected entry.

Existing "pkiCA” objects are shown with the icon: /)

v @ <World> pem—
cn=config
v o=Headquarters
<n=Groups
,Z‘l cn=HQDSASERVER CA
cn=Users

g Undo Add

Added entry "en=HODSASERVER CA o=Headquarters"

_ Select cn=HQDSASERVER CA,0=Headquarters to represent the CA's entry
)

Fe.

<Back Finish Cancel

Click “Next >”

On “Set Key Type, Subject and Subject Alternative Names” leave default options
Click “Next >”

On “Certificate Status Sharing” leave Defaults
Click “Next >”

On “Set the CRL Distribution Point for the CA” leave defaults
Click “Next >”

On “Set the Access Description List for the CA” leave defaults
Click “Next >”

On “Set Basic Constraints and KeyUsage Extension” leave defaults

|Isode
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Click “Next >”

|Isode

On “Generate Self Signed Certificate or CSR” select “Generate a Self Signed Root Certificate

generate self signed ca certificate

=1 o x
Generate Sell Signed Certificate or CSR

Use this page to either generate a Sl Signed Root Cerificate or CSH to.
e signed by another CA

® Geneate a Sef Signed Roct Certicate
) Generate 2 CSR ta be signed by ancther CA

Segnature Algarthm | SHAZSEWITHRSA

Valid From | 12 July 2023, 1309

o
VtdTo T2 iy 208, 1309 -
Ut
Vews [0 Montc [ os [0 e[ ]
Reset
[include s CRL Distribution Point extension in the CA certificate.
<ok [Thetz ] [ Cance

Leave the defaults.
Click “Next >”

On “Root CA Certificate” leave Defaults
Click “Next >”

On “Finish CA Configuration” press “Finish”

open configured ca

1 sodiu x
Configured CAs
SodiumCA e
Modify.
Delete..
Encrypt...

On "Sodium CA Profile Manager” select “SodiumCA”

Click “Open”
In “Password” type “Secreti+”

Click “OK”

Select CA certificate

2 Sodium CA - SodiumCA (cnz HODSASERVER CA 0= Headquarters)
SodiumCa Opersions Session View Help
Sodium CA X " Sodium CA Lags

¥ prowse| Commected to ‘ldap://HODSASERVER. HEADQUARTERS HET: 19385 a5 “cn=DSA
[ Menageren= sers, o= Hesdquarters”

CAComponents | Cerificates Carticate Reduests

P RSA Key with PKCS#3 Format

=] Centficate for cn=HQDSASERVER CA o= Headquarters
1 CRL from en=HODSASERVER CA 0= Hesdquarters
[4CRL Distributian point

[aAccess Description List

View | |Expart PEM...| | Export DER..| | Updste..

Select “Certificate for cn=HQDSASERVER, o=Headquarters”
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Press “Export PEM ..”

On “Export Certificate for “cn=HQDSASERVER CA, o=Headquarters”, browse to “c:\IsodeCerts”
Change Filename to “HQDSASERVER-CA-CERT.pem”

export root certificate

I Export Certificate for "cn=HODSASERVER CA o=Headquarters"

« A <« Local Disk (C) » lsodeCerts v [J] Search IsodeCerts
Organize « New folder f==

O This PC " MName Date modified Type
M 3D Objects
I Desktop
|£ Documents
‘ Downloads
D Music
| Pictures

B videos

‘am Local Disk (C:)

No items match your search.

= cmsw (\emisod |,

File name: | HODSASERVER-CA-CERT]

Save s type: | *.pem

n ideFlées Cona

Press “Save”

On “Certificate for cn=HQDSASERVER CA,o=Messaging System” exported Click “OK”

Change to “Certificate Requests” tab

CSR directory changed
[ Sodium CA - SodiumCA (cn=HQDSASERVER CA, o=Headquarters)
SodiumCa Operations Session View Help

Sodium CA X _Sodium CA Logs

9 | Browse| Connected to "Idap://HQDSASERVER HEADQUARTERS.NET: 19389" a5 "cn=DSA
D Manager,cn=Users,0=Headquarters"

CA Components Certificates  Certificate Requests

Directory to search for CSR

CAlsodeCerts | [Change..] | Refresh
Subject Name Created File Name
< >
View| | Export PEM... | | Export DER...|  Issue Certificate...| Delete..
Abort

Change “Directory to Search for CSR” to “C:\IsodeCerts”
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Configure M-Vault to Support TLS

From the Windows Start menu, open “M-Vault console” and provide the password “Secreti+”

Populated M-Vault console
7] M-Vault Consele _ . M

File Help

() Connect [ Stop b Create.. + Q Scan ~

@ Directory Servers Shadowing Agresments (%) Failover (@ Multimaster

Profile Server Hostname(s)

Managed Directory Servers
(@ cn=DSA,0=Headquarters / DSA Manager en=D5A, 0=Headquarters HQDSASERVER HEADQUARTERS.NET
< >

Abort Autematic scans disabled. Last scan: 2 January 2025 at 12:51:05 GMT

Double Click on the “Managed Directory server”

Directory configuration

E1] cn=D5A,0=Headquarters / DSA Manager - M-Vault Console - u] X
File Help
db Create + ) Refresh

% Configuration Shadow Agreements E5 Databases LJ Peer DSAs Log Streams [ OCSP Services

g f;;;:;" The address(es) that the directory server listens on and that it advertises in the root
4} Superior Knowledge
[] sasL

0 s

) x.509

@F Password Policy
[} Shadowing

[ Failover

[H) Multimaster

@ HTTP Services
Ohuth

[ ocsp < >
(& Security Labels
[@], LDAP Changelog

Port number Add...
19998
19389

Type  Hostname or network address
X500 HODSASERVERHEADQUARTERS.NET
LDAP  HODSASERVER HEADQUARTERS.NET

Edit...

Remove

Selectors...

Advanced...

Selectors: (none)

Cancel

Apply

Abort +, Session is bound for "en=D5A,0=Headquarters". Last data refresh: 2 January 2025 at 12:53:51 GMT

Select “TLS” on the left-hand side of the “Configuration” tab.

On the “Identities” tab Press “Create”

Create TLS identity

£ Reresh

) Shasew greements 55 Dusbases B posrste (0 Log Sveaes [5] OCS v

520 sny connections st requne

Key Type s

e
B Pick.
T Securty Labeis -
KL LA Changelog
15 Chert Antiericrion [ BHIR
Tt i cemptes i sreies (1S
Clfequire T inL02P
¥, Sesson s bound for “ce 5o Hesdguarters”. Lust dta e 2 January 2025 o 125351 6T

+ Other A Cersicates 0L+ [+

Subest DN [ 052 o= Hendquarers.

Jr——
@R Oosa Cimsa
Koy sae

| Ky Sine | W72

Cancel

On “Set the Key parameters and edit Subject DN” leave defaults

Click “Next >”

On “Select and add Subject Alternative names and Clearance” leave defaults

Click “Next >”

On “Select X.509 Extensions”, leave defaults

Press “Next >”
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On “Certificate Request Contents” leave defaults
Press “Next >”

On “Send Request to a CA” press “Save PEM ...”
On “Choose a Directory” browse to “C:\IsodeCerts”
Click “Select Folder”

Back on “Send Request to CA” leave defaults

populated send request to CA
=} Create TLS |dentity for the Directory Server "cn=D5A,0=Headquarters" O X

Send requestto a CA
Decide how you will send this Certificate Request to a Certificate Authority

The certificate request for "cn=D5A, o=Headquarters" must now be signed by a Certificate Authority
(CA).

Save the PKC5#10 format request to a file for the CA administrator to process

(suitable for Isode Sodium CA) 2z ML
Certificate Signing Request has been written to
C\lsodeCerts\rsa_pem_csr.pem.
Save PEM...

Encrypted private key has been written to C:\lsode\d3-db'x 309\ rsa.pem.

Copy a PEM (basef4 encoded) version of the request to the clipboard to be sent c
- opy
to a CA (e.g. via email)

The private key file will be removed and replaced with a PKIC5#12 file once identity creation has been
completed.

< Back Finish Cancel

Click “Next >”

In Sodium CA:

Change to “Certificate Requests” Tab

Press “Refresh”

Ensure that the Certificate request is selected
Click “Issue Certificate...”

On “Certificate Signing Request” leave defaults

Click “Next >”

On “Select and add Subject Alternative Names” leave defaults

Press “Next >”

On “Select and Create X.509 Extensions” leave defaults

Press “Next >”

On “Set Validity and Signature Algorithm for the Certificate” leave defaults

Click “Next >”

On “Generated Certificate” press “Finish”

|Isode

Evaluation Guide: M-Vault Directory Server Evaluation

Page 24 of 52



|Isode

On “CSR Signed” Click “OK”.
Back in in M-Vault Console:

Select “The CA has provided a certificate”
Click “Next >”

On “User Certificate” leave defaults
Click “Next >”

Other certificates

7] Create TLS Identity for the Directory Server "cn=DSA o=Headquarters” m] X
Other cerificates

Specify other certificates to be used for the trust chain

The identity must include a chain of certificates that contains at least one CA certificate. A complete
chain includes all certificates from the end entity certificate to a self-signed CA certificate.

The wizard has found a self-signed CA certificate and so has a complete certificate chain for the
new identity.

Type Certificate Add certificate...
End entity cn=DSA.0=Headquarters
Self Signed CA cn=HQDSASERVER CA,0=Headquarters

< >

Chain status: | Certificate chain is complete

Finish Cancel
On “Other Certificates” leave defaults
Click “Next >”

On “Finish directory servers Identity creation” leave defaults

Click “Finish”

On “Trust Root CA Certificate” dialogue click “Yes”
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apply TLS identity

& Coniguatin 3| Shadow Ageesments 5 Dotsbases [l Peer O5As (5] Log Stresms [ OCSP Servces

TLS (Transport Layer Security)

Mansgernent of dentities and ther cenfiguration related to TLS,

Identities § SASL Attibutes Trust Anchors Other CA Certdicates LD * |

The directory P
(RSA, DSA and ECDSA) which is stored in & passphrase-protected PCS#12 file

Identity Key pe
5 en=D5A o=Headquarters RSA

Apply | Cancel

st W, Session & bound for *cn= DSA,cx Headquariers”, Last data refreshs 2 Jamaary 2025 st 125351 GMT

On “Configuration” tab press “Apply”

Close “M-Vault Console”

Go to the “Isode Service Configuration” tool.

Select “Operations/Stop all”

Wait for the services to stop

Select “Operations/Start all”
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Populating and Browsing a Directory using Sodium

Isode provides a Directory User Agent (DUA) called Sodium as part of the M-Vault installation.
Sodium can be used to manage user information in a directory. In this section we're going to use
Sodium to add some entries to the directory in pursuit of the DIT described in the section of this
guide on Terminology.

Sodium can be launched from the windows start menu.

(Linux: %/opt/isode/bin/sodium)

Binding to a Directory Server

On startup, Sodium will ask you for the Bind Profile passphrase you set earlier and will then list
your configured binds. In our case, we have only one.

Configured Binds

&, Bind Profile Management O *

Configured Binds (encrypted)

{ en=D5A o=Headquarters / DSA Manager§

MNew...
Modify...
Copy
Rename..,
Delete

Passphrase...

Certificates...

You can use the Bind Profile Management screen to modify a profile or copy it as a template for
other connection configurations but we're simply going to connect to the directory. Ensure the
bind profile is selected and press “Connect”.
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Initial world view
BT en=DSA,0=Headquarters / DSA Manager - Sodium - o X
Session Edit Operations X509 View Help

Browse X

", "en=DSA,o=Headquarters / DSA Manager": LDAP bind to 'HQDSASERVER. HEADQUARTERS.NET ¢ Ne view

@ World

Add another... | Clone...| | Object classes Apply

Abort

|Isode

You are now connected to the Directory Server and the initial World view is displayed.

Bulk-loading entries from a sample LDIF file

M-Vault ships with a number of sample LDIF (LDAP Data Interchange Format) files. We're going
to load the default Headquarters.net data. Normally when bulk-loading data you would use the
“Bulk Tools” option in the Operations menu. The sample data sets are loaded from the Help

menu.

Data cannot be loaded directly under 'World' so firstly expand the tree to reveal the current
entries in the DIT. Clicking on any entry in the DIT will cause Sodium to read the entry in the

Directory Server and display the results in the right-hand pane.

Browsing the DIT
%, cn=DSA,0=Headquarters / DSA Manager - Sodium —
Session Edit Operations X.309 View Help

Browse: Headquarters X

', | "cn=D3A,0=Headquarters / DSA Manager”: LDAP bind to'HQDSASERVER HEADQUARTERS.NET on port 19339 Template view | o’
v @ World Organization  Address
cn=config
v B o=Headquarters Organization Name [ Headquarters
v @ cn=Groups
B3 cn=ACI Managers Description ‘
B3 cn=CA Managers
B3 cn=Certificate Writers
g cn=CRL Writers Seehlso ‘
B3 cn=Data Managers
B3 cn=DSA Managers Phone \
B3 cn=DSA Operators
By cn=Password Managers Fax [
B3 cn=User Managers
v @ cnzUsers
A cn=DSAManager
Add another... | Clone... | | Object classes.. Apply

Abort Viewing: o=Headquarters

Make sure that you have the 'Headquarters” entry selected and then select “Help > Load Demo
Data” from the menu. Click “OK” after reading the information popup and you'll be presented

with the LDIF Bulk Load Settings screen.
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Bulk Load Settings

F. LDIF Bulk Load Settings

X

LDIF file: ‘ 'rogram F|IEs\\50de\share\examples\demu-ldlf\DEMO-base.l\:llii | Browse...

119236 bytes, starting:
cn=DEMO-base, cn=SAMPLES,c=US
¢=GB,cn=DEMO-base, cn=SAMPLES, c=US
o=Acme,c=GB,cn=DEMO-base,cn=5AMPLES,c=US

Load to alternative location in tree

Substitute RDNs: (cn=SAMPLES, c=US)

with DN | o=Headquarters

Correct loaded DM attribute-values

After substitution:
cn=DEMO-base o=Headquarters
c=GE,cn=DEMO-base, o=Headquarters
o=Acme, c=GB,cn=DEMO-base,o=Headquarters

Onerror () Abort (C)Prompt (® Continue
Strip operational and collective attributes

Accept these default settings by pressing “OK”.

LDIF Load Completed
%7 LDIF Load Completed

{ "-) LDIF load completed successfully.
\ 31 entries were written

Clicking on “OK” will return you to the main Sodium screen and if you now expand the entries
under “Headquarters” you'll see that the sample data set has been loaded and now reflects the
organizational diagram which we part examined in an earlier section. Clicking on any of the
entries will reveal the detail of that entry in the right-hand pane (grouped into tabbed views).

Browsing the DIT (post bulk load)
. en=DSA,0=Headquarters / DSA Manager - Sodium

Session Edit Operations X509 View Help

Browse: Eric Perez,... X

%, "en=DSA 0=Headquarters / DSA Manager': LDAP bind to 'HQDSASERVER HEADQUARTERS.NET on port 19329 Templateview ~ | ol

~ @ World Personal Group  Contact Other  Address Photo  Employee
cn=config
v & o=Headquarters Full Name [ Eric Perez ][+
~ @ cn=DEMO-base
~ 53 =GB Surname [Perez J
v & o=Acme
B3 cn=Management Team User Password
v £ ou=Acme UK Head Office

v % I=Coyote Building Password | < No value available >

<« 5 ousMarketing
B cnsEricPerez

Set, +

B cn=Lisa D. Wamer
5 ousSeles E-mal [
$2 I=Road Runner Building
£ ou=Acme UK Labs
@ cn=Groups
&2 en=HQDSASERVER CA Save...| | Saveas PEM.
@ cn-Users

User Certificate

Remove | Load...| |Request... |Import...| | Verify

User S/MIME Certificate

Save..| | Saveas PEM..| |Remove| |Load..| | Verify..

Add another...| | Clone...| | Object classes.

Apply | | Cancel

Abort Viewing: cn=Eric Perez ou=Marketing I= Coyote Building,ou=Acme UK Head Office,

; cn=DEMO-base, 0=
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Adding an Entry/Entries using Sodium

As we have seen, the left-hand pane of the Sodium interface shows a hierarchical tree view of the

directory. Right-clicking on an entry in the DIT allows you, amongst other things, to add entries
below the one you have selected.

In this section we're going to add another staff member to the Marketing department.

Object context menu

T en=D5A4,0=Hesdquarters / DSA Manager - Sodium - o x
Session Egt Operations X539 Wiew Help

Browse: Marketing, .. X

[E) ¥, “cn=05a o= Headquartes / 05 Manages"s LOAP i to HODSASERVER HEADQUARTERS NET an port 15385 Template view o
@ Werd Organzatonal Uit ddress
eneconfig
« B o=teadquaters Narne Harketing

Descripticn -

g cn=Mansgement Team
w [y ou=Acme UK Head Office See Also Pick |+
~ 7 I=Coyote Buiding

R -
8 =
B m  Seach .
 ousSal  Compare
$lsRoad R CopyON
%, ouheme Uk
@ <n=Groups Rensme
cn<HODSASERVERC2  Add below
@ cn=Users Delete
nother_.| | Clone... [Object classes
Refresh
4 Viewing: ouzMarketing 1=C Bulk tools > Head Y 0.

Right click on the "ou=Marketing" entry and select “Add Below”

Select template

% Add entry under: ou=Marketing,I=Coyote Building,ou=Acme UK He.. u} e

Select template to add

Choose the template suitable for the entry you wish to add

0 Person 5
&g Group of Names
£ Organizational Role
% Organizational Unit
5, Organization
%2 City/Locality
%4 Country
@ Domain Component
@ Device
€A Alias
Domain defined user
Access Control User
H M
G External MTA
@ Container
@ Extensible Object
7. Isode Internet File Transfer By Email User
7. Isode Internet File Transfer By Email Peer
{3 MHS Distribution List
%] Internet Distribution List

Bk = Conca

Select 'Person’ from the Template list.

Press “Next >”

Optional Template parts

7 Add entry under: ou=Marketing,I=Coyote Building,ou=Acme UK He... o X

Select optional parts
Select which optional parts of the template apply

“Person” template options: @

Organizational Person

Harr
Isode M-Box User

Ison

Isode M-Box Gateway User
X400 Messaging

ATN AMHS User

PKI User

PKICA

Certification Authority

oooooooorR

< Back [gmar Cancel

Select optional template parts: 'Organizational Person’ and 'Internet Organizational Person'.

Note that some of these templates have linked dependencies, so when clicking on 'Internet
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Organizational Person', Sodium will automatically include the required Organizational Person
template

Press “Next >”

Enter RDN

%7 Add entry under: ou=Marketing,I=Coyote Buil... [m} x

Enter RDN

Enter the RDN value for the new entry

Full Name Mark Brown

< Back Cance

Add the full name of the person being added to the directory.
Click “Finish”

In most cases there will additional mandatory attributes needed before the record can be
committed (in this case it's Surname) and these will be highlighted.

Add mandatory attribute

5 cn=D5A,0=Headquarters / DSA Manager - Sodium

- [m] x
Session Edit Operations X.509 View Help
17 Browse: Marketing, ...
.| "en=DSA,0=Headquarters / DSA Manager": LDAP bind to "HODSASERVER HEADQUARTERS.NET on port 19389 Template view | o
~ & World Personal Group Contact Other Address Photo Employee
cn=config
v & o=Headquarters Full Name [ Mark Brown ]|+
v @ cn=DEMO-base
~ £E =GB Surname [Brownl |
v & o=ficme
{3 cn=Management Team User Password
~ 5, ou=Acme UK Head Office
v 2 I=Coyote Building Password | < Novalue available > Set..| |+
~ 5, ou=Marketing
cn=Eric Perez
cn=Lisa D. Warner
ou=Sales E-mail [ -
I=Road Runner Building User Certificate
, ou=Acme UK Labs
@ cn=Groups
en=HQDSASERVER CA Save.. SaveasPEM.. Remove |Load..| Request..| Import..| Verify..
D cn=Users
User §/MIME Certificate
Save...| |SaveasPEM...| |Remove |Load..| Verify..
Add another... | Clone...| | Object classes... Add | Cancel

Abort Adding: en=Mark Brown,ou=Marketing,I=Coyote Building,ou=Acme UK Head Office,0=Acme,c= B, cn=DEMO- base, o=Headquarters

Type the required attribute of "Brown".
Press “Add”

It is possible to quickly add another entry of the same type by clicking “Add Another”

For later use, add an additional object “Cobalt Data” of type “Container below “o=Headquarters”

Modifying and Deleting an Entry

You can modify any entry in the tree by clicking on it and using the entry detail tabs displayed to
the right. If you change any of the values for the entry, Sodium will enable an Apply button
which, when clicked, will cause Sodium to attempt to modify the directory entry with the
changes.

You can delete an entry from the DIT by right-clicking on it and pressing “Delete” Please note
that you cannot remove an entry with subordinate entries. In order to remove an entry and its

subordinate entries you can use the menu item 'Bulk Tools / Delete Subtree 'when right-clicking
on an entry.
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Searching

You can search the DIT by right-clicking on an entry and selecting 'Search' from the pop-up menu

or by clicking on an entry and selecting 'Operations / Search' from the main toolbar. In both cases
a search will be performed on all entries below the currently selected one.

Try this operation with the o=Acme entry. Select 'o=Acme' and bring up the search box.

In this example we're going to search for entries containing 'Miller'

Search in Subtree

%7 Search in Subtree: 0=Acme,c=GB,cn=DEMO-base,o=Headquarters.net

Simple Search  Advanced Search

Enter the string you want to search for. A search filter will be generated based on
the string you enter.

[viie]

Generated Filter

I (|(cn~=Miller)(mail~=Miller) (o ~=Miller) (ou~=Miller) (sn~=Miller) (uid~=Miller))

Click “OK” and Sodium will return the results in a separate Tab, showing the entries that match

the search request and their position in the DIT. Up to this point we've been viewing entries in
Template mode.

Search results

T en=DSA o= Headquarters / DSA Manager - Sodium

Session  Edit Operations X508 View Help

Sromses Acme, 6B, DL [Search: Miller os...

', “en=D3A, o= Headquaters / DSA Manager' LDAP bind to HODSASERVER, HEADQUARTERS.NET on port 19369

~ o=Acme Personal  Group Contsct Other  Address Photo  Employee
o e Aceme UK Head Office
~ @ [=Coyote Building Full Name [ soseph Miller

A en=loseph Miller
~ ) ousAcme UK Labs
@m cn=F. Miller
B cneFred Miller

[aer

Use ord

Peseword [ TNG vaA SRS

set.| [+

Emai [Joceph e @ acmelsbaididems.com

@ asPENL | [Remove] [Losd...| [Request..| [Import... | [Verify

User S/AMIME Certificate

w2z PEM.. | |Remove | | Load.. | | verify

Add anather...| | Clone..| | Object classes.. Apply | | Cancel

Lert Viewing: cn=Joseph Miller,ous Sales, 1= Coyote Building, ous Acme UK Head Office,ox Acme,c GB,cn= DEMO-bae, o= Headguarter

For a fuller view of the data you can switch to Raw view using the drop-down menu in the top
right-hand corner:

%5 cn=DSA, o=Headquarters / DSA Manager - Sodium - [m] X
Session Edit Operations X508 View Help

Browse: Acme, GB, D. Search: Miller: Jos... X

¥, "cn=DSA,0=Headquarters / DSA Manager's LDAP bind o' HODSASERVER HEADQUARTERS.NET on port 19389

Raw view ~| [
~ 0 o=Acme Raw entry
() ou=Acme UK Head Office n
v () 1=Coyote Building displayName [ Jospeh Miller ]
~ () ou=Sales
B en=loseph Miller secretary B [ cn=Molly Dodd,ou=Administration,I=Road Runner Building,ou=Acme UK Hea| | Pick | |+
v () ou=Acme UK Labs
G cn=F. Miller mail [joseph.miller@acmelabslditdemo.com [+
8 cn=Fred Miler
jpegPhoto

View| |Save.. | |Remove |Load..

manager B [ en=Sally Brown,ou=Managing Director's Office,I=Road Runner Building,ou=Acme || | Pick

Add another... | Clone... | Object classes.

Apply | | Cancel

Abort Viewing: cn=Joseph Miller, ou=Sales, I=Coyote Building,ou=Acme UK Head Office,o=Acme,c=GB,cn=DEMO-base, o=Headquarters

Evaluation Guide: M-Vault Directory Server Evaluation Page 32 of 52



|Isode

Creating a Directory Server Using Cobalt

This part of the guide is written to be carried out on FIELDDSASERVER.

It is possible to create a directory using the Cobalt web application. Cobalt can then be used to
manage certain aspects of the DIT.

Start the “Isode M-Vault DSA Creation Service”

Initial Cobalt Configuration.
Browse to “https://localhost:8001”

The browser will provide a security warning. Choose an option to override the warning

Use an existing directory server
2 O % cobar x  +

(@] © Notsecure | hitps;/localhost:8001/config

Initial Cobalt Configuration

Initial Server Configuration

Use an existing directory server or create a new one for storing Cobalt configuration and domain data

Directory server Choice
Choice of using an existing directory server or creating a new one
Create a new directory server

Use an existing directory server

Use Cobalt configuration from an existing directory server

® Required fields missing

On “Initial Server Configuration” select “Create a new directory server”

Press “Next”

Define Cobalt directory server

Initial Cobalt Configuration

Initial Server Configuration (2/3}

T1S ety checte

i i Bxk  Cancel

Ensure the “Master Directory Server Hostname” correctly references your server

Set “TLS Identity Check” to “False”
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Type the “Cobalt server user’s bind password”

Press “Next”

Define Cobalt domain

Initial Server Configuration (3/3)

Details about location of users and configuration

Domain

Domain
The domain to use for the initial Cobalt Administrator

field.net

Admin’s Full Name
MName of the initial Cobalt Administrator

Cobalt Admin

Admin’s mail ID
ID of the initial Cobalt Administrator to be used for logging into Cobalt

cobalt.admin @field.net

Admin’s password
Admin's password

secret1+ & show  Generate

@ Back Cancel

Set the “Domain” to be “field.net”

Enter a Name of your choice for the “Admin’s Full Name”.
We will use “Cobalt Admin”

Enter a Password of your Choice for the “Admin’s Password”.

Click “Finish”.

You will be presented with the Cobalt login screen.

Cobalt Login Screen

£y

Cobalt

Username:

Password:

Enter the Cobalt Admin Email address and password
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Cobalt login credentials

%

Cobalt

Username:

cobalt.admin@field.net

Password:

secretl+ = |

Click “Login”.

Cobalt Role Selection

+5

Cobalt

multiple

auths h one to use

Cobait Administrator

field.net: Manage Everything

field.net: Mysaif

Cancal

Select “Cobalt Administrator” role.

Click “Continue”.

Cobalt domains

cobalt.admin@field.net

izu Cobalt Domains

field.net

&p Administrators

2 Hsms

Press “Features”
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Domain Features

Domain Features (field.net) cobalt.admin@field.net

2%, cobalt

> Feat

£ Configuration
Domain features
Ml Domains Configure domain feature

Note the range of features that can be provided by Cobalt.

Add Directory Objects

|Isode

We will switch to the “field.net: Manage Everything” Role. Click on “cobalt.admin@field.net” in

the top right corner.

Cobalt change role

Account

Product Activation

Update Key

this prod: Deactivate

Third Party Software

Click “Switch View”.

Switch view

+y

Cobalt

"cobalt.admin@field.net" has multiple
authorizations. Select which one to use

Cobalt Administrator
field.net: Manage Everything

field.net: Myself

Cancel

Select “field.net: Manage Everything”

Click “Continue”.
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Field.net users

- cobalt.admin@field.net
X%, Cobalt Users E 5 .
] .

8 Users Full Name Mail Status Last Authentication

Cobalt Admin cobalt.admin@field.net Active <Unknown>
&¢ Domain Administrators

With “Users” selected on the left-hand side Click “Add”.

Populate details for “Jack Sparrow”, starting with his name. Give Jack a password. You may want
to add a wide variety of user information via this dialogue. This information may also include
picture or certificate information. Please feel free to explore the tabs available to see the
information that could be stored.

Populate Jack Sparrow

ﬁ Add User cobalt.admin@field.net
& Cobalt R ,
18 Users

User Entry
© Redi Artributes for

personal  Cor P

Full Name

Jack Spartow

Given Nam:

Jack

Surnama

Sparrow

User Password

secretis iy show  Ganarats

Change to the “Contact” tab.

Cobalt Contact tab
as j i cobalt.admin@field.net
2 cobalt Jack Sparrow (jack.sparrow@field.net) —— cobalt.
Users » Jack Sparrow
a
8% Users
User Entry
&0 Domain Administrators Attributes for this user
Personal Contact Photo/Certificate  Messaging Advanced
Personal Title
Examples include ‘Ms’, 'Dr’, ‘Prof' and ‘Rev’
Job Title
Examples include Vice President, ‘Software Enginesr’ and 'CEQ
Swash Buckler
Business Phone
01234 567830 X ‘ |

In the “Job Title” field, type a job title
In the “Business Phone” field, type a telephone number
Scroll to the bottom of the page and press “Add”

Note that “Jack Sparrow” has been added to the directory
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Repeat the above steps to add the additional two objects from the table below:

Display Name Internet Address

Jack Sparrow jack.sparrow@field.net

Elizabeth Swann elizabeth.swann@field.net

Simon Bates simon.bates@field.net

You should now have 4 users populated

4 Users populated

an — cobalt.admin@field.net
&Y, Cobalt Users actions ~ (0] e
8% Users Full Name Mail Status Last Authentication
Cobalt Admin cobalt.admin@field.net Active <Unknown>
2o Domain Administrators
Elizabeth Swann elizabeth.swann@field.net Active <Unknown>
Jack Sparrow jack.sparrow@field.net Active <Unknown>
Simon Bates simon.bates@field.net Active <Unknown>
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Locate Cobalt data in the Directory

Create a Bind Profile

Launch “Sodium” from the Windows Start Menu

Sodium bind manager

=

Session Edit Operations View Help

=7 Bind Profile Management O X

Configured Binds (not encrypted)

New...
Modify...
Copy
Rename...
Delete

Encrypt...

Certificates...

Connect Close

Abort

Note that no Binds are configured and that the bind profile isn’t encrypted.

Press “Encrypt ...”

Confirm Encryption

This operation encrypts sensitive data in the bind profile file, which means that the
bind profile can be used to store passwords (for simple authentication), and
passphrases (for X.309 identities).

Once the data is encrypted, you will be prompted to enter your passphrase whenever
an application needs to decrypt data in the profile filg; failing to enter the correct
passphrase means you will not be able to use any saved bind profiles. Note that once
you have encrypted the data, you cannot subsequently choose to decrypt it.

Do you really want to encrypt your bind profile file?

Click “Yes”.

Enter a Passphrase for the Bind Profile

=il Enter Profile passphrase Y

Please enter a Profile passphrase. This will be used to encrypt all of the passwords,
and means that you will be prompted for this passphrase from now on whenever you
run Sodium, M-Vault Conszole, MConscle or M-Link Console.

Passphrase: | sssseses |

Verify Passphrase: | sssescnd |

Enter and verify the password “Secreti+”
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Click “OK”.
Bind Profile encryption confirmation
Bind profile file encrypted X
@ The bind profile file has been encrypted
Click “OK”
Empty bind profile manager
. Bind Profile Management O X
Configured Binds (encrypted)
Mew...
Modify...
Copy
Rename...
Delete
Certificates...
Connect Close
Press “New ...”
Provide dsa server address
% Bind Profile Details m| X

Directory Server Address

Use this page to specify the display name and address of the Directory
Server

Address: |LDAP

| Hostname: | FIELDDSASERVER.FIELD.NET]

| Port: [ 19389 |
Display Name : | FIELDDSASERVER.FIELD.NET

A base DM may optionally be specified to limit the view of the directory to the subtree below the
given DN.

Base DM :

< Back Finish Cancel

Select “LDAP” from the “Address” dropdown
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In “Hostname” type “FIELDDSASERVER.FIELD.NET”

Press “Next >”

Select simple bind
B Bind Profile Details m| x

Authentication Type

Choose an authentication type for binding to the directory server

Type Description
O Anonymous A simple bind allows authentication with the DSA using a DN and an
(®) Simple optional password.
St
C)Strang The permissions granted to read or write entries depend on the directory's
(O sASLID

configuration for the bind-DN.
() Kerberos

<Back Finish Cancel

Select “Simple”
Press “Next >”
On “Simple Bind” press “Pick ...”

Browse to and Select “cn=Cobalt Server User,cn=Users,cn=Cobalt Data,o=Isode Applications”

Select bind dn
& Bind Profile Details O X 7 Pick an entry to use for the bind DN X
Simple Bind
v <World>
Bind to a directory server using password based authentication _ .
cn=config

w o=lsode Applications
w cn=Cobalt Data

Bind DN: [ | pick..
cn=config
Password : | | cn=Deleted Users
=field.net
Verify Password : | | cn=field.n
cn=Groups
w cn=Users

Leave the password blank to be prompted for it on connection, or for a "name enly” bind. cn=Cobalt Server User

cn=Deleted Users

[Jstart TLS cn=Groups
Identity (opticnal) cn=Users
“none> View  Clear| | Select...

Selection | cn=Cobalt Server User,cn=Users,cn=Cobalt Data,o=Isede Applications

< Back MNext = Finish Cancel

Cancel

Press “OK”
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Provide bind password
. Bind Profile Details

Simple Bind

Bind te a directory server using password based authentication

Bind DN :

cn=Cobalt Server User,cn=Users, cn=Cobalt Data,o=lsode Applicatic| Pick...

Verify Password : ooooou.|

Password : | sesssens

Leave the password blank te be prompted for it on connection, or for a "name enly” bind.

[Jstart TLS
Identity (optional)

<none>

View | | Clear

ot | [ ]

In “Password” and “Verify Password” type “Secreti+”

Press “Finish”

Locate the Cobalt Data using Sodium

Open Sodium using the bind profile just created.

Select...

Cancel

Browse to the object “Jack Sparrow” which has the dn “cn=Jack

Sparrow,cn=Users,cn=field.net,cn=Cobalt Data,o=Isode Applications”

Jack Sparrow cobalt object

% FIELDDSASERVER.FIELD.NET - Sodium

Session Edit Operations X309 View Help

Browse: Jack Sparro... X

‘*', "FIELDDSASERVER.FIELD.NET": LDAP bind to 'FIELDDSASERVER.FIELD.NET on pert 19389

~ @ World
cn=config
v & o=lsode Applications
~ @ cn=Cobalt Data
@ cn=config
@ cn=Deleted Users
~ @ en=fieldnet
v @ cn=Users
() cn=Cobalt Admin
(£} cn=Elizabeth Swann
(£ cn=Jack Sparrow
(£} cn=Simon Bates
@ cn=Groups
@ en=Users
@ cn=Deleted Users
@ cn=Groups
@ cn=Users

Personzl Group Contact Other Address Photo  Employee lsode Harrier User | * |

Template view v o

FullName [ Jack Sparrow

Sumame [ spamaw

User Password

Password | < Novalue available >

E-mail [Jack.sparrow@field.net

User Certificate

Save.. |SaveasPEM.. Remove | Load..

User S/MIME Certificate

Save.. |SaveasPEM.. Remove | Load..

Add another...  Clone... | Object classes...

Abort Viewing: cn=Jack Sparrow, en=Users, cn=field.net, cn=Cobalt Data,o=lsode Applications

Note the three users added via Cobalt and attributes of the Jack Sparrow User.

Request... | Import..

Verfy...
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Synchronising the Directories Using Sodium Sync

Sodium Sync Overview

Sodium Sync provides a mechanism to copy a set of data from a source Directory Server to a
target Directory Server, and to ensure that the target remains up to date by performing regular
updates to take account of any subsequent changes in the source Directory Server.

Synchronization occurs in one direction only: whilst changes, additions and deletions made to
data held on the source Directory Server will be copied to the target. Any local changes made to
data in the target Directory Server will not be copied back to the source, and will normally be lost
when the next synchronization operation takes place.

In particular Sodium Sync is designed to be able to handle synchronization from non-Isode DSAs
(for example Active Directory) to Isode's M-Vault. Sodium Sync has a number of features to make
it easier to deal with translation between directories which are not completely compatible with
one another.

When configuring the synchronization operation, Sodium requires that you specify: the base of a
subtree in the source Directory from which entries will be copied, the location of the entry in the
target Directory that will form the base of the copied subtree; any existing entries under this base
entry on the target will be deleted.

Sodium Sync will automatically rename entries if the source and target base DNs are different,
and it is possible to synchronize between two separate subtrees on the same Directory.

Running a Simple Sync (M-Vault to M-Vault)

In this example we will configure a simple synchronization between two M-Vault directories
(hgdsaserver and Fielddsaserver) using Sodium Sync.

Open Sodium on the fielddsaserver.

Sodium sync menu
E FIELDDSASERVER.FIELD.MET - Sodium

Session  Edit Operations X508 View Help

Bind >
Unbind
DAP bind to 'FIELDDSASERVER.
Change my Password...
|
Sync > New Sync...
Manager...

Status
Session Settings...

Mew View

Exit

Select “Manager” from the “Session/Sync” menu.
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Empty sync profile manager

B Sync Profile Management X

Configured Sync Profiles

MNew...
Meodify...
Copy
Rename...
Delete...
Abort Sync
View Report

Menu...

Server Off ~ Run Sync Close

Press “New”

Create new sync profile
EL Mew Sync Profile X

Enter name of new sync profile:

ed Temporary Profi

Select type to configure as:

(®) Advanced view: flexible configuration of a sync or check process
(O Group of syncs

(D) Sync Active Directory to M-Vault (or to generic LDAP server)

(O Sync M-Vault to M-Vault

(@] Sync LDAP to LDAP (or between M-Vault and genenic LDAP)

(@] Sync from LDIF to M-Vault (or to generic LDAP server)

(0 Compare two DSA subtrees and generate a change-LDIF

(O Compare two LDIF files and generate a change-LDIF

(O Apply a change-LDIF to a directory

Select “Sync M-Vault to M-Vault”

Name sync profile
B, Mew Sync Profile X

Enter name of new sync profile:

| Synchronise Cobalt Data from Field to Headquarters

Select type to configure as:

(O Advanced view: flexible configuration of a sync or check process
(O Group of syncs

(O Sync Active Directory to M-Vault (or to generic LDAP server)
Eyne M-Vauit to M-‘u’aul:
(@] Sync LDAP to LDAP (or between M-Vault and generic LDAP)
@] Sync from LDIF to M-Vault (or to generic LDAP server)

(O Compare two DSA subtrees and generate a change-LDIF

(O Compare two LDIF files and generate a change-LDIF

(O Apply a change-LDIF to a directory

Give the profile a meaningful name.

Press “OK”
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The “Sync Profile Editor” is displayed.

Sync profile editor
= Sync Profile Editor: Synchronise Cobalt Data from Field to Headquarters >

Source and Target  Scheduling

Sync Profile name: Add Motes

Synchronise Cobalt Data from Field to Headquarters

Source

DSA  —» Mapping
subtree
Compute Apply to

changes — Target

required DsA
Target
DSA

subtree

Advanced View gﬂ}C'D Cancel

The flow diagram shown in the editor illustrates the flow of data during the synchronization
process. In this case source DSA subtree entries are read, then mapped, and glue entries added if
required. This is then compared to the target DSA subtree to find what changes need to be made,
which are finally applied to the target DSA.

Select “Source and Target” tab.

Source and target
e Sync Profile Editor: Synchronise Cobalt Data from Field to Headquarters x

Profile Sourceand Target  Scheduling
Socurce DIT subtree Bind Profile:
FIELDDSASERVER.FIELD.NET ~ || MNew

Starting point DN: Browse

Target DIT subtree Bind Profile:

~ Mew
Starting point DN: Browse
- O-My
Advanced View p_rcD Cancel

For “Source DIT subtree Bind Profile” select “FIELDDSASERVER.FIELD.NET
Select “Browse” for the “Starting point DN” for the Source DIT.

Browse to and select the object “cn=Cobalt Data,o=Isode Applications”
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Select Cobalt data object
7 Select a Distinguished Name X

v i <World>
cn=config
v 5 o=lsode Applications
~ [J cn=Cobalt Data
@) cn=config
@) cn=Deleted Users
@ cn=field.net
@ cn=Groups
@ cn=Users
@ cn=Deleted Users
@ cn=Groups
@ cn=Users

Selection | cn=Cebalt Data,o=Isode Applications

Press “OK”
Press “New” for the “Target DIT subtree Bind Profile”

Provide connection details to the headquarters DSA

Define target dsa address
B Bind Profile Details O b

Directory Server Address

Use this page to specify the display narme and address of the Directory
Server

Address: | LDAP ~ | Hostname: hquaserver.headquarters.neﬂ |Port:|19339 |

Display Name : | hqdsaserver.headquarters.net |

A base DM may optionally be specified to limit the view of the directory to the subtree below the
given DN,

Base DM :

< Back Finish Cancel

Press “Next >”
On “Authentication Type” Select “Simple”

Press “Next >”
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Simple bind details

&1 Bind Profile Details [m] X

Simple Bind

Bind to a directory server using password based authentication

Bind DN : | en=DSA Manager,cn=Users,o=Headquarters | pick..

Password : ‘

Verify Passwerd : |

Leave the password blank to be prompted for it on connection, or for a "name only" bind.

[ start LS
Identity (optional)

<none> View | | Clear | Select...

<Back Mext » Cancel

Populate the “Bind DN” and “Password” Field.

Press “Finish”

Populate starting point dn

% Sync Profile Editor: Synchronise Cobalt Data from Field to Headquarters X

Profile Sourceand Target Scheduling
Source DIT subtree Bind Profile:
FIELDDSASERVER.FIELD.NET ~ || MNew

Starting point DM: | cn=Cobalt Data, o=lsode Applications Browse

Target DIT subtree Bind Profile:

hqdsaserver.headquarters.net 2 v | New
Starting point DM: | cn=Cobalt Data, c=Headquarters ‘ |Browse|
Advanced View gﬂC'D oK Cancel

1

Populate the “Starting point DN” for the target as “cn=Cobalt Data,o=Headquarters’

Press “OK”

Populated sync profile

i Sync Profile Management x

Configured Sync Profiles
[ Synchronise Cobalt Data from Field to Headquarters

Copy

Rename...
Delete...
Abort Sync
View Report

Menu...

Server Off ~ Run Sync Close
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Filtering using Attributes

The “Advanced View” in the Sync Profile Editor exposes the full functionality of Sodium Sync.
We're going to make a number of changes using capabilities exposed by this view.

With the New Sync profile selected, press “Modify”

Press “Advanced View”
We're going to exclude from our sync all business telephone numbers by creating a rule.

Select the “attributes” tab.

Empty attributes tab
e Sync Profile Editor: Synchronise Cobalt Data from Field to Headquarters X

Profile Mode Source Target Entries Attributes Mapping Glue Checks Output Scheduling Hooks Trace

Attribute selection filters:
Apply filters to source, before processing Change
Keyclass attribute filters:

For any given entry, the rule with the highest pricrity number whose keyclass matches the entry's objectclasses will be
used. The default is to pass through all attributes.

Add a rule
Global attribute filter:

A global attribute filter, if set, filters the listed attributes from all entries. It is useful for MS Active Directory which returns
operational attributes mixed in with the user attributes.

Mo global attribute filter. Change Use base AD list

Simple View P Mico ok Cancel

Click on “Add Rule”

Empty attribute rule
s Sync Profile Editer: Synchronise Cobalt Data from Field to Headquarters >

Profile Mode Source Target Entries Attributes Mapping Glue Checks Output Scheduling Hooks Trace
Keyclass attribute filters: A

For any given entry, the rule with the highest priority number whose keyclass matches the entry's objectclasses will be
used. The default is to pass through all attributes.

Match on any objectclass Change Delete
with priority 0. Change
Allow all attributes. Change
Allow all objectclasses. Change
Add another rule
Global attribute filter:

A global attribute filter, if set, filters the listed attributes from all entries. It is useful for MS Active Directory which returns
operational attributes mixed in with the user attributes.

Mo global attribute filter. Change Use base AD list

Simple View g-F-M}C'D Cancel

Select “Change” next to “Match on any objectclass”

Evaluation Guide: M-Vault Directory Server Evaluation Page 48 of 52



|Isode

Define objectclass

Change key objectclass *

Enter the key objectclass to match on, or leave blank to match all. Use the 'Space’ key
to auto-complete. The field will show a warning colour if the objectclass is not known
to the Isode schema, but it will still be accepted.

| person|

In the “Change key objectclass” pop-up, type "person”
Press “OK”

Next to “Allow all attributes”, click on “Change”

Change context menu
& Sync Profile Editor: Synchronise Cobalt Data from Field to Headquarters x

Profile Mode Source Target Entries Aftributes  Mapping Glue Checks Qutput Scheduling Hooks  Trace
Attribute selection filters:

Apply filters to source, before processing Change
Keyclass attribute filters:

For any given entry, the rule with the highest priority number whose keyclass matches the entry's chjectclasses will be
used. The default is to pass through all attributes,

Match on keyclass person Change Delete
with priority 2. Change
Allow all attributes, Change
Allow all objectclasses, !

Allow all attributes
Add another rule Delete this entry

Delete these attributes
Global attribute filter:
Allow only these attributes
A global attribute filter, if set, tiiters the nsted attnbutes trom all entrnies, it is useful for MS Active Directory which returns
operational attributes mixed in with the user attributes,

Mo global attribute filter. Change Use base AD list

- - D-F-M
Simple View o jco Cancel
. « : ”
Click on “Delete these attributes
. « ” « ”
Click on “Change” next to “(none)
Select attributes
| H 7 Edit Attribute List X
| Profile Mode Source Target Entries Attributes | show: | Selected Subclass | |User|  Oper | All
ALLIDULE SEISLLUTE HILErs:
For objectclass: ‘ person
Apply filters to source, before processing Change [ en / commonhlame
Keyclass attribute filters: [ description
[ objectClass
For any given entry, the rule with the highest pricrity [ seehlso
used. The default is to pass through all attributes. [ sn/ surname
| Match on keyclass person Change Delete iy s
| with priority 2, Change [ userPassword
| Delete these attributes: Change
(nene) Change
Allow all objectclasses. Change
Add another rule
Global attribute filter:
A global attribute filter, if set, filters the listed attribut
operational attributes mixed in with the user attribut
Select/deselect all in set Deselect all outside set
Mo global attribute filter. Change Use base AD list
telephoneNumber ‘ Add
Simple View e Cancel

In the Edit Attribute List screen, select “telephoneNumber”
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Press “OK”

Completed attribute rule
%7 Sync Profile Editor: Synchrenise Cobalt Data from Field to Headquarters X

Profile Mode Source Target Entries Attributes Mapping Glue Checks Output Scheduling Hooks Trace

ALLIDULE SEIRLUGH eers:
A
Apply filters to source, before processing Change
Keyclass attribute filters:

For any given entry, the rule with the highest priority number whose keyclass matches the entry's objectclasses will be
used. The default is to pass through all attributes.

Match on keyclass person Change Delete
with priority 2. Change
Delete these attributes: Change
telephoneNumber Change
Allow all objectclasses. Change
Add another rule
Global attribute filter

A global attribute filter, if set, filters the listed attributes from all entries. It is useful for MS Active Directory which returns
operational attributes mixed in with the user attributes.

Mo global attribute filter. Change Use base AD list

Simple View g-F-M‘C'D Cancel

Press “OK”

Running a Manual Sync
You've now set up a Sync Profile that will:

e Scan all entries below cn=Cobalt Data,o=Isode Applications in the “Field” source
directory.

e  Filter our source directory to exclude the telephoneNumber attribute from the Person
objectclass

e Copy the resulting data into the “Headquarters” target directory starting at cn=Cobalt
Data,o=Headquarters.

Now you need to run the Sync, which we'll do manually.

Switch to the Sync Profile Management screen

Completed sync rule
B Sync Profile Management X

Configured Sync Profiles
[[] Synchronise Cobalt Data from Field to Headquarters Mew...

Copy
Rename...
Delete...
Abort Sync
View Report

Menu...

Server Off ~ Run Sync Close

Select the Sync “Synchronise Cobalt Data from Field to Headquarters”

Press “Run Sync”
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Sync completed

[l

Configured Sync Profiles

[[1 Synchronise Cobalt Data from Field to Headquarters Success (24/0:01) New...
Modify...
L Sync Completed X
ync Complete Copy
\ Sync completed without errors, Rename...
" 24 changes were applied.
Delete...
Abort Sync
View Report
Menu...

Server Off ~ Close

Note that the data was successfully synchronised.

On the HQ server, use Sodium to browse to the object “cn=Jack
Sparrow,cn=Users,cn=field.net,cn=Cobalt Data,o=Headquarters”

Jack Sparrow at headquarters
£ cn=D5A,0=Headquarters / DSA Manager - Sedium - O X
Session Edit Operations X.509 View Help

Browse: Jack Sparro... X

4%, "cn=DSA,o=Headquarters / DSA Manager': LDAP bind to 'HODSASERVERHEADQUARTERS.NET on port 19389 Templateview ~ | o’
v @ World Personal Group Contact Other Address Phote Employee Isode Harrier User Isode M-Box User Isode M-Link User LAJ 4 [+
en=config
v B o=Headquarters Phone I |
v @ cn=Cobalt Data
@ cn=cenfig Fax ‘ e

@ cn=Deleted Users
v @ cn=field.net

v @ cn=Users
[4) cn=Cobalt Admin
§8) cn=Elizabeth Swann Mobile ‘ |+
[£) cn=Jack Sparrow
() cn=Simen Bates Pager [ |[+

@ cn=Groups

@ cn=Users

Home Phone

Note that this copy of the Jack Sparrow object doesn’t contain a telephone number.

Running an Automatic Sync

To run syncs automatically at regular scheduled intervals, you must start the Sync Server. This is a
background process that runs continuously, even over system reboots, and which runs the
scheduled syncs without needing to have the Sodium GUI application running.

Sync schedules can be set up using the “Scheduling” tab in “Advanced” view:
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Scheduling tab

E Sync Profile Editor: Synchronise Cobalt Data from Field to Headquarters X

Profile Mode Source Target Entries Attributes Mapping Glue  Checks Output Scheduling Hooks Trace

The sync passes can be set to run automatically in the background at regular intervals. This requires that Sodium Sync Serveris
running for this user.

Main sync pass scheduling:
[] Schedule at these times:

(daily) 06 00

Schedule at this interval: (between the above times, if also specified)

| 0 | days, | 1 | hours, ‘ 0 | minutes

Simple View B-F-M‘C'D Cancel

Check “Schedule at this interval ...”

Press “OK”

When the Sync Server is not running, scheduled syncs are displayed in the Sync Profile
Management window with an error triangle to warn that the server is not running:

Sync server not connected
7 Sync Profile Management x

Configured Sync Profiles
Synchronise Cobalt Data from Field to Headquarters 'y Sync Server not connected Mew...

Modify...
Copy
Rename...
Delete...
Abort Sync
View Report

Menu...

Server Off ~ Close

For information on setting up the Sync Server, see the Chapter on "Configuring Sodium Sync
Server" in the M-Vault Administration Guide.
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