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Introduction

This guide details the process to create an environment that demonstrates dynamic routing
manipulation by the Icon-Topo services. The guide draws on material in the M-Switch Gateway
Evaluation Guide, the M-Switch User Server Evaluation guide and the Icon-5066 Evaluation
guide. Additional/related products in the Isode product set are :

M-Switch SMTP (SMTP Message Transfer Agent)
M-Box (POP/IMAP Message Store)

M-Switch X.400 (X.400 Message Transfer Agent)
M-Store (X.400 Message Store)

M-Switch MIXER (message gateway providing conversion between X.400 and Internet
email according to the MIXER specifications)

M-Switch Gateway (Email Messaging for low-bandwidth and/or high-latency networks)

M-Switch User Server (Email Messaging with options for low-bandwidth and/or high-
latency networks)

Harrier (web based email client)
Icon-5066 (Stanag 5066 server)
M-Vault (X500 Directory)

Isode products are widely deployed in the Government, Military, Intelligence, Civil Aviation and
EDI markets.

Use of TLS: Due to UK Export Controls we are unable to provide Evaluation
Activations that support TLS to certain geographic regions. This guide is written with
the assumption that the reader is not a member of those regions and by default, we
will provide a product activation that supports TLS. For customers whose region we
have no current export control arrangement, further configuration information may
be required and provided separately.
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Objectives

By the end of this guide you will have:
1. Created a Primary HFAP

2. Created a MU

3. Created a FAREP

4. Created a Second HFAP

5. Configured Icon Topo to provide routing
6. Created a Strategic Node

7. Demonstrated a change of dynamic Routing

You'll use the M-Vault console, MConsole, Topo and Cobalt to configure this. M-Vault console is
Isode's directory configuration tool. Cobalt is Isode’s system configuration tool.
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Environment Overview

The following diagram show the high-level overview of what you will be building.

High Level System Overview

\
\

[ wrapone |

| |

Ve ~ T/

{ \ { \
| STRATEGICNODE | ———————  FAREPONE |
\ J | )
\ . /
. V4 AN N T N -

S~ — ~. . /' \\ S

~_| o
5 HFARTWO [
\ /

~—

By following this guide, a demonstrative environment can be generated including the following
characteristics:

Military and commercial messages may be sent from the Strategic node to the Mobile unit via the
current dynamic route generated by icon-Topo - initially directly as if in port and then via HFAP
ONE or HFAP TWO under Topo control.

Topo configuration may be changed via a server at FAREP ONE.
Topo configuration may additionally be read via a server at MU ONE.

User and configuration information may be generated and modified using a Cobalt server at
HFAP ONE.

Certificates may be generated using a CA at HFAP ONE.
User and configuration information may be read using a Cobalt server at MU ONE.

Strategic Node will have it’s own directory, Harrier instance, and local configuration information
managed by a local Cobalt server.

The M-Vault directories at FAREP ONE, HFAP ONE and HFAP TWO will be configured in a
multimaster configuration.

MU ONE will have it's own M-Vault directory and CA. Topo configuration at MU-ONE will be
synchronized with the multimaster member at FAREP ONE using Sodium Sync with the changes
being distributed via FTBE. (File transfer by email) to MU ONE.
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Using Isode Support

You will be given access to Isode support resources when carrying out your evaluation. Any
queries you have during your evaluation should be sent to support@isode.com. Please note that
access to the Self-Service Portal for web-based ticket submission and tracking is not available to
evaluators.
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Initial Instructions

This guide will draw on the following additional evaluation guides:

Ri9.0 M-Switch Gateway Evaluation Guide
Rig9.0 M-Switch User Server Evaluation Guide
Icon-5066 R3.1 Evaluation Guide

Harrier 4.1 Evaluation Guide

For convenience, passwords are assumed to be “Secreti+”

In Linux environments it is assumed all actions are executed as root

|Isode
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Preparing the Server Environment

The environment will consist of 5 virtual machines.

They will be referred to as:

STRATEGIC ONE
FAREP ONE
HFAP ONE
HFAP TWO

MU ONE

Naming the Servers

|Isode

Configure the machine names and dns suffixes using the data in the following table:

Machine Name DNS Suffix
STRATEGIC-ONE HEADQUARTERS.NET
FAREP-ONE HEADQUARTERS.NET
HFAP-ONE HEADQUARTERS.NET
HFAP-TWO HEADQUARTERS.NET
MU-ONE FIELD.NET

Evaluation Guide: Icon-Topo
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Install the Isode Software
Follow the instructions in the release notes for the appropriate platform for the products.

This guide was generated using these releases. Install the software on each machine according to
the matrix:

Cross Indicates product should | STRATEGIC- | FAREP- HFAP- HFAP- MU-
be installed on that server ONE ONE ONE TWO ONE
MAS 1.1v1 X X X X X
Cobalt 1.5v3 X X X
M-Vault 19.0v21 X X X X X
M-Switch 19.0v21 X X X X X
M-Box 19.0v21 X X
Icon-Topo 2.0v3 X X X X
Icon-5066 3.1v3 X X X
Harrier 4.1vo X X

Remember to install an appropriate java runtime engine before installation (refer to product
release notes for supported versions) and in a Windows environment the visual c++
redistributable package. In a Windows 2025 environment, please also install the “WMIC” optional
feature.

Please use a supported web browser as documented in the product release notes.
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Create HFAP-ONE

Follow the instructions in the “Ri9.0 M-Switch Gateway Evaluation Guide” to create HFAP-ONE.

Start at the top of the guide, work to the bottom of the guide but be aware of these changes.

Install the Isode Software

Additionally install the products:
Icon-Topo 2.0v3

Icon-5066 Icon-5066 3.1v3

Activating the Isode Products

When activating the products in “Reference” type “Rig.0 M-Switch Gateway Evaluation for Icon-
Topo”

When writing to support for a product activation, ask for M-Vault, M-Switch Gateway (Options:
Market type Military, X400 Messaging Protocols, ACP127 Channels, ACP127 Broadcast, ACP142),
Cobalt, Icon-5066 (Options: direct-modem) and Icon-Topo (Options: Update Server), for an Rig.o
M-Switch Gateway Evaluation with Icon-Topo.

Enable the DSA for Multimaster operation

After completing the section “Create the Messaging Configuration”, enable the DSA for
Multimaster operation as follows :

From the Windows Start menu, open “M-Vault console” and provide the password “Secreti+”

M-Vault Console on HFAP ONE
=] M-Vault Console — [m] *
File Help

ﬁ Connect [ Stop dh Create.. v @ Scan v

(@ Directory Servers Shadowing Agreements 2/ Failover (20 Multimaster

Profile Server Hostnamel(s)
Managed Directory Servers
(&) cn=dsa,0=Messaging System / Messaging Admin cn=dsa,o=Messaging System HFAP-ONE.HEADQUARTERS.NET

< >

Abort Automatic scans disabled. Last scan: 10 January 2023 at 09:17:03 GMT

Double Click on the “Managed Directory server”
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HFAP-ONE Directory Configuration

Vault Console

cn=dsa,0=M

File Help

ging System / Messaging Admin -

db Create ~ = Rermnowve (’(_) Refresh

& Configuration Shadow Agreements 5 Databases L Peer DSAs Log Streams  [E] DCSP Services

@ Address Server Addr

Operation

root entry.
ﬁ Superior Knowledge

[¥] sasL Type  Hostname or network address
J s X500  HFAP-ONE.HEADQUARTERS.NET

x.509 LDAP  HFAP-ONE.HEADQUARTERS.NET
&f Password Policy

Shadowing

[ Failover

[F] Multimaster
& HTTP Services
OAuth

Port number

19999
19389

ocsp

@? L The addressies) that the directory server listens on and that it advertises in the
ogging

Add...

Edit...

Remove

Selectors...

Advanced...

(&, Security Labels

\Selactors : (none)
[&, LDAP Changelog

Apply  Cancel

Abort 4', Session is bound for "cn=dsa,0=Messaging System". Last data refresh: 16 January 2025 at 10:22:01 GMT

From the “Create” menu Select “Multimaster Configuration”

Choose Multimaster Configuration Option

E|] cn=dsa,0=Messaging System / Messaging Admin - M-Vault Console
File Help

gk Create ¥ = Remove (") Refresh

Supplier Agreement

Consumer Agreement

ts = Databases % Peer DSAs Log Streams OCSP Services

Addi
Failover Configuration ddress(es) that the directery server listens on and that it advertises in the
Failover Mirro ntry.
Hostname or network address Port nurnber Add...
) HFAP-OMNE.HEADQUARTERS.NET 19999 Edit
*  HFAP-ONEHEADQUARTERS.NET 19389
Database Remove
Peer Configuration
Selectors..
Log Stream
OCSP Service Advanced...
|E] 0Auth
oCsP
& Security Labels [Selectors : (none)
[@ LDAP Changeleg
Apply Cancel

Abaort +', Session is bound for "cn=dsa,o=Messaging System". Last data refresh: 16 January 2025 at 10:22:01 GMT

Give the Configuration a Name and press “Next >”

Name the Multimaster Configuration

=0 o x

Configuration Descrip

Enter a description for the multimaster configuration

The description text is used to identify the multimaster configuration in menitoring and
configuration user interface elements.

Description: | Topo G

< Back Next > Cancel

Press “Finish”

|Isode
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Multimaster configuration created

=11 Multimaster Configuration Created b

I." 0 ".I The multimaster configuration has been created and all existing databases will be
W replicated.

To add a new replica to select the "Create-=Multimaster Replica Server menu item.

Press “OK”
Note that the protocol “MESH” has been added to the HFAP-ONE directory.

MESH Protocol Added to Directory

£] cn=dsa,o=Messaging System / Messaging Admin - M-Vault Console - [m] X
File Help
b Create ~ @) Refresh

% Configuration [} Shadow Agresments = Databases T Peer DSAs Log Streams [ OCSP Services

¢F Operat
o me on The address(es) that the directory server listens on and that it advertises in the
& Logging e
{t Superior Knowledge
[¥] sasL Type  Hostname or network address Port number Add...
O Tis X500 HFAP-ONEHEADQUARTERSNET 15999 Edit
X309 LDAP  HFAP-ONEHEADQUARTERSNET 19389
f Password Palicy MESH  HFAP-ONEHEADQUARTERS.NET 20000 Remove
Shadowing
Failover Selectors...
Multimaster
@ HTTP Services Advanced..
OAuth
ocsp
(& Security Labels Selectors : (none)
[E LDAP Changelog

Apply | Cancel

Abort 11| Sessien is bound for “cn=dsa,o=Messaging System”. Last data refresh: 16 January 2025 at 10:27:42 GMT

Close M-Vault Console

Continue through the gateway evaluation guide but stop after completing the section “Modify

the MTA Name for P1 Connections”

Start following the gateway evaluation guide from the section

“Configure the ACP127 Channel”

BUT ...

Do not follow the section “Configure the External ACP127 Station”
Do not follow the section “Configure the External ACP142 MTAs”

Do not follow the section “Configure the External ACP142/mule MTA”

When enabling services in the section “Complete the Service Configuration” leave the “Isode

M-Switch ACP127 Server” disabled.
Do not follow the section “Configure the Routing Nexus”
Do not follow the section “Configure the Routing”

Do not follow the section “Test Message Routing”
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Create FAREP-ONE

We will use the “Rig.0 M-Switch Gateway Evaluation Guide” as a template to create FAREP-ONE.

Start at the top of the guide, work to the bottom of the guide but be aware of these changes.

Naming the Server

Make the machine name “FAREP-ONE”

Install the Isode Software
Additionally install the product :

Icon-Topo 2.0v3

Activating the Isode Products
When activating the products in “Reference” type “Rig.0 M-Switch Gateway Evaluation for Icon-
Topo”

When writing to support for a Product activation, ask for M-Vault, M-Switch Gateway (Options:
Market type Military, X400 Messaging Protocols, FTBE), Sodium Sync and Topo (Options:
Configuration Server, Update Server) for an “Rig.0 M-Switch Gateway Evaluation with Icon-
Topo”.

Ignore the section “Encrypt the Bind Profile”

Create the DSA

In a topo environment, the farep and hfap’s share the same directory database via the method of
using a Multimaster dsa. The initial population of the directory is on HFAP-ONE. Subsequent
servers in this guide will be multimastered alongside that dsa. So ignore the sections “Encrypt the
Bind Profile” and “Create DSA” in the Gateway evaluation guide and substitute with the following:

From the Windows start menu open “M-Vault Console”

Encrypt the Bind Profile

Confirm Encryption *

N This operation encrypts sensitive data in the bind profile file, which means that the
¥ bind profile can be used to store passwords (for simple authentication), and
passphrases (for X.509 identities).

Once the data is encrypted, you will be prompted to enter your passphrase whenever
an application needs to decrypt data in the profile file; failing to enter the correct
passphrase means you will not be able to use any saved bind profiles. Note that once
you have encrypted the data, you cannot subsequently choose to decrypt it.

Do you really want to encrypt your bind profile file?

Yes No

Click “Yes”.

Enter and verify the password “Secreti+”
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Enter a Passphrase for the Bind Profile

[ Enter Profile passphrase

Please enter a Profile passphrase. This will be used to encrypt all of the passwords,
and means that you will be prompted for this passphrase from now on whenever you
run Sodium, M-Vault Conscle, MConscle or M-Link Conscle.

Passphrase: | [IYTTITT

Verify Passphrase: | sssssnns

Click “OK”.

Bind Profile encryption confirmation

Bind profile file encrypted

The bind profile file has been encrypted

o]

Click “OK” and you will be presented with the M-Console “Welcome” screen.

On the following Warning:

No managed DSA’s configured

=i] Mo Managed DSAs Configured

\ You currently do not have any managed D5As configured.

You can use the "Create” option to create a new DSA, or to create a bind profile for an
existing DSA.

Click “OK”
You will be presented with the following GUI

Empty M-Vault console
=7 M-Vault Console
File Help
dh Create.. v Q Scan v

Directory Servers  Shadowing Agreements  Failover Multimaster

Profile Server Hostname(s)

Abort

Evaluation Guide: Icon-Topo Page 15 of 115



|Isode

Select “Create” and then from the menu presented “New Bind Profile”

M-Vault Console New Bind Profile

E{] M-Vault Console

- O x
File Help
ok Creste.. v Q@ Scan =
Directory Servers  Shadowing Ag Directary Server
| Shadow Directory Server
Profile : Hostname(s)
Multimaster Replica Server
New Bind Profile
< >
Abort

On “Bind Profile Type” press “Next >”

Bind Profile Type

=11 Bind Profile Details

Bind profile type
Select the type of DSA that this profile is for

(®) Managed server
Managed servers are servers that can be configured in M-Vault Console. User credentials which
confer suitable permissions are required.
O Known server
Known servers are only communicated with at the system level, i.e. for chaining or for shadowing.
Thus no client authentication information is required.

DSA Directory Path

Path to the Directory Server's database (DSA folder)

Change..

<Back Finish Cancel

On “Directory Server Address”

Directory Server Address

=7] Bind Profile Details

o X
Directory Server Address

Use this page to specify the display name and address of the Directory

Server

Address: LDAP ~ Hostname: | HFAP-ONE.HEADQUARTERS.NET | Port: [ 19388 |
Display Name : | HFAP-ONE. HEADQUARTERS NET

[ cn=dsa,0=Messaging System |

DSADN:

Connection made to the Directory Server

< Back Next » Cancel
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Select “LDAP” from the “Address” dropdown.
In “Hostname” type “HFAP-ONE.HEADQUARTERS.NET”

Press “Next >”

Select Bind Profile Authentication type

=1} Bind Profile Details ] ®
Authentication Type

Choose an authentication type for binding to the directory server

Type Description

O Anonymous A simple bind allows authentication with the D5A using 3 DN and an

@ Simple optional password.

St

Ostrong The permissions granted to read or write entries depend on the directory's

OsaAsLiD cenfiguration for the bind-DN.

() Kerberos

< Back Finish Cancel

On “Authentication Type” select “Simple” and Press “Next >”

The “Simple Bind” dialogue will be presented

Simple Bind Dialogue

=11 Bind Profile Details

Simple Bind

Bind to a directory server using password based authentication

Bind DN : | | pick...

Password :

\
\
Verify Password : ‘ |

Leave the password blank to be prompted for it en connection, or for a "name only” bind.

[ start TLS
Identity (optional)

<none> View |Clear |Select..

< Back Next = Finish Cancel

”

Press “Pick” and browse to “cn=Messaging Admin,cn=Users,0=Messaging System’
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Pick Bind DN

=1] Pick an entry to use for the bind DN x

v <World>
v o=Messaging System
cn=Address Book
cn=Cobalt Data
cn=Deleted Users
cn=Groups
cn=HFAP-ONE CA
v cn=Users
cn=lsode Application Server
cn=Messaging Admin
cn=White Pages
o=Messaging Switches

Selection

Press “OK”
In “Password” and “Verify Password” type “Secreti+”

Provide Bind Password
E7] Bind Profile Details a e

Simple Bind

Bind to a directory server using password based authentication

Bind DN : [ en=Messaging Admin, cn=Users,o=Messaging System || pick...

Password : [esesenee |

Verify Password : | ssssssss| |

Leave the password blank te be prompted for it on connection, or for a "name only” bind.

[ start TLS
Identity (optional)

<none> View | | Clear | Select..

The identity to be used if the LDAP server requests a client certificate when perfarming TLS
negotiation,

Mote that this identity will not be used for LDAR authentication: to authenticate using a
certificate, you must configure a "Strong” bind,

<Back Next > Cancel

Press “Finish”
An Active Bind Profile to HFAP-ONE should be shown in M-Vault Console

Bind Profile Successfully Created
7] M-Vault Console
File Help

{) Connect [» Start [ Stop ob Create.. v Q@ Scan =

(@ Directory Servers  Shadowing Agreements (3 Failover @ Multimaster

Profile Server Hostname(s)

Managed Directory Servers

‘@HFAPVQNE‘HEADQUARTERS‘NEF cn=dsa,o=Messaging System  HFAP-ONE.HEADQUARTERS.NET

Abort Automatic scans disabled. Last scan: 20 January 2025 at 13:01:41 GMT

Select “Create” and then from the dropdown menu “Multimaster Replica Server”
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M-Vault console create menu
£{] M-Vault Console

- m] X

File Help
(j Connect dh Create.. - C\ Scan v
@ Directory Servers  Shadowing Directory Server =
T — Shadow Directory Server

Profile Hostname(s)

Multimaster Replica Server
Managed Directory Servers

(% HFAP-ONE.HEADQUARTERS.| New Bind Profile saging System HFAP-ONE.HEADQUARTERS. NET

< >

Abort Automatic scans disabled. Last scan: 13 January 2023 at 15:51:25 GMT

You will be presented with this dialogue:

Provide DSA Name

Zi] Create Multimaster Replica

DSA Name

Specify a name for the new Directory Server

DSA DM: This identifies the D5A when working with several DSAs. It must be unique within the
group of DSAs that you plan to interact with using M-Vault Console. This is simply a name used
for the purposes of identification and does not refer to a real entry.

Please change the name below to a suitable unique DSA name.

|cn=dsa, M i SyslemJ

< Back Mext > Finish Cancel

Change “cn=dsa” to” cn=dsa-farep-one”

Define new DSA Name

Ei] Create Multimaster Replica

DSA Name

Specify @ name for the new Directory Server

DSA DM: This identifies the DSA when working with several DSAs. ft must be unique within the
group of DSAs that you plan to interact with using M-Vault Console. This is simply a name used
for the purposes of identification and does not refer to a real entry.

Please change the name below to a suitable unique DSA name.

cn=dsa-farep-one 0= Messaging System|

<k i Conce

Press "Next >”
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Authentication Configuration

=[] Create Multimaster Replica

Authentication configuration

Review authentication for the new Directory Server

A new bind profile will be configured for the Directory Server which will use the same
authentication as the supplier or master DSA.

Manager. ¢

ging Admin,cn=Users, ging System

Password: | ses.

[show

Copy password to clipboard | | Save password to file
[JRecord user authentication times (authTimestamps)

< Back

Finish Cancel

On “Authentication configuration” press “Next >”

Name Bind Profile
=[] Create Multimaster Replica
Bind Profile Names and Filesystem Location

Use the suggested values, or enter your own

Management bind profile name: Used to manage the DSA in M-Vault Console
FAREP-ONE.HEADQUARTERS.NET

The folder which will contain the directory server's database and configuration (this folder will be
created in order to initialize the DSA):

Cilsode\d3-db| Browse

« Back MNext > Finish Cancel

Change “Management Bind Profile Name” to “FAREP-ONE.HEADQUARTERS.NET”
Press “Next >”

DSA Hostname

=[] Create Multimaster Replica

Address Configuration

Enter the server hostname / IP address and ports to listen on

Hostname: | FAREP-ONEHEADQUARTERS‘NET‘

Enable:
MLDAP [ADAP - MESH

Port numbers:
O Standards, no messaging: 389 / 102 / 20000
O Standards with messaging: 389 / 13399 / 20000
@® Isode default: 19382 / 19999 £ 20000
O Alternate 2: 29329 / 29999 / 30000
O Alternate 3: 39389 / 39999 / 40000
O Alternate 4 49389 / 49999 / 50000
() Alternate 5: 59389 / 59999 / 60000

Advanced Editor Recheck Ports.

< Back Finish Cancel

In “Hostname” type “FAREP-ONE.HEADQUARTERS.NET”

Press “Next >”
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Confirm Details
£} Create Multimaster Replica
Confirm Details

Check the details below before creating the DSA

DSA address:

Host FAREP-OME.HEADQUARTERS.NET, X.500 on port 19999, LDAP on port 19389, MESH on port 20000
DSA name:

cn=dsa-farep-one, 0=Messaging System
Bind profile name:

cn=dsa-farep-one, o=Messaging System / Messaging Admin
Security settings:

Password hashing and SASL security settings will be copied from the source multimaster directory
SEMVEr.

< Back Next > Cancel
On “Confirm Details” press “Finish”

Replica created

Ef M-Vaul ole (]
File Help
cl Connect [ Stop ok Create.. v Q Scan v

@ Directory Servers Shadowing Agreements 2/ Failover /&, Multimaster

Profile Server Hostnamel(s)
Managed Directory Servers
(8 FAREP-ONEHEADQUARTERS.NET

cn=dsa-farep-one,o=Messag...
(& HFAP-ONE.HEADQUARTERS.MET

FAREP-ONEHEADQUARTERS.NET
cn=dsa,0=Messaging System

HFAP-ONE.HEADQUARTERS.MET

=[] Directory Server Created Successfully

. The multimaster replica server has been created and started successfully.

Abort

On “Directory Server Created Successfully” press “OK”

Two directories available

=11 M-Vault Console

- m} X

File Help
ﬂj Connect [ Stop ok Create.. = @ Scan =

@ Directory Servers Shadowing Agreements (20 Failover /& Multimaster

Profile Server Hostname(s)

Managed Directory Servers

(& FAREP-ONEHEADQUARTER. NET cn=dsa-farep-one o=Messaging .. FAREP-ONE.HEADQUARTERS.NET
(& HFAP-ONE.HEADQUARTERS.NET cn=dsa,o=Messaging System HFAP-ONE.HEADCUARTERS.MET
< >

Abort | Autematic scans disabled. Last scan: 4 May 2023 at 18:12:52 BST

That completes the configuration of the FARE-ONE dsa.
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Create the Messaging Configuration

Follow this section rather than the section with the same name in the Gateway Evaluation guide.
From the windows start menu select “MConsole” and provide the Bind Profile password.

Mconsole welcome view

5 MConsole (Welcome to Message Console)

o X

Fle Window View Help
30 Welcome to Message Console X

Welcome to Message Console

thenyou e s computer

The Messaging Configurationis held na Dirctory Server (052)

It up DS and 2 comp ging compute, choose the “Creste  new DSA and Messaging Confguration.* option.

1 you wish o crete a Messaging Configuraton uing a DSA which s alreadyfuning on another computerchoose the“Create a new Messaging Configuratio..~ option

The otheroptions cisting Messaging Configurtions,and can

%& Creste s new DSA and Messaging Configuration... =) cresteanew Messaging Conigurtin.

7 | onnectto an existing Mesaging Configuration.. (7 Ovenyour et Mesaging Contguration amy

[ vorior istingMessage ichs Morior xsting XD Misag Stres

% Track messages S5} st quaratined messages

[ | mckmesase scinetoemens 7 run simple sragns

“ 1 | Monitorevnt logs ) | sackup s Messaging Conigution

© Hep

Select “Create a New Messaging Configuration ...”

Select Local Bind Profile

[Z] Bind Profile Management

Configured Binds (encrypted)

FAREP-OME.HEADQUARTER.NET N
HFAP-ONE HEADQUARTERS.NET

Medify...
Copy
Rename...
Delete

Passphrase...

Certificates...

Ensure the bind profile for “FAREP-ONE.HEADQUARTERS.NET” is selected

Press “Connect”

A summary of options activated in the product will be provided.

Product activation summary
[C]] Create a new MHS configuration

Product Activation

The Product Activation information on this system is shown here,

Product Activation information: M-Switch is activated, Product is "M-Switch MIXER"

Activated subfeatures are: TLS, %400, smtp, military, ftbe

The remainder of this Messaging Configuration wizard will create a configuration appropriate for
M-Switch MIXER

If this is incorrect, contact support@isode.com for a suitable Product Activation Key

FEinish Cancel

Press “Next >”
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Name the Messaging Configuration

[Z]] Create a new MHS configuration o %

Set the Messaging Configuration Base DN

Select the entry under which a Messaging Configuration entry will be
created

v o=Messaging System
en=Address Book
cn=Cobalt Data
cn=Deleted Users
<n=Groups
cn=HFAP-ONE CA

~  o=Messaging Switches

4| cn=Messaging Configuration HFAP-ONE
cn=Users
cn=White Pages

If you provide an organization name, an entry for the organization name provided will be
created automatically under the entry you select.

[ Create organization name

Messaging configuration name

essaging Configuration FAREP-ONE]

Base DN: o=Messaging Switches,0=Messaging System
MHS DN: cn=Messaging Confiquration FAREP-ONE, 0=Messaging Switches,o=Messaging System

< Back Finish Cancel

Browse to and Select “Messaging Switches”
Ensure the “Messaging Configuration Name is” “Messaging Configuration FAREP-ONE”
Press “Next >”

Continue with the rest of the section in “Create the messaging configuration” in the gateway
evaluation guide from the bitmap “Provide hostname”

BUT ...
- On “Provide Hostname” enter “FAREP-ONE.HEADQUARTERS.NET”

- On “smtp channel specific settings” make the “email address domain” “farep-
one.headquarters.net”

- On “Selected SASL ID” ensure that the selected ID is exactly the same -
“messaging.admin@hfap-one.headquarters.net”.

- On “X400 Configuration” make the X400 Address Profile “C=GB/ADMD=FAREP-
ONE/PRMD=S4406/"

Follow “Configure Switch Operations View” without modification.

Follow “Modify the MTA Name for P1 Connections”

BUT ...
- Change the “MTA Name” to “FAREP-ONE
- Change the “Request MTA Name” to “FAREP-ONE”
- Change “Response MTA Name” to “FAREP-ONE”

Follow “Configure External Connections to Headquarters.net”

BUT ...
- Enter the “Directory Name” as “STRATEGIC-ONE”

- In “Destination” type “strategic-one.headquarters.net”.

Then add an X400 connection to STRATEGIC ONE.
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This ensures that Military messages will be transported from MU-ONE to STRATEGIC-ONE using
X400.

Right Click on “External Message Transfer Agents”

Configure the External MTA

| Address Conversion Tables
Routing Trees
Message Transfer Agents
|| External Me
[=] STRATEG
K400 Message Stores
Internet Message Stores

Mew External MTA...

Select “New External MTA...”

Configure the External MTA type
[C] Create a new MTA o X
MTA type

Select the type of MTA you want to create

External MTA (Non Isode MTA, or non tafloring MTA)
QsmrP

@ X400

O SMTP and X400

O ACP 127 Station

(O ACP 142 (STANAG 4406 Annex E or MULE)

O cFIP

QsLep

(O %400 Gateway (using the Isode or Open Group Gateway API)
O %400 P1 File Gateway

(O X400 P1 over HTTP Gateway

<ok S Gancel

Select “X400”

Click “Next>".

Name the External MTA
[] Create a new MTA m} x

MTA Naming

MTAs can be named in a number of different ways, depending on the
context,

The MTA Mame, to be used in protocels (like X.400 P1 binds)
MTA name in protecel | STRATEGIC-ONE

The host name or IP address of the system on which the MTA will run

Fully Qualified Hostname | strategic-one.headquarters.ne

The lecal Directory Name in this configuration (defaults to MTA Name)
Directory Name | STRATEGIC-ONE X400 |

Optional local description for the new MTA

Description | |

< Back Finish Cancel

Enter the “MTA name in protocol” as “STRATEGIC-ONE”
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In “Fully Qualified Hostname” type “strategic-one.headquarters.net”.
In “Directory Name” type “STRATEGIC-ONE X400”

Click “Next >”

Default routing tree for this MTA

[ Create  new MTA o x

Default Routing Tree for this MTA

Routing will be setup for the O/R Address Prefix selected, and the
default Internet domain selected earlier.

Choose a Routing Tree or Address Conversion Table, Use the tree navigation tool to select a partial
or complete O/R address, and then modify this value if necessary via the Edit button

cn=Main Routing Tree,c @ FAREP-ONE. Switches,o=M v
~ Main Routing Tree
v C=GB
ADMD=FAREP-ONE

net
Selected O/R Address

O/R Address [ /C=GE/ ]

< Back Mext > Finish Cancel

Select “C=GB” in the “Default Routing Tree for this MTA”

Press “Edit”

X400 Route to HEADQUARTERS
[2] o/R Address Editor x

MName Form | Partial

Country Name | GB | Administrative Domain | HEADQUARTERS [space

Private Domain | 54406 | Organization | | |

Organizational Unit #1 l:l COrganizational Unit #2 | |
Organizational Unit #3 l:l Organizational Unit #4 | |

Surname| | Initials| |

Given Mame Generation Qualifier
| | | |

Common Name | |

X121 Address | |

Terminal 1D | |

Domain-defined type| | = | | -

Clear Cancel

In “Administrative Domain” type “HEADQUARTERS”
In “Private Domain” type “S4406”
Press “OK”

Evaluation Guide: Icon-Topo Page 25 of 115



Default route selected
D Create a new MTA

Default Routing Tree for this MTA

Routing will be setup for the O/R Address Prefix selected, and the
default Internet domain selected earlier.

Choose a Routing Tree or Address Conversion Table. Use the tree navigation tool to select a partial

or complete O/R address, and then medify this value if necessary via the Edit button.

cn=Main Routing Tree,cn=Messaging Configuration FAREP-ONE, o=Messaging Switches,o=M

~ Main Routing Tree
C=GB
net
Selected O/R Address
O/R Address | /PRMD=54406/ADMD=HEADQUARTERS/C=GB/ | Edit
< Back Mext = Cancel
. « . . ”
Click “Finish

Select the node “headquarters” in the routing tree.

Right click.

Add node

| Address Conversion Tables

w || Routing Trees
v & Main Routing Tree
C=GB
v (§ net
{y heac—-~——

| Message Tran Add node
| External Mess Delete...
| X.400 Messag Check Routing...
| Internet Messaye swures
| 55066 Servers
Select “Add node”

Add smtp route node to field

| Address Conversion Tables

v || Routing Trees MTA Info
~ @ Main Routing Tree
=GB MTA Group
w G net
(¥ headquarters
2 Createa Routing Tree node X

Enter a value for the new Domain Component Name node

Domain Component Name | mmhg|

In “Create a Routing tree node” type “mmbhs”.

Press “OK”

|Isode
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Associate Remote MTA With Node

‘Address Conversion Tables ® Edit MTA Info x
] Routing Trees

~ @ Main Routing Tree

By edifing the MTA information for this routing tres node, you can set the routing for the selected O/R hierarchy

£i8 C=GB The DN configured in the MTAInfo is the DN of an MTA
v (9 net ) ~
v @ headquarters Routing for this node
(® farep-one
® mmbe Select the MTA that is going handle this node
Message Transfer Agents cn=STRATEGIC-ONE w
External Message Transfer Agents
X400 Message Stores
Dealing with multiple MTAs for a single nod
Internet Message Stores IR R
55066 Servers MTA Weights affect the routing algorithm: if multiple MTAs are present in a node,

lower weighted MTAs are preferred.
Channel Information

In case that it's possible to contact the remote MTA using mre than ane channel,
you can select the first one to be used by adding it to the table with  lower weight

AE title Weight = Add
Remove
Edit

In “MTA Group” press “Add”

In the dropdown select “cn=STRATEGIC-ONE”
Press “OK”

Press “Apply”

Follow the last few steps again to associate the node “headquarters” with the MTA
“cn=STRATEGIC-ONE”.

Do not implement any further steps in the gateway evaluation guide beyond this point.

Enable DNS Lookup for Internet Email

This allows the FAREP to route external smtp email.

In “Mconsole” select the local switch object (FAREP-ONE.HEADQUARTERS.NET)
Choose “Lookup” tab.

Initial lookup tab

"% Welcome to Message Console Switch Configuration Management Switch Operations

Address Conversion Tables

Routing Trees SASL Bind Password | #eesesee
v Message Transfer Agents

w | ] FAREP-ONE.HEADQUARTERS.NET
Channels Use TLs [
Tables

(¥ Routing Nexus
Directory Profiles Use Config DSA for Users User DSA LDAP Details

Logs
External Message Transfer Agents
XADD Message Stores Account Authentication Model
Internet Message Stores
$5066 Servers SASL Authentication Mechanism used by SMTP and SOM | SCRAM-5HA-1 ~
ACP127 53066 Access Points
Fab Guard Servers Default Routing policies for the MTA
CFTP 55066 Access Points
SLEP 53066 Access Points Lookup policies | (ds) Edit

To the right of “Lookup Policies” press “Edit”
Press “Add”

In “Select Policy type” in dropdown select “dns”
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Add DNS Routing Lookup
o -

@ o @
! ~
a
Move D it |
[T New lookup policy item X
et ]
"

Press “OK”
On “Default Lookup Policy” press “OK”
This will result in the following routing policy:

New Default Routing Policy

Default Routing policies for the MTA

Lookup policies | (ds) § (dns) |

Subaddressing

Recipient Delimiter (use '+' for Sieve) ‘ ‘

v

Apply | | Cancel

Press “Apply”

Allow SMTP Relay

By default, M-Switch is configured with an authorization rule that will block relay of smtp
messages. To allow internet messages to flow from STRATEGIC-ONE through FAREP-ONE to
MU-ONE, that rule should be disabled as follows:

On the switch “FAREP-ONE.HEADQUARTERS.NET” choose the “Authorization” tab.

Authorization tab

Address Conversion Tables x
Routing Trees Main  Delivery Routing Lookup Authorization QueueManager Security Advanced Alertd

v (7] Message Transfer Agents

Rules ™. () Groups
7| FAREP-ONEHEADQUARTERS.NET

External Message Transfer Agents Type:  block
X400 Message Stores Filter:  (&(inchan=smtp-external)(outchan=smtp-external) {outmtal:localhosts])
Internet Message Stores State: Enabled
55066 Servers
Type Prioity  State Description
Inchan=smtp-internal 0 Enzbled  Local SMTP
block Enzbled  Stop relay

0
archive 0 Enabled Archive all inbound messages
0

archive=out Enabled Enable Qutbound Archive

Select the rule “Stop Relay”

Press “Edit”
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Disable rule

2 Edit MTA Rule

Enter the infermation necessary to build a new MTA authorization rule

Description | Stop relay

Type Block v

Filter [ (Bulinchan= smip-external)(outchan=smtp-external)(outmtatiocalhosts)

|| # Edit

Disable Rule

If two rules are triggered, the higher priority rule will take precedence

Check “Disable Rule”
Press “OK”
Press “Apply”

Configure Icon Topo Server

Create the Topo Database

Cancel

|Isode

Open “Sodium” from the “Windows Start menu” and provide the bind profile password.

Connect to FAREP-ONE dsa

% Bind Profile Management O X

Configured Binds (encrypted)

FAREP-ONE.HEADQUARTER.NET
HFAP-OME.HEADCUARTERS.NET

New...
Modify...
Copy
Rename...
Delete

Passphrase...

Certificates...

Connect to the local DSA on FAREP-ONE

In the left-hand pane, browse to and select the object “o=Messaging System”
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Add a New Object

. FAREP-ONEHEADQUARTER.NET - Sodium - m] X
Session Edit Operations X309 View Help

Browse: Messaging 5. =

"”, "FAREP-OME,HEADQUARTER.NET": LDAP bind to 'FAREP-ONE.HEADQUARTERS.NET on por | Template view | | of®

v @ World Organization  Address
en=config
o=Mess: ¥ ization M M ing Syst:
8 ¢ E— ganization Mare | essaging System | +
Search... .
scription | | £
Compare...
Copynty = Also | | Pick | | +
Rename
Add below... one | [+
Delete
¢ [ ||+
Refresh
Bulk tools >
Add another...| | Clone... | | Object classes... Apply | Cancel

Abort  Viewing: o=Messaging System

Right click and from the context menu choose “Add Below...”

Select Organization template

7 Add entry under: 0=Messaging System o X

Select template to add
Choose the template suitable for the entry you wish to add

8 Persen -
B3 Group of Names

s Organizational Role

% Organizational Unit

& OCrganization

§> City/Locality

%4 Country

@ Domain Component

Domain defined user
Access Control User

[E)

& External MTA

@ Container

@ Extensible Object

9. Isode Intemet File Transfer By Email User

7. lsode Intemet File Transfer By Email Peer

(%] MHS Distribution List
(5] Internet Distribution List v

< Back Finish Cancel

Select the template “Organisation” and Press “Next >”

On “Select optional parts”, leave the defaults and Press “Next >”

Provide Organization Name

£ Add entry under: o=Messaging System o X

Enter RDN
Enter the RDN value for the new entry

Organization Name [ opel

<Back Next > Cancel

”

In “Organisation Name” enter “Topo’
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Press “Finish”

Press “Add”

The organization “Topo” will be added:

Add Topo DB Object

Session

Edit

Operations

Browse: Topo, Messa.. X

~ @ World
en=config
v £ o=Messaging System
@ cn=Address Book

Organization  Address

Organization Name

@ cn=Groups Description
@ cn=Users
en=\White Pages See Also
& o=Messaging Switches
& o=Topo
Phone
Fax

Add another... | | Clone...

Abort Viewing: o=Tapo,0=Messaging System

Object <!

“FAREP-ONE.HEADQUARTER.NET": LDAP bind to 'FAREP-ONE.HEADQU,

|Isode

7 Add entry under o=Topo,0=Messaging System

Select template to add

Choose the template suitable for the entry you wish to add

4% ACP Organization ACP 127

ACP Tenant ACP 127

IS NIS Posix Group

= NIS 1P Service

@ NIS IP Protocal

& NIS ONC RPC binding

T NIS Network

T NIS Netgroup

@ NIS Map

% NIS Map Object

@A lcon-Topo Map

{1 Icon-Topo Root Entry
Icon-Topo Structuring Entry

@ lcon-Topo Entity Info
Icon-Topo DB Entry
Example pre-initialised form: Person for Accounts
Example pre-initialised form: Person for Sales
OAuth Client
OAuth2 Config

OAuth2 Service

< Back

Finish

o X
~
¥

Cancel

Repeat the above steps to create an object “Topo DB” of object Class “Icon-Topo Root Entry”
under the object “0=Topo,0=Messaging system”

TopoDB object added

7 FAREP-ONEHEADQUARTER.NET - Sodium
Session Edit Operations X503 View Help

Browse: Topo DB, To... X

en=White Pages
B o=Messaging Switches
v & o=Topo
|1 topoDBName=Topo DB

Schema Version

Update Times

Last Status Update Time

Current Locker

Super Users

Admin Users

Operator Users

Add another... | Clone...

Abort Viewing: topoDBNames=Topo DB, o0=Topo,0=Messaging System

Configure the Topo Service

Template view ~ | o

", "FAREP-ONE HEADQUARTER.NET': LDAP bind to 'FAREP-ONE.HEADQUARTERS.NET on port 19389
v @ World Tepe Roct Data
en=config
v 5 o=Messaging System DB Name
@ cn=Address Book
@ cn=Groups Freeze Time
@ cn=Users

[ Topo DB | -
[ |
[ |
[ || Clear | | Edit.. | |+
[ || Clear  Edit..
[
[ | [ pie] [+
[ | [ pick] |+
[ | [ pie] [+
Object classes... Apply | Cancel

In the folder “C:\Isode\etc\topo” create the file “topoboot.xml”

Using a text editor, populate it with the following text:
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Topoboot.xml contents

<topoboot>

<db-dsa>

<ldaphost>ldap://localhost:19389/</ldaphost>
<root>topoDBName=Topo DB,o=Topo,0=Messaging System</root>
<userdn>cn=Messaging Admin,cn=Users,0=Messaging System</userdn>
<password servpass:encrypt="true">Secret1+</password>
<saslmech>SCRAM-SHA-1</saslmech>

</db-dsa>

</topoboot>

From a windows command prompt run

“C:\Program Files\Isode\topo\bin\toposendop” -e “C:\Program
Files\Isode\topo\share\topo\schema-update.json”

Create Initial Topo Database
EX Administrator: C\Windows\system32\emd exe - O X

Administrator>_

Ensure a “Success” result was received.

” «

Use the “Isode Service Configuration Tool” to change the “Icon-Topo Configuration Service” “start

type” to “Automatic”

Start the “Icon-Topo Configuration Service”
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Populate Topo Database

Open a browser and navigate to “https://localhost:17000”

|Isode

The browser will provide a security warning. Choose an option to override the warning.

Log in to Topo
& G @ Notsecure | htps//localhost170.. £ 17 m 1=

Icon-Topo Login

Username:
messaging. admin@nfap-one. headquarters
Password:

| Secret1+ = ‘ @

——

Enter username “messaging.admin@hfap-one.headquarters.net”
Enter password “Secreti+”

Press “Login”

Bootstrap System Administrator

Bootstrap System Administrator

No system administrators have been created yet. AS the first logged in User you have been
granted temporary system administrator privileges.

You may make yourself a system administrator now by clicking the Bootstrap button
below. Or continue with temporary access by clicking cancel.

anoabl Cancel

Press “Bootstrap”

In the left-hand pane, select “FAREPs”

Empty Farep Configuration

-3 Icon Topo e

% FAREPs

FAREPs (Fixed Application Routing Entry Points)

‘Add FAREP

Name 4 Hostname Last Update

% HFAPs

5 HF Networks

& Mobile Units

10 Scheduled Updates

Map

£ Database Admin

Press “Add FAREP”
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Farep One Configuration

B
con Topo T AR e T

Name

&
i FAREPs Name of this FAREP

i HFAPs FAREP ONE
& HF Networks

Hostname
& Mobile Units Hostname of this FAREP

I Scheduled Updates farep-one headquarters.net

@ Map
Email Domain

The domain used for SMTP based email services.
£ Database Admin

farep-one headquarters.net

MMHS Domain
The domain used for MMHS formal military messaging

mmhs.farep-one.neadquarters.net

X.400 O/R Address Prefix
This is needed to support STANAG 4406 Protocols.

/PRMD=54406/ADMD=FAREP-ONE/C=GB/

Mandatory Protocols
These Protocols are automatically supported

Provide the following information:

Name: FAREP ONE

Hostname: farep-one.headquarters.net

Email Domain: farep-one.headquarters.net

MMHS Domain: mmhs.farep-one.headquarters.net

X.400 O/R Address Prefix: /PRMD=S4406/ADMD=FAREP-ONE/C=GB/

Press “Submit”

You should receive a Green “Success” pop up.
Select “FAREPs”

FAREP ONE has been created

Farep One Created

5. FAREPs

FAREPSs (Fixed Application Routing Entry Points)

R
Add FAREP
ita HF Networks
Name *  Hostname Last Update
4 Mobile Units FAREP ONE % farep-one. headquarters.net 2023-02-02 17:18:50

Scheduled Updates

Select “HF Networks” in the left-hand pane.
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Press “Add HF Network”

Add HF Network
Add HF Network
Administrators may add a new HF Network using this page

Name
Enter the name of this HF Network

‘ HF-NETWORK-ONE ‘

Description
Enter a description for this HF Network

Network One| ‘

Owning HFAP
Select an initial owner HFAP for this HF Network

=3

Provide the following information:

Name: HF-NETWORK-ONE

Description: Network One
Press “Submit”

You will be shown a green “Success” pop up.

Select “HF Networks”

HF Network Created

HF Networks

Add HF Network

Name s Description Owning HFAP

HE-NETWORK-ONE » Network One None Specified

HF-NETWORK-ONE has been created.

Press “HFAPs” in the Left Hand Pane
Press “Add HFAP”

Evaluation Guide: Icon-Topo Page 35 of 115



Configure HFAP

Add HFAP

Administrators may add a new HFAP (High Frequency Access Point) using this page

Name
Name of this HFAP

HFAP ONE

STANAG5066 Address
Enter the STANAGS5066 Address

10.50.66.0

Current HF Networks
Changes will be applied when hitting *Submit' or reverted with ‘Cancel

Name Description

HF-NETWORK-ONE Network One x

No More HF Networks are available

Hostname
Enter a valid hostname of this HFAP

hfap-one.headguarters.net

Provide the following information:

Name: HFAP ONE

STANAG5066 Address: 10.50.66.0

Hostname: hfap-one.headquarters.net

Email Domain: hfap-one.headquarters.net

MMHS Domain: mmhs.hfap-one.headquarters.net

X.400 O/R Address Prefix: /PRMD=S4406/ADMD=HFAP-ONE-ONE/C=GB/
In the dropdown for “Add an HF Network” select “HF-NETWORK-ONE”

Press “Submit”

You should be presented with a green “Success” pop up.
Select “HFAPs” in the left-hand pane.
Select “HFAP ONE”

Note a new tab “Position” appears

|Isode
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Modify HFAP Position
HFAP ONE

View or modify details and position

View Details  Position
View / Modify HFAP
Administrators may modify the current HFAR (High Frequency Access Point)

Name
Name of this HFAP

HFAP ONE

Select the “position” tab.

Enter the position Information:

Latitude: 50 degrees, 0.69 minutes North

Longitude: 5 degrees, 0.714 minutes West

Define HFAP Location

View / Modify Higher Frequency Access Point (HFAP)
Location

Higher Frequency Access Point (HFAP) Location data
Name
Name of this Higher Frequency Access Point (HFAP)

HFAP ONE

Latitude
Enter Lalitude degrees, decimal minutes and direction N/S.

Not Defined

ude degrees, decimal minutes and direction EW.

Not Defined

Press “Submit”

You should be presented with a green “Success” pop up.

Repeat the above steps to create the second HFAP using the following data:

Name: HFAP TWO
STANAG5066 Address: 10.50.66.2
HF Network: HF-NETWORK-ONE

Hostname: hfap-two.headquarters.net

Email Domain: hfap-two.headquarters.net
MMHS Domain: mmhs.hfap-two.headquarters.net
X.400 O/R Address Prefix: /PRMD=S4406/ADMD=HFAP-TWO/C=GB/

Latitude: 47 degrees, 0.651 minutes North

|Isode
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Longitude: 52 degrees, 0.753 minutes West

Press “HFAPs” in the left-hand pane.
Two HFAPS should be available:

HPAPs Created

HFAPs (High Frequency Access Points)

)
Add HFAP

Name 2 Hostname Last Update
HFAP ONE > hfap-one. headquarters.net 2023-02-02 18:05:00
HFAPTWQO > hfap-two_headquarters.net 2023-02-03 09:25:35

Select “Map” in the left-hand pane.

Initial map

% FAREPs
% HFAPs
% HF Networks

& Mobile Units

8 Scheduled Updates

Drag the “HFAP Radius” to be 1200 nautical miles.

HPAP Radius 1200 nautical Miles

Select “Mobile Units” in the left-hand pane.
Press “Add MU”
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Add Mobile Unit

Add Mobile Unit (MU)

Administrators may add new mobile units using this page

Name
Name of this Maobile Unit (MUY

MU ONE

Is At Base / SATCOM

Description
Enter a description of this Mobile Unit (MU)

SHIP ONE

STANAGS5066 Address
Enter the STANAGS5066 Address

10.50.66.1

FAREP
Select FAREP

FAREP ONE ¥

Primary HFAP
Select an initial primary HFAP for this MU

In “Name” type “MU ONE”

Check “Is at Base/SATCOM”

In Description type “SHIP ONE”

In STANAG5066 Address type “10.50.66.1"

In “FAREP” select “FAREP ONE” from the dropdown.

In “Primary HFAP” select “HFAP ONE” from the dropdown.
Select the “Associated HFAPs” “HFAP ONE” and “HFAP TWO”
In email domain type “field.net”

In “MMHS Domain” type “mmbhs.field.net”

In “X400 O/R Address Prefix type “/PRMD=S4406/ADMD=FIELD/C=GB”
In “Base address” type “mu-one.field.net”

Press “Submit”

You should be presented with a green “Success” pop up.

Select “Mobile Units” in the left-hand pane.

Note that new MU is populated:
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MU Added
Mobile Units
Name +  Satcom/HF Description Domain Primary HFAP Last Update
MU ONE » Satcom SHIP ONE field net HFAP ONE 2025-01-21 10:47
« ”
Select “MU ONE

Select the “Position” tab.

Set MU position

Required
Course h

Course (in Degrees)

280

Speed Required

Speed (in Knots)

0

Latitude Required

Enter Latitude degrees. decimal minutes and direction N/S

Not Defined

“*

‘ 49 ‘ ‘ 05 ‘ North

Longitude Required

Enter Longitude degrees, decimal minutes and direction E/W

Not Defined

West

-«

‘ 29 ‘ ‘ 0.000 ‘

In “Course” type “280”

In “Speed” type “0”

In “Latitude” type “49 degrees 0.5 Seconds North”
In “Longitude” type “29 degrees o Seconds West”
Press “Submit”

You should be presented with a green “Success” pop up.

Select “Map”
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Note that the MU appears in the map within the arc of both HFAPs

Map With MU
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Modify Freeze Time for Demonstrative Purposes

The time difference between when changes are defined and applied can be changed to 5 minutes
for demonstrative purposes by following these steps.

Select “Database Admin” in the left-hand pane.

Modify freeze time

+3$ Icon Topo el s

&% FAREPs Database Administration

& HFAPs
Config Authorised Users Modify Access Levels

% HF Networks name Topo DB
instance FAREP-
& Mobile Units ONEfisode.topo.config
version 2031
0 Scheduled Updates sche.ma- A
version
default- none
@ Map access
last-status-  2025-01-21T10:22:13Z
= Database Admin update
last-rebase
Freeze Time

Time allowed (minutes) for changes to propagate to all MUs

5

Rebase Interval
Period between rebase operations (in days).

f

= —

Press “Submit”

You should be presented with a green “Success” pop up.
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Configure the Topo Update Service

Ensure “MConsole” is closed.
Stop the “Icon-Topo Configuration Service”
Edit the file C:\Isode\etc\topo\topoboot.xml”

Add the “Update” section so the file looks like this:

TopBoot With Update Service Configuration

<topoboot>

<db-dsa>

<ldaphost>Idap://localhost:19389/</ldaphost>
<root>topoDBName=Topo DB,o=Topo,0=Messaging System</root>
<userdn>cn=Messaging Admin,cn=Users,0=Messaging System</userdn>
<password servpass:encrypt="true">Secret1+</password>
<saslmech>SCRAM-SHA-1</saslmech>

</db-dsa>

<update>

<type>tfarep</type>

<!-- NB this value must match the FAREP name in the Topo configuration -->
<name>FAREP ONE</name>

<switch>

<!-- NB this value must match the MTA DN in mconsole -->
<mtadname>cn=FAREP-ONE.HEADQUARTERS.NET,cn=Messaging Configuration
FAREP-ONE,o=Messaging Switches,0=Messaging System</mtadname>
<ldaphost>Idap://localhost:19389/</ldaphost>

<userdn>cn=Messaging Admin,cn=Users,0=Messaging System</userdn>
<password>Secret1+</password>
<gmgrhost>farep-one.headquarters.net</qmgrhost>
<gmgruser>messaging.admin@hfap-one.headquarters.net</qmgruser>
<password>Secret1+</password>
<gmgrmech>SCRAM-SHA-1</gmgrmech>

</switch>

</update>

</topoboot>

Start the “Icon-Topo Configuration Service”

Change the “Start type” of the “Icon Topo Update Service” to “Automatic”
Start the “Icon-Topo Update Service”

Open “MConsole”

Note the additional Red coloured configuration items which have been added by Icon- Topo.
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] Welcome to Message Console  [©- Switch Cenfiguration Management X Switch Operations

> [ Address Conversion Tables
~ [ Routing Trees
~ @ Main Routing Tree
v Ei3 C=GB
» (¥ ADMD=FAREP-ONE
» (§ ADMD=FIELD
» (§ ADMD=HEADQUARTERS
> (§ ADMD=HFAP-ONE-ONE
> (® ADMD=HFAP-TWO
> (9 net
~ [] Message Transfer Agents
~ [ FAREP-ONEHEADQUARTERS.NET

> [ Channels
> [ Tables
> [ Directory Profiles
> [ Logs
v [ External Message Transfer Agents
~ (3 HFAP ONE
v [ Channels
i smtp
g x400
~ (& HFAP TWO
v [ Channels
i smtp
gt x400
~ & MU ONE
v [ Channels
i smtp
g x400

> [=] STRATEGIC-ONE
> [=] STRATEGIC-ONE X400
X400 Message Stores

Configure FTBE

Create the folder “c:\ftbe”

Configure Cobalt

A Routing Nexus is a message reuting abstraction that configures routing to onc or more external MTAs.
In simple operation anly ane of the configured MTAs is enabled:this means that the Routing Nexus selects which MTA to be used.

Operators can manage this choice using Diversions view.
ARouting Nexws can also be used with Laser routing to direct a user to any external MTA,

Nexus MTA Info / Indirection Description Enable
HFAP-ONE

HFAP ONE(smtp+x400) direct to hfap/HFAP ONE (]
HFAP-TWO

HFAP TWO(smtp-+5400) direct to hfap/HFAP TWO []
MU-ONE

MU ONE(smtp+x400) direct to mu/MU ONE at base (]

HFAP OME(smtp-+xd send via HFAP ONE
HFAP TWO(smtp+x400) send via HRARP TWO

Open a browser and browse to “https://hfap-one.headquarters.net:8o01”

Override browser warnings about connections that aren’t private.

Log in as “cobalt.admin@hfap-one.headquarters.net”

Select “Cobalt Administrator”

New Nexus..
New MTA Group...
Edit
Delete
Apply  Cancel
@ Help

Add the domain “farep-one.headquarters.net”. The domain does not need to support Military

Messaging.

For the domain “farep-one.headquarters.net” ensure only the feature “FTBE Users”

is enabled.

Ensure the user “cobalt.admin@hfap-one.headquarters.net” can “Manage Everything” in the
domain “farep-one.headquarters.net”

Switch view to the domain “farep-one.headquarters.net”

Press “+” in “FTBE Mailboxes”
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Add FTBE Mailbox
OIE Add FTBE Mailbox cobalt.admin@hfap-one.headquarters.net
&%, Cobalt - c
(-] FTBE Mailboxes » Add
{4} FTBE Mailboxes Name
The name that identifies this FTBE mailbox
2¢ Domain Administrators
FAREP ONE FTBE MAILBOX
Mailbox Root Directory
em path where messages for this mailbox are stored.
c\ftbe
Email Address
Email address for this mailbox.
farep.one.ftbe.mailbox @farep-one.headquarters.net
Alternative Email Addresses
Messages sent to any of these addresses will be treated as if they had been senttothe ..
@farep-one.headquarters.net
STANAG 4406 Address
STAMNAG 4406 addre: 00 O/R Address). M
Channel Name
M-Switch channel name for handling this file transfer based user
fthe
« ” « 2
In “Name” type “FAREP ONE FTBE MAILBOX
« . . ” « ”
In “Mailbox root Directory” type “c:\ftbe
« »
Press “Add
FTBE Mailbox Created
an balt.ad hf: h X
“U Cobalt FTBE (File Transfer by Email) Mailboxes i y e

§3 FTBE Mailboxes
FAREP ONE FTBE MAILBOX

¢ Domain Administrators

Press “Peers”

FTBE Peers
i Cobalt FTBE Peers . E

s > FTBE Paers (FAREP ONE FTBE M,

cobalt.admin@hfap-

§4 FTBE Mailboxes

20 Domain Administrators

Press “Add”
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Add FTBE Peer

Add FTBE Peer cobalt.admin@hfap-one.headquarters.net

isu Cobalt

FTBE Mailboxes > FTBE Peers

P ONE FTBE ... > Add

§-4 FTBE Mailboxes

File Transfer By Email Peer

° i ini .
o Domain Administrators This page contains information about a specific peer for this FTBE mailbox

Name
The name that identifies this peer

MU ONE FTBE MAILBOX

Mailbox subdirectory
Subdirectory name for files associated with this peer

MU ONE FTBE MAILBOX

Email Addresses
Email address associated with this peer.

mu.one.fthe.mailbox@field net Search...
STANAG 4406 Address

The X.400 address(es) of the peer

/CN= MU ONE FTBE MAILBOX /PRMD=54406/ADMD=FIELD/C=GB/ x ‘ ‘

In “Name” type “MU ONE FTBE MAILBOX”
In “Email Address” type “mu.one.ftbe.mailbox@field.net”

In “STANAG 4406 Address” type “/CN= MU ONE FTBE MAILBOX
/PRMD=S4406/ADMD=FIELD/C=GB/”

Press “Add”

FTBE Peer Added
i‘u Cobalt FTBE Peers [ s |

ETBE Mailboxes » FTEE Peers (FAREP ONE FTBE M.

cobalt.admin@hfap-

f+4 FTBE Mailboxes Name FTBE User Subdirectory

MU ONE FTBE MAILBOX FAREP ONE FTBE MAILBOX MU ONE FTBE MAILBOX

&o Domain Administrators

Configure M-Switch

Open MConsole
Right Click on “Channels”

New channel

Address Conversion Tables
| Routing Trees
v Message Transfer Agents
w || FAREP-ONEHEADQUARTERS.NET
w 5] Chameal=
;:&}3 Mew Channel...

5@3 housekeeper

5@3 Irmitp
5@3 mhsshaper

M

Select “New Channel”
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New FTBE Channel

[T Create a new MTA channel o

Channel type and name

Select the type of channel you want te create, and give it a name
Channel Type
FTBE v

FTBE: File Transfer By Email, for arbitrary file transfer between M-Switch systermns

Channel name | ftbe

g || nens Conee

From the dropdown choose “ftbe” and press “Finish”

Select the “Program” tab.

In “Mailbox prefix” type “c:\ftbe”

Uncheck “Use the top of the directory tree”

Press “Pick” and browse to “cn=FTBE,cn=farep-one.headquarters.net,cn=Cobalt

Data,o=Messaging System”

Pick FTBE Directory Location
|

v <World>
cn=config
~ o=Messaging System
cn=Address Book
w cn=Cobalt Data
cn=cenfig
w cn=farep-one.headquarters.net
cn=FTBE
cn=Users
cn=field.net
cn=headquarters.net
cn=hfap-cne.headquarters.net
cn=mmbhs field.net
cn=mmhs.headgquarters.net
cn=Deleted Users

w

Selection | cn=FTBE,cn=farep-one headquarters.net,cn=Cobalt Data,o=Messaging ¢

Press “OK”

FTBE Channel Configuration

7 Welcome to Message Console Switch Configuration Management . [ Suitch Operations

dress Comversion s A
Routing Trees Main  Program Tobles Advanced
. Mesage Tamster Agents
v [ FAREP-ONE.HEADQUARTERS.NET Program t Program Arguments
< Chammet

@ 82-local Key

B housekeeper

o Program Specific Varibles
@ mhsshaper Main in

@ mitta-a

® mimecheck Maibosprefo [ Citbe

Outox [ebox

Subdirectory Delivery Mode OTrue @ Folse

Delver multipars into subdirectories OTrue @ False

cn=FTBE

base

. ACP127 55086 Access Points
Fab Guard Servers
. CFTP 55066 Access Points

Press “Apply”

Use thetop ofthe directory tree (1

Apply

Cancel

|Isode
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Open the “Isode Services Configuration Tool” from the Windows Start menu.

Create the M-Switch Service “Isode M-Switch File Transfer by Email Server”

Add FTBE Service

T Senviee Configuration o x
Service Configuration  Operations | View Help
Jsade Services Create Service > M-Vault >
Enable Logging M-Switch ; Isade M-Switch Queue Manager
o Add  [#) Refresk
e M-Store > Isode M-Switch O3 Listener
Q) Isode AuditDE tert
—— Audit Database > Isode M-Switch SMTP Server
@ Isode AuditDE op)
Tomeat > Isode M-Switch File Transfer by Email Server
@ Isode Cobalt server P e 7
~ @ lsode DSA cn=dsa-farep-one, 0=Mes? Isode M-Switch ACP 142 Server
v @ 1sode M-Swiitch Q. Service Status | Stopped h P1 File Server
8 lsede M-Switch OS| Listener StatType | Disabled v Isode M-Switch ACP127 Server
Isode M-Switch SMTP Server
@ tsode M-Veult DSA Creaton Service License Status Isode M-Switch OTAM Server
@ lsodeMAS Isode M-Switch CFTP Server
@ Icon-Topo Configuration Service Isade M-Switch SLEP Server
1@ Icon-Topo Update Service: Isode M-Switch Message Corrector
Isade M-Switch Manual Profiler
Isode M-Switch P3 Server
Isode Alert Daemon
Isode Icon-Topo Web Configuration Server
Apply | | Cancel
. N pply | | Cance
Abort

On “Set Service Details” Select “Start Type” “Automatic”
Press “Finish”

Start the New Service.

Configure Sodium Sync

|Isode

Sodium Sync is used to send Topo configuration changes to the directory at “FAREP ONE” to the

directory at “MU ONE”.

Create the folder “C:\Sodium Sync\Topo Configuration”

Open Sodium and bind to the local directory

Open Sync Manager
Bind »

Unbind
saging System / Messaging Admin
Change my Password...

- 1
Sync b Mew Sync...
Status Manager...

Session Settings...

New View

Exit

Select Session/Sync/Manager

Sync Profile Management

7 Sync Profile Management e

Configured Sync Profiles
New..
Modify
Capy
Rename..
Delete
Abort Sync
View Report

Menu...

Server Off v Run Sync Close

On “Sync Profile Management” press “New”
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Name M-Vault to M-Vault Profile

Session Edit Operations View Help
Browse X
¥, ven=dsa-farep g System / Messaging Admin*: LDAP bind to 'FAREP-ONE HEADQUARTERS.NET' on port 19389 No view
W Werld |
B S bed
Configured Sync Profiles

7 New Sync Profile X L=

. Modify...
Enter name of new sync profile: ¥
| Tepo Configuration to MU ONE Copy
Select type to configure as: Rename..
(O Advanced view: flexible configuration of 2 sync or check process
(O Group of syncs Delete...

Sync Active Directory to M-Vault (or t LDAP
O Sync Active Directory to M-Vault (o to generic LDAP server) pr——
® Sync M-Vault to M-Vault|
(O Sync LDAP to LDAP (or between M-Vault and generic LDAP) View Report
O Sync from LDIF te M-Vault {er to generic LDAP server) u
() Compare two DSA subtrees and generate a change-LDIF A
() Compare two LDIF files and generate a change-LDIF
server Off | OApply a change-LDIF to a directory Sync Close
| Add another... |Clone... | Object cla Apply
Abort

Name the Profile “Topo Configuration to MU ONE”
Select “Sync M-Vault to M-Vault”
Press “OK”

Initial Simple View
. Sync Profile Editor: Topo Configuration to MU ONE X

Profile  Source and Target Scheduling
Syne Profile name: Add Motes
Topo Configuration to MU ONE

Source

DSA  —= Mapping
subtree
Compute Apply to

changes — Target

required DSA
Target
DSA

subtree

: Advanced View BEC'D oK Cancel

Press “Advanced View”

Initial Advanced View

£ Sync Profle Editor: Topo Configuration to MU ONE x

Profile Mode Source Target Entries Attributes Mopping Glue  Checks Output Scheduling Hooks Trace
Sync Profile name: Add Notes
Topo Configuration to MU ONE

Source.

DSA  —> Mapping
subtree
Compute | Applyto

changes —>  Target

required DsA
Target
DSA

subtree

S Sy ok Gl

Select “Mode” tab.

Cancel

|Isode
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Mode Tab

7 Syne Profile Editor: Topo Configuration to MU ONE X

Profile. Mode Source Cache Enties Attributes Mapping Glue  Checks Output Scheduling Hooks Trace

Overall mode of aperation:

© Source Only: Scan the source subree only, for checking or dumping data; don't generate or apply changes

O Complete Scan: Compare the source subtree to the target subtree, and generate the minimum changes required to update the
targetto match the source

@ Cached Scan: Compare the source subree to a local cache of the target subtree; N0 access to the target is required during the
scan; generates the minimum changes required to update the target

O Reereate: d to delete the and completely replace it with a copy of the source subtree

© Correlated: Synchronize only entries found on a pre-authorized source/target DN mapping list; generate this list by correlating
sourceftarget data

O LDIF: Read changes from change-LDIF file:
CAU:

s\Administrator\Desktop\changes Idif Browse

© Queue: Pullin change-LDIF files from a queue folder (for FTBE, air-gap sync, etc)

Simple View Mo Cancel

Select “Cached Scan”

Select “Source” tab.

SO

Select “FAREP-ONE.HEADQUARTERS.NET” from the dropdown list of bind profiles.

Browse to the starting point “o=Topo,0=Messaging System”

Select Starting Point

% Select a Distinguished Name e

v @ <World>
cn=config
~ £ o=Messaging System
@ cn=Address Book
@ cn=Cobalt Data
@ cn=Deleted Users
@ cn=Groups
4 cn=HFAP-ONE CA
@ en-Users
| cn=White Pages
£ o=Messaging Switches
v & o=Topo
| | topoDBName=Topo DB

Selection

Cancel
Press “OK”
£ Sync Profile Editor: Topo Configuration to MU ONE X
@ Use Bind Profile:
S =
SuringpintON:[o=Topa =issing System ]
[ Dereference aliases: copy referenced entry instead of entry itself
Pagesizes (1000100 ]
O Use SQL database:
O UseLDIF file:
O Use CsV file:
Simpleiew oy ok )

Select “Cache” tab.
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SO

Cache Tab

£ Sync Profile Editor: Topo Configuration to MU ONE

X
Profile Mode Source Cache Enties Attributes Mepping Glue  Checks Output Scheduling Hooks Trace

by comparing the sourceto he files kept in this folder
[ €Sodium sync\Topo Configuration] Browse

[ Relocate entriesto a different starting point on target

Number of old cache files to keep: | 3

Options:

[ Force a complete target update at regular intervals.
4

(NOTE: The first sync on a new/empty

updateto

Simple View D%,

Change the cache folder to “C:\Sodium Sync\Topo Configuration”
Change to “Mapping” tab.

Mapping Tab
7 Sync Profile Editor: Topo Configuration to MU ONE

Profile Mode Source Cache Entries Attributes Mapping Glue  Checks Output Scheduling Hooks Trace

Attribute-value conversions:
[ Relocate DN attrib
(DN-refe

point correetly within
ving outside the sublree )

] Active Diectory to M-Vauttstandard mappings

[ Force entry to conform to local schema by stripping out unknown objectclasses and attributes not permitted by the

[ Force entry to conform to local schema by inserting 'unset' values for missing required attributes
[] Normalize sl attribute values to the preferred representation

Simple View oMo

Uncheck all check boxes.

Change to “Output” tab

Output Tab

¥ Sync Profile Editor: Topo Configuration to MU ONE

X
Profile Mode Source Cache Entries Attributes Mapping Glue
What to do with the changes that are generated:

O Discard changes

Checks Output Queue Scheduling Hook: * | *

O Apply changes using this Bind Profile:

New
Optimise processing of complete updates to minimize the changes applied
O LDIF: Write changes to a change-LDIF file:
C\Users\Administrator\ Desktop\changes.Idif Browse

@ Queue: Push out a new change-LDIF file to a queue folder (for FTBE, air-gap sync, etc)

Options:
[ Safeguard merge-sync: block entry additions or deletions

Warn about entry additions or deletions that are blocked

Simple View

Select “Queue: Push out a new change-LDIF to a queue folder”

Change to “Queue” tab
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Queue Tab

Profile Mode Source Cache Entries Attributes Mapping Glue  Checks Output Queue Scheduling Hooks Trace
Outgoing queue type:
O Simple queue folder

©® M-Switch FTEE queue (Fle Transfr by E-mail)

Queue folder: [ C:\ftbe\MU ONE FTBE MAILBOX\outbox

Browse

Skip empty files: only output an LDIF i there i something to put n it

Sroplvien D

Cancel

Select “M-Switch FTBE queue (File Transfer by Email)”
In the queue folder browse to “C:\ftbe\MU ONE FTBE MAILBOX\outbox”

Check “Skip empty files: only output an LDIF if there is something to put in it”
Change to “Scheduling” tab.

Scheduling Tab

75 Sync Profile Editor: Tope Configuration to MU ONE

Profile Mode Source Cache Entries Attributes Mapping Glue
The sync passes ean be setto run in
this user.

Checks Output Queue Scheduling Hooks Trace

g als. Thi that Sodium Syne Server is running for

Main sync pass scheduling
[ Schedule at these times:

(daily) %
Schedule ot this interval: (between the above times, if also specified)

[0 e [0 Jhous. inutes

Simple View 2o Cancel
Select “Schedule at this interval”
Change the interval to 1 minute.
Press “OK”
Completed Sync Profile
F57 Sync Prefile Management X
Configured Sync Profiles
Topo Configuration to MU ONE 4 sync Server not connected
Modify..
Copy
Rename.
Delete...
View Report
Menu,
Server Off - Run Sync Close

In the dropdown in the bottom left-hand corner choose “Install and start server”
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Select Install and Start Server

Install and Start server... Close

Server Off
Install and Start server ...
Install serve
Refresh statu

Install and Start Sync Server

. Install and Start Sync Server s

To install the Sync Server Windows Service, fill in the details below and click OK.

Note: The service must be run with the same user-name as the Sodium client
{Administratar), and so requires the passward for this user to be configured. The
password can be entered here, or alternatively you can leave this blank and configure
the password directly by changing the Properties for the "Isede Sodium Sync” service
after the service has been installed. (See Control Panel -> Administrative Tools -»
Services.) [twill not be possible to start the server until the password is configured
correctly.

IMPORTANT: In addition, the service won't start unless the user has 'Logon as a Service'
rights. This is automatically granted if the password for "lsode Sodium Sync" is set
manually in the Services control panel. It can alse be examined or modified via Control
Panel -> Administrative Tools -> Local Security Settings.

User password | sesnanas ‘

Server listening port | 19898 ‘

S

Enter the server “administrator” password and press “OK”

A server startup failure will be presented.

Sync Server Startup Failure

£ Sync Server Startup Failure %

The Sync Server Windows service is installed, but there was a problem starting the
senvice:

"C:AProgram Files\Isode\bin\jswrapper.exe --start

Ci\User \AppData\Roaming ync-wrapper.cont' failed:
Unexpected failure: 1

wrapper | Starting the Isode Sodium Sync service..

wrapper | Unable to start the service - The service did not start due to a logon failure.
(0xd2d)

If this was 2 logen problem, you may have the password wrong, or you might not have
"Lagon as a Service' rights set up. This can be fixed by correcting the password in:

Control Panel -> Administrative Tools -> Services
-> Isode Sodium Sync -> Properties -> Log On

orin:
Control Panel -> Administrative Tools -> Local Security Settings.

Alternatively you may wish to check the box below to uninstall the service and try
again from the start.

[Oilininstali Sodiim Sync service
[Q ol
Press “OK

Assuming you are logged on as local administrator take the following steps:

From the Windows server manager, choose “Tools/Local Security Policy”

Windows Server manager

& SemerManager - o x

Server Manager * Dashboard

‘Component Senvices
- WELCOME TO SERVER MANAGER i <
i Dashboard Defragment and Optinize Drives
T Local Server Disk Cleanup
B Alseners e e Viwer
n Configure this local server e

W File and Storage Services >
Locs! Security Polcy

Quick sTART
N Microsoft Azure Services
° ODEC Data Sources (32:bi9)
ODEC Data Sources (64-bit
Performance Mornitor
[WHAT'S NEW Recovery Drive
Registry Edtor
5 es Resource Monitor
Senvices
LEARN MORE

System Configurstion
System Information
Task Scheduler

ROLES AND SERVER GROUPS
R ver:

" Windows Defender Firewal with Advanced Securty

Windovs Memary Disgnostic

1 i Local Server 1 §i Allserver  Windows Powershell

File and Storage
" Services

® Manageavity ® Mansgeabity ® Manageat,  Windows Sever Bacup

Find the Policy “Local Policies/User Rights Assignment/Log on as a service”
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Log on as Service Policy Location

B Loca Security olicy
File Acton View Hep

«o |z XE

) Securty Settings pely =
5 Account Polcies
© 4 Local Polces
 AuditPolcy
4 UserFights Assignment
5 Security Optens

L Force shutdown from a remote system
L] Generate security audits

[ Impersonate s clent after authentication
2] Increase a process working set

1 wallwith Adva
=) Network Lst Manager Poiies ] Load and unload device drivers

) Softuare Resticion Poices
 Appliction Control Poiicies -
1P Security olceson Loca Camput| (| Manage audt  Properties
= Advance ucit oty Confgution]| LiModityonobi gy

) Moy irmwe .

L Perform volume maintenance tasks
L Profile single process.

L Profile system performance

| Remove computer from docking sttion
L Replace 2 process level token

] Restore fles and directories

2 Shut down the system

£ Synchronize directory service data

L Take ownership of fles o cther objects

Security Setting
Adminisrators

LOCAL SERVICENETWO.
LOCAL SERVICE NETWO..
Users

Administrators Window..

Adminisrators

‘Administrators

Administrators

L1 Obtain an impersonation token for another userinthe same... Administators

Administrators, NT SERVL.
Adminisrators

LOCAL SERVICE NETWO..
Administrators Backup ..
Administrators Backup ..

Adminisrators

Right click and select “Properties”

Press “Add User or Group’

Enter The Object name “administrator”

Select Administrator User

d

— a X | Logon as a service Properties
Local Security Setting  Explain

Log on as a service

Policy

4 Deny log on through Remote Desktop Services
4 Enable computer and user accounts to be trusted for delega...
] Force shutdown from a remote system

1] Generate security audits

|| 2] Impersonate a client after authentication

|| 12 Increase a process working set

4] Increase scheduling priority

4] Load and unload device drivers

124 Lock pages in memory

{| [ Log on as a batch job

|| B Log on as a service

[ Manage auditing and security log

(34 Modify an object label

[ Modify firmware environment values

[ Obtain an impersonation token for another user in the same.
[ Perform volume maintenance tasks

[ Profile single process

1 Profile system performance

i Remove computer from docking station

i Replace a process level token

i) Restore files and directories

44 Shut down the system

Sunchrnnize directon condce data

Security Setting @

and press “Check names”

Administrators NT SERVICE\ALL SERVICES
LOCAL SERVICE,NETWO...

LOCAL SERVICE,NETWO...
Users

Administrators Window ...
Administrators

Administrators Backup ..
T SERVICEVALL SERVICES

Administrators

Add User or Group... Remove
Administrators Select Users or Groups
Administrators
Select this object type:

Adrministrators ‘U!eﬁ or Builtin security principals \ Object Types
Administrators NTSERVL] g
Administrators [FAREP-ONE || Locations...
LOCAL SERVICE,NETWO.
AdministratorsBackup .| Enterthe object names to select (examples)

Backup .| [FAREP-ONE\ | Check Names

_ Rl

Press “OK”

Log on As a Service Populated

Log on a5 a service Properties: X

Local Securty Setting  Explain

j' Log on as a service

MU-ONE Administrator
NT SERVICE\ALL SERVICES

"Add User or Group, Bemove

I3 Cancel poly

Press “OK”

Open the “Isode Service Configuration” tool.

Select the “Isode Sodium Sync” service

Change to the “Advanced” tab.

|Isode
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Define User Account Name

5 Service Configuration - o x
Senice Configuration  Operations View  Help
Isode Services
@ I=ode AuditDB Embedded HSQLDB §
@ Isode AuditDB Log Parsing Service. General Recovery Advanced
(O Isode Cobalt server Service ID isodesodiumsync -~
v @ lsode DSA cn=dsa-farep-oneo=Mesf| | [cw e, ]
v @ Isode M-Switch Queue Manager ecutsble s rogram Flles\soderbinyswrapper.exe
@ Isode M-Switch OS Listener R [ ]
@ Isode M-Switch SMTP Server | | (. [ac . i |
@ 1sode M-Switch File Transfer by
Isode M-Vault DSA Creation Service Account Type
@ Isode MAS O Local Account @ Other Account
@ Icon-Topo Configuration Service
@ !con-Topo Update Service User Account Name | FAREP-ONEVAdministrator | Password [ esseveed]
Isode Sodium Sync
Required Services
The senvice depends on the following senvices:
Senice Name Service D ‘ Add .
Apply | | Cancel
. N PPl
Abort

In “User Account Name” type “FAREP-ONE\Administrator”
In the “Password” field enter the Administrator password
Press “Apply”

Start the “Isode Sodium Sync” service

Reopen Sync Profile Manager and note the updated sync status

Sync Service Success
5 Sync Profile Management x
Configured Sync Profiles
Topo Canfiguration to MU ONE Success (61/0:01). Mext at 18:07:23 New...
Modify...
Copy
Rename...
Delete...
Abort Sync
View Report
Menu...
Server Connected v Close

|Isode
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Complete HFAP ONE Configuration

Change Server to HFAP ONE

Rename the S5066 Server
Open “Mconsole”

In the left-hand pane, left click over the S5066 Server.

S$5066 Server Rename Menu

> Address Conversion Tables
» Routing Trees
» Message Transfer Agents
External Message Transfer Agents
K400 Message Stores
Internet Message Stores
v 55066 Servers
B HFA™ meimrimsnannsmmone "'""'J
5 [ ACP1z;  Delete.
Fab Gu Rename...

Select “Rename”

Enter “HF-NETWORK-ONE”

Rename S5066 Server
[ Renaming 55066 Server X

Name of the new 55066 Server HF-NETWORK-ONEI

Press “OK”
On the warning press “OK”
Rename Warning
= Warning x

Please ensure that you update any ACP127,5LEP,CFTP 55006 Access Points or
! . ACP142 channels which reference this S3066 Server

Select the Channel “acpi42-mule”

Choose the “ACP142 Adv Tab”

Select “HF-NETWORK-ONE” from the “S5066 server” dropdown.

Press “Apply”
Select the Channel “acp142-s4406e”
Choose the “ACP142 Adv Tab”

Select “HF-NETWORK-ONE” from the “S5066 server” dropdown.

Press “Apply”

|Isode
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Configure the Icon-Topo Update Service
Close “MConsole”

Open the “Isode Service Configuration” tool.
Disable the “Icon-Topo Configuration Service”

Edit the file “C:\Isode\etc\topo\topoboot.xml” so the file looks like this:

HFAP One Topoboot.xml contents

<topoboot>

<db-dsa>

<ldaphost>Idap://localhost:19389/</ldaphost>
<root>topoDBName=Topo DB,o=Topo,0=Messaging System</root>
<userdn>cn=Messaging Admin,cn=Users,0=Messaging System</userdn>
<password>Secret1+</password>
<saslmech>SCRAM-SHA-1</saslmech>

</db-dsa>

<update>

<type>hfap</type>

<name>HFAP ONE</name>

<switch>

<!-- NB this value must match the MTA DN in mconsole -->
<mtadname>cn=HFAP-ONE.HEADQUARTERS.NET,cn=Messaging Configuration
HFAP-ONE,o=Messaging Switches,0=Messaging System</mtadname>
<ldaphost>ldap://localhost:19389/</ldaphost>

<userdn>cn=Messaging Admin,cn=Users,0=Messaging System</userdn>
<password>Secret1+</password>
<gmgrhost>hfap-one.headquarters.net</qmgrhost>
<gmgruser>messaging.admin@hfap-one.headquarters.net</qmgruser>
<password>Secret1+</password>
<gmgrmech>SCRAM-SHA-1</gmgrmech>

</switch>

<s5066>

<server>

<name>HF-NETWORK-ONE</name>

<!-- NB these values must match the 5066 Server

in the M-Switch config -->

<hfnet>HF-NETWORK-ONE</hfnet>
<hostname>hfap-one.headquarters.net</hostname>

<port>5066</port>

</server>

</s5066>

</update>

</topoboot>

Change the “Start-type” for the “Icon-Topo Configuration Service” to “Disabled”

Change the “Start-type” for the “Icon-Topo Update Service” to “Automatic”

Start the “Icon-Topo Update Service”
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Open “MConsole”

Note the additional Red coloured configuration items which have been added by Icon-Topo.

Icon-Topo Routing Added

[ MCenscle (Switch Configuration i p-one headquarters.net - [m}

File Window View Messaging Operstions Help

& Welcome to Message Console = Switch Configuration Management Switch Operations |

~ [ Routing Trees

~ (@ Main Routing Tree A Routing Mexus is a message routing abstraction that configures routing to one or more external MTAs.

In simple operation only one of the configured MTAs is enabled:this means that the Routing Nexus selects which MTA to be used.

> (9 ADMD=FAREP-ONE
> @ ADMD=FIELD Operators can manage this choice using Diversions view.
» (9 ADMD=HEAP-ONE A Routing Nexus can also be used with Laser routing to direct a user to any external MTA.
> (9 ADMD=HFAP-TWO
New Nesus...
v @ net Nexus MTA Info / Indirection Description Enable
> (@ field Default
> (@ headquarters FAREP ONE(smip-+x400) direct to farep/FAREP ONE
[ Message Transfer Agents FAREP-OME
v (] HFAP-ONE.HEADQUARTERS.NET
> [/ Channels
> [ Tables HFAP TWO(smtp-+x400) direct to hfap/HFAP TWO
—

v E”mwpmme‘ MU ONE(acp142-54406e-HF-NETWORK-0...  direct to mu/MU ONE using HF-NETWORK...
> [ Logs

External Message Transfer Agents FAREP ONE(smtp+x400) send via FAREP ONE
(=] FAREP ONE HFAP TWO(smtp+x400) send via HFAP TWO

~ [] Channels

New MTA Group

<

Edit

FAREP ONE(smtp+400) direct to farep/FAREP ONE Delete
HFAP-TWO

<

0os0 @8 @8 @

{ smtp
{8 xa00
~ [ HFAP TWO
~ [ Channels
{ smtp
{4 x400
~ 3 MU ONE
[ Channels
& acpl42-mule-HF-NETWORK-ONE
{8 acpl42-s4406e- HF-NETWORK-ONE
smitp

{8 xa00

| X400 Message Stores

Set the Default route at the top of the routing tree to the Routing Nexus “Default”

Default Route — Default Nexus

@ M onfiguration
g

File Window View Messsging Operstions _Help
& Welcome to Message Console Switch Configuration Management X " [Z3 Switch Operations |

> (-1 Address Conversion Tables
[ Routing Trees MTAInfo. Fitters

[@ Main Routing Tree|
-G8

s (@ ADMD=FAREP-ONE
> @ ADMD=FELD
5 (@ ADMD=HFAP-ONE
5 @ ADMD=HFAP-TWO Remove
v @ net
> @ field
> @ heedquarters Subtree Information: O All children present © Not all children present
> (1 Message Transfer Agents
> 1 External Message Transfer Agents
400 Message Stores Routing Nexus
- Internet Message Stores
> (155066 Servers Defeut B
> [ ACP127 55066 Access Points
-1 Fab Guard Servers

MTA Group

Add

Edit

Apply  Cancel

@ Help

Press “Apply”

Cancel

@ Help
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Create HFAP-TWO

We will use the “Rig.0 M-Switch Gateway Evaluation Guide” as a template to create “HFAP-
TWO”.

Start at the top of the guide, work to the bottom of the guide but be aware of these changes.

Naming the Server

Make the machine name HFAP-TWO

Install the Isode Software

Don’t install Cobalt

Additionally install the software:
Icon-Topo 2.0v3

Icon-5066 3.1v3

Activating the Isode Products

When activating the products in “Reference” type “R19.0 M-Switch Gateway
Evaluation for Icon-Topo”

When writing to support for a product activation, ask for M-Vault, M-Switch Gateway (Options:
Market type Military, X400 Messaging Protocols, ACP127 Channels, ACP127 Broadcast, ACP142),
Icon-5066 (Options: direct-modem) and Icon-Topo (Options: Update Server) for an Rig.0 M-
Switch Gateway Evaluation with Icon-Topo.

Create the DSA

In an Icon-Topo environment, the farep and hfap’s share the same directory database via
the method of using a Multimaster dsa. The initial population of the directory is on
HFAP-ONE. Subsequent servers in this guide will be multimastered alongside that dsa.
So ignore the sections “Encrypt the Bind Profile” and “Create DSA” in the Gateway
evaluation guide and substitute with the following:

From the start menu open “M-Vault Console”

Encrypt the Bind Profile
=1] Encrypt bind profiles %

'o' The BindProfile file is not encrypted.

This operation encrypts sensitive data in the bind profile file, which means that the
bind profile can be used to store passwerds (for simple authentication), and
passphrases (for X.50 identities).

Once the data is encrypted, you will be prompted to enter your passphrase whenever
an application needs to decrypt data in the profile file; failing to enter the correct
passphrase means you will not be able to use any saved bind profiles, Note that once
you have encrypted the data, you cannot subsequently choose to decrypt it.

Do you really want to encrypt your bind profile file?

Click “Yes”.
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Enter a Passphrase for the Bind Profile

i Enter Profile passphrase bt

Please enter a Profile passphrase. This will be used to encrypt all of the passwords,
and means that you will be prompted for this passphrase from now on whenever you
run Sodium, M-Vault Conscle, MConscle or M-Link Conscle.

Passphrase: | [IYTTITT |

Verify Passphrase: | sssssnns |

Enter and verify the password “Secreti+”

Click “OK”.

Bind Profile encryption confirmation

Bind profile file encrypted X

The bind profile file has been encrypted

On “Bind profile encrypted warning” click “OK”.

No Managed DSA’s Configured
E11 No Managed DSAs Configured X

You currently do not have any managed DSAs configured.

You can use the "Create” option to create a new DSA, or to create a bind profile for an

existing D54,

On “No managed DSA’s configured” warning click “OK”

Create new bind Profile
7] M-Vault Console — [m] x
File Help

ob Create.. v @ Scan =

Directory Servers  Shadowing Ag Directory Server

Shadow Directory Server
Profile ) Hostnamel(s)
Multimaster Replica Server

New Bind Profile

Abort

Select “Create” and then from the menu “New Bind Profile”
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Bind Profile type

=(] Bind Profile Details

Bind profile type
Select the type of DSA that this profile is for

® Managed server

Managed servers are servers that can be configured in M-Vault Console. User credentials which
confer suitable permissions are required.
O Known server
Known servers are only communicated with at the system level, . for chaining o for shadowing.
Thus no client authentication information is required

DSA Directory Path

Path to the Directory Server's database (DSA folder)

Change...

<bck s =

On “Bind Profile type” press “Next >”

Bind Profile details

=11 Bind Profile Details

] x
Directory Server Address
Use this page to specify the display name and address of the Directory
Server
Address: | LDAP | Hostname: | HFAP-ONE HEADQUARTERS.NET] | Port: [ 10230 |
Display Name : | HFAP-ONEHEADQUARTERS.NET

[ en=dsa,0=Meszaging System |

DSA DN :

Connection macde to the Directory Server

< Back Next > Cancel

On “Directory Server Address”
Select “LDAP” from the Address dropdown.

In “Hostname” type “HFAP-ONE.HEADQUARTERS.NET”

Press “Next >”

|Isode
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SO

Authentication type

=] Bind Profile Details o %

Authentication Type

Choose an authentication type for binding to the directory server

Type Description

O Anonymous A simple bind sllows authentication with the DSA using a DN and an

@ Simple optional password

(O Streng X
The permissions granted to read or write entries depend on the directory's

OsasLip configuration for the bind-DN.

O Kerberos

<Back Finish Cancel

On “Authentication Type” Select “Simple” and Press “Next >”

Empty Simple Bind

7] Bind Profile Details o

Simple Bind

Bind to 2 directory server using password based authentication

Bind DN | | pick

\
Password [ |
\

Verify Password ;

Leave the password blank to be prompted for it on connection, or for a “name only” bind.

Ostart S
Identity (optional)

<none> View | Clear |Select.

< Back Next » Finish Cancel

Press “Pick” and browse to “cn=Messaging Admin,cn=Users,0=Messaging System”

Pick Messaging Admin bind dn

=71 Pick an entry to use for the bind DN e

w <World>
~ 0=Messaging System
cn=Address Book
cn=Cobalt Data
cn=Deleted Users
cn=Groups
cn=HFAP-ONE CA
w cn=Users
cn=lsode Application Server
cn=Messaging Admin
cn=White Pages
o=Messaging Switches

Selection

Press “OK”
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Populated Simple Bind

=71 Bind Profile Details

o x
Simple Bind

Bind to a directory server using password based authentication

Bind DN: | en=Messaging Admin,cn=Users,0=Messaging System | [pick..
Password :

Leave the password blank to be prompted for it on connection, or for a "name only” bind.

OStart LS
Identity (aptional)

<none> View | Clear | Select..

The identityto be used if the LDAP server requests o elient certificate when perfarming TLS
negotistion,

Note that this idertity wil ot be used for LDAP authentication; to authenticste using
certificate, you rmust configure 3 *Strong” bind.

< Back Next> Cancel
In “Password” and “Verify Password” type “Secreti+”
Press “Finish”

An Active Bind Profile to HFAP-ONE should be shown in M-Vault Console

Active HFAP-ONE Bind Profile

7] M-Vault Console

o x
File Help

@ Connect [» Start [ Stop db Createn. ~ @ Sean ~

@ Directory Servers  Shadowing Agreements (7) Failover (7 Multimaster

Profile Server Hostname(s)

Managed Directory Servers
-ONE. cn=dsa,0=Messaging System - 1
(& HFAP-ONE.HEADQUARTERS. NET dsa,0=Mh 5 HFAP-ONE HEADQUARTERS NET

<

Abort Automatic scans disabled, Last scan: 13 January 2023 at 09:36:17 GMT

Select “Create” and then from the dropdown menu “Multimaster Replica Server”

Multimaster Replica Server option

T A auit Comole

- (n] x

Fils Hap

£} Connent o Conte. = O Scan -

@ Darectory Sorven Shadowan; Bhre by Servo b

Pt o ity Hesmrameit)
Aarvrrier Raphca Ty

Manugesd [hnectory Servens
@ HFAD.ONE HEADCUARTERS Morws Bind Prclile Lageng Gystem HEAP-OHE HEADDUARTERS NET

f Autoemitic scae drabld Last scadc 13 farwsiry 2007 a2 155525 GMT
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Suggested DSA Name

Ej] Create Muttimaster Replica

DSA Name

Specify a name for the new Directory Server

DSA DN This identifies the DSA when working with several DSAs. It must be unique within the
group of DSAs that you plan te interact with using M-Vault Consele. This is simply a name used
for the purposes of identification and does not refer to a real entry.

Please change the name below ta a suitable unique DSA name.

cn=dsa,o=Messaging System|

< Back Mext > Finish Cancel

Change “cn=dsa” to” cn=dsa-hfap-two”.

Modify DSA Name

=7] Create Multimaster Replica

DSA Name

Specify a name for the new Directory Server

DSA DN: This identifies the DSA when werking with several DSAs. It must be unique within the

group of DSAs that you plan to interact with using M-Vault Console. This is simply a name used
for the purposes of identification and does not refer to a real entry.

Please change the name below to a suitable unique DSA name.
cn=dsa-hfap-two,o=Messaging System|

< Back Finish

Cancel

Press "Next >”

Authentication Configuration

=01 Create Multimaster Replica

Authentication configuration

Review authentication for the new Directory Server

A new bind profile will be configured for the Directory Server which will use the same
authentication as the supplier or master DSA.

Manager. cn=Messaging Admin,cn=Users,o=Messaging System
Password: sssessss

[15how

Copy password to clipboard

Save password to file
[]Record user authentication times (authTimestamps)

< Back Finish

Cancel

On “Authentication configuration” leave defaults

Press “Next >”

Evaluation Guide: Icon-Topo

Page 64 of 115



Bind Profile Name

=i} Create Multimaster Replica
Bind Profile Names and Filesystem Location

Use the suggested values, or enter your own

Management bind profile name: Used to manage the D5SA in M-Vault Console
[ HFAP-TWO HEADQUARTERS.NET |

The folder which will contain the directory server's database and configuration (this folder will be
created in order to initialize the DSA):

[ctsederdz-del

| | Browse

<Back Finish Cancel

SO

Change the “Management bind profile name” to “HFAP-TWO.HEADQUARTERS.NET”

Press “Next >”

Address Configuration

Ei] Create Muktimaster Replica

Address Configuration

Enter the server hostname / [P address and ports to listen on

Hostname: | HFAP-TWO,HEADQUARTERS,NET|

Enable:
ILDAP [FDAP - MESH

Port numbers:
O Standards, no messaging: 389 / 102 / 20000
(O Standards with messaging: 383 / 18999 / 20000
@® Isode default: 19389 / 19999 / 20000
O Alternate 2: 29389 / 29999 / 30000
O Alternate 3: 35389 / 39999 / 40000
O Alternate 4: 43380 / 49999 / 50000
O Alternate 5: 59380 / 59999 / 60000

Advanced Editor Recheck Ports

<Back Finish Cancel

Change the “Hostname” to “HFAP-TWO.HEADQUARTERS.NET”

Press “Next >”

Confirm Details

£[] Create Multimaster Replica

Confirm Details

Check the details below before creating the DSA

DSA address:

Host HEAP-TWO.HEADQUARTERS.NET, X.500 on port 13999, LDAP on port 19389, MESH
on port 20000

DSA name:
cn=dsa-hfap-two,0=Messaging System
Bind profile name:
HFAP-TWO.HEADQUARTERS.NET
Security settings:

Password hashing and SASL security settings will be copied from the source multimaster
directory server.

Py e Cone

On “Confirm Details” press “Finish”
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On “Directory Server Created Successfully” press “OK”

Directory successfully Created

=

File Help

() Connect [ Stop = Create.. v Q Scan ~

@ Directory Servers  Shadowing Agreements (3 Failover i\ Multimaster

Profile Server Hostname(s)
Managed Directory Servers

(& HFAP-TWO HEADQUARTERS.NET

cn=dsa-hfap-two,0=Messaging
(& HFAP-ONE HEADQUARTERS.NET

cn=dsa,0=Messaging System

- HFAP-TWO.HEADQUARTERS.NET
HFAP-ONE HEADQUARTERS.NET

7] Directory Server Created Suceessfully x
(’0‘ The muttimaster replica server has been created and started successfully.
. |
Abort| Automatc scan: isabled

|Isode

Add an additional bind profile to FAREP-ONE.HEADQUARTERS.NET by following the recent

instructions.

The M-Vault console should then look like this:

FAREP-ONE Bind Profile added

£} M-Vault Console
File Help

) Connect dh Create.. = Q Scan =

@ Directory Servers Shadowing Agreements (3 Failover (& Multimaster

Profile

Server
Managed Directory Servers

(& HFAP-ONEHEADQUARTERS.NET
(& FAREP-ONE.HEADQUARTERS.NET
(& HFAP-TWO.HEADQUARTERS.NET

en=dsa,o=Messaging System

cn=dsa-farep-cne,0=Messaging...
cn=dsa-hfap-two,o=Messaging ..

Hostname(s)

HFAP-ONE.HEADQUARTERS.NET
FAREP-OME.HEADQUARTERS.NET
HFAP-TWO.HEADQUARTERS.NET

Abort Automatic scans disabled. Last scan: 30 January 2023 at 13:23:42 GMT

Create the Messaging Configuration

Follow this section rather than the section with the same name in the Gateway Evaluation guide.

From the Windows start menu select “MConsole” and provide the Bind Profile password.

Mconsole Welcome Screen

Welcome to Message Console

The Messaging Configuraton s held n  Direcory Server (A1

choosethe G

| cotesrensang

T8 | crstea new 034 na Mesaing Contgurtn.

@ Hep

Select “Create a New Messaging Configuration”
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Select HFAP-TWO Bind profile

[Z] Bind Profile Management [m] X

Configured Binds (encrypted)

FAREP-ONE HEADQUARTERS.NET =
ew...
HFAP-ONE.HEADQUARTERS.NET

| HFAP-TWO.HEADQUARTERS.NET | Mociiy...
Copy

Rename..
Delete

Passphrase...

Certificates...

Ensure the bind profile for “HFAP-TWO.HEADQUARTERS.NET” is selected

Press “Connect”
A summary of options activated in the product will be provided.

Product activation summary

[ Create a new MHS configuration (m)

Product Activation

The Product Activation information on this system is shown here.

Product Activation information: M-Switch is activated, Product is "M-Switch Gateway”

Activated subfeatures are: TLS, x400, smtp, military, acp142, acp127-broadcast, acp127

The remainder of this Messaging Configuration wizard will create a configuration appropriate for
M-Switch Gateway

If this is incorrect, contact support@isode.com for a suitable Product Activation Key

< Back Next > Finish Cancel

Press “Next >”

Browse to and Select “o=Messaging Switches”

Set the Messaging Configuration Root

[C] Create a new MHS configuration [m] be
Setthe Messaging Configuration Base DN
Select the entry under which a Messaging Configuration entry will be
created
~ a=Messaging System
cn=Address Book
3 cn=Cobalt Data
5 cn=Deleted Users
5 en=Groups
cn=HFAP-ONE CA
> o=Messaging Switches
3 o=Topo
5 en=Users
en=White Pages
If you provide an organization name, an entry for the organization name provided will be
created automatically under the entry you select.
[ Create organization name
Messaging configuration name
Messaging C HFAP-TWO|
Base DN;: 0=Messaging Switches 0=Messaging System
MHS DN: ¢ G HFAP-TWO, Switches, System
< Back Next » Finish Cancel

Ensure the Messaging Configuration Name is “Messaging Configuration HFAP-TWQO”
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Press “Next >”

Continue with the rest of the section in “Create the messaging configuration” in the “M-Switch
Gateway Evaluation Guide” from the bitmap “Provide hostname”

BUT ...

For the hostname enter “HFAP-TWO.HEADQUARTERS.NET”
Make the email domain that the switch is responsible for “hfap-two.headquarters.net”

Ensure that for “Administrator Authentication details” you use “Use Existing SASL ID” and select
“cn=Messaging Admin,cn=Users,0=Messaging System”.

Make the X400 Address Profile “C=GB/ADMD=HFAP-TWO/PRMD=S4406/"

Follow “Configure Switch Operations View” without modification.
Follow “Modify the MTA Name for P1 Connections”

BUT ...
- Change the “MTA Name” to “HFAP-TWO”
- Change the “Request MTA Name” to “HFAP-TWO”
- Change “Response MTA Name” to “HFAP-TWOQO”

Continue through the “M-Switch Gateway Evaluation Guide” but do not follow the following
section:

Configure the External Connections

Configure the ACP127 Channel
In the section “Configure the ACP142 Channels”:

The “Unicast Address” for acp142-s4406e is 10.50.66.2

The “Unicast Address” for acpi42-mule is 10.50.66.2
Do not follow the following sections:

Configure the External ACP127 Station

Configure the External ACP142 MTAs

Configure the External ACP142/mule MTA

When enabling services in the section “Complete the Service Configuration” leave the “Isode
M-Switch ACP127 Server” disabled.

Follow only these sections after “Complete the Service Configuration” :
Configure Address Mapping

Reload Configuration
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Rename the S5066 Server
At “HFAP TWO” Open “Mconsole”

In the left-hand pane, left click over the S5066 Server.

Rename the S5066 Server menu

] Address Conversion Tables i

] Routing Trees Main

5 Message Transfer Agents
External Message Transfer Agents At present it is not possible to actively confi
X400 Message Stores which is held in the Messaging Configuratic

description string,
Internet Message Stores P J

w 55066 Servers General
| & HFAP-TWO.HEADQUARTFR® MFT |
> [ ACP127 53066 Access Points Delete... |
Fab Guard Servers Rename...

Select “Rename”

Name 55066 Server
&= Renaming 53066 Server ®

Mame of the new 55066 Server | HF NETWORK ONE|

Enter “HF-NETWORK-ONE”
Press “OK”

Rename Warning
[ Waming X

Please ensure that you update any ACP127,SLEP,CFTP 53006 Access Points or
% ACP142 channels which reference this 83066 Server

On the warning press “OK”

Select the Channel “acpi42-mule”

Choose the “ACP142 Adv” Tab”

Select “HF-NETWORK-ONE” from the “S5066 server Address” dropdown.
Press “Apply”

Select the Channel “acp142-s4406e”

Choose the “ACP142 Adv Tab”

Select “HF-NETWORK-ONE” from the “S5066 server Address” dropdown.
Press “Apply”
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Ensure “MConsole” is closed.
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Create and edit the file C:\Isode\etc\topo\topoboot.xml” so the file looks like this:

HFAP-Two topo boot contents

<topoboot>

<db-dsa>

<ldaphost>Idap://localhost:19389/</ldaphost>
<root>topoDBName=Topo DB,o=Topo,0=Messaging System</root>
<userdn>cn=Messaging Admin,cn=Users,0=Messaging System</userdn>
<password>Secret1+</password>
<saslmech>SCRAM-SHA-1</saslmech>

</db-dsa>

<update>

<type>hfap</type>

<name>HFAP TWO</name>

<switch>

<!-- NB this value must match the MTA DN in mconsole -->

<mtadname>cn=HFAP-TWO.HEADQUARTERS.NET,cn=Messaging Configuration

HFAP-TWO,0=Messaging Switches,0=Messaging System</mtadname>
<ldaphost>ldap://localhost:19389/</ldaphost>

<userdn>cn=Messaging Admin,cn=Users,0=Messaging System</userdn>
<password>Secret1+</password>
<gmgrhost>hfap-two.headquarters.net</qmgrhost>
<gmgruser>messaging.admin@hfap-one.headquarters.net</qmgruser>
<password>Secret1+</password>
<gmgrmech>SCRAM-SHA-1</gmgrmech>

</switch>

<s5066>

<server>

<name>HF-NETWORK-ONE</name>

<!-- NB these values must match the 5066 Server

in the M-Switch config -->

<hfnet>HF-NETWORK-ONE</hfnet>
<hostname>hfap-two.headquarters.net</hostname>
<port>5066</port>

</server>

</s5066>

</update>

</topoboot>

Open the “Isode Service Configuration Tool”.
Change the “start-type” for the “Icon-Topo Configuration Service” to “Disabled”

Change the “start-type” for the “Icon-Topo Update Service” to “Automatic”
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Start the “Icon-Topo Update Service”

Open “MConsole”

SO

Note the additional red coloured configuration items which have been added by Icon-Topo:

Icon-Topo Routing Added

> [ Address Conversion Tebles
~ [ Routing Trees
~ @ Main Routing Tree
v 5iE C=GB

> (@ ADMD=FAREP-ONE

> (@ ADMD=FIELD

> (9 ADMD=HFAR-ONE-ONE
> (@ ADMD=HFAP-TWO

> (8 headquarters
v [ Message Transfer Agents
(] HFAP-TWO HEADQUARTERS.NET

5 [ Channels

> [ Tables

5 [ Directory Profiles
> [ Logs

~ [ External Message Transfer Agents
[ FAREP ONE
~ (2] Channels
s smtp
{8 400
~ [=] HFAP ONE
~ [ Channels
{4 smtp
{8 400
~ [ MU ONE
~ [] Channels

{8 smtp
&

X400

{8 acp142-mule-HF-NETWORK-ONE
@ acp142-s4406e-HF-NETWORK-ONE

A Routing Nexus is a message routing abstraction that configures routing to one or more external MTAs.
In simple operation nly one of the configured MTAs is enabled;this means that the Routing Nexus selects which MTA to be used.

Operators can manage this choice using Diversions view.
A Routing Nexus can also be used with Laser routing to direct 2 user to any external MTA,

Mexus
Default

FAREP-ONE

HFAP-ONE

MU-ONE

MTA Infe / Indirection

FAREP ONE(smitp+x400)

FAREP ONE(smtp+x400)

HFAP ONE(smtp-+xd00)

MU ONE(acp142-s4406e-HF-NETWORK-O...
FAREP ONE(smtp+x400)
HFAP ONE(smtp+x400)

Description

direct to farep/FAREP ONE

direct to farep/FAREP ONE

direct to hfap/HFAP ONE

direct to mu/MU ONE using HF-NETWORK.

send vis FAREP ONE
send via HFAP OME

Enable

0s0 @ & @

New Nexus...
New MTA Group...
Edit

Delete

Set the Default route at the top of the routing tree to the Routing Nexus “Default”

Set Default Route

> [ Address Conversion Tables

[ Routing Trees

@ Main Routing Tree

> [ Message Transfer Agents

> [/ Extemal Message Transfer Agents
) X400 Message Stores
[ Internet Message Stores

> [ $3066 Servers

> [ ACP127 5066 Access Points
(- Fab Guard Servers

MTAInfo Filters

MTA Group

Subtree Information: (O All children present @ Not all children present

Routing Nexus

Default

Add

Remove

Edit
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Create MU-ONE

Follow the instructions in the “Rig.0 M-Switch User Server Evaluation Guide” to create MU-ONE.

Start at the top of the guide, work to the bottom of the guide but be aware of the following
changes.

Install the Isode Software
Additionally install the software :
- Icon-Topo 2.0v3
- Icon-5066 3.1v3

- Isode-Harrier 4.1vo

Activating the Isode Products

When activating the product use the reference “Rig.0 M-Switch User Server Evaluation for Icon-
Topo”

When writing to support for a Product activation, ask for M-Vault, M-Switch User Server
(Options: Market type Military, X400 Messaging Protocols, ACP1277 Channels, ACP142, Enable
Profiler Channel, FTBE), M-Box, Sodium Sync, Cobalt, Harrier, Icon-5066 (Options: direct-
modem) and Icon-Topo (Options: Configuration Server, Update Server) for a “Rig.0 M-Switch
User Server Evaluation for Icon-Topo”

In the section “Configure the External Connections to “headquarters.net”, do not follow the sub
sections:

Configure an appropriate Stanag 5066 Server
Configure the ACP127 Channel

Do not follow the sections:
Configure the External ACP127 Station
Configure the External ACP142 MTAs

In the section “Complete the Service Configuration”, leave the “Start Type” of the service
“Isode M-Switch ACP127 Server” as “Disabled”.

Do not follow the sections:
Configure the Routing Nexus

Configure the Address Routing

Rename the S5066 Server
Open “Mconsole”

In the left-hand pane, left click over the S5066 Server.
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S$5066 Server Rename Menu

] MConsole (Switch Configurati - o X

File Window View Messaging Operations Help
5 Welcome to Message Console Switch Configuration Management X Switch Operations

> [ Address Conversion Tables

> [ Routing Trees Main

> [ Message Transfer Agents
External Message Transfer Agents | At present it s not possible to actively configure or manage 5066 servers via MConsole. The only knowledge about a
%400 Message Stores server which is held in the Messaging Configuration is the hostname (or P address) and port on which the server is

3 1 Internet Message Stores listening, plus a description string.

(] 55066 Servers General

Description

name

Host Name and Port
The hostname o IP address that this server listens on  MU-ONE.FIELD.NET

The port that this server listens on (0 Use defauit value (5066) |5066 :

Apply  Cancel

@ Help

Select “Rename”
Enter “HF-NETWORK-ONE”
Press “OK”

New 55066 Server Name
[] Renaming 55066 Server X

Name of the new 55066 Server HF-NETWORK-ONEI

On the warning press “OK”

55066 Rename Warning
& Warning x

Please ensure that you update any ACP127,5LEP, CFTP 55006 Access Points or
I % ACP142 channels which reference this 53066 Server

Select the channel “acpi42-mule”

Choose the “ACP142 Adv Tab”

Select “HF-NETWORK-ONE” from the “S5066 server” dropdown.
Press “Apply”

Select the channel “acpi42-s4406e€”

Choose the “ACP142 Std Tab”

Select “HF-NETWORK-ONE” from the “S5066 server” dropdown.

Press “Apply”

Configure the Icon-Topo Server
On the server “FAREP-ONE” ...
Open “Sodium” from the Windows Start menu and provide the bind profile password.

Connect to the local DSA on FAREP-ONE
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Choose FAREP-ONE Bind Profile
B Bind Profile Management O ®

Configured Binds (encrypted)

| FAREP-ONE.HEADQUARTER.MET :
HFAP-OME.HEADQUARTERS.NET

New...
Madify...
Copy
Rename...
Delete

Passphrase...

Certificates...

In the left-hand pane, browse to and select the object “o=Topo”

LDIF Dump option
. cn=dsa-farep-one o=Messaging System / Messaging Admin - Sodium - [m] x
Session Edit Operations X509 View Help

Browse: Topo, Messa.. X

¥, "cn=dsa-farep-one,0=Messaging System / Messaging Admin‘s LDAP bind to 'FAREP-ONEHEADQUAR | Template view | |af®

v @ World Organization  Address
cn=config
v & o=Messaging System o Mame [Topo |+
@ en=Address Book
@ cn=Cobalt Data Description ‘ B
@ cn=Deleted Users
@ cn=Groups "
] See Al Pick
) en=HFAP-ONE CA eense | | [pick] [«
@ cn=Users
cn=White Pages Phone [ Il
£, 0=Messaging Switches
o To- Fax [ [+
Browse
Search...
Compare...
Copy DN
Rename
Add below...
Delete
Refresh
Bulktools > LDIF dump...
LD oad...
Delete subtree..  classes.. Apply | | Cancel
Bulk file load...
Abort | Viewing: o=Tope,e=Messaging Sys  Referential integrity...

Right click and from the context menu choose “Bulk Tools/LDIF Dump”

LDIF Bulk dump settings
=L LDIF Bulk Dump Settings X

Starting point: o=Topo,0=Messaging System

LDIF file: | CA\Users\Administrator\Desktop)dump.|dif Browse...

(®) Whole subtree () Subtreeto a depth of: |1 =

Include selected entry
Include collective types
[Jinclude operational types

Leave the defaults and press “OK”

On “LDIF Dump Completed” press “OK”
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Copy the file “dump.ldif” from the desktop of “FAREP-ONE” to the desktop of “MU-ONE”
Open Sodium from the Windows start menu on “MU-ONE”

Provide the bind profile password.

Connect to the local directory.

In the left-hand pane, browse to and select the object “o=Messaging System”

Right click and select “Bulk Tools/LDIF load ....”

Uncheck “Load to alternative location in tree”

Leave the remaining fields as default.

LDIF Bulk Load settings

Session Edit Operations X509 View Help

Browse: Messaging S... X

n )| “cn=dse,0=Messaging System / Messaging Admin": LDAP bind to 'MU-ONEFIELD.NET on port 19389 | Templateview | of°

~ @ World Organization Address
cn=config
~ & o=Messaging System Organization Name [ Messaging System [+

@ cn=Address Book
@ cn=Cobalt Data

Description [ [+
@ cn=Deleted Users
@ cn=Groups ——
4~ en=MU-ONE CA See Also Pick
@ cn=Users 7 LDIF Bulk Load Settings X
cn=White Pages
B 0=Messaging Switches LDIF file: | CA\Users\Administrator\Desktop\dump Idif | Browse...

18847 bytes, starting:
o=Topo,0=Messaging System

topoDBName=Topo DE,0=Topo,o=Messaging System
topoName=schema,topeDBName=Topo DE, o= Topo, 0= Messaging System

[iLoad to aiternative iocation in tres

Onerror: (O Abort () Prompt (@) Continue
Strip operational and collective attributes

Abert | Viewing: System

Uncheck “Load to alternative location in tree”
Leave the remaining fields as default.

Press OK”

On “LDIF Load Completed” press “OK”

The directory will now be populated with the initial Icon-Topo configuration:

Initial Icon-Topo Configuration

= cn=dsa,0=Messaging System / Messaging Admin - Sodium - o x

Session Edit Operations X509 View Help

Browse: Messaging S... X

m )| "cn=dsa,0=Messaging System / Messaging Admin': LDAP bind to'MU-ONE.FIELD.NET on port 19389 | Template view | |of°

v @ World Organization  Address
cn=config
v & o=Messaging System Organization Name | Messaging System | [=
@ en=Address Book
@ cn=Cobalt Data Description I E
@ cn=Deleted Users
O i, [
@ cn=Users
cn=White Pages Phone [ iE
& o=Messaging Switches
v & o=Topo Fax [ | [=
+ |1 topoDBName=Topo DB
topoName=farep
topoName=htap
topoName=hfnet
tepoName=mu
topoName=schema
Add another...| | Clone...| | Object classes.. Apply | | Cancel

Abert  Viewing: 0=Messaging System

Close Sodium.

Edit the file “C:\Isode\etc\topo\topoboot.xml” so the file looks like this:
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Topoboot.xml on MU ONE

<topoboot>

<db-dsa>

<ldaphost>ldap://localhost:19389/</ldaphost>
<root>topoDBName=Topo DB,o=Topo,0=Messaging System</root>
<userdn>cn=Messaging Admin,cn=Users,0=Messaging System</userdn>
<password servpass:encrypt="true">Secret1+</password>
<saslmech>SCRAM-SHA-1</saslmech>

</db-dsa>

<update>

<type>mu</type>

<name>MU ONE</name>

<switch>

<!-- NB this value must match the MTA DN in mconsole -->
<mtadname>cn=MU-ONE.FIELD.NET,cn=Messaging Configuration MU-ONE,o=Messaging
Switches,0=Messaging System</mtadname>
<ldaphost>Idap://localhost:19389/</ldaphost>

<userdn>cn=Messaging Admin,cn=Users,0=Messaging System</userdn>
<password>Secret1+</password>
<gmgrhost>mu-one.field.net</qmgrhost>
<gmgruser>messaging.admin@field.net</qmgruser>
<password>Secret1+</password>
<gmgrmech>SCRAM-SHA-1</gmgrmech>

Open the “Isode Service Configuration Tool”.

Change the start-type for the “Icon-Topo Configuration Service” and the “Icon-Topo Update
Service” to “Automatic”

Start the “Icon-Topo Configuration Service”

Open a browser and navigate to “https://localhost:17000”

The browser will provide a security warning. Choose an option to override the warning.
Enter username “messaging.admin@field.net”

Enter password “Secreti+”

Press “Login”

In the left hand pane select “Mobile Units”

You will see that Icon-Topo is now configured on “MU-ONE”
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MU ONE Configured

2. FAREPs

Maobile Units
.
i, HF Networks
Name L Satcom / HF Description Domain Primary HFAP Last Update
48 Mobile Units MU ONE > Satcom SHIP ONE field.net HFAP ONE 2025-01-23 15:04

Start the “Icon-Topo Update Service”

Open “MConsole”

Note the additional Red coloured configuration items which have been added by Icon-Topo.

Icon-Topo updated configuration

[E] MConsole (switch Configurati

File Window View Messaging Operations Help
] Welcome to Message Console Switch Configuration Management X Switch Operations

~ [ Routing Tress
v @ Main Routing Tree
~ 55 C=G8

A Routing Nexus is a message routing abstraction that configures routing to one or more extemnal MTAs.
In s is enabledthi N
v (9 ADMD=FAREP-ONE

enly one of MTAs

MTAto be used
- Operators can manage this choice using Diversions view.
PRMD=54406
N @?DMDJMD ARouting Nexus can also be used with Laser routing to direct a user to any edemal MTA.
> @ ADMD=HFAP-ONE-ONE
» @ ADMD=HFAP-TWO Nexus MTA Info / Indirection Description Enable New N
~ @ net Default
> @ field FAREP ONE(smtp+x400)
v @ headquarters HFAP ONE(acp142- acpld2-mule) direct to hfap/HFAP ONE

> @ farep-one HFAP TWO(acp acpl42-mule)  directto hfap/HFAP TWOQ Delete
> @ hfap-one FAREP-ONE

> @ hfap-two
~ [ Message Transfer Agents
v (=] MU-ONE.FIELD.NET
> [ Channels .
5 [ Tables HFAP-TWO
Default via default route
> [ Directory Profiles
) [ Logs

New MTA Group

direct to farep/FAREP ONE

Edit

Default via default route
HFAP-ONE

Default via default route

~ [ Extemnal Message Transfer Agents
v [ FAREP ONE

v & HFAP ONE
~ [ Channels
@ acpld2-mule
@ acp142-s4d06e
[ HFAP TWO
~ [ Channels
acpldz-mule .
% acpl42-s4406e Apply  Cancel

@ Help

Set the Default route at the top of the routing tree to the Routing Nexus “Default”

Set Default Routing Nexus

] Welcome to Message Console Switch Configuration Management X Switch Operations
> [ Address Conversion Tables
[ Routing Trees MTAlnfo Fitters
~ @ Miain Routing Tree
> E2 C=GB MTA Group
S @ ret
> [ Message Transfer Agents Add
> [ Bxternal Message Transfer Agents
X.400 Message Stores (e
> [ Internet Message Stores Edit
> [ S5066 Servers

> [ ACP127 55066 Access Points

Subtree Information: O All children present @ Not al children present
Fab Guard Servers.

Routing Nexus

{Defauit v

Press “Apply”

Configure FTBE

Create the folder “c:\ftbe”

Configure Cobalt

Open Cobalt via your web browser.
Sign in as “cobalt.admin@field.net”
Select view “Cobalt Administrator”

For the domain “field.net” add the feature “FTBE Users”
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Switch view to the domain “field.net”

Select “FTBE Mailboxes”

Empty FTBE Mailboxes Area

iiu Cobalt FTBE (File Transfer by Email) Mailboxes

cobaltadmin@field.net

§4 FTBE Mailboxes

Administrators

Press “+” in “FTBE Mailboxes”
In “Name” type “MU ONE FTBE MAILBOX”
In “Mailbox Root Directory” type “c:\ftbe”

Add FTBE Mailbox

28 Add FTBE Mailbox cobalt.admin@field.net
04 Dom
&y Cobalt EraE st > ce o
Name -
1% users The nar tht e this FTBE mallbox
& Redirections MU ONE FTBE MAILBOX
4 FTBE Mailboxes
Mailbox Root Directory
The chis

2o Domain Administrators

Caftbe

Email Address

Email address for this mailbos

mu.one.ftbe.mailbox @field.net

Alternative Email Addresses

Messages sent to any of these addresses wil be treated as if they had been sent o the

©field.net

STANAG 4406 Address

55 (X.400 O/R Address).

Press “Add”

Created FTBE Mailbox

cobalt.admin@field.net

i’l‘u Cobalt FTBE (File Transfer by Email) Mailboxes

388 Users

MU ONE FTBE MAILBOX
& Redirections

§-4 FTBE Mailboxes

&¢ Domain Administrators

Press “Peers”

Empty FTBE Peers configuration
&, coalt e PR =

38 Users

& Redirections

f4 FTBE Mailboxes

2o Domain Administrators

Press “Add”
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In “Name” type “FAREP ONE FTBE MAILBOX”

In “Email Address” type “farep.one.ftbe.mailbox@farep-one.headquarters.net”
In “STANAG 4406 Address” type “/CN= FAREP ONE FTBE MAILBOX
/PRMD=S4406/ADMD=FAREP-ONE/C=GB/”

Add FTBE Peer
Add FTBE Peer

ETBE Mailboxes » FTBE Peers (MU ONE FTBE MA... > Add

i Cobalt

8% Users

File Transfer By Email Peer

© Redirections This page contains information about a specific peer for this FTBE mailbox

f-3 FTBE Mailboxes
Name

The name that identifies this peer
&0 Domain Administrators
FAREP ONE FTBE MAILBOX

Mailbox subdirectory
Subdirectory name for files associated with this peer

FAREP ONE FTBE MAILBOX

Email Addresses

Email address associated with this peer

farep.one.ftbe.mailbox@arep-one. headguarters.net Search...
STANAG 4406 Address
The X400 address(es) of the peer

/KCN= FAREP ONE FTBE MAILBOX /PRMD=54406/ADMD=FAREP-ONE/C=GB/ x ‘ ‘

Press “Add”

FTBE Peer Added
iiu Cobalt

es » FTBE Peers (MU ONE FTBE MAIL...

FTBE Peers cobalt.admin@field.net

Isers Name FTBE User Subdirectory

FAREP ONE FTBE MAILBOX MU ONE FTBE MAILBOX FAREP ONE FTBE MAILBOX
& Redirections

f- FTBE Mailboxes

&¢ Domain Administrators

Configure M-Switch

Open “MConsole”
Right Click on “Channels”

New Channel option

Address Conversion Tables ~

Routing Trees
v Message Transfer Agents
w =] MU-ONE.FIELD NET
w || Channe'-
-,-“‘“g} 227-| Mew Channel...

@ acp127

o am=

Select “New Channel”
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Create FTBE Channel

[Z] Creste 3 new MTA channel

Channel type and name

Select the type of channel you want to create, and give it 2 name.

Channel Type

FTBE: File Transfer By Email for arbitary file transfer between M-Switch systems

Channel name [ ftbe

<Back Next>

From the dropdown choose “FTBE” and press “Finish”

Select the “Program” tab.

In “Mailbox prefix” type “c:\ftbe”

Uncheck “Use the top of the directory tree”

|Isode

Press “Pick” and browse to “cn=FTBE,cn=field.net,cn=Cobalt Data,o=Messaging System”

Pick Internet User Search base

=]

~ <World>
cn=config
 0=Messaging System
cn=Address Book
v cn=Cobalt Data
en=config
v en=field.net
en=FTBE
cn=Redirections
cn=Users
en=headquarters.net
cn=mmbs field.net
cn=mmhs.headquarters.net
cn=Deleted Users
cn=Groups

Selection | cn=FTBE cn=field.net,cn=Cobalt Dats,0=Messaging System

Press “OK”

FTBE Chqnnel configu[ation‘

I Address Conversion Tables
I Routing Trees
~ [ Message Transfer Agents
~ [ MU-ONE.FIELD.NET
[ Channels
822-local
acp12?
acp127shaper
acpl42-mule
acpl42-s4406e
housekeeper

3

military-dl

mimecheck
mimeshaper
p3deliver
paserver
smtp-auth
smtp-dl
smtp-external
smtp-internal

smtp-mmhs
x400-dl
x400mt
x400p1

3 ftbe
I Tables
(@ Routing Nexus
I Directory Profiles

] Logs
1 External Message Transfer Agents
1 X400 Message Stores

Internet Messane Stores

Press “Apply”

Open the “Isode Services Configuration” tool from the Windows Start menu.

~

Main  Program  Tsbles Advanced

Programtorun | frechannel

program Arguments[ |

Key

Program Specific Variables

Main  In

Mailbox prefix | Ciftbe

Inbox | inbox

Outbox [ outbox

Subdirectory Delivery Mode (O True (@ False

Deliver multiparts into subdirectories (O True (@ False

[ en=FTBE cn=ricld.net,cn=Cobalt Data,0=Messaging System
Intenet user search base

=

Use thetop of the directory tree [

Apply | | Cancel
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Create FTBE Service

Isode Sen

opada (3 Retest

StotType | Auomatic «
Lcense St

et Dseman
hode con-Topo Web Configuaton Sever

00000000000

Create the M-Switch Service “Isode M-Switch File Transfer by Email Server”
On “Set Service Details” Select “Start Type” “Automatic”
Press “Finish”

Start the new Service.

Configure Sodium Sync

Sodium Sync is used to send Icon-Topo configuration changes and updates from the directory at
FAREP ONE to MU ONE.

Open Sodium and Bind to the local directory

Sync Manager Menu Option
Bind »

Unbind
saging System [ Messaging Admin
Change my Passwaord...

(|
ne » MNew Sync...
Sy !
Status Manager...

Session Settings...

New View
Exit
Select “Session/Sync/Manager”

Sync Profile Management

% Sync Profile Management X

Configured Sync Profiles
New...
Modify...
Copy
Rename...
Delete...
Abort Sync
View Report

Menu...

Server Off v Run Sync Close

On “Sync Profile Management” Press “New”
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Sync Profile Initial Configuration

- o
ion Edit Opeatons View Help
Browse X
essagingSstem Messaging Adrmin's LOAP bintoMU-ONEFELDINET on prt 19389 Noven
[5@ World =
Configured Syn Profes
57 New Sync Profile X New..
Enter name of ew ync prfile Modi
[Topo Confguratio from FAREP ONE -
Seecttypeto configure . -
(O Advanced view: flexible configuration of a sync or check process s
O Group of syncs Delete.
O Sync Active Directory to M-Vault (o to generic LDAP server)
@5ync M-Vautt to M-Vauit Abort Sync
O Sync LDAP to LDAP (or between M-Vautt and generic LDAP) View Report
O Sync from LDIF to M-Vault (or to generic LDAP server)
O Compare two DSA subtrees and generate a change-LDIF Menu
O Compare two LDIF files and generate a change-LDIF
(O Apply a change-LDIF to a director
5 3 & Run Sync Close.
Gnedl
Hoy] [Cancel
pbort

Name the Profile “Topo Configuration from FAREP ONE”
Select “”Sync M-Vault to “M-Vault”

Press “OK”

Simple View

—

= Sync Profile Editor: Topo Configuration from FAREP ONE

Syne Profile name:

Add Notes

Topo Configuration from FAREP ONE

Source

DSA  —= Mapping
subtree
Compute Apply to

changes —» Target

required DSA
Target
DSA

subtree

Advanced View ot Cancel

Press “Advanced View”

Advanced View

7 Sync Profile Editor: Topo Configuration from FARER ONE

X
Profile  Mode Source Target Entries Attributes Mapping Glue  Checks Output Scheduling Hooks Trace
Syne Profile name: Add Notes
Topo Configuration from FAREP ONE

Source
DSA  —> Mapping

subtree
Compute Applyto

changes > Target
DSA

required
Target
DSA

subtree

Simple View g Mo ok
5

Cancel

Select “Mode” tab.
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Mode Tab

e Profile Editor: Topo Configuration fro

4 to update the

4 during the
st by corelating

oo

e oo B

Select “Queue: Pull in change LDIF files from a queue folder”

Select “Queue” tab.

Queue Tab

5 Sync Prfile Edtor: Topo Confy

from FARE? ONE

Relocate Checks Output Scheduling Hooks Trace

itch FTBE queve (Fil Transfer by E-mail)

Que [ Cftbe\FAREP ONE FIBE MAILBOR\nbos ] [Browse
Numberof old LOFs o keep: [1 ]
SimpleView oo Cance

Select “M-Switch FTBE queue (File Transfer by E-mail)”
Populate the queue folder as “C:\ftbe\FAREP ONE FTBE MAILBOX\inbox”
Change to “Output” tab.

Output Tab

£ Sync Profile Editor: Topo Configuration from FAREP ONE

x
Profile Mode te Checks Output Scheduling Hooks Trace
What to do with the rted:
O Discard changes
® Apply changes using this Bind Profile:
= dz,02h System /M d || New

[ Optimise processing of complete updates to minimize the changes applied
change-LDIF file:

ktop\changes.dif

Bro,
ot change-LDIF file to a queue folder (for FTBE, air-gap sync, etc)
Options:
[ Sefeguard merge-sync: block entry additions o deletions
Warn about entry additions or deletions that are blocked
Simple View @D Cancel

Select “Apply changes using this Bind Profile”

From the dropdown choose the local bind profile “cn=dsa, o=Messaging System / Messaging
Admin”

Change to “Scheduling” tab.
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Scheduling Tab

7 Syn Profile Editor: Topo Configuration from FAREP ONE

Profile Mode Queue Relocate Checks Output Scheduling Hooks Trace

besetto
funning for this user.

g Sync Serveris

Meain sync pass scheduling
[ Schedule at these times:

(daity) 05 o
Schedule at this interval: (between the above times, if also specified)

[0 oo [dJrows [T Jminutes

Smpevien Qo Ganca

Check “Schedule at this interval”

Schedule to sync every minute.

Press “OK”

Configured Sync Profile

= Sync Profile Management

Configured Sync Profiles
Topo Configuration to MU ONE & Sync Server not connected
Modify...
Copy

Rename...
Delete...

Abort Sync

View Report

Menu.

Server Off v Run Sync Close

In the dropdown in the bottom left-hand corner choose “Install and start server”

Install and start server

Server Off ~ Close

Install and Start server ... o
Install server ...
Refresh status ..

Install and Start Sync Server

=, Install and Start Sync Server X

To install the Sync Server Windows Service, fill in the details below and click OK.

Note: The service must be run with the same user-name as the Sodium client
(Administrater), and so requires the password for this user to be configured. The
password can be entered here, or alternatively you can leave this blank and configure
the password directly by changing the Properties for the “Isode Sodium Sync” service
after the service has been installed. (See Control Panel -> Administrative Tools ->
Services.) Itwill not be possible to start the server until the password is configured
correctly.

IMPORTANT: In addition, the service won't start unless the user has ‘Logon as a Service'
rights. This is automatically granted if the passwerd for “lsode Sodium Sync" is set
manually in the Services cantrol panel. It can also be examined or modified via Control
Pancl -» Administrative Tools > Local Security Settings.

User password |

Serverlistening port | 19838 |

Enter the server administrator password and Press “OK”

A server startup failure will be presented.
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Sync Server Startup Failure

L Sync Server Startup Failure

The Sync Server Windows service is installed, but there was a problem starting the
service:
'C\Program Files\Isode\bin\jswrapper.exe --start
CA\Users\Administrator\AppData\Roaming\lsode\sadium-sync-wrapper.conf' failed:
Unexpected failure: 1

wrapper | Starting the Isede Sodium Sync service...
wrapper | Unable to start the service - The service did not start due to a logon failure.

(Oxd2d)

If this was a logon problem, you may have the password wrong, or you might not have
‘Logon as a Service' rights set up. This can be fixed by correcting the password in:

Control Panel -> Administrative Tools -> Services
-> Isode Sodium Sync -> Properties -> Log On

or in:
Centrol Panel -» Administrative Tools - Local Security Settings.

Alternatively you may wish to check the box below to uninstall the service and try
again from the start.

O

Press “OK”
Assuming you are logged on as local administrator”..

From the Windows server manager, choose “Tools/Local Security Policy”

Local Security Policy Menu Option

s Server Manager

)| P

Component Services

Manage Tooks  View  Help

Server Manager > Dashboard

Computer Management

Dashboard WELCOMETO SERVER MANAGER Defragment and Optimize Drives

T Local Server Disk Cleanup

s All servers Event Viewer
- o Configure this local server e
3 File and Storage Services b =
uick sTarr LocalSecurity Policy
B . Microsot Azure Services

2 Add roles and fe
ODBC Data Sources (32-bit)

‘ODEC Data Sources (64-bit

manage
Performance Monitor

3 Add other serv

AT e up Recovery Drive
Registy Editor
5 Resource Monitor
Services
LELET System Configuration
System Information
ROLES AND SERVER GROUPS Tesk Scheduer
Rolesi1 | Server groups:1 | Se 1 Windows Defender Firewall with Advanced Security
Windows Memry Disgnostic
== File and Storage A =
g 1 Local Server 1 i All Server  Windows PowerShell
¥ Services = -
@ Manageability @® Manageability @ Manageab| Windows Server Backup

Find the Policy “Local Policies/User Rights Assignment/Log on as a service”

Log on as Service Menu Option

 Local Security Pelicy - o X
File Action View Help
e | n@ XE =]
F Security Settings Policy - Security Setting ~
3 Account Policies (54 Force shutdown from a remote system Administrators
~ 4 Local Policies 1) Generate security audits LOCAL SERVICE,NETWO...
:2 C::!;L“;‘::'Amgnmm [/ Impersonate a client after authentication LOCAL SERVICE NETWO...
3 Security Options [ Increase a process working set Users
| Windows Defender Fremallwith Ad | 4 Icrease scheduling pricrity Administrators, Window .
) Network List Manager Polcies ] Load and unload device drivers Administrators
1 Public Key Policies Uid Lock pages in memory
| Software Restriction Policies [ Log on as a batch job Administrators Backup ..
1 Application Control Policies -
), IP Security Policies on Local Computd|| (i Manage audit Eve e Administrators
) Advanced Audi Policy Configuration | (i Medifyanob] e,
(5 Modify firmwar crmrommmcns vuncs Administrators
[} Obtain on impersonation token for another user in the same... Administrators
[ Perform velume maintenance tasks Administrators
] Profile single process Administrators
i Profile system performance Administrators, NT SERVI...
[} Remove computer from docking station Administrators
[ Replace a process level token LOCAL SERVICE,NETWO.
i Restore files and directories Administrators,Backup .
[ Shut down the system Administrators Backup ..
[ Synchronize directory service data
[ Take ownership of files or other objects Administrators
< > v

Right click and select “Properties”
Press “Add User or Group”

Enter The Object name “administrator” and press “Check names”
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Add Administrator Object

Policy.
£ Generate security audits

£ Increase a process working set
| i Increase scheduling priority

G Lock pages in memory
iLogon ssabatchjob

BLogon asasenice

o G Manage auiting and securiy og
|| i Moy an objec abel

[ Obtain an

5] Profile single process
5] Profile system performance

£ Replace 2 process level token
5] Restore files and directories
5 Shut down the system

o
Log on a5 a service Propertes X
_ | Local Secuty Seting | Explan -
Log on as a service
(5] Force shutdown from a remote system
i Impersonate a lint after authentication
NT SERVICEVALL SERVICES
i Load and unload device drivers
i Modifyfirmware environment values
inthe same.
5 Perform volume maintenance tasks A\ G o
Select Users or Groups
5 Remove computer from docking station Seect thi object type:
[Vsers or Buttinsecurty prncpais | | Ot Types:
[muone | | tocatons.
£ Synchronize directory service data
5 Take ownership of files or other objects Enerthe object names toselect (pxamples
EAdirisrtor] Chock Names
_ o .

Press “OK”

Administrator object Adde

Log on as 2 service Properties
Local Secuty Setting  Explan

Loganas a serviee

7 X

MU-ONE\Administrator
NT SERVICEVALL SERVICES

"R (lser o Grop, Bemove

Press “OK”

Caneel Boply

Open the “Isode Service Configuration Manager”

Select the “Isode Sodium Sync” service

Change to “Advanced” tab.

Sodium Sync Service Configuration

% Senvice Configuration
Senvice Configuration  Operations View Help

Isode Services

s B set b

@ ts0de Cobalt sever
v @ Isode DSA e aging System
v @ tode M-Suitch Queue Manager
@ 1s0de M-Suitch OSI Listener
@ lode M-Switch ACP127 Sever
@ ode M-Switch ACP 142 Sever
@ tzcde M-Switch ACP 142 Sever2
@ 1zcde M-Suitch SMITP Server
@ Is0de M-Suitch e Transfer by Ems

@ sode Harrer Web server
@ Icon-5066 Distibuted Data Senvice
@ tzcde MAS
@ ts0de M-Box IMAP server
@ ts0de M-Box LMTP server
@ tz0de M-Box Management server
@ 1z0de Event sever
@ 120de M-Box POP3 server
@ Icon-Topo Configuration Senvice
@ Icon-Topo Update Sevice
Iz0de Sodium Sync

Abort

In “User Account Name” type “MU-ONE\Administrator”

StatTree @ Stop X Remov

General Recovery Advanced

seniceld odssodiumsyne

Executable Path CiProgrem Fies\sodelbin\swrapper.exe

Registy Arguments

Account Type:
O Local Account © Other Account

Use Account ame | ] password [sssnsses

Required Senices
The service depends on the following services:

Service Name Service D

Enter the password for this account.

Press “Apply”

Add..

Remove

Agply || Cancel

|Isode

Evaluation Guide: Icon-Topo

Page 86 of 115



|Isode

Start the “Sodium Sync Service”

Reopen the “Sync Profile Manager” and note the updated sync status

Sync Service Success

7 Sync Profile Management x

Configured Sync Profiles
Topo Configuration fram FAREP ONE Success (0/0:01). Next at 16:36:42 New...

Modify...
Copy
Rename...
Delete...
Abort Sync
View Report

Menu...

Server Connected ~ Close

Configure Switch for Harrier mmbhs traffic separation

On the MU, it is important that mmbhs traffic from Harrier be routed to the correct transport. This
is achieved by creating a separate “smtp-auth” channel for mmbhs internet traffic. Harrier will
submit mmhs messages to the new channel. An authorisation rule is used to ensure traffic is
routed to the appropriate transport.

Open “Mconsole”

Select the “smtp-auth” channel

Clone smtp-auth channel

File Window View Messaging Operations Help

5] Weleome to Message Console Switch Configuration Management X Switch Operations
[/ Address Conversion Tables ~ o
& Mein Address Conversion Toble Main  Progiam Tables Inbound Advanced

© [ Routing Trees
v @ Main Routing Tree
o3 C=GB
@ net Channel Name [smtp-auth |
© 1 Message Tiansfer Agents
(1 MU-ONEFELD.NET
~ 1 Channels Description [with smre ]
&210cal
@ acpl2?
acp12Tshaper
acplaz-mule
acpl42-s4406e
housekeeper SMTP.
imtp
mhsshaper
ilitary-dl
mimecheck

Name and Description

Used for authenticated message subrmission, and usually runs on port 87

Hou it appears in the logging | smitp with |

Channel pe: [in Access: MTA

Outbound Protocols

mimeshaper
3 p3deliver
paserver
smtp-au
smtp-d
smitp-ex
smip-in CopyDN

Rename.

Clone.

S ——
xd0omt
40051
Tables

® Routing Nexus ‘ v

Copy this channel DN to clipboard

Add Peer Connection...

Directory Profiles

Apply| | Cancel

Right click and Select “Clone ...” from the context menu.

Name the cloned channel

[ Cloning channel smtp-auth ¥

Mame of the new channel | smtp-mmh4

Provide the channel with the name “smtp-mmbhs”
Press “OK”

Select the “Program” tab.
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New Channel Program tab

r

”

Change the “Key” field to be “smtp-mmhs

” «

Make the “Listening port” “19587”

Press “Apply”

When connecting Harrier to the switch for mmbhs traffic, use the port “19587".
Select the switch “MU-ONE.FIELD.NET”

Select the “Authorization” tab.

Press “Add”

New authorization rule

@

Main  Delivery Routing Lookup Authorization  QueveManager Security Advanced Alertd

Priorty  State
ansmip-internal 0 Enabled
0 Enabled
o Ensbled
ivesout 0 Enabled

2 New MTA Rule x

Description | Ensure Harrier MMHS Messages Processed by acp142-sddd6e

Disable Rule

[ o

© Hep

In “Description” type “Ensure Harrier MMHS Messages Processed by acpi42-s4406e”

Select “Block” from the “Type” dropdown.

In “Filter” type (&(inchan=smtp-mmhs)(|(outchan=smtp-external)(outchan=acpi42-mule)))”
Press “OK”

Press “Apply”

Configure Harrier
Follow the “Harrier 4.1 evaluation guide” to install and configure Harrier.
When configuring the smtp server for the domain, substitute the following:

SMTP Server URL: mu-one.field.net:19587
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Create STRATEGIC-ONE

Follow the instructions in the “Rig.0 M-Switch User Server Evaluation Guide” to create
“STRATEGIC-ONE”.

Start at the top of the guide, work to the bottom of the guide but be aware of these changes.

Naming the Server
Make the machine name “STRATEGIC-ONE”
Make the primary dns suffix for the server “HEADQUARTERS.NET"

Activating the Isode Products

When activating the product in “Reference” type “Rig.0 M-Switch User Server Evaluation for Icon-
Topo”

When writing to support for a Product activation, ask for M-Vault, M-Switch User Server
(Options: Market type Military, X400 Messaging Protocols, Enable Profiler Channel), M-Box,
Cobalt and Harrier for a “Rig.0 M-Switch User Server Evaluation for Icon-Topo”

Create the DSA

On “Provide address configuration” make the hostname: STRATEGIC-
ONE.HEADQUARTERS.NET
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Create the Messaging Configuration

Set “Messaging Configuration name” as “Messaging Configuration STRATEGIC-ONE”
Provide the hostname as “STRATEGIC-ONE.HEADQUARTERS.NET”
The email address domain should be “headquarters.net”

The SASL id on “Administrator authentication details” should be
“messaging.admin@headquarters.net”.

Provide the X400 configuration: “C=GB/ADMD=HEADQUARTERS/PRMD=S4406"
Rename the X400 MTA to be “STRATEGIC-ONE”

Skip the following sections:
Configure the External Connections to “headquarters.net”
Configure the External ACP127 Station
Configure the External ACP142 MTAs
Complete the Service Configuration
Configure the Routing Nexus and Routing Tree
Configure the Address Routing

After the section “Reload Configuration” follow this additional section:

Configure External Connections to field.net
The facility for SMTP and X400 communication will be provided.

Right Click on “External Message Transfer Agents”

Configure the External smtp MTA

Address Conversion Tables
Routing Trees

w Message Transfer Agents
-] STRATEGIC-ONEHEADQUARTERS.MET
External Mes: = .
XADD Messac
Internet Message Stores
55066 Servers

Mew External MTA...

Select “New External MTA...”
Select “SMTP”
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Configure the External MTA type

[E)] Create a new MTA

MTA type
Select the type of MTA you want to create

External MTA (Non Isode MTA, or non tailoring MTA)

O sMTP

(O X400

() SMTP and X.400

) CFTP

) SLEP

) X.AD0 Gateway (using the lsode or Open Group Gateway API)
) X.400 P1 File Gateway

) X.A00 P1 over HTTP Gateway

(
(
(
(
(i

O0O000OC

< Back Mext > Finish

Click “Next>".

Name the External MTA
[ Create a new MTA

MTA Naming

Cancel

An External Internet MTA can be given an arbitrary name in your

Messaging Configuration

The local name fer the external MTA in this configuration

Directory Name | FAREP-OMNE SMTP

The mail domain or host name to which messages queued to this MTA will be transferred. It is
also possible to specify an P address, but that will require the use of an SMTP channel which

has the "nomx" flag set to communicate with this MTA

Destination | farep-one.headquarters.net

Optional local descriptien for the new MTA

Description | |

< Back

Enter the “Directory Name” as “FAREP-ONE SMTP”

In “Destination” type “farep-one.headquarters.net”.

Click “Finish”.

The External smtp connection to FAREP-ONE has been created.

Now we will create an X400 connection to FAREP-ONE

Right Click on “External Message Transfer Agents”

|Isode
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Configure the External X400 MTA

| Address Conversion Tables
| Routing Trees
w [ Message Transfer Agents
| STRATEGIC-OMNEHEADQUARTERS.NET

w || External Mess=== Temmnfor fAmonie
(=] FAREP-ON New External MTA...
| X.400 Message Stores
| Internet Message Stores
| 53066 Servers

Select “New External MTA...”

Configure the External MTA type
[E] Create a new MTA [m] X

MTA type
Select the type of MTA you want to create

External MTA (Non Isode MTA. or non tailoring MTA)

OsMTP

O %400

) SMTP and X400

O crre

Ostep

) X400 Gateway (using the lsode or Open Group Gateway API)
) X.400 P1 File Gateway

() %400 P1 over HTTP Gateway

< Back Next > Finish Cancel

Select “X400”

Click “Next>".

Name the External MTA
[:I Create a new MTA

MTA Naming

MTAs can be named in a number of different ways, depending on the
context,

The MTA Mame, to be used in protocols (like X.400 P1 binds)

MTA name in protocol | FAREP-ONE

The host name or IP address of the system on which the MTA will run

Fully Qualified Hostname | farep-oneheadquarters.net

The local Directory Mame in this configuration (defaults to MTA Name)

Directory Name | FAREP-OME X400

Optienal local description for the new MTA

Description | |

< Back Finish

Enter the “MTA name in protocol” as “FAREP-ONE”

In “Fully Qualified Hostname type “farep-one.headquarters.net”.

Cancel

In “Directory Name” type “FAREP-ONE X400”

Click “Next >”
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Default routing tree for this MTA

[C] Create a new MTA o X

Default Routing Tree for this MTA

Routing will be setup for the O/R Address Prefix selected, and the
default Intemet domain selected earlier.

Choose a Routing Tree or Address Conversion Table. Use the tree navigation tool to select a partial
or complete O/R address, and then modify this value if necessary via the Edit button

<n=Main Routing Tree, cn=Messaging Configuration STRATEGIC-ONE,0=Messaging Switches, v/

~ Main Routing Tree
v =GB
ADMD=HEADQUARTERS
net

Selected O/R Address

OfR Address | /C=GB/ | | it

<Back Next > Cancel

Select “C=GB” in the “Default Routing Tree for this MTA”

Press “Edit”

X400 Route to FIELD

[C] 0/R Address Editor

Name Form | Partial

CountryName|GB | Administrative Domain | FIELD [ISpace

Private Domain | 54406 | Organization |

Organizational Unit #1 l:l Organizational Unit #2 |
Organizational Unit #3 l:l Organizational Unit #4 |

Surname | | Initials |

Given Name | | Generation Cualifier |

Commaon Name |

X121 Address |

Terminal ID|

Domain-defined type | |

||+

Clear

In “Administrative Domain” type “FIELD”

In “Private Domain” type “S4406”
Press “OK”

Cancel
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Default route selected
[E] Create a new MTA m] X

Default Routing Tree for this MTA

Routing will be setup for the O/R Address Prefix selected, and the
default Intemet domain selected earlier,

Choose a Routing Tree or Address Conversion Table, Use the tree navigation tool to select a partial
or complete O/R address, and then modify this value if necessary via the Edit button.

cn=Main Routing Tree,cn=Messaging Configuration STRATEGIC-ONE, 0=Messaging Switches, ~

~ Main Routing Tree
~ C=GB
ADMD=HEADQUARTERS
net
Selected O/R Address
O/R Address | /PRMD=54406/ADMD=FIELD/C=GB/ | Edit
< Back Mext > Cancel
. 73 sr O ”
Click “Finish

Select the node “net” in the routing tree.

Right click.

Add node

| Address Conversion Tables

~ || Routing Trees
~ & Main Routing Tree
w EIS C=GB
» (¥ ADMD=FIELD
(¥ ADMD=HEADQUARTERS
w G net
G Add node
v ) Messag Delete...

= STRE Check Routing...
s ) External e e

[=] FAREP-OME SMTP
[=] FAREP-OME X400

Select “Add node”

Add smtp route node to field

| Address Conversion Tables
w [| Routing Trees MTA
~ i@ Main Routing Tree
v 5iZ C=GB N
» (® ADMD=FIELD
(¥ ADMD=HEADQUARTERS
v G net
(] headquarters
w || Message Transfer Agents

2 Createa Routing Tree node X

Enter a value for the new Domain Component Name node

Domain Component Name | field|

In “Create a Routing tree node” type “field”.

Press “OK”

|Isode
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Associate Remote MTA With Node

@
v EIZ (=GB

@ ADMD=FELD

® ADMD=HEADQUARTERS
v @ net

@ headquarters

@ field

ssa

EADQUARTERS.NET
ol Message Transfer Agents:
REP-ONE SMTP

® Edit MTA Info

By editing the MTA infor
The DN configured inthe

n forthis routing tree node, you can set the
Info is the DN of an MTA

Routing for this node

Select the MTA that is going handle this node

routing for the selected O/R hierarchy

{cn=FAREP-ONE SMTD

Dealing with multiple MTAs

MTA Weights affect th Igorithm: if multiple MTAs are present in 2 no

lower weighted MTAs ai d,

|Isode

MTA weight

Channel Infe

ontact the remote MTA using more ths
o be used by adding it to the table witl

AEtitle Weight o Add

In “MTA Group” press “Add”

In the dropdown select “cn=FAREP-ONE SMTP”
Press “OK”

Press “Apply”

Repeat the above adding the node “mmbhs” under “field” but associating with the remote MTA
“cn=FAREP-ONE X400”.

Populate Recipient Information

The CA already created on HFAP-ONE will be used to generate certificates. So do not follow the
section “Create an Isode PKI”.

Before following the section “Configure M-Vault to Support TLS”:
Create the folder “c:\IsodeCerts”

Copy the file “ca_certificate.pem” from the folder “c:\IsodeCerts” on “HFAP-ONE” to the folder
“c:\IsodeCerts” on “STRATEGIC-ONE”.

Follow the section “Configure M-Vault to Support TLS”

BUT ...
Use the Sodium CA on HFAP-ONE.

Copy the certificate request (the file “rsa_pem_csr.pem” to HFAP-ONE before generating the dsa
certificate using the HFAP-ONE CA.

Copy the certificate generated back to STRATEGIC-ONE before moving on. The certificate file
will be named “rsa_pem_csr_cert_?.pem (? Will probably be 1).

To identify the correct certificate, look at the “Date Modified” in Windows explorer. When
copying that file to STRATEGIC-ONE, also rename it “STRATEGIC-ONE.pem” for clarity.

An additional page will be shown:
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Locate the signed Certificate
=il Create TLS Identity for the Directory Server "cn=dsa,0=Messaging Syste.. ] X

Locate the signed Certificate

The wizard couldn't find a matching certificate. Please browse to a
directory containing the appropriate .crt file in order to select a certificate

Specify the location of the certificate file

[ csodecens Change...
The following files contain matching certificates

Subject DN Filename

cn=dsa,o=Messaging System ChlsodeCerts\...

< Back Finish Cancel

Press “Change” and browse to “c:\IsodeCerts”

Select the certificate with Subject DN “cn=dsa,o=Messaging System”

Press “Next >”

Initial Cobalt Configuration

Follow this section but ...

Make the “domain to use for initial cobalt administrator” “headquarters.net”.
When authenticating, use the identity cobalt.admin@headquarters.net

Rather than adding “headquarters.net” without MMHS support, add “Field.net” without that
support.

For the domain “mmbhs.field.net” only enable the features “Role Based UAs” and “Organizations
(Profiled Addresses)”

For the domain “mmbhs.headquarters.net” ensure the following features are enabled:
Role Based UAs
Organizations (Profiled Addresses)

Profiler Configuration

For the domain “field.net” only enable the features “Messaging Users”

For the domain “headquarters.net” enable only the features “Messaging Users” and “Redirections”

Search for cobalt admins in the domain “headquarters.net” rather than “Field.net”

Ensure cobalt.admin@headquarters.net can “Manage Everything” in “field.net”
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Configure the local mailboxes and remote users

Follow the general instructions in this section but add users, roles, mailboxes and redirections in
the “headquarters.net” and “mmbhs.headquarters.net” domain and remote roles from the
“field.net” and “mmbhs.field.net” domains.

The postmaster redirection address is added in the domain “headquarters.net” rather than
“field.net”.

The postmaster address is “postmaster@headquarters.net”

The “redirected address” is “radio.operator@mmhs.headquarters.net”
There is no need to add “Garbled Data” redirection at this node.
There is no need to add “Service Messages” roles at this node.

When adding the remaining objects from the table, users in headquarters.net will require a
password while users in field.net will not. There is no need to add the postmaster, garbled data or
gateway objects in the field.net domain.

Configure a Profiler Rule

Follow this section.

Use it to set up a rule in the “mmhs.headquarters.net” domain
Use the “Target organization” “HOME GUARD”

For “Action Address” select “‘HEADQUARTERS CAPTAIN”

For “Info Address” select “‘HEADQUARTERS RADIO OPERATOR”

Configure the Profiler Channel
Follow this section.

But browse to the object:

Select default profile
@

iew Messaging Operations _Help
Switch Configuration Management X [ Switch Operations

Agents
v (3 STRATEGIC-ONEHEADQUARTERS.NET
~ [ Channels

Programto run profiler Program Arguments

822-local

Program Specific Variables

Main  n Out

ConfigFile  switch/

Cobalt DN

© Help

Configure Switch For Harrier

As a demonstration of traffic types, on the Strategic node, it is useful for internet traffic to be
routed over smtp and Military traffic to be routed over X.400. This is achieved by creating a
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separate smtp-auth channel for internet and mmbhs internet traffic. Harrier will submit mmbhs
messages to the new channel. An authorisation rule is used to ensure traffic is routed to the

appropriate transport.

Open “Mconsole”

Select the “smtp-auth” channel and right-click for context menu

Clone channel menu option

Address Conversion Tables
Routing Trees Mzin  Program
~ [ Message Transfer Agents
~ =] STRATEGIC-OMNE.HEADQUARTERS.NET
~ [ Channels Usedfora
%1 822-Iocal Channel b
:‘;‘Q housekeeper How it ap)
& Imtp
& mhsshaper Descriptio
& military-dl
& mimecheck
& mimeshaper
%3 p3deliver
% plserver
z:q“g smtp-auth SMTD
:o:@ smtp Rename...
% smtp Clone...
& smtp
G x400- EDIZ oH
& %4000 e
%3 x40y Copythis channel DN to clipboard

Name and Desci

Channel Type:

Outbound Protc

Tables Add Peer Connection...
(¥ Routing Nexus
Directory Profiles

Select “Clone”

New channel name

=] Cloning channel smtp-auth *

Name of the new channel ‘ smtp-mmhsl

Provide the channel with the name “smtp-mmbhs”
Press “OK”
Select the “Program” tab.

Change the “Key” field to be “smtp-mmhs”

” «

Make the “Listening port” “19587”

New smtp-auth Program tab

Main  Progrem  Tobles Inbound  Advanced

v = STRATEGIC-ONE.HEADQUARTERS.NET Programt = Program Arg b

Key [ mtp-mmbs
Program Specific Variables
In o AntiSpam Auh TS Greyist

urn: O Headers only ® Full content

defautt value (Not set)

Allow binary data OYes @ No

Convert BINARYMIME datato 7-bit OTue @ False

Block all connection attempts OYes @ No

® Rovting Nexus =
Directory Profies
Logs
Extemal Meszage Tiansfer Agents
X400 Meszage Sores
Intemet Message Stores iy pofe [ ]
55066 Servers

Allow 1P addresses with invalid hostnames @ Yes ONo

Listening port (] Use defautvalue (Notzet) (16587 |3

Apply| | Cancel

@ Help

Press “Apply”

When connecting Harrier to the switch for mmhs, use the port “19587”.
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Select the switch “STRATEGIC-ONE.HEADQUARTERS.NET”
Select the “Authorization” tab.

Press “Add”

New authorization rule

3 Mcorso Confiuration a T, ;
Fie Window View Messoging Opeations Help
& le Switch X Switch Operations.

Address Conversion Tables
Routing Trees
< Message Transfer Agents
L STRATEGIC-ONE HEADQUARTERSINET
< 5 Channels
w22 ocal Fiter. (&incha
@ housskeeper Stte: Ensbled
imtp
mhsshaper Type Prorty  Sste  Descption
@ miltary-dl Inchanasotg-intemal | 0 Enabled  Local SMTP
mimecheck block 0 Enabled Stop relay
mimeshaper block 0 Enabled  Ensure Harrier MMHS Messages Transported Over X..
archive - - c - :

= smtp-extema))

rchivenq  EditMTA Rule x

smtp-dl Enter the information necessary to build a new MTA authorization rule.

smtp-extenal

smtp-nternal

x0-dl Descrption | Encure Harier MVS Mesages Transported Over 400

oot

@ wioop1

smtp-mmhs

> [ Tables o Add

® Roting News Fiter (&inchan=smtp-mmhs)(outchan=smip-extema) 2 —

5 ) Diectoy Prfies
=T L N C X Remove
5 ) Bternal Message Transfer Agents DisabieRule (]
1 X400 Message Stores
5 ) Intemet Message Stores

Type Block v

Iftwo ul < the higher priorty Apply | Cancel

In “Description” type “Ensure Harrier MMHS Messages Transported Over X400’

Select “Block” from the “Type” dropdown.

In “Filter” type “(&(inchan=smtp-mmbhs)(outchan=smtp-external))”

Press “OK”

Press “Apply”
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Evaluation Guide: Icon-Topo

Page 99 of 115



|Isode

Configure Harrier

Follow the “Harrier 4.1 evaluation guide” to install and configure Harrier.
When configuring the smtp server for the domain, substitute the following:

Hostname : strategic-one.headquarter.net

Internet Domain Name : headquarters.net

Military Domain name : mmhs.headquarters.net

IMAP Server URL : imap://strategic-one:143

LDAP Server URL : Idap://strategic-one.headquarter.net:19389

SMTP Server URL (Internet Domain) : smtp://strategic-one.headquarter.net:587

SMTP Server URL (Military Domain) : smtp://strategic-one.headquarter.net:19587
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Configure Icon-5066

Icon-5066 should be installed on HFAP-ONE, HFAP-TWO and MU-ONE.

For guidance you should follow the Icon-5066 R3.1 Evaluation Guide.

This guide shows how to install 3 Icon-5066 nodes on one machine.

For the purpose of this evaluation, each node should be installed on a separate machine.
The MoRaSky instance should be placed on the MU-ONE server.

It is not necessary to install and configure the Operator Chat software, that will already have been
installed with M-Switch earlier in this guide.

There is no need to follow the sections:
Naming the Server
Install the Isode Software
Activating the Isode Products

As those steps will already have been followed in this guide.

Changes to note while following the guide ...

When specifying Node names, make the following substitutions on the appropriate server:
S5066 Node 1: HFAP ONE

S5066 Node 2: HFAP TWO

S5066 Node 3: MU ONE

When defining Node addresses use:

HFAP ONE 10.50.66.0
HFAP TWO 10.50.66.2
MU ONE 10.50.66.1

The SIS port for each server should be the same - 5066. The guide changes this for each node so
that it can run more than one node on each server.

When configuring the modem, the ip address of the modem should be the ip address of the MU-
ONE server.

When creating the MoRaSky profile, call it “MU ONE”

Issues with connectivity may be easier to identify if the following steps are followed in MoRaSky:
Change to the “Radio” tab.

Select “Enable Radio Locations”

Press “Edit Radio Locations”
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Edit Radio Locations

7 Radio locations o
Set up location names and optional co-ordinates for radios.
v HFAP ONE
Location: | HFAP ONE Latituce | 51 Degrees | 21.360 Minutes | North +
Longitude | 0 Degrees | 3000 Minutes | East +
Course Degrees
Speed Krots
v HFAPTWO
Location: | HFAP TWO Latituce | 39 Degrees | 54360 Minutes | North +
Longitude | 77 Degrees | 1120 Minutes | West +
Course Degrees
Speed Knots.
v MUONE

Location: | MU ONE Latitude | 52 Degrees | 17.600 Minutes | North

Longitude | 13 Degrees | 15000 Minutes | East
Course. Degrees
Spesd Knots
Use relative
Use movement
Radio locations are specified using latitude/longitude.
Choose "Use relative” to see and modify the distances from a chosen radio,
Choose "Use movement” to simulate radios moving.
oK

Fill in the Data as Follows:
Location 1 Name: HFAP ONE
Location 2 Name: HFAP TWO
Location 3 Name: MU ONE

Press “OK”
Press “Save”

On “Saving profiles” press “OK”

It is now easier to distinguish the locations when executing MoRaSky:

MoRaSky Starting

7 MoRaSky - MU ONE - o x

File

Profiles | Radio | Errors | Modem | System | MoRaSky Execution

01] Session starc

02] Session start

Start Clear

t

Cancel
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Demonstrate the System

Send an Internet Message while in port

On “STRATEGIC ONE” log into Harrier as “steve.wright@headquarters.net”
On “MU ONE” log into Harrier as “simon.bates@field.net”

Send a message from “Steve Wright” to “Simon Bates”

Note that the message will be transported over smtp.

The starting state of the system is that MU-ONE is on shore.

So the message should be routed to Mu One directly via smtp.

The audit logging at FAREP ONE will look like this:

Logging Internet message while in port

2025-03-12 10:53:50 pp.smtp 04896 (#0 ) ConnectFrom chan:smtp-external host: STRATEGIC-ONE
ip:192.168.1.145

2025-03-12 10:53:52 pp.smtp 04896 (#0 ) Archive unid:Z9FnvgATIEEA qid:msg.04896-0
file:"C:/Isode/Archive/2025-03-12/1741776832.4896.0.1ar"

2025-03-12 10:53:52 pp.smtp 04896 (#0 ) Msgin unid:Z9FnvgATIEEA qid:msg.04896-0 type:User-Mpdu
msgid:<1087bdaa-5f50-4cb9-8ebf-12e24174a63e@localhost> plmsgid:[/PRMD=S4406/ADMD=FAREP-
ONE/C=GB/;FAREP-ONE..0489601-250312.105352] subject:"Internet Message While in Port" chan:smtp-
external mta:STRATEGIC-ONE size:1036 nrecip:1 content-type:822 sender:steve.wright@headquarters.net
submit-time:2025-03-12-10.53.46 queued-time:2025-03-12-10.53.52 priority:3

2025-03-12 10:53:52 pp.smtp 04896 (#0 ) ok unid:Z9FnvgATIEEA qid:msg.04896-0 rno:1 xno:1
recip:simon.bates@field.net ureq:fwu mreq:1 chan:smtp-external mta:mu-one.field.net

2025-03-12 10:53:52 pp.smtp 04896 (#0 ) Disconnect chan:smtp-external host: STRATEGIC-ONE
1p:192.168.1.145 helo:STRATEGIC-ONE.HEADQUARTERS.NET

2025-03-12 10:53:59 smtp-ext 06752 (#0 ) Trans unid:Z9FnvgATIEEA qid:msg.04896-0 chan:smtp-
external rno:1 recip:simon.bates@field.net action-time:2025-03-12-10.53.59 tid:1 qtime:6.991

2025-03-12 10:53:59 smtp-ext 06752 (#0 ) Msgout unid:Z9FnvgATIEEA qid:msg.04896-0 chan:smtp-
external mta:mu-one.field.net sender:steve.wright@headquarters.net size:1039 nrecip:1 tid:1 ttime:0.451
subject:"Internet Message While in Port"

At MU-ONE log on to Harrier as “Simon Bates”
Note the message has been received.

Reply to the message and see that it is routed back to STRATEGIC ONE and can be seen in Steve
Wrights mailbox. The message is transported over smtp.

The logging at FAREP-ONE looks like this:
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Logging Internet message reply while in port

2025-03-12 10:59:27 pp.smtp 04896 (#0 ) ConnectFrom chan:smtp-external host:MU-ONE ip:192.168.1.149
2025-03-12 10:59:27 pp.smtp 04896 (#0 ) Archive unid:Z9FpDwATICYB qid:msg.04896-1
file:"C:/Isode/Archive/2025-03-12/1741777167.4896.1 .iar"

2025-03-12 10:59:27 pp.smtp 04896 (#0 ) Msgin unid:Z9FpDwWATICYB qid:msg.04896-1 type:User-Mpdu
msgid:<cde2a456-6fc0-4528-a9¢6-9c8f0e6d501d@localhost> plmsgid:[/PRMD=S4406/ADMD=FAREP-
ONE/C=GB/;FAREP-ONE..0489602-250312.105927] subject:"Re: Internet Message While in Port" chan:smtp-
external mta:MU-ONE size:1200 nrecip:1 content-type:822 sender:simon.bates@field.net submit-time:2025-03-12-
10.59.25 queued-time:2025-03-12-10.59.27 priority:3

2025-03-12 10:59:27 pp.smtp 04896 (#0 ) ok unid:Z9FpDwWATICYB qid:msg.04896-1 rno:1 xno:1
recip:steve.wright@headquarters.net ureq:fwu mreq:1 chan:smtp-external mta:strategic-one.headquarters.net
2025-03-12 10:59:27 pp.smtp 04896 (#0 ) Disconnect chan:smtp-external host:MU-ONE ip:192.168.1.149
helo:MU-ONE.FIELD.NET

2025-03-12 10:59:28 smtp-ext 08952 (#0 ) Trans unid:Z9FpDwATICYB qid:msg.04896-1 chan:smtp-external
rno:1 recip:steve.wright@headquarters.net action-time:2025-03-12-10.59.28 tid:1 gtime:1.372

2025-03-12 10:59:28 smtp-ext 08952 (#0 ) Msgout unid:Z9FpDwATICYB qid:msg.04896-1 chan:smtp-

Send a Military Message while in port

On “STRATEGIC ONE” log into Harrier as “ian.lavender@headquarters.net”

Send a military message from “HEADQUARTERS RADIO OPERATOR” to “FIELD RADIO
OPERATOR”.

The starting state of the system is that MU-ONE is on shore.

So the message will be routed to MU ONE directly via X400 P1.

The audit logging at FAREP ONE will look like this :
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Logging Military message while in port

2025-03-12 19:05:56 x400p1 08200 (#0 ) PIRespConnOK chan:x400p1 theirmtaname:STRATEGIC-ONE
theirpa:Internet=192.168.1.145 ourmtaname:FAREP-ONE

their calling_addr:"\"591\"/URI+0000+URL+itot://strategic-one.headquarters.net" rtse _type:normal appcon:3
recov:false dialogmode:mono auth req:11 our auth req:11 rtsid:3 ckpoint:63 window:3 actno:0 rts_flags:cO1
bindtype:simple

2025-03-12 19:05:56 x400p1 08200 (#0 ) IPM unid:Z9HbFAAgCLQA qid:msg.08200-0 ipmid-
str:3d2b6b32-1b22-4e35-a5dd-c4438147bf21(a)localhost ipmid-ora:"/DD.MIXER 1=message-id:(060)3d2b6b32-
1b22-4e35-a5dd-c4438147bf21(a)localhost(062)/PRMD=S4406/ADMD=HEADQUARTERS/C=GB/"
subject:"Military Message While in Port" dtg:20250312190531Z

2025-03-12 19:05:56 x400p1 08200 (#0 ) Archive unid:Z9HbFAAgCLQA qid:msg.08200-0
file:"C:/Isode/Archive/2025-03-12/1741806356.8200.0.xar"

2025-03-12 19:05:56 x400p1 08200 (#0 ) Msgin unid:Z9HbFAAgCLQA qid:msg.08200-0 type:User-
Mpdu plmsgid:[/P=S4406/A=HEADQUARTERS/C=GB/;STRATEGIC-.0582407-250312.190556]
envid:"X400-MTS-Identifier:[/P=S4406/A=HEADQUARTERS/C=GB/;STRATEGIC-.0582407-
250312.190556]" chan:x400p1 mta:"cn=x400p1,cn=STRATEGIC-ONE X400,cn=Messaging Configuration
FAREP-ONE,o=Messaging Switches,0=Messaging System" size:671 nrecip:1 content-
type:0id.1.3.26.0.4406.0.4.1 sender:"/CN=HEADQUARTERS RADIO OPERATOR
/PRMD=S4406/ADMD=HEADQUARTERS/C=GB/" submit-time:2025-03-12-19.05.56 queued-time:2025-03-
12-19.05.56 priority:4

2025-03-12 19:05:56 x400p1 08200 (#0 ) ok unid:Z9HbFAAgCLQA qid:msg.08200-0 rno:1 xno:1
recip:"/CN=FIELD RADIO OPERATOR /PRMD=S4406/ADMD=FIELD/C=GB/" ureq:fw mreq:1 chan:x400p1
mta:"cn=x400,cn=MU ONE,cn=Messaging Configuration FAREP-ONE,o=Messaging Switches,o=Messaging
System"

2025-03-12 19:05:56 x400p1 02236 (#0 ) Trans unid:Z9HbFAAgCLQA qid:msg.08200-0 chan:x400p1
rno:1 recip:"/CN=FIELD RADIO OPERATOR /PRMD=54406/ADMD=FIELD/C=GB/" action-time:2025-03-
12-19.05.56 tid:1 qtime:0.031

2025-03-12 19:05:56 x400p1 02236 (#0 ) Msgout unid:Z9HbFAAgCLQA qid:msg.08200-0 chan:x400p1
mta:"cn=x400,cn=MU ONE,cn=Messaging Configuration FAREP-ONE,o=Messaging Switches,o=Messaging
System" sender:"/CN=HEADQUARTERS RADIO OPERATOR
/PRMD=S4406/ADMD=HEADQUARTERS/C=GB/" size:1504 nrecip:1 tid:1 ttime:0.017

2025-03-12 19:05:56 x400p1 02236 (#0 ) Archive unid:Z9HbFAAgCLQA qid:msg.08200-0
file:"C:/Isode/Archive/2025-03-12/1741806356.2236.1.xar" tid:1

At “MU-ONE” log on to Harrier as “Elizabeth Swann”
Note the message has been received.

Reply to the message and see that it is routed back to STRATEGIC ONE and can be seen in the
“RADIO OPERATOR HEADQUARTERS” mailbox.

The logging at FAREP-ONE looks like this:
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Logging Military message reply while in port

2025-03-14 09:30:07 x400p1 03608 (#0 ) P1RespConnOK chan:x400p1 theirmtaname:MU-ONE
theirpa:Internet=192.168.1.149 ourmtaname:FAREP-ONE their calling addr:"\"591\"/URI+0000+URL+itot://mu-
one.field.net" rtse_type:normal appcon:3 recov:false dialogmode:mono auth req:80 our auth req:11 rtsid:3
ckpoint:63 window:3 actno:0 rts_flags:cO1 bindtype:simple

2025-03-14 09:30:07 x400p1 03608 (#0 ) IPM unid:Z9P3HwWAOGF4A qid:msg.03608-0 ipmid-str:a48e756f-
3tbc-4051-a48d-e12860b398b5(a)localhost ipmid-ora:"/DD.MIXER 1=message-id:(060)a48e756f-3tbc-4051-a48d-
e12860b398b5(a)localhost(062)/PRMD=S4406/ADMD=FIELD/C=GB/" subject:"Re: Military Message While in
Port" dtg:20250314093002Z

2025-03-14 09:30:07 x400p1 03608 (#0 ) Archive unid:Z9P3HwWAOGF4A qid:msg.03608-0
file:"C:/Isode/Archive/2025-03-14/1741944607.3608.0.xar"

2025-03-14 09:30:07 x400p1 03608 (#0 ) Msgin unid:Z9P3HWAOGF4A qid:msg.03608-0 type:User-Mpdu
plmsgid:[/PRMD=S4406/ADMD=FIELD/C=GB/;MU-ONE.FIE.0509602-250314.093006] envid:"X400-MTS-
Identifier:[/PRMD=S4406/ADMD=FIELD/C=GB/;MU-ONE.FIE.0509602-250314.093006]" chan:x400p1
mta:"cn=x400,cn=MU ONE,cn=Messaging Configuration FAREP-ONE,o=Messaging Switches,o0=Messaging
System" size: 1102 nrecip:1 content-type:0id.1.3.26.0.4406.0.4.1 sender:"/CN=FIELD RADIO OPERATOR
/PRMD=S4406/ADMD=FIELD/C=GB/" submit-time:2025-03-14-09.30.06 queued-time:2025-03-14-09.30.07
priority:4

2025-03-14 09:30:07 x400p1 03608 (#0 ) ok unid:Z9P3HWAOGF4A qid:msg.03608-0 rno:1 xno:1
recip:"/CN=HEADQUARTERS RADIO OPERATOR /PRMD=S4406/ADMD=HEADQUARTERS/C=GB/"
ureq:fw mreq:1 chan:x400p1 mta:"cn=x400p1,cn=STRATEGIC-ONE X400,cn=Messaging Configuration FAREP-
ONE,o=Messaging Switches,o0=Messaging System"

2025-03-14 09:30:08 x400p1 04240 (#0 ) P1InitConnOK chan:x400p1 theirmtaname:STRATEGIC-ONE
theirpa:"\"591\"/URI+0000+URL+itot://strategic-one.headquarters.net" ourmtaname:FAREP-ONE rtse type:normal
appcon:3 recov:false dialogmode:mono auth req:11 our auth req:11 rtsid:3 ckpoint:63 window:3 actno:0
rts_flags:c15 bindtype:simple

2025-03-14 09:30:08 x400p1 04240 (#0 ) Trans unid:Z9P3HWAOGF4A qid:msg.03608-0 chan:x400p1 rno:1
recip:"/CN=HEADQUARTERS RADIO OPERATOR /PRMD=S4406/ADMD=HEADQUARTERS/C=GB/"
action-time:2025-03-14-09.30.08 tid:1 gtime:0.623

2025-03-14 09:30:08 x400p1 04240 (#0 ) Msgout unid:Z9P3HWAOGF4A qid:msg.03608-0 chan:x400p1
mta:"cn=x400p1,cn=STRATEGIC-ONE X400,cn=Messaging Configuration FAREP-ONE,o=Messaging
Switches,0=Messaging System" sender:"/CN=FIELD RADIO OPERATOR
/PRMD=S4406/ADMD=FIELD/C=GB/" size:1890 nrecip:1 tid:1
ttime:0.095/PRMD=54406/ADMD=FIELD/C=GB/" size:2003 nrecip:1 tid:1 ttime:0.105

2023-05-23 16:15:27 x40001 04196 (#0 ) Archive unid:ZGzYigAVNGwA aid:msg.05428-0
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Change Icon-Topo Configuration So Not in Port
Log in to the Icon-Topo administration tool at “Farep One”
Select “Mobile Units”

Select “MU ONE”

Change to “Details” Tab.

MU ONE Not in port

3 Icon Topo

& FAREPs

View / Modify Mobile Unit

Administrators may modify the current mobile unit using this page

i HFAPs

5. HF Networks

Name
& Mobile Units Name of this Mobile Unit (MU)

MU ONE
0 Scheduled Updates

& Map

Is At Base /| SATCOM

£ Database Admin

Uncheck “Is At Base/SATCOM”

Scroll down and press “Submit”

|Isode

Wait until Sodium sync and ftbe have transferred this change to MU ONE. To confirm, log on to
Icon Topo at MU ONE and wait until the “Is At Base/SATCOM” check box appears unchecked.

Send an Internet Message while not in port

On “STRATEGIC ONE” log into Harrier as “steve.wright@headquarters.net”

On “MU ONE” log into Harrier as “simon.bates@field.net”

Send a message from Steve Wright to Simon Bates

Note that the message will be transported over smtp to HFAP-ONE and then ACP142-mule across

the 5066 network.
The audit logging at HFAP ONE will look like this:
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Logging Internet message while not in port

2025-03-14 13:38:41 pp.smtp 07028 (#0 ) ConnectFrom chan:smtp-external host:FAREP-ONE
ip:192.168.1.146

2025-03-14 13:38:41 pp.smtp 07028 (#0 ) Archive unid:Z9QxYQAbdEwWB qid:msg.07028-1
file:"C:/Isode/Archive/2025-03-14/1741959521.7028.1 .iar"

2025-03-14 13:38:41 pp.smtp 07028 (#0 ) Msgin unid:Z9QxYQAbdJEwWB qid:msg.07028-1 type:User-Mpdu
msgid:<c53d8611-0288-45b6-872b-9329d5cac56b@localhost> plmsgid:[/PRMD=S4406/ADMD=HFAP-
ONE/C=GB/;HFAP-ONE.H.0702802-250314.133841] subject:"Internet Message While Not in Port" chan:smtp-
external mta:FAREP-ONE size:1317 nrecip:1 content-type:822 sender:steve.wright@headquarters.net submit-
time:2025-03-14-13.38.40 queued-time:2025-03-14-13.38.41 priority:3

2025-03-14 13:38:41 pp.smtp 07028 (#0 ) ok unid:Z9QxYQAbdEWB qid:msg.07028-1 rno:1 xno:1
recip:simon.bates@field.net ureq:fwu mreq:1 chan:acp142-mule mta:"cn=acp142-mule-HF-NETWORK-
ONE,cn=MU ONE,cn=Messaging Configuration HFAP-ONE,o=Messaging Switches,0=Messaging System"
2025-03-14 13:38:41 acp142-m 03124 (#0 ) ACP1420ut unid:Z9QxYQAbdEWB qid:msg.07028-1
chan:acp142-mule msid:1741959521 ndest:1 percent:41 co:no

2025-03-14 13:38:41 pp.smtp 07028 (#0 ) Disconnect chan:smtp-external host:FAREP-ONE
ip:192.168.1.146 helo:FAREP-ONE.HEADQUARTERS.NET

2025-03-14 13:38:45 acp142-m 03124 (#0 ) Trans unid:Z9QxYQAbdEWB qid:msg.07028-1 chan:acp142-
mule rno:1 recip:simon.bates@field.net action-time:2025-03-14-13.38.45 tid:1 qtime:4.168

2025-03-14 13:38:45 acp142-m 03124 (#0 ) Msgout unid:Z9QxYQAbJEwWB qid:msg.07028-1 chan:acp142-
mule mta:"cn=acp142-mule-HF-NETWORK-ONE,cn=MU ONE,cn=Messaging Configuration HFAP-
ONE,o=Messaging Switches,0=Messaging System" sender:steve.wright@headquarters.net size:595 nrecip:1 tid:1
ttime:4.153 subject:"Internet Message While Not in Port"

At “MU-ONE” log on to Harrier as “Simon Bates”
Note the message has been received.

Reply to the message and see that it is routed back via “HFAP ONE” and can be seen in “Steve
Wrights” mailbox.

The logging at HFAP ONE looks like this:
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Logging Internet message reply while not in port

2025-03-14 13:41:09 acp142-m 03124 (#0 ) Msgin unid:Z9Qx9QAMNIIA qid:msg.03124-0 type:User-Mpdu
msgid:<df52cacf-8dad-4cc6-aeba-1281ba9cel24@localhost> plmsgid:[/PRMD=S4406/ADMD=HFAP-
ONE/C=GB/;HFAP-ONE.H.0312401-250314.134109] subject:"Re: Internet Message While Not in Port"
chan:acp142-mule mta:"cn=acp142-mule-HF-NETWORK-ONE,cn=MU ONE,cn=Messaging Configuration HFAP-
ONE,o=Messaging Switches,0=Messaging System" size:1172 nrecip:1 content-type:822
sender:simon.bates@field.net submit-time:2025-03-14-13.41.01 queued-time:2025-03-14-13.41.09 priority:3
2025-03-14 13:41:09 acp142-m 03124 (#0 ) ok unid:Z9Qx9QAMNIIA qid:msg.03124-0 rno:1 xno:1
recip:steve.wright@headquarters.net ureq:fwu mreq:1 chan:smtp-external mta:farep-one.headquarters.net
2025-03-14 13:41:09 acp142-m 03124 (#0 ) ACP142in unid:Z9Qx9QAMNIIA qid:msg.03124-0 chan:acp142-
mule source:10.50.66.1 msid:1741959662 co:no

2025-03-14 13:41:10 smtp-ext 08000 (#0 ) Trans unid:Z9Qx9QAMNIIA qid:msg.03124-0 chan:smtp-external
rno:1 recip:steve.wright@headquarters.net action-time:2025-03-14-13.41.10 tid: 1 qtime:0.826

2025-03-14 13:41:10 smtp-ext 08000 (#0 ) Msgout unid:Z9Qx9QAMNIIA qid:msg.03124-0 chan:smtp-
external mta:farep-one.headquarters.net sender:simon.bates@field.net size:1175 nrecip:1 tid:1 ttime:0.010
subject:"Re: Internet Message While Not in Port"

Send a Military Message while not in port
On “STRATEGIC ONE” log into Harrier as “ian.lavender@headquarters.net”
On “MU ONE” log into Harrier as “elizabeth.swann@field.net”

Send a military message from “HEADQUARTERS RADIO OPERATOR” to “FIELD RADIO
OPERATOR”.

Note that the message will be transported over X400 to HFAP-ONE and then ACP142-
stanag4406e across the 5066 network.

The audit logging at HFAP ONE will look like this:
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Logging Military message while not in port

2025-03-14 13:45:34 x400p1 06856 (#0 ) PIRespConnOK chan:x400p1 theirmtaname:FAREP-ONE
theirpa:Internet=192.168.1.146 ourmtaname:HFAP-ONE

their calling_addr:"\"591\"/URI+0000+URL+itot://farep-one.headquarters.net" rtse _type:normal appcon:3
recov:false dialogmode:mono auth req:80 our auth req:11 rtsid:3 ckpoint:63 window:3 actno:0 rts_flags:cO1
bindtype:simple

2025-03-14 13:45:34 x400p1 06856 (#0 ) IPM unid:Z9Qy=gAayBQA qid:msg.06856-0 ipmid-
str:19c02a36-ba7e-464f-947d-8721198d950(a)localhost ipmid-ora:"/DD.MIXER 1=message-id:(060)19c02a36-
ba7e-4641-947d-18721198d950(a)localhost(062)/PRMD=S4406/ADMD=HEADQUARTERS/C=GB/"
subject:"Military Message While Not in Port" dtg:20250314134411Z

2025-03-14 13:45:34 x400p1 06856 (#0 ) Archive unid:Z9Qy=gAayBQA qid:msg.06856-0
file:"C:/Isode/Archive/2025-03-14/1741959934.6856.0.xar"

2025-03-14 13:45:34 x400p1 06856 (#0 ) Msgin unid:Z9Qy=gAayBQA qid:msg.06856-0 type:User-Mpdu
plmsgid:[/P=S4406/A=HEADQUARTERS/C=GB/;STRATEGIC-.0521210-250314.134533] envid:"X400-MTS-
Identifier:[/P=S4406/A=HEADQUARTERS/C=GB/;STRATEGIC-.0521210-250314.134533]" chan:x400p1
mta:"cn=x400,cn=FAREP ONE,cn=Messaging Configuration HFAP-ONE,o=Messaging Switches,o=Messaging
System" size:679 nrecip:1 content-type:0id.1.3.26.0.4406.0.4.1 sender:"/CN=HEADQUARTERS RADIO
OPERATOR /PRMD=S4406/ADMD=HEADQUARTERS/C=GB/" submit-time:2025-03-14-13.45.32 queued-
time:2025-03-14-13.45.34 priority:4

2025-03-14 13:45:34 x400p1 06856 (#0 ) ok unid:Z9Qy=gAayBQA qid:msg.06856-0 rno:1 xno:1
recip:"/CN=FIELD RADIO OPERATOR /PRMD=S4406/ADMD=FIELD/C=GB/" ureq:fw mreq:1 chan:acp142-
s4406e mta:"cn=acp142-s4406e-HF-NETWORK-ONE,cn=MU ONE,cn=Messaging Configuration HFAP-
ONE,0o=Messaging Switches,0=Messaging System"

2025-03-14 13:45:34 acp142-s 06524 (#0 ) ACP1420out unid:Z9Qy=gAayBQA qid:msg.06856-0
chan:acp142-s4406e msid: 1741959934 ndest:1 percent:46 co:no

2025-03-14 13:46:07 acp142-s 06524 (#0 ) Trans unid:Z9Qy=gAayBQA qid:msg.06856-0 chan:acp142-
s4406e rno:1 recip:radio.operator@mmbs.field.net in-recip:"/CN=FIELD RADIO OPERATOR
/PRMD=S4406/ADMD=FIELD/C=GB/" orig-recip:"/CN=FIELD RADIO OPERATOR
/PRMD=S4406/ADMD=FIELD/C=GB/" action-time:2025-03-14-13.46.07 tid:1 qtime:33.025

2025-03-14 13:46:07 acp142-s 06524 (#0 ) Msgout unid:Z9Qy=gAayBQA qid:msg.06856-0 chan:acp142-
s4406e mta:"cn=acp142-s4406e-HF-NETWORK-ONE,cn=MU ONE,cn=Messaging Configuration HFAP-
ONE,o=Messaging Switches,0=Messaging System" sender:radio.operator@mmbhs.headquarters.net size:791
nrecip:1 tid:1 ttime:33.011

At “MU-ONE” log on to Harrier as “Elizabeth Swann”
Note the message has been received.

Reply to the message and see that it is routed back to “STRATEGIC ONE” and can be seen in the
“RADIO OPERATOR HEADQUARTERS” mailbox.

The logging at HFAP-ONE looks like this:
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Logging Military message reply while not in port

2025-03-14 14:00:36 acp142-s 06524 (#0 ) IPM unid:Z9Q2hAAZfHMB qid:msg.06524-1 ipmid-str:2ab1c526-
7b87-4697-a412-4c¢23193aa9d2(a)localhost ipmid-ora:"/DD.MIXER 1=message-id:(060)2ab1c526-7b87-4697-a412-
4c23193aa9d2(a)localhost(062)/PRMD=S4406/ADMD=FIELD/C=GB/" subject:"Re: Military Message While Not
in Port" dtg:20250314140030Z

2025-03-14 14:00:36 acp142-s 06524 (#0 ) Archive unid:Z9Q2hAAZfHMB qid:msg.06524-1
file:"C:/Isode/Archive/2025-03-14/1741960836.6524.2 xar"

2025-03-14 14:00:36 acp142-s 06524 (#0 ) Msgin unid:Z9Q2hAAZfHMB qid:msg.06524-1 type:User-Mpdu
plmsgid:[/PRMD=S4406/ADMD=FIELD/C=GB/;MU-ONE.FIE.0509606-250314.140033] envid:"X400-MTS-
Identifier:[/PRMD=S4406/ ADMD=FIELD/C=GB/;MU-ONE.FIE.0509606-250314.140033]" chan:acp142-s4406¢
mta:"cn=acp142-s4406e-HF-NETWORK-ONE,cn=MU ONE,cn=Messaging Configuration HFAP-
ONE,o=Messaging Switches,0=Messaging System" size:1110 nrecip:1 content-type:oid.1.3.26.0.4406.0.4.1
sender:"/CN=FIELD RADIO OPERATOR /PRMD=S84406/ADMD=FIELD/C=GB/" submit-time:2025-03-14-
14.00.33 queued-time:2025-03-14-14.00.36 priority:4

2025-03-14 14:00:36 acp142-s 06524 (#0 ) ok unid:Z9Q2hAAZfHMB qid:msg.06524-1 rno:1 xno:1
recip:"/CN=HEADQUARTERS RADIO OPERATOR /PRMD=S4406/ADMD=HEADQUARTERS/C=GB/"
ureq:fw mreq:1 chan:x400p1 mta:"cn=x400,cn=FAREP ONE,cn=Messaging Configuration HFAP-
ONE,o=Messaging Switches,0=Messaging System"

2025-03-14 14:00:36 acp142-s 06524 (#0 ) ACP142in unid:Z9Q2hAAZfHMB qid:msg.06524-1 chan:acp142-
s4406e source:10.50.66.1 msid:1741960833 co:no

2025-03-14 14:00:36 x400p1 06096 (#0 ) P1InitConnOK chan:x400p1 theirmtaname:FAREP-ONE
theirpa:"\"591\"/URI+0000+URL+itot://farep-one.headquarters.net" ourmtaname:HFAP-ONE rtse type:normal
appcon:3 recov:false dialogmode:mono auth req:11 our auth req:11 rtsid:3 ckpoint:63 window:3 actno:0
rts_flags:c15 bindtype:simple

2025-03-14 14:00:36 x400p1 06096 (#0 ) Trans unid:Z9Q2hAAZfHMB qid:msg.06524-1 chan:x400p1 rno:1
recip:"/CN=HEADQUARTERS RADIO OPERATOR /PRMD=S4406/ADMD=HEADQUARTERS/C=GB/"
action-time:2025-03-14-14.00.36 tid:1 qtime:0.268

2025-03-14 14:00:36 x400p1 06096 (#0 ) Msgout unid:Z9Q2hAAZfHMB qid:msg.06524-1 chan:x400p1
mta:"cn=x400,cn=FAREP ONE,cn=Messaging Configuration HFAP-ONE,o=Messaging Switches,o=Messaging
System" sender:"/CN=FIELD RADIO OPERATOR /PRMD=S4406/ADMD=FIELD/C=GB/" size:1899 nrecip:1
tid:1 ttime:0.016
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MU ONE Moves Towards HFAP TWO from HPAP ONE
Log into the Icon-Topo Configuration Site at “FAREP ONE”
Select “Map”

Map before Move
+%{ Icon Topo

Select the Green Dot that represents “MU ONE” and drag to a location that is in range of “HFAP
TWO” but not “HFAP ONE”.

Relocate MU ONE
! B
.‘b.: Ico“ Topo ‘messaging.admin@hiap-one headquarters.net (System configuration)
%, FAREPs

_:_ HFAPs '/ y e \
Y o3
& x

2. HF Networks Relocate MU ONE

»
Speed (knots)  Course (degrees)
B I

Lon (degrees) Lat (degrees)

@ Scheduled Updates
-42 6952764625 | 48 95717221088

@ M
@ Map View
Details

- abas HFAP Radius
£ Database Admin =AY,
1200 Nautical Miles

Time offset: 0 Hour(s) from now

Press “Save”

You will see a green status update message.

New MU ONE location
<% Icon Topo

Select “MU ONE” on the map.

Note that it is suggested that the Primary HFAP should now be “HFAP TWO” and that an update
should be scheduled.
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Update suggested

MU ONE

Schedule updates and view or moiy details and position

Scheduled Updates  Details  Position

Scheduled updates

There are no updates scheduled at this time

Schedule an update to Primary HFAP

|Isode

Using HF
HFAP ONE

Operators may schedule an update to this mobile unit's Primary HFAP and HF Network

using this page.

Primary HFAP

Select New Primary HFAP

HFAP TWO

Primary HF Network

HF-NETWORK-ONE

Date/Time for Update

2025-03-14T16:48:54.663Z =]

Press the calendar icon

Gancel

Select a time for the update that is at least 6 minutes from the current time

Set date and time

March 2025

Su Mo Tu We Th Fr Sa

23 24 25 2% 271 28 29

3 AN

Enter time as an HHMM value

1710)

2025-03-14T17:10:002

Cancel

Press “OK”
Press “Submit”

Select “Scheduled updates”

Update scheduled

% F

Scheduled Updates
Mobile Unit

MU ONE

Moves From Moves To When .

HFAP ONE / HF-NETWORK-ONE HFAP TWO / None Specified 2025-03-14 17:10 (5 minutes from now)

Change to “MU ONE” and open the “Icon-Topo Configuration site” on “MU ONE”.
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Select “Scheduled Updates”

The scheduled update may not have arrived yet.

Refresh the page occasionally until the scheduled update is populated via Sodium Sync, FTBE and
Mule.

This indicates that the Sodium Sync, ftbe via HFAP ONE and Mule have worked.
Now wait until after the time the update is scheduled to happen.

The countdown will be shown.

Countdown to application of scheduled update

Scheduled Updates

Mobile Unit Moves From Moves To When =

MU ONE HFAP ONE / HF-NETWORK-ONE HFAP TWO / None Specified 2025-03-14 17:10 (2 minutes from now)

Once the above view is empty, the update will have been applied.
Close and reopen “MConsole” at MU ONE

Note that the “Default” routing in the Routing Nexus has changed.

Icon-Topo Routing Via HFAP TWO

> [-] Address Conversion Tables

> [ Routing Trees ARouting Nexus is a message routing abstraction that configures routing to one or more external MTAs.
b Message Transfer Agents In simple operation only one of the configured MTAs is enabled;this means that the Routing Nexus selects which MTA to be used
~ =] MU-ONEFELD.NET
5 [ Channels Operators can manage this choice using Diversions view.
S Tables A Routing Nexus can also be used with Laser routing to direct a user to any external MTA.
> [ Directory Profiles Nexus MTA Info / Indirection Description Enable
> [ Logs Default
> [ External Message Transfer Agents FAREP ONE(smtp+400) direct to farep/FARE O
XAD0 Message Stores HFAP ONE(acp] Ge-acpld2-mule)  direct to hfap/H m]
> [ Intemnet Message Stores HFAP TWO(acp142-54408e+acpld2-mule)  direct to hfap/HFAP TWO ]
> [ 55066 Servers FAREP-ONE
> ACP127 55066 Access Points Default e R [ ]
Fab Guard Servers HEAP-ONE
Default via default route a
HFAP-TWO
Default via default route a

In this case, “MU ONE” Now routes via “HFAP TWQO”.
At “FAREP ONE”, messages are now routed to “MU ONE” via “HFAP TWO”.

New Icon-Topo Routing at FAREP ONE

> [/ Address Conversion Tables
> (= Routing Trees A Routing Nexus is a message routing abstraction that configures routing to ane or more external MTAs.
~ [ Message Transfer Agents In simple operation only ene of the configured MTAs is enabled;this means that the Routing Nexus selects which MTA to be used.
7 FAREP-ONE.HEADQUARTERS.NET
S [ Channels Operators can manage this choice using Diversions view.
s £ Tables A Routing Nexus can also be used with Laser routing to direct a user to any external MTA.
(¥ Routing Nexus
» [/ Directory Profiles Nexus MTA Infe / Indirection Description Enable
» |20 Logs HFAP-ONE
> External Message Transfer Agents HFAP ONE(smitp+x400) direct to hfap/HFAP OMNE [ ]
X400 Message Stores HFAP-TWO
Intemet Message Stores HFAP TWO (smtp-+x400) direct to hfap/HFAP TWO [ ]
S5066 Servers MU-ONE
direct to mu/MU ONE at base ]
send via HFAP ONE @]
send via HFAP TWO [ ]

As a further test of the system, repeat the following tests and confirm that messages are routed via
“HFAP TWO” by examining the switch audit logging at “HFAP TWO”.
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Send an Internet Message while not in port from “Steve Wright” to “Simon Bates”.
Reply to that message.

Send a Military Message while not in port from “HEADQUARTERS RADIO OPERATOR” to
“FIELD RADIO OPERATOR”

Reply to that message.
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